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BIXGT NA AMNA Xy NeEtery b 7 —# % Firewall
Management Center [ZIE[ET 27089 MERRLET,

E— F (Mode)

FRA ZADEHA X —T =2 ZADE—F (L—F > F (routed) ]
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ATY 1 [T/A4 R (Devices) |>[T/31 RAEH (Device Management) &R L £,
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General

Name:

Transfer Packets:
Mode:
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Device Configuration Export

Device configuration export task
initiated. View the progress of task
from Tasks view.
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7 LET, £2iE, [ (General) | =V 7D [# > ua—FK (Download) | HR¥ %7

Vo 27352 TEET,

R4:3R9DITHY RKR—+

Deployments Upgrades Health Tasks

0 waiting 0 running 0 retrying 20+ success

Q Device Configuration Export

essfully

rdalalammill= 2 aren
Download Export Package
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Device Configuration Download

Backup taken on 03-Nov-2021 01:15 PM is available.

Click here to download the package
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General Fahary
Name: 192.168.0.197 FTDv
Transfer Packets: Yes
Mode: Routed
Compliance Mode: MNone

Disabled

TLS Crypto Acceleration:

Device Configuration: |[ mport | Export | [ Download |

BUEORENEESHA DND I L MR T D Lok bNET, (1T (Yes) 127V v
7L, REASy = VICBBH L ET (BRER sfo BV THET, 207703y s
Ty T T 7 ANREILT 7 ANV EFRRD T LICERLTIIZEN)

R 7:1895—=20DA vik— b

Device Configuration Import

This will replace current device configuration with new
configuration from imported file. Do you want to continue?

Yes

8: 1\ r— 258

Name

B DeviceExport-0434ef00-15bb-11ec-bb94-93bdde3ad19d.sfo

AR PR TLEOROONET, [OK]Z27 Y v 27 LET,

9:4 ViR— FDFER

Device Configuration Import

Device configuration import task
initiated. View the progress of task
from Tasks view.
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System
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Serial:
Time:
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Version:

Time Zone setting for Time based Rules:
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JAD253802SG
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UTC (UTC+0:00)
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7> (Shut Down
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Zone setting for time-based
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Inventory Details ®

Fans Memory CPU Power Supply Storage Network Module

This device operates fanless.
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Interface) 1> [¥#+—2 v 7Y X (Manager Access) | iR L £,
b) [ZDOA 2 H—T oA A LOEHE~F—V XK L THIZT 2 (Enable management on
this interface for the Manager) | &4 2 LE T,
o) [OK]%2 Vw27 LET,
EHLLDA L HE—T AR, A F—Tx2A AV AN (w3 —Y ¥ T 7 EA) ((Manager
Access)) | EERRINET,
R13:4V8—TTARYR b

Interface Logical Name Type Security Zones
@ Diagnostic1/1 diagnostic Physical

@ Ethernet1/1 outside Physical outside
Ethernet1/2 Physical

Ethernet1/3 Physical

Ethernet1/4 Physical

Ethernet1/5 Physical

Ethernet1/6 Physical

Ethernet1/7 Physical

© Ethernet1/8 redundant Physical mgmt

RATw 73 [EFH (Management) |iXEICEH L Z VT RLAZBIMLET,
a) [Device] #7 U > 7 L, [Management] ik % R LE T,
b) [1Z227Yyr7 LET, [fWE (Edit) ] ()
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14: 87 FLADwE

Management

Remote Host Address: 10.89.5.29

Secondary Address:

Status:
Manager Access Interface: Data Interface
Manager Access Details: Configuration

c) [&¥ (Management) | XA 7 VK> 7 AT, [EA2% V7T KL A (Secondary Address) ]
T4V ROARTEITIP 7 FURAZER L ET,

15:EEIP7 FLR
Management Q

Remote Host Address: 10.89.5.29

Secondary Address: | 10.99.11.6 ]

d) [fR1F (Save) 1227 U w7 LET,

ATy T4 WHEDOA =72 ATECMP Y — U EER L E7,

a) [V—7 47 (Routing) |27 V27 LET,
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c) [ECMP] %7 U w7 L, B (Add) 127V v7 LET,
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VA B =T A Z&FIRL, B (Add) 1227V v 7 LET,
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Add ECMP 0 X

Name

redundant-mgmt

Available Interfaces Selected Interfaces
outside i
redundant i
Add
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FT xR TEAENMLUET,
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¢)
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e)

2

17 : Add/Edit Static Route

Edit Static Route Configuration

Type: e IPv4 IPv6
Interface*
outside v

(Interface starting with this icon [&signifies it is available for route leak)

Available Network C' -
Q, Search ( Add ]

10.99.11.1

IPv4-Benchmark-Tests
IPv4-Link-Local
IPv4-Multicast

|Pv4-Private-10.0.0.0-8

Ensure that egress virtualrouter has route to that destination

Gateway

10.89.5.1 v | 4+
Metric:

1
Tunneled: (Used only for default Route)

Route Tracking:

v+

[Static Route] 22 U v 7 LET,

Selected Network

any-ipv4

FTINA RERTE I
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Cancel | m
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jzbé‘o

SRy NU—27 L LT, EMFRE/Z2 R~ U —2 (Available Networks) ] 7 > 77 A7)
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« Firewall Management Center IP 7 KL A L LTD [E=4—7 F LA (Monitor

Address) 1.

B 7\ xEE



REYH—Ux 7o uxAT—81v4—71120%% ||

« [ ATREZ Y — > (Available Zones) D7 T A~ U £7-3h o XV EH A ¥ —
Tx2AADT —v, T2 20%, T4~V AL EZ—T oA AT T V=7 MUIHNES
SV EBERL, B XV A E—T oA AF TV MOTER Y — 28R

Li?‘o

FEZOWVWTIL, SLAEF=Z 2SR L T &,

X 18:SLAE=4—M3EM

New SLA Monitor Object

Name:

mgmt-secondary

Frequency (seconds):

60

Threshold (milliseconds):

Data Size (bytes):
28

Number of Packets:
[ I

Available Zones
Q, Search

outside

Description:

SLA Monitor ID*:
2

Timeout (milliseconds):

| 5000

ToS:

Monitor Address™:
10.89.5.35

Selected Zones/Interfaces

mgmt

o)

h)y [BfF (Save) 1227V w27 L, Pb— b b7 v& 7 (Route Tracking) | Ku v 7" & 7
UARNT, fER L7 SLA A7 V=7 F&RIRL 7,

i) [OK]ZZ7YUvZ L., [fR{F (Save) 1227 Y v 7 LET,

i) HO—FOERA L Z—T 2 A ZADF 7 )V h— MIOWTZOFEE Y IR L ET,

ACEL T |
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Fi428%E |
B <+—vr7rex108—7z128%0%E

ATV 76 RELLLZEMLETRELEDREMESRL TIEIN,

Z OREBEDEBHIZ I\ T, Firewall Management Center |3 EL T 7 4 v VOB XV A
F—=T A R AT LET, T, EBRNT 7 4 v I BT =S A =T = R
WCRIET A0 BEAR I NTZRY O —_R—=2AD)—T ¢ TR NEG £ E T, Firewall
Management Center (%, configure network management-data-interface = ~> RO 2FH DA >
AL ABERLET, CLITEI X VA F—T oA AefETIHE, '~ V=A%
RELIED, 774NV M= FEZBR LIV THLITTEE A, 2O F =T A AD
A BT 4 v 7 )b— KX Firewall Management Center C L2t T& £H A,

Ir— T TFOECRAVA—DT I A RBEDER

7 /3A A% 7213 Firewall Management Center D~ 32— % f VX —7 = ARELEEHTTDH L,
EHBEGENTH SN FEERH Y £, S F—T =2 ARETLE T U CE IS & TS
THIUE, KO FT IV AZZMLTIIEI N,

TINARXIPT7 RLRZEET S

TNA AP T KLU A%ZZEWE L, Firewall Management Center 7 KL A& EH L E 7,

TINARIPT7 FLADERE
RKONTNDLDTEEER LT, X —V% 778 A A F =T =2 ZADIPT FLUAZRE
LET,

Firewall Threat Defense ‘& ¥ A > % —7 = A Z® CLI TDZEHE

CLIZEH LT, BEHMNRT A ZADEHEAS X —T 2 A ADHRELEELET, ZNHDO%
EDELIL, ey N7 v THICRESNZLOTY, ZOFEICHKES Z LT, FRHOH
EEEHETE, ILICHREZBIMNTEET B T AVTHR—FEINDIHEHRICA XU b A
B —T oA AeFMET D, AET 4 v 7 — FEBINTD) .

)

GE) Zobrvyrix, SHEHEASA VX —T oA ACEAINET, bV, FHEAOT—% 1
B =T 2 A RAERETHIELTEET, ZOA L H—T oA ADFy NI — I FELEEELT
586 1%, CLI TlE7e < Firewall Management Center N C/T 9 LENH Y £9, YIS /=&
Pioee NI TN a—T 4 T T HMENDH Y | Firewall Threat Defense TELHEZ 8§~ 5 M0
H DAL, EHICHEH X415 Firewall Threat Defense 7 — % A & % — 7 = A A® CLI TD%E

T 25—) R L TSN,

Firewall Threat Defense CLI D FEMIIZ-SVTld, Cisco Secure Firewall Threat Defense =~ > KV
T LA EBBRLTIIEIN,

W 71 REE
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I TINA RERTE

\)

Firewall Threat Defense B V2 —7 x4 XD CLI TOEE .

6=

\)

SSH A4 2801%, EEICEHA L X —T 24 RAEF 2 Mz TLIEEN, o T—CH
%ﬁ?%ﬁ<ﬁék\7ﬂ4x®n//~wi rA~DT 7B AR E3,

GE)

\}

TRA AFEBIP 7 FLUAZET T 58451, configuremanager add =~ > K (HrL\»
Management Center ~D 5§k 25 M) ZEH L T7 /31 X DOYJHIEE ERFIZ Firewall Management
Center % 557 L 7= J71%(2)i& U C. Firewall Management Center #255¢ (B9 2R DX A 7 SR L
TLIEEY,

S IP7RFLR—T7H a3 i, BIFERRE/R IP 7 KL A %Z{#H L T Firewall Management
Center Z R L7556, B BRI E 2 B BADICFRRESZ SV E 3, THMO R & HEFr
J 5 7-IZ, Firewall Management Center |IZFRRENDT/NA AP T RUABERT L Z
& AHELE L F 9, Firewall Management Center COR A M E/ZITIP 7 L ADOEHR (30
N=) EBRLTLIES N, ZOT 7 v a i, EOMRLZ mEbd 501 & b
F9°, F : BEAHEZR Firewall Management Center IP 7 K L A 2 F87E L7=8%41%. LLFO
NATID OFHEZZH L T IZE0,

*NAT IDDH : ?&ﬁ%%@] THHMIL, NATID O A% L T Firewall Management Center
i LTca, Sl B IS L S IVE Y A, 2 D%E . Firewall Management Center
TORAMEZILIP 7 RLUADOHEHF (30 <—) (Z{€- T Firewall Management Center
DT INA ZEHIP T RV AZEHLET,

FIE

ATy T

GE)

NA T XA Z YT 4 Firewall Management Center i Ti, HHIP T KL A %7 /314 ZAD CLI
F 721X Firewall Management Center 7> 5 ¥ L7234, HA F##% S, B4V Firewall
Management Center {2/ BN S NVER A, &> # U Firewall Management Center & 587
SND L HICTHITiE, 2 DD Firewall Management Center O Tr— V2]V 2 T, B
4 Firewall Management Center & 7 7 7 4 7 2= MILET, BIfET 7 7 ¢ 77 Firewall
Management Center D7 /A ZAFEIDR—T T, BESNTWDLT A ZADEFEHIP T L A%
EERLET,

1R BHHEIIZ

« configureuser add =~ > K& L C CLI v 7' A VAlfE/e o —W— 7 7 > k&R
TxFEJT, KEZRL T EE W 0 CLI TONE 2 —H — DB IIMNTRRECHE > T AAA
2= —ZRETDHILHTEET,

a =)L IR— 06, FESSHZEHA LT, 734 A CLLICHEHR LE T,

Fn1zEE I
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TIN RERTE I

B rirewall Threat Defense &4 > 54— 7 = 4 20> CL TOZE

ATvT2
ATvT3

ATv74

[FANAL ADa~vy RIA4 v A2 —TxA A (CLI) ~DuarA>2] 22RB LTI,

BHEOL—Y—fHLRXRT—RTr /A LET,

(Firepower 4100/930000 %) 2 ZHHDEH A L H—T 2 A A XV FERAA v H—T = A A
ELTHDCILET,

configure networ k management-inter face enable management1

configure networ k management-inter face disable-management-channel management1

BN 74 7 HOEHEA U H—T oA APNFIZLETT, T A2 FBOEFHEA
B =T A ANPHDLGEIE. AXVNEA NI 7 4 v 7KL TCEDAS U2 —T = AEH%)
IZTBHZENTEET,

VB2 T, configure networ k management-inter face disable-events-channel =~ > K % {i /]
LTAS VERA B =T 2 ADA XY FEHEPITEET, WTHLOHEL, 731
X, AR PDIHEDA =T 2 A ALETARVMERBELEIELET, T F—T =
AABRE T LTWEGAIR, A N Fx FADBER > TWTEH, FEA VX —T = A
ALTAR FEEEFELET,

AVHE =T A ALETARY N F v XV EFEBRT v R VO G E BT 52 LiIxTEEE
Mo

BIOA R b A VB —T 2 A ZA&HHT HI21E, Firewall Management Center TA X2 kA
B —T 2 A AT HHEEH Y 9, Cisco Secure Firewall Management Center 7 K I =
Abb—=vary A RESRLTIIEIN,

1 -

> configure network management-interface enable managementl
Configuration updated successfully

> configure network management-interface disable-management-channel managementl
Configuration updated successfully

>

BEA L E—T 2 A ZAETEFANRN MV E =T 2 ADIP T FLAZHEELET,
management_interface 5138 &5 E L2 WAL, T 74V FOFHA VA —T 2 ADF v K
U= REEERELET, AV MU Z—T oA A%RETLHEE. 47 management_interface
BIEARELTLEE N, AV, E—T oA A%, BHA L Z—T oA ZADMBID XK
=2 FERICAY NV—ZIZRETEET, BOTRET DA ¥ —7 = A RTHHi
ToHE, BIENET, HLWIPT RLRAICHER TE £,
a) IPv47 FLAZRELET,
« FEIERE
configure network ipv4 manual ip_address netmask gateway _ip [management_interface]
ZDawr RO gateway ipld, T35 ADT 7 )L hb— bk Z{EKT D oA
SINDZEICHEELTLEZSD, ANV MEHA V=T oA ZAZRET HHE1L.
avr RO—fE LCgateway ipx AT 20E N3 HY 4, 727ZL, 2O Y

W 71 REE
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I TINA RERTE

Firewall Threat Defense B V2 —7 x4 XD CLI TOEE .

X RE LEICT 7 4 0 ML= hERET DT T, ANV M =T 2 A AD
ERIDAZT v 7 — MIMERLERFA, BEA X —T A ZALFOR Y NU—
JTARY MERA V=T 2 A2 LTV DEEE, FBA v —T = R L
HIZHHT % X 51T gateway_ip #5%7E L. configure network static-routes =~ > K%
EHLTANY PEHA =T = AN A Z T 4 v 7 — RN EAERT 5 2
LML ET,

1 -

> configure network ipv4 manual 10.10.10.45 255.255.255.0 10.10.10.1 managementl
Setting IPv4 network configuration.
Network settings changed.

>

DHCP (F7 4V FNEBA X —T 24 ZADHTHR—1) .

configure network ipv4 dhcp

b) IPv6 7 FL AZHELET,

AT — ML A BERRE
configure network ipv6 router [management_interface]

1 :

> configure network ipv6é router managementO
Setting IPv6 network configuration.
Network settings changed.

>

FERE
configure network ipv6 manual ip6_addressip6_prefix_length [ip6_gateway ip]
[management_interface]

Zoawr RNOIipve_gateway iplx. 7 /3 ZADT 7 4V hb— M EERT 572901
HFHEINDZLICEBEL T EEN, ARV NERHA VU H —T =2 AERET DHE
X, I~y RO—E L Tipve_gateway ipx AT 2MERHY 7, 7272 L, 2D
T RUIE, BELEIZT 740 bb— MEBRET DT T, A X M —
T2 A ZAOWEBIDAZT 4 7 — MIER L ER A, BHA =T = ZLF]D
Xy RT—=ITARY FEAA LV E—T = ZAEFA LT DAL, BEA V4 —
7 A ALIHHT D X H T ipve_gateway ip ZF%E L. configurenetwork static-routes
g REFERALTARY bERAA 2 —T7 oA ZAFIMEHINCA X T 4 v 7 V— b %
ERR T2 Z & aH#ER L £,

1 :

> configure network ipv6é manual 2001:0DB8:BA98::3210 64 managementl
Setting IPv6 network configuration.
Network settings changed.

7riqzge Il



TIN RERTE I

B rirewall Threat Defense &4 > 54— 7 = 4 20> CL TOZE

ATy Th

ATvT6

ATy T1

« DHCPV6 (F7 4 /L NEBIA L X —T 2 A ZADHBTHR— 1) |

configure network ipv6 dhcp

IPv6 DA, ICMPV6 = 2 — |G LS B BIERREA v — Ve G E-ITmgicLES, 7
THILETIZ, TNEHDRA v —IITHEMNI > TWET,

configure network ipv6 destination-unreachable {enable | disable}

configure network ipv6 echo-reply {enable| disable}

INHDONTy NN T HZ LT, B AEERHEOAREENORELET, =a—ik
BTy NI THE, T ADERA X —T = A AT A K HIYT IPv6 ping % fifi
HATErlny x£7,

51

> configure network ipv6 destination-unreachable disable
> configure network ipv6 echo-reply disable

T 7 NEBA X —T = A AD DHCP —_—MN, I TWAEHRANMIIPT RL A
PRS2 EFREICLE T,

configure network ipv4 dhcp-server-enable start_ip_addressend_ip_address

51

> configure network ipv4 dhcp-server-enable 10.10.10.200 10.10.10.254
DHCP Server Enabled

>

EHA =T 24 ADIPT RV AZFEITRET D & DA, DHCP Y —"—ZHET
xF3, ZDa~r NiL, Firewall Management Center Virtual CiE¥ 74— h L EH A, DHCP
P —N—D AT —HZ A% KT HIZIE, show network-dhcp-server = AJj L £,

> show network-dhcp-server
DHCP Server Enabled
10.10.10.200-10.10.10.254

Firewall Management Center 73V E— ~ x> U —727 RIZHHHGEIT, A XV MEHA 2 —
T2AADALT 4 v 7 = 2BIMLET, BMLARVE, T_XTO T T 4 v 7 PEHA
V=T 2 A ABBLTCT 74V R — R E—EHLET,

configurenetwork static-routes {ipv4|ipv6}add management_interfacedestination_ip netmask_or_prefix
gateway _ip

W 71 REE



I TINA RERTE

ATvT8

ATvT9

ATy 710

Firewall Threat Defense B V2 —7 x4 XD CLI TOEE .

TN b= FOHET. ZOavr PR LARnTESvy, T740 b b— b F—
N7 =ADIPT KLADER X, configurenetwork ipv4 =~ > KE 7= ipve =~ > K&
LB EORARETY (AT v 74 203—2) | #&M])

1

> configure network static-routes ipv4 add managementl 192.168.6.0 255.255.255.0 10.10.10.1
Configuration updated successfully

> configure network static-routes ipv6é add managementl 2001:0DB8:AA89::5110 64
2001:0DB8:BA98: :3211

Configuration updated successfully

>

ABT 47 — NERFT AL, show network-static-routes # A LET (F7 4+ |
Jb— MIEREINERA)

> show network-static-routes
——————————————— [ IPv4 Static Routes ]J---------------

Interface : managementl
Destination : 192.168.6.0
Gateway : 10.10.10.1
Netmask : 255.255.255.0

[..]

R DBRGE
configure network hosthame name

51

> configure network hostname farscapel.cisco.com

Syslog A v tE—U0%, HEEBITL2ETHLOAA M EZKBRLEEA,
BRBRAAL CEFELET,
configure networ k dns searchdomains domain_list

1 -

> configure network dns searchdomains example.com,cisco.com

< TR ST N, ADR FAA U EFRELET, ZNLHD RAAL %, 2~ K (ping
system 72 &) IZFEAEMI R A A VAEFRE LR WGEICARA MBS ET, RAA Y
i, BEA LA —T oA AFHIFEEA VX —T oA AREHATHa~r RTOR, HHSN
w8

J1~TRY)5723 20 DNS r—_"—%RELET,

configure network dns serversdns ip_list

1 -

7riqzge Il



TIN RERTE I

B rirewall Threat Defense &4 > 54— 7 = 4 20> CL TOZE

ATvIN

ATvT12

ATy 713

> configure network dns servers 10.10.6.5,10.20.89.2,10.80.54.3

Firewall Management Center Cil{g D U & — FNEHR— 2R EL 7,
configure networ k management-inter face tcpport number

51

> configure network management-interface tcpport 8555

Firewall Management Center 35 X OVEHLGI 57 /31 AL, W56 D TLS-1.3 B 5{Lil{E T ¥ 1 /v
(77 #4/V FTHEA— b 8305) ZfEHL CTEfELET,

(6=

VAL, VE—MEHEA—MET 74NV MREDEFICL TEBL Z &AL TWET
B, EEHAR— IRy N —7 EOMOBEE EBEAT 2L, oA — 2SR TX E7,
BHR— N2 HT T 55813, BEANOHBEIGEETAVLERD DT RNTODT A ADEH
A= EEHETILERNDHY 7,

(Firewall Threat Defense D) BEFA > Z—T = A ZAFFA X " VX —T = A ZAD MTU
ERELET, T 744 FO MTU X 1500 31 KT,

configure networ k mtu [bytes] [interface id]

« bytes: MTU #/NA FHEMICRELET, BEHA X —T oA AT, IPVAEFHTLE
HATE 64—1500, IPVv6 A 0IC L7285A11 1280—1500 DfEAEECTE£d, A2 bAoA
V=T A AT, IPv4 ZHNC LT2HA1X 64—9000, 1IPv6 ZH 202 LizH51E 1280
—9000 T3, IPv4 & IPv6 DI ;7 &AM LI-86. H/IMEIL 1280 TF, bytesz AL
RWGE, EDO N1 RD HVET,

«interface id : MTU Z R ETHA v X —7 =2 AID ERELET, 77 v b7+ —LITn
CCHEMARIEE/ZRA > % —7 =4 A ID (management0, managementl, brl, eth072 &) %%
AT BT, shownetwork =~ > REHALET, A V¥ —7 = A AZHELRWEE
X, BHEA X —T oA ABEHINET,

B -

> configure network mtu 8192 managementl

MTU set successfully to 1500 from 8192 for managementl
Refreshing Network Config...
NetworkSettings::refreshNetworkConfig MTU value at start 8192

Interface managementl speed is set to '10000baseT/Full’
NetworkSettings::refreshNetworkConfig MTU value at end 8192
>

HITP 7a % ZRELET, T3 A%, A~"— F TCP/443 (HTTPS) # L OXTCP/80 (HTTP)
TA ¥ —y MIE#EERT 2 L9 IR STV ET, HTTP ¥4 ¥ = A MEH CTREGET
xHr XY —R—EHHTEET, T~ FEITHIC, HTITP 2 X207 LA LR —
N, 77XV OFRERLENE ) hEra—F—IF;hnonEd, BB EREE T ax v

W 71 REE



I TINA RERTE

ATv 714

IR & 1B Firewall Threat Defense ¥— % 1 >4 — 7 x4 20 CL THZE [

Da—W—&, 7aXTORRAT—F BT eXFTONRRAT— ROMREATITH L3
REET,

GE)

Firewall Threat Defense D 7 2 %3 /AU — R|Zi%, A~Z. a~z2 & 0~9 D FOLEHEHA T
9,

configure network http-proxy

51

> configure network http-proxy

Manual proxy configuration

Enter HTTP Proxy address: 10.100.10.10
Enter HTTP Proxy Port: 80

Use Proxy Authentication? (y/n) [n]: Y
Enter Proxy Username: proxyuser

Enter Proxy Password: proxypassword
Confirm Proxy Password: proxypassword

FNA AEHIP 7 L AZ BT+ 58A1%. configuremanager add =~ > K (GHrL\»
Management Center ~D %4k 2 ZM) Z M H L TT /31 A DR EREIZ Firewall Management
Center Z RFE L 72 /715125 UC, Firewall Management Center $##5¢ (2R3 2R D X A 7 ML
TLTEENY,

IP7RLR—T7U2arviEl, BEFREZ IP 7 R A% L T Firewall Management
Center Z FfiE L7c e, B PREEHIE R IC B BV FREL SV E T, 1RO R & #EHr
9572912, Firewall Management Center [ZE/RSNVDHT NA AP T RLABEHTH
L A HERE L E 9, Firewall Management Center COR A ML E/2ITIP 7 RLADOHEH (30
&wy)%5%L1<ﬁéwo:@77yaym\%ﬁ@ﬁﬁj%ﬁLm¢é®:&j%
F9, iE : BIEAHER Firewall Management Center IP 7 K L 2 257 € L7234 1%, Firewall
Management Center TOHRA MG ETZIXIP 7 RV ADOHEH (30 ~X—) %fﬁfﬁ L C T
TR & LT DN H Y 9,

*NAT IDDH : & EZFETEMEIL, NATID O4 % L T Firewall Management Center
Akl Uizt BRI BEMICHMSL S LE YA, D4, Firewall Management Center
TORANELIXIP T RLAOEH (30 ~—) |ZHE-> T Firewall Management Center
DT NA AEHIPT RLAZEFELET,

BHEIAEH S D Firewall Threat Defense 5 —% A X2 —7 = A AD CLI TOZEHE

Firewall Threat Defense & Firewall Management Center O[] D& Bl s Il S 4, oA > 7 —
T A AGBEEMR O LNWT —Z A U F—T oA ZA&IEET D561, Firewall Threat Defense
CLIZBEH L TH LA v X —T oA AR ELET,

EHE N T 7 T 4 7754 1X. Firewall Management Center 2 L CTEEFDOT — & A > & —
T2 A RAEREITOMLENDHY T3 (GUIT[EEE (Management) |(Zf# F 95 Firewall Threat
Defense 7 — X A VX —T7 = A AXEIET S 28X—V) 25W) , T—FEFEHA X —T =

FrqzzE R
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FqzgE |
B ==c#mah 2 Firewall Threat Defense ¥— % 1 © 4 —7 = 4 XD CL TOEE

A ZADFAFEIZDWNTIL,  TCLI Z 4 [ L 7= Firewall Threat Defense F1HiX & D FEITDOTE T )
@ configure network management-data-interface =~ > K2 &M L T 72 &0,

\ )

GE) ZobrEv2id, SFHOEHA X —T7 24 A TERL, BHAICKRE LT —4 A v X —
T A REHENE T, BHA L EZ—T oA ZADFy NI — I REXLEE T L851E. Firewall
Threat Defense P A o ¥ —7 = A AD CLI TOLEE (18 X—) ML T ZEW,

Firewall Threat Defense CLI D ZEfIZ -2 T, Cisco Secure Firewall Threat Defense =~ > KV
T LA ESRLTIEIN,

FIE

ATFYvI1 FT—HEHA LA —T oA AZFH LAV HZ—T =2 RATEETHEEIL, BIEDA X —
T2 AT —TNEHFH LA H—T oA AZBELET,
RTFw T2 FAALZOCLIICERLET,

InbDavwy REHERT 541, 2 Y — AR R— 2T ALERH Y T, UIHHRE
DOFEATHIZ, FHA VX —T = ADDUIMI SN D RN SV 3, FHEEREA P S iz
FOICREEAREL TR, EHEHA L X —T 2 XISSHT VB AT 5881, 0
SSH ##c i H T £,

(TN ADa~v RTIA v A B =T x4 A (CLI) ~DOurr A 2R L T I,
ATv 73 admin D —H—Z L RRT—RKTrI A LET,
ATvTE A —T oA AL T, REZHWKTEDHLIICLET,

configure networ k management-data-interface disable

GE)

FILA L E—T oA ATHLWIPVE 7 RLRAEZRETHIET T, ZOMOEFIIITHARWVE
A, ZTOFEEAF Yy T TEET, TOMDOEFETIL, INIA L F—T = A A& Ehizd
HVERH Y £,

> configure network management-data-interface disable
Configuration updated successfully..!!

Configuration disable was successful, please update the default route to point to a
gateway on management interface using the command 'configure network'

RT9TES X =TT I EAHOH LT —F A v H—T oA AERELET,
configure networ k management-data-interface

EDW%, T—HALHE =T oA ADIERN 2 Xy NT—IEREEITILOICRDDL T a7 K
NERINET,

| BRZALES |
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— =

TINA RERTE

ATvT6

ATy T1

ATvT8

IR & 1B Firewall Threat Defense ¥— % 1 >4 — 7 x4 20 CL THZE [

T—HEHA LB =T 2 A AEF Ry NT—7 EOF LA U H—T o2 AIERT D56
X, A2 =T A XD &ZRE, FIOA L E—T oA ALFELREELFHLET, I HIT,
Do you wish to clear all the device configuration before applying ? (y/n) [n]: 7" 3 il y &
WLEFT, ZORRICKY, HFWT—FEFHA X —T 2 AORENZ VT EDbizH, 1P
T RVAREA B =T 2 A AZEZH LA L F—T =4 ATEFICHAMATE X7,

> configure network management-data-interface

Data interface to use for management: ethernetl/4

Specify a name for the interface [outside]: internet

IP address (manual / dhcp) [dhcp]l: manual

IPv4/IPv6 address: 10.10.6.7

Netmask/IPv6 Prefix: 255.255.255.0

Default Gateway: 10.10.6.1

Comma-separated list of DNS servers [none]: 208.67.222.222,208.67.220.220

DDNS server update URL [none]:

Do you wish to clear all the device configuration before applying ? (y/n) [n]: y

Configuration done with option to allow manager access from any network, if you wish to
change the manager access network
use the 'client' option in the command 'configure network management-data-interface'.

Setting IPv4 network configuration.
Network settings changed.

>

EE) FEDF v NV —7 L Firewall Management Center ~D7 — % A X —T = A AT
7B AEMIRLET,

configure networ k management-data-interface client ip_address netmask
TN RTIE, TRTORy NI =7 BFFASET,

Firewall Management Center TOARA M E7/2ILIP 7 FLADHEHF (30 ~—)

Bt i3 A IS TN S AU E 703, Firewall Management Center CHEE 2 H0IC L T D FEAR
T DL HHROFMS ZH FATTEET, £, Vo7 Sh-FIEZ 4T LT, Firewall
Management Center T7 /3NA A [P 7 RUAZHHHTHMENH D 7,

BN EM SN L EHR L ET,
sftunnel-status-brief

T TIRBEDBGOH I A2 RITRLET, ET7F vy RLén—bE— MERNRFREN T
F9,

> sftunnel-status-brief

PEER:10.10.17.202

Peer channel Channel-A is valid type (CONTROL), using 'ethO', connected to '10.10.17.202"
via '10.10.17.222"

Peer channel Channel-B is valid type (EVENT), using 'ethO', connected to '10.10.17.202"'
via '10.10.17.222"

Registration: Completed.

IPv4 Connection to peer '10.10.17.202' Start Time: Wed Jun 10 14:27:12 2020 UTC
Heartbeat Send Time: Mon Jun 15 09:02:08 2020 UTC

Heartbeat Received Time: Mon Jun 15 09:02:16 2020 UTC

FrqzzE R



TIN RERTE I

. GUI T[EIH (Management) ]IZ{#FJ 3 Firewall Threat Defense T—42 4 4 —J 14 RZBET S

ATvT9

ATv 710

ATvIN

ATvT12

Firewall Management Center T, [T/31 X (Devices) |>[T/\1/ A EE (DeviceManagement) ].
[ (Edit) ] (#) OJHICERLET, [T/84 X (Device) 1>[EHE (Management) ] =Y
7T, [RA—V ¥ 7O R -#EEEM (Manager Access- Configuration Details) | D125 %
[E# (Refresh) 1227 U v 27 LET,

Firewall Management Center (X, A > % —7 = A AL T 7 /)L hb— FOBREFZ R L, 7
TuA~DTTuA A b eTuy I LET, TAAADT—I A =T = AREEL T —
JNVTEET DAL, Firewall Management Center CZ 4L 5 O H & FH) THET 2 LER H
&4, & [#A (Configuration) | ¥ 7 DT A AOAR—FE MR T ET,

[123—Tx4R (Interfaces) | ZERL T, ROLEZTVET,

a) IP7 FLRALAHIZHWT —FEHA L H—T A ANLHIRL, ZOA v F—T A X
TYR—VY T/ B AN LET,

b) HLWVEE (CLITHMA LA ¥ —7 = A Z) Pl SIIH LT — 2 A 57—
7 af ABME L, FUTKH LT, v 5—T % T/ EALHMC L LT

IL—T 4 >4 (Routing) 1>[R2 T4 v7I)L— bt (StaticRoute) ] DIEIZER L, HW T —

BEHA L H—T 2 A ADT 74NV FOL— REH LS DIZEFELET,

[“F—V % T 7 A -HikiEHl (Manager Access - Configuration Details) ][FMC7T 7 & A - #ik%
FFH (FMC Access - Configuration Details] %1 7 2 778 v 7 AZFR Y | [#Ei8 (Acknowledge) ]
7V w7 LCTRERBZay 7 ZHIBRLET,

Firewall Management Center 3% 7E 1%, ¥K[FIJEBHIRFIZ Firewall Threat Defense D5k V) OFiA T HEXE
Z bFEXLET, FHREB ORI Firewall Management Center D% € % FE) TEIET 2 LE R H Y
w8

[Config was cleared] 35 JTF [Manager Access changed and acknowledged] & W HAEREIND X v
E—UNRRINET,

GUI T [E#E (Management) ]J\Z{H3 % Firewall Threat Defense 7—% A > 4 —7 = A4 AZEET S

FIE

WP OB L CWAR, v R =V T VB RIMEHT AT —E A B —T A ADIP T
RUVAZETTHHEL, ROFIEEZFETLET, LT, EunyyFraera=r7%
FEHLTT A RAZRELTGE, @Al E2EGhIcT 2012, IPT RLAZET KL AIZ
EETHMLERH Y T,

FIECLITA v 4 — T oA AREXEET D L b TEETA, it FEEERMEIEL
TWALEICORENT 22 L 2B LET, CLITIToEE L, WTNOHEICENT
H GUI THEINDZMLERH Y £,

RAT9T1 [T/IAL R (Devices) | > [T/ 4 REHE (DeviceManagement) | ZRIR L, 7 /31 2ADOHEIZH

% (Mt (Edit) 1 () 22V v7 LET,

ART9 T2 [4AB—T 4R (Interface) | Z&R L £,

W 71 REE



I TINA RERTE

ATvT3

ATy T4

ATy TH

ATvT6

ATy F1
ATvT8

GUI T[=IH (Management) ]IZ{#FJ 5 Firewall Threat Defense T—42 4 2 —J 14 RZEET S .

VRN T IR AT A H—T oA AEERTHEAE. ROFIEEZETLET,

a) IP7 RLREARTEZENWT —ZEFHA X —T 24 ADGHIFRL, ZOA ¥ —T AR
TR —V X T 7 AL ET,

by HILWERENEASNIZH LT —FEFEHA VX —T oA AR L, T LT, <
X=X T IR/ LET,

¢ WIPT RLRAZMEMAT 25813, 7740 M— AT L 010) v A1 U X RFRR
ENET, [Yes] 227 U w7 LET,

d) [OK] 227 U7 LT, A F =Tz AEKTLET,

e) [ ¥ —7=AA (Interfaces) | X— T [fR7F (Save) |27V 7 LET,

IPT7 RLVADHEERT L5813 ROFIREZFTLET,

a) IPT RLAEZZEHE LTI EEN,

b) FHUIPT RLAZFEHT2GAIL. T 740 M— b 2HEAT DL LI ~A X RER
SNET, [Yes] 27 Vw7 LET,

) [OK1 227 Vw7 LT, £ ¥ =Tz AEKTLET,

d) [ % —7xAA (Interfaces) | ~— T [fR{F (Save) 1227V v LET,

[IL—F 1 >4 (Routing) ]|>[RE T4 w5 I)L— bk (StaticRoute) JDIEICER L, ~Fr—T v

TIRAL B =T 2 A ADT 7 AN NEHEFAZT 4 v 70— EBNEREFEELET,

REARZEALETRELLEORMAZML TIIZEW,

Firewall Management Center 3 BifE DHEFEAR H THEKDE T 27 FmA LET, 77 A A |k

B, T—HAUE—T oA AITIE, HLWIPT RLAREID Y TOHNDL 0, EEBE 2

FEMNLT DR H Y T,

Firewall Management Center TORA A £/ TIP 7 FLADHHT (30 ~—)

BRGNS N E AR L ET,

[T/31 X (Device) | >[EHE (Management) | =V 7 T, [R3x—I % 74U REHM : K

(Manager Access Details: Configuration) 1 227 U > 27 L, [##XT—4 X (Connection
Status) 127 U v 7 L%,

RDAT =B AL, T—EA U F—T = ADFERHBRN LT Z &L, WEO Ttap_nlp)
A B =T 2 A AR LTNET,

7riqzge Il


management-center-device-config-73_chapter4.pdf#nameddest=unique_43

Fq4zEE |
B Firewall Management Center Tk R & FE (L IP 7 FLROEH

19 BRAT—4 R

Manager access - Configuration Details Q

Manager access configuration on device is in sync with the manager.

Configuration CLI Output Connection Status
[

sftunnel-status-brief command output from Firewall Threat Defense [ Refresh |

with peer went down

Close ‘

HEE DO FRESIAZ 10 57LL B DAL, #D NI TNy a—T 4 VI ETOMENH Y £
T, [F—B A B —T oA ATOEREGED T TN a—T 47 (525—) | 2%
BLTLEEN,

Firewall Management Center TD/RRX FZFIXIP 7 FLRADEH

(FNA 2D CLI T %72 £ LC) 7731 A% Firewall Management Center (2B L 7214
(ZZDTNA ZADHRA ML EINLIP T RV R ZRET 25513, ROFMEEZMHEN L TEHER
@ Firewall Management Center D78 A N4 £ 721XIP T R A2 FEy CHEHTHIMLERNH Y £7,

TR ADTINA ZABHIPT RLAZEH45(21%. Firewall Threat Defense FH A > % — 7 =
A ADCLI TOLEHE (18 X—) ZBRL TS,

T8 ZADARFERIRFIZ NAT ID DA ZEH L7256, IPIXZ O—JZ [NO-IP] & L THRRS
A IPT RURA/RA N ZRHTHLEILH Y A,

FIE
ATY 1 [TINA R (Devices) |>[T/31 REHE (DeviceManagement) | Z#34R L £,

ARTw T2 HFEHA T a b EEETLT AL ZOMICH D [fRE (Bdit) 1 () 227U v 7 LET,
AT w73 [Device] #27 U 7 L., [Management] fEi & F R L E3,

B 7\ xEE



I TINA RERTE
Firewall Management Center TD KRR & EILIP 7 FLADEH .

ATV T8 AT5A K%Y v LUTERZ —RICEHICT 52 LT, 872 A F 1 4 (Sliderdisabled) ]
(W) L xT
R 20: EBEENT D

Management /a

Remote Host Address: 10.89.5.29

Secondary Address:

Status:
Manager Access Interface: Data Interface
Manager Access Details: Configuration

BEHOMIbERATT DL OICROLNET, [Yes] 27 Vv 7 LET,
Disable Management

Managing this device will not be
possible if it's Management IP is
disabled. Do you want to proceed? You
can enable it later.

| No | Yes

EH A M5 & Firewall Management Center & 7 /NA A O S7 0 v 7 SFVET DS,
Firewall Management Center 2> 57 /31 A [FHIFRESNFEH A,

ATy 75 [JE—FKRRR7 FLR (RemoteHost Address) | DIP T RLABIOA T a v d[twh v
% U7 KL A (Secondary Address) | ULET —X A v ¥ —7 = A AZEHTH5E) 2k
[ (Edit) 1 (#) 22U v 7 LTHA MNMERELET,

21: BT FLADRSE

Management

Remote Host Address: 10.89.5.29

Secondary Address:

Status:
Manager Access Interface: Data Interface
Manager Access Details: Configuration

ATv 76 [FH (Management) | ¥ A 7 /Ry 7 ZAD[)E—FEKRA L7 FLA (RemoteHost Address) ]
T4V RBLOET T a D[t X YT KLU A (Secondary Address) | 7 4 —/V K C4 il
FIAXIP T RV REEE L, [fR1F (Save) 1227V v 7 LET,
CHH) RV X TIRARAT =S A F =T oA ADERIZONTIE, ILE~Y3—Y v
TIRAMT —H A F =T A ZORE (12 3—2) 2ZRLTIEIN,

| 7riq2zE Il



. Firewall Management Center IP 7 KL X DZEE

TIN RERTE I

K22:EEIPT7 FLR
Management Q ’

Remote Host Address: | 10.89.5.29 |

Secondary Address: [ 10.99.11.6 ]

Ca;]cc' m

ATV T ATA X% 7 ) w7 UCTEREFER[A%72 A7 44 (Sliderenabled) ] (W) [ZLFET,

23: EEEROFEME

Management G

Remote Host Address: 10.89.5.4
Secondary Address:

Status:

Manager Access Interface: Management Interface

Firewall Management Center IP 7 KL A DZEE

FIE

ATy T

Firewall Management Center @ IP 7 R LA E /(IR A M EEETHLA1E, HENL—FKT D

FOET A ACLICHAEE T 2 UERDH Y 3, 3L ALOHE, BHERIIT A AD
Firewall Management Center IP 7 R L A 72 13AR A M2 LT TICHEELINE TR, D7l
& $ 7 /34 R % Firewall Management Center (ZiB /1 L C NAT ID O A% $57E L7126 1%, #en
FHESLEND £ DITTD720IT, ZOX AT ZFATT 2RENDH Y 3, OBE TS, Firewall
Management Center IP 7 K L 2 £ 72 1IHR A MM 2B ORBBICHEFRF L T, v NU—27 DT
NEF@mbDHZ LR LET,

Firewall Management Center ® IP 7 R L A Z#ZH L TL 72 &0,

FE

Firewall Management Center f > % —7 = A 2 ERBT 55T+ TEELSZS VN, RET
7 — O OICHERE CE WA X, Firewall Management Center =2 > Y — /LR — NMZT 7 & A
LT, Linux ¥=/VTHxy NV —REZHBRET DLENRDH Y 3, ZOHEIETIE, Cisco
TAC [ZHIKET D MENH Y 7,

B 7\ xEE



I TINA RERTE

ATy T2

ATvT3

Firewall Management Center & Threat Defense DFEADIP 7 KL ADER .

a) [Z A7 A (System) | (%) >[RFE (Configuration) |>[EEAS V48 —T 14 R
(Management Interfaces) ]% 3R L £,

b) [ #—7=AA (Interfaces) | =V 7 T, RET DA Z—T =A ZADRIZH % [wte
(Edit) 1227 U v 27 LET,

) IPT7T RLAZEHL, [{RfF (Save) 127 U v 7 LET,

Firewall Threat Defense CLI C. Firewall Management Center ik 5! - % 7~ L £7,

show manager s

i -

> show managers

Type : Manager

Host : 10.10.1.4

Display name : 10.10.1.4

Identifier : £f7ffad78-bfl6-1lec-a737-baa2f76e£602
Registration : Completed

Management type : Configuration

Firewall Threat Defense CLI C, Firewall Management Center IP 7 N L A £ /213K A M &b L
£,

configure manager edit identifier {hostname {ip_address| hostname} | displayname display_name}

Firewall Management Center 75 DONTRESOLVE & NAT ID IZ & » THEAICEN S -5 a. 2
Davy FEMALTEERA M ELIEIP 7 FLRAICERETEET, IPT FLAELTR
A N4 % DONTRESOLVE [CAETH Z i TEEHA,

BWHEg A T v LT, S S E T, sftunnd-status =~ > RAfH LT, Bk odREE
HEE=H—TXET,

1 -

> configure manager edit f7ffad78-bfl6-llec-a737-baa2f76ef602 hostname 10.10.5.1

Firewall Management Center & Threat Defense D AN IP 7 KLADER

FIE

ATy

Firewall Management Center & Firewall Threat Defense ® IP 7 RV A ZFH LRy T — 7128
T 5561, MAFE2ERETHI EaBEIODLET,

BB A W L E T,
EATRYERT £72137 Z A X OEAIT, TXTHO2=y hCINODOCLIFIEEZETLET,
a) [T/ M X (Devices) |>[T/31 R&EHE (Device Management) %R L £7,

7riqzge Il



N

INA RERTE I
. Firewall Management Center & Threat Defense D 5D IP 7 KL ADEE

b) FAA ZORECH D [ (Bdit) |1 (£) 22V v r LET,

c) [Device] #7 U w7 L. [Management] fiElk % =~ L ¥ 9,

&) AS5A5%2Y v LCERE Bt s - e, (U s
X 24: EBETENT D

Management /a

Remote Host Address: 10.89.5.29

Secondary Address:

Status:
Manager Access Interface: Data Interface
Manager Access Details: Configuration

BHOBIMEEZGATT DL RO LNET, [Yes]Z2Z U v 7 LET,
Disable Management

Managing this device will not be
possible if it's Management IP is
disabled. Do you want to proceed? You
can enable it later.

| No | Yes

AT 72 Firewall Management Center NDT /SA ADIP T RLAZFH LWVT /A ADIP T KL AIZEH
L\i—é—o

TNRAADIPT RUVARIFHRTELLET,
A AT 720137 T AXOBEIF, TRTO2=y b TINHDCLIFIEZFEITL £,

a) [WE—FAKRRF7 FLR (RemoteHost Address) | D IP 7 KL ABXOA T ar o[k
J1 2 VT R A (Secondary Address) | JLRT —# A v 2 —7 oA A& HT 555)
L RE (Bdit) ] (#£) 2270 v 27 LTRA M ERELET,

B 25: 87 FLADRSE

Management

Remote Host Address: 10.89.5.29

Secondary Address:

Status:
Manager Access Interface: Data Interface
Manager Access Details: Configuration

B 7\ xEE



| 731 z8%%E

ATvT3

ATv74

Firewall Management Center & Threat Defense DFEADIP 7 KL ADER .

b) [&F (Management) | Z A 722/ HRy 7 ZAD[V)E—FKRA L7 FLA (Remote Host
Address) | 74—V FBEXOF T a D [hZ Y7 KL A (Secondary Address) ]
T A=V R TARELIZIP 7 FLAZER L, [fRfF (Save) 1227 U v 27 LET,

26:EEIP7 FLR
Management @

Remote Host Address: | 10.89.5.29 l

Secondary Address: | 10.99.11.6

CL.I:I]CCl m

Firewall Management Center ® IP 7 R L A ZZEFH L TL 7Z XV,

EE

Firewall Management Center f > % —7 = A A& E BT 55 HIT I THEELZI VN, RET
Z— D7 DI HEHG CE WAL, Firewall Management Center =2 > Y — L7i— NIT 7 & &
LT, Linux ¥=/VTHy NV —VREEZFRET OLENRD Y £, ZOHEAETIL, Cisco
TAC (ZEAET 2B ERH Y £,

a) [V AT L (System) | (3) >[ER%E (Configuration) ]>[EEA V4 —TJ /4R
(Management Interfaces) 1% 3#&R L F9°,

b) [f > H#—7xAA (Interfaces) | =V T T, BETHA X —7 A ADRIZH 5 [tk
(Edit) 1227 U2 LET,

) IPT FLAEZZERL, [frfF (Save) 1227 Vv 7 LET,

TFNRAAD X =T ¥ IPT RLVAZEELET,

EAERT £7201327 F A2 OREIE. TXTOa=y FTINLDCLIFIEZETLET,

a) Firewall Threat Defense CLI C, Firewall Management Center k5l 1%~ L 97,

show manager s

i

> show managers

Type : Manager

Host : 10.10.1.4

Display name : 10.10.1.4

Identifier : f7ffad78-bflé-1lec-a737-baa2f76e£f602
Registration : Completed

Management type : Configuration

b) Firewall Management Center [P 7 K L A E7213AR X M EfwmE L 7,

configuremanager edit identifier {hostname {ip_address| hostname} | displaynamedisplay _name}

Fn1zEE I



TIN RERTE I

. Firewall Management Center & Threat Defense DA D IP 7 KL RADEE

ATy TH

ATvT6

ATy 717

Firewall Management Center 25 DONTRESOLVE & NAT ID (2 & » THRANZ#HS] S -5
B, Zoavy FEERALTHEESRA M ELIZIP 7 RVACEETCEET, IPT L
AETIIAR A 4% DONTRESOLVE ICEFE T2 Z LT TE WA,

&1

> configure manager edit f7ffad78-bfl6-1llec-a737-baa2f76ef602 hostname 10.10.5.1

AV =R —= R CIR—=T ¥ TIEAA X =T oA ADIPT RLAZEELET,
EATHMERT £7201327 FAZOBEIE, TXTO2=y P TINOLDCLIFIAZETLET,
HHEEA L4 —T oA AZFHLTWHEGA

configure network ipv4

configure network ipv6

HAEHA LA —T oA ABEA L TWDEGE

configure networ k management-data-inter face disable

configure networ k management-data-inter face

AT B %) v LCEHZEEAS) () [ZLET,
ERTHAMART £720137 T AZDOEEIE, TRTOa2=y hTCINODOCLIFNEAFITLET,
X 27: EEEGOAML

Management G

Remote Host Address: 10.89.5.4
Secondary Address:
Status:

Manager Access Interface: Management Interface

(FF =V XTIV RARLT XA H—T = A A%MH L T\ 584) Firewall Management

Center TTF—H A A —T =2 AREETHLET,

B HAMEST OB, Wi o=y N CIOFIEEZETLET,

a) [T/3M R (Devices) | >[T/34 REHE (DeviceManagement) ] >[7T/34 X (Device) ]>
[EHE (Management) |>[¥Rr—2 ¥ 7V R -8 (Manager Access- Configuration
Details) ] Z%#R L, [E#H (Refresh) 127V > 7 LET,

b) [T/31 R (Devices) |>[T/\1( REHE (DeviceManagement) >[4 V% —7 x4 X

(Interfaces) | #FR L., HILWT FL AL —HTEH5LIICIPT7T FLAZRELET,

c) [¥FR—VxT 7R -G (Manager Access - Configuration Details) ] [FMC7T 7 & & -

HEREEA  (FMC Access - Configuration Details] % A 7 02 7R v 7 AR YD | [#ERR
(Acknowledge) 127V v 7 LCTRERMTZ v v 7 ZHIBRL 7,

ATw T8 EHEGONEEYL SN 2R LET,

W 71 REE



| 7342

YR

B

RE
RA—V¥ FOERRAVE—T A ADERE .

Firewall Management Center C, [Devices| > [Device Management] > [Device] > [Management] >
[Manager Access - Configuration Details] > [Connection Status] ~<— ¥ TEBEEHGEAT — X A %

MR LET,

EHEEGE D AT — H A& FKox T AL, Firewall Threat Defense CLI T, sftunnel-status-brief =
v REANLET,

RDAT =B AL, T—F A E—T oA ADEERHRRH LT Z & &2, WO ltap_nlp)
A E—T 2 RAERLTWVET,

28 AT —R R

Manager access - Configuration Details (7]

Manager access configuration on device is in sync with the manager.

Configuration CLI Output Connection Status

sftunnel-status-brief command output from Firewall Threat Defense [ Refresh ]

status-brief

s with peer went down

Close ‘

ATv 79 (& A HYE Firewall Management Center X7 O334) 5> 4 U Firewall Management Center C
RELLZ#VIRLET,
a) 424V Firewall Management Center IP 7 R L A2 ZH L £,
b) WMADZ=y hTHLWETT FLAZHRELET,
o) B E VA= NET VT 4T 2=y MILET,
d) TA ADEHER L BN LET,
e) Firewall Management Center T7 /NA AD P 7 RV AAEH L ET,
f) EHEEERAHEANICLET,

ONTIOEBRAVE—T A RADER

FRA AEBEE LT, R =V TIRBARA A L E—T 2 A%, WAL X—T x4 A F
FIERIDTF—% A B —T o f ATEETEET,

FrqzzE R



TIN RERTE I

B cs70t2005— 0142088, 57— ~OEE

EEHF7I)ECRA VA —T A ADEENST—EADEE

FIE

&

HHOEBA V2 —T 2 A AETET — X A ¥ —7 = A AD>5 Firewall Threat Defense % & £
T& %7, 7731 A% Firewall Management Center [ZiB L 72~V R —V ¥ T 7 BA A X —
7oA AEERTLHEIE, ROFIEICHE S TEIA =T = AINLT—F A F—T =
A RIBATLET, FOHFEITBATT DL, ~ =YY T/ A A =T =2 A%T —
ANGEBRIZEL TS 423—2) 2R LTI,

BHNOT —Z~DYX—T % T 72 AOBITZMT 5 & . Firewall Management Center /%
Firewall Threat Defense ~DREBIFIC 7 uy 7 Z @A LEST, 7o v 7 ZHIE+ 51213, 5—X
AV B—=T 2 A ATYRX =V X TV EREHEHILET,

WKOFEIEEZBR LT, T—HA B —T oA ATIRZ =% T 7 BRAZEHIZ L., FOMDN
FERRELERLET,

A BZ =T = ADBATHHBLET,
a) [T/3M R (Devices) |>[T/3f REHE (DeviceManagement) ] X—Y T, T /31 2D [#H
# (Bdit) ] (#) 22V v 7 LET, [T/AAR (Device) | 227V v L, [BE
(Management) | =V 7 C, [¥RRx—P¥ 7O AL 2 —T 4K (Manager Access
Interface) | OV 27 %27 U v 7 LET,

[vX—Yx% TV A A H—7xAA (Manager Access Interface) ][FMCT 7 & A A
#—7 x4 A (FMC Access Interface) ] 7 4 —/L NIZi&, BUEOEFEE A o F—7 = A AR
FTRENET, Vo727 Vw7 Lizb, [T AOEH (Managedeviceby) ] K v~
AU IVARNTHLWA U H—T 2 A AZATTHD [T—H A H—7 A A (Data
Interface) | Z IR L £,

B 7 zuE



| 731 z8%%E
BE7 2R 8—T 14 2A0EEN>T—3~0EE |

K29: %12 —Tx FOEARAVE—T AR

Manager Access Interface 7]

This is an advanced setting and need to be configured only if needed.
See the online help for detailed steps.

Manage device by

Data Interface v

Switching the manager access interface from Management to Data interface causes the
deployment to be blocked. To unblock the deploy, pick a data interface and enable it for
manager Access. See the online help for detailed steps.

b) [OK]ZZ Vv Z L, [FACS (Close) 1227V vZ7 LET,

T—HAHE—T 2 A ATIRZ—Tx T IV ERAEENCT HITIE, HYOFIEEZETT5
MERH Y FF, [EE (Management) | fEIRICIX, [ R —V ¥ T/ BA A H—T = A
AT —H A H—TxA A (Manager Access Interface: Management Interface) ] [FMC7T 2
YA U H =T 2 A T—H AL H—T A A (FMC Access Interface: Management
Interface) 1 &, [ — Y% 7 27 B ADOFEM : #55% (Manager Access Details: Configuration) ]
[EMCT 7 & 2D : # 5% (FMC Access Details: Configuration) ] 3F/~ENE T,

K30:IFx—Tx¥THIER

| Management /& |
Remote Host Address: 10.10.1.12
Secondary Address:
Status:
Manager Access Interface: Data Interface
Manager Access Details: Configuration

[#55% (Configuration) | %27 Vw27 35&, [vR—V %7 7 ®A -HOFEM (Manager
Access - Configuration Details) ] [FMC7 7 & A - #k DM (FMC Access - Configuration

Details) ]| #A 70/ Ry 7 ANEEET, [vF—Y ¥ T 27 EAE—F (Manager Access
Mode) J[FMC7T 7 & A%E— F (FMC Access Mode) |1, BEIMREIREZ RL TWET,

| 7riq2zE Il



TIN RERTE I

B z=77tx108—0z4208EN 57— 2 ~DLE

ATvT2

ATvT3

ATvT4

ATvTh

ATvT6

ATy T17

F—HA L HE =T 2 A AT X T 7 AEGMELET, [A VB —T (4R
(Interface) ], A > % —7 =A A0 [fitE (Edit) 1 (#) . [¥RFx— ¥ 7o +EX (Manager
Access) ], DJEIZEIR L £,

[T 7 ADHFZM (Enablemanagementaccess) | &4 2 LT, [OK]Z7 Vv 27 LET,
T 74N MTIE, TRTOR Y bT—7 BFFA S4LE T3, Firewall Management Center 7 R L
ARTHFAIESNTWDIRY , 77 BRAZHIRTEET,

TR T X TIRAAUE =T 2 A ANFHIP T RLAZFEH L TWAEEE, £07H0
N—T 4 THERETDHEITKOONET,

[~ Z—7=A A (Interfaces) | ~—I T[IrRfF (Save) 1227 Vv 7 LET, A X —T=A
AREDFHMZONWTIE, V=T v RE—RDA U F—T 24 ADHEESHLTITEEN,
TRV XTI RALNIODON—T v RT—H A B =T oA AL AT a2
AVE—T A ATHDNITEET, INOLDA U Z—T oA ABARHTE P T RLUATES
ICHERL S, AN > TWAZ L 2R LT EE W,

TEMOEDICE I VA 2 —T A4 ABFEHRT L5681, LEZRBIMERIZOWTIE
X=X T IV EAAT—HA A —=T 2 ADORE (12X—=) ZBRLTLZE,

EE) A% —7 = A AZDHCP ZEMHT 2551, [T/A\M4 X (Devices) |>[T/N\A RE
I (Device Management) ] >[DHCP] >[DDNS]~<— T Web % A 7 DDNS S & HM L
—g—o

ATy DNSOREZZMLTIZEW, DDNS &, FIDDIP 7 FLUANER S Ll
41Z Firewall Management Center 2355 2{Efifi K A A >4, (FQDN) C Firewall Threat Defense |2 %]
ETEHEIICLET,

Firewall Threat Defense 237 — ¥ A > % —7 = A A% 41 L C Firewall Management Center |Z/L—
TAUTTEDLI L EMRLET, LEIEU T, [T A (Devices) ]>[7 /31 AEEL
(Device Management) |>[/V—7 « 2 (Routing) ]>[A¥ 7 4 v 7 /L — K (Static Route) ]
TARET 4y 7 NV— b EBMLET, >>>

ABT 47 — hDEMESRLTIEEN,

EE) 77 v b7+ —LFERY —TDNS kL. [T/814 R (Devices) |>[FTF v b+
7+ —LE&E (Platform Settings) ]>[DNS| CZ D7 /A A 2@ L 7,

DNSZ#ZM L T 7Z &V, DDNS Z 9 5551 DNS LT, X2 U T 4 KU v—
TFQDN IZDNS #4252 b T ET,

LE) 77y h 74 —LRER) =TT —H A H—T = ADSSHEHFHZL, [T/
14 R (Devices) 1> [Ty b7+ —LERTE (Platform Settings) |>[tEF 27 )L (Secure
Shell) | CZDOT /A RZHEH L ET,

Shell DFERZ BB L T ZE&V, SSHIZTFT —Z A v Z—T = A ATTF 7 4L N THENI 2> T
WRW =8, SSH 2 f# ] L T Firewall Threat Defense & -4 28415, W[4 54
EHRH Y F£9,

RELEZER L ETRELFORERMZEZML TIIZEW,
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I TINA RERTE

ATvT8

ATvT9

ATy 710

ATvIN

BE7 2R 8—T 14 2A0EEN>T—3~0EE |

IR =VY TI AL =T 2 AGEET DL 2R T DI2DDOBGEET T —RFRS
NET, [BEEE2 IR (Ignore warnings) | 2412 LT, HERBHELET,

Firewall Management Center |&, BIfEDEBRA L X — T 2 A AN L THEDE R Z R L £
T, BT, T—FA A =T oA ZAELHTEDL L DITRY LI, FEA~DOTOE B
WXT 2T 4 T IREETT,

Firewall Threat Defense CLI (T&h iz Y —/AAR— kb)) T, #HIP T KL AEHEHAT S
EOWEHA L I —T 2 A ZAEREL, T—EA L F—T =2 AZMFEHTLEIF— o=
AERELET,

configure network {ipv4 |ipv6} manual ip_address netmask data-inter faces

« ip_addressnetmask : FHA VX —T 2 A AEERTHTFEESH Y TN, F—bFT=A
T —H#A B —7xAA (data-interfaces) |ICHETEXH LI, T4 X—FT KL
AR EOHHIIP 7 RUAZRET D2MENH D £ ROEFEZEZSHR)
[data-interfaces] T 2 MENBH DT 7 4 /L h/b— MME, DHCP — —nbH%fF Liob—
N CEEZEINDAREERH D720, DHCP IIEH CTE 8 A,

« data-interfaces— Z DOHRTEIL, ~ K=V ¥ TI/BVAT—H A X —T x4 A%ZE L CH
ETEXDHEIC, X"l T V=V ERNLTERN I 70 v 7 HRELET,

BHA LA —T A ADFy NI —VREEETTHE, SSHE Y v a Ry gllrEhb=o,
SSH #foRbvicary Y —LiR— 27522880 LE7,

MBS LT, T—H A ¥ —7 = A AD Firewall Management Center |[ZE;ZETX 5 X 912
Firewall Threat Defense 7 — 7 /L % B4 L £ 7,

Firewall Management Center C, &P Z HENIZ L, [T/34 X (Devices) | > [EHE
(Management) 1 = U 7 ® [T/ 31 R (Devices) |>[T/\14 R & (Device Management) |
~—C, Firewall Threat Defense ® [V) E— F7RRA b7 F LR (Remote Host Address) ][IP7T
KL A (IPaddress) | BEIOA T aro[vAVHF )T KLA (Secondary Address) | % 55T

L. Bz mERICLET,

Firewall Management Center TORA MG ETZITIP 7 RLADOEH (30 —) &ML TL
72 &\, Firewall Threat Defense % Firewall Management Center (Z3iE /Il L 72 & & |Z Firewall Threat
Defense 78 A b4 £ 721E NAT ID O A ZEH L725E1E, 2T 508 3H0 A, -

2L, B a i 212id, BHER A EDNC L T O BHERICT ILERH Y 7,

EHES ML SNl MR LE T,

[T/34 R (Device) | >[EH (Management) | = U 7 T, [X#x—D ¥ 7V XM : B
(Manager Access Details: Configuration) 1% 2 U v 7 L, [#&#XT—% X (Connection
Status) 127 U v LET,

% 721%. Firewall Threat Defense CLI THER CT& £ 9, BHEH IO AT — X A2 £ RT HITIL,
sftunnel-status-brief =< K& AF1 L £,

RDAT =B AL, T—F A Z—T oA ADFERHPRN LT Z & 2L, WO Ttap_nlp)
AV B =T 2 A AR LTWVET,

7riqzge Il
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N EHERAT—ER

Manager access - Configuration Details Q

Manager access configuration on device is in sync with the manager.

Configuration CLI Output Connection Status

sftunnel-status-brief command output from Firewall Threat Defense [ Refresh |

Close ‘

HEE DO FRESIAZ 10 57LL B DAL, #D NI TNy a—T 4 VI ETOMENH Y £
T, [F—B A B —T oA ATOEREGED T TN a—T 47 (525—) | 2%
BLTLEEN,

TR—TY FHERAVE—TIA RET—ANLERBIZEERT D

BHAOEBA VH—T 2 AEIIT —H A H—7 = A A5 Firewall Threat Defense % & HE
T&E9, 7734 A% Firewall Management Center |ZiB I L 722~ R —T vy T 7B A A ¥ —
T2 A AEEETLHHEEIL. ROFIRIHESTT —F A L F—T oA ANLERS L H—T =
A RIBAITLET, WOFMIIBITT HIZIE, BT VAL 2 —T oA ADOEHNLT —
FDEHE (38 =) ZBRLTILEE,

T=ENOLERANDOY X=X T VB AOBATEZMT 5 &, Firewall Management Center /%
Firewall Threat Defense ~DREHKHZ 7 mn vy 7 ZEH LET, 7 v v 7 ZHIBRT HI21X,. 7—4
AVB=T 2 A ATY X =V X T IV BERAEENT D20ERHY £,

WKOFEIEEZBRL T, T—FA B —T oA ATIRZ—U % T 7 BAZHHIC L., FOMDINL
ERRTEOERLET,
Flg

ATYTN A2 —=T A ZADBITEBLET,

B 7\ xEE
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CHR—TN TIERAVE—T A RETF— A ERCLEETS

a) [T/3\M R (Devices) 1>[T/31 REHE (DeviceManagement) | X— T, 7 /31 AD [

% (Bdit) 1 (£) 227V v 27 LET, [FTNAAR (Device) |22V v/ L, [EE
(Management) 1| = U 7 T, [¥RR—D% TV AL VB —T 24X (Manager Access

Interface) | OV 27 %27V v LET,
[vX—Vx TI7E8A A% —7xA A (Manager Access Interface) | [FMCT 7 & A A
#—7 xA A (FMC Access Interface) |1 7 4 —/L RiZiX, BEOEH A o X —T = A AN
F#rEINET, Vo2 E7 Vw7 LD, [T3 AOEH (Managedeviceby) ] Kr v~
ALV ARNTH LW, U H—T 2 Af ZAZA T ThHD[EHA ¥ —7 x4 A (Management
Interface) | 2N L £7,

K32: 32— v TFOERBRAVA—T (R

Manager Access Interface Q

This is an advanced setting and need to be configured only if needed.
See the online help for detailed steps.

Manage device by

Management Interface -

Switching the manager access interface from Data to Management causes the deployment
to be blocked. To unblock the deployment, ensure none of the data interfaces are set for
manager access. See the online help for detailed steps.

b) [fR1F (Save) &7V v LET,
[OK]Z#Z7 UwZ L, [BACD (Close) 127 Vw7 LET,

BHA L H =T 2 A ATY X=X T 7 BEAZHNCT HI21E, BV OFIHELTET T 54
RV £7, EFB (Management) | fHIKIZIL, [RR—Dx% FOIER A VE—TxA
R BEBA A —T 14X (Manager Access|nterface: Management Interface) |723#/R &
ET,

FrqzzE R
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ATy T2

ATvT3

RTv74

ATy TH

ATvT6

K33:I%x—Px¥THO R

Management s
Remote Host Address: 10.10.1.12
Secondary Address:

Status:

Manager Access Interface: Management Interface

F— B A B =T 2 AT =T VAN LET, [AVE2—T AR
(Interface) ]. A v #—7 =A AD [t (Bdit) ] () . [¥*x—C¥ 7o ERX (Manager
Access) ]. DIAIZEINL £7,

[(EET 7 2 ADOHFHY (Enablemanagementaccess) %A 7IZL T, [OK]Z7 Vv 7 LET,
[ % —7xA A (Interfaces) ] X—T TUR(E (Save) 127 U v 7 LET, ZOFIAIZEK
0. EFREOT Ty 7 BHIRISNET,

T TOWRWERIE, 77 N 74 —2BRERV o —TT—H A ¥ —7 A AD DNS
REXMER L, [T/AM R (Devices) 1>[FT v b T+ —LEKE (Platform Settings) ]>[DNS]
TIZOT A A ZEALET,

DNSZZH L T ESV, T—H A U F =T 2 Af ATV X =V % 7 7 A% HHZT 5 Firewall
Management Center FBBf Cid, m— /L DNS iR ENHIFRINE T, £D DNS —_—RN7 7
T ANL—LOFQDN/2 EDE X2 VT 4 R —THH I TS EA L. Firewall Management
Center Z ] L T DNS & & Z 4 5 LERH Y £7,

REAL 2RI LETRELALDOREMEZZHL TIIZEN,
Firewall Management Center |X, BIEDT —X A L X —T =2 A4 A% L TREOE L # B L &
T

MENZIN U T, EBA # —7 = A AD Firewall Management Center |Z £ T X % K 9 |Z Firewall
Threat Defense @ 77— 7 V& FiEH L £7,

Firewall Threat Defense CLI T, §##JIP 7 KL A £ 721X DHCP 2{fifi L C, FHA v 4 —7 =
AADIPT RLRETF— b U= Af ZRELET,

BN~ =X T VB ARDT =S A v =T oA ABELIZEE, B~ U =A1T
T A A B =T 2 ATRESNTWELE, XY, X"y 7L —UBEATEH T
T4 I NEREEN, X=X TI AT —H A X =T =2 AN L N—T 47T
XHLCRVELE, 22T, BHRXY NU—Z EOF—F U2 ADIPT RLAZHRET
HVENHY FT,

AET49IIPFRLA:

configure network {ipv4 | ipv6} manual ip_address netmask gateway _ip

DHCP :

configure network {ipv4 | ipv6} dhcp
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I TINA RERTE

ATy 717

ATvT8

F—BA U E—T A AEBAOY R~ T T o e A0RMEETT S ]

Firewall Management Center C, HERHE A NI L, [T/NM4 X (Devices) | >[T/31 A EHE
(DeviceManagement) ]>[7 /34 X (Device) |>[EH¥ (Management) ]~ > 3 > T Firewall

Threat Defense @ [!) E— F7RX k7 KL X (RemoteHost Address) JIP 7 KL AL AT g

D[EH XY T RLA (Secondary Address) | #HH LT, HhzHERNICLET,

Firewall Management Center TOHRA MG ETZITIP 7 RLADOEHF (30 —) 2L TL
72 &\, Firewall Threat Defense % Firewall Management Center (Z3iE /)1 L 72 & & |Z Firewall Threat
Defense s 2 4 £ 721X NAT ID OB &2 L7 a3, B2 EHT 20 ETH Y £ A, -
2L, e i 21cid, BHER A EDNC L T HERICT ILERH D 7,

EHBSR ML SNl MR LE T,

Firewall Management Center C, [7 /34 A (Devices) |[7 /31 A& E (Device Management) |
[T /34 A (Device) ][ (Management) |[A7T —% A (Status) ] 7 « —/L N C&EEBREA
T —H AL 5>, Firewall Management Center CHAIZ R RLET, > > > >

B DO AT —H A& FKoxd HIZIL, Firewall Threat Defense CLI T, sftunnel-status-brief =
v REANLET,

PEE D FRENLIT 10 53 LA B D561, B8O N7 TNy a—T 4 T BITOMERH Y F
To [F—HAVE =T = A ATOEBBHED P T TN a—T 47 (23—Y) | &5
LT &N,

T—R3A4A V=T A REBERADI R —OX TV ADFEMERTT S

HHOERA 2 — T =4 ZA%EHAT 5V 12, Firewall Management Center & HE (27— & A
V=T oA AEMERAT HEE 1L, Firewall Management Center C7 /XA ADA L H—T = A A
Xy NV OFRELXETT DL EITHEREZTMLR2WE ) ICERLET, 71 ADT —
BALH—T 2 ARELE O —HNVTEFRTHZ L TEET, TOEAIL, FirewallManagement
Center TENOHDOEFR A2 TENTHET ILENH Y £, [T /514 A (Devices) [>[T /31 AE
I (Device Management) |>[7 /31 A (Device) ]> [ F! (Management) |>[v R —T ¥ 7 7
t A -HEAKEER  (Manager Access - Configuration Details) J[FMC7 27 & & -#akiEM (FMC Access
- Configuration Details) | % A 7 &2 77K »» 27 A%, Firewall Management Center & Firewall Threat
Defense D 10— A1 ViR TE D] DK JE Z RIS D12 DITHELBEE T, > > > >

iH%7, Firewall Threat Defense % Firewall Management Center {Z3EA13" 5 HijIZ, Firewall Threat
Defense DHJHIFRED—ERE L TR —V X TV AT —H A U H—T = A AEMHRLET,
Firewall Threat Defense % Firewall Management Center (ZiB/19°% &, Firewall Management Center
WIA BT 2 A ARE A B—Tx2A AL EIPT RLVA, ' — U= A ~OFHIL— b,
DNS #—/3—_ DDNS #—/3—72 L) ZfH L THERF L £9°, DNS ¥ ——0DHaE Bekh
R S5 E . AT — I VIZERFFSLE T, 7272 L, Firewall Management Center O~
Ty b7 —LRERNY —ITBEMS N E R A,

Firewall Threat Defense % Firewall Management Center (ZiE /1 L 724, configure network
management-data-interface =~ > K& f#i ] L T = — % /L C Firewall Threat Defense D7 — % A
VR —T oA AR EZEF TS L Firewall Management Center 23& %28 8 2 Kl L. Firewall
Threat Defense ~D R % 7 & v 7 L$£7, Firewall Management Center X, LA FOWF 0D
TEESER U TR OZ T 2R L E,

Fn1zEE I
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» Firewall Threat Defense ~® &5, Firewall Management Center DB DORIIZ, #EKRKDOER %
BMELTCT YA &2E1LELET,

e[ & —T7xA A (Interfaces) | <— D [[AH] (Sync) | RZ

[ R =V X T 7 A -HEROFEM (Manager Access - Configuration Details) ] [FMC7T 7 &
A - FERR DA (FMC Access - Configuration Details) | A4 7 12 77K v 7 20 [FHT
(Refresh) | AR &

Ty 7 ZHIERTAIE, [ R =YY T 7 A - #EGEM (Manager Access - Configuration
Details) ][FMC7 7 & A - #&ikif#l (FMC Access - Configuration Details] %A 7 & 77K v 7 A
BE)L. [#i% (Acknowledge) 127 V v 7 T 5 0E N HY £7, Firewall Management Center
FXEIX, RIEIEEHIREZ Firewall Threat Defense DF% Y DA T o Ex LEEX LET, HEMO
Rl Firewall Management Center D% i % FEI TIEET 2 M ENH D £7°,

IOEATaTRy I AIETHUTONR—=22BL TSN,

BRE
Firewall Management Center 33 JX O Firewall Threat Defense D~ R —Y v 77 A 7T—% A
S =7 = A ADORERE 2 FR LE T,

W OFE, configure network management-data-interface =< > K73 Firewall Threat Defense (&
AJJ & 47 Firewall Threat Defense DFERGEMZ R L CWET, B 7 DA T4 MME, FIER
ZHEZE L2 H DD, Firewall Management Center DK & —Er L7254, Firewall Threat Defense
DORERBHIBRESND Z & 2R L TWET, HEBD/ A F A MI. Firewall Threat Defense TZ #
SINOMER AR L TWET, FkD/~A T A M, Firewall Threat Defense (2181 S 41 5 R A 7~
LTWET,

Manager access - Configuration Details 9

Manager access configuration on device have been updated outside of Manager. Review the differences and update Manager values

accordingly.
Configuration CLI Output Connection Status
e
Last updated: 2022-09-02 at 20:35:58 UTC [ Refresh ]
Configuration on Manager Configuration on Device
~ 4. Ethemnet1/1 -
Interface Configuration
FMC Access Enabled Disabled Enabled
FMC Access - Allowed Networks any
Interface Name outside
IPv4/IPvE Address 10.89.5.29/26
Static Route Configuration
IPv4 Gateway 10.89.5.1
IPV6 Gateway
~ 5. Ethernet1/8 ik
Legend: Above configurations will be added, modified or disassociated from manager access interface on next deploy to device.

B 7\ xEE
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Firewall Management Center CA % —7 = A AL FKE LTZHED Z DOX—T OB %L IR LE

T AVE—T oA AFKEN—BL, 7D T4 FBEZTHWET,
Manager access - Configuration Details

Manager access configuration on device is different from Manager. Review the differences and deploy the changes.

Configuration CLI Output Connection Status

Last updated: 2022-09-09 at 07:10:54 UTC

Configuration on Manager Configuration on Device
VWeb Update Type
4. GigabitEthernet/0
Interface Configuration
FMC Access Enabled Enabled Enabled
FMC Access - Allowed Networks any any
Interface Name outside outside
IPvd/IPvE Address 10.89.5.29 255.255.255.192 10.89.5.29 255.255.255.192
Static Route Configuration
IPv4 Gateway 10.89.5.1
IPv6 Gateway
Legend: Above configurations will be added, modified or disassociated from manager access interface on next deploy to device.

CLI

[ Refresh ]

‘ Close |

Xy TIBATFT—H X —T A AD CLIRAR R LET, Tk, HaEei’3

CLIIZKBR L CTWAEAICERL B E T,

FrqzzE R
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[ 34:CLIL A

Manager access - Configuration Details ]

Manager access configuration on device is different from Manager. Review the differences and deploy the changes.

Configuration CLI Output Connection Status

Show command output of Manager Access associated configuration from Firewall Threat Defense

onfig inte

Model
UuID
LSP
VDB

ci

FMC Access - Configuration Details 7 %

FMC Access configuration on device have been updated outside of FMC. Review the differences and update FMC values accordingly.

Configuration la":m Cennection Status

Show command output of FMC Access associated configuration from FTD

Acknowledge Close

ERAT—4 X

BRI GEA T — X ADFRRIROFNL, EFEREHE Col ZHc X E P [management0] A > ¥ —7 = —
AREHIN TS Z EERLTNET,

75 ARE
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Manager access - Configuration Details (2]

Manager access configuration on device is different from Manager. Review the differences and deploy the changes.

Configuration CLI Output Connection Status

sftunnel-status-brief command output from Firewall Threat Defense [ Refresh ]

Close |

WDAT =B AL, T—=B A H—T oA ZAOERDK L= 2 & &R L, WO Ttap_nlp)
B =T AERLTWVET,

B 36 iR T—42 R

Manager access - Configuration Details 7]

Manager access configuration on device is in sync with the manager.

Configuration CLI Output Connection Status

sftunnel-status-brief command output from Firewall Threat Defense [ Refresh |

Close ‘
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B z=ss0rs50s2—57429

20 REOBROH NP Z RIS LET, ET7F v xo [HHk] FHen— he— Mg
WARFITRSNTVE A,

> sftunnel-status-brief

PEER:10.10.17.202

Registration: Completed.

Connection to peer '10.10.17.202' Attempted at Mon Jun 15 09:21:57 2020 UTC

Last disconnect time : Mon Jun 15 09:19:09 2020 UTC

Last disconnect reason : Both control and event channel connections with peer went down

Ty ZIREBOESRO B N 2RI LES, ET7Fyrbén—hE— MEAFRSh T
i‘a_o

> sftunnel-status-brief

PEER:10.10.17.202

Peer channel Channel-A is valid type (CONTROL), using 'ethO', connected to '10.10.17.202"
via '10.10.17.222"

Peer channel Channel-B is valid type (EVENT), using 'ethO', connected to '10.10.17.202'
via '10.10.17.222"

Registration: Completed.

IPv4 Connection to peer '10.10.17.202' Start Time: Wed Jun 10 14:27:12 2020 UTC
Heartbeat Send Time: Mon Jun 15 09:02:08 2020 UTC

Heartbeat Received Time: Mon Jun 15 09:02:16 2020 UTC

EEEHRO ST a—Ta0T

Firewall Management Center DiZfi AN RO T-HZEDERDFEO—IL/NY Y

Firewall Threat Defense T~ 31—V ¥ 7 7 B AFICT —H AV F—T = A4 A&FEHL, *v b
T — 7 Bl #8892 Firewall Management Center 2> b ORERZS B 4 BB 2 Y54, Firewall
Threat Defense DK & F % B L72fpkicr — Ny 7 LT, BEERAE T T E7,
ZDH, F v U — 7 PEGEHERE S35 X 9 I Firewall Management Center CHE% AR E % iH9E
L. FRATEET, m—A "y 7RI, XKD TV RWESTHENTE, 2ok
TINY a—T 4 TR THHEHTE £,

FE, BRARICHER S KON AT, MROBEIn— ANy 7 AT b TEE
T, BEBREOHRE (64 X—) Z#ZRLTIZIN,

RDOHA RTA 2L TIIZEN,

* {7[RI D JEBA D Zx Firewall Threat Defense THu— /W CE £9, S HIZLATORERIC
02—y 7 FTHT LIXTEERA,

s =Ny ZF @mAAETIEYR— S TWETR, 77220 7 ORMTIEY
R—=hFENTWEEA,

e 12—/ N 7%, Firewall Management Center CaX & CE DMEMUCOAFEL T, =L x
1. @—/ Ny 7L, Firewall Threat Defense CLI TO LR E T HHEHEH A VX4 —7 =
A ANCBEE T D v — I BRI IZ 2 L £ A, configure network

B 7 zuE
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FIE

Firewall Management Center D&M KON IZIZEDEBOFE D —IL/NY Y .

management-data-interface =~ > K& fli ] L 72 1% ® Firewall Management Center f&[ 1%
T —H A H—T 2 A AFEELEEL, rollback 2~ REMFHTDIE, ZEDOHRE
IRFFSNRNZ EITERE LTS, K% IR S U7 Firewall Management Center 3%
L — LNy 7 SIVET,

* UCAPL/CC E— FiFr— /LNy 7 TEEH A,

 URIDEEICEHR SN-T 7 M4 7N RSCEP GFHEF — X Tu— Ny 7 TX FH
Ho

e m—/L Ny JHNZ, BUEDRENZ VT SNdTo, #HfiR Fu vy 7ShET,

AT w71 Firewall Threat Defense CLI T, LARIOMERE~2—/1 Ny 7 LET,

configure policy rollback

11—/ L3 7 #% . Firewall Threat Defense | 12— /L 3w 7 BNIERIC58 T L7122 & % Firewall
Management Center (Z3f%1 L &7, Firewall Management Center ClX, 3z —/1 Ny 7 I
e &R AT =P RBABEE ISR SN ET,

GE)
0 —/LX w7 NI L. Firewall Management Center & FEME ot SNV = 56 . —xA072 B O R
B IZ DV Thttps://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw-virtual/
215258-troubleshooting-firepower-threat-defense.htmlZ 2 L C< 723\, HEIZ K - TiL, Firewall
Management Center FHL T 7 ¥ ADELHRIC O — ANy VNERTHZ EnHY 4, ZDH
%, Firewall Management Center # % 0 [f8 % fif& L C. Firewall Management Center 7)> & i3/ Bfl
TEET,

1 -
TR =Y T I BRIIT—HF AR —T = A A EfEHAT B Firewall Threat Defense D4 -

> configure policy rollback

The last deployment to this FTD was on June 1, 2020 and its status was Successful.
Do you want to continue [Y/N]?

Y

Rolling back complete configuration on the FTD. This will take time.
Policy rollback was successful on the FTD.

Configuration has been reverted back to transaction id:

Following is the rollback summary:

AT T2 EHEERP B SN2 AR LET,

7riqzge Il
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Firewall Management Center C, [Devices| > [Device Management] > [Device] > [Management] >
[Manager Access - Configuration Details] > [Connection Status] ~X— ¥ CEHPHGA T — X A %
R L £,

EHEEGE D AT — 2 A& ForT A1, Firewall Threat Defense CLI T, sftunnel-status-brief =
v REANLET,

BB O FMESLIZ 10 0L EDIDGER, 8D N T TNV a—T 4 VT EITOMERH D F
T, [F—F A H—T oA ATOEBREGEDO N T TN a—F 4T (522—) | 2%
BLTIEEN,

F—RAA—D A ATHDEBEFED FS TV a—TFa 05

HEHOERA 2 =T = A ZAEEAT 2ROV, v X=X T 7 BRCT A ¥ —T =
A AT 584618, Firewall Management Center “C Firewall Threat Defense DA > % —7 = A
ALy NT—7 ORELRERT HER, iz Tl LenX 512iEE LEJ, Firewall Threat
Defense % Firewall Management Center (ZiB/ L 72 R ICEBRA L X —T oA AF A THEFT D
56 (T —2nOEHA FIEEENLT —F ) AV F—T a2 A ALy NT—7 DO
ENIE L KA STV R E | BEEN KD D TR H D £,

O My ZIE, BEHEGRNKDONTEGED N T TNV a—TFT 4 U TIZENL L ET,
EEERRAT—2 ADERT

Firewall Management Center C, [Devices] >[Device M anagement] > [Device] > [M anagement] >
[Manager Access - Configuration Details] > [Connection Status] ~<— ¥ C& Hl & A 7 — ¥
A EHER L ET,

FEHBHG D AT —H A B FeRx9 HIZ1X. Firewall Threat Defense CLI C. sftunnel-status-brief
a<w REANLET, sftunnd-status i H L T, KV ERREREERT-THZLHT
XFET,

H AREOER OB NP2 RIRLES, BT F v 20 [HEkk] HiRen—he—
MERAT RSN TVEEA,

> sftunnel-status-brief

PEER:10.10.17.202

Registration: Completed.

Connection to peer '10.10.17.202' Attempted at Mon Jun 15 09:21:57 2020 UTC

Last disconnect time : Mon Jun 15 09:19:09 2020 UTC

Last disconnect reason : Both control and event channel connections with peer went
down

Ty TREBOEROL NBIZRITRLET, ET7F vy —hE— MERBF RSN
TWET,

> sftunnel-status-brief

PEER:10.10.17.202

Peer channel Channel-A is valid type (CONTROL), using 'eth0O', connected to
'10.10.17.202" via '10.10.17.222"

Peer channel Channel-B is valid type (EVENT), using 'ethO', connected to

B 7 zuE
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'10.10.17.202" via '10.10.17.222"

Registration: Completed.

IPv4 Connection to peer '10.10.17.202' Start Time: Wed Jun 10 14:27:12 2020 UTC
Heartbeat Send Time: Mon Jun 15 09:02:08 2020 UTC

Heartbeat Received Time: Mon Jun 15 09:02:16 2020 UTC

Firewall Threat Defense % v k7 — 2 1EHD KT

Firewall Threat Defense CLI T, BEBI N ~R =¥ T I/ BA T =X A L F—T A A
@Z“‘y FU—ﬁgﬁﬁ%ﬁ%ﬂ?bij}

show networ k

> show network
=============== System Information ]===============

Hostname : FTD-4
Domains : cisco.com
DNS Servers : 72.163.47.11
DNS from router : enabled
Management port : 8305
IPv4 Default route
Gateway : data-interfaces
[ managementO ]
Admin State : enabled
Admin Speed : lgbps
Operation Speed : lgbps
Link :oup
Channels : Management & Events
Mode : Non-Autonegotiation
MDI/MDIX : Auto/MDIX
MTU : 1500
MAC Address : 68:87:C6:A6:54:80
—————————————————————— [ TPV === —————
Configuration : Manual
Address : 10.89.5.4
Netmask : 255.255.255.192
Gateway : 169.254.1.1
—————————————————————— [ IPV6 J-—————————————————————
Configuration : Disabled

===============[ Proxy Information ]

State : Disabled
Authentication : Disabled
======[ System Information - Data Interfaces ]======
DNS Servers : 72.163.47.11
Interfaces : Ethernetl/1
[ Ethernetl/1 ]
State : Enabled
Link : Up
Name : outside
MTU : 1500
MAC Address : 68:87:C6:A6:54:A4
—————————————————————— [ IPvd J-——=————— = ———
Configuration : Manual
Address : 10.89.5.6
Netmask : 255.255.255.192
Gateway : 10.89.5.1
—————————————————————— [ IPV6 ]-===————— - ————

| Fn1zEE I
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Configuration : Disabled

Firewall Management Center ~® Firewall Threat Defense ) & gD TR

Firewall Threat Defense CLI C, Firewall Management Center B&k/3 56 T L72 2 & i L &
T Zoawy FiE, BEEEROBUEDO AT — X A FRT 2O TIIRVWI LICHEREL
TLEE,

show managers

> show managers

Type : Manager

Host : 10.10.1.4

Display name : 10.10.1.4

Identifier : f7ffad78-bfle-1lec-a737-baa2f76ef602
Registration : Completed

Management type : Configuration

Firewall M anagement Center [Z ping 3%

Firewall Threat Defense CLI T, kD a~ > REFHEHA LT, T—F A X —T A ANb
Firewall Management Center (Z ping L £,

ping fmc_ip
Firewall Threat Defense CLI T, RO~ R&HH LT, EHA X —7 = A AH 5 Firewall

Management Center |Z ping L £9°, Ziut, Ny 77— N LT —H A ¥ —T =
A RIN—T 4 T SNET,

ping system fmc_ip

Firewall Threat Defense A& B2 — T A ATOD/NT Y bDFx v TF ¥

Firewall Threat Defense CLI T, NNy 7 FL—2 4 ' H—7 = A A (nlp int tap) T/
Ty Xy 7T LT, BEAT Y MREEINTODEINE ) DEMHELET,

capture nameinterface nlp_int_tap trace detail match ip any any

show capturename tr ace detail

RNEA VB —TTARADRAT—R R, #fidt. BLVTy F RO

W 71 REE

Firewall Threat Defense CLI T, Wii/Ny 7 FL—r 4 2 —T7 = A A (nlp_int_tap) (ZB
FTOHMESR LTI ZEN,

show interface detail

> show interface detail

[...]

Interface Internal-DataO/1 "nlp int tap", is up, line protocol is up
Hardware is en vtun rev00, BW Unknown Speed-Capability, DLY 1000 usec
(Full-duplex), (1000 Mbps)

Input flow control is unsupported, output flow control is unsupported

MAC address 0000.0100.0001, MTU 1500
IP address 169.254.1.1, subnet mask 255.255.255.248
37 packets input, 2822 bytes, 0 no buffer
Received 0 broadcasts, 0 runts, 0 giants
0 input errors, 0 CRC, O frame, O overrun, 0 ignored, 0 abort
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pause input, 0 resume input
L2 decode drops
packets output,
pause output,

370 bytes,
0 resume output
output errors, 0 collisions,

late collisions, 0 deferred

input reset drops,
input queue
output queue

O O O O Ul oo

(blocks free curr/low) :
(blocks free curr/low) :

Traffic Statistics for "nlp int tap":

37 packets input,
5 packets output,
37 packets dropped
1 minute input rate 0 pkts/sec,
minute output rate 0 pkts/sec,
minute drop rate, 0 pkts/sec
minute input rate 0 pkts/sec,
minute output rate 0 pkts/sec,
5 minute drop rate, 0 pkts/sec
Control Point Interface States:
Interface number is 14
Interface config status is active
Interface state is active

2304 bytes
300 bytes

(G2 O I e

IW—TF 4 20 & NAT OWESR

0 underruns
0 interface resets

0 output reset drops
hardware

(0/0)
hardware (0/0)

0 bytes/sec
0 bytes/sec

0 bytes/sec
0 bytes/sec

Firewall Threat Defense CLI T, 5 7 #/L hL—k (S*) NBMEINTWbZ &, BIOE
A —T A A (nlp_int_tap) IZHHENAT L— L MFEET H 2 L 2R LET,

show route

> show route

Codes: L - local,
D - EIGRP, EX - EIGRP external,
N1 - OSPF NSSA external type 1,
E1 - OSPF external type 1,

i - IS-IS, su - IS-IS summary,

ia - IS-IS inter area, * - candidate default,
o - ODR, P - periodic downloaded static route,

SI - Static InterVRF

C - connected, S - static,

E2 - OSPF external type 2,

R - RIP, M - mobile, B - BGP

O - OSPF, IA - OSPF inter area

N2 - OSPF NSSA external type 2

vV - VPN

L1 - IS-IS level-1, L2 - IS-IS level-2

U - per-user static route
+ - replicated route

Gateway of last resort is 10.89.5.1 to network 0.0.0.0

S* 0.0.0.0 0.0.0.0 [1/0] via 10.89.5.1, outside

C 10.89.5.0 255.255.255.192 is directly connected, outside
L 10.89.5.29 255.255.255.255 is directly connected, outside
>

show nat

> show nat

Auto NAT Policies (Section 2)
1 (nlp int tap) to (outside)
service tcp 8305 8305

source static nlp server 0 sftunnel intf3 interface

translate hits = 0, untranslate hits = 6

2 (nlp int tap) to (outside) source static nlp server 0 ssh intf3 interface

tcp ssh ssh

service

translate hits = 0, untranslate hits = 73

FrqzzE R
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3 (nlp_int tap) to (outside) source static nlp server O sftunnel ipvé intf3 interface
ipv6 service tcp 8305 8305

translate hits = 0, untranslate hits = 0

4 (nlp_int tap) to (outside) source dynamic nlp client 0 _intf3 interface
translate hits = 174, untranslate hits = 0

5 (nlp_int tap) to (outside) source dynamic nlp client O ipvé6 intf3 interface ipvé
translate hits = 0, untranslate hits = 0

>

fth D E% E DHERR

ROa<y RESBLT, MOTRTCORENGFETHILEHERALET, Zhbna~v
v FD %< 1. Firewall Management Center ¢ [Devices] > [Device Management] > [Device]
>[Management] >[Manager Access - Configuration Details] >[CLI Output] X— T i
MWTEET,

show running-config sftunnel

> show running-config sftunnel
sftunnel interface outside
sftunnel port 8305

show running-config ip-client

> show running-config ip-client
ip-client outside

show conn addressfmc_ip

> show conn address 10.89.5.35
5 in use, 16 most used
Inspect Snort:
preserve-connection: 0 enabled, 0 in effect, 0 most enabled, 0 most in effect

TCP nlp_int tap 10.89.5.29(169.254.1.2):51231 outside 10.89.5.35:8305, idle 0:00:04,
bytes 86684, flags UxIO

TCP nlp_int tap 10.89.5.29(169.254.1.2):8305 outside 10.89.5.35:52019, idle 0:00:02,
bytes 1630834, flags UIO

>

DDNSDE#HARM L - ES M EH#ERT S

W 71 REE

Firewall Threat Defense CLI ., DDNS OFEFH BN L7201 E 2 2R L £,
debug ddns

> debug ddns

DDNS update request = /v3/update?hostname=domain.example.org&myip=209.165.200.225
Successfully updated the DDNS sever with current IP addresses

DDNS: Another update completed, outstanding = 0

DDNS: IDB SB total = 0

WHNZ IR L2 35A1%, debughttp =~ K& debugsd =~ > R&EMAL £, fEAE
DORFEN R L T80, v— RAEHER T S RS VA M= ENTWDH Z L AR
LET,

show crypto ca certificates trustpoint_name

DDNS OEMEZ T 5121 -
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show ddns updateinterface fmc_access ifc_name

> show ddns update interface outside
Dynamic DNS Update on outside:
Update Method Name Update Destination
RBD DDNS not available
Last Update attempted on 04:11:58.083 UTC Thu Jun 11 2020
Status : Success

FQODN : domain.example.org
IP addresses : 209.165.200.225

Firewall Management Center 0% 7 7 1 JLDFER
https://cisco.com/go/fmc-reg-error &M L TL 7230,

~ N =3 —
AR M)EFEHDRR
[T /34 A (Device) | X—T D [ X~ DOFEM (Inventory Details) |7 ¥ 3 i,
Ty —VOFEMER (CPURAEY R E) RERRINET,

37: 4R Y DEEHE (Inventory Details)

Inventory Details [
CPU Type: CPU Xeon E5 series 2300 MHz
CPU Cores: 1 CPU (4 cores)
Memory: 8192 MB RAM
Storage: N/A
Chassis URL: N/A
Chassis Serial Number: N/A
Chassis Module Number: N/A
Chassis Module Serial Number: N/A

W4 T4 5 I01E, [F5 Refresh) ] &) 22V v Lgd,

BRINE=R) O—DRSE

[7/314 A (Device) |_*—Y @ [ S 7= Y > — (Applied Policies) &7 > a »iZix, 77
AT T —MIEHA SN THWBRORY —RnFRENET,

| ACEL T |
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Fq4zEE |
B arshrtys—oms

38:[EASNT=R') >— (Applied Policies) ]

Applied Policies e

Access Control Policy: Initial AC Policy @

Prefilter Policy: Default Prefilter Policy
SSL Policy:
DNS Policy: Default DNS Policy
Identity Policy:

MNAT Policy:

Platform Settings Policy:

QoS Policy:

FlexConfig Policy:
VoI DR —D%E Vo7& )y 7 LTRY v—%FRTEET,

TR br— LR Y =2V, [ (Exclamation) ] (0) TAarxr )y
JLTC[ N T TNy a—T 4 7DD T 78 AR —{E#H (Access Policy Information for
Troubleshooting) | ¥ A 7RI ARy 7 AR RLET, TOXATRTRy 7 AL, 77EA
N—NWRT 7 A arhu—)L = ) (ACE) IZEB SN D HENERENET,

K39:[cZTNoa—TFT1aoFDE=bDT7 o AR —I1E#H (Access Policy Information for Troubleshooting) |

Access Policy Information for Troubleshooting

24-b3df319dfb31

004294968119

ation is n nt from
nflict D n" t 2 r

[7/3A 2P (DeviceManagement) ]-X—7/n 6, fHx DT/ ZTRY —2EDHTHZ
LIRTEET,

B 7\ xEE
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ATY 1 [T/INA R (Devices) |>[T/34 REHE (DeviceManagement) | Z#34R L £,
ATFv T2 KV —%FV U TEHT A ADOBICH D [k (Edi) 1 (£) 227V vr LET,
ATY T3 [T/3%4 A (Device) |27 Vv 7 LET,

ATw T4 GEASHTZRY > — (AppliedPolicies) &2 > a T, [##E (EBdit) | () 227V v2r LE
D

40:K) >—EYHT

Policy Assignments 7]
Access Control Policy: Initial AC Policy e
NAT Policy: None 2
Platform Settings Policy: None o
QoS Policy: None hd
FlexConfig Policy: MNone g

ATV TS RV =44 FZLIZ, Fuay 7 H o iA=ma—nbR) o—2@IRLET, BHFEORY —
DHN—EFRINET,
ATYT6 [R17FE (Save) |27 U w27 LET,

RDBERY
RELE LR L ETRELHFORMEZSZML TIZS W,

A =

=F Ml E% TE DR SE
[T /734 A (Device) ] X— O [F£flE%E (Advanced Settings) | &7 ¥ 2 > Zix, LT CHMA
TROHMEEDT =T ANRERRENET, ZNOLOREIFNTNHRETEET,

= 5: (MR E (Advanced) ]9 a>DT—TILDT4—ILF

TJ4—ILF Bz

TINr—=2a U AN TNA ZTOREN T 7Y r—=3 3 0 A R2OREE,
(Application Bypass)

ACEL T |
|
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J4—ILF

aiBA

NANALEVME (Bypass
Threshold)

HEI7 7 U r—3ay NASRZOLEWE (S UF) .

FT 2T NTN—T DR

Ve

R

FRARATOF TV =V NI A—TRBEOWREE, BIfEF. FTD
TNRARE, TIZEAL—AVTHERSND XY NT—0 4TV =
I hNEFRIFA UV HE—T 2 A A FT V=27 FORNKITFEDNT,
T 7 ZHIEN— VB OT 7 ZHIE Y A oz kU IR
BILES, A7 V=7 ML —TREEZHENTHZE T, T2
T AR — L ORBICHTER AT 225 ENTEET,
FTV s NITN—TRRBEANC LT SGE, VAT AICLST
PRy NI—IF T2 NERFA A —T 2 AA A F Ty
MIPEEESNFRAR, 7027 BT N—TDERIZHESNT
—HTEHT VAL APRRINET, AT V=T FIA—T
MBRX, TI7HAL—=ANEDLIICERIND D, 12X
Firepower Management Center |2 & D X 9 [ZFRR S5 T i3 2E
LEtHA, 77 BAHIEL— LV EEGEBRAT D EXT, T3
AINT 7 AHEN— VB R U CALBES 5 5D T L %
SR

GE)
7 7 # /L h Tl&, Management Center C#/J T Threat Defense %
BNT5E, (A7 V=7 8T A—TFF (Object Group Search) ]
A2 £,

A EBE—T oA AFTVx
7 kDAL

FNRAATDA B —T A XA F TV b OF{LOWEE,
BEREC, 77 BRI E T LT 4V E R —TEREND A
VH—T 2 A AT N—T X2 VT 4 —0F, BETsE
A HBE—=T oA AT LIl RO — N T AR LET, A
B =T 2 A AT TV FORELEAENNZTDE, VAT L
X7 7B AT LT 4V EZ =L T T 1 DD — )V & R
LET, ZNICLY, TS AREOH T LR

T A=< AN ENRAREIZRD £, ZOFT v a v ERRT S
Balx, (A7 V=7 N —TFE (Object Group Search) | 4
TarbBBRLT, TN ADOAEVHEHELZEO LET,

WD RE Y7 T, T AOFFEMBREERWET D HIEICO N THH L £,

\)

GE)  ["F v FO#RIE (Transfer Packets) | iXEIC DWW TIE, B EDORE (1 X—) 25H

LTL7EENY,

B 7\ xEE
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— a3 VUNAINADETE

HEN 77U o —3 3 34 /8% (AAB) 2T 5 &, Snort 34 7 LTWABEER, EK
WIF S, AT, 27y SOWMBIZEFB A 00 X 25812, N7y b3l & 3 XA T&
F9, AABIZ XV, Snort [HEEND 10 0 UINICHESEIE T, F72. Snort [EEDJRK % 4
TAFEDICSIHTCEDL N T TN a—TFT 4 v 7 FT—ENERESNET,

A

FE O AABDT 7T 4 THbIE. WL ODDRT y hDA AT g vk — B T 5 Snort

FIE

&M
ATy T2
ATvFT3

ATv74
ATvT5

¢l

OB REEWOMICHERS LET, ZORTICRN T T v IR Rry T ENED, Ll EA
VART v a UMTONTICZITEINDI NI, =Ty VT RAAL AR NT T 4 v T AT
DHES C TR Y F9, #HiESnort OFENC LD N T 7 4 v 7 OEEESR L T2
AR

ROMEZHER L T EI W,

Firewall Threat Defense DE4E : Snort 3% 7 L CW A A, FEESNT-4 A ~—H D%z
AAB S MU H—IET, Snort BB L TV D5E. Ty MUBRERES WX A ~v—%
BZTh, AABIZ N T—SnEHA,

BT INA ADEE : AABIE, A VX —T = A AEN LT v BT 5 720127
SNBMMATIRLES, /%y MURORIER, % NU—2 THETE 5/ 57y b LAT
VVENRTURER o TIHELET,
ZOMRIMEREDORA THMTE IR, A T4 VRIATIIE VY DITMERH Y £,
—fRIZ, B L S VWMEEZE X 7RIL, mE SR Ny ML TRARY —0 [Jb— /LIS
L &V ME (Rule Latency Thresholding) ] #fEH LE ¥, [/b—/ViIEIE L XV ME (Rule Latency
Thresholding) JIZLV, = Pr Ny vy N EINTZY, VT TN a—T 40 T T —4
DERINDZ EiZHY EHA,

BED S RASNB L, F/A AL E=H ) 7 T I bR LET,

AABIIT 7 4V F TEGNZ/ > TWET, AAB ZAINCT DI, ROFIEZETLET,

[T/314 X (Devices) 1> [T/3f AEHE (Device Management) %R L £,

R EAWET DT A 2AORICH D [Tk (Bdit) 1 (£) 22707 LT,

[7 /34 A (Devices) 1 %7 V7 L, [FEMIEXE (Advanced Settings) |17 + 3 > O [futk
(EBdit) 1 (#£) %27V v LET,

[BEV T 7V r—3 a3 > /S /A (Automatic Application Bypass) ] &4 12 LE T,

[/3A /XA L&VME (Bypass Threshold) ]1Z 250 ~ 60,000 X VA AN LET, T 74/ ik
E1E 3000 X VR (ms) T,

7riqzge Il
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RELEZEALEITRELFORAZEML T ZEW,
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Vel NETREFA U E =T 2 A AT TV =7 FOWNFIZESNT, 77 & Al —L 2 85
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NTUW 50X, Firewall Management Center (2 E D X H IZEKRINDDTITHE L EHA, 77
?Xﬁﬁw*wk%ﬁ%%éﬁékéﬁ\7A42#77ﬁ1ﬁﬁw%w%%ﬁbfﬂﬁ?é
FEOHITHELET,

ATV NINV—TRBERNCTDE, Xy NT—I ATV NERIFA L F—T = A
ATVl beglte7 7 Aar ba—LAR ) o—O AT ) BHEREEINET, 72720
F TV NIN—TRBTIE, V= I T v T ONRT —< ANETF LT, CPUMH
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EOGE, A7V NIV —TRRERANCTH L. xy MNERPSEINET,

7 7 4V K TlL, Firewall Management Center "C#JJ$ CiBJ)l 4172 Threat Defense 7 /34 A Tl
FT 2 NIN—TRBPED o TOET, Ty 77— RENET A ADEE, T
WAARATHT V=7 b T N—TRBRBEDNRE SN TODHEIE. FRTHMICT 2050
HYVET, “HEIZIODT A ZATHIHITEET, Za— VLITHMTT L L3 TEEE
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GE) FTV 2 NIN—TORBEAIILTHE, T RAEZHREL, LIESLL OREBEL-H
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EEW, A7Vl NIN—TORBEEENCT DL, BIEDOT 7 & AHIHL— VRT3 A A
DIATa L T4 Falb—ra VTIESNET, 73 ATHEHARERAETY LD HE DA
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188 BRI
¢ T )LDOH R — b : Threat Defense

BT NAATI I oY I varaliy PbANIT LI EAHELES, 754 ACLIA
5 asp rule-engine transactional-commit access-group =~ > K& A L% T,

CIDRTEELEETLE, THRAANACLEHFH L NA L L TWARL, AT AOEWER
FF S NAFREMRH D £, ZORTEIFA T F U ABBPICOALEFETLH Z L 24
L%,

« FlexConfig % {# il L C object-group-searchthreshold =~ > F&Z&E L. LEWMEEZAHDC
LRI 4=~ ZADKRTF&EIET 2 Z N TEET, LEVWEZHEH L-BETIL, #
e Z LITEIE I LSO S DIPT RLARR Yy NI —27 A7V FEBRAIIET,
FHEILT RLAIZ—BT L5477 FOKN, 58T RLAL—ET 2501 g%
25 NI S E T, —BIEEBERICR D Z R STEDIIV— IV ERE L E
ER

[T/84 R (Devices) |>[T/3/ REHE (Device Management) | DJEIZER L £,

JL— )L &% ET 5 Firewall Threat Defense 7 /XA A DREIZ & 5 [t (Bdit) | (£) 22V v
LET,

[7/34 A (Devices) |Z 7 %7 U >7 L, [EMaXE (Advanced Settings) | & 7 > = > DO[fatk
(Edit) 1 (&) 227V v 2”7 LET,

(A7 Y=y b7 N—T O (Object Group Search) | 24 12 LE T,

Xy NT—=0FTVx2 MIMACA U E =T 2 A AFT V=) NCTHET V=7 NI A—T D
BRBREMESED L, (M F—T = AL T V=2 O (Interface Object Optimization) ]
A ATLET,

[f ¥ —T =2 AL T V=7 bO& L (Interface Object Optimization) | %R L 72 W 5E
X, VAT LT, L= ALTHEHIN TSI EFXF 2 VT Y = e X —T 2 AT )L—T )R
ERENTIC, BET/A U F—T A AT Z LB O — VR E S E T, i,
AB—=T A AT N—TNF TV =27 NI N—TORBUEIME I TE RN EE2ERLE
7T

[PRAF (Save) 1227V v 7 LET,

AB3—DTIARATOH FOERBIEDETE

BRI, 772 RAGHE L7 A NNZ R —THFHENAL L —T oA AT A—TF Lk
Fa2 T 4 —0F, BEERA =T oA AT L@ O — VAR L FE T,
AVHE—T 2 A RAFTT V= NOEKELEFINZTDE, VAT NIT 78RS/ 7TV 7 4
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