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ErER LT TEEN, REVDELWESIX, RILREZHEHALTHDOT SRAL ATED
=7 NERLET, F—7 MIBERRNGEIX, 2y Y — AR = ON— Ry =T %
BT BUEN G D AREMERH Y FF, RO T —F AF— 3 L COEEFRRD T LY
ML T EEn,

. TINA REE
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FIE

ATy T

ATy T2

ATvT3

ATvT4

FALRADATURESAv Av8—Tx4% () ~0ns1> |

a2y —)biR— M E7IX SSH Z{#H L C, Firewall Threat Defense CLI {2825t L £ 77,

Firewall Threat Defense 7 /31 A DEH A L X —7 = A A|Z SSH THEEr C& 4, SSH #%¢
DAVE—=T 2 A REHNTWDIGE, T—F AL F—T oA A LEOT RLAICHLETE E
T, F—H AL B —T A A~DSSH 7 7B RIITF 7 4V F TEMI > TWET, HED
T—H A B —T A A~D SSH #HE 2 FFAlT D HFIEIZOWTIL, Shell DR 2 S L T<
7ZEW,

WET NA ZADEE, TN AD Ay Y —)LR— MIEHEER TEET, 2V — L r—7 1
DFEAMZHONWTIE, TAAL ADN—R T 2T A FESBRLTLEEN, ROV TIVERES
EALET,

9600 R —

87 —H v b

e NUT 472

sl ALy Ew b
2 —)LiR— k@ CLI i FXOS T9 (% ? Firewall Threat Defense CLI T& % ISA 3000 %
FR<) o BARERE, TE=#V 7, BLOBBHEDVAT LD N T TNy 2a—T 4 7I121F
Firewall Threat Defense CLI Zff i L £, FXOS =2~ > ROFEMIZOWTIL, FX0S D~ ==
TNEZRL T EEN,

admin D —HF—Z L XA — R Tu /A4 LET,
B -

firepower login: admin

Password:

Last login: Thu May 16 14:01:03 UTC 2019 on ttySO
Successful login attempts for user 'admin' : 1

firepower#
oY —)biR— b afEHA L7=8A1%, Firewall Threat Defense CLIIZ7 7 & A L £,
connect ftd
(GE)
ZOFEZ, ISA 3000 IZi@EH I EH A

1 -

firepower# connect ftd
>

CLIZu>7h () T, aw NI TI7EBALULTHAINTWAEEDa~Y Y RE
EALET,

TINA REE .
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. Firewall Threat Defense #HIXE DT T

ATy TH

ATvT6

a2 —)LiR— R D FXOS IZREAITIE, exité ASTLET,
(&) SSH #fliH L78a13, FXOS IcEki T £,
connect fxos

Firewall Threat Defense CLI |2 A 121%. exit E AT L ET,
(A7var) BB CLLICT 7 2ALET,

system support diagnostic-cli

TOCLIZHFEHLT, BERA N TAY2—F 4 7 52F0ET, 2@ CLLIZITBIO show
BLOFoMmoa~r RBHY F97,

ZOCLLIZIFY7E—RELT, 22— —34TE— N, FHE EXEC E— RBHV £7, FiE
EXEC £— RClEL, 22— —FTE—FLV bZDavy REFIHTEET, FE EXEC

E— R&EBtAET 2121, enablea~> REAJIL, a7 Mk LT RAT— & AT
\Z Enter Zff L 7,

1 -

> system support diagnostic-cli
firepower> enable

Password:

firepower#

WHE O CLIIWCRE AL, Ctri+va, dZASILET,

Firewall Threat Defense ¥ 2 s EDE T

Firepower 4100/9300 % (& < X TDE T /LIZ-DU T, CLI ¥ 721X Firewall Device Manager % fifi

L C Firewall Threat Defense D FJ#IEE & % F4T T & £ 97, Firepower 4100/9300 D355, T /3
A A% BT DEIC IR E 2 4T L £ 3, Firepower4100/9300 D EET A 2 &2 Z ML T<
ZEW,

Firewall Device Manager % {5/ L 7= Firewall Threat Defense D #)Hi:%E

DET

HEAE ~ 87w 7IZ Firewall Device Manager #ff 135 &, FHA v ¥ —T =24 AL<wX—T ¥
T READEECMZ T, ROA F—T A4 APREARREINET,

e A —H v M 1/1: 4] . DHCP 226D IP 7 KL A, IPv6 HENERE

« Ethernet 1/2 (Firepower 1010 D55 1X VLANL A > Z—7 = A ) = [TNE |
192.168.95.1/24

« 5T 7 F /L hL— b AEA v H—T = A AT DHCP 4 L CHS

. TINA REE
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| #razEm

FIE

ATy T

ATy T2

Firewall Device Manager % {3/ L 7= Firewall Threat Defense D #)#iZEED5E T .

o E (WERO DHCP —n"— 77 Rx arta— L R — X2 U7y —72
&) FRESNARVWI EITEREL TS,

Firewall Management Center |Z%§% 9" % Hij(Z Firewall Device Manager N CiBINDA % —7 = A
AEFORELFATTH &, ZOREFTRFINET,

CLIZfiHT 5 &, BHA =T 2 ALY R—V ¥ T 7V EAREDHBRFFESNET (2
EZE T AN EONEA v F =T = A AR SN EEA)

ZOFNANE, A7 L I AD Firewall Management Center % /347 D &\ 9% CDO & ¥
RIGT NA A 3@ & EH A, Firewall Device Manager DAkIL, 774 ~ U~ 31—
X EWET DD DT, GHTHICT A AZMKT D HIEOFHEMIZ OV TR,
CLI %Z{£ /] L 7= Firewall Threat Defense #JIik EDEITD5ET (21 ~—) ZZMLTL
EE,

Z OFNEIX, Firepower 4100/9300 & ISA 3000 Zfr < DT X TOT A R H I E
7, Firewall Device Manager % i/l L CZ 415 D7 /34 A % Firewall Management Center (Z
FUR=T 4 T TEETH, MOTT v b7+ =L EI3T 7 4V bBREPRRDTD,
COFEOHEMIZANASDT Ty b7+ —LTEH SR WEERH Y £,

Firewall Device Manager (212 7 A > L £,
a) 77 UKD URL # A1 LET,
« B : https://192.168.95.1,

« HEL : https://management_ip, EFEEA ¥ —7 = A AXIDHCP 7 747 hTh DTz

W, IP7 RLVAREDHCPH—_—{Z K> TR 7, ZOFIEO—EEL LT, HFH
IP7 RUREZFT FLRIZRET DMENR D LT, BRI Sz X 51
WA =T A AEENT L 2BEIDLET,

b) =—%—% admin, T 74/ bk RATU— K Adminl23 #f#EHLCa /A LET,

) TRV — T4 ABKELFATHEL, BHERRAT—-RFEEFTLHIIIC
KOBILVET,

MR EZ5E T 9 DL, IAIC Firewall Device Manager (21 7' A U Lz X2ty N T v

DAY —FREHLET, RBEIISCT, X=VYDFHIZHD [TA ADREEAF v T

(Skip device setup) | &7 UV w7 LTy N7 v 7O 4P —KEeRAFx v S TEET,

Ty N TUAY=RERETT DL WA I =T =2 A ADT 7 4 /L FEEITMA T,

Firewall Management Center D EICHI D 5 2 5 & EITHERF S L D5 (Ethernetl/1) A > % —

T2 A AbRETEET,

a) A H—T 2 A ABLOEHA L H—T =2 AIH L TROA TV 2 U EREL, [K
~ (Next) 1227V > 7 LET,

TINA REE .
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. Firewall Device Manager % {# F L 1= Firewall Threat Defense D #IHZEDE T

1

[FM#A % —7 = A AT KL A (Outside Interface Address) ]— Z DA > ¥ —7 = A A
FRHEA = N = U=/ THY, ~F =V % T I/ EAA L F—T A A
ELTHERESNDHEARHY £, T34 ZAOWWIRRER IO A 2 —T = A
AEBIRTHZ LI TEERA, BHIOT —H A X —T A ANRT 7 4L N DI
AV H =T x2AATT,

IRV T 7B AT (KT L3RR =T A R T 5
BE By MYy T U4 - FORTRICFH TRET 2LERHY £,

[IPv4DFRE (ConfigureIPv4) |: SMiA > % —7 = A AHDIPv4T KL A9, DHCP
AT 20, FEICTHNIPT LA, 7 Xy h~RA7 BLXOF— vz A %A
HTEET, [F7 (Off) |ZBIRL T, IPvA7 FLZAEZRE LRV E WD BRI S H
NET, By "7 v 74— REFEHLUTPPPOEZRET HZ LixTEEHA, A
VH—=T 2 A ANDSLET L, T —TNET A, FTIX ISP ~DOMOBEG B S
THEY . ISP PPPoE A LTIP 7 RLR&#ME L TV B84 1%, PPPoE NLEIC
RAHGENHY EF, V4P — ROETHIZPPPoE % ETE 7,

[IPv6 D% E (ConfigureIPv6) |: #MiiA > ¥ —7 = A A D IPv6 7 KL AT, DHCP
RS20, FEITHOIPT LA, L7497 AR BRI — U= A
EANNTEET, [47 (Off) 12U T, IPv6 7 RLAZFEHE L7 &) @RI
L ET,

[BEEA 32— 4 X (Management Interface) ]
CLI CHIHIRREZFAT LI GA, BEA LV F— 7 oA ADREIIE RSN E T A,

Fe B H—T 2 ATIF =X T VB RAEAIC LA T, BHA 2 —
Tz A ADFEENMERSINET, e, T—H A H—T A AEH LTy
TU— BTN —T 4 VT INDEBRNT T4 v 71, T—H A F—T A A
DNS H—_—TF7p <, HH#A X —7 = A A DNS ¥ —_X—Z{f f§ L T FQDN % fi#
wLET,

[DNS #—,3 (DNS Servers) ]: ¥ A7 LADET KL 20 DNS #—/3, £ FifEkic
{95 DNS #— 107 KL A% 1 DB EAALET, 7741 hiE, OpenDNS /<
7Y v DNS H—"—TF, 74—/ RE&RELEHR, 7740 MCRTHEIL,
[OpenDNS % (Use OpenDNS) (%7 U v 795 L4 THIPT RLANT 4 —
NMRIZYr—FRFShET,

[77 AT 74—/LiKEA 4 (FirewallHostname) |: A7 AOFBT KL ADKRA k
4 TY,

b) [FEZIEXE (NTP) (Time Setting (NTP)) | Z#XE L. [IR-~ (Next) 1227 U v 7 LET,

1

2.

[ZA LY —2 (TimeZone) |: VAT LDHA LY — 2 ZBIR L £7,

[NTP # A 2 #—,3 (NTP Time Server) |: 7 7 4/ RO NTP —"EHEHF 250, F
B TNTPH— DT RLRAEZATTHNETRLET, N 77 v THICERDO T —
NEBEMcEET,

c) [EEHETIZ 90 H M ORI A BA4A (Start 90 day evaluation period without registration) ]
IR ET,

B 7 zEE
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ATvT3

ATvT4

ATvT5

ATvT6

Firewall Device Manager % {3 F L 1= Firewall Threat Defense D ##AZEEDSE T .

Firewall Threat Defense % Smart Software Manager |Z 85§ L 72T 72 &V, TXTD T A
-+ o A (X Firewall Management Center CE1T S 1 E 7,

d) [% 7T (Finish) 1227V v 27 LET,

e) [7 77 F&EE (CloudManagement) JE72IL[A ¥ > K7 2 (Standalone) ] %R T % K
IRk HAVET, Firewall Management Center DFERIZDOWTIX, [AX Y KT RV
(Standalone) ] # &R L T2 5, [Gotlt (THE) | &R Li'fo

(WIS L T) BEA XA —T 2 A ZAEZRELET,

v? VXTIV RALT =S A =T = AEMHT 58 TH, BEA X —T A AD
REEERTLMLENS L5613V £9°, Firewall Device Manager #2fit (CEHLA ¥ —7 =
/r A& LTV =841%, Firewall Device Manager (ZF4%#5i 9 2 MW E R H Y F97,

X=X TV ERAHDT —F A B —T o AR EEA LA —T oA AL, T—HA
VH—T 2 RAIREINTZT— N 2 A BMETT, 774/ FTiE, FHEA X —
72 A AZDHCP O IP T RLAEF— b =A% LET, DHCP 2647 — U =
A &2ZFE LRWEE (e ziE, BEHA VA —T =2 A%y NU—Z7 128 L TR0
BE) . Y= U2 AIT 7NN TT—F A H—T oA A2, MLRET DHHME
i&@iﬁh DHCP MO 7 — b U oA 22 E LT2GAX. (bIZEBE A X —T A

P T RLAZREL, Y— U =A 2T — 574’/57 T2 A AR ET HME
#&Diﬁo

IR XTIV AHOERA A —T A A FHNIPT RLAEZRETLHAE. T
TANIF—= b T2 A T —H A H—T 2 ATERL —BOF = U oA IZRELT
< 7Z&\Vy, DHCP 2 H T 285A1E. DHCP o7 — b U = A Z EFICHETE 5 LIRE
LT, MLEBETHMEIIH Y A,

¥R ?#77tx:ﬁ%#é%%ik@ﬁ%&%@%y&—7:4x%€@ﬁm®4y&~
T oA AEHRET DY . [T A (Device) 1&&EIRL., [ ¥ —7 =4 A (Interface) ]
DY~ — @)/7%7)/7Liﬁ—o

Firewall Management Center (27 /31 2 Z %4k 3 % & | Firewall Device Manager Ot ORI %
FIhnEtsi,

[T/34 R (Device) |>[V AT LERE (System Settings) |>[EEHEHE (Central Management) |
DNEIZEIR L, [%efT (Proceed) ] % 27 Y v 7 LT Firewall Management Center D& ¥ % 5% 7E L
ij‘o

[Management Center/SCCCDO®D#fl (Management Center/CDO Details) ] Z % & L £,

TINA REE .
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. Firewall Device Manager % {# F L 1= Firewall Threat Defense D #IHZEDE T

7 : Management Center/CDO 0) 348

Configure Connection to Management Center or CDO

Provide details to register to the management center/CDO.

Management Center/CDO Details

Do you know the Management Center/CDO hostname or IP address?

@ Yes O No
Threat Defense Management Center/CDO
=] =)
10.89.5.16 10.89.5.35

feB80::6a87:c6ff:feab:4c00/64

Management Center/CDO Hostname or IP Address

10.89.5.35

Management Center/CDO Registration Key

eene L0

NAT ID

11203

Connectivity Configuration

Threat Defense Hostname

1120-3

DNS Server Group

CustomDNSServerGroup v

Management Center/CDO Access Interface
() Data Interface

CANCEL CONNECT

a) [Management Center/SCCCDOD A A M4 ET2IXIPT KL A& 15> TWETH (Do you know
the Management Center/CDO hostname or IP address?) ] C, IP 7 KL A E 723K A ", & ff
FH L T Firewall Management Center [ZE3# T X 255513 1LV (Yes) 122 Y » 7 L. Firewall

. TINA REE
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b)

c)

Firewall Device Manager % {3/ L 7= Firewall Threat Defense D #)#iZEED5E T .

Management CenterCDO 73 NAT OF&IZH D0, X7V w7 IPT KL AETITHE A RN
BOBAEIT VW2 No) 1227V w7 LET,

BITE 0 TLS-1.3 B ALIBIE T v /v & 2 BOT /A ARITHESL T H12iF, D7e<Th 1
HBLLEDT /34 A (Firewall Management Center & 7= % Firewall Threat Defense 7 /XA &) |Z
FFEFREAR IP 7 R L ARMETT,

[V (Yes) ] #i=IN L72354E 1%, [Management Center/SCCCDOD R A R4 /IPT K LA
(Management Center/CDO Hostname or IP Address) | # AJJ L £,

[Management Center/SCCCDOXf#k ¥ — (Management Center/CDO Registration Key) | % {57

LET,

Z ®F —IL. Firewall Threat Defense 7 /31 A & %§k 7 % & X |Z Firewall Management Center
THIETHEED 1 EIRY OBRGF— T, BERF—I1L2~36 LFTHLLENRD Y
T, AT, BT (A~Z, a~z, 0~9) L BLRUNA T () REBRHY
F9, ZDIDIL, FirewallManagement Center (2% 6%9 2 DT A AfEHTE 7,

[NAT ID] ##57E L £7~,

Z® ID /&, Firewall Management Center T HF5ET 2/EED 1 [HI[R Y OLFFH]TT, NAT
IDIF2~36 XFTHLMEND Y £9, ARILFTIE, 87 (A~Z, a~z, 0~9) |
BXona 7y (1) ZeER”HYE4, ZdIDIE. Firewall Management Center | 8k 7" 2
DTS NI TE EH A, NATIDIE, BN ELWT NS 2 D Z & &R
HIeDIZIPT FL A EAGDETHEM SN ET, IPT FLZ/NATIDDOFERERIZ DA,
PR —PERINE T, AEETHLIHAE THHEICNATIDAMEH T2 Z & ZHERE L E92%,
WOGE TV TT,

» Firewall Management Center IP 7 K 1" X % DONTRESOLVE [ZFXET 5.

» Firewall Management Center C7 /34 X &8T5 & X2, BlERTEE/RT /NA ZADIP T
FUAEIAR FAEREL TV,

cWRITIPY FLRAZIRET2HE T, BHICT =2 A v =T =4 ZA&HEMNT 5,
« Firewall Management Center NS DEH A > X — 7 = A A &M T 5,

ATwT1  [BEFEOFE (Connectivity Configuration) ] Z7%E L £,

a)

b)

[FTDA A b4, (FTD Hostname) | Zf8E L E 7,

[Management Center/SCCCDO7 2 E A A 4 —7 = A A (Management Center/CDO Access
Interface) | DT 7B RZT =X A X —T A4 ZAEMHHT 585G, FQRDNBRZ DA o H#—
Tz A RS ET,

[DNSH—/327")L—=" (DNS Server Group) ] ZfiE L £,

BEFD T N—T %R IRT 50, HLWITV—T2{EkR LET, T 74/ hD DNS 7 /L—
7°I% CiscoUmbrellaDNSServerGroup & FEIX41, OpenDNS — "3 & £ E T,

[Management Center/SCCCDO7 2 £ A A 4 —7 = A A (Management Center/CDO Access
Interface) (DT —H A VX —7 =2 A4 AERIRTHLEHIL, ZORETT —HA ¥ —T =
A ADNS H—N—%RELET, By b7 v 704 F— FTRE LIZEH DNS #—

TINA REE .
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. Firewall Device Manager % {# F L 1= Firewall Threat Defense D #IHZEDE T

ATvT8

ATvT9

X, BE N 7o v 7SN E T, T—ZDNSY— NI, DDNS (BRESNTW\W5Hi
B) FLEFZOA =T oA ATHEAINGEX 2V TR IR S ET, B
BT T4 I T —H T T 4 v 7 OWBGVRINRA > B —T = A AREH TDNS H—/3—
BT 720, BEIEH L7ZH 0 LR U DNS 3— 13— L — 7 % 38IRT 5 Al REMEN
HYFET,

Firewall Management Center C(X, Z @ Firewall Threat Defense 7 /XA A (ZE| V¥ TH TS T »
N7 4 —LBRER) =TT —H A H—T7 A ADNS P — "—N%E S E 9, Firewall
Management Center (Z Firewall Threat Defense 7 /31 A &89 5 &, 1 — I L% EDHERF
S, DNS == 7T v b7 4 = LRER Y I —IZBMENEEA, 72721, DNS
R € % & e Firewall Threat Defense 7 /3 A A CTT T v M7 4+ —ARTERY > —%E|n Y
ThHE, ZOREIZE>Tr—TLEK ﬂi7§>J:£€< SAVE T, Firewall Management Center &
Firewall Threat Defense 7 /3 2 Z R S 5121X, ZOREIC—ET DL L IICDNS 7T »
N7 —LBREET 7T 4 7ICRETHZ &%k@@bi#

F7z, B—J/LDNSt— =%, DNS I — =3 E CHuH S 7255512 D F Firewall
Management Center CEREF S AL E T,

[Management Center/SCCCDO7 7 ¥ A A > % —7 = A A (Management Center/CDO Access
Interface) J[FMC7 % tX'f B —2Jx4 X (FMCAccessInterface) | DEHA ¥ —7 =
A AL BIRT 2551%, ZORECTHIHDNS —"—2HELET,

¢) [Management Center/SCCCDOT 7 £ A A % —7 = A A (Management Center/CDO Access
Interface) JIZOWWTIE, [EEOREFHAA VX —7 = A A%BIRLET,

BHA ¥ —7 = A AL, Firewall Threat Defense 7 /N4 A % Firewall Management Center (Z
B LRI, BHA =T 2 A AXTTHNOT =2 A =T =2 f ADWTHNTE
HTEET,

HER) MBA v F =T A ATEBRNWT —F A =T = A A RIRLIZGEIT. 7741
F—bhZBIMLET,

AVE—T A AZBWT DT 74NV M= BRHDH L HMHERTDEIITKRDDIA =Y

MERENET, SMBEZRIRLZGEIE, £y N7 v 7O 4= RFRO—BRLLTIOL— R

ﬁ"C IRESNLTNET, BloA /5" 7 A A& L7854 1%, Firewall Management Center
T DRINCT 7 4V bb— hEFE TRET DLERH Y iﬁ‘

A H—T oA AR TZGEE, ZOmmEICERRNC, F—Fy A Z2—ED7—
VaA L LTRETDHILENRD Y £7,

UEE) T—4A 2 —T x4 A%ERLTELGEE, (#1473 v 27DNS (DDNS) HHia
m(mmawmmdmsmmmmmmm]%79y7bi#o

DDNS (X, IP 7 N LV ANEE I 72554512 Firewall Management Center 7355 2{Efifi N A A 4
(FQDN) C Firewall Threat Defense 7‘/\/1' ACBFETEDHLIICLET, [T/31 A (Device) |
> [V AT LFEE (System Settings) ]>[DDNSH—E"Z (DDNS Service) ] #Z# L T DDNS %

RELET,

Firewall Management Center (Z Firewall Threat Defense 7 /NA A & B3~ 5 RijlZ DDNS % g% €9
% &, Firewall Threat Defense 7 /3 A A1, Cisco Trusted Root CA /32 KL 6§ _RTOEH CA

. TINA REE
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ATy 710

CLI % %73 L 7= Firewall Threat Defense 713 £ 0E7 0% 7 [

DOFEAEZ BEIIZENN L, Firewall Threat Defense 7734 A A3 HTTPS $%f5¢ 0 72 5|2 DDNS H—
IN—FEAEAMRFECTE 5 X 912 LEJ, Firewall Threat Defense (%, DynDNS U &— K API {1
£k (https://help.dyn.com/remote-access-api/) #7534 XT?DDDNS H— —%HR— kL&
—é‘o

X=X T IV REEA VX —T =2 AEERAT DS, DDNSITHAR— S EHE A,

[#%#%¢ (Connect) %7 U > 7 LET, [BEFAT—4 X (Regidtration Status) | %1 7 27Ky
2 Z1Z1%, Firewall Management Center ~D Y] V) X (2T 2 BITED AT — X ANRR S E
9, [Management Center/SCCCDO k% i€ DI#TF (Saving Management Center/CDO Registration
Settings) | D AT » 7' D%, Firewall Management Center (ZBE) L T7 74 7 U+ —/LABIIL
S

Firewall Management Center ~DE] N R % % % ¥ BT H551L, [BEOF v &/ (Cancel
Registration) %7 Vv 7 LET, F¥ B LARWEAIE, [Management Center/SCCCDOX $%
% E DORAF (Saving Management Center/CDO Registration Settings) | D A7 > 758 T35 F T
Firewall Device Manager D7 7 U#7 4 » RUZHLRNTES W, LGS, 7rER
{Z—ME1E L, Firewall Device Manager (856t L7256 O A SV E T,

[Management Center/SCCCDO% kit i D kAF (Saving Management Center/CDO Registration
Settings) ] O AT v 7 DF%IZ Firewall Device Manager |28 L 7= % T 58546, T 0%
[Management Center & 72 1ZSCCCDO & D IEH#5ft  (Successful Connection with Management
Center/CDO) | ¥ A 7 a7 iR v 7 ANKRE I, Firewall Device Manager 7> H U S 4vE 9,

8: [EH R

Registration Status 2]

Vianageme wenter or

You can now manage the threat defense using the management
center or CDO. You can no longer use the device manager to manage
the threat defense. See the threat defense ge rted guide (2

management center configuration

CDO configuration guide [ to configure your device.

CLI Z{£ F3 L 7- Firewall Threat Defense #JEiER ENDEITNDET

Firewall Threat Defense CLI |[Z#3f¢ L CHIHARREZ T LE T, i, By N7y 7o g
P—REFEHLZEBRIPT RLA, Y= U xA, BIOZOMOIEARR Y NT—TERED

TINA REE .
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B cu %62/ L7 Firewall Threat Defense IR EDET DR T

Procedure

ATv T

ATy T2

BERENGENET, FHOEHEA VX —T7 oA AL, MBDOXR v U — 7 3% EZ RO
BAVE—=T 2 A ATT, Y F =X T 7L RIEEA L F—T = A ZEHH LARVEA,
RPOVICCLIZHER L CTF—4 A 4 —7 = A%&ET&£%, £7-. Firewall Management
Center 1#{5 DFXE X 1TV EJ, Firewall Device Manager Z i L CHIit v 7 v 725473
DL, HEHA LI =Tz ABIPY =V Y TR A U F—T =4 ADFREICMA T,
HELOO 72 81T Firewall Management Center (ZH] V) %% % 72 & |2, Firewall Device Manager T5¢ |
LI _RTOA =T = AP REFSNET, 7782 arbp—L KY = Llo
MOT 7 4V NEREIIRFFES NN LITERELTZIN,

Z OFNEIX, Firepower 4100/9300 % R < X CTOET /M H EZ4VE T, Firepower 4100/9300
THEET A Az BB L. MU Z 58 T4 5121, [Firepower 4100/9300 D@ LT /3 A A |
ESLTIEE N,

a Y —)LiIR— b, ERIREFREA X —T = A A~D SSH #{#H L CT. Firewall Threat
Defense CLI (2856t L9, 7 7 4/ F TDHCP #— =5 [P 7 KL AREE S ET,
F v NU—IREEERTIHHEIL. UFESninEsicary—AiR—raEATs2t%
HELEL 9,

(Firepower 33 & " Cisco Secure Firewall /~— K7 = 7 €7 /L) =2V —/LiR— K& FXO0S CLI
W28 L E 9, SSH & v 3 = >3 Firewall Threat Defense CLI {Z B B8 L £ 97,

a—HF—4 admin B LUV ZA T — K Admin123 Tu 7 A > LE,

(Firepower 35 & O* Cisco Secure Firewall /~— K7 = 7 &7 /L) =Y —/L7R— kT FXOS CLI
WCHHE LET, FIDTEXOSIZr A v LicE &id, NRAT—REAEFETL X5 RObE
T, ZDO/RAT— KL, SSH @ Firewall Threat Defense 2 7 1 N b S E 4,

Note

NAT — KPR FTTIZEEINTNT, WAT—= RBDNRLRWGEEIL, 75 A2 HA A—V
L THRRAY—=RE2T7 74V M2ty NTOMERDH Y £7,

Firepower 33 &2 O} Cisco Secure Firewall /~— K7 = 7 D541, Firepower 1000/2100 35 & OY Cisco

Secure Firewall 3100/4200 & Threat Defense @ Cisco FXOS T 7NV a—7 4 7 A K[
#5] @ TReimage Procedures| =&ML T 7Z S0,

ISA 3000 D¥541%.  [Cisco Secure Firewall ASA and Secure Firewall Threat Defense Reimage Guide.]
ZZRLTIEEN,

Example:

firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...]

Hello admin. You must change your password.
Enter new password: ***kxkkk*

B 7 zEE


management-center-device-config-73_chapter6.pdf#nameddest=unique_22
https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot/b_2100_CLI_Troubleshoot_chapter_011.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/reimage/asa-ftd-reimage.html
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Confirm new password: ****xkxkxk*
Your password was updated successfully.

[...]

firepower#

(Firepower 33 &2 O® Cisco Secure Firewall /~»— K7 = 7ET /L) 22 Y —/L7R— [T FXOS |[Z#
%t L7-3%56 1%, Firewall Threat Defense CLI {Z#5#%¢ L £ 97,

connect ftd

Example:

firepower# connect ftd
>

Firewall Threat Defense (Z#]OCua /A 35 &, = Ra—¥—F 4 & ZA&E (EULA)
WCHEIE L, SSHERZMEA L TWAEAEIR, BHEASART - RE2EFETILITkDoNE
TJ‘O FD#%., CLIEy N7 v P27V F hpFrSnEzT,

Note

HEEIZ VT (T2 xiE, A A—VEHBEKRTLIZEICED) L&y, CLIty 7y
T4 =R IRTZLIFITEETA, LEL. ThHDORETTL, %16 CLIT

configurenetwork =~ > RZfEH L TEE CTE £, threatdefense D=2~ KU 77 L2 2%
ZRLTLIIZEN,

T 7 4V MEETIXLENC AN LI ERN B v aNICFR RIS E T, URHNCAN LIZEEZEDF
FHHAT2EEIL, Enter 2L £97,

Note

T—BAUHE =T 2 A ATIRI =X TV BRAEHEMNILEHAETH, BEHA LA —T oA A
OREMEFINET, 72&xE. T—HFA L Z—T 24 AZN LTI L —0 BT
N—T 4 T INDEBRNT T 4 w71, T—X AL H—T A ADNS h—"—TlF7<
HHA ¥ —7 A ADNS HP—"—%ff ] LT FQDN Zfi#ik L £,

RDOHA RT7A4 2L TIIZEN,

* [IPv4% 3% 7E L £ 97?2 (Do you want to configure IPv4?) ], [IPv6%i%E L £ 7 72? (Do you
want to configure IPv6?) |: T OHDX A TDT RLADLRL 12y 2 AN LE
‘a‘o

[BHA X —T = A ADIPVAT 7 4V 87—~ = A % AN/ (Enter the IPv4 default gateway
for the management interface) |, [EEA > X —7 = A ADIPv6”7 — N7 = A % A7) (Enter
the IPv6 gateway for the management interface) | : &HEA > ¥ —7 = A4 A TIF e T—H A
B —T 2 A A< F— %7 7 BAMERAT 254581E, [FE) (manual) | 2R L9,
BEA S =T 2 A AT TENLRNEAETH, f§4&~%7Fv1@Emm
T RUVAZRETDMERHY T, V=T 4 7 ORMELZ T2, 204 57—
T2 AN X=X TIRBA A H—T o AL iﬁiﬁé‘ﬁ‘77\/ FRZHDZ L%
B L T2V, BHA 2 —7 = ANRDHCPIZRE SN TV DG5S, BHAOT —
BAE—=T 2 A ARET DI LIFTEEE A, ZHUL, data-interfaces Th 2 MEN

TINA REE .


https://www.cisco.com/c/en/us/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense.html
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B cu %62/ L7 Firewall Threat Defense IR EDET DR T

H5HT 7 H ) Fb— FPADHCPH— R —InBZ(E LT — F CLEEXINDREERH D
72T,

[BHA X —T = A ADIPVAT 7 4V 84—~ = A % ANJ] (Enter the IPv4 default gateway

for the management interface) ]. [DHCP, /L — ¥ &M, F72IXTFETIPVv6Z R E L £ 7T

(Configure IPv6 via DHCP, router, or manually?) ]: &BA > ¥ —7 = A A TERLT—X
AVH =T 2 A A3 —T % T 7B AMEHT H5E51X. 77— U = A % [data-interfaces]
WCRELET, ZOBREIF, vF =YX TI7HAT—H A ¥ —T oA A%l L Claik
TELEIC, Ny I T VL=V ERNLTER NI 74 v 7 2 BELET, v 32—V X T 7
BRAZERA V=T oA AEMEHTH5EIE, B XYy NY—7 T — U =4 IP
T RUVAZRETDMERHY £7,

e 3y FI—ORBHRAERESINSEEBERNVE  SSHTHEHR L TWHDIZ, ¥t v

N7y TEDIP T RLVAZERTH &, BEmBtifrsivEd, HrLWIP 7 R R LN
AT— RTHEBRE LTS E SN, avr Y — S iim B r2 b £8 A,

c [TAA R —JLTEBELE7 ) (Manage the device locally?) ] : Firewall Management
Center Zfi T 5121% Thol Z AN LET, yesE AT 5L, LV IT Secure Firewall
Device Manager Z {1425 2 £1272 0 77,

[T AT VA —IVE— RERELETH (Configure firewallmode?) | : FIHIRE T 7 A
T —NET— RERETHILEEZBEIOLET, YIHIRERIZT 7 AT Ur—/LE—FR
EERTLHE, FTar 74 Xalb—TaryBHESNET, T—F A ¥ —T AR
YRV TIRAX, V=T Y R T AT UL E— RTCOHYR—bINDHI &
WCHEBELTLEEN,

Example:

You must accept the EULA to continue.
Press <ENTER> to display the EULA:
Cisco General Terms

[..

-]

Please enter 'YES' or press <ENTER> to AGREE to the EULA:

System initialization in progress. Please stand by.

You must configure the network to continue.

Configure at least one of IPv4 or IPv6 unless managing via data interfaces.

Do you want to configure IPv4? (y/n) [y]:

Do you want to configure IPv6? (y/n) [y]l: n

Configure IPv4 via DHCP or manually? (dhcp/manual) [manuall]:

Enter an IPv4 address for the management interface [192.168.45.61]: 10.89.5.17

Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.255.192
Enter the IPv4 default gateway for the management interface [data-interfaces]: 10.89.5.1
Enter a fully qualified hostname for this system [firepower]: 1010-3

Enter a comma-separated list of DNS servers or 'none'
[208.67.222.222,208.67.220.220,2620:119:35::35]:

Enter a comma-separated list of search domains or 'none' []: cisco.com

If your networking information has changed, you will need to reconnect.

Disabling IPv6 configuration: managementO

Setting DNS servers: 208.67.222.222,208.67.220.220,2620:119:35::35

Setting DNS domains:cisco.com

Setting hostname as 1010-3

Setting static IPv4: 10.89.5.17 netmask: 255.255.255.192 gateway: 10.89.5.1 on managementO

. TINA REE
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Updating routing tables, please wait...

All configurations applied to the system. Took 3 Seconds.

Saving a copy of running network configuration to local disk.
For HTTP Proxy configuration, run 'configure network http-proxy'

Manage the device locally? (yes/no) [yes]: no

DHCP server is already disabled

DHCP Server Disabled

Configure firewall mode? (routed/transparent) [routed]:
Configuring firewall mode

Device is in OffBox mode - disabling/removing port 443 from iptables.
Update policy deployment information

- add device configuration

- add network discovery

- add system policy

You can register the sensor to a Firepower Management Center and use the
Firepower Management Center to manage it. Note that registering the sensor
to a Firepower Management Center disables on-sensor Firepower Services
management capabilities.

When registering the sensor to a Firepower Management Center, a unique
alphanumeric registration key is always required. In most cases, to register
a sensor to a Firepower Management Center, you must provide the hostname or
the IP address along with the registration key.

'configure manager add [hostname | ip address ] [registration key ]'

However, if the sensor and the Firepower Management Center are separated by a
NAT device, you must enter a unique NAT ID, along with the unique registration
key.

'configure manager add DONTRESOLVE [registration key ] [ NAT ID ]'

Later, using the web interface on the Firepower Management Center, you must
use the same registration key and, if necessary, the same NAT ID when you add
this sensor to the Firepower Management Center.

>

AT wF5 O Firewall Threat Defense % & 2195 Firewall Management Center % £5& L £ 7,

configuremanager add {hostname| IPv4_address| IPv6_address| DONTRESOLVE} reg_key [nat_id]
[display_name]

Note

BN CDO Z#fH L TV A AL, DO AT 7T CDO M4k L 7= configure manager add
avr RaEHLET,

+ {hostname | IPv4_address | IPv6_address| DONTRESOLVE}—Specifies either the FQDN or IP
address of the Firewall Management Center.Firewall Management Center % [E#7 N L X {§E T
X 72WA 1L, DONTRESOLVE #ffH L %9, £7-. natid bisE L £9, MGFHO
TLS-13 B SALIBET v RV % 2 BOT A ARNIHESLT 51213, 272 TH 1 AU ED
7 734 A (Firewall Management Center & 7= |% Firewall Threat Defense) (ZE|ZEFREZ2 P 7
RUARKETY, ZDa~ RTDONTRESOLVE Z8ET 5IC1%, BIEEAEER IP 7

R LA E 72137 A 447 Firewall Threat Defense (2445 T9,

« reg_key : Firewall Threat Defense % %44~ % & X (T Firewall Management Center T & 457E 9"
DAEBDT 2 A DRI —ZEELET, BRF—I132~36 LFTHOLLENRDHY F

TINA REE .
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B cu %62/ L7 Firewall Threat Defense IR EDET DR T

ATvT6

T ARNRSCEICE, BT (A~Z, a~z, 0~9) L BEUOANA T () REBHY F
@—O

» nat_id : Firewall Threat Defense % %%§k 9% & X (T Firewall Management Center C & f§ET 5,
TETEDO1ERY OXXFHEIRELET, NATIDIL2~36 LFTHLINLENRH Y F
T AARICFITIE, FET (A~Z, a~z, 0~9) L BRUOANA T () ERLY E
9, ZOID|Z, Firewall Management Center |28 &3 BT /31 | ’ﬂiﬁﬂgj“@‘% FH A,
NATID [T, IELWT A A E DRt T D Z L MR T 2720 IP T FL A LAH
Oy THEHSIET, IPT KL Z/NAT ID ORRGEHIZD A, %ﬁﬂe NF v INE
T, EETHLHETHHICNATIDZM T2 Z & 2R L 405, ROBAITLHAT
7

* Firewall Management Center [P 7 K L 2 % DONTRESOLVE (Z%ET 5.

» Firewall Management Center T7 /A A& BN 2 & X2, BERIGERT /XA A D IP
T RUAFEIIRA MERE L TR,

cMAITIPY RUAZIBET HHETH, BEHIZT —F A ¥ —T oA ZA&EMHHT 5,
» Firewall Management Center N EEXDEFLA L X — T = A A&EHT 5,

« display_name : show managers 2~ > R CZ D3 — ¥ ZFRT B2 DKL ZIRE
LET, ZOFTvarid, CDOET7 74~ ) v 2=V v BILUORHIEHNOA 71 I
A Firewall Management Center & L Cikhll 725G KN H £ T, ZO5EEHEE LRV
B T T7AT I A—NEIUTONTNOOFEEFH L CERAEBEAERLET,

« hostname | IP_address (DONTRESOLVE ¥ — U — F&{H L2V E4)

* manager -timestamp

Example:

> configure manager add MC.example.com 123456
Manager successfully configured.

Example:

Firewall Management Center 7% NAT 7 /XA ZADERIZH H551E, ROFNRT LI, — &
DNATID & & HI2BEF—F2 AL, AR M ORI D IZ DONTRESOLVE #457E L £ 77,

> configure manager add DONTRESOLVE regk3y78 natid90
Manager successfully configured.

Example:

Firewall Threat Defense 7% NAT 7 /3 A ZDEZIZH D 5G1F, ROBFNIRT Lo, —ED
NAT ID & & %1 Firewall Management Center IP 7 K L A £ 7213HR A M &2 AT LET,

> configure manager add 10.70.45.5 regk3y78 natid56
Manager successfully configured.

TIA~)~w3x—TY ¥ & LTCDO ZfH L T\WT, 47 L I A Firewall Management Center
BN ORI HT H5E1%. 47 L I X Firewall Management Center % %5E L £79°,

. TINA REE
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configuremanager add {hostname| IPv4_address| IPv6_address| DONTRESOLVE} reg_key [nat_id]
[display_name]

Example:

WOFITIEL, CDO THM L7=RK 74 TCDO FIZAEMR LTIza~y FEMEH LT, ofFH oA
> 7L X A Firewall Management Center & #7544 [analytics-FMC] ZfEH L THEL T ET,

> configure manager add accountl.app.us.cdo.cisco.com KPOOPOrgWzaHrnjlV5ha2g5RE8pKEFX9E
LzmlHOynhVUWhXYWz2swmkj2ZWsN3Lb accountl.app.us.cdo.cisco.com

Manager successfully configured.

> configure manager add 10.70.45.5 regk3y78 natidb56 analytics-FMC

Manager successfully configured.

(Optional) ¥ % —Y ¥ 7V EAMDOT —2 A B —T =2 A AFHELET,
configure networ k management-data-interface

ZD), T—H A H—T 2 ADFERN Xy NT—T R EEITO LOIRkDDHTa 7 b
NFRENET,

Note

Zoavwy REMBHT LSS, Y= R— b EERTAMERH Y £, A X —
7oA AZSSH 2T 5 &, EentirEi, v Y — R — MNOEERRT 5 0ERAE T
H%ENHY £9, SSH OFffl7efli HFIEIZOWTIX, WESHL TN,

Zoavy ROHERIZOWTIE, ROFEMESRL T EE W, BELOT O Firewall Threat
Defense 7 — X A U X —7 = A ADOHEHIZ OV T, onpage SH SR L T E S0,

T I A H =T oA ZAEEHIMNT H55E, SLOEEA ¥ —7 = A A{IDHCP %l
AT&EHA, Uy b7 v 7HICIPT KL A& FECRE L2 - 28541%, configure
network {ipv4|ipv6} manual 2~ > R ZHEH L TRETEZ LRV E L, v—T ¢
VI OMBEEESTEDIZ, ZOA v HE =T 2 A AN —V X TIVA AL L H—T oA
ALFRRDY TRy N ECHDHZ L EER LTSN, BHA LV E—T oA AT — ]
7 = A % data-interfaces IR E LR o o Hld, 22 TCIoavy RCRELET,

Firewall Threat Defense % Firewall Management Center {ZiE /192 & | Firewall Management
Center |1 ' H—T 2 A ARE (A X =Tz A AHLETPT KLA, F—hKTxA~D
) /L— b DNSH—/3—_ DDNSH#— =72 &) ZH L CHERF L £9°, DNSH— 31—
BREDFERIZOWTIE, WESH L T 72X, Firewall Management Center Tld, 2T~
A=V X T I RBAA U Z—T = A AERREZEE TE L7, Firewall Threat Defense % 7=
1% Firewall Management Center 734 B0 D FFHESL 2 1517 5 X 9 BT Az 720K 912 L
TLZE, BHEEGE NP S 7=8A . Firewall Threat Defense (21X LARTD R 2 1807
% configurepolicy rollback =~ > KRB & FFE T,

DDNS &, IP 7 K L ANE T 7= 35412 Firewall Management Center 23582 {EHfi N A A
>4 (FQDN) T Firewall Threat Defense (ZEZT& %5 X 912 L £ 9, DDNS — 3 —R3
@ URL Z#ET 5 &, Firewall Threat Defense (3 Cisco Trusted Root CA /3> KL 53
TOEE CA OFEHEE BEINIZIEMNT 5729, Firewall Threat Defense (% HTTPS £t D
DDNS H— N—ZEHE A2 MFE T & £9°, Firewall Threat Defense (X, DynDNS Y &— k API
fIA%  (https://help.dyn.com/remote-access-api/) % fifi 9% 3~ T DDNS #h—/—% R —
FLET,

Frn1z2eE I


https://help.dyn.com/remote-access-api/

FrqzgE |
B cu %62/ L7 Firewall Threat Defense IR EDET DR T

cZDavrRE, [F—H] A X =T 2 A{ ADNS P—NR—ZFELET, By FT v
A7 V7 T (F721F configure network dnsservers 2~ > RZ2EH L T) RELE
BDNS r—_—(F, BE N7 74 v 7SN ES, 7 —% DNS #—,3—(Z, DDNS

FEESNTWDEHA) FREOA v F—T = AHEHASNDLZEXF 2V T 4R v—
WEHSET,

Firewall Management Center Ci%, Z @ Firewall Threat Defense (ZH|0 4 CT5 7T v b7+ —
AHERY =TT —H A X —T x4 ADNS P — "= E I FE T, Firewall

Management Center (Z Firewall Threat Defense 218175 & | = — W /LEEDHERF <41, DNS
V= R—l37 Ty b7+ —ARER Y V—ZBIMSNEE A, 72720, DNSRELZET
Firewall Threat Defense (2 C7' 7 v b 7+ — AR ER IV U —2EH D HETH L, ZOHRTEI
JZO’CC!_jJ/l/ /J37)>J:ié° S#LE 7, Firewall Management Center & Firewall Threat Defense
EFRPISEDICE, ZOREC—HTLLIECDNS 7Ty b T4 —LREET VT 47
WCRETDHZ & %%%ﬂ&) LT,

F72, B—AJ/VDNS Y — 3=, DNS Y — =P G TRt S L7258 (2 0O 7 Firewall
Management Center CEREFSNET, 72L& 2, HEHA VX —T = A ZAEZFEHLTT A
A X4k L. & T configure network management-data-interface =~ > K& H L TF—
BAE =T 2 A RAERELTE, FIDRESL —ET 2 X512, DNSF—"—%5EiZ
N6 O ET T % Firewall Management Center CTFEI THRET HDLENH VY 77,

« WHLA > ¥ —7 = A AL, Firewall Threat Defense % Firewall Management Center |Z %% L 72
Bz, BEA =T oA ZETTRNOT =LA L F =T =2 ADWTINICEETEE
R

ey NT T 4P =R TEHELZFQDN N Z DA v X —T = A AR SN ET,

c AR FO—HBELTT NS AREERRZ 7 VT TEET, ZOFT a3y ") v
FTUATHEHATEETN, Oty M7y 7@ OBIEIIEM LT EEn,

o T X EHZ BT DI, configure network management-data-inter face disable =~
Y REANLET,

Example:

> configure network management-data-interface

Data interface to use for management: ethernetl/1l

Specify a name for the interface [outside]:

IP address (manual / dhcp) [dhcpl]:

DDNS server update URL [none]:
https://dwinchester:pa$$wl0rdl7@domains.example.com/nic/update?hostname=<h>&myip=<a>
Do you wish to clear all the device configuration before applying ? (y/n) I[n]:

Configuration done with option to allow manager access from any network,
if you wish to change the manager access network

use the 'client' option in the command 'configure network management-data-interface'.

Setting IPv4 network configuration.
Network settings changed.

>

Example:

. TINA REE
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> configure network management-data-interface

Data interface to use for management: ethernetl/1l

Specify a name for the interface [outside]: internet

IP address (manual / dhcp) [dhcpl: manual

IPv4/IPv6 address: 10.10.6.7

Netmask/IPv6 Prefix: 255.255.255.0

Default Gateway: 10.10.6.1

Comma-separated list of DNS servers [none]: 208.67.222.222,208.67.220.220

DDNS server update URL [none]:

Do you wish to clear all the device configuration before applying ? (y/n) I[n]:

Configuration done with option to allow manager access from any network,
if you wish to change the manager access network

use the 'client' option in the command 'configure network management-data-interface'.

Setting IPv4 network configuration.
Network settings changed.

>

(Optional) FFEDF v hT =27 LD~ F—T ¥y ~DTFT —H A A —T =2 A AT 7w AZHIRL
£,

configure networ k management-data-interface client ip_address netmask

T7HN T, $RTORy U= BFATSNET,

What to do next
7734 A % Firewall Management Center |28k L 97,

ARV UB—T A4 ADETE

BN 74 v 7V AOEHA VX —T 2 A ANFICHLETT, T/ A2 FHOEHA
4 —7 x4 A (Firepower4100/9300 72 &) Mo 55H1E. A XU MEH T 7 4w 71Tk LT
EDA B =T =2 AE{INTTHIENTEET,

1R BHEIIZ

BIDA X N B —T = A AZAEHT 521X, Firewall Management Center T4 X2 kA >
B —T A AEANTHMESH Y 9, Cisco Secure Firewall Management Center 7 K I =
Abb—=vary A FE2RL TSN,

2HEHOEMA =T A A ANV MNERA 0 F—T A XL LTHEMNILET,
configure networ k management-inter face enable management1

configure networ k management-inter face disable-management-channel management1

TINA REE .


http://www.cisco.com/go/firepower-config
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FrqzgE |
B ~rrvs—gzqz08mE

MBI T CL configure network management-inter face disable-events-channel =< > K% {#i [
LTAASVERA X —T 2 A ADA XY MEEHZTEET, WThOLEL, 7354 &
X, AR NDBDA B =T 2 A ALETARVFEEELLIELET, TOAMF—T =
AARE T LTWEGEIE, ANV N TF Y XARERDR>TNTH, BHA X —T = A
A ETA R FEEELET,

A B =T 2 A ALTARY N TF YRV EEBRT v o VOB FEENCT L EiXTEER
/L/o

1 :

> configure network management-interface enable managementl
Configuration updated successfully

> configure network management-interface disable-management-channel managementl
Configuration updated successfully

>

RTVT2 ARV U E =T A ADIPT RLAZHELET,
AR NA B =T oA AT, BEA L —T 2 A ADMHBIOF Y U —27  FIFRECFR Y
FU—Z7ICRETE 7,
a) IPV47 RLAZRELET,
configure network ipv4 manual ip_address netmask gateway ip managementl

Zoawy RN gateway iplx, T/3 ADT 7 4V hb— b EERT B0 S
HZEICEFEELTLSEEY, 2F Y, management) 1 > % — 7 = A AZT TITEEE LT
EANNTLOMERGY T, A XU " F—T oA AHOEBIDO AL T > 7 — ME
ER S EEA, BEA LA —T oA AL TRRD XY NT—F TARU MEHA VX —
Tz A AEFEHLTODHEEIE, ANV NERA X —T oA ZARICHIDOAZ T 4 v 7
N— hEERT 5 2 LR HERE L T,

&1

> configure network ipv4 manual 10.10.10.45 255.255.255.0 10.10.10.1 managementl
Setting IPv4 network configuration.
Network settings changed.

>

b) IPv6 7 FLZZHRELET,
« A7 — b L A HERRE
configure network ipv6 router management1

1 :

> configure network ipv6é router managementl
Setting IPv6 network configuration.
Network settings changed.

. TINA REE
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s FEIRRE
configure network ipv6 manual ip6_addressip6_prefix_Iength management1

1 -

> configure network ipv6é manual 2001:0DB8:BA98::3210 64 managementl
Setting IPv6 network configuration.
Network settings changed.

>

AT w73 Firewall Management Center 28 J E— k v hU—27 EIZHDLGET, A X2 FERA V7 —

T2 A ADAZT 47 )= baBIMLET, BMLRNE, $_XTDRT 7 1 v 7 BNEHA
VE—=T A AEBLTCT 7NN — = LET,

configure network static-routes {ipv4 | ipv6}add management1 destination_ip netmask_or_prefix
gateway _ip

T 74N M= FOHEIT, ZOav s FEFEHLARNTLESy, T7 40— F—
F7 A DIPT KL ADEFE L, configurenetwork ipv4 2~ > KE 721X ipve =~ > K& H
LIEHEOAARETT (27 v 72 Bo~—) | 22H) ,

51

> configure network static-routes ipv4 add managementl 192.168.6.0 255.255.255.0 10.10.10.1
Configuration updated successfully

> configure network static-routes ipv6 add managementl 2001:0DB8:AA89::5110 64
2001:0DB8:BA98: :3211

Configuration updated successfully

>

ABET 4 w7 — N EBFERT HIZIL, show network-static-routes # AH LET (F7 41k
J— RMIFERINFEEA) o

> show network-static-routes
——————————————— [ IPv4 Static Routes ]---------—------

Interface : managementl
Destination : 192.168.6.0
Gateway : 10.10.10.1
Netmask : 255.255.255.0

[..]

TINA REE .
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TINA ADEHE
[T/314 X (Device) 1>[T/3( REHE (DeviceManagement) |<X—i2id, S S F/efEH &
FTarnbo ET,

« [RTREA (ViewBy) 1: Z—7F, A4V A, TFT), N—=Va ., FEEITIEA
gy hr—L R Y I HESNTTF RS ARFRENET,

« [T/31 RIREE (DeviceState) | : T/3A A& UkHE (T5—, BEARLY) ITHESWTHERRL
F, T A ar220) v 7 LT, TORBICET AT A2 FrTEET, KRBl
BT 5731 2080%, FHEINIORENE T,

o [T/AA ADI&EFE (SearchDevice) ] : 735 24, ARA MGEZIFIPT RLAZEH LT,
TNA A E B LET,

«[BA (Add) |: T34 ABLOZOMOEER AR/ 2 VAR —F 2 hEBEMLET,
HORMLEY Y w7 F5EHTLICY—FTEET,

* [&81 (Name) ]

cETIL

=3y

([U%—3 (Chasss) |: HHE— FSATVWAEFLOEA. [EE (Manage) ] % 7
U35 EHEYvy—Y v F—V ¥ BNFERENET, Firepower 4100/9300D 54
U > 7 X Firewall Chassis Manager % fH AR E) L £ 9,

LR e 8
(7Y R arkA—)L KR — (AccessControl Policy) |: 7 /34 AZEBI ST

WAHRY —%FoRT 210, [7278A 2> br—/L R Y — (Access Control
Policy) 15DV > 27 %27V v 7 LET,

«[BEIB—J)L/Nv ¥ (Auto-Rollback) ] : BEAIC X » TEEEHGN X ¥ LTEGAIT,
WO BE e — Xy 7 3ER) (90) M (0) hERLET, [EHEEDOHR
£ ZZRLTLEIN,

c[#RmE (Edit) |: 734 22812, [ (Bdit) | (F) TAar&2ERLTT A, ARE
ARELET,
BTN RLEFIFZIP T RLRAEZ ) v 7 TA2 L TXFET,

< [EHM (More) |: T A ATk, [£Dft More) | &) TA =2 2270 v 7 LT, i
DT 7 varEFITLET,

o PBERERR (Unregister) | [HIBR (Unregister) ]: 7 /3 ADXERZ R L £3,

| AR
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Friq4zx on—Toiem |

«[/8 v b FL—Y (PacketTracer) |: EF A7y h&E VAT ATHEATSZ LI
X0, TR RORY —FEEHRDTDDONTry b M—HP_X=VIIBH L F
‘a_O

Xy b v TF ¥ (Packet Capture) | : X7 v h ¥ 7 F v XR—VICBH L E
T, TON=UTIL, Ny hOMBHIZ AT ANFETTHHEE T 7 a ik
RTEET,

[Ty TFTL—F#RTIZEY (Revert Upgrade) | : % DT v 77 L— R&IZiTbi
27T — REBROEFEEZ TR LET, ZOBEICLY, T ABT v
7 L— REION— g AE IS NET,

¢ [NLREZA— (HealthMonitor) |: T/ AD~LVA T2 Y U7 R—=T|ZKBH)
LET,

[FZTNPa—FT 425 774 (TroubleshootingFiles) |1: LAR— NMIEHDHT —
BDEATHFERTED N T TINY a—T 47 T A VEAERLET,

FINA R T IL— T DB

FIE

ATy I
ATy T2

ATv73
ATy T4

ATy Th
ATvT6

ATy 71

Firewall Management Center C7 /NA A% 7 )—T(bT 5D & BHDOT A A~DKRY v —0DJE
BT v 77— DA A M= EMBIATAET, JV—TIZRT 27 AD Y A M,
JEBE o3 N RRTEE T,

B ESTNDT T4 <V TNA ZR& T NV—T1TBINT 5 &, WHDT /S ARTN—FI
BMENET, AT ZSELTH, ZRODT A RAEIMEFE L7 N—T 1B Lz
FITRD ET,

[T/34 R (Devices) 1>[T/\4 REHE (Device Management) ]z #R L £,
GEM (Add) | Fry XD A=a—hb, [ZV—70EN (AddGroup) |ZEIRL E7,

BEFED I N — T it 51003, WETLI /A —70E (EBdit) 1 (F) 2270 v 7 LET,

LA LET,

[fEH ATHEZ2 T 734 A (Available Devices) |75, 7 /34 A J)—TIEBINT 5T 34 2% 1
DL EEIR L E3, HEOT A A2 RN 285515, Cul £721% Shift ¥ —2f L7267
Vo7 LET,

GBI (Add) 1227 Vv 7 LT, BIRLET AL AZTNRAL A T A—TITEMLET,
MBEIZIE U T, T AT N—T BT A ZAEHIRT 5121%, HIBRT 57 31 ZDMICH 5
[4I6% (Delete) ] (W) %27V v 7 LET,

[OK] %7 U w27 LT, XA AT N—T%BMLET,

TINA REE .
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. Management Center ~ D & §%

Management Center ~ D & £%
Firewall Management Center ClX, 7 /3\A A& B &I D720 OB O HIENRES N THET,

TN ZD:EM
Firewall Management Center (Z 1 DD 7 /A A ZBINT 2121E, WOFIEEZFATLET, ~AT
NATEVTADEDITT A A% 73556 ThH, ZOFIREENTL2LERH Y F
To A TATEVT 4 XTOBEMZZRLTIIEE, 7T7AZ Y 7IZo0TE B
ENDETND I FZ 25 ) o ZIZHlT 28 EZR LTI EEN,
ZOFNEEFEH LT, 7 7 v R Firewall Management Center (2 & > TEELS LD T /34 A
ZBMT5ZEHTEET, 427 L I AD FirewallManagement Center |31 X2 bR F 2 7
LT OBERDOIIMEN L ES,
Firewall Management Center /N4 7 XA Z ¥ U 7 ¢ T 285615, 77 7 « 7 Firewall
Management Center |ZD#7 /SA AZBILE T, 72 7 4 7 7¢ Firewall Management Center (Z
BELSTLTWD TN RFIASF A ICHBIMIC RS ET,
1a s BRI
» 7 73A A% Firewall Management Center DF gt L L T EL £ 7, &M .
* Firewall Threat Defense #JMiX ED5ET (14 ~—)
AERETNVDRI =T v THA R
» Firewall Management Center 7% Smart Software Manager (2858 SV TWARENH D £,
BTN T A £ ZATH TR, AREIRNIND & EFICRETDETHLLT
WA AZBINTE RS20 ET,
« IPv4 ZAEH L TRER LT2T A A% IPV6 ICEMT D5513, 735 Aol AHIBR L
THOHBET DLENDH Y £7,
FIE

ATy F1  [FT/NA R (Devices) | >[T/31 REHE (Device Management) %2R L %9,
ATvT2 BN (Add) | kv 7 X o A=a—hh, [T/34 A (Device) | #EIRLET,

| AR
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T4 Z2D3BIN .

9: TN ADIEM
Add Device (7]

CDO Managed Device

Host:t

10.89.5.40

Display Name:
10.89.5.40

Registration Key:*

Group:

None v

Access Control Policy:™

in-out v

Smart Licensing

Note: All virtual Firewall Threat Defense devices require a performance tier license.

Make sure your Smart Licensing account contains the available licenses you need.

It's important to choose the tier that matches the license you have in your account.

Click here for information about the Firewall Threat Defense performance-tiered licensing.
Until you choose a tier, your Firewall Threat Defense virtual defaults to the FTDv50 selection.

Performance Tier (only for Firewall Threat Defense virtual 7.0 and above):

Select a recommended Tier v

Malware
Threat
URL Filtering

Advanced
Unigque NAT ID:t

test

Transfer Packets

ATV T3 SOWHRIIZY T 7 REENGT A A% 47 L I AD Firewall Management Center (23817~ %
BA&1%. [CDOBERER T/ X (CDO Managed Device) | #4112 LET,

FA VLA ENry NRIEOFEILCDO (IHCDO) IZL-TEBENDZD, VAT ATIE
FREINFEFHA, TNEDRATF Y FIIAF Y S TXET,

TINA REE .



. T4 RD3BIN

ATvT4

ATy Th

ATvT6

ATy T1
ATvT8

FrqzgE |

10:CDO DT /34 A DB
Add Device @)

CDO Managed Device

Host:t

10.89.5.40

| Display Name:
10.89.5.40

Registration Key:*

Group:

None v

Advanced
Unigque NAT ID:t

test

Transfer Packets is configured in CDO

| Cancel |

[ARA K (Host) 11ZIE, BT SNA ZADIPT RLVAETZIEIEA MEATLET, T/ AD
IP 7 RUARARAZREGS (NAT OBFRICHHIE5EE70E) X, 207 4 — /v REZEHDOE FIZ
LET,

D7 4=V REZEADOEFIZT HHEIE. 731 AOHHIERE T, Bi#ErFE7: Firewall
Management Center D IP7 R L A E72ITR A M & NATID BHEE SN TWDHRENH Y £,
A OV TR, NATBREE (8 X—2) &L TIZEuy,

[#¢/~:4 (Display name) ] 7  —/L KiZ, Firewall Management Center CD 7 /XA A DFrR4 &
ANLET, ZOAFNIEETE A,

[&&k¥— (Registration key) [I1Zi%, FIHIRETHE LD LFE UG —2 AT LET,

B —IE, 1R R —27 Ly FTF, F—33555 (A~Z, a~z, 0~9) |
BLONAT72 () ZEHLT, 37 XFUNTHRELET, BEEF—I7 M ATLIC—E
ThHULETHY WA,

UEE) THARET A AT NL—TITBMLET,
Bixte 3 <2, TAA ACERBETDRIO [T 27 EA 2> ba—L R Y — (Access Control
Policy) | Z&IRT 50, FHLWARY > —Z{ERk L £,
TN ARRIR LAY =12l Lena, BRRIITERLET, Zor#EaiciE, 8o
FRNEZEZLNET, L& 2E T4 BV AOAR—K, ETNLVOHIR, Xy T T742
DORE, ZDOMORER I AR ETT, ZOREDFRREREZMI LIHE, 731 ACFEETRE
EATWET,

. TINA REE
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ATvT9

ATy 710

ATvINn

AT T12

T4 Z2D3BIN .

TNARZHEATHITA B AT L ET,

FA AEBIMLT . [SRT L (System) 1>[54 £ R (Licenses) ]>[RY— FS5 1+
VR (SmartLicenses) | X—U b T A B AEEHATHI L HTEET,

Firewall Threat Defense Virtual D& 1%, [/37 #—~ o AJE (Performance Tier) | &i&N 5
PERHYET, FHT I MBI TA B AL —HTIEEEZERTHZENEET
T, BEEZEIRTHET, 73 ATIET 7 4 /L h TFTDVS0 3 &R S 4L E§, Firewall Threat
Defense Virtual T A[REZR /N7 4 —~ L AWEIE Y 7 b U = T HHER OFERNZ SV TIE, Cisco
Secure Firewall Management Center 7 KX = A h L— 3 > 5 K®D [FTDvLicenses| #ZHiL
TLEE,

GE)
Firewall Threat Defense Virtual 2 /3— 2 > 7.0 L BT v 77 L— K3 5851%, [FTDv -Z%
(FTDv - Variable) | Z3&IR L CHIED T A B AL T T4 T v A c&x 4,

WIHIRE ERFIZ NAT ID 24657 L7241, [R5 (Advanced) ]2 v a @ [—EDONAT ID
(Unique NAT ID) ]1Z[A U NATID Z AJJ L E 7,

[~EDNATID (Unique NATID) ]IZi%, fEEDO—BFD U U H A4 LTI ZRELET, 2D
FHNE, WIHIRERHCT AN, A THIEELE T, 20U Z A 23CFHNE, — 5 OfICHIE
AAEZR IPT R L AR A RABEE SN TOARWGEAICHEIZ 2D £3, & 20E, [KRA
(Host) 17 4 —/V REZEHOEFIZLIGERETT, HINMIZIZA T > a o TTR, FE
DRI THEN R D720, WADOIP T RLARDD-> TWAEAETH, #ICNATID 258+
LT EHRLET, IDITEET (A~Z, a~z, 0~9) \ BRUNA 72 (1) 2L T,
37 LFLUNTHELES, ZOID i, Firewall Management Center |28k 9 2t /31 R (2
IR TEERA,

[N v FO#RE (Transfer Packets) | F = v 7 Ry 7 A& A NI LT, RAA XY FR3FEAT
HIONT, T, AR D= 812734 » b % Firewall Management Center (Z#51%59 5 K 912 L
5

ZOFTaFt, TTHNVITHDTY, RAANU FITEIZ, T30 RE A~ ME#H
AR N2 MY H— L7y N ERE DT 912 Firewall Management Center |2 1255 L £ 77,
ZOFT v a rEBEZLIESGEIL. A X2 MERTZ T2 Firewall Management Center [ Z 32515 &
. N7y MIEESEREA,

[%8% (Register) 227 Vv 7 LET,

Firewall Management Center 737 /34 A D/ — kB — N Z il L Gl 2T 5 £ TIZ, &K
2RIMINDHBERDH Y FF, BEPKDTDHE TAALZNY X MTBMEET, KRLE
Bld, =7 — A v —UNRERINET, T ADOBREKITRI LIS EI1E, IROEB %5
LT IEEN,
eping : 7N AD CLIIZT Z7EAL, RO~ RZfEH L T Firewall Management Center
DIP T R A~D ping & FT L E7,

ping system ip_address

TINA REE .


http://www.cisco.com/go/firepower-config
http://www.cisco.com/go/firepower-config

FrqzgE |
. # L L) Management Center ~ ) & $%

ping 23K E) L2V 51T, shownetwork =2~ > REFHA L Cry NI — 7 REEMHR L £
To TXAADIPT RURAZERTHHENH D555 1L, configure network {ipv4 | ipv6}
manual 2~ > R&ZHHALET,

« BEkX—. NATID, ¥ L\ Firewall Management Center [P 7 KL A : [l 5 DT 73 A A Cld]
CREERF—Z2 AL T0D 2 L2l L, EHLTWDEAIENATID 2 H L Tno 2
& &R LET, configuremanager add =~ > R&MIH LT, 7 /34 2 THHERF— & NAT
IDZRETDHIENTEET,

NI TN a—T 4 7 DFFHIZ- DWW TIE, https://cisco.com/go/fme-reg-error Z ZH L T 72 &
AN

#1 L L) Management Center ~ ) Z§%

ZOFNETIX, #r L\ Firewall Management Center (28875 F{E%Z /R LET, LV Firewall
Management Center 731V > Firewall Management Center @ IP 7 R L A& L TWAHAETYH,
WROFNEEFEITTHLENHY £7°,

FIE

AT v 71 &\ Firewall Management Center (ZEFLX G T A ANFIET D513 2 ZHIBRL £ 7,
Firewall Management Center 7> 5 D7 /SA ADHIFR CRERfERR) (39 X—) 2R LTLE
é 1/\0

Firewall Management Center & (D7 2 7 ¢ 7 7288#5¢ 73 & % Y531 Firewall Management Center IP
T RVAZEHETEEREA,

ATY T2 SSHApLAMEH LT, 77351 A0 CLLIZHHE L £7,
AT w73 #H L\ Firewall Management Center % 5% & L 7,

configure manager add {hostname | IPv4_address | IPv6_address| DONTRESOLVE} regkey [nat_id]
[display_name]

» {hostname | IPv4_address | IPv6_address} : Firewall Management Center DR A 4, 1Pv4 7
FLAL E723IPve 7 L AZRE L ET,

« DONTRESOLVE : Firewall Management Center % [E#%7 N L AfFE CTX72WHEX, FA
NG FETIXIP 7 KL ADH Y IZ DONTRESOLVE % {#H L %3, DONTRESOLVE %
T 2561, nat_id 3 0ECTF, Z DT /34 A% Firewall Management Center (3519
DHEEIE. TAAADIP 7 KL A & nat_id O 5 &2 LT HE LT 2 S0, 8o il
TIPT FLRAZFEEL, WA THLU—EO NATID ZfET 2M0ENH Y £,

« regkey : X EEIFIZ Firewall Management Center & 7 /34 AR CIAT 5858 F — 2 /ERk L £
T, ZOF—ITUE 1~ 3T LFOEEDOT ¥ A F3UTH 28R TE £3, Firewall Threat
Defense % 1B/~ % & |2, Firewall Management Center |Z[F] U —% A ) L £,

. TINA REE
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| 71 zE8

Firewall Management Center ) 5D 7 /51 R DHIFR (B E%A2ER) .

enat_id: — MR IP 7 RLUAZFE LAWIGAIZ, Firewall Management Center & 7 /34 A [
DYHERT 0w AP ORMERT 5 1 ~ 37 LTFOREET LTI EER L ET, ZDONATID
X, BEIFCOREH SN T U H A L/SAT—RTT, NATID S —ETH Y, Bz
AL TV AMMDOT NA AL > THERA SN TWARWNWT & 28 L £ 9, Firewall Threat
Defense % 1B/ 2% & |2, Firewall Management Center T[] U NAT ID #f§E€ L £,

« display_name : show managers =2~ > R CZ D~ 31—V ¥ 2 FRT D7D DFRRL Z R E
LEd, 2047y aid, CDO 27 T4 X =V v BLOSTEMOA 713
A Firewall Management Center & L Cilkill T 55 A I HET, ZO5EEIEE LRV
G T7AT AU TFTOWT OO FiEEHEHA L TR RL 2 BEVAER L £,

« hostname | IP_address (DONTRESOLVE & — U — R&{Hf L2V E4)

* manager -timestamp

1 -

> configure manager add DONTRESOLVE abcl23 efgd456
Manager successfully configured.
Please make note of reg key as this will be required while adding Device in FMC.

AT T4 T /3A X% Firewall Management Center (2381 L 9,

Firewall Management Center /5 D7 /314 X DHIFR (B EREERR)

TONA AL EHT 5 MW7 7p > 7284 . Firewall Management Center 7> 5 7 /3A A Dk &
R CE £,

I ITARE 7 TAZ ) — R, @AY OBERERERT 51213, ENODRAOEL
ZRLTIZSN,

T NA A DERERERR

« Firewall Management Center & % D7 /3A A & DO T X TOBENUIB SN E T,
o [T31 AP (Device Management) | ~X— 20057 3 ANRHIFREIET,

s TNRAADT T v N7 4 —ALHER Y 2 —"T, NTP % £ L C Firewall Management Center
MBI ZZET D L OICRESN TV DL BT, T3 20— VEFREELICR S
i‘g—o

CBEITFOEFIIRBTED, TARARAINT T 4 v 7 OB AT LUET,
NAT ° VPN 72 E DR Y & —, ACL, BEL VA v ¥ —7 = A ARITHER S5,

[dl U FE 721351 ® Firewall Management Center (27 /31 A Z gk d 5 &, BENHIBRI LD T2
T RFIEDORER T T 7 4 v 7 OWEEZEIE L E T,

Frn1z2eE I



FrqzgE |

. Firewall Management Center /> D 7 /31 R DHIBR (ZEXAERR)

FIE

ATy T
ATvT2

ATFvT3
ATvT4

FONA A EBIRT AR, FBREERFICT AL ALV DHRE (v B —T oA A N—TF 1
TRE) EHEHATESLIIZ, REDODT I AR —F, BITo TSN, (REINTZHREN
ROGEIL, T AREL R T 20ERSH D £,

FNRA AEFHEBML, RELEREZA VR— b0, £ RECEEHER L%, b
74y 7 OZFELEFHET ORI, REXRMHTOLERDY ET,

4RO SRS
Firewall Management Center (ZFFEIENN L 7235512, T3 A LUV ORREZ F#EH T 51213

e TN ABERT I AR—FLET, TAAABREDT I AR — A VR — BB L
TL7ZE,

[T/34 R (Devices) 1>[T/\4 RAEHE (Device Management) |Z L £,

EREFRRT DT A ADHEICH B [F DM More) 1 6 #27 Vw27 L., [HIk (Deete) | %
7w LET,

11: 8%

’

Packet Tracer

Packet Capture
Revert Upgrade
Health Monitor

Troubleshoot Files

TN, ZADBERE SRR D 2 L B LET,
VAU XERETELLIITMD ELL,

« Z @ Firewall Management Center |27 /34 A & ST 5« BEkF— & NATID 2353702 > T
WOSEEIE. T ADBEM 34 =) ZFATTEET, ThbEVky M HME
DHLGEIT. ~F— V¥ ZH LD THLNDO LI ITHEETEET, LW
Management Center ~MD gk (38 X—) ZZHL T X0,

* #71 L\ Firewall Management Center |2 %%k 35 : # L\ > Management Center ~D¥5Ek (38

=)

» Firewall Device Manager (222 2 % /Il 2. % : Firewall Management Center 7> & Firewall Device
Manager ~DEI D Bz (48 X—)

. TINA REE
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FR120v vy ke vErEaED [

LWV R =Yy ZRHEETICR—V Y ZHIBRT D  FTLV 32—V ¥ 20T
(% —Y %72 LOFE—FK) . Firewall Threat Defense C/& Fif%#5i 2 YW~ 5 (Z1L. Firewall
Threat Defense @ CLI 7% configure manager delete =~ > R&HH L £,

FRARD Y vy b FEITERES

VAT LEBEEYNC Y vy MU UTH I ENEETY, BMICERT T S 2k EIRA
AvFERMLEDTDE, ERRTZ 7 AN VAT LAOBREZSIZEZTZENHY £4, Ny
7T 0y RTIEFIZEZHOT o ARFETIN TN, BRT 7 7wk -0, EIRZ W
LT T2E, 7747 U NETL—ATN Ty y NETUTERNIEERZTEBNT
<&,

VAT DEWEYNC Y vy MU CEEHEHT I3, UTOX A7 2B T EEN,

\)

CE) TS REHEBTL L, HFHEERAFELTERPSTCEVI =T —RERRENDIGEDN D

FIRr

&

DET, BEICEY, TRL ZDEHA L Z—T = A4 ZAOHEHNE S gilcEGE R ITENE
9, BRI EEIMICHERIT S, 15 LIRSS SV E T,

[T7/31 R (Devices) 1> [T/\1 REH (Device Management) |& &R L £,

ATw T2 HRETLT AL ZOBICH D [fRE (Edit) 1 () 227V v 7 LET,
ATY T3 [T/3%4 A (Device) |27V v7 LET,
ATV T4 FTAL AEFEHTHIIE. ROFIEZETLET,

ATy TH

a) [T /3 AOFHEHE) (Restart Device) ] & 22V vr LT,
b) TRUTINRERENTES, TAAREHEITLZ L 4MRLET,
TNA A%y y MU T HI20E, ROFIREZFATLET,
a) [VAT A (System) | B7 v a T[T /3 ADY v v h & 7 (Shut Down Device) ]
@ %rVvsLET,
by TarT IREREINTEDL, TAAADY Y v MU UEMHERLET,

) AUV AMNET AT U= VIHF L TWDAEAIL, 77 AT U= AR Yy T
T HLEVAT AT O N — Li¢0ﬁ®7m/7b#%Téni¢o

System is stopped.
It is safe to power off now.
Do you want to reboot instead? [y/N]

=BG L CWRWEAE, F3ORFE- TV AT AR Yy N T LTS
LEMRLET,

TINA REE .



FrqzgE |
B <+—vrouvsx

ISA 3000 DIFE. ¥ v FETURETTHE, VAT ALED NWHEALET, BEREZL
HENZ, D7 &b 10 F- T EE W,

A=Y DYYEZ

DA A i P e S S I R = a0 B/ R G- 3= S BN

Firewall Device Manager /" 5 Firewall Management Center ~DtY] U & %

Firewall Device Manager 7> © Firewall Management Center ~Y]1 0 2 5 &, EFHA X —T = A
ALRF =X TV BAREICMA T, T_XTOA U H—T oA AERBPRFESNET, 77
TR arhr— R =t FXa ) T4 YU R EOMOBREIIRFFINRN T LR
LTL7EEY,

Firewall Management Center (28] ¥ # % % & | Firewall Device Manager % il L "C Firewall Threat
Defense 7 /3 A& I TE 2720 £97,

1R BRI

T AT A= E AR E SN TV A AL, £9°. Firewall Device Manager (FIHE
72354) E£7-1% configure high-availability disable =~ > Kz L C. & a] FAMEZRE 2 F
TOMENDVET, 77747 ha=y MprbEma ka2 L2 B8O LET

FIE

AT 71 Firewall Device Manager ¢, Cisco Smart Software Manager 7> 5 7 /N1 A & & GkfRER L £ 37,
ATFv7T2 (WELUTC) BHA V-T2 AEHFELET,

VARV XT I RRALT = A A =T oA AEMHTHHETH, BHA VX —T = AD
WEXERTDNENDL5EH Y £7, Firewall Device Manager #ft I E B A ¥ —7 =
A ZAZHEH L TWeA 1L, Firewall Device Manager (2 FR#EfE T A BN H D £,

X=X T I CAHOT—HA =T oA A EHA A —T o AT, T—HA

VHE—T o2 ATEESINTZT— N =2 A BUETT, T 74/ FTIE, A ¥ —
72 A AIDHCP O IP T RLAEF— b =A% LET, DHCP 267 — 7 =
AZZELRWES (RE2IE, A v X —T 2 A% Xy MU =7 128 L TO2R0
BE) SOz AFT I AN TT—H A E—T o AT | AT HRIET HLE
IXH Y FHA, DHCP 2L — b = A %5 LA, RDVICEREAS VX —T = A
AP T RLAZREL, F'— b VA BT — XA F—T oA ATKET HMLE
N E9,

X=X T VB AHOEEA LA —T 2 A A FHIIIP T RLAZHRET LA, T
THNVETF—= b 2 A b T —H A HZ—T 2 A TR B — U =2 AITREL T

. TINA REE
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Firewall Device Manager A 5> Firewall Management Center ~Dt] Y & % .

72&vy, DHCP M4 535615, DHCP 267 — h U = A ZIEFICIF TE 5 L RE
LT, MbRETLHILEITH Y A,

ATV T3 [TINA R (Device) |>[PRTLERE (System Settings) |>[EHEHE (Central Management) ]
DIFIZER L, [#ifT (Proceed) ] %72 U w27 L T Firewall Management Center D EE 2 5% E L
iﬁ‘o

AT v 74 [Management Center/SCCCDODF¥#Ml (Management Center/CDO Details) | Z5%E L £7°,

Frn1z2eE I
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. Firewall Device Manager /5 Firewall Management Center ~Dt] Y & %

12 : Management Center/CDO ) 5£#A

Configure Connection to Management Center or CDO

Provide details to register to the management center/CDO.

Management Center/CDO Details

Do you know the Management Center/CDO hostname or IP address?

@ Yes O No
Threat Defense Management Center/CDO
=] =)
10.89.5.16 10.89.5.35

feB80::6a87:c6ff:feab:4c00/64

Management Center/CDO Hostname or IP Address

10.89.5.35

Management Center/CDO Registration Key

eene L0

NAT ID

11203

Connectivity Configuration

Threat Defense Hostname

1120-3

DNS Server Group

CustomDNSServerGroup v

Management Center/CDO Access Interface
() Data Interface

CANCEL CONNECT

a) [Management Center/SCCCDOD A A M4 ET2IXIPT KL A& 15> TWETH (Do you know
the Management Center/CDO hostname or IP address?) ] C, IP 7 KL A E 723K A ", & ff
FH L T Firewall Management Center [ZE3# T X 255513 1LV (Yes) 122 Y » 7 L. Firewall
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b)

c)

Firewall Device Manager A 5> Firewall Management Center ~Dt] Y & % .

Management CenterCDO 73 NAT OF&IZH D0, X7V w7 IPT KL AETITHE A RN
BOBAEIT VW2 No) 1227V w7 LET,

BITE 0 TLS-1.3 B ALIBIE T v /v & 2 BOT /A ARITHESL T H12iF, D7e<Th 1
HBLLEDT /34 A (Firewall Management Center & 7= % Firewall Threat Defense 7 /XA &) |Z
FFEFREAR IP 7 R L ARMETT,

[V (Yes) ] #i=IN L72354E 1%, [Management Center/SCCCDOD R A R4 /IPT K LA
(Management Center/CDO Hostname or IP Address) | # AJJ L £,

[Management Center/SCCCDOXf#k ¥ — (Management Center/CDO Registration Key) | % {57

LET,

Z ®F —IL. Firewall Threat Defense 7 /31 A & %§k 7 % & X |Z Firewall Management Center
THIETHEED 1 EIRY OBRGF— T, BERF—I1L2~36 LFTHLLENRD Y
T, AT, BT (A~Z, a~z, 0~9) L BLRUNA T () REBRHY
F9, ZDIDIL, FirewallManagement Center (2% 6%9 2 DT A AfEHTE 7,

[NAT ID] ##57E L £7~,

Z® ID /&, Firewall Management Center T HF5ET 2/EED 1 [HI[R Y OLFFH]TT, NAT
IDIF2~36 XFTHLMEND Y £9, ARILFTIE, 87 (A~Z, a~z, 0~9) |
BXona 7y (1) ZeER”HYE4, ZdIDIE. Firewall Management Center | 8k 7" 2
DTS NI TE EH A, NATIDIE, BN ELWT NS 2 D Z & &R
HIeDIZIPT FL A EAGDETHEM SN ET, IPT FLZ/NATIDDOFERERIZ DA,
PR —PERINE T, AEETHLIHAE THHEICNATIDAMEH T2 Z & ZHERE L E92%,
WOGE TV TT,

» Firewall Management Center IP 7 K 1" X % DONTRESOLVE [ZFXET 5.

» Firewall Management Center C7 /34 X &8T5 & X2, BlERTEE/RT /NA ZADIP T
FUAEIAR FAEREL TV,

cWRITIPY FLRAZIRET2HE T, BHICT =2 A v =T =4 ZA&HEMNT 5,
« Firewall Management Center NS DEH A > X — 7 = A A &M T 5,

AT TS [HDORE (Connectivity Configuration) | Zi%E L £,

a)

b)

[FTDA A b4, (FTD Hostname) | Zf8E L E 7,

[Management Center/SCCCDO7 2 E A A 4 —7 = A A (Management Center/CDO Access
Interface) | DT 7B RZT =X A X —T A4 ZAEMHHT 585G, FQRDNBRZ DA o H#—
Tz A RS ET,

[DNSH—/327")L—=" (DNS Server Group) ] ZfiE L £,

BEFD T N—T %R IRT 50, HLWITV—T2{EkR LET, T 74/ hD DNS 7 /L—
7°I% CiscoUmbrellaDNSServerGroup & FEIX41, OpenDNS — "3 & £ E T,

[Management Center/SCCCDO7 2 £ A A 4 —7 = A A (Management Center/CDO Access
Interface) (DT —H A VX —7 =2 A4 AERIRTHLEHIL, ZORETT —HA ¥ —T =
A ADNS H—N—%RELET, By b7 v 704 F— FTRE LIZEH DNS #—

TINA REE .



FrqzgE |

. Firewall Device Manager /5 Firewall Management Center ~Dt] Y & %

ATvT6

ATy FT17

X, BE N 7o v 7SN E T, T—ZDNSY— NI, DDNS (BRESNTW\W5Hi
B) FLEFZOA =T oA ATHEAINGEX 2V TR IR S ET, B
BT T4 I T —H T T 4 v 7 OWBGVRINRA > B —T = A AREH TDNS H—/3—
BT 720, BEIEH L7ZH 0 LR U DNS 3— 13— L — 7 % 38IRT 5 Al REMEN
HYFET,

Firewall Management Center C(X, Z @ Firewall Threat Defense 7 /XA A (ZE| V¥ TH TS T »
N7 4 —LBRER) =TT —H A H—T7 A ADNS P — "—N%E S E 9, Firewall
Management Center (Z Firewall Threat Defense 7 /31 A &89 5 &, 1 — I L% EDHERF
S, DNS == 7T v b7 4 = LRER Y I —IZBMENEEA, 72721, DNS
R € % & e Firewall Threat Defense 7 /3 A A CTT T v M7 4+ —ARTERY > —%E|n Y
ThHE, ZOREIZE>Tr—TLEK ﬂi7§>J:£€< SAVE T, Firewall Management Center &
Firewall Threat Defense 7 /3 2 Z R S 5121X, ZOREIC—ET DL L IICDNS 7T »
N7 —LBREET 7T 4 7ICRETHZ &%k@@bi#

F7z, B—J/LDNSt— =%, DNS I — =3 E CHuH S 7255512 D F Firewall
Management Center CEREF S AL E T,

[Management Center/SCCCDO7 7 ¥ A A > % —7 = A A (Management Center/CDO Access
Interface) J[FMC7 % tX'f B —2Jx4 X (FMCAccessInterface) | DEHA ¥ —7 =
A AL BIRT 2551%, ZORECTHIHDNS —"—2HELET,

¢) [Management Center/SCCCDOT 7 £ A A % —7 = A A (Management Center/CDO Access
Interface) JIZOWWTIE, [EEOREFHAA VX —7 = A A%BIRLET,

BHA ¥ —7 = A AL, Firewall Threat Defense 7 /N4 A % Firewall Management Center (Z
B LRI, BHA =T 2 A AXTTHNOT =2 A =T =2 f ADWTHNTE
HTEET,

HER) MBA v F =T A ATEBRNWT —F A =T = A A RIRLIZGEIT. 7741
F—bhZBIMLET,

AVE—T A AZBWT DT 74NV M= BRHDH L HMHERTDEIITKRDDIA =Y

MERENET, SMBEZRIRLZGEIE, £y N7 v 7O 4= RFRO—BRLLTIOL— R

ﬁ"C IRESNLTNET, BloA /5" 7 A A& L7854 1%, Firewall Management Center
T DRINCT 7 4V bb— hEFE TRET DLERH Y iﬁ‘

A H—T oA AR TZGEE, ZOmmEICERRNC, F—Fy A Z2—ED7—
VaA L LTRETDHILENRD Y £7,

UEE) T—4A 2 —T x4 A%ERLTELGEE, (#1473 v 27DNS (DDNS) HHia
m(mmawmmdmsmmmmmmm]%79y7bi#o

DDNS (X, IP 7 N LV ANEE I 72554512 Firewall Management Center 7355 2{Efifi N A A 4
(FQDN) C Firewall Threat Defense 7‘/\/1' ACBFETEDHLIICLET, [T/31 A (Device) |
> [V AT LFEE (System Settings) ]>[DDNSH—E"Z (DDNS Service) ] #Z# L T DDNS %

RELET,

Firewall Management Center (Z Firewall Threat Defense 7 /NA A & B3~ 5 RijlZ DDNS % g% €9
% &, Firewall Threat Defense 7 /3 A A1, Cisco Trusted Root CA /32 KL 6§ _RTOEH CA
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ATvT8

Firewall Device Manager A 5> Firewall Management Center ~Dt] Y & % .

DOFEAEZ BEIIZENN L, Firewall Threat Defense 7734 A A3 HTTPS $%f5¢ 0 72 5|2 DDNS H—
N—FEEAMIAETEX 5 X 912 LE9, Firewall Threat Defense (%, DynDNS VU E— K API I
£k (https://help.dyn.com/remote-access-api/) #7534 XT?DDDNS H— —%HR— kL&
—é‘o

X=X T IV REEA VX —T =2 AEERAT DS, DDNSITHAR— S EHE A,

[#%#%¢ (Connect) %7 U > 7 LET, [BEFAT—4 X (Regidtration Status) | %1 7 27Ky
7 AIZIZ, Firewall Management Center ~D ) 0 B X ICBT 2 BIIED AT — X ANEK RS E
9, [Management Center/SCCCDO k% i€ DI#TF (Saving Management Center/CDO Registration
Settings) ] D AT > 7 D%, Firewall Management Center (ZFE) L C7 74 7 U+ —/LAZBIIL
£

Firewall Management Center ~DH] V) % 2 % % v /LT 55413, [BEOF v /L (Cancel
Registration) %7 U v 7 LE9, F ¥t/ LAaWEEX, [Management Center/SCCCDO% ik
% E DORAF (Saving Management Center/CDO Registration Settings) | D A7 > 758 T35 F T
Firewall Device Manager D7 7 VW'D 4 > RUEZF U2 TL 723, UGS, ek
IZ—W§fE1E L, Firewall Device Manager (2 FF86¢ L 728555 O A\ I E T,

[Management Center/SCCCDO% kit i D kAF (Saving Management Center/CDO Registration
Settings) ] D A7 v 7D I|Z Firewall Device Manager ([ZHift L7 £ £ICT 256, ZDi%
[Management Center & 72 1ZSCCCDO & D IEH#5ft  (Successful Connection with Management
Center/CDO) | XA 7 v 7R v 7 ANFERE 4, Firewall Device Manager 7> b YT S v E 9,

13 EE &R

Registration Status

e i R o e R L
Successful Connect v

Management C

You can now manage the threat defense using the management
center or CDO. You can no longer use the device manager to manage
the threat defense. See the threat defense gett

management center configuration gu

started guide (2,
2,0r
CDO configuration guide [ to configure your device.

TINA REE .
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Firewall Management Center /5" 5 Firewall Device Manager ~MD Y] U & %

X4V IZFirewall Device Manager =il 5 X 912, A7 VI RXE71E7 7 U RO
Firewall Management Center|Z J: > CTEI/EE B X 41T\ % Firewall Threat Defense 7 /N A A & 5% &
TEET,

V7 N =T EHA A RN—VT 5T L7 <, Firewall Management Center?)> & Firewall Device
ManagerlZ) W % 2 5 Z £ 28 T& £7°, Firewall Management Center?)> & Firewall Device Manager
WZEI Y B % HHINZ, Firewall Device Manager?y 4™ X T Ok E B 272 LT D 2 & sl L E
9", Firewall Device Manager 7> & Firewall Management Center (28] Y %5 2 5354 1%, Firewall Device
Manager 7> Firewall Management Center ~DYJ D B %2 (42 X—3) ZZMML T TEE W,

A

E®E  Firewall Device Manager [ZU] D 2 5 & 7354 ZOFEITHIFRS AL, AT AET 7 40 K

FIE

ATy T

ATy T2

ATvT3

HEWCRVET, 2770, BEHIPT FLRAERZ MITHEE S E T,

Firewall Management Center C, [T/34 X (Devices) |>[T/31 AE¥E (DeviceManagement) ]
NR=UMBET7 7 AT U=V ZHIRLET,

SSH F7-iZ=2 >V —/LiR— FZ2{#i] L T, Firewall Threat Defense CLI {Z#2%¢c L £9°, SSH D5
A, BERIP 7 RLA~OBF A admin = — W —4 (F 72138 FEHEIR 2 oo o —
' —) -C Firewall Threat Defense CLI {2 & 74 > L £ 7,

(Firepower €7 /L) >V —)LAR— MET 7 4/ K CFXOS CLL 272V 7, connect ftd =
< R%&{#EH L T, Firewall Threat Defense CLI {Z#%#%¢ L ¥ 9, SSH ¥ » 3 /X Firewall Threat
Defense CLI (Z[H 8 L £,

BHIP 7 FLATER TERWGEIE, ROWTANEFITLET,
cEHPBAR— R, BELTWDLIRy N7 IR SN TWDL Z L a2 LET,
EHAR Y NT—JIZEHIPT RLALS— MU oA PRESNTNDL I EEERLET,
configure network ipv4/ipvé manual =~ > K& L £,

BUE, VE— MEHE—NIR-oTWNDZ L ZMERLET,

show manager s

1 -

> show managers

Type : Manager

Host : 10.89.5.35

Display name : 10.89.5.35

Identifier : f7ffad78-bfl6-1lec-a737-baa2f76ef602
Registration : Completed
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ATYT8 VE—FvX—VUxEHIBRT L, X3 — VY RLOE—RICRD T,
configure manager delete uuid

UE— MEHNS o — I VEBICESEBITT D2 I3 TE A, BHRO~F -V NERS
NTWDEEX, @A+ (UUID & &3 E$, show managers 2~ > K& M) A#fEET
HZRMENRDHY T, v —TV ¥ = U EEBNCHIBRL 7,

&1

> configure manager delete
Deleting task list

Manager successfully deleted.
>

> show managers
No managers configured.

AFyTE a—hL v Fx—I v BRELET,
configure manager local

Z 3T, Web 77 79 C https.//management-IP-address (27 7 EA L Tr— /L 3 —TV v &
A ZEMTEDLLIICRY E LT,

1 :

> configure manager local
Deleting task list

> show managers
Managed locally.

Cisco Secure Firewall 3100 TD SSD Dy FXTw T

SSD 732 &k 5356, EHEIRFICRAID B ESNET, 774 7 U+ —/LOBEBFENBA->TND
R BE T Firewall Threat Defense CLI TR D X A 7 % FEITTE £97,

*SSDD12%Ky NAY 755 : SSDICEEND 2LEIL, KETEET, SSDR 1D
LRWEEE . 77 AT U3 —VOEFENA NI/ > TV AN SSD ITE Y A8 H A,

+SSD D1 DEEV /T : SSDMN22HDHLEIE. 1 >2EWMVAT IR TEET,

«2O5H® SSD #BMMT 5 : SSD A3 1 DAL, 2 2H D SSD ZiB/ L T RAID 2T
%\iﬂqo

A

be3

ol

ZOFNEEMHH L T, SSD % RAID 2 G HIBRT B HGIC SSD # Y A S 72N TL Z &V, T—
ENRONDEREMENH Y £,

TINA REE .
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FIE

AT T1 SSDD 1 2FFY A LET,

a)

b)

SSD % RAID "6 HL 0 4 L £ 9,

configureraid remove-securelocal-disk {1 |2}

remove-secure & — 7 — K{Z SSD % RAID 7>HHIR L. HERELT « A 7 HERE 2 NIz
L. SSD #Z4&ICiE L ET, SSD % RAID O HIRT 27200 TF — & 22 O £ L HEFF
TAHEAIL. remove X —U— R&FHACTx£9,

51

> configure raid remove-secure local-disk 2

SSD 23 A > Xy MV IZERENRL 2D ET, RAID AT —H AZEMRLE7,

show raid

SSD 78 RAID M HHIBRE LD &, BEEE RS/ TDRENLIEE L TERASNET, 2
SHORIGA T, A A—F 4 27 L LTERENRL 20 £,

1 -

> show raid
Virtual Drive

ID: 1

Size (MB): 858306
Operability: operable
Presence: equipped
Lifecycle: available
Drive State: optimal
Type: raid
Level: raidl
Max Disks: 2

Meta Version: 1.0
Array State: active
Sync Action: idle
Sync Completed: unknown
Degraded: 0

Sync Speed: none

RAID member Disk:

Device Name: nvmeOnl
Disk State: in-sync
Disk Slot: 1

Read Errors: 0
Recovery Start: none
Bad Blocks:

Unacknowledged Bad Blocks:

Device Name: nvmelnl
Disk State: in-sync
Disk Slot: 2

Read Errors: 0
Recovery Start: none

. TINA REE
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Bad Blocks:
Unacknowledged Bad Blocks:

> show raid
Virtual Drive

ID: 1

Size (MB): 858306
Operability: degraded
Presence: equipped
Lifecycle: available
Drive State: degraded
Type: raid
Level: raidl
Max Disks: 2

Meta Version: 1.0
Array State: active
Sync Action: idle
Sync Completed: unknown
Degraded: 1

Sync Speed: none

RAID member Disk:

Device Name: nvmeOnl
Disk State: in-sync
Disk Slot: 1

Read Errors: 0
Recovery Start: none
Bad Blocks:

Unacknowledged Bad Blocks:

c) SSD & ¥ —vinLPBERICEY AL ET,

ATFw T2 SSD#BEMLET,
a) SSD ZZED A1 v NMIMERMIZBINL £,
b) SSD % RAID (ZEM L £ 7,

configureraid add local-disk {1]|2}

H LW SSD & RAID DRIHANSE T T 5 F TIZHFF D Z N0 =308, F0/M.
T7AT U4 —/VTREEICEELE T, FEED T, BEREARICERBIIFITSINE
T, ATF—H AR TTBHIZIE, showraid =~ REFHLET,

PIRNCHIO Y AT A THEBAENTEY ., £7-0 v 7 SR TWSSSD ZHY 1 28413,
wDa< RE AT LFET,

configureraid add local-disk {1] 2} psid

psid /L SSD O IZHE H 72 7 ~VICHIRI S CWET, F2id, Y AT 22 HEHE L,
SSD #f 7 +—~ v k LT RAID [TiBNTX £,

TINA REE .
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Firewall Firewall
Management | Threat
Center Defense
ISA3000 > A7 A LED | 7.0.5/7.3.0 |7.0.5/7.3.0 |ISA3000 &% v b ¥ U9 2L, AT LALED BT LET, &
R R A 7V JRZELENT, 272 Eh 10 BfF-> T 7230,
DY R— K,
ISA3000 (2 k% v v |7.02/72.0 |7.02/72.0 |ISA3000% > v v h¥ DT TELH LR E L, LANE, 734
N D R— b, AEBEBTHIELNTEERATLE,
~NTF =Ty DY |72.0 7.2.0 770 FRRHOE#RY 2 —2BALE LT, 20777 Rzl
A— b, OB % —[%. CiscoDefense Orchestrator (CDO) 77 v k7 4 —
LEMALT, OV Aa0eXa VT4 VY a—va OEHEY
MELET, v R—TY Y DHEFHIZOVWTIIT A IRITVET,
W= g 12UBEEFITLCNDN— Ry =7 F M8 a8t
2 —TlX, 777U REBRIOT N, 2% [HEEHR] TXET8, H
WIANR borF T EOICRONET, ZON—FYy =T Ek
ITEABERE X=X, T RIRY V—FEATEEREA,
HH/EF S 7= 2~ K : configuremanager add. configuremanager
delete, configure manager edit, show managers
EEINS AL SRV AW T
« 7T REHIRITNA R n— Ry =7 F I3 ERE S ¥ —
ZIEINT 551, BT LW [CDOEELXS T /34 A (CDOManaged
Device) | T =/ Ry 7 A%EF NI LT, FNUHOHEHTHS
ZEEREELET,
« [T/314 R (Devices) |>[T/31 AE¥E (DeviceManagement) |%
BT DL, SHEHOT NA ARFRINET,
FEIIZOWTIE, CDOD FFa Ay hE2BRL TS ES0,
Cisco Secure Firewall |7.1.0 7.1.0 SSD T H WK 5{b KZ 4 7 (SED) T3, SSDR2 255G, V7
3100 T? SSD @ RAID N7 =7 RAID 2R L £,
A=k, -
v ’ BB/AEE Sufza~ 2 K @ configureraid, show raid, show ssd
BB CoO TLS 1.3 |7.1.0 7.1.0 FMC 7 /31 A EBRBEHE CTLS I3 MER SN Ko ickev £ L7, LL

DY R—k,

AE, TLS 12 ¥ AR—bhSnTWnE Lz,

| AR
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Firewall Firewall
Management | Threat
Center Defense
FDM ZAfi I L T, 7.1.0 7.1.0 FDMZiH L TR ELFATT 2 &, BHBL O~ —V ¥ T 7k
FMC |2 X 2 HHIC AFREICMNZ T, BEOTZDIZFMCIZYI Y Bz 7= & &2, FDM T
FTD Z& & L £, TLETRTOA v F—T oA AREMERESNET, T78A 3
=R =X 2 VT 4 =2 EOMDOT 7 4V FEREI
RFEFENRNZ LICHER L TLZEV, FMCCLIZfEHT 2 &, &HH
REEL~FX =V XTIV BARTEOADMERFREINET (L 2E, 7
T AV NDOWNEA v H—T = A ARRIIRFFINEREA) o
FMC 2BV x5 L&, FDM 2 L CTFTD 2 H T& /e v &
7
BB/ X3L7- FDM B : [ AT LRE (System Settings) 1> [E
B+t >4 — (Management Center) |
T I T L—RKAT—|6.7.0 6.7.0 [T /34 28 (Device Management) |-X— 2, T3 ANT w77
BATTINA A% T L= RENTHENEI N (BEXREOT v 77 L— RRR) R0 &
NET D, BOT T T L — RPRE LR LI /e E O, EFExGT A
AT LT v ST = RERPRREIND L HITD E LT,
POH/AET Sl : [T/34 R (Devices) |>[T/314 XAEIE (Device
Management) ]
Firepower Chassis 6.4.0 6.4.0 Firepower4100/9300 >V — X 5 /34 ZADEEIE, [T /3 A& (Device
Manager ~DU > 7 Management) ]-~<— 3712, Firepower Chassis Manager Web A > % — 7 =
Vo T r7EeX, AASNDY I INFREINET,
BHUAET Sl : [T/314 X (Devices) |>[T/31 AEHE (Device
Management) ]
ExMH & RO T —(6.2.3 6.2.3 [7 /34 A& B (Device Management) | ~X— JIZEHXRT /N4 2D
HBATT A A%T 4 N=T g UERPEREND LI, EFEEBIOEHOA T —
NET D, N—=Ta BATT A A% 7 VAT HHERED BN S AL E LTz,
flaE£T~T D,

/AT Sl : [T/34 R (Devices) |>[T/31 REE (Device
Management) ]
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