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A—RKR NSV

n—rnsvovy |

EtherChannel U > 7 (%, BEETE/II5EIP 7 FL A, TCP R— F B L UDP R— FHEEIC
HASNT, Oy 2 TAITY XAEFEHLUCGRRINET,

N

G¥)

AA wFTIE, 7=V XA source-dest-ip F 7213 source-dest-ip-port  (Cisco Nexus OS F 7213
Cisco IOS @ port-channel load-balance =~ > K& &) ZEHTHZ a6 LET, 77
AZD) =PRI T T4 w7 e R~ T 2560 HL0T, n—=R AT AT

EtherChannel ) 7T & 14

ALTlHEvian F—U— REHFEH LRV TS IZE0,

EtherChannel NV > 7 g — N RXT ov vo FIZEBE RIFLET,

R — R NT U U TIEEICATRE L IIR Y £H A, NAT 2R ET D5 A1E. 747 — K X
Ty REVE—2 Xy hETIPT RVARKR— IRV ET, VE¥—2 N T 7409 71F
Ny T allESWTHID =y MOEEINDT=D, 7 TAXIIIEAED ) X —2 T T 4w
JEHEIELWL=y MIU XA L7 NTHXLERHY T,

EtherChannel (Z1%. TLEMMRENHEAAETN TOHET, UL, T XTO U 7 oEfE7a b
AN AT =R AEFT=LA—LET, VI DIOTHEENEETDIE, F T 74w 7I13EVOD
Uo7 M THABEET, EtherChannel D XTD Y 7 BEFED = F ETIEIE L7223,
M O2=y "REET 7T 4 T THDIHERIE. TO2=y MIT T RAZPLHEIREENET,

MEAA YF I RT LNDES:

1 > @ Firewall Threat Defense (2D X DA X —7 = A A% A3 K EtherChannel {2 A#L
%HZ LN TEET, 1O Firewall Threat Defense (2D X DA v X — 7 = A AL
DI, VSS. vPC. StackWise. F 7213 StackWise Virtual Dl 7 D A A~ FITHHET 5 & & T,

AA v FIZ Lo Tid, A3 R EtherChannel I K2MEDT 77 47 Vo 7 2R ETEET,
Z DEETIZ, VPCNDI T DAL v F i, ENZENI16{EDT 77 47 Y > 7 @ EtherChannel
ZYAR— T HUERHY E9 (f : CiscoNexus 7000 & F2 > U —X 10 ¥HE > b A —H
v hET2—)L) |

EtherChannel C8MADT 77 4 7V v 7 Y HR—1FT DAL v FDIFH, TRVATLT2E
DAL FITHHe 5 L. A3 K EtherChannel IZF e K 16 HOT 75 47V v 7 BRETE
S

WOKTIE, 4 /) —RKITFAZBINE ) — KT TFAXTDI6T VT 47V T DANRLK
EtherChannel 7~ L £,

IZ# 11+ % Firewall Threat Defense M %~ 5 X 2 M EfHCisco Secure Firewall 3100 DY 5 X2 1) U5 .



(245 1+ % Firewall Threat Defense 0% 5 X %2 D& BCisco Secure Firewall 3100 09 5 X% >4 |
. Firewall Management Center ~0 7 /4 X D4 — T )L & B0

Router or
Access Switch

Switch 1

Virtual Switch Link

|
port-ch

8

anneld

' Node3 | |

port-channeld

Switch 2 Switch 1

_ﬁ E—Elg_

Router or
Access Switch

Virtual Switch Link

Switch 2

L.

Firewall Management Center ~D 7 /314 X D4 — 7 JLi&#E & B0

7 FALY T ERET DA,
=R ZAZHEY 7 2 LTEETERWIRY, 77 2AZTEBLEEA, LEd->

FIE

&

T, 7 7 AZZBHT DHNZ,

TNA 2T D MBERH Y £, BAERNITIZ, §XTo

7T ALY 7 DEEFR TE TV DLRERH Y £7,

7 IAZHMY) 7 Xy FU— EHRy NU—7 BXOT =X Xy NI—T =T

JVCHHRE LET,

AT9T2 Ty T AP —LEXT AN —LOBRERELET,

a) JIARLHI) DRy FU—2IT,

L1100 31 FELARDEIICMTU ZRELET,
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ATvT3

ATvT4

Firewall Management Center ~MD 7 /34 XD/ — 7 )Lk &£ B .

F7 I NTE, 7T AZEY 7 D MTU 1% 1500 /3 T, ZD=d, 7T AH
=KD ZAZEY > 7 OMTUIL 1600 XA MIRESINET, T—F A H—T =
A A K Y EHNMTU 2T 2855813, ZAUTS CTERAA v T D7 7 AXHEY
7 O MTU 0 L T 7ZE 0,

b) A7 =3 @ EtherChannel 2&®, 7 v 7 A M) —ABLOF T A R — LR TY
AAHIEY) A H—T o f AEBRELET,

IS AR 7 DBELEICONWTIZ, [ZFRZEIY s A B —T A 2Ry b
U—7 (10_—Y) | 2R LTI,

c) AsXr K EtherChannel #5827 v 7 A M —ABIRF T A M) —AEBIROT — 4 A
H—T 2 A AEFRELET,

A3 K EtherChannel D7 — 7 WAERED FIEIZHOW TR, 7 9RAZ A X —T x4 AT
DT (9—=) | ZZRLTIZIV,

AL RAS CBROTNV—=TNORAZ L RTr T /84 Z& LT, 4/ — N% Firewall
Management Center (1B L %97,

TNRAADBNMEZBLTLLTESN, H—OT A AT FAXEEHR L, %nb/— %8
MTEES, T RZBMLTZ L X Tl E (A8 A, 77®8A 2 he—b
AU =) &, HlE ) — Rnbd_THr 2% ) — Rk SNET, 772X Z2BRT5
EEICHIE ) — RE®IR L E4,

HIE ) — RIZT 2574 2T FAZHEY o7 ZHHC LET,
oo /) —REBIMTHE, TNHD ) —RE 7 7 AXZGEY) v 7 REEMEALET,

(6=3))

I TALRENY 7 OLF, FTTIP T RV AZBRELRWTL E S, 7 T AKX DB
W, VI RBHY v A B —T =2 A ZD MTU Bl b@EWTF —4% A 2 —7 =4 A MTU
X0 H 10034 FZVMEICHBIMIZERESN D20, RENMERL RV E L, 2L, 7
T AZEFNY > 7 D MTU % 2561 ~ 8362 ICiXET D Z LTSI EFA, 7r Yy 7 T —)L
DIENFR T, 2O MTU YA I AT LAEMEICKRE CIEd D £ A, 7 7 AX ZBNT
% & ZITMTU A Z OFPHICRE SN TWDLHEE, [ ¥ —7 =4 A (Interfaces) ] ~—
IRV, FEITS362 LV b RELSTHZLZ2BEOLET,

a) i — RIZT 57 /314 AT, [T73 A (Devices) |>[7 /31 A% B (Device Management) ]
DIEICER L, [#iE (Edi) 1 (£) 227V v 7 LET,

b) [ % —7 <A A (Interfaces) 1227 Vv 7 LET,

) AV X —TxAREARX—TMILET, 7T AHXH|#HY > 7|2 EtherChannel Z {3 2%
BElE. TRTOAN—F A X =TV LET, WA Z—T A4 2D EB LD
A =T F v MRIEOHRZZRL TS0,
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92 A2 DIERK

Firewall Management Center N 1 BLLEDT /A A TU T AX B L 7,

FIE

d)

e)

(245 1+ % Firewall Threat Defense 0% 5 X %2 D& BCisco Secure Firewall 3100 09 5 X% >4 |

1:95R8H#) v I4 08— 14 ZOFEMIE

Edit Physical Interface

General IPva IPv6 Path Monitoring

Name:

b Enabled

(f£%&) EtherChannel Z3BJ L £, EtherChannel DR EAXZR L T 72 &0,

7 ZALENY 7 CREIR N T T 4 v 7 EBHETE DL, ZTAXFHIEY 7 DA
VN =T 2 RAZX LT OnE— REFHTAHIZLEBED LET (T 741
MET 7T 47— RTY) . ZFZARAZEHY 71X LACP N7 7 4 v 7 DF—/3—~y
REVEE LEFA, ZHUIRE SN, RELTEXY NV—7THLIMHLTT, iF:
5 — 4 EtherChannel % Active T — RIZRETHZ L 2RBEIO L £,

[{#7F (Save) 1> [EBH (Deploy) |DIEIZZ U w27 LT, A H—7 = A ADLEH &l
J—RICERLET,

ATY T [T/31 A (Devices) |>[7 /34 A& (Device Management) | DJIEIZER L CTHv5, 1B
(Add) 1>[Z 7 A% (Cluster) | DIEIZERLEF, > >

[7 5 A% OEM (Add Cluster) |7 4 ¥— FRFRINET,
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e |

2:[9 5 R5MEM (Add Cluster) ]9 44— K

Add Cluster Wizard
o Configuration 2 | Summary

4 Create a cluster for supported models. Note: For the Firepower 4100/9300, use the Add Device option.

Cluster Name*

ftdcluster

Cluster Key

Control Node
You can form the cluster with just the control node to reduce formation time.

Node* Cluster Control Link Network*

172.16.0.50 10.10.10.0 /| 24 (254 addresses)
Cluster Control Link* Cluster Control Link IPv4 Address* Priority* Site ID
Ethernet1/7 10.10.10.1 1 0

Data Nodes (Optional)
Data node hardware needs to match the contrel node hardware.
Node* Cluster Control Link IPv4 Address* Priority* Site ID

172.16.0.51 v 10.10.10.2 2 0 Remove

Add a data node

AT T2 H# ST 7 47D [7 T AFX4 (Cluster Name) | EFBFEHD [ T A% % — (Cluster Key) ]
EHEELET,

«[7 7 A% 4% (Cluster Name) ]: 1 ~ 38 350 ASCII X741,

« [ 7 A% %— (Cluster Key) ]: 1~ 63 35D ASCII 3LF5, [ 7 AH F— (Cluster
Key) |DOfEIIH 5 —% AT 572 DIERHINET, ZOEX, T—4 XA RNT 7 1>
7 (BEHCIRREDEH-CIRE SN D /N v N &) [T B L EdA, T—H /AT T 4
70X, W7 VT TXFARE L TEEINET,

ATw 73 [l /— K (Control Node) JIZ2W\WTIE, DX I IZHEELET,

[/ —F (Node) ]: HMNZHIME /) — NIZT 2734 2% L F 7, Firewall Management
Center N7 T AXZKTHE, 2D — RBRINTZ 7 AZTBMENTHIE / — Ric
R FET,

GE)

) — 1408z T5— @) T4 L BERINTVEEAE. ZTOTAavEI Yy
J LTREDOHEEFRRLET, ZVIRXAXZOEKEFT Y /L, BBEEBERLTNHEY
TR DRIZRED LR H Y £9, wizHlZR~rLET,
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& 3: REDRE

Configuration Issues

PN Incompatible Smart License(s) - AnyConnect APEX
configured on node

@ node device deployment is pending.

Close

FEREOMBEERERT HI2E, VR — P55 D VPN T4 v 2 &2 HIR L, T ORE
DEFZET A ZTEBHLET,

[T ALY > %>~ T —2 (Cluster Control Link Network) ] : IPv4 %7 % v F &5

ELET, ZOA L F—T A ATIEIPVO TV R— F IR TWEH A, [24]. [25]. [26].
FRERN 7Ry hERELET,

o[ ZAZHl#Y > (Cluster Control Link) ]: 27 7 AXHIEHY > 7 (2T 2 %P1

H—7 = A A F 7= 1% EtherChannel % 38R L £ 9,

GE)

JTALENY I A H—T 2 ADOMTUIL, IxbEWT —H A X —7 = A AMTU
£V H 10031 FZVMEICHEINICRESNE T, 7 7 4/L FTiE, MTU 1,600 /31 K
TY, 77 AXHEY > 7 O MTU % 2561 ~ 8362 IZi%ET A Z LRI N FEFA, 7
2y 7 =V OREERFR T, 2O MTU YA X1E2 A7 AEMEICKE TlEdH D /A,
7 T AR EBINT HEZICMTU B Z OFIPHIZERE SN TWDLEIE, [THAM R
(Devices) 1>[T/31 A& (DeviceManagement) >[4 > #—27 x4 X (Interfaces) ]
N—=UTMTU % 8362 LW b RELTHZLABEIDLET,

I TALKIENY VIR SN TS AL v TF O MTU 27 (B VvE) IZEREL T
KIEEW, ZHLpWnWE, 7T RAFBRRICTEB L £,

«[7 T AZHEIEY > 7 1Pv4T K LA (Cluster Control Link IPv4 Address) ]: 2D 7 4 —/L K

Wi, 727 AZEIEY 7 2y NT—T7 DERPIOT RUVANEBIMICATSNET, HE
WIELTHARA N RLAERETX FT,

[ FFAAVT 4 (Priotity) ]: $iHl ) — ROBRICHT B -0/ — ROFF5A4 4V F 1 %

RELFET, TT7AFVT41Z1~100THY, | NEEDTTAALY T 4TI, D/ —
FEOT7I7A4F) T 4 2ELSERE LT, 7 T AINRENIEKENT-ZEXIT, 2D/ —
RSl EFe il — RicZe £,

« [¥4 RID (SiteID) ]: (FlexConfig#fE) Z D/ —FKDOH¥ A FNID% 1 ~8 D TANL

FT, MHEOICERET D ETA NI TAXY IR0 ET, T4 L7 XDOR—
B ¥—Tar, A NLEMW, 7532 F2 70— )T o8, TEMELEELM
SHHZEEHE LY A MY T AZDIBIO T A X~ A X%, FlexConfig HEHE % i
ALEEAICORBRETE ET,
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ATy T4 [7—%/—F (DataNodes) | (A7 a>) T, [T—%/—FK%ZiBM (Addadatanode) | %
JV w7 LTI TAXZ ) — REBMLET,

7T AE DA EFILT HT-OIHIE ) — ROBLTY FAZEZRRTLHZ L, TXTO
J—FR&EZZTEMTHILELAHETT, &7 —¥% /— RTUTFTERELET,
«[/—FK (Node) ]: BT 25T /A AZRIRLET,
GE)

J—F4ofic 15— @) T4 arRmERIATVAEAL. TOTA LAY
JLCREOHELERLET, 7T AZOFMES ¥ oL, BEERELTHD 2
52K DI D LER b D EF,

[7 7 A& Y > 7 1Pv47 K LA (Cluster Control Link IPv4 Address) 1: 2D 7 4 —/L K
Wik, 27 AZHIEHY 7 kY FU—7 DIROT RUARHERIZ A S ET, BB
JGUTAART RLAZRETEET,

[ ZAA VT« (Priority) ]: il / — ROBRIZKTEZ2D /) —ROT T4 HF VT 1 %
BELET, 7744V T 41X 1~100 THY, | D@D T 744V T 4 TY,

[ FID (SiteID) ]: (FlexConfigh¥fE) ZD/— FDOH A FID % 1~8 DR TASL
T, BEOICHET D VA NEZ TAZ ) IR EHzR0ES, T4 XD —
VB —ar, A MNUEM, 7922 7un—%b )T 4728, TEMELEMEZH L
SHDHZEEHWNE LIV A MUY T AKX DBINO T A X~ A X, FlexConfig #EFE % fif
ALESAICORRETE T,

RATw 5 [#ifT (Continue) 127V 7 LEd, (% (Summary) (&S L. [fR17F (Save) 127 U v
7 LET,

[T /34 A (Devices) |>[7 /A A& H (Device Management) ]-X—IZ7 T AKX L NFERIN
£, JITAZEREMLT, 7 T7AZ ) —RaeRRLET,
K4:95R5DEE

_ frdcluster (2)
Cluster

172.16.0.50(Control} Snort 3

bl Firewall 3120 Threat Defense  7.1.0 Manage Base, Threat (2 more...) Default AC Policy
72.16.0.50

A 172.16.051 Snort 3

Firewall 3120 Threat Defense  7.1.0 N/A Base, Threat (2 more...) Default AC Policy
172.16.0.51

BIERST O 7 — NiZiE, e— R7 A arnFRrInEd,
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5:/—FD&EH

ftdcluster (2)
Cluster

172.16.0.50(Control}] Snort 3

172.16.0.50
B‘\?Z.'I 6.0.51 Snort 3
172.16.0.51

7T AL ) — ROREEE=F—7F 521X, [@H (Notifications) | 7 A 2% 7 U v 7 L,
[# A2 (Tasks) ]%i#R L FE 9, FirewallManagementCenter (L, /— FOBERT LI T A H

Bgks A7 B LET,
Deploy Q Ge 3+ @ adminv
Deployments Upgrades @ Health Tasks ‘) Show Notifications
0 running 3 success 0 warnings 0 failures | Filter
© 10.10.1.12 Deployment to device successful. 1m bds
© 10.10.1.13 Deployment to device successful. Im3s
© TD_Cluster Deployment to device successful. 35s

ATYT6 VI3 AZDOHRE (Edit) 1 () 227V v 27 LT, TAARAEEOREEZHEELET,

EEAVEDRTEIL, 7 TAXND ) — RTlER<, 77 AXRRICEATEET, =& 23,
J)—RILICHETLALELERETCXETN, A2 —T oA ATV T AZLERITONWTORRET
xFET,

ATw 1 [T/314 A (Devices) |>[7 /31 A& (Device Management) |>[2 7 A% (Cluster) ] [Hiifi
W2, 77 AXO [ (General) 172 EOBRENTKTRINET,
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6:9 5 RBEHE

ftdcluster
Cisco Secure Firewall 3120 Threat Defense
Cluster ~ Device  Routing Interfaces Iniine Sets
General rs License e
Name: fdcluster Base: Yes
Transfer Packets: No Export-Controlled Features: No
Status: Malware: Yes
Contol 172.16.0.50 Threat Yes
Cluster Live Status: View URL Filtering Yes
AnyConnect Apex N/A
AnyConnect Plus N/A
AnyConnect VPN Only N/A
Security Engine Health
Intrusion Prevention Engine: Snort 3.0 Initial_Health_Policy
Policy: 2021-10-30
1:21:20
Applied Policies ’ Advanced Settings e
Access Control Policy: Default AC Policy Application Bypass No
PN Default ;\;J ter Bypass Threshold: 3000 ms
Object Group Search: Disabled
SSL Policy:
Interface Object Optimization: Disabled
DN Policy: Default DNS Policy
Identity Policy:
NAT Policy:

Platform Settings Policy:
NGFW QoS Policy:

FlexConfig Policy:

[4f% (General) ]fHEIZIZ, kD7 T AZIZEADHANFRSNET,

« [£&% (General) >[4 A1 (Name) ]: [ (Edit) ] (#/) 227V v 27 LT, ZTRAEZD
RrHEEELET,

General .

MName: ftdcluster
Transfer Packets: No
Status: A
Control: 172.16.0.50
Cluster Live Status: View

ZTDO®RIZ, [4HT (Name) | 7 4 —/V FERELET,
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General (-]

Name: | ftdcluster
Transfer Packets:
Compliance Mode:

TLS Crypto
Acceleration:

Force Deploy: —+

o [ (General) 1>[V 7 AZ AT —HZ ADFKR (View cluster status) ] : [7 T AF AT —
A ADFeas (View cluster status) |V 27 %27 U w27 LC[F T AKX AT —H A (Cluster
Status) | XA 7Ry 7 AEREET,

General Fe
MName: ftdcluster
Transfer Packets: No
Status: A
Control: 172.16.0.50

Cluster Live Status:

[V 7 AR AT —H A (Cluster Status) | ¥ A T 7Ry 7 ATIHE, [TXCTHE (Reconcile
Al) 127V w7 LTTF—Xa=y hOBGFEEFRITTHIELTEET,
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Cluster Status

Overall Status: Cluster has all nodes in sync

Nodes details (2)

Status
> In Sync.
»  In Sync.

Dated: 11:52:26 | 20 Dec 2021

Device Name

172.16.0.50 Control

172.16.0.51

Refresh

Unit Name

172.16.0.50

172.16.0.51

s35z2580k8 [

Chassis URL

N/A

N/A

Q,_ Enter node name

Close

AT9 78 [T/INA R (Devices) |>[T/34 REHE (Device Management) |>[7T/34 X (Devices) | DA

FO Ry xR —T, IJTAFIRNDEZEA L N—FFR L, RO

STEET,

B 7: T3 REXTE

ftdcluster
Cisco Secure Firewall 3120 Threat Defense
Cluster Device Routing Interfaces Inline Sets.
General /3T System
Name: 172.16.0.50 Model:
Mode: Transparent Serial.
Compliance Mode: None Time:
TLS Crypto Acceleration Enabled Time Zone:
Version
Device Configuration: (Cimpor ) (Biport ) ((ownioss Time Zone setting for Time based Rules
Inventory:
Management e Inventory Details
Host: 172.16.0.50 CPUType:
Status: CPU Cores:
Memory:
Storage:
Chassis URL

8:/ — FMEIR

172.16.0.50 v |
[ 172.16.0.50 |

172.16.0.51

Chassis Serial Number:
Chassis Module Number:

Chassis Module Serial Number:

oc

Cisco Secure Firewall 3120 Threat Defense
FIZ2512130M

2021-12-22 1939:13

UTC (UTC+0:00)

710

UTC (UTC+0:00)

View

cl
CPU Ryzen Zen 2 2800 MHz
1CPU (32 cores)

34335 MB RAM

NIA

NIA

N/A

NiA

NIA

Health
Status:
Policy;

Excluded:

RIEEEET D2 L

172.16.0.50 v

o
nital_Health_Policy 2021-10-30 01:21:29

None
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« [&f% (General) 1>[4 1 (Name) ]: [fifE (Edit) 1 (#) 227V o2 LT, 7 TAZA
UN—DRFLEELLET,

General @T

Name: 10.89.5.21
Transfer Packets: Yes
Mode: routed
Compliance Mode: None
TLS Crypto Acceleration: Enabled

FDH%IZ, [4H] (Name) | 74—V FEFRELET,

General @

Name: f 10.10.1.13

Transfer Packets:
Mode: routed
Compliance Mode: None

Performance Default
Profile:

TLS Crypto Disabled
Acceleration:

Force Deploy: -

B (Management) |>[ARA K (Host) ]: 734 AR ETEHIP T RLAZETT 58
A1, Firewall Management Center CTH LW\ 7 KL 2% —HEETxry hT—7 EOT A
AWZHFETED LT LILERD Y £7, RINHHREZELC L, EH (Management) ]
TEBT [AA R (Host) |7 FLAZMREL T D, #EiaHEANILET,

Management 0_:;.

Host: 10.89.5.20

—

Status: v
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AV8—T 14 RADEE .

A3 —T A RADETE

FIE

ATy T

ATy T2
ATvT3

F— B A BE—T A A% A3 REtherChannel & U CEELET, iAo F—T = A R L
LCHEITCEDM—DA L HX—T 2 A ATHDIZHA L X —T A AERETHIEELTEE
j‘o

[T/34 X (Devices) | > [T/ 1 REHE (DeviceManagement) | ZRIR L, 7 7 2 X OFEIZH
% M (Bdi) 1 (4) &7V vr LET,

[f > Z—7 =4 A (Interfaces) %27 YV v 27 LET,

A3 K EtherChannel 77— % A v # —7 = A AR ELET,

a) EtherChannel 1% 1 DLL E3%E L £, EtherChannel D% E&Z S L T &0,

EtherChannel (21X 1 DL ED A N~ U X —T 2 A ABEDDHENTEET, D
EtherChannel (3 XTD / — FIZE7=N > TWATD, &/ — RITRIER A LN~ U H—
Tz A AXI DT T, Il A—Ty M EUREMEZR ESED72DIT, A —
EEBICTHILERBED LET,

b) (EE) @HEDOT 7 AT UA— AL H—T A ADYAIL, EtherChannel |2 VLAN
TAE =T 2 A RERELET, ZOFHEDEKY OEFHSIT, T A F—7 oA AUITHH
HanEd, 7404 —T7=24 ZADBMESRL T ZE,

¢) EtherChannel f > % —7 = A A0 [tk (Edit) 1 (£) 227V v2r LET,

dy ARIEZOMDONRTA—=ZERELET, BHEDOT 7 AT VA=A F—T A RTD
WTIE, =T v RE—RDA v F—T oA ADREEZBR LT EN, £/-, hT v
AXRT LY FE—RIZOWTE, ZV vV IN—T A F—T oA ADHEESR LT
SIEEW, IPSEHAA VA —T 2 AZONWTE, A TA vy FE R T (0 H—
T A AEZRLUTITEEN,

VG ABEMHY A B —T 2 A ADMTUMNT —Z A X —T =4 ZADMTU LV
10034 FULERE LS BWEA, T—F A F—T = AOMTUZH ST HENH D
EWVWH T —NERINET, TIANNTHE, 7T AXHEIEY > 7 OMTUIZ 1,600
NA RNTT, T—HFA B —T A AD MTU 8050 01%. T2 5 22 HI Y
Y7 DOMTU ZHEL L TLZE, 7T AZHIHEY > 7 D MTU % 2561 ~ 8362 IZFEE
TAHZ LIRS N W LICFEBELTLLEE, 71y 7 7 — )LOIBNHIA T,
Z DO MTU YA RE AT LEICHRE CTIEEH D A,

« V—7 v KE— ROY4, DHCP, PPPoE, IPv6 HERXE, BLOFHY v/ n—7
NT RLAFYR—FESNETA, A2 MY —RA  MEROGE, 318y hoY
TFx v b~ A7 (255.255255254) HRETEET, ZOHAE, Fy NU—T F72X
Ta—FREXY AN T RLZAHDIP T FLAIZTFHENEE A,

¢) EtherChannel |2, —EDOFH 7 01— L MAC 7 FL A ZRELET, [FEMRE

(Advanced) (%27 Vw27 L, [T77 4 772MACT KL A (Active MAC Address) |7 A —
VRIZ, MACT RLAZHHHEATRELE T, HiT 16 B> FD 16 #E T,
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7= 21X, MAC 7 KL A2 00-0C-F1-42-4C-DE O34, 000C.F142.4CDE & AJ1LF4,
MAC7 RLARIVNLTFHXY AR EY bty haRFoZ LiIXdTEERA, 2FD, 0D
2EED 16 ETEHFKICT L LI TEEHA,

[A% L /SAMACT KL A (Standby MAC Address) ]I1Ei%E L2 TL 72 &0, BH I
ij‘o

BER 723y U — 7 OB RIE Z B 5 72912, A% K EtherChannel (Z1%. BAE
X hT—=7 TEHESN TR, —EOMACT RLA%F ET%%E#%DE# MAC
7 RUARFEHHRESNTWDEHEE, TOMAC T FLAFHEOH L= MZEEY
F9, MACT RLRAEZRE L TWRWEAIZ, flffla=y "RAEBEINHGA&, HiLv
HElr=y MIA L F—T =2 ATHLWVMACT FLAZEALET, Zhicky, —
B2 R B U — 7 O IENRAET D AR H Y 37,

[OK]%#27 Vw7 LET, DT —% L X —T A AZONTHAENRO FIAZ 0 K
7

ATvTd (EE) A4 —T A AR ELET,

P A v H—T oA AT, RS v H—T 2 AT R CHEITTE DM~ DA X —T = A R
TY, syslog A vE—IURSNMP 2 12, ZDA U F—T = A A TEET,

a)

b)

¢)

d)

e)

f)

[A#72x k (Objects) 1>[ATP ¥ FEE (Object Management) ]>[7 FL R T—
JLU (AddressPools) | #iR L C, IPv4 £721LIPv6 7 KL A — L ZBIMLET, 7 KL
AT =N EBZR LTSN,

®KIETH, FI9AXADZ= biﬁkﬂbé&OD? RUAREEND LI LTI,
FABIPT RLAZZ DT —MZIEEENEEAN, Fl—Fy FU—7 BICHFEEL TV D4
ERHVES, Fr=v M ﬂ@éf%héE%ﬁm~ﬁw7FVX%E%K&E¢6:
LiETEEEA,

[T/31 X (Devices) |1 > [T /31 REHE (DeviceManagement) | >[4 Y2 —T 4 R
(Interfaces) | T. ZWiA v Z—7 A 2D [ (Edit) | (F) 227Uy 7 LET,
[IPv4] T[IP7 KL A (IPAddress) | L~ A7 AN LET, ZOIPT KLARIZ, DV
FALDEET RLAT, HICBAEOHE~L=y MIBLET,

B L7727 FL A F—)L % [IPvd 7 KL A 7—/L (IPv4 Address Pool) | K v 7 & w7
VA M BZERLET,

[[Pv6] > [#A (Basic) ] C. [[Pv6T KL A7 —/L (IPv6 AddressPool) ] v Z o 1
Ao, B LT RLAT— L2 RIR L £9,

WHERBY, oA ¥ —T =4 AFEEITVET,

ATvT5 [Save (RHE) 127 Vv LET,

Zh T, [ER (Deploy) ]>[RRE (Deployment) 1 %27V v L, E|0 Y T=T /A RZAKRY
V—HREATELLVICRD E L, ERAERTLIET, ERITADTIEHY HA,
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— —_ =L
DSRADMDANIIAEZRZ—DERTE
[7 A% (Cluster) |"—TD[F T AXNVATE=H—DRE (Cluster Health Monitor Settings) ]
7 v it WOERTHHIN TV ARENFRTRINET,

9:DSRADMDANIILAEZZ—DHRE

Cluster Health Monitor Settings e
Timeouts
Hold Time 3s
Interface Debounce Time 9000 ms

Monitored Interfaces
Service Application Enabled

Unmonitored Interfaces None

Auto-Rejoin Settings

Attempts Interval BEetween Attempts Interval Variation

Cluster Interface “1 3 !
Data Interface = 5 2
3 5 2

System

K1V SRAANIREZA—DEXE (Cluster Health Monitor Settings) ] 5 3> T—TILDT 4 —IL K

J4—ILFK SR BA

ZA LT T b

(Timeouts)

PR (Hold Time) |fEE C& A2#iMAIX03~458 T4, T 74V MI3IH T, /—K
DIRMEE MBS D728, 7T AKX ) — RiX7 7 AXHG#) > 7 Tl
D) —RIN— = A= ELET, /— R
MINICET ) — R —FE— M A o=V %% E LRWVWEGEE,
ZFOET ) — RIIEEREEITT v RIRIEEE B shE 1,

AV HE—T 2 A ADT | FEETE HHPHIT 300 ~9000 X UV TH, 77 4/L ML 500ms T
7 AWM (Interface |9, A v F—T 2 A ADT Ay AL, A X —7 = A AT
Debounce Time) ERBELTWD LRI, 7 TAENL ) — RPHIBRENS E
TOFM T,
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B /sxs50~1z2x2=9—0%E

J4—ILF

Bl

Monitored Interfaces (&
ZRYDTHREA A —
TJxAR)

AVHE =T 2 A ADNNVA F =2y 713 VI EEEE=X—LF
T, BEORIA VX —T 2 A4 ADTXTOYFR— MR, FFED
J— R ETIEEENEAE LN, o/, — K EOFE Cinof v &% —
T2 AARATT I T4 TR—EBHDIHEE, O — NI 7 T AE0
SHIRENET, /— RN RAN—% 7 F2AZNLEIRTAETO
BERX, A v X —T =2 ADXA T L ZD ) — RIPMESLE* ) —
RTHDMN, FRITZ TAXIIBMLEI L LTWENICE TR
0 FET,

P—eRXT S r—m
> (Service Application)

Snort 7' 1 & A3 LW disk-full 7' B2 ANEH I TNENE )
ZRLET,

EFE=H Y U TRGINDA
VHE—T AR

(Unmonitored
Interfaces)

T B U THBINDA B —T = R B Fom LET,

H B s & DR E
(Auto-Rejoin Settings)

JIGABAL B —T = A
2 (Cluster Interface)

77 A ZHHY 7 \ZEENIEAE LRI H B S ORE &2 FoR
]\/\i‘a—O

#17 (Attempts)

FEETE DHMIL -1 ~ 65535 CTF, T 74/ ME-1 (IEHIR) <
T, R ORITREREZRE LT,

AT ORI (Interval
Between Attempts)

FBECTEHHFAIZ2~60TT, T 74/ MISHTT, HEAGR
ITOREE THRATERELET,

DO N = — g v
(Interval Variation)

FRETE D#MIT 1 ~3TY, 7740 MIMEO 15Td, &7
TLICHRERS TOMNEIEERLET,

TR A B =T A A
(Data Interfaces)

T A H =T = A AEEPRE LIZRICHEER G OREL
FRLET,

1T (Attempts)

FEETE AHMIL -1 ~ 65535 T, T 74V MEL3 T, HiEAS
ORITEEERE L ET,

AATOMIME (Interval
Between Attempts)

BETEAHEMIL2~60 T, T 74/ MI5HTY, HEAR
ITOMRZ RN CTERLET,

gD N =— 3 >
(Interval Variation)

FEETE2HMIT 1 ~3TY, 7740 MIFEO 25T
TEICHBEERLS TN E I MEERLET,

BT

AT I (System)

WET 7 = E L RICHBIHGOREZR R LET, WElT
T, TV v a vRAMOS A LT Y b, —EEORNT
T —a VAT R ERH Y ET,
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J4—I)LFK SR BA

1T (Attempts) FRETE 2HPHIZ -1 ~ 65535 T9, 7 74/ NI 3 TY, BiES
OFATIER AR E L ET,

AATOMME (Interval fRECTE 262 ~60 T, 774/ MISHTY, FHlE
Between Attempts) ITOREE BN TERELET,

RO =— gy |[HETZXAHIILI1I~3TF, T 74/ MIBREO 2 T4, 37
(Interval Variation) TLICHIRERELSTOAIMNE I ETERLET,

\)

FIE

ATy T
ATvT2
ATvT3
ATvT4

ATy Th

() VATLADONNAF 2w I EBERITDHE, VAT LDONLVAT = v 7 REHILIN TN DY

BlIZHEA SN2 W7 o — L RidRrRENnERA,

INOOREIX. OB VarhbEETEET,

FEEOR—FF ¥/ ID, H—OWYRH A > ¥ —7 x4 XD, Snort 70 A, IO disk-full
T ABERTEET, ~NAE=HY UTIEIVLANY T A X —T =4 A F721% VNI
RBVIZR EDRABA V F—T = ATIHFETEINEFA, 7 7AZHM) 7 0E=4Y) T
ERETEERA, 2OV U ZIEFICE=XINTHET,

[T/314 X (Devices) |>[T/3(4 AEHE (Device Management) | Zi&R L 7,

BET L0 7 AL OMICH D [ (Bdi) 1 () 227V v7 LET,

[7F A% (Cluster) 1227 Vw7 LET,

[T AZD~VAE=S—DOFE (Cluster Health Monitor Settings) &7 a2 > C, [fidk
(Edit) 1 (/) 227V vr LET,

[~V AF x> 7 (HealthCheck) | AT A X% 27V 7 LT, VAT LADNVAF = v 7 &l
o LET,
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10: R TLNLVAF v DEME

Edit Cluster Health Monitor Settings X

Health Check @ )
v Timeouts
Hold Time 3 Range: 0.3 to 45 seconds
Interface Debounce Time 9000 Range: 300 to 9000 milliseconds
> Auto-Rejoin Settings

> Monitored Interfaces

Reset to Defaults Cancel m

iSO MRa TR (22 21ET7 —F A F—T oA ZAOBIEIER, / — K2 vFO
A B2 —T = A4 ZADHEMU/AELE., VSS 2 vPC (F 7213 VNet) ZIERT % A A v FDEH0)
EITH L EIZE, VAT LD~V ATF =y ZHEEEICL, B LA v X —T = AD
T=H Y TBEHPTLTIIES Y, PRBYOEENET LT, REOEHENTNTD /) —
Nz ENTZD, VAT LAONNAT =y JEEEBREAENC A v X —T =24 ARE=H
Vo rcxEET,

ATy T6 ARV REMEA L H—T 2 f ADT T AR ERE LT,

o [A—/v FE# (Hold Time) ]: /— KO/ N—hE— K 27 —% & X vt—T ORI
ERELET, HECTEL/AILI~45HT, T 74V MNE3IBTT,

[ B —T A ADT N AR (Interface Debounce Time) | : 7 /37 > AFERIE 300
~ 9000 ms DFIFHTHAERELET, 7 74/ ME500ms TF, fEE/hS<TDHE, A
VHE—T oA ADREE LV REICRHTEE T, TV UCARMEELS T L, BRH
DAREMNEL D Z LICEB L TLEEWY, f U F =T = AD AT —F AFFHRIEE
ToHE, A F—T oA RXFEEL L Ty—IHITINDHET, /—FNEIEEENZI VR
B L E3, 2%, /— Rix7 722 oHIBREVE 9, EtherChannel 73 % 7 LK HE
MHT v TREIZBITT 556 (A4 vy TFNRYa— KENT, AA v T TEtherChannel 73
BT o172 8) | TADCZAKHB LV RS2 K= DY RIZBWTHID 2
TAB ) — ROFFNEERIRT-D, VT AL ) — RTA U HZ—T 2 ADBENERIND
ZEEBFHENDHY FT,

AT Tl ~NARAF =y 7 RKWEOHEFER Y TAXREE DAL ~A A LET,
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11: BBBEHESDRE

v Auto-Rejoin Settings

Cluster Interface

Atternpts -1 Range: 0-65535 (-1 for unlimited number of attempts)
Interval Between Attempts 5 Range: 2-60 minutes between rejoin attempts
Interval Variation 1 Range: 1-3. Defines if the interval duration increases. 1 (no change); 2 (2 x the previous

duration), or 3 {3 x the previous duration).

Data Interface

Attempts 3 Range: 0-65535 (-1 for unlimited number of attempts)
Interval Between Attempts 5 Range: 2-60 minutes between rejoin attempts
Interval Variation 2 Range: 1-3. Defines if the interval duration increases. 1 {(no change); 2 (2 x the previous

duration), or 3 (3 x the previous duration).

System
Attempts | 3 Range: 0-65535 (-1 for unlimited number of attempts)
Interval Between Attempts 5 Range: 2-60 minutes between rejoin attempts
Interval Variation | 2 Range: 1-3. Defines if the interval duration increases. 1 {no change); 2 (2 x the previous

duration), or 3 (3 x the previous duration).

[ FAHA B —T x4 A (ClusterInterface) |, [7—H A ¥ —7 = A A (Datalnterface) ].
BELR[AT L (System) [WIROEEFHELET (W=7 —IZiX, 77V r— 3 O
HMEALT TN, —BUORWT TV = a VAT A ARERDY ET) .

o [R17% (Attempts) ] : FFEA ORATIEIEE 0 ~ 65535 OHFFAOMEICERE L E3, 01XHE
HREAEmENMELET, [T AX A H—T x4 A (Cluster Interface) | DT 7 # /b Ml
-1 (JEHIFR) T, [T—%A ¥ —7=AA (Datalnterface) ] & [ A7 A (System) ]
DT 7 v MElE 3 TY,

« [AITOME (Interval Between Attempts) | : FHfEARITOMEE 2 ~ 60 D/ HAL TER L
FT, TIANMEZS 5 TT, 7 TFAX~OHSME /) — RBRITT D KRG FHREH
1. B OBEEIAR D 14400 4 (10 H) IZHIBR S v E T,

o [ NY =—3 3 > (Interval Variation) |: Mf@& NI E 2> nEEHZLET,
1 ~3DFHATHEEZZFELET (L: ZH L, 2: BAIORRO 2%, 3: EATOMED 3
) o =& E MRE S DICREL., Bo%x 2 ITRE LSS, &AORITH S5 50
. 2 HORITR 10 3% (2x5) . 3BEHORITA 20 0% 2x10) L7220 EJ, 7
T AN MEIL, [T AFA X —T A A (Cluster Interface) | DIEAIT L, [T—HF A
42 —7 A A (Datalnterface) |FEB L[ AT A (System) | DHEIF 2 TT,

ATV T8 [T=XVUTHGEDA 4 —T x4 A (Monitored Interfaces) | £72IL[E=F VU > 74D
A > ¥ —7 x4 A (Unmonitored Interfaces) |V 4 > RUTA U H—T = A AEBEL T, E=
BV TRGDA L E—T 2 A RERELET, [M—ERXAT7 TV r—varox=F) 7
ZHNZ I 5 (Enable Service Application Monitoring) ] &4 > £72134 72 LT, Snort 7' ut
A & disk-full 7B ADE=Z Y T e AHEITENIT L LTS ET,
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22:FE=BYIHRHEA VA —T 24 ADEE

v Monitored Interfaces

Monitored Interfaces Unmonitored Interfaces

Add

Enable Service Application Monitoring

AVE=T A ZADNNAF =y 73 VI EELEE=F—LET, FEOWwmHA L F—T =
A ADTRTOYER— b, FHED /) — K ETIIEENRRE LR, Bl /) — N EDOR Cig
AL HE—T 2 A RATT I T4 TR — RO LIGEE, 0/ — RNE7 FAZNLHIBRIILE
T, S KB ANR—% T TAEZNLHIRT 5 E TORIZ, A1 X —T A AKX AT L
FD ) — RBHELE A/ — R THD0, 37 FAXIISML LY ELTWANI Lo THE
RV ET, TTZAHNEITHEH, ~MMATF 2y 7 FTRTCOA v F—T =4 A, BIL O Snort 7' 12
£ 2 L disk-full et XA THEN > TWET,

e xiX, BEHA LV —T A R L, MWEUSNDA L Z—T 2 f ADNVAE=H Y T %
N TEET,

IS0 MR VEER (2 2IETF =2 A 2 —T A ZADBMNHEIER. J —FLAL v FD
A B —T = A ZADAMEAER L, VSS 2 vPC (F7-1Z VNet) ZTERLT 5 2 A » FO8)
ZATO L XTI, VAT LDV ATF =y VRN L, Bk LicA v F—T A 2D
FT=HX YT HEHCL TS, MR YOEENET LT, ZREDEENTITD /) —
RiZRIS N b, AT LONNAT = v VTEREZHEANCCA VA —T oA AeE=H
Vo7 cEET,

[fRTF (Save) 1227 U w7 LET,
RELAFLZEBLETHELATFOREMEZSHRL TIEIN,

DSARAZ/—FDEHE

IS AR EBEALTERIE, 274 X2l —YarEEHRL, VT9RAK ) — REEHTXE
TO

. IZ# 1+ % Firewall Threat Defense M % 5 X 2 O ERfCisco Secure Firewall 3100 DY 5 X2 1) V4


management-center-device-config-73_chapter4.pdf#nameddest=unique_43

| [Z# 11 % Firewall Threat Defense D% 5 X 2 M ERfCisco Secure Firewall 3100 DY S X2 1) 4
gL szas—roiem ]

FLWISRAE/ — FDEN

1 OULEDH LN T2 ) = RERFDOT7 7 A2 TEMTE £,
FIE

AT T [T/34 2 (Devices) |>[7T /73 A& H (Device Management) | DJEIZEIR L, 7 T A XD [*
Off. (More) 1 () %27 U v 27 LT[/ — FZiEM (AddNodes) ] Z&RL£9, >

13: 7 — KMiEM

ra

Break Nodes

Edit Configuration
Cluster Live Status
Break Cluster
Revert Upgrade
Delete

Health Monitor
Troubleshoot Files

[7 7 A% DEH (Manage Cluster) |V ¢ ¥ — FRFREINET,

ATV T2 [/—F (Node) | A=a—MNbHT 3, ZA&ER L, LEISUTIP T FL A, EBIEIEN., B
FOY A NID ZFELET,
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B 509525/ —roem

14:[0 S RA 32 NDEE (Manage Cluster) ]9 4« ¥ —F

Manage Cluster Wizard
o Configuration 2 | Summary

Cluster Name*

ftdcluster

Cluster Key

Control Node
You can form the cluster with just the control node to reduce formation time.

Node* Cluster Control Link Network*
172.16.0.50 v 10.10.10.0 /24 (254 addresses)
Cluster Control Link* Cluster Control Link IPv4 Address* Priority* Site ID
Ethernet1/7 v 10.10.10.1 1 0

Data Nodes (Optional)
Data node hardware needs to match the control node hardware.

Node* Cluster Control Link IPv4 Address* Priority* Site ID
172.16.0.51 W 10.10.10.2 2 (
Node* Cluster Contral Link IPv4 Address* Priority* Site ID
| Type device name Il [10.10.103 | |3 | |o Remove

Add a data node

ATY T3 EHIC/—FKRZBMT 52, [T—%/—K%EM (Addadatanode) 1 %27 U v 7 LET,

ATw T4 [ffT (Continue) %27V w7 LEd, MEE (Summary) ]ZHMEE L. [£R1F (Save) 127 U v
7 Lij—o

HAEBRGFEIN TS/ —RiZiE, e— 7 A aryBERRENET,
15: 7 — FD&E%

] - ftdcluster (2)
== Cluster

172.16.0.50(Control) Snort 3
172.16.0.50 - Transparent

a?Z.‘IS.D,S‘I Snort 3
72.16.0.51 - Transparent

752K ) — NOBEEEE=F—F 5213, @5 (Notifications) | 7A 2> %27 U w7 L,
[# A7 (Tasks) | Z#ERL E£7,
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Deployments Upgrades O Health Tasks (_) Show Notifications
I
0 waiting 1 running 0 retrying 20+ success 0 failures | Filter
**: Cluster
Cluster configuration is being enabled on data node 172.16.0.51 7s
[ ——

/ — FDERS

= RNAZ U RTRTNARAIRD I, 7T AL/ — FeflfrcEsd, 7724
BREMEERLZRVIRY | i) — REBANT 2 2 &3 TEEtA, 7—% / — FOREITHE
IhET,

FIE

ATY 71 [T/IAM R (Devices) | > [T/ 31 REHE (DeviceManagement) | DJEIZE-IR L, FR4AT 25/ —
Ko [ZDf More) 1 G %227V v 27 LT[/ — F&ER4 (Break Node) | &R L £7,

16: / — FDRst

Disable Node Clustering

Break Node

Delete

Packet Tracer
Packet Capture
Health Monitor
Troubleshoot Files

FFars T, JITAXD [FEM (More) 1| A==—0b [/ — K& (Break Nodes) | %%
RLTI DL ED ) — RERITEET,

ATY T2 BAOHEEZRD LN, [1TW (Yes) 127U v 27 LET,
B 17: BRI ORERE

Confirm Remove X

Are you sure you want to remove node 172.16.0.50 from the cluster? It will be
converted to a standalone device.

No Yes
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9T R32DEERR
JIGAREMEL, TR_RCD ) —RERAFZ L RTa AL A CERfRTE 4, #li — Fix
A HE—=T 2 A AL X2V T AR —DOREEHRFLETE, T—F ) — N CTIHXRENY
Eanxd,

FIE
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7 AL ) — RO EE=F2—T 5121, [EH (Notifications) | 7 A 2% 27 U v 7 L,
[# A2 (Tasks) | ZEIRLET,

ATy 1 J—FEBRBATLZZLIZEY, §XTHY T AKX J— K Firewall Management Center C4& Hf X

NTWLZLZMRLET, 77 A%/ —FORE @41 ~—Y) 2ZRLTIZSN,

AT9FT2 [TINA R (Devices) |>[T/ 1 RAEHE (DeviceManagement) | DIEIZIRIR L, 7 7 AX D [Z

Offs More) 1 ¢) %27V w7 LT[V T AKX %f#E (Break Cluster) | Z3#IR L £7,

18: 9 5 X3 DR

s
Add Nodes

Break Nodes

Edit Configuration
Cluster Live Status
Revert Upgrade
Delete

Health Monitor
Troubleshoot Files

ATYT3 U IRZEMRT HEORDENTZE, [1TW (Yes) 15227V v 7 LET,

19: fERRDHEE

Confirm Break X

A cluster break will be performed on nodes registered to the management
center, and nodes will be converted to standalone devices. Before you break
the cluster, use Cluster Live Status > Reconcile All to detect any missing nodes
so they can also be converted to standalone devices. Control node deployment
will be triggered, if static route is configured on diagnostic interface. Are you
sure you want to break cluster ftdcluster?.

Mo Yes
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v5z8 s emm=T5 |}

7 T AR OfiRREE =X —9521%, @A (Notifications) | 7A 2> %227 U v 7 L, [XAY
(Tasks) | ZEIRL £,

DIRBYV T HENT D

J— FOHIRIZIZ T, £RIZA T T ADEDIT ) — RE2IET 7T 4 7T 55
AWHYFET, ZOFIEIX, /S — RE—FNHET 774 7T D700 O TT, /— RiE
5| & #% % Firewall Management Center D7 /31 AU A MIFRENET, /—FBRET 27T 47
W25 e, TRTOT—HA LA —T A ANV Yy NI ENET,

FIE

ATy Tl Bt b=y M LT, [T/8M4 R (Devices) |>[T/\1 R EHE (DeviceManagement) ]
DI L T[Z DM More) 1 G) 227V v 2 L, [/ —FDZFAZ) 7 EBHT 5
(Disable Node Clustering) ] Z 8RR L £,

B20:95R2) VT EEDT S

Disable Node Clustering

Break Node
Delete

Packet Tracer
Packet Capture
Health Monitor
Troubleshoot Files

M) — R CTrI7A2AL) Tt EHE, T—% ) — KD 1ORH LWEIE L — RIic7z2 v
T, B, PREFREEREIC OV TR, HIH ) — REEZ58H3 5 & T TOERN Fa v
TENDLTZD, FHLWEIE — R E TR A2 HMETT20ERH 0 3, K — Ry 7 A
ANOMWE—D ) — R THAHGEE, TDO/—RFRTIITAZ ) U TEHBEHITAZ LT TEEHR
Moo

ATFYT2 J—FRDIIFAEZ) TN H L 2R L ET,

J— RiX, [T/34 A (Devices) |>[7 /31 A& # (Device Management) |V A kD4 HIDOREIZ
[ (%) (Disabled) ) ] &F/RSNET,

ATV T3 7T AZY T EFHOENNCTHICE, 7T AZ~OFESM 373—) 28R L TLIEE
/AN

D IARAI~DBSM

(T 2T A F =T = A ATEENBELIZTZOIW) /— KRBT T ZAZNBHIRS LI
B FREFFEHTY IRAZ2 Y 72BN LIEGEIE. 7 7 AZICFHTHSINT 5481 H
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(245 1+ % Firewall Threat Defense 0% 5 X %2 D& BCisco Secure Firewall 3100 09 5 X% >4 |

DNET, 7ITRAX~OFEBMERITTDEN, BENMELIN TS Z EE2HERLET, /—
K& 7 A2 NLHIBRTE BB OFEMIZ OV, (772X ~0HESM (60 <—) |
LTI,

FIE

ATV BEADNT L=y M LT, [T/A1 X (Devices) 1> [T/314 REHE (Device
Management) | DIEIER L CT[Z DM (More) 1 ¢) 227V w2 L, [/—FDZFAEY
7 %29 % (Enable Node Clustering) ] Z 34 L £,

RTYT2 2=y NTIITARZ VT HANITHZ LR LET,

HlfE /) — FDERE

HilfE ) — FE2EHS 5 BEOFET, 6l — R Tr A2V o 728 L, B LOHlE -~
=y FOBREFF-ThD, 7T AZ ) 7 2RERANIT HH5ETY, filll/, — R et o=
=y NEHBIRRET AUEROLLGEIE. 207 a OFIRAMEALET, ok, FRk
EPREEREIZ SV TR, WO FIETHIE /) — FEE 258 25 & T~ TOHRS N v
TEINDTeH, F LW — N ECHE A LT D MERH D £7,

HilfH ) — F2ZE T 21203 WOFIEEZFEITLET,

FIE

AT 971 [TINA4 R (Devices) |>[T/31 REHE (DeviceManagement) > [ZDffl (More) ] () >[Z
FABDT AT AT —4 A (Cluster Live Status) | ZEIR LT[V T AHX AT —H A (Cluster
Status) | ¥ A 7RI ARy 7 AEHEET,
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K21: 95 REDRAT—2 R

Cluster Status

Overall Status: [&l Cluster has all nodes in sync

Nodes details (2)

Status Device Name
> InSync. 172.16.0.50 Control
> InSync. 172.16.0.51

Dated: 11:52:26 | 20 Dec 2021

Refresh

Unit Name

172.16.0.50

172.16.0.51

vsz2azEnmEe

Chassis URL

N/A

N/A

Q, Enter node name

ATF9 T2 flfla=y MZLEWa=y MZOWT, [Z0ftt More) | ¢) >[—/L&HI#IZZHE (Change

Role to Control) | # &R L F 7,

ATY T3 v VOEFEEERT DL ICKROONET, T=v /Ry I A4 N LT[OK] 27 Y v

DS REERE

FIRE

ATv I

7 LET,

DL LS

I TALBREEMETEET, VITAXX—, JITARAXHBE) I 42 —T A A, FTIZ
I TABEHY Ry N =0 BERTLH L 7T AXIABIHER SN THER I NE
To VITAEPHERENDET, bT 7 4 v 7 OFMRBAET L AEENAHY 5, /—F
DI FTAZEIHY 7 OIPT RLA, J— ROBENERL, £7213% A NIDZEETLH L, &

BEZ D ) — ROBNEA SN TI T AXICHEBNENET,

[T/84 R (Devices) |>[T/31 REH (DeviceManagement) | DIEIZEIR L, 7 T A XD [%
Offs More) 1 ¢) %27V v LT [RELME (Edit Configuration) | Z#IR L £ 7,
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B /oxs5x0ms

2B EDIRE

E
Add Nodes
Break Nodes

uster Live Status

Break Cluster
Revert Upgrade
Delete
Health Monitor
Troubleshoot Files

[7 7 A% D& (Manage Cluster) |V 4 ¥ — RRFERINET,
ATYT2 VTAXHEERHLET,

23:[9 SR B DEE (Manage Cluster) 17 4 ¥ — K

Manage Cluster Wizard
o Configuration 2 | Summary

maintenance window.

4 Editing the cluster bootstrap configuration results in disabling clustering temporarily. This operation may result in traffic disruption, and you should perform bootstrap changes during the

Cluster Name*

ftd_cluster

Cluster Key

Cluster-level changes

Control Node
You can form the cluster with just the control node to reduce formation time.

Node* Cluster Control Link Network*

172.16.0.51 ~ [ 1010.100 | 1| 24 (254 addresses)

Cluster Control Link*

I0E |

Ethernet1/7 | 10.10.102

Data Nodes (Optional)
Data node hardware needs to match the control node hardware.

Node* Cluster Control Link IPv4 Address*

Node-level changes

172.16.0.50 v 110.10.10.1

7T ZAZHIEY 7 23 EtherChannel D5, A v X —T 2 A AD Ry TR T XA =2 —0OF;
WD MR (EBdit) 1 (F) 22V w7 LT, A Z—TxA ADALN— 7L LACP D

REZmMETEET,

ATw 73 [KiAT (Continue) 1% 7V w7 LET, MEE (Summary) (%R L, [fR1F (Save) 127V v

7 LET,
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15247 —roEs ||

D3R3/—FDEE

FIE

ATy T

7 T AE ) — ROBERRIG LI235E1E. 7 731 A7) b Firewall Management Center (2%} L C 2
TABA U=y T HRETEET, 72L& 21E. Firewall Management Center 23 FFE D 7 1 &
ATHBEINTNDD, Ry NT—Z RS L5E6. 7—% /) — ORI T 52 &
N ET,

7 A% D [Devices] > [Device Management] > [Z Dt (More) ] (0) ZER L. KIZ [Cluster
Live Status] % 3%4R L C [Cluster Status] A 7 2 7R v 7 A% Bl & £9,

R24:9SRADZA TAT—E R

e

Add Nodes

Break Nodes

Edit Configuration
Break Cluster
Revert Upgrade
Delete

Health Monitor
Troubleshoot Files

AT T2 [T R_CEHBA (Reconcile All) 1227V 27 LET,
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. Y SR FEIE/ — FOHEIBR (B5f2%) &% L L) Firewall Management Center ~ 0 & £%

25:FRCERE
Cluster Status (2]

Overall Status: [&l Cluster has all nodes in sync

Nodes details (2) Refresh ‘ ' Q, Enter node name

Status Device Name Unit Name Chassis URL
> In Sync. 172.16.0.50 Control 172.16.0.50 MN/A
> In Sync. 172.16.0.51 172.16.0.51 N/A

Dated: 11:52:26 | 20 Dec 2021

JTGAR AT —HZZADFHMZHONWTIL, 7 TARAXOTE=FY T (44—) 2B LTL
7230,

PS5 RBZFRIE/ — FOHIRR (Z8#EFR) &% L LFirewalManagement
Center ~ D& %
Firewall Management Center 725 7 7 A X e FERTEE T, Tk, 7 I7AFITEDE

FHEFF SN E T, 7 T A X & H LV Firewall Management Center (Z BT 2580, 7 7 A X &
BEERT D LN TEET,

I TGAEMNS ) — RN D Z L 72 < | Firewall Management Center 7> 5 / — R % B ERARbR 7
HZ b TEET, /— NI FirewallManagementCenter (CFR R IV TWERAN, L7 TR
ZO—HEHTHY, 5IEHMENT 7 4 v 7 ZPELTHIE , — FIT 5 2 L b aReTd, BUEEIE
LTCWAHHNE ) — R&2BEERT 2 2 L I3 T& £ A, Firewall Management Center 7> H £ Z A
AREIC A2 o 7o/ — RITBEMEBR L CH M EVWETADR, BHEERE NI 7V a—T 4 v 7T
L, 77 AZO—EELTHERLTEB ZEHAHRETT,

T T RH DRERRER

« Firewall Management Center & 7 7 A% & O OT X TOBENUIR S ET,

o [T3A4 ZEPE (Device Management) | X— 0057 T A X PHIFREET,
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FIE

ATy T

ATy T2
ATvT3

9 S REFEIE/ — FOHIBR (B8%#2E%) & %L L) Firewall Management Center ~ 0 &% .

« JTABEDT T v N7 4 —ALHER Y —"T, NTP % fff] L C Firewall Management Center
MO EZET D LI ICTRESN TV DLGEIE, 7 7 AFB e — I VHERICE S
i‘é—c

CREIXFOEFIIRDTED, VITARAZII N T 7 4 v 7 OB EHATLE T,
NAT S VPN 72 E DR Y ¥ —, ACL, BL A v F—7 = A AREITHER S5,

[Al U FE 721351 Firewall Management Center (27 7 A ¥ & FE&kT 2 &, HENHIBREI NS T-
O, JIAZIIEDORER TR T7 7 4 v 7 OB EAFIE L E T, 7 7 AZFEFEDE EMiR S
NDHID, 77 AFRELZBINTEET, BERFICT 78X ar br—b R —&28RT
TETN, FT T4 v 7 B HELET OENC, BEBICMORNY —2HEH L T bRES
BT OMLERDH Y £,

1R B
ZOFETIEH., WITNHD ) — F~D CLL T 7 ¥ ANNETT,

[T/84 R (Devices) |>[T/3\1 A& (DeviceManagement) | DJEICEIRL, 7 T A XN/ —
RO [FOM More) 1 () &2 U w2 LT [EEHER] [HIBR (Delete) ] #3%R L E3,

B26:95R%2Ff3/ — FOHIK

Disable Node Clustering
Break Node

Packet Tracer
Packet Capture
Health Monitor
Troubleshoot Files

7 TAZMN) = REHIRT L L oROLNIZH, [1TW (Yes) 1227 Y v 7 LET,

JTAGAN=DIDEFLNT ASA AL LTBMTSZ LI, 77272/l (F
721X U) Firewall Management Center |28 CTX £9°,

U T AL )= RD1O%ET N A AL LTBMTLE20T, RYDr 725 — Kt shE
ﬁ—o

a) 1207 T A% /) — RO CLLIZHERE L, configuremanager add ==~ > K& H L CTH LW
Firewall Management Center % 73!l L £ 7, Firewall Threat Defense ‘FFA > ¥ —7 = A A D
CLI TOEHEZZML T IZE0,

b) [T/31 R (Devices) |>[T/\1 REHE (DeviceManagement) | Z#{R L, [3BA0 (Add) ]>
[5/54 2 (Device) 122 U v 2 LET,
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management-center-device-config-73_chapter2.pdf#nameddest=unique_56
management-center-device-config-73_chapter2.pdf#nameddest=unique_56

(245 1+ % Firewall Threat Defense 0% 5 X %2 D& BCisco Secure Firewall 3100 09 5 X% >4 |
B 'sx50x=5y>y

ATV T4 KBERD ) — FEBEBNTAHI2E. 792 % 7 —FROBRE (41 ~—) 2BRLTLEE
/AN

—_— — »
DSRARZDE=RYN) Y
7 A &%, Firewall Management Center & Firewall Threat Defense @ CLI TE=4 —TZ £7,

o [7 T AR AT —H A (Cluster Status) | XA 7 a2/ R vy 7 AL, [T /34 A (Devices) ]
>[F /31 2P (Device Management) > [0t (More) ] () 7 A 3 b, £
[7/34 A (Devices) |>[7 /31 A& B (Device Management) ]>[2 7 A% (Cluster) ]~%—
v > 2% (General) |fEIk>[V T AX DT AT AT —4 A (Cluster Live Status) ] U > 7
MHT 7 EBEATEES, >> >

27: 9 S ARADRAT—ER
Cluster Status (7]

Overall Status: Cluster has all nodes in sync

Nodes details (2) Refresh Q, Enter node name
Status Device Name Unit Name Chassis URL

> In Sync. 172.16.0.50 Control 172.16.0.50 N/A

> In Sync. 172.16.0.51 172.16.0.51 N/A

Dated: 11:52:26 | 20 Dec 2021

i, — RIZiZ, £Ou— V2 RT3 74740 Tr—203H0 £,
T TALRA U N—= AT —H AT E, WOREREENET,
s [ (InSync) : / — KX Firewall Management Center (Z %88k S 41 CTUVVE T,

o BEROREH  (Pending Registration) : / — N|L7 7 A X O—ETT A, £ 72 Firewall
Management Center ([ZHEk SN TCWERT A, / — ROBGKITRR LIZHE1E, [T3T
Z A (Reconcile All) 1 &7V v 7 L TRERAE FHAITTEET,

o 7 T AR Y TR (Clustering is disabled) : / — K1 Firewall Management Center
RIS NTOVETH, 7 TRIDIET 7T A TIRALN=TT, 7 ITAL) T
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v5z280x=52y>5 |}

BT, BTHAMET 2 TEN L LHERILEETICHRTEET, £, /=%
77 AZIMBHIRT S Z L b AT,

o 77 AZIZBNH... (Joining cluster...) : /— KN T ¥ —L LT ZAZIIHBIMLT
WET2, 2IMEE T L TWER A, S0 12 Firewall Management Center (28 &k S U
ESc AN

J— RZ LI (% (Summary) ] & [JBE (History) | Z R R TE LT,
X 28:/— FO MEE (Summary) ]

Status Device Name Unit Name Chassis URL

l Summary H History ]

ID: 4] CCLIP: 10.10.10.1

Site ID: NYA CCL MAC: 6c13.d509.4d9%
Serial No:  FJZ2512139M Module: NYA

Last join: 05:41:26 UTC Dec 17 2021 Resource: N\A

Last leave: N/A

29:/— K [[BFE (History) ]

Status Device Name Unit Name Chassis URL

l Summary H History ]

Timestamp From State To State Event

05:56:31 UTC Dec 17 2021 MASTER MASTER Event: Cluster new slave enrollment hold for app 1 is relea...
05:56:31 UTC Dec 17 2021 MASTER MASTER Event: Cluster new slave enrollment hold for app 1 is relea...
05:56:29 UTC Dec 17 2021 MASTER MASTER Event: Cluster new slave enrollment is on hold for app 1 fo...
05:56:29 UTC Dec 17 2021 MASTER MASTER Event: Cluster new slave enrollment is on hold for app 1 fo...

e[ A7 2 (System) ] (3F) >[Tasks] ~2—<,

[# A7 (Tasks) |_X—TITIL, /— RBBEINDT-NT T T A X BERY AT OEHIEH
DERINET,

o [T /34 A (Devices) ]>[7 /A A%EH (Device Management) ]> cluster name, >

TR AD—EERN—T T TAZERAT DL, IPT KL ADRICE D — L3 FKR
ENTWARIE ) — FEETr, T_XTOALN— ) — RERRTEXET, BipHD /) — R
12X, e— RP o7 arBnErEnEd,

« show cluster {access-list [acl_name] | conn [count] | cpu [usage] | history | interface-mode |
memory | resource usage | service-policy | traffic | xlate count}

7T AL EIROERNT — X F 1213 OMOEREFRT 5121, showcluster 2~ K%
ERALET,
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. JSRAAANILREZZ—HFyaR—

+ show cluster info [auto-join | clients| conn-distribution | flow-mobility counters| goid [options]
| health | incompatible-config | loadbalance | old-members| packet-distribution | trace[options]
| transport { asp | cp}]

75 ARIEREFT HITIL, showcluster info =~ R&EFEH L £,

DIAZIAN)IREZZ—F Yy aR—F

DI3READOANIAE=ZS—

Firewall Threat Defense 737 7 2 % Ofilfl / — R T 5354, Firewall Management Center [ X7 /3
AAA N w7 T=2 AV I IPLSESERA N v 7 2 EHNELES, 772
D NSVAT=L—E, KO R—F 2 b THERSNTOET,

MBSy aR—F 7 TRZ MR Y 7 TAZER, BEOA N v Fy— MZH
TOHRMERRLET,

s hARB TRV a TR, VT REDTA T AT —H A flilx OEBEORE, &
B ) — RDE AT (§lfE ) — RERIZT—% 7 —F) | BLOT A ZADIREN
FRSNFET, T ZAOKREIT, [HEL) (Disabled) | (73 207 T 2 F ZffEh iz
L&) | [FIHMREETIEM (Addedoutofbox) 1 (/X7 VY w7 7 T K7 5 XX T Firewall
Management Center |ZJ& L CW eV aEN, — R) | E720% % (Normal) | (/— R
DR Z2REE) OWT N TT,

« VT AZDHEE S va TiX, CPUMHR, A UMHE, AHhL—h HAHL—
N 777 4 7B, BILONAT BT 27 FAXOBEDA N v 7
NERENET,

A

GE) CPUELAEVDARNY v, T—ZFL— & Snort DfFEHE
Dl % DIH) % R L ET,

e ANy I F¥—b, DFEYD, CPUEMHE, AFVMFEHE AL—Tv N BIUOE
BHEIX., BESNTEHBICRB T 27 7 22 0MHEZRETRLET,

\mi:

A a2 R— R 2007 4V xy NCTUTAX ) — REEROARSHEFR R L
j—«

T 4 Ty MMZIE, 7T AKX ) — REEROEFREHICB T 5T F%J:U
Vo fmEREINET, ZOT—HE, /—RIZEL-oTAMNRED LS ITnHIn

TWoaRLET, 2OV Y=y b+ L. ARDBORE & MR E
LTEETEET,

— KRt 4 Y=y MZiE, /=R XD X RN v 7 BRI TERRINET,
771&/%F£%®amﬁ%4\%%)@mé\ﬂﬁV%F\mﬁV%%\77
T4 Tl BLOINAT BT 2 A N w7 T —2nErEhEd, Z
DT =T NEa—TlL, 7—ZEHEEMT T, A —BEHRICHFETEET,

. IZ# 1+ % Firewall Threat Defense M % 5 X 2 O ERfCisco Secure Firewall 3100 DY 5 X2 1) V4



| [Z# 11 % Firewall Threat Defense D% 5 X 2 M ERfCisco Secure Firewall 3100 DY S X2 1) 4

55248 apzngr ]

AN RT =< VAKXV aR—R: JTAX ) —FROBEEDOA N v 7 BFER L
F9, BV EEFEHALT ) —RET7 N X VT L, BE/— ROFEMERRTEE
T A MYy 7T —=2Z1%, CPUMERHE, AEVMHE, AHLv—h MAOLv—K 77
T4 DI, BLOINAT BN E TN ET,

*CCLY vy ¥ alh—FR: 77 A20HY) 77 —4%, DFW A —Freihr— a2
Z7 7B TERLET,

s bTTNV =T 4T T HBRERNESND NI TN a—T 4 T DNy
EFME~DMER2 Y > 7 iR L £,

cHFRIEEDH : SESERIZTAZ AN w7 Fyvadh— RV 4 V= y MIRRSND
15 A HIBR T 5 72 O O R AT RE 70 RFAT Y,

CHAALLE Va2 — R JFAZREDA Y v 7 L) =R~ DX MY w7 Ofi);
BT 27— 2 &FKRLET, 2L, /— FORFUTEBBE A B v 7 IZOHEH S
e = RRBET 27 7 A2 2RTITEH S EE A,

DI RAE ANLADRT

FIE

ATy T

ATy T2

ATvT3

ZOFIEEAFETTHITIE., BHEL Y — AT F o Ra—W— FiFdEFa VT4 TF
VAN 2—HF—THIHILENH Y F7,

JTGABNAE=ZR =L, JTAREFD ) — RO~V ARAT—F ZDFEM B o — & it
LET, TOV TAZNVAE=H—F, —HOF v 2R —RKTT TAZDNVART —H
A LA Rt L £,

1R BRI

» Firewall Management Center ® 1 DL EDT /34 AE 7 T A X ZER L TS0 EHERR L
i‘é—c

[ ZF 2 (System) ] (3%) >[E#®M (Health) |>[E=% (Monitor) | ZEH L £,

[E=% V7 (Monitoring) | T/ —ar v RuzEHALT, /— REHDO~LVAE
= —ZT 7' ALET,

FNAAY A NTEB (Expand) | () & [0 72727 (Collapse) ] (V) %27 VU w2 L
T, BHEHIBRO I FAXTNAADY A NEREBEIIIT 0 i27-AF T,

7T ABDNVARR HRART DX, 7V TAZLE 7 )y LET, 774NV Tl 77
ARF=H—F, W ONDOFRIERINZY vy adh— RTEFEBIORT7 4 —< 2 AD
ARV w7 Z2RELET, AN v I Xy afRh— RIEFROLOPEENET,
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ATv74

ATy TH

ATvT6

ATvF1

(245 1+ % Firewall Threat Defense 0% 5 X %2 D& BCisco Secure Firewall 3100 09 5 X% >4 |

« B2 (Overview) |: fIOFRER S NS v aR— FPrbDOEERA Y v 7 Z2FR
LEd, /—F, CPU, A€V, AQjb—1IF, WAL — b, HERHmEHER, NAT 2 &
BRENZTENET,

 [Afi5 8 (Load Distribution) |: 7 7 A% /) — KO N7 7 4 v 7 L0y FOSTHL

o [A 2 N—XT g —=<> A (Member Performance) ]: CPUMEHE, AT VUMHHAE, AR
N—Tv b, HHhAL—T" ~, 77T ¢ 7. BIONAT ZH#IZE+5 /,— L
VO EFHE L

*[CCL]: A v H—T 2 A ADAT—H AR LOEN N T 7 1 v 7 OFHEHR,

FXNEIT Yy ITHE SEIERA NI I X aR—RIIBHTEES, THR—FX
NTWBET TAF AR v 7 OEFER7R Y A M DWW TIL,  [Cisco Secure Firewall Threat Defense
Health Metrics] #ZH L T30,

FHEMO Ray Xyt FEH#EHEEZRETEET, RETIRHET (7408 b,
RETIT 2 EMEINL O E KR TEES, Fry X7 b [Custom] Z8EIRL T, &
A LOFMGA EETHEZRELET,

BT A arzs )y LT, BEIERZ 5 2ICRET 52, HBEHEZA 7TV BEAE
B

BER L7 EEPHIC DWW T, P L R T 7 DRAA—S—LVA DR A a7 ) v 7 L
=7,

JRBAT A = 3, IR L REAN ORI Z R LEd, REOWIL, RO & &
TR Z R LET, BRORROYGE, BEROWEEITHRPFRINE T, BEOFEMEZFRR
THIE, AROERICHLT A a2 ) v 7 LET,

(/= FEABAEDO~NVAE=Z—DBHE) _X—Y L OT A 24 OEMZH ST 77— hiBm
T, /J—FOEFHET I — bR LET,

EFHET 77— MIRA 2 eEbEs e, /— ROEFHEOMERR REINET, Ry 77T v
T4 RO, ES5ODEFET 7 — FOEO —ENERINET, "Ny T T v T ET
Vo235 E, EEWET 77— MIBEOFME = —2NHEE9,

()= FEED~NNAE=ZZ—DOBER) T 74/ TiE. TRARAE=Z—L, W OPDEHE
AIERINIZF Y 2R — RFTEFHERBLIOR 73—~ ZADAXA M) w72 ELET, A b
Vo 2By al—RIEROLONEGEENET,

«Overview : CPU, AEV | A v ¥ —T A A, HEHEHERLLY. MOERELX v 2
R—RPOLOFEHERAN) v I EFRRLET, TAAVEHELEEE 7o A EHRLE
FhET,

«CPU : CPUEIZR, ot ABBIOWHEL 2 750 CPU M HRAE G E 7,
« Memory : /34 ADAEVERAR, T—F 7L —>2 & Snort D AT VMHREEGHET,

o Interfaces : f V' HA—T =2 A ADAT—HABIOEK T 7 4 v 7 HFHER.
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NTWDET A ARA MY w7 OEFERNZR Y A MIOWTIE,  [Cisco Secure Firewall Threat Defense
Health Metrics] #ZHR L T30,

ATV T8 EFEHE=F—0HEMIZH LT T AFLEH LA v v 2R — ROEN (AddNewDashboard) ]
() 22707 LT, HHAAERA N v 7 7N —T00MAOENY Y FEEk L, T A
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HOVFERFAL, T—HZBLON—T 4 T Oy MITRTHIEl2= > b T I TRk S
NHDT, Ny M7 r—a PRI NET,
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e —h Ty Z7EINYTIZLD PAT : ZOBEBEIZOWTIE, ROTA RT A4 v ESL
TLIEENY,

s RA NBHTEY OB KHIRIL, 7T AXBEROFIRTIERL . /— KT EIZE@BZ 6 A
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