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Add Cluster adllb.
I want to: Create New Cluster e
Device Mame: clusterl
Template: Cisco Secure Firewall Threat Defense hd
Image Version: 7.3.0.1676 N
Instance Type: Mative e
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Add Cluster L
I want to: Create Mew Cluster i
Device Name: clusterl
Template: Cisco Secure Firewzll Threat Defense 5
Image Version: 7.3.0.1676 S
Instance Type: Container i
Resource Profile: Default-small b

b)

SM 1 - 72 Cores Available
SM 2 - 46 Cores Available
SM 3 - Unknown. Module offline

@ Before you add the first container instance, you must reinitialize

the security module/engine so that the disk has the correct
formatting. You only need to perform this action once.

OK Cancel

[HEFIREE (Iwantto:) [>[FH LW S XIDERK (Create New Cluster) | Z@#IRL £
7T
TINARBEANTILET,

ZDARNE, vV — VA= AN PREREETOTA L F—T oA AZE VY TH=
DI THERLEST, ZHUI7 PV r—2a VBRETHHAINET AL AL TIIH Y F
A,

[7> 7 L— b (Template) ]1ZiL. [Cisco Firepower &%t 254l (Cisco Firepower
Threat Defense) ] 23R L £7,

[Image Version] Z &R L £ 7,

[Instance Type] D54, [Native] & 7213 [Container] % i®&N L £ 7,
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=T RFOET N TEIVELDCPULMEHTL2HGEITHRETEET, 7 7 A X E/ERT
HEMNC, ELWTa 7 7 A NVERIRTHZ AR LET, LT a7 7 AV EERT
HVBENHDGEL, 7T AXDIERET Y BV L, 20T T A VAT ALY =R
TaT7 A NEBNEERLTLIOBEMLET,
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TDITGARIZEIN Y TAHAL B —T oA AERNLFT,
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Ethernet2/2

Ethernet2/3

Ethernet2/4

Ethernet2/5

Ethernet2/6

Ethernet2/7

Port-channell

Port-channel2 Er?:n-nell

Port-channel3

- Port-channeld4d

Port-channel48.10 Port- =
channel2

Port-channel4B8.11 FTD - 6.5.0.63

Security Medule 1,2,3
Click to configure

Part-
channel3

Port-
channel48.10

FATATE—RDITAZY TGS T 74/ FTE, §XTOE/ A v F—T = A
ANEYYTOENET, SATF I ITRIZATDA L HZ—T oA AL EHZLTBEAIT. T
DOBRZERL. 1 DOHREIRL FT,

INFALVARBELVATTGAZN U TDORE VT ARIZEIN Y AT —HA B —T xR
FERL, VITRZEZATOR—=FF ¥RV ELTIR— b F Y RNVDY T A =T 2 A
IR L9,

BEPROTNAAT A2z )y LET,

HATaTRy I ANFREN., JIHIOT— AN T v TREEZITOZENTEET, ZhbH
OFREE, MHEARR, 72374V A% VAN HATY, @FOEATIE, 77V
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IR ATATUVIRE
Cisco Secure Firewall Threat Defense - Bootstrap Configuration (2%

Cluster Information Interface Information  Settings  Agreement
—

Security Module

Security Module - 1, Security Module - 2, Security Module - 3

Interface Information

Chassis 1D: 1
Site ID: 1
Cluster Key:

Confirm Cluster Key:

Cluster Group Mame: clusterl
Management Interface: Ethernet1/4 et
CCL Subnet IP: Eg:x.x.0.0

0K Cancel
4:RIVFAVREI VRIS RA

Cisco Secure Firewall Threat Defense - Bootstrap Configuration [2/[X
Cluster Information Interface Information  Settings  Agreement

Resource Profile Selection

Security Module 1: Default-Small N7
(72 Cores Available)

Security Module 2: Default-Small 2
(45 Cores Available)

Secunity Module 3: Default-Small 7

Interface Information

Chassis 1D: 1
Site ID: 1
Cluster Key:

Confirm Cluster Key:

Cluster Group Name: mi-cluster-1
Management Interface: Ethemnet1/4 v
CCL Subnet IP: Eg:x.x.0.0

0K Cancel

a)  (Firepower9300 D 2T F A L AZ LV ADH) [BEF 2T 4EVa2a—L (SM) &V V—
AT 7 7 A VDR (Security Module (SM) and Resource Profile Selection) | = VU 7T, &
Va— VT EICBRD ) Y AT e T s A NVERETETET, LR BhoExal
TAEY 2= VDI ATE2HEHLTNT, B—= FOET AL TEY L DOCPUEEMT
LHBICRETEET,

b) BEHEHDOL ¥ —Tbb 7 T AX ) T DX, [ —YID (ChassisID) 17 4 —/L K
Wy ¥ =Y IDEAALET, 77 AZOKY ¥ —VICEHADID 2T 20ENH Y £
D
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ATy T17

d)

e)

2

DT 44—V RiL, 7T AXEIEY 7 Port-Channel 48 [C A /3 — [ B —T =4 A% B
MUTEBBEIZDOBFERENET,

A NEZ TAX Y T OEE, [YA FD (SiteID) 17 4 —/L RIZ, ZO¥ v — D
A4 MID % 1~ 8 OFiPHITAS LET, FlexConfighfe, T4 L7 Du—h I ¥— 3
YoV NUEM, 79227 =B ) T 4L, MEMEZEMEM ESELZ LR
L L7ct A M2 T AZ OIBINO A A %~ A XL, Firewall Management Center FlexConfig
BREZ M LT AICOARBRETE T,

[Cluster Key] 7 4 —/L KT, 7 ZAZHIHY > 7 OHIE N Z 7 4 v 7 HOFRIEF —Z R T
LET,

HREIL, 1~ 63 XFD ASCH LFHITY, LAMEIL, F—2AEWRT 2720 S
NET, ZOFTvaid, 7—FNRANT T4y T (BERRET v 77— Mok S
L8y R E) IIEEEBLEYA, T—HFRNA NT T 4w TE, W7 IVT TFA L
ELTEEINET,

[7 A% 7 )Vv—74% (Cluster Group Name) | ZiXE L £7, ZAUL, fBlT A AKIE
DY T AR T N—T4TT,

BT 1~ 38 XFD ASCI XFH|TH D Z & BRNLETT,

FE

241, 7 T AR TN—TZ DAL= AR ICT L RS, i T A A D REAR;
W= T —RNRETHAREERH Y 4, ZOREZERET DI, 7 T AX I N—T4 %
ANR—=ZADIRNLBNIERTTHELERNDH Y 7,

[Management Interface] % 4R L £ 77,

DA UHE—T A AF, BTN ABERTLEOICERASNET, DA X —
T oA AL, Yy —TVEFBER— N EIIHOLDTT,

N= R 2T NANRZARNEDA VB —T 2 A AR VAL N A B =Tz AL LT
OB THE, FIVLETRERNTHD Z L2l T 28 EA v —UNFRINET,

(UEE) CCLY TRy rIP% ab00IlcBELET,

7 ABEHEY 7 DF 7 0 T 1272.00/16 %y NU— I MERENET, =750,
—HEBDOF v FU—Z RBBTIE, 1272.00/16 8T 7 4 v ZIIRATEE A, ZOHA, 7
FAZDEFR Y NT—=ZIEED/N6 *y NT—T7 T RLAZEELET b—7F Ry
7 (127.0.0.0/8) . ~/LFF v A (224.0.0.0/4) . NEL (169.254.0.0/16) OT KL A& kg
<) o EZ0.000ICRETHE, T7HNLFDOFX Y NU—INEHENET,

Yy —UiE, Y¥—¥ID & Av v hID (abchassis iddot id) (2SN T, F=v b
DY FTAZHIHY > 7 L F—=T A ADIPT RLAZBHBEAERLET,

[BXFE (Settings) | X— T, LLF&EFETLET,

[ Firepower 4100/9300 D5 S X &2 ) 2
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Firewall Threat Defense &7 5 X 2 D& .

Cisco Secure Firewall Threat Defense - Bootstrap Configuration [2/[X

Cluster Information  Interface Information  Settings  Agreement

_—
Management type of application instance: | FMC W
Search domains: CISCO.COoMm

Firewall Mode: Routed R
DMNE Servers: 10.89.5.67

Fully Qualified Hostname: td2.cisco.com

Password: -

Confirm Password: -

Registration Key: .

Confirm Registration Key: .

CDO Onboard:

Confirm CDO Onboard:

Firepower Management Center IP: 10.89.5.35

Firepower Management Center MAT ID: test

Eventing Interface: w

Ok [ Cancel

a)  [B#kF%— (Registration Key) | 7 1 —/L RIZ, BERFFIZ Firewall Management Center & 27
FTALZA N TEETLF—2 AN LET,
ZOF—ITiE, 1~ 37T LTFOEEDT F A P XFH AR TE £7°, Firewall Threat
Defense %1819 5 & %2, Firewall Management Center |Z[F] U¥—% A L E T,

b)  CLI 7 7 & A ® Firewall Threat Defense & E=— ¥ ® [Password] &2 AJJ L £7,

c) [Firepower Management Center®IP (Firepower Management Center IP) ] 7 « — /L K|
B D Firewall Management Center @ IP 7 KL 2% AJJ L $£ 7, Firewall Management Center

B
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d)

2

h)

DIPT RLUARDNLRWGERIE, 207 4 —/V REZEADOE FIZ LT, [Firepower
Management Center NAT ID] 7 ¢ —/V RIZ/XAT7 L—X& A LFET,

(f£&E) FIDSSHEv > a vhbIFR/A\—k E—F, [Yes]. 721X [No] ZFFrl L&
T, THX A/~ K ET— RNTHX, BERNT TV 2—T (71T Firewall Threat Defense
VaNNET 7B ATEET,

ZOF T arTYes] BBINTHE, SSHE Y a b aryTF A U ARV AILHE
BT AT HA—F R A= E— REHBTEET, W2 (No) [ ZBIRL
7;W\mecum%ny%+4yx&VxVT&tx¢53~%®@ﬁzxxN~
FE— REBBTEET, 4V AZ U ABOSEEA LTI, [No] BRI 52 L %
BEIOLET,

~=a 7 VOFINETRD S3L7-8%4 . F 7213 Cisco Technical Assistance Center 7> 53R D 5
NIEHAEDOHR, TXAN—ME—REFHLET, Z0F— R&HEAT 511X, Firewall
Threat Defense CLI C expert =~ > R&fFHL £,

(f£&) [Search Domains] 7 4 —/V FiZ, BE A Y NU—T OBRRKAAL LD~ K
oY A2 AN LET,

(f£&) [Firewall Mode] K v 7*# 7  U A kB [Transparent] & 721 [Routed] % i%
RLET,

Jb—T v K E— R TCiL. Firewall Threat Defenseld v F T —27 ND/IL—HF Ky 7 &L R
ENFET, V=T AT EITOIEA LA —T oA RIRR DY TRy b EICHY £,
—Fh. NFUVART LU N 77 A7 U4 —/LiX, [BumpIn The Wire] F72iL (A7 L
AT7AT A=V OEIHERTHLA Y277 AT U4+ THY, HEIhi-
TR AND—H Ry 7L LTSN EE A,

T AT U —LE— RiZHE R RELET, 7—FA N7 v TOHREEH
WHIT %G, ZOREl iﬁiﬁﬁéé’biﬂih

(f£E) [DNSH—s\ (DNSServers) 1 7 4 —/L RiZ, DNS #— DA o~ XEH DY
ANEANNTLET,

7c & 1L, Firewall Management Center® A8 2 M4 A f5E 7 5451, Firewall Threat Defense
X DNS ZfliH L £,

(&) [Firepower Management Center NAT ID] 7 4 —/L RIZ/ XA 7 L — X% AJJ L ¥
To TONRATL—=XE, FILWT A AL LTY T AZZBIT % & X Firewall
Management Center T AJ) L E T,

WX, V=T 4 7 ERIEOW S OB THEGDIPT FL A CBREk¥ —fF&) 2L
9, Firewall Management Center 237 /XA ADIP 7T KL AZFFEE L, T /341 A Firewall
ManagementCenter D IP 7 RLAZ$EELE T, 7272L, IPT RLAD 1 DDHI D)5

TWa5a v—7+4 Vﬁﬁﬁ’ﬂ@%d‘gﬁ:) & RMIOBEMIEEZMEL L TELY
BERF—HRIET D701, FEROMEMIC—E DO NATID 2 45ET 5L ELH Y 7,
NATID & LT, 1~37 X%@ffga)’?ﬂ?% I SCFH &R E C& £9, Firewall Management
Center 33 X VT /34 A TlX, #IHIBEROREAE & KGR AT 9 72012, BT —B L O'NAT
ID (IP 7 FLATIERL) 2EHLET,

[ Firepower 4100/9300 D5 S X &2 ) 2
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ATvT8

Firewall Threat Defense &7 5 X 2 D& .

i) (%) [Fully Qualified Hostname] 77  —/L KiZ, Firewall Threat Defense 7 /3 A D554
iz A LET,

HRLFE, a—zDLF, 0-90HT, Ry b (). "7 (1) T, &KX
FHIL 253 T,

) ER) [T 47 A% —7=AA (BEventing Interface) ] Krn v 7Z 7 X
R, ARV FNERETHA =T oA AZBIRLET, FBELRVWEAIR, BH
A A =T 2 A APMEAESNET,

ARy MIHHTDHIOA v 2 —7 = A ZEFFET HITIL, firepower-eventing 1 > 4 —
Tz ARELTAVE—T oA AZHET HULENHY T, N— R =T /A /2 %}
JoDA B —T = A A% Eventing f > X —7 =2 A4 AL LTHEIVYTEHE, YL THE
M TH D Z L EMERTEEA vy E—URERSINET,

[f > % —7 A AF#H (Interface Information) | X— T, JITAXNDOEFXF 2V T 4V 2—
NOENEIICEEIP T FLAZRELET, [7 LA XA (AddressType) | Kr v 7%
T UARNPLT RLADZA THRINL, ¥F =27 4 £V 2— VT LITROFNAZELT
LEd,

GE)

FV 2= VNA A BRI TOVRWGEETH, Yy —vD3 DT R TDEY 22—/ A v
FRTCIP7 RLAZRETAMLERH D ET, 30T _RTCOES 2 —LERELTNRNE, 7
T AL IRERE L /A,

Cisco Secure Firewall Threat Defense - Bootstrap Configuration [2I[X

Cluster Information  Interface Information  Settings  Agreement
—

Address Type: IPv4 only e

Secunity Module 1

1Pv4
Management IP: 10.89.5.20
Network Mask: 255.255.255.192
Gateway: 10.89.5.1

Security Module 2
IPv4
Management IP: 10.89.5.21

Network Mask: 255.255.255.192
Eakeia 10.89.5.1

Security Module 3
Pvd

Management IP: 10.89.5.22
Metwork Mask: 255,255.255.192

Gateway: 10.89.5.1

0K Cancel
a) [ManagementIP] 7 4 —/L RC, IP7 FLAZREL £ T,
TV a— VI EIZRLRY NT—27 EO—BOIP T RLAZRELET,

b) [Network Mask] & 72 1% [Prefix Length] (Z AJJ L £ 77,
¢) [y hU—27 #—b+T=A (Network Gateway) |IZF* > hU—2 ZF—hTxAf 7T KL R
EATTLET,

Firepower 4100/9300 D7 525 Y >4 |}
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ATvT9
ATy 710
ATvIN

ATvT12

[FIFHA (Agreement) ] ¥ 7 C, =v Ra—% JF 42X (BULA) %A T, AELET,
[OK] %227 Vw27 LT, EEXATRIT Ry AZHALET,
[fR7F (Save) |27 U v 7 LET,

VY —UiE, BELEY 7 N T A=V arvEXyyr— KL, TV S—var A UARH
VAWLT = FA NIy TRELEHA =T 2 A AREE T v 2T DH LT, TS
A%EANLET, [WET/N1 R (Logical Devices) [ X— T, HLWVEHIET A ADAT —
B AR LE T, WHET A AD[AT—HX A (Status) (2[4 T A > (Online) | &FoR
SNTWDLERIE, FRVD I FAZ Yy —22BINTEET, 72, 1 D0 Firepower 9300
X —VADEF 2 T A EV a— VIR SN2 T RS DEEIF. TV r—varns
TAFDEREERIGETEET, 20T AO—BRBELT, [EXa2 VT 4V 2—ANEE
L CWEHA (Security module not responding) ] £ W) AT —H AMBRINDZERH Y F
T TOAT—ZAFTEFTHY, —RFRIZRIRE T,

System Tools Help

¢ Refresh | | (L) Add Device

B7% (40 of 46) Cores Available

& |\F|| B
Status
@ online {ZC;' .*:B el

BEOY v =D 7 T A2 Y T OHEIE, 7T AZIZROY ¥ —2 ZBIMLET,

a) Firewall Chassis Manager D& IO ¥ — T, A LD [EEDFHK X (Show Configuration) ]
TAar% )y 7 LT, RREINDI TAZRELXAL—LET,

b) KD ¥ — D Firewall Chassis Manager (286t L. Z OFIMAIZHE > TR T /A A Z 80
LET,

c) [MEZREME (Iwantto:) 1> [BEFD T T A X ~DHNN (Join an Existing Cluster) | % 8 L
£

d [OK]%Z7VUvyZ LET,

e) [V 7 AXFEMD 2 ¥ — (CopyCluster Details) 1R > 7 A, HPIDT ¥ —2 DI T AHE
EEREV AT, [OK] 227V v 7 LET,

) BEHFROTNSAATA w27y 7 LET, 77 AXERITKIILIERNCANFEAT
T, WOBREFEET L2MLERH Y £,

*[¥¥—ID (ChassisID) ]: —EDOT¥—vIDEANLET,

«StelD: A N7 FRAZ VU TOEE, ZOTvx—O% A MNID (1 ~8) ZAJ
LEd, SqLvr72Zou—h)E¥—rar, A4 "NOEM, 7792 T70—F Y
T4 E, NEMEZEN 2N ST E2HME LY A FEZ 72X OBENO

[ Firepower 4100/9300 D5 S X &2 ) 2
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524 7—roen [

J A K <A A%, Firewall Management Center FlexConfig F§8E % i F L 7255812 D He%
ETEET,

«Cluster Key : (FHENCAATENTWARY) FLZTFAZ =2 AHLET,
« [EEIP (ManagementIP) |: ZEVa— LOEHT KL RA%Z, D7 T AH X /3—
CRICFR Y FU—27 BICFEET S —BDIP T FLAERDEHIICEFLET,
[OK] %7 Vw7 LET,
o) [RTF (Save) 127 Vv 7 LET,

VX —UIE, BELEY 7 Ry T A=V arvEAyra—RL, TV r—var Ay
AL AT = FA N Ty TRELEHA LV H—T 2 ARELET v 2a$THT LT,
HFENA ZEBALET, K27 T AZ A NROD [#HET /34 2 (Logical Devices) ] ~<—3
T, HILOVERET NA ADAT —H AEMRLET, K7 T AL AL NORIRT S AD
[AT—% A (Status) JIZ[A > T A > (Online) | &FRmSnizn, 77V r—vaTr
FAEDRELXBMTEET, Z0Fatv20—RELT, [EX2UT 4 ET2—AWNIG
L TWEHA (Securitymodulenotresponding) | & W) AT —H ANKRINDZ LBH
DVET, TOAT—ZRFIEFTHY . —FRRIRETT,

System Tools Help

@ Refresh | | () Add Device

B7% (40 of 46) Cores Available

& | Py || T
Status
l(“._'.‘)ﬂnlinvs: &0 ## (A5

ATw 713 EHIP T KL A%H LT, Firewall Management Center (Zifilffl. = ~ZBI1L £9°,

FTRTHOY 7 AKX 2= M, Firewall Management Center |ZiB 13 5 RiIZ, FXOS TIEH 727
KD7 TAZNIHFEL T DLERDH Y £7,

Firewall Management Center 737 —# .= ~ & HEJAYICHRH L E T,

P2 RE/—FDEM

BEAED 77 Z A # N O Firewall Threat Defense 7 7 A % / — RZ&BMNF 72 1355# L £4, FXOS 2
LWy T AKX ) — R&ZIBIN9 2% & Firewall Management Center (2 K ¥/ — R25 H BB
INFET,

Firepower 4100/9300 D7 525 Y >4 |}



B 525/ —roen

\)

Firepower 4100/9300 D% 5 X4 Y >4 |

GE) Zo7ar—UxICBITAFXOSOFEL, HFrLn ¥y —TOBMOAEAINET, 77
AL TN TITH T 72 > T D Firepower 9300 128 LWEY = — L& BN 554, £
Va—/VIZBEINIGEMEIVET,

IR BRI

FIE

& X2 551X, Firewall Management Center 75 7\ 27 7 A% ) — R&HIBRT 5 M EEH
&‘7) DET, HrLW/ — RIZEZHZ D L&, Firewall Management Center =D #H LT /34 X
LHIRINET,

AU EB—T oA ADEEIL, LWy —YTORELF LU THALAMLERH D £, FXOS

VX —VREETI AR IBLIOA VAR— L, ZOTBRRERHITLILENTE
95

AT 71 LIAIZ Firewall Management Center % f# | L C Firewall Threat Defense f A —Y %7 v 77 L —
RL7SGAIE, 77 AZNOE Y v —V TIROFIEEZFETLET,

Firewall Management Center 7257 > 77 L — R L7c & Z(T, FXOSBRED AL — T v 7 /3—
VarNEHFEINTELT, RF U T RNy —VRyy =Y VA A SRTNE
HFATLE, HILW —RBRELWA A=V NR—=Va U EFEH LT TFAXIZBINTEDH LD
W2, TNHOHAIEFWT &b FETRETDLENRDH Y 77,

GE)
Ry F VYV —=2AOK%ZEM LI2HEE, ZOFIEEZAFy 7 TEET, v AaTEAAYTFHD
AB U RT RNy =R L TOER AL

a)

b)

d)

[ RT L (System) |> [E#H (Updates) |— T %H LT, FET7H @ Firewall Threat
Defense f A — % ¥ —IlA VA =L LET,

[F@EET /3o A (Logical Devices) |27 U w7 L, [/X—T a »OEE (Set Version) ] 7 A
ar ) %270 v s LET, HEOEY 2 — L% 2 7= Firepower 9300 DIHA. &F
Da— D=V g VERELET,

[A&— T 7 /3— 3 (Startup Version) 1121, B L7ZILO/ Ny r—UNRR S
F9, [BIEDO/SN— 3 > (Current Version) J1ZIX, 7 v 77 L— REDONA—T 3 U RRR
SINET,

rLuvws—2 3 (New Version) | KRRy 77X U A=a—TC, 7y 7r—RLIA—
VaraBERLET, TOoN—TVa E, RRINTWD [BIED/N—2 3 & (Current
Version) | & —HTHMERHY, AX— R T v I NN—=UarBHLNAA—T g v —E
THEOICHESNET,

LY —iZ, HILOA AU RN —UNA VA N— L ENTND I LR LE
7
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ATvT2
ATvT3
ATv74
ATvT5
ATvT6

ATy 717

ATvT8

524 7—roen [

BETF D 7 Z A X 3 % — 3 Firewall Chassis Manager C., [fmEl7 /31 & (Logical Devices) | & 7
Vw27 LET,

o [BREDER (Show Configuration) | 7 A 2 %7 U w7 L, RIREINDT T AIRE
Favr—LET,

L v — @ Firewall Chassis Manager (Z#2f¢ L C, [0 (Add) >[92 5 X% (Cluster) ]
7V w7 LET,

[7 /34 24 (Device Name) JIZFmBRT A ZAD4HTEZ AT LET,

[OK] %27 Vv 7 LET,

[ T A ZFAD a v — (Copy Cluster Details) ] R > 7 22, EHIDT v —2 DV T AL HGE
ZREO AT, [OK1 22V v 7 LET,
BEPROTNAATAarwr )y LET, 77 ZAZERO—FHTFANAIFERTT
D, WOREFANTHHERH Y £77,

®5:9 3R ER

Cisco Secure Firewall Threat Defense - Bootstrap Configuration (7%

Cluster Information  Interface Information  Settings  Agreement
Security Module

Security Module - 1, Security Module - 2, Security Module - 3

Interface Information

Chassis ID:

Site ID:

Cluster Key:

Confirm Cluster Key:

Cluster Group Name: ftd-clusterl
Management Interface: Ethernet1/4 Y,
CCL Subnet IP: 0.0.0.0

OK Cancel

Firepower 4100/9300 D7 525 Y >4 |}
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B 525/ —roem

H6: 48— 7T A RER

Cluster Information  Interface Information

Address Type: IPv4 only B
ecurity Module
1Pva4
Management IP:
Network Mask: 255.255.255.192
Gateway: 10.89.5.1

Security Module 2

Management IP:

Network Mask: 255.255.255.192

Gateway: 10.89.5.1

Security Module 3

Management IP:

Settings

Agreement

Cisco Secure Firewall Threat Defense - Bootstrap Configuration 7/

Fully Qualified Hostname:
Password:
Confirm Password:

Registration Key:

Confirm Registration Key:

CDO Onboard:

Confirm CDO Onboard:

Cluster Information  Interface Information  Settings
Management type of application instance: |FMC
Search domains: cisco.com
Firewall Mode: Routed
DNS Servers: 72.163.47.11

Firepower Management Center IP: 10.89.5.35

Firepower Management Center NAT ID: 93002

Eventing Interface:

Agreement

0K

Network Mask: 255,255.255.192
Gateway: 10.89.5.1
| OK Cancel
X 7:3%%E

Cisco Secure Firewall Threat Defense - Bootstrap Configuration (7%

Cancel

[l Firepower 41009300 DY S X2 1) LY
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ATy

524 7—roen [

s[> —ID (ChassisID) ]: —EDOY¥— IDZAJLET,

«SitelD: A NUZ FRAZ VT OEE, 2OV —2OF A MDD (1~8) ZASLE
79, Z OFREIL. Firewall Management Center FlexConfig #§AE & i F L 725412 O A% Rk AT
AT,

o[/ T A% F%— (ClusterKey) |:[RAILZ T AXF—H AN LET,

o [/ HIP (ManagementIP) ]: K€V a2 — VOEHT KL A%, i T 2K A 30— L[H
Uty hU—27 BICFHET D EDOIPT RV AL RDEHICEHLET,

o [k 2 R 44 (Fully Qualified Hostname) ]: R UARR M2 AN LET,
e [/SATU— R (Password) ]:[RIUXAT—F&#ASLET,

o k% — (Registration Key) ]: [A U BgkF—%2 AN LET,

[OK] %7 Vw7 LET,

[fR7F (Save) |27 U w7 LET,

VY —UiE BELIEY 7 U NNV arv kX a— KL, TV = a A AK
VALT = PARNT yTRELERA L E =T 2 A AREET v 2T DH LT, WET A
AHBEANLET, K7 TAXALAD [{mdlT /31 A (Logical Devices) ]2—C, # L\ i
BTFNAADAT —ZAZMHBLET, K7 TAZAUNOGRBT NA AD [AT—H A
(Status) 11T [A T A > (Online) | &ERARINIZL, 7TV —2a T TAZDRER
Bt CExET, ZO7rEAO—RELT, [EX2 T 4 EV2—ANRELTWEEA

(Security module notresponding) ] &9 AT — X ANKRRINDZ ERHV ET, TORT—
S AFEFETHY , —RFY7ZRREE T,

System Tools Help

@ Refresh | | () Add Device

B7% (40 of 46) Cores Available

ralAlNE
Status
l(“._'.‘)ﬂnlinvs: @#t (A5

Firepower 4100/9300 D7 525 Y >4 |}
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Firewall Management Center : 7 5 X2 M3EM

I TAHL 2=y hOWT D EH LT /31 A L LT Secure Firewall Management Center (238
ML %9, FirewallManagement Center (%, O XTD I T AL A N"—%HEH LET,

1R BHHIIZ

« T RXTPDY T AKX 2= NI, Firewall Management Center |Z:EB13 5 HIZ, FXOS EiZ&H
HLIEWRERD 7 T AZHNITFEL TWDMERDH Y £4, £/, Yoa=y =

=y "EMERT H & HMETT, Firewall Chassis Manager @ [T /31 A (Logical

Devices) ] Hi[fi % 29 %A, Firewall Threat Defense ™ show cluster info =~ > R % {#
LET,

FIE

AT w71 Firewall Management Center C, [T/%4 X (Devices) |>[T/\1 X E¥E (DeviceManagement) ]
IR Ton, B (Add) ]>[T/34 RD:EM (Add Device) | #IRL, 7 7 A X & &
FAL7- e XIZHID Y THflfle=y hOEFBIP 7 FLAZMH L CHlffl==> FZBML *
j—O

[ Firepower 4100/9300 D5 S X &2 ) 2
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Firewall Management Center : &7 5 X 2 M3EN .

8: T/ ZAMIBM

Add Device (7]

CDO Managed Device

Host:t

10.89.5.40

Display Name:
10.89.5.40

Registration Key:*

Group:

None v

Access Control Policy:™

in-out v

Smart Licensing

Note: All virtual Firewall Threat Defense devices require a performance tier license.

Make sure your Smart Licensing account contains the available licenses you need.

It's important to choose the tier that matches the license you have in your account.

Click here for information about the Firewall Threat Defense performance-tiered licensing.
Until you choose a tier, your Firewall Threat Defense virtual defaults to the FTDv50 selection.

Performance Tier (only for Firewall Threat Defense virtual 7.0 and above):
Select a recommended Tier v

Malware

Threat

URL Filtering

Advanced
Unigque NAT ID:t

test

Transfer Packets

Cancel

a) [FAbL (Host) 1 74—V Rz, filfflze=y h®DIPT7 KL AEITHRA M E AT LE
—éAO

W72 /NT f—<v AL fgbhTo, filffla=y FOBEMEHIE L ET0, 772X DEE
D=y hEBINTEE7,

TNAZADE Y N7 v THHINATID 2 L7256, 207 4 — NV RE AT HH0E
DARWVEREMERH Y 9, ZEMICHOWTIE. NATEEE) 22 LT &0,

b) [F =4 (Display Name) ] 7 4 —/V RiZ, Firewall Management Center C Ol = ~ D
Tt w NI LET,
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g)

h)

TDRRLITI T AZHTIEIH Y ¥ AL, BINTAHH=2=y NEHATY, % T, oo
FAR A UIN—DZFRT TARERL B RTEFET,

[B#k*— (Registration Key) ] 7 4 —/L FIZ, FXOSIZZ/ JAX @A LI & XA L
TbDOERUBEXF—2 A LET, BT —I13, 1ERYEHTERIEG—27 Ly b
<7,

ER) TARAET A AT I—TIZEBMLET,
Birt 4 <o, T30 RACEHT 2RO 77 EA 3 ha—/L AR Y »— (Access Control
Policy) ] Z#&#IRT 50, HLWARY —Z{ER L E T,
FLOWRY —ZERT 25 A81%, EARY o—DHREERLET, HEIZLTT, % T
R —% A~ A X TEET,

‘ New Policy

MName:

basic

Description:

Select Base Policy:

None v
Default Action:
® Block all traffic

Intrusion Prevention

Network Discovery

Snort3:

TNRAAZHEHT D274 B A RRLET,

FNA ADFRERIZ, NATID 2 H L7284, [FE (Advanced) 127 v a &R L,
[~E D NATID (Unique NATID) ] 7 4 —/L RIZ[A U NATID # A1 L £7,

[/N7 > hO#EE (Transfer Packets) | F = v 7 Ry 7 A% A 2L, 7734 AT Firewall
Management Center |Z/37 v & HRIET H 2 L A7 LET,

IOFTvaviE, T7HNMTEHTT, ZOFT v a v EFRICL TIPS X Snort 72
EDAXR IR R H—=ENTHEEE, T ADBREHE LTA XU b A ¥ T — X E#R
L | 77— % % Firewall Management Center (2255 LET, ZOA4 7 v a a8z L
T2 BE, A X2 MMETZ T 28 Firewall Management Center (22518 &4, X7 v b F— X%
EESNEEA,

[&&k (Register) 1227V v 27 LET,

Firewall Management Center (X, ilfflt = k&5 L CEELL -, TXTOT—H =
=y FEBERLET, fil#Hlz=y FRIEFIIRERINTWRWEE, 7 7 A2 BISh
FHA, 7 TARENRT v — 2 THRIPIRIEIZ o Tony, £ O OEGERED R T, Bk
TT—=DRETLIHENRSV ET, T LIRWTIE, 7724 2=y NEHREBINTS
ZLEBEIDLET,

[ Firepower 4100/9300 D5 S X &2 ) 2
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[T/34 R (Devices) |>[T/\14 REHE (DeviceManagement) | X— |27 7 A X4
RENET, FI7AZEZRALT, /77 AF 2=y NaRRLET,

Access Control
Name Model Versi.. Chassis Licenses

Policy Auto RollBack
~ Ungrouped (2)
to.10112 EHRS FTDv for VMware 7.3.0 N/A Essentials wrx_automation
10.10.1.12
TD_Cluster (1)
~
Cluster
10.10.1.13(Control) Snort 3
( ) FTDv for VMware 730 NjA Essentials wfx_automation’ N/A

10.10.1.13

HERBKEINTWDL =y ML, e— R 7 A arnNEREINET,

TD_Cluster (1)
Cluster

10.10.1.13{Control) Snort 3
10.10.1.13

JIAF =y NOBERET=X—FT HITI1E, [BF (Notifications) |7 A a2 %27 U v o
L., [# A7 (Tasks) ] #i®N L F£ ¥, Firewall Management Center (%, = ]\0);‘?% N
W27 TABBERS A7 HEHLET, WIhoz=y NOBEIZKRLIZGEITIE, 7
TAE A N—=DRE (55 X—Y) ZZMRLTIEZIN,

Deploy Q Qe T+ @ adminv

Deployments Upgrades @ Health Tasks ‘) Show Notifications
0 running 3 success 0 warnings O failures Filter
© 10.10.1.12 Deployment to device successful 1m 54s
© 10.10.1.13 Deployment to device successful 1m 3s
© TD_Cluster Deployment to device successful 35s

AFYT2 7IAFDOME (Edit) | (F) 2270y 7 LT, TS AEAORELXHEELET,

FEAEDERTEIX, 7 ITAFHADA L N—a=y TR TAZERICEATEET, &
&ii 2=y FTLIZRRAEERTEETN, A VX —T =2 AX T T AZEIRIZONT
HRETEET,

RT9 T3 [T/ R (Devices) | >[T/31 REE (DeviceManagement) |>[¥ 5 X4 (Cluster) ] ijhi
(2. [2f% (General) ]. [7 1 &> A (License) ]. [~ A7 & (System) ]. BLO [~/ A
(Health) | OBRENFRINET,

TD Native Cluster

Cisco Firepower Threat Defense for VMware

Cluster Device Routing Interfaces Inline Sets DHCP VTEP

1010113 =
General Zom| System - Ye

Firepower 4100/9300 D7 525 Y >4 |}
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RO ZAZEAOHEAZZM LTI ZE0,

o [&f% (General) >[4 (Name) ]: [fif (Edit) ] () 227V v 2 LT, ZIRAEZD
KRB EEHELET,

Cluster Device Routing Interfaces Inline Sets DHCP VTEP

General

MName: © TD_Cluster

Transfer

Packets: e

Status:

Control: 10.10.1.13

Cluster Live
Status:

ZF D%z, [4E1 Name) | 74—V RERELET,

General (7]

Name: TD Native Cluster
Transfer Packets: [
Compliance Mode:

Performance
Profile:

TLS Crypto
Acceleration:

Force Deploy: -+

| Cancel | m

o [&2f% (General) 1>[2 7 AHX AT —4% ADFA (View cluster status) |: [V T AX AT —
H ADFKx (View cluster status) | Vo7 %27 Vw7 LT[F T AKX AT —H A (Cluster
Status) | FA TRy 7 A%FEET,

[ Firepower 4100/9300 D5 S X &2 ) 2
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Cluster Device Routing Interfaces Inline Sets DHCP VTEP

General *
MName: TD Mative Cluster
Transfer Yes

Packets:

Status:

Control: 10.10.1.13

Cluster Live @
Status:

[T AH AT —H A (Cluster Status) | XA 7 7Ry 7 AT, [FRE (Reconcile) | %7
Vo LTT—%a=y NOBEEFRITTL2Z2EbTEET,

Cluster Status (2 Nodes) ? X

Status Device Name Unit Name Chassis URL

In Sync. 10.89.5.20 unit-1-1 https://firepower-9300.c...

In Sync. 10.89.5.21 unit-1-2 https://firepower-9300.c...
Dated: 14 Jan 2020 | 01:51:51 OK Reconcile

*[7A A (License) ]: [ff (Edit) ] (#) %2 Vv LT, 74 A H&EKE
BRELET,

ATy T4 [T/INM R (Devices) | > [T/ REHE (DeviceManagement) ]>[7 /34 X (Devices) | DA
EorReyTET A =0 =T, JTAZNDEA L N—ZRINL, ROBREEXHEETH &
MTEET,

o [&% (General) ]>[4H1 (Name) ]: [fRfE (Edit) 1 (#/) 227V v 27 LT, ZTAHA
UN—DRRLEELELET,

Firepower 4100/9300 D7 525 Y >4 |}
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General @

ry
Name: 10.89.5.21
Transfer Packets: Yes
Mode: routed
Compliance Mode: MNone
TLS Crypto Acceleration: Enabled

Z ORI, [4HT (Name) | 74—V RERELET,

General (2]

Name: 10.10.1.13

Transfer Packets:
Mode: routed
Compliance Mode: None

Performance Default
Profile:

TLS Crypto Disabled
Acceleration:

Force Deploy: -+

« [EEL (Management) ]>[HRA K (Host) |: 7 /3 AHETEHEHIP 7 NLRAEZEET LY
%, Firewall Management Center CH L\W\7 RL A& —HIE TRy NT—7 LEOT /A R
IR CTX D9zl [E# (Management) |fEIKC[AA K (Host) 17 FL AZHwmEL

£75
Management @}
Host: 10.89.5.20
Status: v

Firewall Management Center : 7 5 X%, T—4 ., B X UVEZHA 45—
T4 ADEXTE

ZOFINETIE, FXOSIZZ TAXZZREALIZEEI7 T AXIZEHD Y TCoNZET —X (v
H—T 2 ADIERWIRT A =R EBRELET, BEOV Yy —UITbb 7 TAZ) T D

[ Firepower 4100/9300 D5 S X &2 ) 2
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FIE

Firewall Management Center : 7 5 X%, T—4 ., BLUBHA V2 —T 4 ADHRE .

WE. T—H A H—T 2 A ALHEIZ A K EtherChannel f > % —7 = A A T4, 1 DD

Firepower 9300 & ¥ —> DT F 2 U T 4 T 22— VNICREESNT= 27 T A X D7 T A& {Hilff
VoAV E—=T A ADYE, MTUZT 7 4V EBIERSTHLERH Y 3, JEBA & —
T2 A AL LTHEITTEDOME—DA L H—T 2 A ATHIBWA L H—T 2 AERETDHZ
EHTEET,

N

GE) %’Ei}(@\‘/’v ‘/VJ:EJ? F ALY I A R R EtherChannel 6 L CTWABAE, 7T A X
VU TINERICANIRDET, R—= b F ¥R A F—T oA A TEBLERA, ZOEM
Ki@\7725®77747fﬁﬁw2w/k N7 4 v NEEESINDDOREBIE
R

AT9T1 [T/IAM4 R (Devices) | > [T/ 4 REHE (DeviceManagement) | ZRINL, 7 7 A X DFEIZH

% [fRtE (Edit) 1 () 22V vr7 LET,

ATFY T2 [A v H—T A A (Interfaces) %27 Vv 27 LET,
RATYT3 77 ALY v 7 2R ELET,

B =Nk DI TAZ Y U TDOGE, 7T ALEIEY 7 MTUIL, T—% A V4 —T =
AAZADHFERKMTU L7 & 100 31 MEWMEEZFRELET, 7 7 AZHEY 7D FF
T4 ZWET—H oy NRENREGEND 2D, 7T AXGIEY 73T — %y AR
DY A RNIIMZTT TAFNT T 4T DA ==~y RIZHRIRT H20ENHY £, MTU
DI KAEZ 9184 /XA MIRE L. f/MEE 1400 31 MMIRETHZ 2B LET, &

ZIE, AR MTU L9184 A N THDHTED, T—H A H—T A ADHK MTU 1% 9084 (2

0. T AZEIEY U 1X 9184 [TREETE 9,

XA T AT I TAZDOEE  JTAZHMEY I A E—T A AT, T T HNVET
Port-Channeld8 T4, EDA X —T oA ANT T AZGIEHY > 7 TH DR ERNEE
I, 77 AZIZEIDBTONTZI TARAZ AL T A X —T =2 ADY ¥ — D FX0S %X E%
%ﬂlh [_/i‘j‘o

a) JIRZEIY oA H—T oA AD [fFE (Edit) |1 (£) 22V v s LET,

b) [&f% (General) 12— ® [MTU] 7 1 —/b FIZ, 1400 ~ 9184 DA A LE T, 7277
L. 2561 ~ 8362 O#FHDEIIA S LW TL &, 71 v 7 7 — LOUBENFNT,
ZDOMTU YA XI VAT LAEMEICKE CTlddb D A, KO EZFEHTLHZ L2
BMoLET,

) [OK]%#7Vvr7 LET,

AT Tl F—H2 A Z—T A AERELET,

a) (EE) BEOT77AT U=V A H—T oA ADEH/IF, T—FA 2 H—T = A A
WCVLAN Y T A U H—T 2 A AEFRELET, ZOFNEOEY OEIE, T A2 —
T RCHAENET, TS F—T oA ZDBEMEZRL T EE N,

b F—HA =T = AO[E Edi) ] (£) 22V v LET,

Firepower 4100/9300 D7 525 Y >4 |}
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. Firewall Management Center : 7 5 X3, T—32. BLUBHA 2 —T 24 ADEE

ATy TH

©)

d)

e)

AR ZDMDNTA—=FEZFELET, BHEOT 7 AT VA=A X —TxARTD
WTCTIE, V=T v RE—RDA LV F—T =2 A ADFEESRLTLIEIN, £/2, M T
AT L R E—RIZOWTE, 7V P I —TF A F—T oA ADHREESRL T
KTEEW, IPSHAA LV HA—T 2 ZAZOWTE, S T4y FERv T AU H—
T oA AR L TN,

G¥)

JITALGIE) I A B =T 2 ADMTUMNT —H A H—T = ADMTU XY 100
NRA FUUEREL WS, T—F A FZ—T 2 ZAD MTU B OTHERNHDH LD
7 — ﬁ%réniﬁoxT/fs(wN~V)%ﬂ%Lf 7 ALY 7 D
MTU ZHIRC L TL7EEW, ZD%, T—HA L Z—T oA ADHREERFITTEXET,

B v — kb7 72520 7 OEA1E, EtherChannel D F#) 7 1 —/3L MAC 7 R
VA (—F) ZRELET, FEMRTE (Advanced) 1227V v 7 L, [T 77 4 7 72MAC
7 FL A (Active MAC Address) ] 7 « —/V RiZ, MAC7 FL A% HHHEXTHREL F
T, HiZ 16 £ hd 16 T,

7= & 21X, MAC 7 R L A7 00-0C-F1-42-4C-DE D4 . 000C.F142.4CDE & AH1 L E1,
MACT FLRF=NLFF¥Y AN EY bty ha I LldTxFEHA, 2F0, E0D
2EHD 16 ERTEHFHICTHZ LIXTEERA,

[A X /NAMACT KL A (Standby MAC Address) ]IZF%E L2V TL 7ZE 0, EE I
£7,

BER 723 > MU — 7 ORI REZ Bk % 72912, A% R EtherChannel 121X, BL{E
F v hI—=7 THEASN TR, —EDOMACT RLA%F E#ézgﬂ%@iﬁ MAC

T RUARFIRESNTODLEA, TDOMAC 7 FL A THAEOHIEL= > MIEED
F9, MACT7 FLAZERELTWARWEEIZ, =y FBREEINZHE. BiLwn
= MIA & — 7:4x_ﬁbmwmc7hvx%ﬁmbiﬁo_n Xo, —
W72 % U — 7 O IR AET DA REMENH D 9,

[OK]1Z27 Vw7 LET, oOT—% 4 F—T 24 ZZOWTHRIERO FNEE D i
ESc

(fEE) WA v 2 —T oA AZHRELET,

WA H—T oA A, B X —T 2 A A= RTCETCTEXDOM—DA X —T = A
TY, syslog A v E—=IURSNMP 2 B2, ZDA v F—T oA A TEET,

a)

b)

[T x4 k (Objects) |>[# TP x4 FEHE (Object Management) [>[7 KL R F—
JU (AddressPools) | Z#i#R LT, IPv4 £721XIPv6 7 RL AT —L&BMLES, 7 RL
AT =NV HBRLTIIEIN,

KIETH, Z7I7AFNDO2=y MREFRIUEHDOT FLAREENDL L IITL T EEW,
BAEIP T RL AL Z O —iZidE&ENEFHAR, Fl—Fy N —7 LIZGFEEL TV DY
ERHVET, 2=y MIEV Y TONAEMAEe—IV T FLUAZFFNIIRETDHZ
LIXTEEREA,

[T/84 R (Devices) |>[T/\/ A& (DeviceManagement) | >[4 % —7 (4 R
(Interfaces) | T, WA v 4 —7 =4 2D [ (Edit) ] () 227V v7 LET,
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) [IPv4] T[IPT KA (IP Address) | v A7 EZANLET, ZOIPT RLAE £D7
FAZDEET RLAT, WIZBEOHIE~=y MIBLET,

d) ERL7=7 RL A 77— % [IPvd 7 KL A 7 —/L (IPv4 Address Pool) | Km v /&0
URAFPBERLET,

e) [IPv6]>[H&A (Basic) ] T.

[IPv67 KL A7 —/L (IPv6 Address Pool) ] K7 &7 1)

A RS, ERRLET FLAF— L A58 L E T,
f) WHEFEBY, oA X —T 2 f AREEITVET,

ATv 76 [Save RTF) 127 Vv 7 LET,

T, BB (Deploy) 1> [ER (Deployment) 1 %27 VU v/ L, BV Y THT A RZHRY
V—ZBTEX O LT, BEEREBTIET, BEITFEYTIEIH A,

Firewall Management Center : 7 S X ZDANJILAEZZ—DHRTE

[7 T AH (Cluster) ]"3—TD[7 T AZ~NVAE=Z—DRE (Cluster Health Monitor Settings) ]
g lE, ROEXRTHPA SN TV DOIRENPERINET,

9:DSRAMDANILAEZZ—DHRE

Cluster Health Monitor Settings

Timeouts

Hold Time

Interface Debounce Time
Monitored Interfaces
Service Application

Unmonitored Interfaces

Auto-Rejoin Settings

Cluster Interface

Data Interface

System

Attempts
-1

3

3

9000 ms

Enabled

None

Interval BEetween Attempts Interval Variation

5 1

5 2

5 2

RI1:[VSRAEANIREZA—DEXTE (Cluster Health Monitor Settings) ] 5 3> T—TILDT 4 —IL K

J4—ILFK

Bl

ZA LT T b

(Timeouts)

Firepower 4100/9300 D7 525 Y >4 |}
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Firepower 4100/9300 D% 5 X4 Y >4 |

B

X JE

J4—ILF

Bl

REZFERT (Hold Time)

FBETE24MIZ03~45TT, 774V MEI3HTT, /—F
DIRREE WGBS D720, 7T AKX ) —RiZ7 7 A > 7 Tl
D) —RIZN—hrE—= A= ELET, /— RBMEREE
BNIZET /) — K b= hE—F X v b= %525 LIRWEA,
ZOYT ) — NIISERREEITT v RIREE v s E,

AU HE—T A ADFTIN
7 v AW (Interface
Debounce Time)

FRETE 21X 300 ~ 9000 X VR TH, 77 4/L ML 500ms T
T A B —T A ZADTF AT L ARIX, A V2 —T = A ATHE
ENRFEAELTWDLERREN, 7T AZ00 ) — RBEIREns £
TOREMTT,

Monitored Interfaces (&
ZRYDTHREA A —
JIMAR)

AE—=T 2 A ADNVAF =y 73 ) I EEEZE=F—LF
T, BFEORPA VX —T 2 A4 ADTTOYER— B, FED
J— R ETIEEENEA LN, Blo /) — K EDOR Ciniof > &% —
T2 AARTT I T4 TR—=EBHDIHEE, O —RE7 I A%
SHIFRENET, /—FERA L NRN—% T T RAZMLHIBRTLETD
B, A X —T oA ADX AT L ZD ) — RINHESLIE R/ —
RCTHDH, TR TAXIZBMLES E LTWDENT L - THE
e ET,

P—ERT TV r—g
> (Service Application)

Snort 72 LN disk-full 72 EAREHRINLTNBENE S )N
R LET,

E=H Y TR DA
VH—T A A
(Unmonitored

Fm R U TRGBHNDA B —T 2 ZAEFRLET,

Interfaces)
EAT=od

H 8 s & ORE
(Auto-Rejoin Settings)

DIARAEA R —T A
2 (Cluster Interface)

7T ARHIEY 7 ICEENEA LRI BB S OREE TR
LET,

AT (Attempts)

FRECTE DHFAIL -1 ~ 65535 TF, T 74/ ME-1 (EHIFR) <
T, FEEGORITREEFRELET,

RATOMME (Interval
Between Attempts)

fRETE DHIPHIL 2 ~ 60 TH. 7740 MISHTY, HiEER
IOk Z T AL CER L E T

IO =— 3
(Interval Variation)

FRETEL%MIZ1~3TY, 7740 MIWRED 15T, A7
TLICHBERLS TONEINEERLET,

TR AR =T A A
(Data Interfaces)

T A H =T = A ATFEE DA LRI HER G OREL
FoRLET,

[ Firepower 4100/9300 D5 S X &2 ) 2
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Firewall Management Center : 7 S X Z DAL RAEZZ —DRE .

J4—ILF

Bl

1T (Attempts)

FBETZ %ML -1 ~65535CTF, T 74/ MNE3 T, HES
ORITEE A HE LT,

RATOME (Interval
Between Attempts)

BETZHHMIZ2~60 T, T 74/ MISHTT, HEAR
TOMBEE TR CTERLET,

O =— 3
(Interval Variation)

FBETXDHMIT1I~3 T, T 74/ MIBIRO 25T, 3BT
TLICHIBAERLS TANE INEERLET,

AT I (System)

W 7 — D RE LT RICHBIFRS SO ELR R LET, W=
F—=\x, 7V =y a Mo A LT T N, —EHEDORWNT
TN = a VAT AR ERHY FT,

1T (Attempts)

BEC& H&iPHIL -1 ~ 65535 CT9, T 74/L ME3 TT, HEA
ORITEEEZRE L ET,

AATOMIME (Interval
Between Attempts)

RETE DL 2 ~60 T, 7740 MISHTY, HiEAR
TTOMRZ FHMTER LT

Mg =— g
(Interval Variation)

FBETXDHMIT1I~3 T, T 74/ MIBRD 25T, 3BIT
TLICHIBAEL TANE INEERLET,

N

FIE

ATy T
ATvT2
ATvT3
ATvT4

ATy Th

GE)

VAT ADNNVAT = EENITDHE, VAT ADANVAT = 7 BNEHILIN TN DS

BICHHESNR2NT 4=V FEFRRSNERA,

INEDOREILZ., 207 arhbEERETEET,

FEOR— T ¥/ ID, H—OWYH A ¥ —7 x4 XD, Snort 7 uE& A, IO disk-full
T AREETEEST, ~"NAE=HX Y UTEVLAN Y 7 A 2 —T =4 A, £7201F VNI
RBVIZR EDRABA > F—T = ATIHFETEINERA, 7 T7AZFHM) 7 0E=4Y) 7
IERETEETA, 2OV 73T =F SN TVET,

[T/314 R (Devices) | > [T/ 4 REHE (DeviceManagement) ] Z#R L £,

EHET D7 7AZOMH L [k (Bdi) ] (£) 227V v7 LET,

[Z T A% (Cluster) 1227V 27 LET,

[T AZD~NVAE=H—OFRTE (Cluster Health Monitor Settings) 17 a3 > C, [#idk
(Edit) 1 (/) 227U v7 LET,

[~VAF 2 (HealthCheck) | A7 A X% 27 V27 LT, YATLDNVAF v 7 %K

Wz LET,

Firepower 4100/9300 D7 525 Y >4 |}
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10: R TLNLVAF v DEME

Edit Cluster Health Monitor Settings X

Health Check @ )
v Timeouts
Hold Time 3 Range: 0.3 to 45 seconds
Interface Debounce Time 9000 Range: 300 to 9000 milliseconds
> Auto-Rejoin Settings

> Monitored Interfaces

Reset to Defaults Cancel m

iSO MRa TR (22 21ET7 —F A F—T oA ZAOBIEIER, / — K2 vFO
A B2 —T = A4 ZADHEMU/AELE., VSS 2 vPC (F 7213 VNet) ZIERT % A A v FDEH0)
EITH L EIZE, VAT LD~V ATF =y ZHEEEICL, B LA v X —T = AD
T=H Y TBEHPTLTIIES Y, PRBYOEENET LT, REOEHENTNTD /) —
Nz ENTZD, VAT LAONNAT =y JEEEBREAENC A v X —T =24 ARE=H
Vo rcxEET,

ATy T6 ARV REMEA L H—T 2 f ADT T AR ERE LT,

o [A—/v FE# (Hold Time) ]: /— KO/ N—hE— K 27 —% & X vt—T ORI
ERELET, HECTEL/AILI~45HT, T 74V MNE3IBTT,

s [A B —T =2 ADT /Ny AW (Interface Debounce Time) ] : 7 /N7 > AFREfEIE 300
~ 9000 ms DFIFHTHAERELET, 7 74/ ME500ms TF, fEE/hS<TDHE, A
VHE—T oA ADREE LV REICRHTEE T, TV UCARMEELS T L, BRH
DAREMNEL D Z LICEB L TLEEWY, f U F =T = AD AT —F AFFHRIEE
ToHE, A F—T oA RXFEEL L Ty—IHITINDHET, /—FNEIEEENZI VR
B L E3, 2%, /— Rix7 722 oHIBREVE 9, EtherChannel 73 % 7 LK HE
MHT v TREIZBITT 556 (A4 vy TFNRYa— KENT, AA v T TEtherChannel 73
BT o172 8) | TADCZAKHB LV RS2 K= DY RIZBWTHID 2
TAB ) — ROFFNEERIRT-D, VT AL ) — RTA U HZ—T 2 ADBENERIND
ZEEBFHENDHY FT,

AT Tl ~NARAF =y 7 RKWEOHEFER Y TAXREE DAL ~A A LET,

[ Firepower 4100/9300 D5 S X &2 ) 2
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ATvT8

11: BBBEHESDRE

v Auto-Rejoin Settings

Cluster Interface

Atternpts
Interval Between Attempts

Interval Variation

Data Interface
Attemnpts

Interval Between Attempts

Interval Variation

System
Attempts

Interval Between Attempts

Interval Variation

Firewall Management Center : 7 S X Z DAL RAEZZ —DRE .

Range: 0-65535 (-1 for unlimited number of attempts)
Range: 2-60 minutes between rejoin attempts

Range: 1-3. Defines if the interval duration increases. 1 (no change); 2 (2 x the previous
duration), or 3 {3 x the previous duration).

Range: 0-65535 (-1 for unlimited number of attempts)
Range: 2-60 minutes between rejoin attempts

Range: 1-3. Defines if the interval duration increases. 1 {no change); 2 (2 x the previous
duration), or 3 (3 x the previous duration).

Range: 0-65535 (-1 for unlimited number of attempts)
Range: 2-60 minutes between rejoin attempts

Range: 1-3. Defines if the interval duration increases. 1 {no change); 2 (2 x the previous
duration), or 3 (3 x the previous duration).

[ FAHA B —T x4 A (ClusterInterface) |, [7—H A ¥ —7 = A A (Datalnterface) ].
BELR[AT L (System) [WIROEEFHELET (W=7 —IZiX, 77V r— 3 O
HMEALT TN, —BUORWT TV = a VAT A ARERDY ET) .

o [R175 (Attempts) ] : FAES ORITIEIELZ 0 ~ 65535 OFPHOEIZERE L E3, 01XHE

HREAEmENMELET, [T AX A H—T x4 A (Cluster Interface) | DT 7 # /b Ml
-1 (JEHIFR) T, [T—%A ¥ —7=AA (Datalnterface) ] & [ A7 A (System) ]
DT 7 v MElE 3 TY,

« [AITOME (Interval Between Attempts) | : FHfEARITOMEE 2 ~ 60 D/ HAL TER L
FT, TIANMEZS 5 TT, 7 TFAX~OHSME /) — RBRITT D KRG FHREH
1. B OBEEIAR D 14400 4 (10 H) IZHIBR S v E T,

o [ NY =—3 3 > (Interval Variation) |: Mf@& NI E 2> nEEHZLET,
1 ~3DFHATHEEZZFELET (L: ZH L, 2: BAIORRO 2%, 3: EATOMED 3
) o =& E MRE S DICREL., Bo%x 2 ITRE LSS, &AORITH S5 50
%, 2BIHORITR 10 0% (2x5) . 3FEHORITA 20 5% 2x10) &2 EF, 7
T AN MEIL, [T AFA X —T A A (Cluster Interface) | DIEAIT L, [T—HF A
42 —7 A A (Datalnterface) |FEB L[ AT A (System) | DHEIF 2 TT,

[E=X VTG DA ¥ —7 A A (Monitored Interfaces) ] L7 [T=F U v x50
A > ¥ —7 x4 A (Unmonitored Interfaces) |V 4 > RUTA U H—T = A AEBEL T, E=
BV TRGDA L E—T 2 A RERELET, [M—ERXAT7 TV r—varox=F) 7
ZHNZ I 5 (Enable Service Application Monitoring) ] &4 > £72134 72 LT, Snort 7' ut
A & disk-full 7B ADE=Z Y T e AHEITENIT L LTS ET,
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B rxos: v525/ —roumk

ATvT9
2Fv 710

22:FE=BYIHRHEA VA —T 24 ADEE

v Monitored Interfaces

Monitored Interfaces Unmonitored Interfaces

Add

Enable Service Application Monitoring

AVE=T A ZADNNAF =y 73 VI EELEE=F—LET, FEOWwmHA L F—T =
A ADTRTOYER— b, FHED /) — K ETIIEENRRE LR, Bl /) — N EDOR Cig
AL HE—T 2 A RATT I T4 TR — RO LIGEE, 0/ — RNE7 FAZNLHIBRIILE
T, S KB ANR—% T TAEZNLHIRT 5 E TORIZ, A1 X —T A AKX AT L
FD ) — RBHELE A/ — R THD0, 37 FAXIISML LY ELTWANI Lo THE
RV ET, TTZAHNEITHEH, ~MMATF 2y 7 FTRTCOA v F—T =4 A, BIL O Snort 7' 12
£ 2 L disk-full et XA THEN > TWET,

ez, BHA LA =T oA AR E MWEUSNDOA =T 2 A ADNVAE=R ) VT %
N TEET,

AISLD R VER (2L 2137 —FA v F—T7 A ZOBMHIER. / — FRLAA v FD
A B —T = A ZADAMEAER L, VSS 2 vPC (F7-1Z VNet) ZTERLT 5 2 A » FO8)
EATH L XTI, VAT LAONNVATF =y 7 BERREZ BN L, Bl v X —T = A AD
TRV HEDNCIL TSN, MARYOEERRET LT, REODEENRTRTD ) —
RIZR#IENTZ S, VAT ADNVAF = v JHEEEZFHEANCCA v E—T 2 AeET=H
Vo7 TEET,

[fRTF (Save) 1227 U w7 LET,
RELAFLZEBLETHELATFOREMEZSHRL TIEIN,

FX0S : V5 X%/ — FDOHIKR

T /= Ra7 AL, E30KRRNCHIBRT 2 B W T L &
TO

[ Firepower 4100/9300 D5 S X &2 ) 2
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| Firepower4100/9300 DY 52 5 1) v
os: »52%/— kot [

— BB 72 HIBR

Tz, "= RO =T EIFERy NV DREENRNT, 77 A% ) —FRI7 722016
HEIWICHIBRS W E S, ZORIBRIT. REPBEESNLIETO—RHNRLDTHLID, 77
ZIZHBINTEET, £/o, FEITI IAZ ) 72N THZ L b TEET,

TN AWBUEY T AL WNITHFAET D D3 51213, Firewall Chassis Manager [fa 27 /34 A
(Logical Devices) | ~—"C, showcluster info =2~ REfFHLCT 7V r—va N
TARAT—H A %fEB LET,

iy

Gateway Management Port Status
10.89.5.1 Ethernet1/4 @ online @D W ¢ii=
Attributes
Cluster Operational Status: in-cluster
FIREPOWER-MGMT-IP -10.895.20
CLUSTER-ROLE - control-node
CLUSTER-IP 127211
MGMT-URL - https://
UUID - 95507124-32aa-11ed-b9da-d0a0d3T634c

Firewall Management Center % f# ff] L 7= Firewall Threat Defense Cl%, Firewall Management Center
THRARAYZAMMITANA REFEL, 7T ALY 07 2 BEANI LI TN T O 2 Fb
TELHEICTODHENDY £,

T IV =2 a T ITAZ) TG T r—2a U CLIZEH LT 7%
2T RENCTDH I ENTEET, cluster removeunitname =~ REZAHL T, =
JA4 LTS — RUAOT R TO2=y FHIRLET, 77— ATy T a7y
Fal—vaFEEInd, #llHl/ — FhoRZiICREsnzar7 s Xa1r—va v
LEDEETHHLDT, a7 4Fal—ar2RkbPICHBTED ) — REFEEBNT
xF9, HEH /) — RE2HIBRT D017 —4% /) — R TZoa~y REAN LEGEE. &
LW, — RARESINET,

TNAANKET VT 4 TWIbE, TRTCOT =LA H—T 2 ARy v hF T X
nNET, FHEHA LY —T oA ADBN T T 4 v I BEZETEET, NT T 4T
Tu—%HHTHIE, FTRZV T ERERNNCLES, EEHA X —T oA AL
ED)—=FKNRT = AT v TRENOZITIRASTZIP 7 R RAEMH L Tol & X B5{E)
L2 ET, 277L, Ve—FRLTL/ — RN TRAEXNTELET 77 4 7 TliEan
A, BHA =T oA AXENC0 £,

7T AL T BERMCT HIZIX, Firewall Threat Defense T cluster enable 2 A Jj L
i‘j‘o
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B e o525 n—nem

T TN —a s A VAL ADIIE. « Firewall Chassis Manager @ [FaBi7 /34 A (Logical
Devices) ]~X—C Slider enabled (® ) %27 U v 7 L%9, Slider disabled ( .)
EHAL TR THEANCT D Z R TEET,

kX2 VT4 BV 2=V DY vy N X T Firewall Chassis Manager D [£ % =
U7 4y a—/V/mY (SecurityModule/Engine) |-3—C, [EIRA 7 (PowerOff) ]
TAarEIY T LET,

s ¥ —T DY ¥ v NH L Firewall Chassis Manager® [#f% (Overview) ] ~<— T,
[vv h¥ Dy (ShutDown) | 74 ar%227 Vw7 LET,

SEER AR
ROFEEMEA LT, 77 AH% )— REFERITHIRTE LT,

Firewall Management Center % fifi | L 7= Firewall Threat Defense D35, > % —> T/ T AZ Y
Tk W T UT-1% T/ — K% Firewall Management Center 7 /34 A U A G HEIFRL TL 72
AN

FREET /NA A OHIBR : Firewall Chassis Manager O [fEE7 /34 A (Logical Devices) ] X—
T, 27 Vv I LET, ZFO%, AX U RT O UOmBET AL AR LW T AX F R
L7720, ML 7AZICH LWVRET A ZAZBIML2)T52 L6 TEET,

s —EANLEDV Y=V ERIF X2V T ATV 2= VDI RN TN, AR
HIBRT 28580, KBAN—R 2T %27 FAXZOH LW —FE L TEMTE £,

FMC : 7S RA A N—NDEHE
JIGAREBALIEHIZ, a7 40X al—2a v b BH L, VIAZ AUAEERTXFE

‘j"o

RO SRAE A IN—DEN

FXOSIZHT L\W7 T A H A "—%3B8/17 % & Secure Firewall Management Center (Z & 1) A >
N—RNHBRNGENNSNET,

1R BRI

AU =T 2 ADERENMMD Y v — EXHHAL = FCTRIUERTEILR>TWNDH I &%
R LET,

[ Firepower 4100/9300 D5 S X &2 ) 2



| Firepower4100/9300 DY 52 5 1) v
55245 2 vri—nEsR |

FIE

ATFYT1 FXOS D7 T AZIZH L=y bEBEMLET, [FXOS2 7 4 F=2l— g HA K]
LT TIEEN,

Frivna=y IR7 ZAXITBEMS D E TR L £7°, Firepower Chassis Manager @ [ 27
/31 A (Logical Devices) | i 4 Z /M3 57>, F 713 Firepower Threat Defense @ show cluster
inffoa~y REFEH LTI FAY AT =2 A% RKRLET,

ATY T2 HLWI TAZ AN THBCGENESNE T, 2=y FOBFIRNEZT=X—F 5
WZiE, RO X HIZEKRLET,

[T AZ AT —H A (Cluster Status) | XA 727Ky 7 A ([T/34 X (Devices) 1> [T

INA REHE (DeviceManagement) | [# Ot (More) ] G) 7 A 2 £ [T/NA R
(Devices) | >[T/31 REHE (DeviceManagement) >[92 5 R4 (Cluster) | ¥ 7 >[4

% (General) |5 >[2 7 AHX AT —X ADFK~ (View Cluster Status) |>[27 7 A X DT
A 7 A7 —H A (ClusterLiveStatus) |V > 7 OB AIEE) T, ¥ —Y ETIZ T AXIZ
B O=y M 177 22289... (Joining cluster...) | ERINET, 7T AHF
WZIBMEHL7-#12, Firewall Management Center (3 Z AV B Gk 257, A7 — & AN DRk
AlHE (Available for Registration) | ([ZZEDV £F, BEDBETT 5L, AT —F XN [H
HIRAE (InSyne) | ITZE DV £, BEICKKT DL, ==y ME [BELATHE (Available
for Registration) | OIRREIZHE LV £, ZDOHE. A (Reconcile) 1227V v 7 LTH
Bk e s L E

[ AT LAT—H A (Systemstatus) [>[4 A2 (Tasks) ] : Firewall Management Center (Z
TRTOBERA N T —RRRINET,

[F/34 R (Devices) |>[F/31 REHE (DeviceManagement) | : 7 /31 A D—Higpit—
UTUIGAAERERLT, ElIce— N7 A arBhHAIE, 2=y MBETTHD
ZEERLTOVET,

D3RR A N—DEH

BEfF 7 ZABND Y T AL A N\—%E& iz 52 L TEX£7, Firewall Management Center
IR = MBI L E 9, 7272 L. FirewallManagementCenter NOD N7 T A X A
NI FETHIRRT A2 LENH Y £, £z, ZOFIETHVEL L 7c=2=y MZbHEH S
T, TOHAIE. "R =T RELCTHEH LA N—E LTEREINET,

1R BRI
s A H =T 2 A ABREPMO T ¥ — T IR =y FERIUTHDZ L EMHRELE
j—o
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B /5x5»vni—oEn

FIE

ATy T

ATy T2

ATvT3

ATy T4

Firepower 4100/9300 D% 5 X4 Y >4 |

LW vy —o DA, TRETHNIE, FXOSHNOHW Y vy —L OREEZ NNy 7 T v 7 LTHE
T LFET,

Firepower 9300 DE ¥ 2 —/L A2 T D555, ROFIEEZETT H0ETH Y £H A,

TNy =2 DNy 7Ty T FXOS RIEN LW AR, BN 2 7 A% A "—0iB

(48 ~—2) OFIEEFATLET,

UTOTRTOFIRIZONTIEL, FXOSa 7 4 Falb— g A FEGE 2SR L TR

éb\o

a) REDTY AR— MEREZMEH LT, Firepower4100/9300 & v — 3 DFGHEElT A AL T T
k74— LD OREEZEATND XML 7 7 A VT AR— K LET,

b) AT ¥ —VICHET 7 A NVEA U AR— N LET,

o) TAEBUCAENICFEELET,

d) MEISUT, BT ANAADT TV r—va v AV AF U AN=Da T v T T —
RKLT, YD TAKEL—FIHFET,

= k@ Firewall Management Center C, [T/34 X (Devices) |>[T/\f RAEHE (Device

Management) ]>[ZOffi (More) | () >[AlIB& (Delete) ] Zi&R L,

tdcluster1 (2) Enable Node Clustering

v
Giste, Break Node

nodel(Control) Snort 3 Packet Tracer
st FTDV for VMware 730 N/A ffs;”“?‘f’ Threatis in-out NJA Packet Capture
Health Monitor

Troubleshoot Files
node2(Disabled) Snort 3 Essentials, Threat (2 :

10.89.5.44

FTDv for VMware 730 N/A

2=y FEHIBRT D L AR LET,

2=y BT T AZNLHIERE L, Firewall Management Center 7 /3 A U A k)b S HIFR S 41
7.

LN TAZ AN—FTTHOEE LTcy Z A% A "—ZHBICBEMSNE T, &
Bl =y FOBEFRUEZE=F—FTHITIE, KOL S IZERLET,

«[Z T AB AT —H A (Cluster Status) | ¥ A7 a7 Ry 7 A ([T/N4 X (Devices) |>[T
INA RETE (DeviceManagement) | [Z Dt (More) | () 7A 2 E-IE[T/A4 R
(Devices) | >[T/3f REHE (DeviceManagement) >[92 5 X4 (Cluster) ] ~<—v >
(2% (General) | I >[27 7 AHX AT —H& ADFx (View Cluster Status) [>[7 7 A X D
FA T AT —H A (ClusterLive Status) ] U > 7) T, ¥¥—¥ ETrZ I AXITEMP O
=v Mz 7 Z22ZBMF... (Joining cluster...) | ERENET, 77 AXITBMEH
7c#\Z., Firewall Management Center (X Z VDB gk Ak, AT — & A% [ XL ATHE
(Available for Registration) | [Z& DD 9, BENTET T DL, AT —F AN [RHHK
& (InSync) | IZEDLV 9, BEICKRTDHE, == NI [EEFEE (Available for

[ Firepower 4100/9300 D5 S X &2 ) 2
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2on—nk7s571 71 |

Registration) | OIRFEIZHEE 0 £, Z0HAE. [BA (Reconcile) [[T3T (All) 1% 7
Uy LCHRGA RS LET,

e[ AF L (System) | (3F) >[# A~ (Tasks) ] : Firewall Management Center (23T D
BigA N M T —nEREINET,

«[T/N14 R (Devices) 1>[T/34 REHE (DeviceManagement) ] : 7 /31 AD—HEHKRA—
VT IAZERALT, ECe—RT7AarPmoH5560F3, 2=y FRABRETTHD
ZEERLTVET,

AUN—DIETYU T4 71

2=y FOBIBRIIEZ T, F03A T F U ZADT=DIC—HIC A v R—%FIET 75 ¢ Tk
LZEANHY ET, ZOFIEITZ, AL N"—F BT 7T 4 T B0 LD T, o
= MEH| X HiZ Firewall Management Center 7 /3 A A U A MIFRINET,

N\

() =a2=v M ETITATITRDE, TRTCOT—H A LA —T 2 A ANV Y v N T ENRE
T, BEHALH =T 2 A ADIRNNT 7 4 v I 2 EZETEET, VT 74 v 7 7a—%HH
THITNE, 7 IAZ ) T EHEAMILET, FHA U H—T oA AX, TOZ=y bR
T—h AT TRENLZTWAST-IP 7 RL A LTl & ERRE L 220 £,
7720, Ve—RT258548, 7 7AX T2y MREREET 77 4 7127 >oT0D & FEA
VHE—=T 2 RTINS0 T, FRLUKEOa T X a2 Lb— g VYRR, v Y —
PHEHTOMLENRHY 7,

FIE

AT TN FT 7T 47T D=y MK L, [T/N\1 R (Devices) 1>[T/31 REE (Device

Management) ][#Offti (More) | () >[27 T A% Y v 7 %5235 (Disable Clustering) ]
IR £,

& 9300-cluster (3) R
Cluster &£

Firepower 9300 with 1p9300-docs cisco.con  Essentials, IPS (3 o A :
FTD Z=0 B security Modute - 1 more...) it LifFs: ]
Disable Node Clustering
2 \ Delete
chassis 2-mod1(Control) Snort 3 Firepower 9300 With < o FP9300-2.cisco.com:4.  Essentials, IPS (3 — P
aan FTD B security Module - 1 more...) D A Packet Tracer
Packet Capture
chassis2-mod2 Snort3 Firepower 5300 with 7 - o jg £P9300-2 cisco com-4.  Essentials, IPS (3 ol R Health Monitor
10.89.5.12 FTD - B security Module -2 more...} ° i Tiadblestook Flas

[T AH AT —H A (Cluster Status) | XA T2V Ry I AnD, 2=y N&IET 7T 471k
THZEHTEET ([T/AM R (Devices) 1> [T/ 31 AEH (Device Management) ][ DAt
(More) 1 () >[2FAZDF AT AF—% A (Cluster Live Status) ])

Firepower 4100/9300 D7 525 Y >4 |}



Firepower 4100/9300 D% 5 X4 Y >4 |
B /5=x5~0Esm

ATVT2 2=y DI TRAZY T HENTHZ 2R LET,

2= MI, [T/3/4 R (Devices) |>[T/\1f1 REHE (DeviceManagement) |V A kD4 RiD
BAZ [ (JE%) (Disabled) ) ] & FRINET,

td-cluster1 (2))
Cluster

10.89.5.21(Disabled)
10.89.5.21

. 9300-1(Master)
10.89.5.20

ATV T3 IV I7AXY U TEFEOENCT DL, 7T AXZ~OHESMN (525—) 2B L TLES
W,

HDSRAIANDBESM

PEENRELI A V=T =2 AL, 2=y N7 T A2 BHIRSNTIZSE £ T FHT
I IR T RN LGS, 77 AZICFECTHBIMIELMNERHY T, 7 TAH
~OBFBMEZFBITT LN, FEENMRESNTWDLZ 2R LET, 77 AZnba=y |
DHIER SN DBHOFEMIZONTIZ, 7 7 AZ~OHESM (13 =) Z2ZRL TSN,

FIE

RTYT1 BT 774 7{bTH2=v MK L, [T/N\1 R (Devices) 1> [T/31 RAEE (Device
Management) ] [Z®Dftt (More) | G) >[7 T AZ YV v 7% H%hZT 25 (Enable Clustering) ]

IR L ET,
., tdeluster? (2)
Cluster Break Node

Delete

node1(Gontrol) |Snort 3 ETDv for VM , Essentials, Threat (3 o o Packet Tracer

10.89.5.36 L Lesl Ll more...) out NIA Packet Capture
Health Monitor
Troubleshoot Files

':Iﬂ}d:;‘fffme“) o FTDv for VMware 730 NfA Eesonie Tineat 2 in-out N/A

[T AH AT —H A (Cluster Status) | XA TV Ry I AnD, 2=y NeB/T 7T 471k
THZ b TEET ([T/A4 R (Devices) 1> [T/\1 XEHE (Device Management) | > [Z D
i (More) ] G) >[Z FAZDF A7 AF—H% A (Cluster Live Status) ]) .

ATYT2 2=y T TRAZY U TEANCTDHZ EEMERLET,

[ Firepower 4100/9300 D5 S X &2 ) 2



| Firepower4100/9300 DY 52 5 1) v

—

TF—

F—5/—rour @arw [

2/ — FOHIBR (FEkEER)

FIE

ATy T

ATy T2

7T AL ) — REFERICHIBRT 2 0ENH D56 (72L& 21X, Firepower 9300 TE Y = —/L &
HIBR T 256, £lidy vy — T ZHIBRT 55%4) 1%, Firewall Management Center 7> A 73—
T BERIRRT D ERH Y FT,

= RPN EFRT TAZO—EThLH A, £1L/ — N RN T 5720055
T, /= FEBRMER LN TS ZIV, FXOSD 7 7 2 X HbERICHIFRT 5121%, FXOS :
7 7 A% ) — ROHIFR (46 ~—) ZHM L T &V, Firewall Management Center 7> 5 %%
FIERLCTH, FE7 T7AZO—MThL%E. N7 74 v/ Zhl&fE@mbIw, HiE/ —
K (Firewall Management Center 23 B CX 72\l — R) (225 REME L H Y £,

1R B

2=y "EFENTHET 77 4 7T DL, AU N—DIET 77 40 71k (51 =) SR
LCLEE, J— REREMERT a1, FEIT, FRE~VAEEIZLY, /— R ET
75 4 TN TWALERH Y 97,

/ — K73 Firewall Management Center 7> b Bk EER TE 2RETHDH Z L 2R L ET, [T
A A (Devices) |>[7 /31 A& B (DeviceManagement) | C, == hMZ[ (#%) (Disabled) ) ]
ERRENTVDHZ L a2 LET,

td-cluster1 (2))
Cluster

10.89.5.21(Disabled)
10.89.5.21

A 9300-1(Master)
8 10.89.5.20

7, K — FORT—F A%, [ZOMf More) |1 () 235 [ F AX AF—H% A (Cluster
Status) ] # A4 70 /Ry 7 ACHRTEET, AF—FAREOEAE, [£ T AL ATF—4
A (Cluster Status) | XA 707 Ry 7 2D [E (Reconcile) 1% 27 YV w7 L CHRHIFIIZ EHT
L\i—a—o

HIBR4 %7 — % ==+ ® Firewall Management Center T, [T/31 X (Devices) |>[T/\1f R
&I (DeviceManagement) |>[ZDfth (More) ] () > [HlB& (Delete) | #i#IR L7,

Firepower 4100/9300 D7 525 Y >4 |}
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B sw1-vroz=

., ‘deluster1 (2) Enable Node Clustering
Shusel Break Node
) Packet Tracer
m,’d,e,.w (,C_,D’,ﬂ[m” St RN for Vhiware, e NiA rEf@Gr?,t!a‘s Threat MOl N/A Packet Capture
Health Monitor
Troubleshoot Files
poce=(Bhsanien) S FTDv for VMware 730 N/A Essentials, Threat (2 in-out N/A

10.89.5.44 more...)

ATY T3 J—FEHIBRTDZEE2EERLET,

J— RN 7 AZ 0 BHEIBRE U, FirewallManagement Center 7 /34 A U A kb HHIFR S L E
ﬁ‘o

HEHLI=—Y FOEE
A

IR HHe=y FELETIREBOFER, =y hTIZITAX Y T EEHIZL, FH LW
=y FOBIREZFEFSTHD, V7 TAX N U TEBERNCT HHETT, #lffle=y M2
ThH2=y NEREICHEET AMNERS HHAIL. ZOHEOTPINEZMHEH L E, PRl
BEIZOWTIE, #ilfle=y NETZHHIT 5 LT _RTORN Koy 7EN5D T, H LW
= N ECHREZHMBLT2M0ERD D £7°,

filfl =y FEZEET DI, WOFIEEZFEITLET,
FI&r

ATy F1 [TINA R (Devices) |>[T/34 REHE (DeviceManagement) 1> [ZDftt (More) ] () >[Z
FTABDT AT AT —4 A (Cluster Live Status) ] ZiZIR LT[ T AHX AT —X A (Cluster
Status) | XA T a7 Ry 7 A& ET,

[ T AH AT —H A (Cluster Status) | ¥ A 7 227Ky 7 A, [T/N4 R (Devices) ]1>[T/\
4 AEHE (DeviceManagement) |>[2 5 X2 (Cluster) [X— > [2f% (General) | Ik >
[T AZDT AT AT —H4 A (Cluster Live Status) ] U > 7 026 BB Z &R TE £97,

ATy T2 filfla=y ML=y MZOWT, [£Oft (More) | () >[m—/L&HI#IZZH (Change
Role to Control) ] Z&3#IR L £,

ATV T3 B NOEFEZWRTIHEIICROONET, F=v IRy 7 RAZFICLTOK]Z27 Y v
7 LET,

[ Firepower 4100/9300 D5 S X &2 ) 2
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55245 2vri—oEs |

HISRA AUN—DEES

FIE

ATy T

T T ARE A N—=DRGRITRKIL LT26 . ¥ % — D26 Secure Firewall Management Center (2
LTI TAE A N=2y TERETHZLNTEET, 72L& 21X, Firewall Management
Center NFFED 7 B EATHBEINTWD N, £0idry N —Z IR S L5EG. 7—X
L=y FOBEKITRT D2 ENH D £,

7 Z A% O [Devices] > [Device Management] > [Z Dfth. (More) | () AR L., WKIZ [Cluster
Live Status] % 3%4R L C [Cluster Status] A 7 2 7R v 7 A% Bl & £9,

[Cluster Status] # 1 7 & 7' 7R v 7 A%, [Devices] > [Device Management] > [Cluster] ~<— >
[General] fiEJ5 > [Cluster Live Status] UV > 7 b b 2N TEET,

AT w72 [ReconcileAlll 27V v 7 LET,

7 T AL AT —H ADFEMIZ- OV TIL, Firewall Management Center : 27 7 A X DE=XJ
(55 =) L TLIEIN,

Firewall Management Center : 7 S X ZDE=2) 9

7 TAZDE=HY > TIX, Secure Firewall Management Center 33 JX " Firewall Threat Defense
CLI THEITTE £,

« [Cluster Status] % 1 7 1 7R > 7 A2, [T/ 31 X (Devices) |>[T/31 REHE (Device
Management) | >[Z®ff (More) ] ¢) 74 3 inb, 7213 [T/314 R (Devices) |>
[T/ REHE (DeviceManagement) |>[2 5 X4 (Cluster) | =*—>[2f% (General) ]
BEHIK > [V T AKX AT —H ADFa (View cluster status) > [7 T AX DT A T AT —H A

(Cluster Live Status) ] U 7 MH7 7 ATEET,
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. Firewall Management Center : ¥ S X2 DE=421) 2%

Cluster Status

Overall Status: [ Clustering is disabled for 1 node(s)

Nodes details (2) Refresh “Reconcile All | Q, Enter node name

Status Device Name Unit Name Chassis URL
l Summary ] [ History l
1D: 0 CCL IP: 10.10.101
Site ID: NYVA CCL MAC: 000c.29bb.d7bb
Serial No:  9A4MK10VUVF Module: NGFWv
Last join: 19:17:26 UTC Jul 18 2022 Resource: 16 cores / 32256 MB RAM

Last leave: N/A

History
Timestamp From State To State Event o
211513 UTC Jul 18 2022 SLAVE_APP_SYNC DISABLED Slave application configuration sync timeout
20:55:10 UTC Jul 18 2022  DISABLED ELECTION Enabled from kickout timer
20:55:10 UTC Jul 18 2022  ELECTION ONCALL Event: Cluster unit node1 state is MASTER
20:55:10UTC Jul 18 2022 ONCALL SLAVE_COLD Received cluster control message s
Dated: 08:56:56 | 09 Sep 2022 Close

avibu—a=y ML, TOR—VER_RT T T T4 v I A Tr—203HY £7,
7 TGAB RN AT = HZ AL, ROREREFENET,
o [[3H (In Sync) : Z%{& L Firewall Management Center (Z %58k STV ET,

* Pending Registration : 2£E (37 7 A ¥ O—#TF 23, F 72 Firewall Management Center
IZBEE STV ER A, FEEPBERICKIE LA, [ReconcileAll] 227 U v 7 LT
Bk BT 02 M TEET,

* Clustering is disabled : #&i& (3 Firewall Management Center (B Fk SV TWETN, 77
ABDIT T 4 TIRALN=TF, 7 TAXY TRET, B THAMET D TE
DoLGEITERETICHRFFCE £, £k, EEEL V7 FANOHIRTHZ L8
ARE T,

o 7 7 AZIZSH (Joining cluster) : EEN Y ¥ — ETY FAXIZBIM L TWET
2R, BINESE T LTV EH A, Z1%I2 Firewall Management Center |2 8 6% S 1L £ 77,

g 2 L2, [Summary] F 7213 [History] T, TNEIVIE L BIREZF R TEET,
[ZDft More) ] () A==a—7b, HEEILICKOAT—F ZAEFLFEITTEET,

[l Firepower 41009300 DY S X2 1) LY
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DIREANLREZA—FyaRR—FK .

SRR UG EENZT D
SRR UTEHMZT S
« A—)L% Control ITEET 3

«[ZAF L (System) ] (3) > [Tasks] ~<—3,

[Tasks] ~X— 21T, FEEEBNREREND T LI, 7T RAZBESL 27 DR ORI FE
REINET,

« [T/N14 R (Devices) 1>[T/\1 AEH (Device Management) ] > cluster_name,

TNA AD—EFRIRN—TU Ty T AL ERET S &, HEEE IPT F L AORICZE D&
HPRENTWDS) 28D, TR_RTORAANEBEPFRTEET, BEEPOERITIL,
O— RFOT7 A arNEREINET,

» show cluster {access-list [acl_name] | conn [count] | cpu [usage] | history | interface-mode |
memory | resource usage | service-policy | traffic | xlate count}

7T AR BIROERNT — X FI213FOMOEREZFRT 5121, showcluster 2~ K%
EHLET,

» show cluster info [auto-join | clients| conn-distribution | flow-mobility counters| goid [options]
| health | incompatible-config | loadbalance | old-member s| packet-distribution | trace [options]
| transport { asp | cpj]

7T ABZIEREFTRT HITIE, showcluster info =i~ R&EFEH L £,

DIAZIANIREZZ—HF Yy aR—F

DI3REIDOANIAE=ZSZ—

Firewall Threat Defense 7327 7 A % Offillffl / — KT 5354 . Firewall Management Center ($7 /3
ARARARN) w7 F—=H2 aL AN IEIERA N v 7 EEMICIUELES, 7724
D~V AT=H =, RO R—F 2 b THERERTOET,

MEL a2 R— 7 TAZ IR Y 7 TALEE BEXOA RN v 7 Fry— M
TomeRTLET,

s hARBTEIZ VailliE, VTAREIDTA T AT —H A A OEBHEORIE, &
BB ) — ROX A7 (i) — RERET—% /—F) | BILOT A ZADOWRER
FRENFET, T 2AORREIT, [HEL) (Disabled) | (73 207 T A F ZfEh T
LX) L [WIREETIEM (Addedoutofbox) | (/NT Y w7 7 F 0 Ko F AKX T Firewall
Management Center {ZJ& L CWRVEN — F) | £7203 2% (Normal) ] (/— R
DOHABMIREE) OWT I TT,

« 7T ALZDREE 7 v a ik, CPUMHASR, A VAR, AHLr—Fh, HAHLr—
M T2 7 4 77, BLONAT BHRBICET 57 TAXDBAEDA Y v 7
NERINET,
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B /525 ~vzoxs

A
GE) CPULAEVUDANY vk, 5—FFL—r L Snort DfEHE
Ol & DIH %~ L ET,
e ANy I F¥—b, DFEYD, CPUFEHE, AEVMFEHE XL—T7v N BILUOE
BT, BESNT-HMIZB T 27 7 AXOFHERETRLET,
c BRI A 2R — R 2007 4V KT TAX ) — REKROARITREFRTL

i‘a_o

MV 4V ey MTE, 7T AZ ) — FERORF R Té$ﬂﬂ&/F%iU
B mnERrINET, ZOT7 XL, /= RCEoTAMPRED L IZHHIh
TWE2aRmLET, 2OV Y=y el 5 E, ARMDHRORT ZMRICRE
LTEETE X7,

o J—FE U4V zy MTIE. J—FRLULD XA MY v RERERTERENET,
7 F A% ) — RBED CPUEHZE, A€ VHEHE, ANL—h HAOL—F 77
VAR GRS S T %I@Mﬁw@ﬁ BT XA N v TF—nEREnNET, 2
DF—T N 2—Tlx — 2 ZBEMT T, A B EHRICRETEET,

AR NI =<V ARy aR—R: JTAL ) —ROHBEDOA M) v 7 BFRL
T, BLIXEFHALC/  —RET7 44XV 7L, F5E/ — ROFEMEFRRTE
T, ANV 7T —XIZiX, CPUEAE, A€ VUMHEHAE, AL —h HAL—Fh, 77
T4 TG BLOINAT BN G £,

cCCLE vy v alR—R: 7 IFRAXOHIEY 75 —4%, DFD ADhL—rEHHL— 1 &2T
Z 7R TERLET,

s NI TNYa—T 4TV T HBEIERASNA N T TN 2T 4 DNy
L FIHE~DERR Y o 7 AL 97,

o WEMEH : SEIFERITAF AN v X alR— KUYy MIEREIND
155 2 1 [R 9~ 2 72 6D O SR & AT RE 72 e R A,

CHAFLE V2R =R JITAIBRDA N w7 L ) =R~ bDRA N w7 D)7
T T —H2FRRLET, 72720, /— FOEPFIIEREE A Y v 7ol @A &
N, J—FKRETDHI I AXEERIITEASINEREA,

D5 RAZAAN)LADRT

ZOFNEEFEITTHITE, BHE—Y—, AT Ra—Y— FREFEXUVT 4TS
VAN 2—HF—THIHLENH Y F7,

JITGABNNVAT=H =X, JTAALED ) — KONV ARAT —H AOFEMR Y 2 — % 21t
LET, TOVFAFZANNAE=F —|L, —HEOX v abh— RTTTAZDAIVARAT—H
A LHmERAL L ET,
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FIE

&

ATy T2

ATvT3

ATy T4

ATy TH

55248 apzngr ]

1R BHHIIZ

» Firewall Management Center ® 1 DLL ED T /SA AND 7 T A X BAER L T D0 &R L
iﬁ‘o

[ A7 2 (System) ] () >[E#EM (Health) |>[E=% (Monitor) | #3#H L £7,

[E=% U > (Monitoring) ] FE¥—Tarusr RusEALT, /— READ~LVAE
=Z =T 7 EALET,

?N%xvxbfm@ﬁ@mm®]<>)&mﬁ@tt&(@mm@]<v>%7vyﬁb
EHRBEO I TARZTNRAAOY A NERERERIITY 2R E T,
772&@AWXﬁﬁ%§T¢é X, 792X L =) o7 LET, T ANNTIR, 7T
AFT=H =, W ODORMERSNIS v aR— FTEHMEB L0774 =< 20
ARVl ERELET, ANV I F oy arR—RIUIROLOREENF T,

o [EZE (Overview) | : MLOFFIERINTZF v 2R — KOO HEL A N v 7 BFKR
LEd, /—FK, CPU, AEV, Ajb—F, Hlib— b, $EmaHEH. NAT Z iR
RENGENLET,

 [Afi5 8 (Load Distribution) |: 7 7 A% /) — RKEDO N7 7 4 w7 L3N0 NOAHL

o [A /=T —< A (Member Performance) ]: CPU =, AEVHEHE, ATX
N—T"y b WHAN—=T"y N 77T 4 778kt 6L O NAT BB+ 2/ — L
L DOREEHE R,

¢ [CCL] : A v B =T 2 A ADAT—ZABLOER T 7 4 v 7 OFEIER.

TN EIT Y TEE, SEZFERA N v I X aR—FNIIBHTEET, TR &
NTWBEYZ TAZ AR v 7 OafER)7R ) A MZOWTIL,  [Cisco Secure Firewall Threat Defense
Health Metrics] &L T 7Z &0,

HEMO Ry 7 Xy, BE#EEEZRECEET, RETIRRHE (T7108) b,
RETIE 2 EMAI6OMMERBTEET, Fry 7 XU )5 [Custom] Z#INL T, &
AL LADRMBHE K THERELET,

BH7rAarzs )y LT, BEIERZ 5 2ICRET 52, HEBEHZA 7TV BEAE
ﬁ—O

BR L2 EEEIC W T, FL U R T DR — "=V A DBRAT A2 %27 U v L
F7,

JEEAT A =03, R U7 R RN O RBIS 278 L9, mEOWIL, READBRGRZ & 14
TR Z R LET, HRORROSLE, SROHEIIRPFRSE T, BEOFEMEZFRR
FTHITIE. AROEFICHLT A a7 ) v 7 LET,
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B /sx54ruvs

ATvT6

ATy 17

ATvT8

Firepower 4100/9300 D% 5 X4 Y >4 |

(/= RFEBOANNAE=H —OBE) X—2 EHOT A RELOEFEBNCH DT 77— F@Ex
T, /= FOEFEHT 77— FaHRLET,

EHEMET I—RMIRA U 2EbEsrL, J—FROEFEHEOMENRERINET, Ny 77 v
T4 R, EISODEFHT T — FOMEO —ENRERINET, R T v %0
Vw7 35E, EEETT— MEEOEME 2 —23 & £97,

(/) —FREBHD~NVAE=ZZ—DA) T 74/ FTlE, T ZEF=F—F, W OnhDHE
HERENTZF v aR— R CEFEBIONR 73—~ ZADORXA N w7 2HRELET, Ak
Vw7 By adi— RIZIIRObDOREENET,

* Overview : CPU, AEV A X —T A A, VfpmattE#e ., MOERBBFALY v =
R—=FRPOLDOEERA N v I EFRLET, T4 AZHEARLEER e X FRLE
FNET,

«CPU : CPUH=, o ABBIUOWH =750 CPUMHREE L ET,

* Memory : 7 /3 ZDAE VMR, 7—F 7L —1 & Snort D AEVHEHREZHET,

e Interfaces : f VA —T 2 A ADAT—HABIOEK T 7 4 v 7 HEHER,

« Connections : #fiftit (L7 7o hoyu—, 777 4 Tk, ©— 78k L)
BIXONAT £#ah 72 b,

* [Snort] : Snort 7' &2 & AZBHE T B REEHE

*[ASP K1 > (ASPdrops) ]: SEIFRHET R vy 7 ENT/ » MCREHT 5 HiGT
1% o

SRVEI) v I THE, SESERAN) v I/ Xy aR—NCBBTEEY, yR—b &
NTWBETNRA ARA MY v 7 O@EFERZR Y A MIOWTIE,  [Cisco Secure Firewall Threat Defense
Health Metrics| Z#ZHB L T 7E 30,

EFtt=4—0f EBIZH D77 ARE[H LWE v 2R — RDENM (AddNewDashboard) ]
(+) 227027 LT, HHATRERA N v 7 A —T0n0MAOERY y Nk L, B A
By aR— RaElEl L £,

I TAZEERDE V2 R—FOLEIT, 7 TAZDA N v 7 TN—TZBRLThb, A
FU w7 @R L £,

DIREAR)YY

JFGABZDNVAE=R—L, 7T AZEFD ) — FICHEETHMEHEmE . Ao, 2
T —<r A, BIXOCCL b7 7 4 v 7 OfetT — % OEMERZ B L £,
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| Firepower4100/9300 D5 S X5 Y v

R2:VFRBEALY Y

s5z258yv506 |

ARy y SRER T+—< v b
(Format)
CPU JTAH ) —REDCPU ALY v 7 DY) | R—T—
(FT—H 7L —rLsnortiIZOWTENEFNER |V
ZT—\‘) o
A JITAL ) —FREDAEFY AR v 7 DY | R— T —
(F—H T L —rLsnortiZOWNWTENEFNFE |V
ZT—\‘) o
F—H AN —T v k TIAXDERBLORET X T 7 4w |1+
7 DFEEL,
CCL A/L—7 k T ITAADERBLORIECCL T 7 4 v 7 [N1 |k
DiEFtS
Bife 0T ABENDT 7T 4 7T IR, &=
NAT Z#a35 75 A2 D NAT ZEHEL, &=
gagitl 1 BT LDy T AZNOEERE AL &
Y Y 7 FALRDIHT LDy MNRIEOMHHL | B

D3R5 2705

INEOPNTIE, —RREARETENET,
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B =<7 vrtoo74791—n

ARTAVIEDT 74T

—Jb

Cluster Control Link
192.168.1.1, .2, and .3

Node 1

eth1/8
mgmt
eth1/8

management
10.1.1.1/24 (Pool: .2-.9),
2001:DB8::1002/64
(Poal: 8 IPs)

eth1/8
eth1/1
mgmt

<I__ port-ch1 Spanned

|

port-ch1.10 inside VLAN 10 10.10.10.5/24, 5001:DB8:2::5/64

| MAC: 000C.F142.4CDE |

port-ch1.20 outside VLAN 20 209.165.201.5/27, 2001:DB8:2::5/64
MAC: 000C.F142.5CDE

— ]

Switch

S e __P
I port-ch5 [
o VLAN 10, VLAN 20 Trunk o
L (8]
= =
5 S
= =
_I _ A
I =
r_______4 y
Client Server

WieBEXa VT4 RAALUDODT—2 77 4 v 7121, #72% VLAN 3BT Hi
F9, & 2ENET Ry b U —27 HIZiX VLAN 10, #MEry FU—Z7 121X VLAN20 & L

To BFITHE—OYIR— IR HV | INFAAL v FE IV —F IR IhET, hToF0 7
WA F—=T RS> TWVWEDT, WELY v 7 EOFT_TONRT v F2802.1q 0 P SN E
9, 1%, VLAN 10 & VLAN20 DI 7 7 A4 727 4 —/LTT,

A /Xy R EtherChannel Z 95 & X3, AA v FTTRTCOT—H Vo IR NL—TFE

LT 1 2@ EtherChannel & 720 £9°, 2ME AR Al HE

FMETIZ 74 v 7 2B OoBLET,

2o T2 E81E, A v FiFEY D=y

[l Firepower 41009300 DY S X2 1) LY
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L N |

NS T4 v D

Cluster Control Link

pori-ch1
192.168.1.1, .2, and .3
Node 1
§/\ /\ ethl/6 '
gl | [ ] ethirz @9
A =N A ethl/8 (Y ethoi1 o
\g
—_ w
o ‘ mgmt | g'a
=2 Node 2 B o
8 M 30 EJE eth1/6 o8 3
i ‘o 273 -
" sl ) o2 313 ethi/7 S5, 8
S AW §%3% 3 eth1/8 ethe/1| SRES §
i Sdom | o200 o
X =283 238D =
55 S mgmt P23
- 58 3 Node 3 om &
S O _ B/ ethlf6 > M
o ] Mo | [ ] ethiz em o
@/ X | [ 2V ethiss ctho/1 | | &
V V V vV
mgmt |
management
10.1.1.1 (Pool: .2-.9),
2001:DB8::1002/64 (Pool: 8 IPs)

WEF Y U =27 LR Y FU =2 DRIT, 877 4 v 7 2RI TEECE £

FoRicRT L 9c, ENc—F DA 3 REtherChannel 3% 0 . WNESA A v F IS T
WET, MHFITERCH Y, AL v TFICER SN TWET, HETHILE, £ EtherChannel
FIZVLAN B 7 A v Z—T = A Z%AETHZ b T ET,

55RO EEN

o va i, 77 AX Y T OEWEICET AEEMIERAE T E T,

Firewall Threat Defense D#EEEE VS XA Y VT

Firewall Threat Defense O —#iDOFEREIL 7 T A X ) 7 TiEY R — b EnT., —&iEH#E—>= v
rETJTYHR—FENET, TOMOEIC O W TCITEY R EHICET2EEN"L 2560
D ‘i‘é—‘c
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B /5250 0cof—ranmomee

D3 RBY) T THR— b ShGEUERE
ROBHEREIT, 7 T AZ Y TRARR L STRETE T, a~vr NMIEGShET,

\)

GE) 27 7AZV 7 THHER—F I TV FlexConfighiE (WCCPA > A7 v g L 7pd) %
FRTHITIE. ASA O— R EEO a7 4 Fal— gy HA REBRLTLLEE N,
FlexConfig CiX. Firewall Management Center GUI (Z(%72\ %< @ ASA H§REA R E T £,
FlexConfig R Y > —ZZM L TS 7230,

« UE—F 727 %&A VPN (SSL VPN 35 L U IPsec VPN)

*DHCP 7 747>k, == BLOTmF, DHCP U L —|ZHHR— ST E
R

BN RNA B —T 2 A A (VTI)

o i A]

cHEN—T 4 TBLOTY v T

» Firewall Management Center UCAPL/CC € — K

*DHCP 7 7A 7 > b, #—=_"— BLOTmFL, DHCP J L—F¥ A —F SN THE
—aAO

DIRR) VT O REFIIBEE
WOMHEE, #I#) — K EET THR— FShET, 77 AXOHEA LA — Y v/ ShEt
Po

\}

GE)  rhfEhRSRED R T 7 v 71k, 7T AZHIEY 7 BRATA = — F B — R
WZHRE S E T,
HOHMSRE AT 28580, PREFRMEEED T 7 ¢ v 7 ShuEhRIBEE © L COME S
NDENCHEDEA I TON T, HIH ) — RSO ) — RICHEESND Z ERH Y 9, Z0HA
X, P74 v 0 — RIZEDIRENNE T,
rR R PRI EE (2 SV IR, il — R CEENRRAET D LT XToOEREN N vy 7EN5D
T, B LW, — N L Otz FEr T o0 EmR”H D £,

GE) 7922V 7 THh—mfb ST\ % FlexConfig§E (RADIUS A > A7 g Vip ) &%k
RT BT, ASA DRI EBED 2 T 4 Fab—a A FeZRLTZEW,
FlexConfig "CiX, Firewall Management Center GUI [Z1%72\ 2% < @D ASA BEREZ X E CTX £ 7,
FlexConfig RN Y > —ZZH L T 7ZE 0,

[ Firepower 4100/9300 D5 S X &2 ) 2
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genz

CROT TV r—var A AT gy

* DCERPC

* ESMTP

* NetBIOS

* PPTP

* RSH

« SQLNET

* SUNRPC

* TFTP

* XDMCP
CABTF 4T — KN F=HY T

« %A hHE VPN

s IGMP </ FF¥ A h ot ba—/L FL—>r 7o ha /LB (F—4% 7L — U iRikiLs
FAZERIZGBMENET)

cPIM~/LFFy A harito—L7FL—r 7o haVilll (F—% 71— UR%EiLs o
AR RIS ET)

A FI I N—T 4T

PEEHIBRIT, 7 7 AX ARICEA SN ET, &4/ — Rk, 7e—R¥Fy A A vE—Dck
DL TABZEKROT T ZOWEMNH Y £, 77 AXRRTHEREHIBZRTELTH, 2
FHEEBE LT, BEICHBE CHEA SIN2WGERHY 3, &/ — T, LEOREET
DY T ABZEERD T 7 ZED M KREN E 72 1T NGl S A ATREME N H W £4, 7277 L.
0— RRZ T ENTT T AL TR, KEOREE & BITERNTEFINET,

BAFIVIN—TFTA2TELVISAEY VY
N—T 47 7a A=y b BT CTEITEINET, — MEffla=y FEIH LT

FEINW, ¥ VICERENETS, V=T 7Ty FRT—Ha=y MIEFE LIS
HliE, filfHlz=y MU XA LT FERET,
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B rreosxsuy

R13: 545y L—FT45

Router A

L

Data units are invisible. Load Balancing
Y Y

Cluster Units

Only control unit uses OSPF LA;
with neighboring routers. : —_ EtherChannel

Router B

T—Fa=y bl =y G- P EFEE LRI, F=y FAERNICEREICET S
HIlr 24TV E S

OSPFLSA 7—# _X— 2%, #lfflz=v b TFT—¥ 2=y MR SN EHA, HlHz=y
DAL v FA— = A LTGEE, AL — 2 P HEESE R LEST, AL v TFF—
N—ITHZBBATILHY FH¥ A, OSPE 72 ZANIP T FLAD 1 D& /AL—FID & LTEIRL
FT, WHATEOY EFAD, AET 47 V=2 IDEEVYETHZLENTEET, I
T, FACA—F DRI TAXREKRTHEHEND LI T3, BVIAREFRT DI,
OSPF / VA My 7 74U —T 4V THEESHR L T30,

FIPEOSREZY VT

cFIPF—& F¥ b ary ha—LF ¥ RADT7a—NENENRD T FAE AN 5
THA SN TWBERIE., 7% ¥ 2NVO4—FT—IZEMIT A KV A LT D b
ToTTF—hrErarra—)L FyRLDEF—F—=IZEE L, TA KV EALLT U Mi%
FHLES, 7272, =2 be—L 7Jo—DF—F—RNJo—RFENnT, = be—L
TR—NHIRAT 4 T INTEGEE. BT e BRI SN < RV £T, L
MoT, b= 70—0DT A KV HALT T MIFHINEEA,

NVFEXRMN—TAVTEISREZ)DT
77 = A MSABEDHILS D ETOR, #ifl==y FRFTSTOTAFF Y A b =T «
IRy NET =Sy NEBLE T, BRI S NIRRT, KT — X 2=y b
NFXy AN T—X Ry NEREEETEXET,

[ Firepower 4100/9300 D5 S X &2 ) 2
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NAT & O S RBY VT

NAT (X, 7 7 AZ DKWL AN—T"y MIEBEEZHE2 52 RHVET, A N \T B
TOT T "X RO NAT X7 > b, FIEILY T A ZNOB O Firewall Threat Defense (2
REENDIZERHVET, a— R AT 7 7AITY XLEIP T FL AL FR— ML
waiﬁﬁxwﬂﬁﬁ%éhék%i AN RET T IR RET, Ny bD
IP7 RLARKR— MRERD 15T, NAT 4 —F —TlE72\ Firewall Threat Defense (2% 7%
L7z Mk, 72 7 AZHIHY) 7 20 LT —F =ik S b0, 77 2 XY o~
7&kE®F774/7W%$Li?omﬂﬁ—f—m\ﬁ%;U%4%i@ﬁvv~%1y
7 OFERITIE T T v SO A ER CE RV AlReEn H 5720, ZE[ ) — KiE, 4 —
F—DEEE T 0 —EER L2V Z LICEBE LT &N,

FNTHI TAZY VI TNAT 2EAT 25513, ROTA RTA40E2BEBLTEIN,

eAR—h Tuw ZEIDYTIZL S PAT : ZOHEICOWTIE, IROBTA RTA4 v L
TLTEEW,

e RA MDD ORKHIRIL, 7 7 AZ2EOFIRTIERL, /2 — RZ & I@ 3250

SNET, LIED->T, FA MDY OFKHIRA 1ICHRESNTND3 /) — K7 T
AR TIE, AN D RN T T 4 N3 OD ) — FTRTUWIZA— R KANF T &
NTWBEHE, 35070y 7 %% /) —KRiZ1DTOF VY THENTEET,

NI T T T =Ny 7T v ) — RTERENTZR— Ty 7id, RAR
B2 0 O KHIROERARIIZZE SN EE A,

« PAT 7— )LNSERCH LW IP 7 K L AD#iPH T H S5 On-the-fly PAT /L—/L D
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