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= Locallicet leza’;;!ia:”d - infrasiructure. “"“fiE:JIJ“‘E:E%FM ° cm;,[\e?ﬁzzhsr.zwp = c\usf:r:e;ra\;iager Y rroBr:iEyipo::Iz\Sss
’!’Oﬂ:lgﬁHub deploy_ngfw_ inital Iam‘hz;op‘v;on m..s{im:‘:yme r.'ﬁrshgi.lbffu
. cluster.yaml settings files folder zip files copy to target folder
Z '
Linux Host Create
cluslnra::ycr.z\p
R R T o T o
tompials manager fles to e oot
D=0 AR—R FE
(1) 2—BVRA b GitHub 725 U AT MU 28 L £,
)
(2) a—F LR A R infrastructure.yaml 33 J OF deploy_ngfw_cluster.yaml 7 >~
T— b EHELET,
(3) 2— 7 LR A R Configuration.json 7 7 f /L% FMC 47 Y =7 "4 CTH
~ HLET
4 Linux &5 A k cluster layer.zip 7 7 1 V& ERK L £,
(5) 2—J LR A R cluster layer.zip 7 7 - /L % Lambda Python 77 7 A /L' 7 %+
— NHZa—LET,
6\ 2—J LR A b cluster_manager.zip, custom metrics_publisher.zip, k&
~ O cluster_lifecyclezip 7 7 A VZ2{ERL L £ 77,
:-“"'7-'\‘_: 2—H LR A B Lambda B8%t® Python 7 7 A /026 zip 7 7 A V&= VERK
— L., =%y b7 AFicat—LET,
(g) AWS 2 Y —)L Infrastructure.yaml 7> 7 L— h & BB L £ 7,
(9) AWS =2 Y —)L cluster_layer.zip, cluster_lifecyclezp.,
— custom metrics publisher.zip, ¥ X U cluster_manager.zip
ZS3NTy M7 vy u—RLET,
10) AWS 2> Y —)L deploy ngfw clusteryaml 7 > 7' L — N & BB L £,
e
11) AWS =1 Y —)b R7A LT, 77 AZDOREREZHBLET,
h_—y
FERHA

WD 7 a—F ¥ — ~iL, AWS TO Threat Defense Virtual 7 7 A X OFEEFDO T —7 7o —%

ARLTWET,

B /7Y Y% %5 FTO Threat Defense Virtual D9 5 X2 1) >4
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7o7L—+ I}
1 Create
da
Local Host cunfiqﬁatiun
. script
. Deplo}threat 3 Attach Verify if nodes Create target Register instances
AWS ' . ave roup and GWLE; o the target grou
Console V.r,j;':[;:nce — tlcr;ﬂi?\:;f:fe — 1 Joinehd custer E"ECE target group [ mus}nggd;a ?
to the GWLB interface IP
a
Management Rczgr:;t:{
Center Node
J—9 AR—R FE
(1) 2—J /LR A B Day 0 #8227 U 7 N &2 ER L £ 97,
\\ -/-'
2 AWS 2 Y — )L Threat Defense Virtual 1 > A% A& BB L ¥ 7,
3 AWS = —)L AVABLRIA VH—T oA A LET,
4 AWS 22— =R TZAFIZBMLTNENE I DEHRLE
‘é—c
5 AWS =Y —)b B—ly NI N—T L GWLB &ZE L Ed, #—F v
k7 NV—"7"% GWLB IZHI D 4 TET,
6 AWS @2 Y —)L T—HA L E =T 2 A AP EEHLTY =Sy T
N—TNA VAR ARG L ET,
I./E'\.I Management Center W — REBE L E9,

— (o)
TIL—F
LIFO7 7 b — NI GitHub TAFTE £9, AT A-FEE, 77— M THRESNT
IRTA=ZH . T 74 Ma, HEHFRERME, BXOEBNICL Y BT,
s infrastructure.yaml : £ > 77 A N7 7 F ¥ BEHOT 7L — |,

« deploy ngfw cluster.yaml : 7 7 A X EEIHAOT 71—k,

\}

GE) 772 %27—FZRET LN, $R—FINTND AWS A L RAF AL AT DY A | %
WL TL7Z&a, ZDY R NZ, deploy ngfw clusteryaml 7 > 7 L— kD /X5 A —4# InstanceType
(A TR Tz £7,

RTY v %9495 ETO Threat Defense Virtual D7 525 ) >4 |}


https://github.com/CiscoDevNet/cisco-ftdv/blob/master/cluster/aws/templates/infrastructure.yaml
https://github.com/CiscoDevNet/cisco-ftdv/blob/master/cluster/aws/templates/deploy_ngfw_cluster.yaml

/871 v 9579 ETO Threat Defense Virtual D7 522 1) >4 |

B cloudFormation 7> FL— FEERLI AWS ADR S v & DEE

CloudFormation 7> 7L — b Z#{ER L= AWS ~D X2 v U D ER

CloudFormation 7 > 7 L — b &2 H L CAWS ICA X v 7 Z#REI L £ 7,

1R BRI

FIE

* Python 3 %1 A h—/L L 7= Amazon Linux {8~ > > NHLEE T,

« 77 A4 73 Firewall Management Center (2 B 85 $k X5 X 51279 5H12i%, REST API Zff
I C& 28 AR % £ 2 >0 2 — 4 — % Firewall Management Center C{ERK T 5 SFH
&V £, Cisco Secure Firewall Management Center 7 KX = A hL—33 v HA REEH
LTLE&ENY,

s Configuration.json CIHRELERY v—& & —HT 57 7 ARY 2 —% Firewall
Management Center (1801 L %97,

ATFYT1 T — NEUHE LT,

a)

b)

¢)

d)

GitHub YR MY e — /L7 3 V2 IEE L9, https:/github.com/CiscoDevNet/cisco-ftdv/
tree/master/cluster/aws Z 2 L T 7230y,

W2 T A—H—Z&fE LC, infrastructureyaml 3 £ U8deploy_ngfw_cluster.yaml % %
HLET,

cluster /aws/lambda-python-files’‘Configur ation.json % fJHiFR EIZ A E L £ 9,

I 2R L ET,

"licenseCaps": ["BASE", "MALWARE", "THREAT"],
"performanceTier": "FTDv50",
"fmcIpforDeviceReg": "DONTRESOLVE",
"RegistrationId": "cisco",

"NatId": "cisco",

"fmcAccessPolicyName": "AWS-ACL"

« fmcIpforDeviceReg 7% & 1< DONTRESOLVE O £ FIZ L £7,
« fmcAccessPolicyName (%, Firewall Management Center 7 7 £ AR Y o —& —# L T
WHLERH D £,

G¥)
FTDv5 B X OVFTDvI0 @3 — F ST EHA,

cluster_layer.zip &\ O A RID 7 7 A VEAER LT, %72 Python 7 4 7 7 U % Lambda B
BRI L E9,

cluster_layer.zip 7 7 A )V & {ERK T 5 121E, Python 3.9 234 > A h—/L X }172 Amazon Linux
EEATLZEE2BEOLET,

B /7Y Y% %5 FTO Threat Defense Virtual D9 5 X2 1) >4


http://www.cisco.com/go/firepower-config
https://github.com/CiscoDevNet/cisco-ftdv/tree/master/cluster/aws
https://github.com/CiscoDevNet/cisco-ftdv/tree/master/cluster/aws
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e)

CloudFormation 5> 7 L— + %A L1- AWS ~0 2 2 v s DER [

GE)

Amazon Linux B5i S LB 7034513, Amazon Linux 2023 AMI Z{FH L TEC2 A VA X L A
A VER%T %7 . Amazon Linux O/ N— a > #3479 % AWS Cloudshell ZEf Tx &
K

cluster-layer.zip 7 7 A VA AERT 2 I2IE. BN Python 7 A 77 U /3y r— U OFEMCHE
% X415 requirementstxt 7 7 A L EVER L TN D, V= /LAY U N EFITT D MEN
b ET,

1. Python /X 7 — Y OFEHIZFEE L C. requirementstxt 7 7 A /L2 {ERK L 9,
LUFIE. requirementstxt 7 7 A )V CTHRET D% o TRy r— U OFEMTI,

$ cat requirements.txt
pycryptodome

paramiko

requests

scp

jsonschema

cffi

zipp
importlib-metadata

2. WO =)VAZ VT NEFEITL T, custer_layer.zip 7 7 A VE{ERL L £ 7,

$ pip3 install --platform manylinux2014 x86_ 64
--target=./python/lib/python3.9/site-packages
--implementation cp --python-version 3.9 --only-binary=:all:
--upgrade -r requirements.txt

$ zip -r cluster_ layer.zip ./python

GE)

A A b= urllib3 SRR AL 7R EDIRFRR OB E = T — 3B E LT HEIE. BE
LS lr =D LN — U 3 v b I requirementstxt 7 7 A JLIZE D DH T & 75:}5@3&5
LET, ZO%, A VA M=V EHEFATL THAZFRTEET,

ER D cluster_layer.zip 7 7 A /V % Lambda Python 7 7 A /L7 4 L &
(cluster/aws/lambda-python-files) (2B —LFE7,

cluster_layer.zip. custom_metrics publisher.zip, cluster_manger.zip. ¥ X Olifecycle ftdv.zip
T ANEERLET,

makepy 7 7 A /WiE, EREINTZ VKR MY (cluster/aws/make.py) WIZH Y £7,
ZHIZ XY python 7 7 A VIS Zip 7 7 A MIERES L, X —F v R 73 A AIZab—&
NEJ,

python3 make.py build
GE)
Management Center Virtual DX EkIZ 7T A X— NP7 FLAZEH L TWH5HE1T

cisco-ftdv/cluster/aws/lambda-python-files/constant.py 7 T/f/l/f
USE_PUBLIC_IP_ FOR_FMC_CONN % False [Zf%ELCTW5H Z L 2B L £ 9,

AT w72 Infrastructureyaml Z BB L, 7 7 AZRBHOMNEEZ AT LET, AV T7T7ANT I T ¥ A
X7 B RET RN, EHT2AWS U — a v E MY — U BRRET D 2 ENEETT,

RTY v %9495 ETO Threat Defense Virtual D7 525 ) >4 |}
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B cloudrormation 7> TL—  EFERLE AWS ADR 5 v & OEB

HAWS U= g SFRBR DAY — E VPCA VT FANT I F Dy bR3b 5T

D, BRICE L) —Ya VR HMEY — U B BRT D T E AR AIR T,

a) AWS =Y —/LC, [CloudFormation] [IZBE) L, KLU YV —X (FE#E) A (With
new resources(standard)) ] ZEIRL T, [A ¥ v 7 DERK (Create stack) | %27 U v 27 LE
D

by [T 7L —hrT77A4 VDT v 71— R (Uploadatemplate file) ] ZEINL, [7 7 A /L DiE
U (Choosefile) 1 &7 Vv 7 LT, #—%7 v b7+ /X5 infrastructureyaml z 38R L
£7

c) [k~ (Next) 127 U w7 LT, LERIEFREZATILET,

dy 7I7ARAZO—EDYZRABLEDSRAIBE AN LET,

e) [FIAMEY —> (Availability Zone) 1 U A SR AMEY — 28R LET, ZDO7 14—/
R1ZIX, ClusterFormation 7> 7L — FEH L TA V7 T A NT 7 F ¥ AH v 7 & JEH
T DO LIz AWS U — a3 NS A — v OB BFRENET,

f) [k~ (Next) ]. [A%¥ v 7 DEL (Create stack) JDINEIZZ UV v 7 LET,

g) EBANET LS, [ (Outputs) 1IZBEEIL, S3 @ BucketName #EZ D 7,

B /7Y Y% %5 FTO Threat Defense Virtual D9 5 X2 1) >4
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CloudFormation 5> 7 L— + %A L1- AWS ~0 2 2 v s DER [

2: Infrastructure.yaml Ot 11

Outputs (13)

‘ Q, Search outputs ‘

Key A Value v Description v | Export name

maz-cls-infra-
BucketName s3bucketcluster- Name of the Amazon 53 bucket -
whpzbytiebzh

http://maz-cls-infra-
s3bucketcluster-

BucketUrl - URL of S3 Bucket Static Website -
whpzbytieb2h.s3-website-

us-east-1.amazonaws.com

subnet-Obc04e2cc9e53e5c0

,subnet-0d7d046a0fca2561 List of CCL subnet IDs (comma
CCLSubnetids -
5,subnet-03ef42bf5275515 seperated)
69
EIPforNATgw 3.218.44.132 EIP reserved for NAT GW -

Security Group ID for FMC if user

FmclnstanceSGID sg-076880aa64df2db5c would like to launch in this VPC -
itself
Security Group ID for Inside
IninterfacesGld sg-06ed933d6624fe51b v P -
Interfaces
subnet-03d12cab8eeleafff,
subnet-0be9158b0970aeba List of Inside subnet IDs (comma
InsideSubnetids -
b,subnet-0b53c96fceb7c1f seperated)
ad
Security Group ID for Instances
InstanceSGld 5g-0680b74be473186aa Y P -
Management Interface
Security Group ID for Lambda
LambdaSecurityGroupld sg-057da2a9954e0d204 v P -

Functions

subnet-03439803d989e6b
List of lambda subnet IDs (comma

LambdaSubnetids df,subnet-087488a9d6ffc95
seperated)
cd
us-east-1a,us-east-1b,us- Availability zones for NGFWv
ListOfAZs -
east-1c instances
subnet-06f0bbbd3f207a50
4,subnet-0c339dc43688cdd List of Mangement subnet I1Ds
MgmtSubnetids -
c9,5ubnet-0a67629632a65 (comma seperated)
S5de?
VpcMName vpc-09c2b0ad995e2fb24 Name of the VPC created -

18T v 9 4959 KTO Threat Defense Virtual D2 S X4 1) 4 .
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AT w73 duster_layer.zip, cluster_manager.zip, custom_metrics publisher.zip. 3 X U'cluster_lifecycle.zip
% infragtructureyaml TIERK L7 S3 X7y M7 v 7r— R LET,

X 3:83/87 v ~

maz-cls-infra-s3bucketcluster-whpzbytieb2h .

Objects Properties Permissions

Objects (4) info

Objects are the fundamental entites stored in Amazon S3. You can use Amazon 53 inventory [ to get a list of all abjects in your bucket. For others to access your objects, you'll need to explicitly grant them permissi

Q. Find objects by prefix

[¢]

{3 Copy S3 URI (@ Copy UR

o a | Type v | Last modified v | size v | storage class

[m} zip September 24, 2024, 13:59:33 (UTC+05:30) 11.8MB  Standard

[} zip September 24, 2024, 13:59:30 (UTC+05:30) 160KB  Standard

[m} zip September 24, 2024, 13:59:29 (UTC+05:30) 327KB  Standard

[m} zip September 24, 2024, 13:59:29 (UTC+05:30) 30.1KB  Standard
G

Lambda NAT 7' — b7 = A =T AF > 7 IP 7 K L A} Management Center Virtual {Z BT 1)
bNlctxF 2T 4 7 N—TITBIMEN TS Z E 2R LTI EEN,

AT v 74 deploy ngfw cluster.yaml % B L £,

a) [CloudFormation] IZFFEI L, [HrLWY VY —A (FE#E) %A (Withnew resources(standard)) |
PR LT, [R¥ v 7 OFERK (Createstack) | %27V v 7 LET,

b) [T 7L —RrT77A4N0DT v 71— K (Uploadatemplate file) | ZEIRL, [7 7 A /LD
U (Choose file) 122 U v 27 LT, #—5 v M7 4/ 45 deploy_ngfw_cluster.yaml %
EIRLET,

c) [k~ (Next) 127 U w7 LT, LERIEREATILET,

d) ROV FABZEAL VT TANT I F ¥ OREBHREANTDI LET,

INTA—7H fERATZ |58
HiE/2 4
7
PSR DEE
ClusterGrpNamePrefix | x50 | ZhUZZ T AZLDT LT 4 v 7 A TF, 75 A4E
FRY T 47 AL L TEBINENET,
ClusterNumber pa==v| THIFT T AEB‘ETHY, VT AEAL
(msa-ftdv-infra) OV 7 v 7 2L L TEBIMSILET,
el ziE, ZofER T OfE, ZAv—T741
msa-ftdv-infra-1 (272 V) £79°,
IHIAESHILL R ChHHMERHY £, 7740 b
1,
ClusterSize G ZhUE., 7 7 A X HNO Firewall Threat Defense Virtual / —
R O#ETT,
e/ ME - 1

B /7Y Y% %5 FTO Threat Defense Virtual D9 5 X2 1) >4
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CloudFormation 7> L — F ZERA L= AWS ~D X5 v U DER .

fERATE
5iE/2 A
7

B2l

AVITZARNSY
F DM

NoOfAZs

padl

Z +iX. Firewall Threat Defense Virtual 73 BB X315 7]
e —r o/ T (ATAEY —r ot ~3
TY—TUaickoTRAeYET) |

YT Ry M. 2R MY — B S IVE T,
ZOYANCHEHARERATHME Y — 1%, 77 AXD
BEAICEIRINZY —V g S ESWTWVWET,
GE)

EE ONE. BX O SR ZEI#Y > (CCL) O
THy MI., TONRT A= |ZFKDSNT 3 o0 R Hk:
V=Nl hl o TERENE T,

AZ

pa=ll

MY — U X MR, BTV —va it
F9,

[A] M — > (Availability Zone) ] U A kT, HZh72
"M = QoD AMEY —2 ) 2 oD MY —
V. FRE3o0RAME Y —Y) EERLET,

H v bE, AT B DRT A =2 DfE L —E
TAHELERHY £,

NotifyEmaillD

padl

I T ALAR NDBEAA—NVDOEENR L IR DEAA—
NT RUVA, ZOBFA—N@EEZET 5123,
TRV T a VBT A—IVERE KRBT DMLEN D
nET,

5] : admin@company.com

Vpcld

pa=ll

7 AN T )—"7"0 VPC ID,
2 A7+ AWS::EC2::VPC::1d

S3BktName

padl

7 w7 — K&/ Lambda zip 7 7 A V& ETe S3 N
Ty b IELWWAT Y MAEIRET DMENDH Y 7,

MgmtSubnetlds

J Ak

A = TR 12 O Y TRy NOIZE AT
l/ \i —gqo

R R MY — o EEOY 7 %y M &RIRT D8
A, ME-7=Y 7 3y h&EIRT S &, Firewall Threat

RTY v %9495 ETO Threat Defense Virtual D7 525 ) >4 |}
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fERATE

7

5iE/2 4

B2l

Defense Virtual £ > A & > Z DR PICRIENTEET S
HREMEDH D FT,

2 A 7+ List<AWS::EC2::Subnet::1d>

InsideSubnetlds Uz k

Y = ZEiche< e 1o o7 xy b
EANSTLET,

R UMY — o o8O 7 %y @RI 535
&, MEST2 7 %y M %&&IRT 5 & Firewall Threat
Defense Virtual £ > A % o ZA D REBIHICFIEN AT 5
"REMEN BV T,

2 A 7+ List<AWS::EC2::Subnet::1d>

LambdaSubnets Uz K

Lambda B HICD < &b 122 O TRy MEA
71U %£7, Lambda By, /X7 U » 7 DNS Th b

AWS P —E R LBETE 5 L9127 5I12iF. ANT5
o] OV 7T MINATZF— b7 = A BHLETT,

2 A 7 : List<AWS::EC2::Subnet::1d>

CCLSubnetlds pa==2l]

MY — ZEich i EL 1o O T xy b
EANNILET,

R CATHAMEY —r 8OV 7%y N ERIRT 58
&, fE-ST= Y7 %y b &EEIRT B & Firewall Threat
Defense Virtual £ > A & > ZA DRI ES 38 4ET 5
"REMER BV T,

2 A 7 : List<AWS::EC2::Subnet::I1d>

CCLSubnetRanges ==l

SEIXERFHES —DCCLY 7%y FOIPT R
AHPHE AT L E T,

BHID 4 SOTHIERIP T RLAEZRANLEST, 75
AHHNEY > 7 (CCL) DIP T KL AT — )b,

IP7 FL A, CCLIP 7 KL A7 —/L') & Firewall
Threat Defense Virtual f & A X L ADCCLA V¥ —7 =
A AZEID Y THENET,

MgmtInterfaceSG Uz k

Firewall Threat Defense Virtual f > A X A DEF = U
T4 N —TID IR L £,

& A 7 . List<AWS::EC2::SecurityGroup::1d>

B /7Y Y% %5 FTO Threat Defense Virtual D9 5 X2 1) >4
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CloudFormation 7> L — F ZERA L= AWS ~D X5 v U DER .

INSA—4H ERATE |5
BHIEZA
Vi

InsideInterfaceSG UIZEN Firewall Threat Defense Virtual A > A &% > ZADWNEA
B—T A ADEF2)T 4 7 V—7 1D &R L F
—a—o
& A 7 . List<AWS::EC2::SecurityGroup::1d>

LambdaSG PR Lambda BB DOtEx= VT 4 N —7 %R L F7,
FAE P [ANYWHERE] [ZERE SN TWD Z & & T
BLET,
% A 7 . List<AWS::EC2::SecurityGroup::1d>

CCLInterfaceSG JIZ SN Firewall Threat Defense Virtual £ > A ¥ > A® CCL A ~
=T oA ADEX2 )T 7 N—71D Z&ERL F
ﬁ‘O

GWLB O E

DeployGWLBE XFF | [E (Yes) 1227 U v 27 LTGWLB =2 RAA > b
IR L7,
F 740 b T, ZOEIZ W EZ (No) JICERESH
TWET,

VpcldLBE XEFEH | =Rz A B — RRT O RRA V& REH
T35 VPC A LET,
GE)
GWLB=TY FARA ¥ FEEH LAWGEAIZ, 207 41—
NV RIEZEZ AT LN TL IS0,

GWLBESubnetld ST 7%y FID & 1 DT AN LET,
GE)
GWLB=T Y FARA v FEREBLAWEAIZ, 207 14—
U RIEZ A LRV TL 72 &0,
Y73y FAIELWVPC B I ORE LIZw it —
WWEBLTWAZ &R LET,

TargetFailover SCEEA| H—Fy MIBEENRRAE LGS I8 EMER I

HEDE =Ty N Tz F— = PR — N EHL
WCLET (ZORT A= DOIEIZT 7 + /v b TR
(rebalance) | IZEXEIILTWET) |

RTY v %9495 ETO Threat Defense Virtual D7 525 ) >4 |}
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7

fERATE
5iE/2 4

B2l

o [FFA%£72 L (no rebalance) ]: BEfFO 7 v —% [
ENBELIF =Ty MTEEL, HiLnwra—
IR R H —Ty MOFE L, 127 BHAE 2 e fk
LET,

s [[FiR%E (rebalance) ]: #H L W7 o —MNIEF R H —
Fy MIELND X LAens, BEO 7o —
FEEREAMALET,

[F37R%& (rebalance) ]i%, Firewall Threat Defense
Virtual 3= 3 741 UETHR—F ST E
7

TgHealthPort pa==2l|

GWLB ODEFNEF = v 7 R— &2 AT LFET,

GE)
FIFNLEITIE, ZOR—MINT T 4w ZITERE
NEE A,

BELAEMIEN S TCP R—FThd I 2R LE
4, F 74/~ : 8080

CiscoNGFWv 1 > X
BUORDETE

InstanceType SCEEA

Cisco Firewall Threat Defense Virtual EC2 1 o A X o A X
A7,

BIRLIA LV AF L AZATINAWS U —2 3 o TH
R—hENTWDHZ LR LET,

77 )V K ClL, cbxlarge MNE IR I CTWVET,

LicenseType pezil

Cisco Firewall Threat Defense Virtual EC2 1 > A ¥ ' A 7
AR ZATERINLET, AMI-ID XT A —F (T
AT HAMIID BRI T A B AXAL T THDHZ &%
MR LET,

7 4L hTlE, [BYOL] 2MEIR STV ET,

AssignPublicIP peEi

AWSIP 7 KL A 7 — /L'’ 5 Firewall Threat Defense
Virtual /X7 U w7 IP 7 KL AZEID Y CTHIZiL, H
Ze [IZVy (true) 1IZERELET,

AmilD |

V=Yg, R=Ygy, BI04k 2447
(BYOL F£ 721X PAYG) ZHit-> TIE LW AMIID Z 3%
LET,

B /7Y Y% %5 FTO Threat Defense Virtual D9 5 X2 1) >4
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CloudFormation 7> L — F ZERA L= AWS ~D X5 v U DER .

fERATE
5iE/2 A
7

B2l

Firewall Threat Defense Virtual 7.2 ABE Tl 7 5 A& J
TR Y R — k &iu. Firewall Threat Defense Virtual /X —
Yar 16 UETIIABA =T 7 LR A I
V= ORBERRIEIEN AR — h LTV E T,

2 A7 . AWS::EC2::Image::1d

ngfwPassword

pa 2l

Firewall Threat Defense Virtual £ & A % ADI/NA T —
]\\‘O

I~_T D Firewall Threat Defense Virtual 1 o A & o AT
X, BET T L—b (I TRETN—T) D [2—
P —F—% (Userdata) ] 7 4 —/L KIZHDHT 7+ /L b
DRAT— RRBRESNTHET,

Firewall Threat Defense Virtual IZ27 7 £ A T& 5 L 91T
Rh e, NARU—=RNTIT 4 T2 0ET,
SCTFHIL 8 LFLL I T AMENRH Y £9, N AT—
RiZiZ, 7L —r T %X hO/RAT— RE =TI KMS BF
AR — REMFHATEET,

KmsArn

pedl

BEA7D KMS @ ARN (fRIFHFIZIF B LT 5 72 D AWS
KMS %—) #ASTLET,

ZDT 44—V RIZEEEET 5354, Firewall Threat
Defense Virtual £ > A X o ADEBE /NA Y — KI5
ILENTZRRAT = RTCHAIVERH Y 97,

W55/ XA T — RO AR : "aws kms encrypt --key-id
<KMSARN> --plaintext <password> "

INAT — ROIEFAbIL, HESNTARNO L ZFH L
THEITTHLERHY £,

FMC BEIELDERE

fmcDeviceGrpName

pal

Management Center T2 7 A& 7 /)V—7F D—E DA%
AN LET,

fmcPublishMetrics

padl

Management Center 2R — VU > 7 L, FFEDT /A X
N—T"A NV w7 % AWS CloudWatch {237 v v/ =
9% Lambda BA¥t A /ERLT 21213, true ZiBIRL £
‘é—o

il FH ATRE /2

* true

RTY v %9495 ETO Threat Defense Virtual D7 525 ) >4 |}
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/871 v 9579 ETO Threat Defense Virtual D7 522 1) >4 |

fERATE
5iE/2 4
7

B2l

« false

FT7F) R TIE, ZOfEIZtrue lITREESNTWET,

fmcMetricsUsername

pa=ll

Management Center 725 AE Y A RN v 7 Z2R—U 7
TEOD—EONML— -2 AT LET,
a—PF—ZE, FY FIT—OBEEBELLIOA VTV
AA—Y—LL EOMHER B ME T,

fmcMetricsPassword

pa2 ]l

RAT— R AN LET,

KMS ¥ A X —%F%—ARN /T A —X% Z457E L2 85a13.
Vg R &N RN AT—RE AN L TLIZEN,
MhE -T2/ XAT—REANT D EA MY v 7 IENK
W DAREMNH D7D, MF, ELVWIAT— K%
AL TLTIEEN,

fmeServer

pa2 Tl

IP7 RLRITIE, SMERIP 7 KL A, F721% VPC D
Firewall Threat Defense Virtual EF Y7 % v h CHIZER]
BERIP T RLAZECTEET,

R T
BKRE 15

fmcOperationsUsername

pa=ll

CloudWatch 1 @ Firewall Management Center Virtual (Z{#
T 5 —BONH2—F -2 AT LET,

2P T ERBEHERSLETT,

fmcOperationsPassword

padl

INAT =Rz A LET,

KMS ¥ A Z —%—ARN/XT X —H ZF57F L7235 13,
VT BRSNS AT—READ LT EE N,

A=) VT DHRE

CpuThresholds

<X
IS

(R BalAo FRLEVEE ERL X VMEE R
ETHE, A= R Y —=RMERENET, (0,0) &
BIRT DL, CPURT—V I T T—ALFEEIRY v—
IEER SN EE A, FHEIARA Y R ET—FKRA > M,
T 7 4 MEE T ITHEREIZ L E T,

FIZFNLETIE, 20T — FTIREHRY—IL
BEIN o TWET, HENR 7 — LT REAR IR
ICTEFET,
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CloudFormation 7> L — F ZERA L= AWS ~D X5 v U DER .

INTG A—45 fFRATE |
5iE/2 A
7

MemoryThresholds =X | PrlAOTFRLEVES FRLEXVEZIEETS L.
YUz | A= LB —PMERENET, (0,0)25RINT 5 &
) AERY A=YV IT T — NEFERY I TER S
NEEA, HlHA 2 b ET— SRS M, T
Jv MEE 723 HEREIC LE T,

e) [k~ (Next) ]. [A%¥ v 7 DIFEAL (Create stack) ] DIEIZZ UV v 7 LET,

Lambda B3 0 O 7' v A 24P L, Firewall Threat Defense Virtual 3 H B2 Firewall
Management Center (2% 8k S AL E T,

R4:BEASNFZ)YV—R

RTY v %9495 ETO Threat Defense Virtual D7 525 ) >4 |}
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B cloudrormation 7> TL—  EFERLE AWS ADR 5 v & OEB

AT —H AH CREATE_IN_PROGRESS 7> CREATE COMPLETE (240 | BT L

T ENRENET,

RTFYTE N FRo ) —Ricu s 14 L, showdcuster infoa~ > REFEH LT, 752X DR

W LET,

®5:95R%2 /—F

EC2 ) AutoScaling groups » mAZ-cls-ngfwv-24

mAZ-cls-ngfwv-24

Details  Activity  Automatic scaling Instance management Monitoring Instance refresh

Instances (3)

Q Filter instances

m] Instance ID a | Lifecycle v Instance type v Weighted cap...
] i-0227a411b1b017cc0 [4 InService c5.xlarge
O i-09b9d186494562f6a [4 InService c5.xlarge
O i-0de2b028dfdef5bb5 [4 InService c5.xlarge

B /7Y Y% %5 FTO Threat Defense Virtual D9 5 X2 1) >4

v

Launch templ... ¥
MAZ-cls-ngfwv-24-NG
MAZ-cls-ngfwv-24-NG

MAZ-cls-ngfwv-24-NG

Availability Z... v | Health status

us-east-1b

us-east-1a

us-east-1c

© Healthy
@ Healthy

© Healthy

v

1 o]

Protected from v
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CloudFormation 5> 7 L— + %A L1- AWS ~0 2 2 v s DER [

6 : show cluster info

> show cluster info
Cluster mAZ-ngfw-cl: On
Interface mode: individual
Cluster Member Limit : 16
This is "74-a" in state DATA_NODE
ID 2
Version v 9. 22(1)1
Serial No.: 9AUVQ3DSF66
CCL IP :1.1.1.74
CCL MAC . 02e2.778f.d3ed
Module . NGFWv
Resource : 4 cores / 7680 MB RAM
Last join : @7:28:26 UTC Sep 25 2024
Last leave: 07:28:11 UTC Sep 25 2024
Other members in the cluster:
Unit "135-b" in state CONTROL_NODE

ID
Version

Serial No.:

CCL IP
CCL MAC
Module
Resource
Last join :
Last leave:

Unit "183-c" 1in

ID
Version
Serial No.:
CCL IP
CCL MAC
Module
Resource
Last join :
Last leave:

. 0
v 9,22(1)1

9ABWOAS1KGK

¢ 1.1.2:135

: 1294 ,34qae.4ce9

. NGFWv

: 4 cores / 7680 MB RAM

09:45:52 UTC Sep 24 2024
N/A
state DATA_NODE

A |
¢ 9. 22C1)1

9A1S400HL 8F

» 1.1.3.183

: Qaff.e889.f193

: NGFWv

: 4 cores / 7680 MB RAM

07:29:29 UTC Sep 25 2024
07:28:11 UTC Sep 25 2024

RTY v %9495 ETO Threat Defense Virtual D7 525 ) >4 |}
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B wscosszsnsnzm

AWS TD Y 5 X3 DFBIRE

7T A2 FEITREMT 1213, Day 0 M A ¥ L, 4/ — F& R L T ofili#l /) — F &
Firewall Management Center (ZiB /1 L %97,

AWS [ [+ Day 0 #& Rk O 1 X

BERRL 72130 A X~ A TR OWT NN EEHTE £, BEEHROEHZ B0 LE
R

AWS [F] (TEIE#E R % H L 7= Day 0 R D 1ERK
BERRRIZEY, 2T AZDT— AT v TR HEVER S vET,

B—@OuA%Y—> : AWS [ ITEE#Z A L= Day 0

"AdminPassword": "password",

"Hostname": "hostname",

"FirewallMode": "Routed",

"ManageLocally": "No",

"Cluster": {
"CclSubnetRange": "ip address start ip address end",
"ClusterGroupName": "cluster name",
[For Gateway Load Balancer] "Geneve": "{Yes | No}",
[For Gateway Load Balancer] "HealthProbePort": "port"

}
wIZH &R L ET,

{

"AdminPassword": "Sup3rnatural",
"Hostname": "ciscoftdv",
"FirewallMode": "Routed",
"ManageLocally": "No",
"Cluster": {

"CclSubnetRange": "10.5.90.4 10.5.90.30",
"ClusterGroupName": "ftdv-cluster",
"Geneve": "Yes",

"HealthProbePort": "7777"
}
}

CclSubnetRange Z#21E, xxx4 0 HIEEDHIPT RLAO#PBHAREELET, 77 AKX v
TIHEHFTRER IP 7 VAR 16 L Ed D Z & 2R LET, Bis (ip address start)
LT (ipiaddressiend) IP7 RLADHIZLLTFIZRLET,

R2:HAWBIP7Z ELRERTIPT LD

CIDR BAIRIP 7 FL X BTIP7 LR
10.1.1.0/27 10.1.1.4 10.1.1.30

B /7Y Y% %5 FTO Threat Defense Virtual D9 5 X2 1) >4
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5247 —roEm ]

CIDR BtRIP 7 KL R BTIP7KLR
10.1.1.32/27 10.1.1.36 10.1.1.62
10.1.1.64/27 10.1.1.68 10.1.1.94
10.1.1.96/27 10.1.1.100 10.1.1.126
10.1.1.128/27 10.1.1.132 10.1.1.158
10.1.1.160/27 10.1.1.164 10.1.1.190
10.1.1.192/27 10.1.1.196 10.1.1.222
10.1.1.224/27 10.1.1.228 10.1.1.254
10.1.1.0/24 10.1.1.4 10.1.1.254

VS5R5%/—FORMA

FIE

ATv T

ATy T2
ATvT3

ATy T4

I ARNEREND LTI TAE ) — RERELET,

VERBOA L H—T A A (F—b+T=Afa— K74 (GWLB) ZfiH L T\ A5AI1X
4ODA B —T 2 A A, FEXAT 47— RKNFTUHEFHLTODIEEIEXS DDA 7 —
TxAR) TITAHXOD Day 0 #EREMHAT 52 £12X Y, Threat Defense Virtual f > A X >
AEEBRALET, ZNEITOITE, [ AX U AOFMEEE (Configure Instance Details) ]>
[F B 7258M0 (Advanced Details) |22 ¥ 3 > C, 7 7 A X ® Day 0 #RIZHE Y T £,
G¥)
WONAFFTA VAR LRI VB —T oA ARG L TWDH I a2l LET,
CAWS F— R T2 A 0 —RRT YD 40D, L H—T A A EHL 2, NE., 77
AZHHY >,
XA T 4T = RKRT P DSODA U F—T A A FH, B, NEE, AN 7T
ALHIEY 7,

AWS T Threat Defense Virtual D B OFERIIZ- DUV TiX,  [Deploy the Threat Defense Virtual
on AWS| ZZM L T ZE Wy,

2Ty 71 ViR LT, REREOBMN S, — F2 R LE7,

Threat Defense Virtual =2 >/ — /L C show cluster info=2~ > R&ZfEH LT, +XTH /) — KR 7
FAFIZEFIZSM U2 E D) 0 EMR L ET,

AWS Z— Rz A B — RANZ U HERELET,

a) X—4 v F I N—TF & GWLB Z{ER L £7°,

by ¥—% v hJ)L—T7% GWLB IZH Y 4 TEJ,

RTY v %9495 ETO Threat Defense Virtual D7 525 ) >4 |}


https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/consolidated_ftdv_gsg/threat-defense-virtual-73-gsg/m_ftdv_aws_gsg.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/consolidated_ftdv_gsg/threat-defense-virtual-73-gsg/m_ftdv_aws_gsg.html
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B rarecos255E872

GE)
ELWEF2 VT4 7 N—7 VAT —FE, BIO~NMNATF =2y JREXFEHTH LD
IZGWLB 2R ELTWAZ L 2R LET,

) IP7T FLARZMHLT, 7—F A X —T =4 A (NHA L F—T A R) BHZ—7 v
TN—TITRGE L ET,
SR DWW CIE,  [Create a Gateway Load Balancer] ZZH L TL 7280y,

AT w75 Management Center (Zifil|ffl / — K& B L £J, [Management Center ~D 727 7 AKX DiEN (F
BREB) (60 <—) | #ZRL TS,

Azure T SR R2 =#RHAT 5

Azure Gateway Load Balancer (GWLB) . £723IERA T 4 7D — RRT BTy T AL %
FEHTEET, Azure T/ 7 A X % J&BA7 521X, Azure Resource Manager (ARM) 7 > 7 L—
MR LB~ v A — by MERBBLET,

GWLB R—Z DY F RS ERADY > F)L bROD

B 7:6WIB%ERT2EE NS 74 v I DBEAGIE FARDD

Internet

Inbound flow uses public IP of

Gateway Load “‘\,;;,fs public load balancer.

Balancer

(2) () Flowis forwarded transparently
Public Load N~ \“)  from the public load balancer to
Balancer > the gateway load balancer.

y . Flow is inspected by a firewall

(3)

\.~/ and returned to the gateway
load balancer.

"\ Flow is returned to the public
' load balancer.

® ®
(= Flow is forwarded to an internal
./ server.

Internal Servers Threat Defense Virtual
(VMs or VMSS) Firewalls

B /7Y Y% %5 FTO Threat Defense Virtual D9 5 X2 1) >4


https://docs.aws.amazon.com/elasticloadbalancing/latest/gateway/create-load-balancer.html
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8:GWIB%ERTARELT T4 v I DEAHIE FROD

Internet

oD

(e
‘«,";:’,«\ Gateway Load O\
Balancer ‘\1

2) 2\
Public Load = 2)
Balancer > bl
1\
\4)
) T

() ‘N
(1) (3) (¢
o’/ o/ \_/
=\
(5
O/

D)

)

Internal Servers Threat Defense Virtual
(VMs or VMSS) Firewalls

Azure ¥ — b A O—FN\SUHELUR7TOXTY

Aaure #— k9 x4 O— KRS 4 s £U<7Toxs [

Outbound flow leaves the
internal server.

Flow is forwarded transparently
from the public load balancer to
the gateway load balancer.

Flow is inspected by a firewall
and returned to the gateway
load balancer.

Flow is returned to the public
load balancer.

Flow is forwarded to the
internet by the public load
balancer.

Azure — B A F = — T, Threat Defense Virtual 231 > % —% v b LRV —E R DN
Ty e —v T N TEDHIHZBRNRF— N T oA L LTHEEE L 9, Threat Defense Virtual
X, X7 7BXUDOVXLANEZ A hEFIH LT, BH—ONICIZANTA o F—T = A LN

WAL HE—T A ABERLET,

WORIL, B VXLAN B 7 A v EDORT Y v 7 =t T oA v— RKXZ 35 Azure

F—=h oA 0= RRRTUPICHEEREND T 7 4 v 7 2R LTVWET, F—h Yo fo—FR
NZ P, #ED Threat Defense Virtual DI TR T 7 4 v 7 DT RAZTY, T 7 4 v
7% Ray 7T 50, WEVXLAN® 7 A2 b EOF— R T = A o— KT kD KR
WCBRELET, Azure V' — b V=2 A B —RKA_XZ WX, T 74902527V —F U=

S r— BT LRI Y IR L E T,

RTY v %9495 ETO Threat Defense Virtual D7 525 ) >4 |}
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B 6wis %/ L < Azre T Threat Defense Virtual 7 5 2 4 £EBIT 51=D I FY—T> KO TO£Z

9:RF7 VYT EN=TOX S A LTz Azure Gateway O— KNS ¥

Internet

Source

Threat Defense
== Virtual 1

i []
vni1: ext. segme I H
[
ot
" : & Threat Defense
—--—-( )._Cz‘ia@ ___________ - I Virtual 2
I ]
Destination = Layer 3 wnit: int. segment 1
Public GWLB Azure GWLB Network . :
1 LN

= Threat Defense
ﬁ’ Virtual 3

Traffic flow between GWLBe to GWLB (Geneve Single-Arm Proxy) in Azure

GWLB % {#H L T Azure T Threat Defense Virtual 7 S5 X 2 = B9 571-
HOIKY—IT o ROTOER
FUTL— R—XDEMH

WD 7 —F ¥ — b, GWLB 2 L 72 Azure T® Threat Defense Virtual 7 5 A Z DT 7
L— MR—=Z2EBHOU—7 7u—% R L TWET,

1 2 | Modity azure_ftdy_gwlb 9
Download _cluster.json and azure Upload
Local Host templates and ———_fidv_gwlb_cluster_parameters Clustcr._Funchon
files from GitHub fson with _zip file
. required parameters to Function app
| |
v
3 Create 4 5 . 7 ) 8
Azure Cloud Resoure Group, ([:):sptfr:\ ?:;gauc:' Uset::;;::?;app Create
Vmua;r:twnrk — Template Ea— details cluster with Cr;!:llﬂials
add Subnats management center
6
Cluster Node ng;:‘f
Deployment
D=9 AR—=R FIE

Kp‘ 2—J /LA b GitHub NHT7 > 7L — e 77 A VX7 a—RL

N
\i j—O

(o) a—H LR A azure_ftdv_gwlb cluster.json &

S . N o=
azure ftdv_gwlb cluster parameters json Z M 72/35 A —
A TEELET,

B /7Y Y% %5 FTO Threat Defense Virtual D9 5 X2 1) >4
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GWLB %A L T Azure T Threat Defense Virtual 5 2 % £ BB =00 T > ky—1v koToez

J—9 XAR—R FiE
3 Azure Cloud VI)—=RATN—" x>y hT—7 BT Xy
MEAERL L £,
4 Azure Cloud HAZLT T L— hEREELET,
5 Azure Cloud A AB U ADFFMERTELET,
::_"6\: JI AN ) — K 77 AL DREMEMR L ET,
7 Azure Cloud Function 7 7° U % i | L "C Management Center (22 7 A
B aBERLET,
8 Azure Cloud FTPS O v 7' A AAEHAIERR L £7,
(9) g —H AR AR Cluster Function.zip 77 7 A /L % Function 7 7" V{27 v 7
— = — F\Lij—o
FEEMH

WD 7 —F v — ML, GWLB ZffH L7- Azure TP Threat Defense Virtual 7 7 A % O FH) &
BHOU—7 7o —%RLTCWET,

1
. Create a VMSS
. Azure Cloud from the

Market place
image

—— Aftach interffaces . configuration in  ——

2 3 4
Add day 0

customData field

Update scaling
instance count

Management
Center
T—9 AR—R FIE
:./’i"\., g —H LR A B Marketplace 4 A — 726 VMSS Z#{ERk L £ 77,
AN _/‘I
(2) g—H kA A B =T A AP LET,
o) o— LR A R [customData] 7 ¢ —/L F|Z Day 0 #1280 L £,
(2) o—H kA R A=V T A AR AR B L E T,
I/5\I E‘—jj/l/zhx ]\ GWLB %g&ﬁzbiﬁ—o

RTY v %9495 ETO Threat Defense Virtual D7 525 ) >4 |}
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- PRI

D—9 AR—=R FIE

6 Management Center BIE S — RAEBIMLFET,

LITO7 7L — MI GitHub TAFTEET, NI A—FHEL, 77 b— FTHRESNE
WNIA=L4 BIXWMETHY, BT,
« azure_ftdv_gwlb_cluster parameters.json : GWLB % fifi § 3~ % Firewall Threat Defense Virtual 2~/
TABDINT A=Z 2 NTJTHI20DT T L— |,

« azure_ftdv_gwlb_clusterjson : GWLB % i [l 3~ % Firewall Threat Defense Virtual 7 7 A % %
BT 272007 T L— ],

(b=

« 7 J A % )% Management Center (Z HEPEERTE 2 X 9129 %121%. Management Center T
Ty M=V EHEBIOA T T AO2—Y —HEREFFO2—V—Z/El L £+, 2
o OMERZF>2—H—(%, RESTAPI 2T £4, [Cisco Secure Firewall
Management Center Administration Guide] ZZM L T 72 &0,

T UL — FORBRFIIIEET R =4 & —ET 257 7 & AR Y 2 —% Management
Center [ZIBML £,

* Management Center Virtual 25JEYIZ T A B A SN TWD T & 2R L E T,
« 7 7 A% )% Management Center Virtual (Z B S 725, RO FIEZFATLE T,

1. ManagementCenter D77 v b 7 4 — AR ET~NNVAF = v 7 DR— b EFEHELE
T ZOREDFEMIZOVTIEL,  [Platform Settings] ZZM L T Z &0,

2. T—H LT T4V IDAET 4 v I — b 2R LET, RAEZT 1 v 7 b— hDIERL
DOV TIL,.  [Add a Static Route] B L TL 72X\,

ABT 47— SDOEREW

Network: any-ipv4

Interface: vxlan tunnel

Leaked from Virtual Router: Global
Gateway: vxlan tunnel gw

Tunneled: false

Metric: 2

N

GE)  wxan_tunnd_gwix, 7—# %7y hOSF—F 7= A IPT KL R
<7,

B /7Y Y% %5 FTO Threat Defense Virtual D9 5 X2 1) >4


https://github.com/CiscoDevNet/cisco-ftdv/blob/master/cluster/azure/Templates/azure_ftdv_gwlb_cluster_parameters.json
https://github.com/CiscoDevNet/cisco-ftdv/blob/master/cluster/azure/Templates/azure_ftdv_gwlb_cluster.json
http://www.cisco.com/go/firepower-config
http://www.cisco.com/go/firepower-config
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/730/management-center-device-config-73/interfaces-settings-platform.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/730/management-center-device-config-73/routing-static.html#task_F73707B182494ECFBA02DC873F3FF8A3

| /87U 94495 FTO Threat Defense Virtual D9 5 X5 ) >4

Azure Resource Manager 7> 7 L — % {&f L 1= Azure & GWLB TD Y 5 X 2 DEMH .

Azure Resource Manager 7> 7 L— % {#F L - Azure & GWLB T®D ¥

S A3 DEMF

FIR

ATy T

ATvT2
ATvT3

ATvT4

ATvTh

ATvT6

J AL <A XS {72 Azure Resource Manager (ARM) 7 > 7 L — M &Ml L T, Azure GWLB
D~ v A —nty FEREALE T,

TUTLU— MR LET,

a) GitHub UARY U 2o —Hv7 3 L2 ZHEEL L $97, https://github.com/CiscoDevNet/cisco-ftdv/
tree/master/cluster/azure ZZ M L T 7230,

b) azure ftdv gwlb clusterjson & azure ftdv gwlb cluster parametersjson & B 72 /3T A — & T
EHELET,

Azure IR—F )L\Z v A > : https://portal.azure.com,

UY—2 I N—TEERLET,

a) [HAK (Basics) |#7C, Fay XU URRNNL[H T A2 Y7 9 (Subscription) |
BIO[Y V=27 —7 (Resource group) | =B L £,

b) MAD[V— 3 (Region) ] ZiEIRLET,

B W, SNE. 2 7 AZHIEY 7 (CCL) D45DH 7Ry MEFORERy hU—72

ZERR L £,

a) Ry hT—7 ZAERKLET,
1. [J&AR (Basics) | # 7T, Ray 7 XU URARNL [WTAZ7 )T vay

(Subscription) 1B L[V ¥ —AZ L—7 (Resource group) | ZiER L 97,

2. WAHAD[V—T = (Region) |ZERLET, [R~:1P7 FL- A (Next:IPaddresses) ]
27V w7 LET,

[IP7 FL A (IP Addresses) ] # 7 C, [ 7 x> h®iBEAN (Addsubnet) 1 %7 U > 7 L,
BH, W, T4, BIXOY TAXFHIEHY O TRy FEBMLET,

by 7Ry hEEMLET,

WAL LT T L— 2 RBIALET,

a) [fERX (Create) |>[Tr T L— rDOEM (Templatedeployment) | (W RZ LTV TL—
FEERALTER 27V vy 27 LET,

b) [T 4 X THEDOT 7 L— N %#59 % (Build your own template in the editor) ] % 27 U v
7 bij‘o

c) [Z7A4/NmDr—R (LoadFile) %7 U v 7 L. azure ftdv_gwlb_cluster.json

d) [fRfF (Save) 1227V v LET,

AVAL L ADFFMEFRELET,

a) MEIRMEZANTIL, [fER L TIER (Review +create) ]2 27 U v 7 LET,

RTY v %9495 ETO Threat Defense Virtual D7 525 ) >4 |}


https://github.com/CiscoDevNet/cisco-ftdv/tree/master/cluster/azure
https://github.com/CiscoDevNet/cisco-ftdv/tree/master/cluster/azure
https://portal.azure.com

/871 v 9579 ETO Threat Defense Virtual D7 522 1) >4 |

. Azure Resource Manager 7> 7L — k% {#f L f= Azure & GWLB TD Y 5 X2 DERH

ATy T1

ATvT8

ATvT9

ATy 710

b) MAEIZAEK L7256, [{El (Create) 1227 Vw7 LET,

A UAR L ADEITHR, TR O ) — Riza A L, showcluster info 2~ K& AL
T, V7 AXDREMAZHRLET,

10 : show cluster info

> show cluster info
Cluster gwlb-cluster-template-with-AN: On
Interface mode: individual
Cluster Member Limit : 16
This is "12" in state CONTROL_NODE
ID H)
Version : 99.19(1)180

Serial No.: JAKGFV8VH4G

CCL IP : 10.1.1.12

CCL MAC : @@0d.3a55.5470

Module 1 NGFWv

Resource : 8 cores / 28160 ME RAM
Last join : 11:13:24 UTC Sep 5 2022
Last leave: N/A

Azure R — % )L"C, Function 77U %7V » 2 L CZ 7 A F % Firewall Management Center {Z %%
wLET,

GE)

Function 7 7' U Zf ] L 72 5A X, (B0 (Add) 1>[T/314 X (Device) ] ([3&M (Add) ]
>[92 5R4A (Cluster) | Tid7Zavy) ZfH L C, #l#l / — K% Firewall Management Center |
EPEREETH L TEET, TOMD7 T2 ) — NIZHBIMICERES N ET,

[t >4 — (Deployment Center) |>[FTPSM A4 A L1i&E#HK (FTPScredentials) 1> [1—
HY—Xa—7 (User scope) | > [2—H—H E/XXT—FDERE (Configure Username and
Password) 127 U v 27 L CFTPS ®u /A EHMEIER L, [fR1F (Save) |27 Vv 7 LE
bdéo

2 — VDGR TR curl 2> R%Z 54T L., Cluster_Function.zip 7 7 -{ /L% Function 7 7"V
W7 v 7u—RLET,

curl -X POST -u = —#—%; --data-binary @" Cluster_Function.zip" https:/
Function_App_Name.scm.azur ewebsites.net/api/zipdeploy

GE)
curl == Mg, EITRET T ETIED QORE~373) »PDEEandY £,

BA%73 Function 7 7"V I 7 v 7' — RN E T, BEMFBISH, A FL—T 0 o7
U b ¥ a—lu 7 NFERENE T, Management Center ~D T /A AXKEENEBE SN ET,

B /7Y Y% %5 FTO Threat Defense Virtual D9 5 X2 1) >4
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Azure Resource Manager 7> 7L — k% {EF L 1= Azure & GWLB TD Y 5 X 2 DEFA .

11: #8E

() gwlban-function-app | Functions

Furction App
7 Search (Cmd+) & ~+ Create () Refresh [i] Delate
# Overview Ak vour aps is curmently In read only mode because you are ninring from a package flle. To make ary dhanges upeate the contant in your 2 file and WEBSITE_RUN_FROM_PACKAGE apa setfing.
B Acivity log
A Access contrel (1AM)
= J [ Filter by name_
@ Tags
& Diagnose and soive problems ] Mame Status T
Microsoft Defender for Cloud
@ ! 2 [T cluster-function Frasled
£ Ewents [preview)
Functions
11 Functions
E12:%2—
gwlbanb4x5mqdvkpces | Queues =
Storage account
2 Search (Cmd+/) | « + Queue () Refresh [§ Delete
= Overview
O Search queues by prefix
2 Activity |
@ s Queue ur
@ Tags
[ outqueue
£ Diagnose and solve problems
] resourceactionsuccessqueue https/g d
2 Access Control (IAM)
@ Data migration
Events
S Storage browser
Data storage
= Containers
i File shares
™ Queues
13: 77 bFa—
m outqueue X
Queue
2 Search (Cmd+/) \ « () Refresh -+ Add message [i] Dequeue message ¢ Clear queue
1 Overview Authentication method: Access key (Switch to Azure AD User Account]
i i
& Dbigfodaa sehe prosiacne 2 Search to flter items
R Access Control (1AM) Id Message text Insertion time Expiration time Dequeue count
Settings Event thread: f605983a-97ad-4414-Saa3-bbeeb7c09ab0
Action: Microsoft i tion
Access policy d054bf2-a39b-daSe... Operation: Micr 8/2/2022. 3:54:56 AM 6/9/2022, 9:54:56 AM 0
Event time: 2022-07-27T04:48:21 28947772
@ Metadata Started function execution
Event thread: f6b5983a-97ad-4474-Saaa-bbeebTc09ab0
Data: Instances Description
Instance 1D in scale set: 0
Name: sumisnib-vmss_0
Status: VM running
Public management IP
Private management IP: 10.55.1.4
Instance ID in scale set: 2
Name: sumisnib-vmss 2
Status: VM running
ac54339e-1318-4ac2..  Public management IP: & - 8/2/2022, 955:08 AM 8/9/2022, 9:55:08 AM 0
Private management IP: 10.55.1.6
Instance 1D in scale set: 3
Name: sumisnlb-vmss_3
Status: VM runnis
Public management IP:
Private management IP: 10.55.1.7
Instance ID in scale set: 4
Name: sumisnlb-vmss 4
Status: VM running
Public management IP; 4 4
Private management IP: 10.55.1.8
h - -922a-béeeb
Sty dmary., TS IR SLSSEN ST M40t ERIT I 8/2/2022, 95516 AM 8/9/2022, 9:55:16 AM 0

First reachable FTD index 0
Event thread: f6b5983a-97ad-44f4-9232-bbeeb7c09ab0
Data: Cluster Info

18T v 9 4959 KTO Threat Defense Virtual D2 S X4 1) 4




18T v 4557 FTO Threat Defense Virtual D 5245 Y >4 |
B ns~—zx0s525E809 T bR

NLB R—ZXDYU S X Z2EBRADOYUTIL RO

8 » Management Center
. Virtual

Cluster Control
Link (CCL)
Internet

N &

Elastic Load
Balancer (ELB)

Internet Load User
Balancer (ILB) Applications

IO MRalE, BREBBEOMEDONT 7 v 7 7ua—%RLTWET, Threat Defense
Virtual 7 7 2 X 1%, W — R AT o M — AT P ORICERER TV E S,
Management Center Virtual 1 > A ¥ > A%, 7 T A X OEBIMEHINET,

AUHE =y MO DOERFNT 7 4 v 71, SN — KT o Hzkbiv, £ 2025 Threat
Defense Virtual 7 7 AZIZ b T 7 4 v IV NEREINET, VT 740 v 7%, 77 XX KN Threat
Defense Virtual f > A X Ak o THREEINZH%, 77V r—var VM IZEEESINET,

TV =2 a VMWL DORENT 7 4 v 71F, NEa— RAZUFICEEISNET, 20
%. N7 4 < 7% Threat Defense Virtual 7 7 A Z |THRES L, A VX —F >y NMIEEINLE
ﬂ—o

NLB Z{# FH L T Azure T Threat Defense Virtual 7 S X X Z BT 51
DIVKY—IorFOTOtXR
FUTL— R—XDEMH

WD 7 a—F ¥ — hiX, NLB 2 L7- Azure T Threat Defense Virtual 7 7 A X DT 7
L— hR_R—=ZEEDOY—7 7 —%RLTNET,

B /7Y Y% %5 FTO Threat Defense Virtual D9 5 X2 1) >4
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NLB % & L T Azure T Threat Defense Virtual 7 5 2 4 £ BT 51=000T> ky—1> knTotzx [

! Download . _nfb_ﬂi;t:::rj:s;ea_;f;zwe Upload .
Local Host templates and ——» _f:dv_m’b_c.fusfell ClustczriEl-;nlgcnon
. files from GitHub _llz.:;algzlz:.;i::tg:;h to FI:II'\C‘tIDn app
|
: .
reate N 7 .
oo | reesremon, | Deploy 2 Contigure Use Juncton ape Create
Vinualjr::lwurk —_— Template — details cluster with Cr:;:ﬁals
add Subnats managemem center
6
Cluster Node Vg:g:tf:re
Deployment
J—9 AR—X Fig
1 7 —H LR Ak GitHub O 7 7L — & Ty A VX T m— L
. S
ER
() a—H LR A R azure_ftdv_nlb_clusterjson &
S azure_ftdv_nlb_cluster parameters.json & #8272 /357 X —
A CELLET,
Azure Cloud UV —=2ATN—7 Mifixy NU—27 BIOY TRy
NEAERC L £,
4 Azure Cloud HAZLT L —REEBEALET,
5 Azure Cloud A VAL ADFEMAETRE L ET,
iﬁ/é\.‘ 7 I7AK ) — K 7T AL DREMEMR LET,
0
- Azure Cloud Function 7 7" U Z{# ffl L "C Management Center |27 7 A
HaRELET,
s Azure Cloud FTPS D1 7' A UNE@MEAERR L E T,
(9) 72— LR A R Cluster Function.zip 77 7 A /L% Function 7 7"V (27 » 7
— m—RFLET,
FHREH
w7 —F ¥ — ML, NLB Zf#H L 7= Azure T Threat Defense Virtual 27 7 A % O F-EhJERH
DU—7 7ua—%RxLTVET,

RTY v %9495 ETO Threat Defense Virtual D7 525 ) >4 |}
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. Create a VMSS 2 > Add day 0 * :
. Azure Cloud M;T‘E:: 2T:ce — Altach interfaces — C"':ﬁguéatt":”; 'Td ] ﬂzf:r:i: f:ilclr;gf
image customuata ne
Management
Center
=9 AR—R FIE

I_/i--\_. o— LR A R Marketplace 4 A —)26 VMSS ZAERK L £,

AN _/‘I

() 02— kA R A B —T A AL LET,

o o—H kR b [customData] 7 «# —/L RIZ Day 0 #t & 1801 L £ 77,
(2) 02—k A R A=V T A AR AR EH L £ T,

f§1 o—H kA R NLB #5¢E L £,

6 Management Center HIE  — RAEBIMLFET,

UFO7 7 b— NI GitHub TAFTEET, NI A—FHIL, 77— FTREIN
NRIA—RL . BXOMETHY, BATY,

e azure_ftdv_nlb_cluster_parameters.json : NLB Z{#1 ] L T Threat Defense Virtual 7 7 X Z D/
TA=LZZNNTHIODT T L—h,

* azure ftdv nlb cluster.json : NLB % f#i ] L C Threat Defense Virtual 27 7 A ¥ % B3 572 &

DT T L—k,

AT

s 7 7 A%} Management Center |Z H BBk CTX 5 K 9123 %121, Management Center T
2y NT—VERAFBLOA T ADa——HREZFO 2 —VF—%2ER L ET, =
o OMHER &R o2 — Y —|L, REST APl il X %9, [Cisco Secure Firewall
Management Center Administration Guide] ZZM L T 72 &0,

e T UL — FORBRARIIIRET 2R —4 L —ET 57 7 ARV 2 —% Management

Center (BN L £,

B /7Y Y% %5 FTO Threat Defense Virtual D9 5 X2 1) >4


https://github.com/CiscoDevNet/cisco-ftdv/blob/master/cluster/azure/Templates/azure_ftdv_nlb_cluster_parameters.json
https://github.com/CiscoDevNet/cisco-ftdv/blob/master/cluster/azure/Templates/azure_ftdv_nlb_cluster.json
http://www.cisco.com/go/firepower-config
http://www.cisco.com/go/firepower-config

| /87U 94495 FTO Threat Defense Virtual D9 5 X5 ) >4
Azure Resource Manager 7> 7L — k& {#f L 1= Azure & NLB TD Y 5 X 4 D EH .

* Management Center Virtual 25 EUIZ T A B A SN TWAH Z L 2R L E T,
« 7 7 A X )% Management Center Virtual (ZIBN S 726, RO FNEEZETLET,

1. ManagementCenter D77 v b 7 4 —ARKE T~ AT =y 7 DR— FEZERELE
T, ZOFREDFFMITOWTIE,  [Platform Settings] 22 LT EEW,

2. BB LUONEA v =T 2 AA ANEDNT T 4 v T DAXT 4 v 7 — FEVER L
F9I, AEZT 4 v 7 — FOVERRDZERIZOWTIZ,  [Add a Static Route] &M L
TLIZEY,

A v H =T 2 A ADAKT 4 7 — N OFREH :

Network: any-ipvé

Interface: outside

Leaked from Virtual Router: Global
Gateway: ftdv-cluster-outside
Tunneled: false

Metric: 10

A\

GE¥)  ftdv-cluster-outside 1%, MY 7%y DS — b T = AIPT RL A
‘(\\—a—o

WA v X —T 2 A ADART 4 v 7 )b— s DFER

Network: any-ipvé

Interface: inside

Leaked from Virtual Router: Global
Gateway: ftdv-cluster-inside-gw
Tunneled: false

Metric: 11

A\

GE)  frdv-cluster-insde-gw!%, WEY 7%y FOF—FU=AP7 KL
ATT,

3 T4 bETT 4y DNAT L=V EHELET, NAT L— /L OBEDFEMIZ DN T
1%, [Network Address Translation] ZZM L T 72XV,

Azure Resource Manager 7> 7 L— ~Z{£H L 7= Azure & NLB TD ¥
5 R3 D REAE

B AH <A XE 7= Azure Resource Manager (ARM) 7> 7 L— h&ffif] L C, Azure NLB O
oA EREMLET,

RTY v %9495 ETO Threat Defense Virtual D7 525 ) >4 |}


https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/730/management-center-device-config-73/interfaces-settings-platform.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/730/management-center-device-config-73/routing-static.html#task_F73707B182494ECFBA02DC873F3FF8A3
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/730/management-center-device-config-73/interfaces-settings-nat.html
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. Azure Resource Manager 7> L — k& L= Azure & NLB TD Y S X2 DEM

FIE

ATy T

ATvT2
ATvT3

ATvT4

ATvTh

ATvT6

Tr7L— b EREHELET,

a) GitHub UARY U B o —)v7 3V ZHEH L F 97, https://github.com/CiscoDevNet/cisco-ftdv/
tree/master/cluster/azure Z M L T 723\,

b) azure ftdv nlb clusterjson & azure ftdv nlb cluster parameters.json & 372 /3T A — & T
HLET,

Azure IR—Z /L2 w 7' A > : https://portal.azure.com,

UY—=R I N—TEERLET,

a) [HEA (Basics) ]| # 7 C, Ry XU UARNNL [V T A7 U7 g (Subscription) ]
BEIR[Y VY —RAZ—7 (Resource group) | ZEZR L £,

b) MHED [V — 3 (Region) | Z®INL E7,

EHL, 2. N, AN, 7T AZEIEY v DSODY T Ry bERFOEMBR Y hU— &

ERC L E9,

a) AExRy U —7 BAER L ET,
1. [FA (Basics) | #7 T, Ry 7 XU URRNSL [BTRAZ7 ) Fvay

(Subscription) B L[V V) —AFL—7 (Resource group) | ZER L £7°,
2. b) WAD[Y—T =3 (Region) | ZERLET, [k~ :IP7 KL A (Next: IP
addresses) |7 Vv 7 LET,

b) ¥7 xRy FERBIMLET,

[IP7 KL A (IP Addresses) | # 7 C, [ 7 x> h@iEM (Addsubnet) 1227V v 7 L,
BER. OZWE, NER. AN, BRI S RAEZHEIY v DT Ry REBIMLET,

HNAZ LT T — R ERBIALET,

a) [¥ERL (Create) 1>[T>FL— FDER (Templatedeployment) | (WR A LT T L—
FEFEALTER 2270y LET,

b) [T 4 X THMBEDOT 7 L — N EHEE9 %  (Build your own template in the editor) ]% 27 U v
7 LET,

¢) [Z7rA/ndDr—1F (LoadFile) 1% 7 VU v 7 L. azure ftdv_nlb_clusterjson,

d) [fR1F (Save) 127V v 27 LET,

A AB L ADFEMERELET,
a) WMEREEZAT L., [fER L TIER (Review +create) |27 U v 27 LET,

(6=
7T ABHEY 7 OFAET R AEKT T R AL, RELREZTREL T ZaWn
(RAR16MH) , #HZKRE<TDE, RT3 =< RTRETLAREENH Y 7,

b) MEEIZAEHE L7 6, [fE (Create) 127 U v 7 LET,

B /7Y Y% %5 FTO Threat Defense Virtual D9 5 X2 1) >4


https://github.com/CiscoDevNet/cisco-ftdv/tree/master/cluster/azure
https://github.com/CiscoDevNet/cisco-ftdv/tree/master/cluster/azure
https://portal.azure.com
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ATy T17

ATvT8

ATvT9

ATy 710

rzwe 0y 522 0F0EH [

A AR ADFEITR, WTo ) — e /A4 L, showcluster info 2~ K& L
T, V7 AXDREMZHRLET,

14 : show cluster info

> show cluster info
Cluster gwlb-cluster-template-with-AN: On
Interface mode: individual
Cluster Member Limit : 16
This is "12" in state CONTROL_NODE
ID H)
Version : 99.19(1)180

Serial No.: JAKGFV8VH4G

CCL IP : 10.1.1.12

CCL MAC : @@0d.3a55.5470

Module 1 NGFWv

Resource : 8 cores / 28160 ME RAM
Last join : 11:13:24 UTC Sep 5 2022
Last leave: N/A

Azure R—# /L"C, Function 77U %7 Y » 2 L CZ 7 A H % Firewall Management Center {Z%%
wLET,

GE)
Function 7 7"V ZfEH L 22 WEEIE. B (Add) ]>[7 /34 A2 (Device) 1 (BA (Add) 1>
[7F %% (Cluster) ] TlZ7avy) ZfEH LT, il / — F% Management Center (Z [HE28 kT
HZLEHLTEET, TOMDY T 2L ) — RIZHBBIREE SN ET,

[EBRit >4 — (Deployment Center) |>[FTPSMO4 41 Vi&E#R (FTPScredentials) |>[1—
HY—Ra—7 (User scope) | >[1—H—H E/XRT— FDEEE (Configure Username and
Password) 17 U 27 L CFTPS ®u 7 A UIEWMAE/ER L, [fR{F (Save) 1227V v LE
T

72— VO AR TR curl 2~ R%&5347 L, Cluster Function.zip 7 7 - /L% Function 7 7"V
W7y 7r—FRLET,

curl -X POST -u . — % —4, --data-binary @" Cluster _Function.zip" https:/
Function_App_Name.scm.azur ewebsites.net/api/zipdeploy

GE)
curl @~ Mg, EITRETTLETICED QuRili~397) 12560800 £9.

BA%73 Function 7 7"V IZ7 v 7' — RENE T, BEMFBISH, A FL—T 0 o7
U hFa—lu VN FERENE T, Management Center ~D T /A AXENBAE SN ET,

Azure TD Y 5 A2 DFEEH

7 T ARz FEITREMT 51213, Day0o Mz dEH L. &%/ — P2 R L Th ol — &
Firewall Management Center (ZiB /I L %97,

Azure [6] [+ Day 0 &L D 1ERL

EEMK LTIV A Y A AERONT 2 TE £7,

RTY v %9495 ETO Threat Defense Virtual D7 525 ) >4 |}
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B Awe i EE A £ L1 Day 0 RO R

Azure [7] 1T E EH#E R % L 1= Day 0 iR D1ERL

BEMRKICED, 77 AXDOT— A RNT v RS BEERINLET,

"AdminPassword": "password",
"FirewallMode": "Routed",
"ManageLocally": "No",

"Diagnostic": "OFF", //For deployment of version 7.4.1 and later without Diagnostics

template, set this parameter to OFF.
"FmcIp": "<FMC_IP>",

"FmcRegKey": "<REGISTRATION KEY>",
"FmcNatId": "<NAT ID>",

"Cluster": {

"CclSubnetRange": "ip address start ip address end",

"ClusterGroupName": "cluster name",
"HealthProbePort": "port number",
"GatewayLoadBalancerIP": "ip address",
"EncapsulationType": "vxlan",
"InternalPort": "internal port_ number",
"ExternalPort": "external port_ number",
"InternalSegId": "internal segment id",
"ExternalSegId": "external segment id"

i
RIZ, Day 0 #R DRI Z R LET,

"AdminPassword": "password",

"FirewallMode": "routed",

"ManageLocally": "No",

"Diagnostic": "OFF", //For deployment of version 7.4.1 and later without Diagnostics

template, set this parameter to OFF.
"FmcIp":"<FMC IP>",
"FmcRegKey" : "<REGISTRATION KEY>",
"FmcNatId":"<NAT ID>",

"Cluster": {

"CclSubnetRange": "10.45.3.4 10.45.3.30",
"ClusterGroupName": "ngfwv-cluster",
"HealthProbePort": "7777",
"GatewayLoadBalancerIP": "10.45.2.4",
"EncapsulationType": "vxlan",
"InternalPort": "2000",

"ExternalPort": "2001",

"InternalSegId": "800",

"ExternalSegId": "801"

//mandatory user input
//mandatory user input
//mandatory user input
//mandatory user input

GE) LRRoREZa— LT MITL5E81E.

<&V,

Azure ~VAF = v 7 DFRETIL, T I T

FREN S [Imandatory user input & 23 HIFR L C

B /7Y Y% %5 FTO Threat Defense Virtual D9 5 X2 1) >4
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CclSubnetRange Z#11%, xxx4 HIEE DL IP T RLAOHEMEAZRRELET, 77 AX Y
TIVAHEHATFRERIP 7 FL AR 16 AL EH D Z L 2R LET, BAIRIP 7T RL ALK TIP T
R ADHIZ RIS LET,

RIHBIPTZ FLRERTIPT LD

CIDR BRIP 7 KL R BTIP7KLR
10.1.1.0/27 10.1.1.4 10.1.1.30
10.1.1.32/27 10.1.1.36 10.1.1.62
10.1.1.64/27 10.1.1.68 10.1.1.94
10.1.1.96/27 10.1.1.100 10.1.1.126
10.1.1.128/27 10.1.1.132 10.1.1.158
10.1.1.160/27 10.1.1.164 10.1.1.190
10.1.1.192/27 10.1.1.196 10.1.1.222
10.1.1.224/27 10.1.1.228 10.1.1.254

Azure [M] (T Hh R 32 < A ¥R %A L 1= Day 0 iR DERK
av U REFEALT, VI9AXDT— AT v TRELTXTCASNITEET,

"AdminPassword": "password",

"FirewallMode": "Routed",

"ManageLocally": "No",

"Diagnostic": "OFFE", //For deployment of version 7.4.1 and later without Diagnostics

template, set this parameter to OFF.

"FmcIp": "<FMC_IP>",

"FmcRegKey": "<REGISTRATION KEY>",

"FmcNatId": "<NAT_ID>",

"Cluster": {
"CclsubnetRange": "ip address start ip address_end",
"ClusterGroupName": "cluster name",
"HealthProbePort": "port number",
"GatewayLoadBalancerIP": "ip address",
"EncapsulationType": "vxlan",
"InternalPort": "internal port number",
"ExternalPort": "external port number",
"InternalSegId": "internal segment id",
"ExternalSegId": "external segment id"

Ll
PIFIZ, IN—=23 2 7.4 LAED Day 0 L OFI 2R LET,

"AdminPassword": "Sup3rnatural",
"Hostname": "clusterftdv",
"FirewallMode": "routed",
"ManageLocally": "No",

RTY v %9495 ETO Threat Defense Virtual D7 525 ) >4 |}



18T v 4557 FTO Threat Defense Virtual D 5245 Y >4 |
B rare it h 25 <4 MR E R L1 Day 0 R D/ER

"Diagnostic": "OFF", //For deployment of version 7.4.1 and later without Diagnostics
template, set this parameter to OFF.
"FmcIp": "<FMC_IP>",
"FmcRegKey": "<REGISTRATION_ KEY>",
"FmcNatId": "<NAT_ID>",
"run config": [
"cluster interface-mode individual force",
"policy-map global policy",
"class inspection_default",
"no inspect h323 h225",
"no inspect h323 ras",
no inspect rtsp",
no inspect skinny",
"interface Management0/0",
"management-only",
"nameif management",
"security-level 0",
"ip address dhcp",
"interface GigabitEthernet0/0",
"no shutdown",
"nameif vxlan_ tunnel",
"security-level 0",
"ip address dhcp",
"interface GigabitEthernet0/1",
"no shutdown",
"nve-only cluster",
"nameif ccl link",
"security-level 0",
"ip address dhcp",
"interface vnil",
"description Clustering Interface",
"segment-id 1",
"vtep-nve 1",
"interface vni2",
"proxy paired",
"nameif GWLB-backend-pool",
"internal-segment-id 800",
"external-segment-id 801",
"internal-port 2000",
"external-port 2001",
"security-level 0",
"vtep-nve 2",
"object network ccl#link",
"range 10.45.3.4 10.45.3.30", //mandatory user input
"object-group network cluster#group",
"network-object object ccl#link",
"nve 1 ",
"encapsulation vxlan",
"source-interface ccl link",
"peer-group cluster#group",
"nve 2 ",
"encapsulation vxlan",
"source-interface vxlan tunnel",
"peer ip <GatewayLoadbalancerIP>",
"cluster group ftdv-cluster", //mandatory user input
"local-unit 1",
"cluster-interface vnil ip 1.1.1.1 255.255.255.0",
"priority 1",
"enable",
"mtu vxlan tunnel 1454",
"mtu ccl link 1454"

"

"
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Azure 145 2 8 7 A Xt E WA L1 Day o ke ]

LIFIC, "—2 3> 7.3 LLBIOD Day 0 #K O 2 R L £,

"AdminPassword": "Sup3rnatural",
"Hostname": "clusterftdv",
"FirewallMode": "routed",
"ManageLocally": "No",
"FmcIp": "<FMC_IP>",
"FmcRegKey": "<REGISTRATION KEY>",
"FmcNatId": "<NAT_ ID>",
"run _config": [

"cluster interface-mode individual force",
"policy-map global policy",

"class inspection default",

"no inspect h323 h225",

"no inspect h323 ras",

"no inspect rtsp",

"no inspect skinny",

"interface Management0/0",
"management-only",

"nameif management",
"security-level 0",

"ip address dhcp",

"interface GigabitEthernet0/0",

"no shutdown",

"nameif vxlan tunnel",
"security-level 0",

"ip address dhcp",

"interface GigabitEthernet0/1",

"no shutdown",

"nve-only cluster",

"nameif ccl link",

"security-level 0",

"ip address dhcp",

"interface vnil",

"description Clustering Interface",
"segment-id 1",

"vtep-nve 1",

"interface vni2",

"proxy paired",

"nameif GWLB-backend-pool",
"internal-segment-id 800",
"external-segment-id 801",
"internal-port 2000",
"external-port 2001",
"security-level 0",

"vtep-nve 2",

"object network ccl#link",

"range 10.45.3.4 10.45.3.30", //mandatory user input
"object-group network cluster#group",
"network-object object ccl#link",
"nve 1 ",

"encapsulation vxlan",
"source-interface ccl_link",
"peer-group clusterf#group",

"nve 2 ",

"encapsulation vxlan",
"source-interface vxlan_ tunnel",
"peer ip <GatewayLoadbalancerIP>",
"cluster group ftdv-cluster", //mandatory user input
"local-unit 1",

"cluster-interface vnil ip 1.1.1.1 255.255.255.0",
"priority 1",

RTY v %9495 ETO Threat Defense Virtual D7 525 ) >4 |}
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B /525 —roxnEs: owB~—z0EmM

"enable",
"mtu vxlan_tunnel 1454",
"mtu ccl link 1554"

]

}

\)

GE) ERloExrab— LTI 11 2561, 8ED S /imandatory user input % %7 HIBR L C

<TZEV,

D2AZ 7 —FOFHER : GWLB XA— XD EH

FIE

ATy T

I IRAENREND LT TAZ ) — REREALET,

azvmsscreate CLI ZfEH LT, A A ¥ ZAHY 0 O Marketplace 1 A — V0 LARFE~ &~ > X
r—nty NEERLET,

az vmss create --resour ce-group <ResourceGroupName> --name <VMSSName> --vm-sku
<lInstanceSze> --image <FTDvimage> --instance-count 0 --admin-user name < AdminUserName>
--admin-passwor d < AdminPassword> --plan-name < ftdv-azure-byol/ftdv-azure-payg> --plan-publisher
cisco --plan-product cisco-ftdv --plan-promaotion-code < ftdv-azure-byol/ftdv-azure-payg> --vnet-name
<Virtual NetworkName> --subnet <MgmtSubnetName>

AFYT2 300 F—T A A (B, 5—%. BLXOY I2ZHEY V) g LET,
AT T3 B LI~y v Ay — Lty MIBEI L, ROTFIEEFATLET,

a) [AXVbv—F (7 AT L (Operating system) |£7 3= > C, [customData] 7 4 —/L R
\Z Day 0 /A2 B0 L £ 77,

b) [f*fF (Save) 127V v 7 LET,

¢) [Ar—VUr7 (Scaling) 187 v a T, ALV AZ U AKENTER T AL ) — R THEH
LET, A AZ 2803, ol 1, Bk 16 OFiPHICERE TE £,

ATV T4 Azure 77— bV = A 00— KT UHEFELET, MO VT, [Azure 77— F U = A 10—

RKXZ % L7= Auto Scale DEAG] | #ZRL T ZE 0,

AT w75 Firewall Management Center |Zfillffl / — KZBM L £9, [Management Center ~D 2 7 A X D

B (GEERER) (60 2—) | AR L TLIEEN,

V2R3 —FOFEHER : NLB A—XDEH

I IARAENREND LW TAZ ) —RERERIALET,
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https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/consolidated_ftdv_gsg/threat-defense-virtual-73-gsg/m-ftdv-azure-gsg.html#azure-gwlb-auto-scale
https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/consolidated_ftdv_gsg/threat-defense-virtual-73-gsg/m-ftdv-azure-gsg.html#azure-gwlb-auto-scale

| /87U 94495 FTO Threat Defense Virtual D9 5 X5 ) >4
Azwe TO RS TN a—T425 952488 [

FIE

AT F1 azvmsscreate CLI Z# M LT, A A ¥ 2 ZAFH 0 O Marketplace 4 A — bR~ v > A
r—nty NEERLET,

az vmess create --resour ce-group <ResourceGroupName> --name <VMSSName> --vm-sku
<InstanceSze> --image <FTDvimage> --instance-count 0 --admin-user name < AdminUser Name>
--admin-passwor d < AdminPassword> --plan-name < ftdv-azure-byol/ftdv-azure-payg> --plan-publisher
cisco --plan-product cisco-ftdv --plan-promation-code < ftdv-azure-byol/ftdv-azure-payg> --vnet-name
<VirtualNetworkName> --subnet <MgmtSubnetName>

RATVT2 405042 —7 4R (Wi, WIS, SN, BLOZ ZAXHIY 7)) ZHRLET,
AT T3 B LI~y v Ay — Lty MIBEI L, ROFIEEZFEITLET,
a) [AXL—TF 47 AT . (Operating system) |£2 3 > C, [customData] 7 4 —/L
\Z Day 0 k2 BN L £ 97,
b) [fR1F (Save) 1227 VU v 27 LET,
¢) [A7—Ur7 (Scaling) 1BV v a T, AV AX U AENEIR ) T AKX ) — R THEH
LES, A AZ 28T, /b 1L R 16 OFIHICRETE £7,

AT w74 Management Center (Zil|fHl / — K&iBAI L £J, [Management Center ~0D 727 7 AKX DiEN (F
ER) (60 ~—) | ZZRLTIIESN,

Azure TDO RS ITI>a—TF 405 SRR
[ FT T 4 v Ta—RR0n
NoGTNY =T 4T

*« GWLB TEB &7z Threat Defense Virtual f > A X ADIEHE M T —T A5 —X A
MIEFENE I D EERLET,

* Threat Defense Virtual f & A X L ADIEEFET 0 —TF A7 — X ANRETHHLEE

» Management Center Virtual CA X 7 4 v 7 )L— M RFEE ST D0 E D D Efife

e LET,
T ITANIT = N2 ANT—=Z Y TRy bDT =T AP THLINE S
ZHERs LE7,

o Threat Defense Virtual f & A X VAN EFIET 0 —7 N T 7 4 v 7 2%{E LTV
ENE I MEFRRLET,

* Management Center Virtual CaXE ST 7 EA U XA MR EFET2—7 7
T4 ifFa LTV E I el LET,

[ 7 T A DI EI T 70

RTY v %9495 ETO Threat Defense Virtual D7 525 ) >4 |}
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B ccrcosszs0Em

KT Nya—TFT 47
enve-only 7 FAXA L H—T 2 A ADIPT KL AZMHERLET, thod/ — KD nve-only
DY FGAZA LB =T A A AR THD Z L EMEB LET,

enve-only DV FAXA L HE—T 2 ADIPT RVAN, AT V=7 NI NA—TDO—F
ThHI EEMRLET,

eNVEA v Z—T 2 AANFT 27 NTNA—TTRESNTWALZ L 2R LET,

T TABTN—T DY TALA L H—T =2 A A@YRVNIA V H—T = A ANH D
TEERMERLET, TOVNIA VH—T = A AL, ST HAT V= NI —F
ZEFONVE B3 H 0 £,

e /= FPMHEIZE VAR THLZ L 2R LET, &/ — NIZMBEDY T AZ A
=T xA AP NHDHD, TNHIFHAEICE CAHRETHIVLEND Y £7°,

e T UL — MEBETIHEESINTZCCLY 7 Ry FOBIAT RLA LK TT KL AR
ELWHE I D EMHRLET, BT FL AL, 7%y SN THEFAARER &I D IP
T RUVATHREDLIXLERH Y £, 7221V 7Ry FA%192.168.1.0124 DA, B
W7 KL A1X192.168.1.4 THHMLENRH Y £ (RO 3 DD IP 7 KL AL Azure
WCE-oTPFRHENTWETS) |

* Management Center Virtual (IZH #7227 A B ADBH L0 E 2 EMHERLET,
M FCY Y—=ZAI7N—=TICHEY Y —AZRBHAL TV D &Il — Il HlEd 5T
T =T 5,
FNIGTNYa—=T 4 7 R TIRO A~y e LT, UTor—LaHlRL£7,

TT— Avyb—U

"error": {

"code": "RoleAssignmentUpdateNotPermitted",

"message": "Tenant ID, application ID, principal ID, and scope are not allowed to
be

updated.”}

+ azroleassignment delete--resource-group <V ¥ — & 7 L — 74> --role" Stor age Queue
Data Contributor"

« az role assignment delete --resource-group <V ¥ — & 7 )L — 74> --role" Contributor"

GCP TD YV S A ZDER

7 7 AZ % GCP TR 21X, FEITRERRAT LN, AV AZX AT 7 L— 2L T
A VAR AT N—T B LET, GCP 72— K/NF Y% F 7213 Cisco Cloud Services Router
REDIEXAT 4T O —RNRNT YT TAXEHHTEET,
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rxovos i

\)

GE) BEFNT 74973 A X —T 24 ANAT BMLETHY . 64K BEIZHIRE S TV ET,

N =PDIOY]

Ery:

Management Center Virtual

Application Subnet

10.10.13.28 10.10.14.27

10.10.13.4 1111111

1 10.10.13.30 10.10.14.29
ILB , ] {1}1':
@ ; 2 Internet

Application VM L

RS

T

10.10.13.29 N 10.10.14.28

application-to-ilb

0.0.0.0/0 > 10.10.13.4

Inbound

S
Outbound

ZOMKReIE, BEERIEOHITONT 7 4 v 7 7 —%7x L CWE T, Threat Defense
Virtual 7 7 2 2%, WEn— AT o e n — AT U OfickEN TV E T,
Management Center Virtual 4 > A X U AL, 7 7 AZ OFHICHEH S ET,

AVHE =Ry EDOLDOFERENT 7 4 v 7%, Ia— KANT 2k b, £ 275 Threat
Defense Virtual 7 7 AZ I T 7 4 v IV MNEEINET, VT 74 v 7%k, 7T AXND Threat
Defense Virtual f ' A X L AL > THREINZ%, 77V 7r—vary VM IZEEESNET,

TV = a VMO LORIENT 7 4 v 71X, WEe— KT UHZkFEsnEd, 20
. KT 7 4 v 7% Threat Defense Virtual 7 7 A X | ZHEIE S L, A X —F v MIEEINE
7,

GCP T Threat Defense Virtual 7 S X X BRI H5=-HDIT > KY—I
WANOWASE 4

FUoTL— FR—ZXDEM

WD 7 a—F ¥ — ML, GCP T® Threat Defense Virtual 7 7 A% D7 o7 L — b _X— X BB D
U—r7ua—%rLTWET,

RTY v %9495 ETO Threat Defense Virtual D7 525 ) >4 |}
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B GcP < Threat Defense Virtual ¥ 5 X % EBEIT H51-HOTY FY—T Y FOTA+R

. Download 2 it
.‘
|
3 o GUF"T“dct,h“d 6 Desioy 7 lepnv.i]le :s 8 \rexxzr:;aL !\;;n:é[esses ‘ Ff?ﬂ_“
D—9 AR—R FIE
B o —#H kA R GitHub 267 v L —h e 77 A VX rmn—RL
. _/'I
S5
(2) 72— LA A b TYTL— b RTA=F EimELET,
3 Google Cloud Platform GCP ™7y FEER L £,
=f/-£.|-\'l= T —H LR A B Google Cloud B¥t Y — A7 —H A 77 7 A )V
— ftdv_cluster function.zip & {Epk L £,
5 Google Cloud Platform Google BI¥ Y — AT — WA T 77 A NVET v a—F
LE7,
6 Google Cloud Platform infrastructure.yaml % JEB L £,
- Google Cloud Platform TIGAR—KIPT RUANMEA I TWVWAEAIT
VPC a7 Z&fEf L £,
3 Google Cloud Platform SR IP 7 FUARMEH SN TV D541
cluster function infra.yaml T deployW1thExternalIP % True
IZRELET,
9 Google Cloud Platform JITALEERA VT TARNT IV F v T T L— NE R
BLET,
10 Google Cloud Platform 7 AR EREELET,
FERAH

wD 7 a—F ¥ — L, GCP T Threat Defense Virtual 7 7 A X OFENEHO TV —7 7 u—%

ARLTWET,
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7o7L—+ I}
1 Create
day 0
Local Host configuration
script
Create 4)  Create Create Network 6 Create
o | reercsfomoie Cofrebe gy e bemoem and 4 el e o
day 0 attach to instance group load balancers
configuration instance template
|
v
7 Create
Managemrent Acceszrﬂu\es Control
cente Heall:w check Node
traffic
T—9 AR—R FIE
(1) m—H LR A b Day 0 #f 2 7 V7 R &2AERL L £9,
Ne s
> Google Cloud Platform Day 0f A L CTA v AX AT 7 L— FZ1EK
LEd.
3 Google Cloud Platform AR —T oA AEBEELET,
4 Google Cloud Platform AVAB AT N—=TEER L, AV AB AT T
L— b &EID L TET,
5 Google Cloud Platform NLB Z1E K L, £ VAA L AT N—TWIZT HvF LFE
ba‘o
6 Google Cloud Platform NLB D7 7 A 77— )b—/L 2B L £ 7,
I/;'\I Management Center SNVAF 2T NTT 4T DT IR AN— L EVER
e LET.
:."é“\.‘ Management Center W, — RZ2BmL £,
Ny

ol
\l
\J
C
I
-

UFO7T 7 b— MEGitHub TAFTEET, NI A—FEIL, 77— FTREINT
NRIA—=RL BXOMETHY, BHATY,

*East-West N7 7 4 v 7 D7 F A ZRHT 7 L — |k : deploy ngfw_cluster yaml

* North-South N7 7 1 v 7 DU Z A Z BT -7 L — | : deploy_ngfw_cluster.yaml

RTY v %9495 ETO Threat Defense Virtual D7 525 ) >4 |}


https://github.com/CiscoDevNet/cisco-ftdv/blob/master/cluster/gcp/east-west/deploy_ngfw_cluster.yaml
https://github.com/CiscoDevNet/cisco-ftdv/blob/master/cluster/gcp/north-south/deploy_ngfw_cluster.yaml

/871 v 9579 ETO Threat Defense Virtual D7 522 1) >4 |

B x5 250TFL— FEBERLEGEP TOA VR E VR IL—TOEE

AR RTOTL—rEFERHLEZGCPTHDA VR A VR IL—T

)L

FIE

ATy T
ATy T2

ATvT3

ATvT4

ATvT5

ATvT6

A VABR AT T L — " EFEALT, GCPIZA V AZ AT N—TZ BB LET,

4RO SRS

« JRBHIZIX Google Cloud Shell #fH L £4, F721%. & D macOS/Linux/Windows ¥
T Google SDK #fli H Tx %7,

« 7 J A % )% Management Center |~ H BBk 415 X 9 12T 511X, RESTAPIZ{EHTE %
EHLFHMEIR & 7> = — Y — % Management Center C/ERT 24N H VY F9°, Cisco Secure
Firewall Management Center 7 KX = A hbL—3 3 > T4 REZRL TS EIV,

« cluster_function_infra.yaml CfEE L72AR Y > —4 & —H$ 57 7 B AR Y 2 —% Management
Center [ZIBM L E7,

Tv 7L — e GitHub bR —ANT A NI F T — RLET,
W H 72 resourceNamePrefix /X7 2 —4  (ngfwvels 72 &) &M T /e —HF— AN 2 LT,

infrastructure.yaml, cluster_function_infrayaml, 35X U'deploy_ngfw_cluster.yaml Z s L &
ﬂ—O

deploy ngfw_cluster.yaml 77 7 1 /L{X, GitHub T east-west 7 # /L' 4 & north-south 7 + /L & D
HZhnZ LICEBELTLIEEY, b T 74 v 7 7 —0B - T, #7711 —h
AT u—RNLET,

Google Cloud Shell Z i L C/37 v & ERK L. Google Cloud B4t — AT —H A 77 7 A )L
ftdv_cluster function.zip %7 v 7 v — KL £,

gsutil mb --pap enforced gs.//resourceNamePrefix-ftdv-cluster-bucket/

Z Z o resourceNamePrefix 284473 cluster_function_infra.yaml T#& & L 7= resourceNamePrefix
EHE—H LWL e LET,

DTAB AT TARNT I T DT —HAT 77 ANEERLET,

i

zip -j ftdv_cluster function.zip ./cluster-function/*

BICVERR L7z Google VY — AT —HhA 7 %7 v7u—RLET,

gsutil cp ftdv_cluster_function.zip gs.//resourceNamePrefix-ftdv-cluster-bucket/

JITAZDA T TANT 7 FrvaBALET,

gcloud deployment-manager deployments create cluster_name --config infrastructure.yaml
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http://www.cisco.com/go/firepower-config
http://www.cisco.com/go/firepower-config
https://github.com/CiscoDevNet/cisco-ftdv/tree/master/cluster/gcp

| /87U 94495 FTO Threat Defense Virtual D9 5 X5 ) >4
cercns5220z8ERE ||

AT9TT1 TIAR=FIPT FLAZMEA LTV L5EIE, ROFIEZFATLET,
a) Threat Defense Virtual & ¥ VPC Z i § L T, Management Center Virtual Z f£#)j L Tt v
Ty LET,
b) VPC =2 % ZAEA L T, Google Cloud Bi#%% Threat Defense Virtual & Bl VPC |Z45#5¢ L £
D

gcloud compute networ ks vpc-access connector s create vpc-connector-name --region us-central 1
--subnet resourceNamePrefix-ftdv-mgmt-subnet28

A7 78 Management Center % Threat Defense Virtual > 5 U <& — RMZELE X 41, Threat Defense Virtual (2
SNESIP 7 R U AR 72 A 1%, #47 cluster_function_infra.yaml C deployWithExternall P %
TruelZIREL T 7ZE0,

RTYTY IITRLMEEA LT TANT I Ty HRLET,

gcloud deployment-manager deploymentscreate cluster_name --config cluster_function_infra.yaml
ATYITN0 772X ERELET,

1. North-South FAR = RS :

gcloud deployment-manager deployments create cluster_name --config
north-south/deploy_ngfw_cluster.yaml

2. East-West Fahma VREHDOGA

gcloud deployment-manager deployments create cluster_name --config
east-west/deploy_ngfw_cluster.yaml

GCP TD YV 5 A7 DFENER

7T A2 & FEITRMT 21213, Day0 Mz ¥ L, &/ — FZ R L ThofliH — &
Firewall Management Center |ZiB/I L £ 97,

GCP [\ 17 Day 0 #& R D 1E Rk
BEEBKETII T AE <A AR ONT N EHEHTEET,

GCP 7] ITE E#E R & L 1= Day 0 iR D 1ERL
EEBKICEY, 7T AFZOT— AT v RPN HBARSNE T,

"AdminPassword": "password",
"Hostname": "hostname",
"FirewallMode": "Routed",
"ManageLocally": "No",
"Diagnostic": "OFF",
"Cluster": ({
"CclSubnetRange": "ip address start ip address end",
"ClusterGroupName": "cluster name"

RTY v %9495 ETO Threat Defense Virtual D7 525 ) >4 |}
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B cor i h R s <o XA EER L1 Day 0 RO MR

}

WITH &R L ET,
{
"AdminPassword": "DeanWlncheS$ter",
"Hostname": "ciscoftdv",
"FirewallMode": "Routed",
"ManageLocally": "No",
"Cluster": {
"CclSubnetRange": "10.10.55.2 10.10.55.253", //mandatory user input
"ClusterGroupName": "ftdv-cluster" //mandatory user input

}

)

GE) LRoREZa— LTV T 2581, RED D [/mandatory user input Z 23 HIBR LT
<TEEW,

CclSubnetRange 24 Clix, 7%~ NNOKRHID2ODIP T KL A LKEED2HODIP T KL
AEEATERNZ EICHER LT EE N, FE >V T, TReserved IP addresses in IPv4
subnets] ZZMBLTLLZ&EW, 7T AZ Y U IIMERHATRERIP T RL AN 16U EH D Z &
AR LET, BABIP T RLAELKTIP 7 RLADOBIZRIZRLET,

R4RABIP7 ELRERTIPT FLADH

CIDR BRIP7 KL R BTIP7RELR
10.1.1.0/27 10.1.1.2 10.1.1.29
10.1.1.32/27 10.1.1.34 10.1.1.61
10.1.1.64/27 10.1.1.66 10.1.1.93
10.1.1.96/27 10.1.1.98 10.1.1.125
10.1.1.128/27 10.1.1.130 10.1.1.157
10.1.1.160/27 10.1.1.162 10.1.1.189
10.1.1.192/27 10.1.1.194 10.1.1.221
10.1.1.224/27 10.1.1.226 10.1.1.253
10.1.1.0/24 10.1.1.2 10.1.1.253

GCP Al ITH R A T A XtERZ{E A L 1= Day 0 8 D ERL
a<w  REHEHLT, V7 79AFZDT— b AT v TREEZT X TCASTE £,

"AdminPassword": "password",
"Hostname": "hostname",
"FirewallMode": "Routed",
"ManageLocally": "No",

B /7Y Y% %5 FTO Threat Defense Virtual D9 5 X2 1) >4


https://cloud.google.com/vpc/docs/subnets#reserved_ip_addresses_in_every_subnet
https://cloud.google.com/vpc/docs/subnets#reserved_ip_addresses_in_every_subnet
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GCP [ H R 2 2 4 XM & A L= Dayo o ter ]

"run_config": [comma separated threat defense configuration]

}
WOBITIE, EH, WEL. BIIMEA =T = A 2L 7T AZHIf) > 7 D VXLAN
A H =T =2 A AU THRZIER LET, KTFOMIT/ —FILIC—ETHOILERD
5 LITERELTIZEN,

"AdminPassword": "Wlnch3sterBrOs",
"Hostname": "ftdvl",
"FirewallMode": "Routed",
"ManageLocally": "No",

"run config": [

"cluster interface-mode individual force",
"interface Management0/0",
"management-only",

"nameif management",

"ip address dhcp",

"interface GigabitEthernet0O/0",

"no shutdown",

"nameif outside",

"ip address dhcp",

"interface GigabitEthernetO/1",

"no shutdown",

"nameif inside",

"ip address dhcp",

"interface GigabitEthernet0O/2",
"nve-only cluster",

"nameif ccl link",

"ip address dhcp",

"no shutdown",

"interface vnil",

"description Clustering Interface",
"segment-id 1",

"vtep-nve 1",

"object network ccl#link",

"range 10.1.90.2 10.1.90.17",
"object-group network cluster#group",
"network-object object ccl#link",
"nve 1",

"encapsulation vxlan",
"source-interface ccl link",
"peer-group cluster#group",
"cluster group ftdv-cluster",
"local-unit 1",

"cluster-interface vnil ip 10.1.1.1 255.255.255.0",
"priority 1",

"enable",

"mtu outside 1400",

"mtu inside 1400"

)

GE) 75 RXEWY > 7 Ry NU—2 A7V r MNMIE, 7 RV RAEMLELRKFPIFEELET Uk
K16MH) . #HEZ R THE, XT3 —< L ATHETDAREERH D F9°,
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B 7525/ —rozuEm

D53/ —FDOFBREAE

FIE

ATy T

ATvT2
ATvT3

ATvT4

ATy TH

I T AENPREIND XTI TAY ) —RERBHLET, GCPTDI T A% ) T OEE,
AvCPU~ v U Z A T TE A, 4vCPUS Y U Z A TRV R— T DA 0 Z—T = A
AL 4 ODIHTIN, f X —T A ALS5 OVNETY, c2-standard-8 72 £, 5 2D A o F—
T2 AANRYR—FENEAw U ZATEHFEHLET,

50004 H—T AR GMNB, W, EFE, W, 7 7 AZGY 7)) %A 27 Day 0 1%
AEFEHL T, A AZ AT T — FEELET (A% 7T —% (Metadata) |>[A % —
N7 w7227 U7~ (Startup Seript) | BZ v =)

Cisco Secure Firewall Threat Defense Virtual A % — 7 v 7 H A K ZBR LT 7Z&E0,

A VAL AT N—THAER L, A VAX AT T L— N E2EIY B TET,

GCP Ry PV —27m— AT % (N KOS &Z1ER L, A v A X AT N—T%E]D
BCTET,

GCP % v hU—72 m— KXZ 3 DA Management Center DX = U7 4R 2 —T~ b
AFxy 7 &BFAILET, GCP Ry U= B — RATUHD~NLVAF = 7 OFFA] (58
=) ZZRLTITEIN,

Management Center (Zil4#] / — R ZBAN L £3, [Management Center ~0 27 7 A% OB (F
) (60 2—) | ML TIEI,

GCP vy FTJ—0O— kKNS UOHDANILAF v I DEFT

Google Cloud X, Ny 7 U R NT 7 4 v 7IET L0 E I DT 5~V AF = v 7
BeREA A L T,

Fy MU =7u= R RTUYDT 74T 74 —/L =L E2{EKT I,

lhttps://cloud.google.com/load-balancing/docs/health-checks ] Z#ZHi L T 7Z2& VY, WIZ, Firewall
Management Center T~NVAF =7 8T 7 4 v 7 AT 5T 72 A= Z2ERLET,
WHIR Ry N T — 7 HFHPAIZOWTIE,  Thttps:/cloud.google.com/load-balancing/docs/
health-check-concepts] Z#ZMH L T E &V, 77EA ar ba— L Lb—LEzBR L TLEE
AN

F7o, B TENAT L— L EETEL T, ~NAF =7 8T 7 4 v % 169.254.169.254 O
Google A X T —2 W —N"— |2V XA VLT " THLELHDET, XA T v 7 FE)NAT D%
EEZRLTLITEE N,

EFME T —T ORIER SN T RTOA o H—T = A AHkT5H GCP EFMETF = v 7
DN— FERETEET, T, GCPIEFMET = v 7 D/ — M FEIZFIH AJREIZ 72 o T
WAL HE—T A AT, FOVENWA N w7 2oL — FalEld 52 & THEETEFET,

B /7Y Y% %5 FTO Threat Defense Virtual D9 5 X2 1) >4


https://www.cisco.com/c/en/us/support/security/firepower-ngfw-virtual/products-installation-guides-list.html
https://cloud.google.com/load-balancing/docs/health-checks
https://cloud.google.com/load-balancing/docs/health-check-concepts
https://cloud.google.com/load-balancing/docs/health-check-concepts
management-center-device-config-73_chapter40.pdf#nameddest=unique_445
management-center-device-config-73_chapter19.pdf#nameddest=unique_446
management-center-device-config-73_chapter19.pdf#nameddest=unique_446
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North-South NAT JL—)L D E% TE I

nat (inside,outside) source dynamic GCP-HC ILB-SOUTH destination static ILB-SOUTH METADATA
nat (outside,outside) source dynamic GCP-HC ELB-NORTH destination static ELB-NORTH
METADATA

nat (outside,inside) source static any interface destination static ELB-NORTH Ubuntu-App-VM
nat (inside,outside) source dynamic any interface destination static obj-any obj-any

object network Metadata
host 169.254.169.254

object network ILB-SOUTH
host <ILB IP>
object network ELB-NORTH
host <ELB IP>

object-group network GCP-HC
network-object 35.191.0.0 255.255.0.0
network-object 130.211.0.0 255.255.252.0
network-object 209.85.204.0 255.255.252.0
network-object 209.85.152.0 255.255.252.0

Enter Description

nat-ngfwy-cls =

Rules

terby Device Y Filter Rules X

' NAT Rules Before

-

: LB Health Check NAT "B 148-S0UTH T METADATA

-

2 fla ELB-NORTH T} METADATA

-

3

g ¢llg g

"
ound/Outbound traffe NAT rule
[

-

East-West NAT JL— L D&% E I

nat (inside,outside) source dynamic GCP-HC ILB-East destination static ILB-East Metadata
nat (outside,outside) source dynamic GCP-HC ILB-West destination static ILB-West Metadata

object network Metadata
host 169.254.169.254

object network ILB-East
host <ILB East IP>
object network ILB-West
host <ILB West IP>

object-group network GCP-HC
network-object 35.191.0.0 255.255.0.0
network-object 130.211.0.0 255.255.252.0
network-object 209.85.204.0 255.255.252.0
network-object 209.85.152.0 255.255.252.0

nat-ftdv-cluster Show Warnings 1

Enter Description

Rules

¥ Fiter Rules. X

 NAT Rules Before

oy nside ovside © aoPHo T toEost By 15-£at
LB Hoalth Chock NAT rule
2 X O owsde  ous ae © Gop-te B L-West By 1L5-West

RTY v %9495 ETO Threat Defense Virtual D7 525 ) >4 |}
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J—RAYIABLUA—RAIITAF FSTav T L—F 4 VT DEEH

route outside 0.0.0.0 0.0.0.0 <Outside Gateway> 1

route inside 35.191.0.0 255.255.0.0 <Inside_ Gateway> 1

route inside 130.211.0.0 255.255.252.0 <Inside_Gateway> 1

route inside 209.85.152.0 255.255.252.0 <Inside Gateway> 1

route inside 209.85.204.0 255.255.252.0 <Inside Gateway> 1

TIHN RN EBERTERNGES, SR Fxy IO NI T 4 v 7 ON—T 4 TIC
RY V== =T T M TEET,

Management Center ~D 7 5 X X DEM (FENEE)

7T AL 2 FEHTRERMLEGEIE. ZOFIEEZEEM L T2 7 A Z % Firewall Management Center
WBIMLET, 77— N LSS, 7 7 X Z1XHBHYIC Firewall Management Center
B SNET,

I TAK 2=y ROWTIMNEH LT /34 A L LT Firewall Management Center (2181 L $
4, Firewall Management Center [X, LD T XTD Y T A% A "—%BERKRE L ET,
1a s BRI

¢« T RCHY 7 AKX 2= ML, Firewall Management Center (ZiEBINJ 5 EIZ, 1EH 2EXD
7 TALNIFEL TV DORER DY £3, /o, EDx=y MRl => b2 Z R
95 Z & HFETY, Firewall Threat Defense show cluster info 2~ > R&fEH L £9,

FIE

AT 71 Firewall Management Center T, [T/34 R (Devices) |>[T/\1 REH (DeviceManagement) ]
ZIIRL T 5, BN (Add) 1> [T/34 RMEM (Add Device) | Zi&R L, #lfl==v K
DOEIP 7 L AEFEH L CHlIfEle=y N&BMLET,

B /7Y Y% %5 FTO Threat Defense Virtual D9 5 X2 1) >4
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15: T34 ZM3EM
Add Device (7]

CDO Managed Device

Host:t

10.89.5.40

Display Name:
10.89.5.40

Registration Key:*

Group:

None v

Access Control Policy:™

in-out v

Smart Licensing

Note: All virtual Firewall Threat Defense devices require a performance tier license.

Make sure your Smart Licensing account contains the available licenses you need.

It's important to choose the tier that matches the license you have in your account.

Click here for information about the Firewall Threat Defense performance-tiered licensing.
Until you choose a tier, your Firewall Threat Defense virtual defaults to the FTDv50 selection.

Performance Tier (only for Firewall Threat Defense virtual 7.0 and above):
Select a recommended Tier v

Malware

Threat

URL Filtering

Advanced
Unigque NAT ID:t

test

Transfer Packets

Cancel

a) [FAbL (Host) 1 74—V Rz, filfflze=y h®DIPT7 KL AEITHRA M E AT LE
—éAO

W72 /NT f—<v AL fgbhTo, filffla=y FOBEMEHIE L ET0, 772X DEE
D=y hEBINTEE7,

TNAZADE Y N7 v THHINATID 2 L7256, 207 4 — NV RE AT HH0E
DARWVEREMERH Y 9, ZEMICHOWTIE. NATEEE) 22 LT &0,

b) [F =4 (Display Name) ] 7 4 —/V RiZ, Firewall Management Center C Ol = ~ D
Tt w NI LET,
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management-center-device-config-73_chapter1.pdf#nameddest=unique_15

18T v 4557 FTO Threat Defense Virtual D 5245 Y >4 |
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g)

h)

TDRRLITI T AZHTIEIH Y ¥ AL, BINTAHH=2=y NEHATY, % T, oo
FAR A UIN—DZFRT TARERL B RTEFET,

[k — (Registration Key) ] 7 4 —/L RIZ, 734 ZDOFERHIMEH L7z b O &R U
FrxX—2 AN LET, BEF—IL, 1ERVEHTERIE—27 Ly R TT,

(ER) TARET AL AT I—TIBMLET,
BERE T <IZ, TS RAZEBRTA2HOD[T 7 A ar ba—/L AR Y 2~ (Access Control
Policy) | Z&IRT 252>, HLWARY —ZEk L £,

LAY —EERT 25813, BARY —0HEERLET, HEZSLET, %T
RN —%h AR~ A XA TEET,

‘ New Policy

Name:

basic

Description:

Select Base Policy:

None v
Default Action:
® Block all traffic

Intrusion Prevention

Network Discovery

Snort3:

TNA RZHATEHTA B AEEIR LT,

TNA ADFRERZ, NATID 2/ L7254, [F# (Advanced) 127 v a v ZERML,
[~E®D NATID (Unique NATID) |7 4 —/L RIZ[F U NATID # A1 L £7,

[/37 v b Dt (Transfer Packets) | F— v 7 ARy 7 A% A2 L, 7734 AT Firewall
Management Center |Z/37 v & HRIET H 2 L A LET,

ZOF T aiE, TN NTHERTY, ZOF T a B HIT L TIPS X Snort 72
EDOAXR IR R H—=ENTHEEE, T ADBREHE LTA XU b A ¥ T —XIE#R
& X%y 7 —# % Firewall Management Center (Z 255 LET, 2473 V2L
T25A1E, A X2 MMEHTZ T 23 Firewall Management Center [Z3518 S v, /N7 v b 7 —# (&
EEINEEA,

Bk (Register) |27 V7 LET,

Firewall Management Center (%, fil#fl== = M &I L TEELL72ZIZ, TXTOT—F =2
=y FERELET, fillz=y FRIEFIIEEINLTOWRWES, 77 AFZITENSh
FHA, 7T AZDPBEEREBIZ R Do 260, B R ENRIR T, Bikr 7 —03 %
ETDGERHY E£T, 2 LICRITIE, 77 A% 2=y MEREBINT S Z &2 B8
HLET,
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[T/34 R (Devices) |>[T/\14 REHE (DeviceManagement) | X— |27 7 A X4
RENET, FI7AZEZRALT, /77 AF 2=y NaRRLET,

16: 7 5 X3 DEHE

ftdcluster (2)
Cluster

172.16.0.50(Control} Snort 3

FTDv for VMware 7.20 Manage Base, Threat (2 more...) Default AC Policy
172.16.0.50

A 17216051 Snort 3

FTDv for VMware 7.20 N/A Base, Threat (2 more...) Default AC Policy
172.16.0.51

BIERGR SN TWH 2=y M, a— R 7 arRNERINET,
®17: / — K&

ftdcluster (2)
Cluster

172.16.0.50(Control) Snort 3

172.16.0.50

B‘\?Z.'I 6.0.51 Snort 3
172.16.0.51

GE)
GCP L, 7 7 A% /= FOBMHPIZATY v 7 IPT7 FLAZRS/ — R LEd,
Firewall Threat Defense Virtual 7 7 A Z 377 4 X— K [P 7 R L A Z i L T Management
Center Virtual |28 I 5 L 9 12T D I12i1%. &I Firewall Threat Defense Virtual 7 5 A 4
J—=RTATV w7 IPT RLAZEHCT HM0ERHY 7, Z4ULY, GCP /—F
D A Management Center Virtual ~DX%§x /) — FD T Z7 A4 X— K P 7 L A& H LT
AT ET,

7T AF =y NOBEREE=F—F HITIE, [ (Notifications) |7 A 2> %27 U v
L., [# A7 (Tasks) ] %#&R L 7, Firewall Management Center |3, == FDEH T &
W2 TARABBERE A ZHTHLET, WT D=y NOBEFITKRLIZSGEIZIE, 7
FAL ) —RORAE (714 5—) 2BBLTLIEE N,

Deploy Q Ge I+ @ admin~v

Deployments Upgrades @ Health Tasks ‘_) Show Notifications
0 running 3 success 0 warnings 0 failures Filter
© 1010112 Deployment to device successful 1m 54s
© 10.10.1.13 Deployment to device successful 1m 3s
© TD_Cluster Deployment to device successful 35s

ATvFT2 75220 FRE (Edit) 1 (F) 227V v 27 LT, TAAL RAEHEOREEZHEELET,
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EEAVEDREIL, 7 TAXND ) — RTiE7e<, 77 AXERICEHATEET, =& 23,
J)—RILICHETALELERETCXETN, AV FZ—T oA ATV T AEZRERITONWTORKET
xFET,

ATv T3 [T/84 R (Devices) |>[T/\/4 AEHE (DeviceManagement) | >[2 5 X4 (Cluster) ] i
2. [&f% (General) 1. [7 1 &> A (License) ]. [¥ AT & (System) ]. BLO [~/ A
(Health) | DR ENTRRINET,

TD Native Cluster

Cisco Firepower Threat Defense for VMware

Cluster Device Routing Interfaces Inline Sets DHCP VTEP

10.10.1.13 v
General raay System oG

RO ZAZEAOHEAZZRM LTI 2SN,

« [£&% (General) >[4 A1 (Name) ]: [f# (Edit) ] (#/) 227V v 27 LT, ZTRAED
KRB EELELET,

Cluster Device Routing Interfaces Inline Sets DHCP VTEP

General

MName: TD_Cluster

Transfer
Packets:

Yes
Status:
Control: 10.10.1.13

Cluster Live
Status:

ZF DIz, [4A] (Name) ] 74—V REFRELET,

B /7Y Y% %5 FTO Threat Defense Virtual D9 5 X2 1) >4
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General (7]

Name: TD Native Cluster
Transfer Packets: [
Compliance Mode:

Performance
Profile:

TLS Crypto
Acceleration:

Force Deploy: -

o[22 (General) |>[7 T AX AT —H ADFKA (View cluster status) ]: [ T A X AT —
H ADFas (View cluster status) |V 27 %27 U w27 LC[F T AX AT —H A (Cluster
Status) | AT a7 Ry 7 AxHEET,

Cluster Device Routing Interfaces Inline Sets DHCP VTEP
I

General Py
Mame: TD Mative Cluster
Transfer Ves
Packets:
Status:
Control: 10.10.1.13

Cluster Live @
Status:

[ T AH AT —H A (Cluster Status) | XA 7 a7 HRy 7 AT, [BE (Reconcile) ] &7
Vo7 LTT—%a=y NOBEEHRITTL2Z2LbTEET,
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Cluster Status

Overall Status: Cluster has all nodes in sync

Nodes details (1) Refresh
Status Device Name Unit Name
> In Sync. 10.10.1.13 Control 10.10.1.13

Dated: 11:22:40 | 30 Aug 2022

Chassis URL

N/A

| @ Enter node name

«[7A4E> A (License) ]: [ftE (Bdit) ] (#/) %27V y27 LT, 74t Aft5&kK%E

RELET.

ATY T4 [TINA R (Devices) | >[T/34 REHE (Device Management) |>[T/34 X (Devices) | DA
FEORRy TR T A= =T, JITAZHNDOERA L N—%BIRL, ROREEFET D&

MWTEET,

« [&f% (General) >[4l (Name) ]: [fifE (Bdit) 1 (#) 227V v 27 LT, Z7TALAR

UN—DRRGEER LET,

General

Name:

Transfer Packets:
Mode:
Compliance Mode:

TLS Crypto Acceleration:

ZDW%IZ, [4AT (Name) 17 4 —/V REFRELET,

B /7Y Y% %5 FTO Threat Defense Virtual D9 5 X2 1) >4

(X

10.89.5.21
Yes

routed
None

Enabled
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General (2]

Name: 10.10.1.13

Transfer Packets:

Mode: routed

Compliance Mode: None

Performance Default
Profile:

TLS Crypto Disabled
Acceleration:

Force Deploy: -

coee ] TN

« [BHL (Management) [>[HRA K (Host) |: 7 /3 AHETEHEHIP 7 NLRAEZEET LY
%, Firewall Management Center TH L7 RL A2 —HIE TRy NT—7 EOT /A R
WCBEETE S 51l [EH (Management) | T[HA A K (Host) |7 FLAZfREL

EJx RN
Management @J
Host: 10.89.5.20
Status: v

DS5RABADANIIAEZRA—DHRE

[Z7 7 A% (Cluster) |"X—TD[FTAZ~NVAE=HX —DFRTE (Cluster Health Monitor Settings) ]
g AlE, ROEXRTHP SN TV DOIREPERINET,
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18: 9 S REZDANILAEZR—

Cluster Health Monitor Settings

Timeouts

Hold Time

Interface Debounce Time
Monitored Interfaces
Service Application

Unmonitored Interfaces

Auto-Rejoin Settings

Attempts

Cluster Interface
Data Interface

System

-1

/871 v 9579 ETO Threat Defense Virtual D7 522 1) >4 |

DERFE

9000 ms

Enabled

None

Interval BEetween Attempts Interval Variation

5 1

3 5 2

3 5 2

RE[IVSRABANIREZRL—DIKXTE (Cluster Health Monitor Settings) ]t% 3> T—TILDT4—)L K
TJa4—ILKR iER
HALT DB

(Timeouts)

REFFERT (Hold Time)

BETE2HMIX03~45HTT, 7740 MI3HTT, /—F
DIRBEA TR T DT, 7T AX ) —RNiE 7 T AZHIEY v 7 Tl
D) —RIZN—hrE—= A= ELET, /— RBMEEE
BNIZET /) — K b= RE—F X o= %%E LIRWEA,
ZOET ) — NIISERREEITT v RIREE RZr s,

AU HE—T A ADFIN
7 v AW (Interface
Debounce Time)

FRETE 24X 300 ~ 9000 X VR TH, 77 4/L ML 500ms T
T A B —T A ZADTF AT ARIX, A V2 —T = A ATHE
ERFEAELTWDLERREN, 7T 2400 — RBEIREns £
TOREMTT,

Monitored Interfaces (&
ZRYTHREA A —
JIMR)

AE—=T 2 A ADNVAF =y 73 I EEEZE=F—LF
T, BrEDWHIA L H—T =2 A ZADT X TOWER— RS, FED
J— R ETIEEENEA LN, Blo /) — K EDOFE Ciniof > &% —
T2 ARCTT I T4 TR—=EBHDIHEE, O —RI7 A%
SHIRENET, /—FERA L NRN—% 7 T RAZMLHIBRTLETD
B, A X —T A ADX AT L ZD ) — RINHESLIER ) —
RCTHDH, TR TAXIZBMLES ELTHDENT L - THE
e ET,

. INT) w454 57 KTO Threat Defense V

itual DY S X455
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J4—ILF

Bl

=27 r—a
> (Service Application)

Snort 7' 1 & AF LW disk-full 7B ANREH I TNENE I )
ZRLET,

E=H U TR DA
VHE—T AR

(Unmonitored
Interfaces)

T=H Y TR/, H—T 2 A TR LET,

H B s & DR E
(Auto-Rejoin Settings)

IR B —T A
2 (Cluster Interface)

7T AHHIEY 7 ICREENEA L% BB S ORE E TR
Li‘g—o

1T (Attempts)

FEETE HHEMIL -1 ~ 65535 T, T 74/ ME-1 (IEHIFR) <
T, HEGORITEEEHRELET,

AATOMIME (Interval
Between Attempts)

fRETE DHIPAIL 2 ~ 60 TH., 7740 MISHTY, HiEER
1TTOMMEZ ST AL TER LT

DAY =— g
(Interval Variation)

FRETE 2#MIT1I~3TY, 7740 MIMEO 15Td, &7
TLICHRERS TN EINEERLET,

TR A B =T A A
(Data Interfaces)

TS A H =T = A AEFEPRE LICRICHEERE OREL
FRLET,

1T (Attempts)

FEETE AHPHIL -1 ~ 65535 TF, T 74/L MEL3 T, HiES
ORITEE AR E L T,

AITOMME (Interval
Between Attempts)

FBECTXDHPHIL2 ~60 TT, T 74/ MEISHTYT, HEESR
ITORMREZ B TERLET,

gD =— 3
(Interval Variation)

FRETEL&MIZ1~3 T, 7740 MIMED 265 TH, A7
TLICHIRERLS TN EINEERLET,

AT L (System)

P 7 — B3R L7 RIS B G OREZ RR LE T, i
T—ZE, TV v a Ao A LT T N —BHEORWT
T —a VAT R ERH Y ET,

AT (Attempts)

FEECTX DHPHIL -1 ~ 65535 CT9, T 74V ME3 TT, HHEHS
OFRITEEZRELE T,

RATOME (Interval
Between Attempts)

fRETE DHIPHIL 2 ~ 60 TH. 7740 MISHTY, HiEER
IOk Z AL CER L E T

BN =— 3
(Interval Variation)

FRETELHMIZ1~3 T, 774/ MIMRED 25T, #A17

TLICHIBERLS TONEINEERLET,

RTY v %9495 ETO Threat Defense Virtual D7 525 ) >4 |}
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\)

FIE

ATy T
ATvT2
ATv73
ATvT4

ATvTh

6=

BICHEH SN2 T 4=V FEFRRSNLERA,

VAT LDNVAF =y I EBHCTHE VAT LADNVAF =y 7 NEGIE ST\ A

INOLOHEIT., oI Va NS ERETEET,

EBEOR— R F v ID, H—OWEA % —7 =4 A ID, Snort 712t A, L disk-full
T AERERTEES, ~NAET=H YV TIEVLAN YT A v ¥ —T7 =4 A F7214 VNI
RBVIZR EDRAEA F—T 2 A ATIEFEITSINETA, 7 T7AZHIEY D=2 7
ERETXE A, 2OV U7 IEHICE=Z2ENTWVET,

[T/314 X (Devices) 1> [T/31 REHE (Device Management) | ZiER L £7,

EES L7 7ALORICHS (R (Edit) 1 (£) 227V v 7 LET,

[T A% (Cluster) | &2V v 7 LET,

[V T AL D~NVAE=H—DF%E (Cluster Health Monitor Settings) 1 &7 + 3 > C. [
(Bdit) ] (£) 227V v LET,

[~V AF x> 7 (HealthCheck) | AT A X% 7V 7 LT, VAT LADNVAF = v &l
Mz LET,

19: R FLANLRAF T vy OENIE

Edit Cluster Health Monitor Settings X

Health Check @ )
v Timeouts
Hold Time 3 Range: 0.3 to 45 seconds
Interface Debounce Time 9000 Range: 300 to 9000 milliseconds
> Auto-Rejoin Settings

> Monitored Interfaces

Reset to Defaults Cancel m

SO MR UER (Tl 2IixT = A X —T A ZADBMHEIER,  — KOAAL v FD
A B —T 2 A ADHEME/AE, VSS ° vPC (F 721 VNet) ZIEKT D AA v FDBENN)
BATO L XTI, VAT LD ATF =y ViR L, Wb LicA v F—T A 2D
Fm AV U BEGICLTLIEEN, hARRYOEENET LT, REDEENTXTD ) —

B /7Y Y% %5 FTO Threat Defense Virtual D9 5 X2 1) >4
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Rz &=, VAT LDONNAF = JREEZHEAINC A v —T =2 AT =H

Vo7 cEET,

ATvT6

A=V R A v X —T = A ZADT Ny o AW 2R E L E T,
o [A—/L FEE# (Hold Time) ] :

) — KO/ Nn—FE— | XAF—H X A vb— ORI

AIELET, FHETE2HHIL3I~45T, 774/ MI3ZBTT,

[ H—T A ADT R AR (Interface Debounce Time) ] : 7 /37 AWREfEIE 300
~ 9000 ms DEIFHCTHERELET, T 74/ ME500ms TF, fHEE/NISL<TDHE, A
VH—T oA ADEEE LRI T ET, TRV AR EELS T5H L, EKRH
DOFREMENE L 2D Z EICEBE LT ESW, AV F—T 2 ADAT —F ARHNHAE
THE AVF—T2AAEEL L T— 7T SNHET, /— RIEESNEZI VR
B LET, F0%., /— RIZ 7220 5HIBREN£9, EtherChannel 78 4% 7 LK HE
WHT  TIREIZBITT 2896 (A4 vy Fn U a— K3z, A4 > F T EtherChannel 73
BT oT2728) | TAD AR LIV EL 2D, K= rDO» RHZBWTHID 2
TAH ) — ROFNEEIRT-D, 7 TAK ) —RTA U H—T oA ADBENERIND
ZEERBTARZERHD T,

ATy T1

20: HBBESDEHRE

v Auto-Rejoin Settings

Cluster Interface
Attempts | -1

Interval Between Attempts |5

Interval Variation |1

Data Interface
Attempts | 3

Interval Between Attempts | 5

Interval Variation | 2

System
Attempts | 3

Interval Between Attempts |5

Interval Variation | 2

NVAF 2y VT RIEEDO BTGV T AIREEND AL <A A LET,

Range: 0-65535 (-1 for unlimited number of attempts)

Range: 2-60 minutes between rejoin attempts

Range: 1-3. Defines if the interval duration increases. 1 (no change); 2 (2 x the previous
duration), or 3 {3 x the previous duration).

Range: 0-65535 (-1 for unlimited number of attempts)

Range: 2-60 minutes between rejoin attempts

Range: 1-3. Defines if the interval duration increases. 1 {no change); 2 (2 x the previous
duration), or 3 (3 x the previous duration).

Range: 0-65535 (-1 for unlimited number of attempts)

Range: 2-60 minutes between rejoin attempts

Range: 1-3. Defines if the interval duration increases. 1 {no change); 2 (2 x the previous
duration), or 3 (3 x the previous duration).

[V FAHA B —T x4 A (ClusterInterface) |. [7—% A % —7 =A A (Datalnterface) ].
BELR[ AT A (System) [WIROEZFHELET (W=7 —IZiX, 77V r— 3 O
WA LT TN, —BUEDRNT T =y a VAT —H AR ERHY ET)

RTY v %9495 ETO Threat Defense Virtual D7 525 ) >4 |}
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B /5x50~1z2x2=5—08%

ATvT8

« 178 (Attempts) | : FFAG S OFRITEIEE 0 ~ 65535 OFFHOMEIZERE LE T, 01T H B
HEAEENMELET, [/ TAXA X —7 A A (Cluster Interface) | DT 7 4 /v ME
-1 (EHIFR) T, [T—4%A > ¥ —7=AA (Datalnterface) ] & [ AT A (System) ]
DT 7 F /v MEIE 3 T,

« 17O (Interval Between Attempts) ] : FHfEEFRITOMIEE 2 ~ 60 D/ HAL TER L
F9, TIHNMEIEXS D TT, 7T AX~OFESME ) — RBRRITT 25 KAFHRER
I, Ttk OREEFAERD D 14400 47 (10 H) ICHIR S v E 9,

s RO /N) =—3 3 > (Interval Variation) |: FBZEMEIELINEINEERLET,
1 ~30FATHARELET 1: AHERL, 2: EATOMRO 245, 3 : EATORED 3
) o T2, MEZ 5 ICERE L, % 2 ICRE LIZHEIE, RIORITH 557
%, 2B HOFITA 10 3% 2x5) . IBHORITA 20 5% 2x10) &2V ET, 7
T AN MEIX, [ T AZA 2 —T A A (Cluster Interface) | DAL L, [T —F A~
X —7 A A (Datalnterface) | B L[ AT A (System) ] DHEIF 2 TT,

[E=X VTR A % —7 A A (Monitored Interfaces) | £721L [EF=F VU > TR D
A % —7 x4 A (Unmonitored Interfaces) |V 4 > KU TA L Z—T = AZBHEL T, =
BV TRGEDA L E—T 2 A REHELET, [M—ERXAT7 TV r—varox=2) 7

ZAH%Z3 5 (Enable Service Application Monitoring) | & 4> £721Z4 72 LT, Snort 7’1 &
A & disk-full 7B ADE=Z Y T e AHEITENT L LB TEET,

R21:E=RAY U IREA 2 EZ—T 24 ADEE

w Monitored Interfaces

Monitored Interfaces Unmonitored Interfaces

Add

Enable Service Application Monitoring

AE=T A ZADNNAF =y 73 VI EELEE=F—LET, FEOWwRMEA L F—T7 =
A ADTRTOYER— b2, FED /) — K ETIIEENRRELEZR, Bl /) — N EOR Cig
BALHE—T A ATT I T 4 TR = RHDIGE, TO/—RiZ7 722 hoHIBRSNE
To /= RKBRRAUN—%T FRAEZNLHIRT 2 ETORMIX, A v F—T A ADXA T &
FD ) — RBHELE A — R ThD0, 37 FAXIISMLE Y ELTWANI L - THE

B /7Y Y% %5 FTO Threat Defense Virtual D9 5 X2 1) >4
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BROET, TTIFNLPITIE, AMNAF 2w ZIET_RTCDOA U H—T A A, B3I Snort 7' 12
2 L disk-full a2 THEZAR>TWET,

TexiX, BEHA VA —T oA R, MWHEUSNDA L Z—T 2 ADNVAE=HY VT %
M TEET,

iSO RO PEHR (2L 2I1ET7 —Z A F—T oA ZAOBIEIER, /) — KA vFO
A B —T = A ZDHAMEAE L, VSS 2 vPC (F 7213 VNet) ZIERT 5 A A v FD8EN)
BITO EXITIE, VAT LDV ATF oy VSRR N L, b LicA v X —T = A4 AD
TV T HEHILTLIEEY, AR YOEENZET LT, REDEENTITD /) —
RIZFEI ST D, VAT ADOSNVATF =y VHEREEBREANC A VX —T = A AEE=H
Vo TEET,

ATv7T9  [fRTFE (Save) 152V v LET,
AT9 70 RELETZEMLETRELTORMEZSML TIZSN,

DS5ARAZ/—FDEHE
DI3RZ) T EEMT D

J— ROHIBRIZI A T, ERIEA T F U ADEDII—RNZ ) — REIET 77 4 7T 55
AERHYET, ZOFIEIX, /S — FE—FFIET 77 4 7T 572000 TT, /— KX
5| & #5t & Firewall Management Center D7 /XA AU A2 MIFERENET, /—FB¥ET 7T 47
2oL, TRTOT—=FA L F =T 2 ARV Yy MU UVINET,

\)

GE) 7722V THERHETIC) — FOERETS2VTLTZEN,

FIE

AT BT b=y MIH LT, [T/3 A (Devices) |>[T /31 A& (Device Management) ]
DIAITER L T[ZOM More) | B 227Uy 2Z L, [/ —RDOZTAZ) T BT S
(Disable Node Clustering) ] Z3#&R L £ 7,
ART9T2 J—KDITAZY U TEENCT D L afBLET,
J— KX, [T/34 A (Devices) [>[7 /3 A& ¥ (Device Management) ] VU A kD4 FIDORIIZ
[ (&%) (Disabled) ) ] & RARINET,

ATYT3 IV IRZ VU TEHBOENCT DL, 7 T7AZ~OHESN (74 =) #ZRL TS
Wy,
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HDSRAIANDOBESM

(7L z21E. AV B —T oA ZATEENEAELZZOIZ) J— KR 7 722N LHIBREN-85

B FRRTFE T IAZ V72N LIZGAIE., 7 7 AZICTFHTHSNT 2 L8R H
DET, 7 ITAZ~OBBSMERITT HENIC, BEENMFEINTWLZ 2R LET, /—
K& 27 T 22 NHHIBRTE 2EHOFEMICOWTIE, 77 2AZ~OFSM (92 X—) |
EHIRLTL &N,

FIE

AT HEAMITDI2=y MK LT, [T34 A (Devices) 1> [T /31 AEH (Device
Management) | DIEIZEIR LT [ZDM More) ] GO) #27 Vv L, [/ —FKDrFAZY
T %G T % (Enable Node Clustering) ] Z#38IR L EJ, >

ARTFYT2 J—FRDOITAZ) T ERHNITHI 2R LET,

DI3R3/—FDEE

7 T AH ) — ROBEITRIE LT=8E1E, 7731 A5 Firewall Management Center | Z%f L C 27
TABRA U=y THRETE iﬁ‘ Yl Al 5 FlrewallManagementCenter DEFED T 1
ATHBEIN TSN, Ry NT—Z IR D L5EG. 7—% /) — ROBEIZKWT 52 &
N ET,

FIE

ATy F1 75 AZD [Devices| > [Device Management] > [Z Dt (More) ] () %3E# L. ¥KIT [Cluster
Live Status] % %R L C [Cluster Status] A 7 2 7R v 7 A% Bl & £9,

ATY T2 [T _CEHBA (Reconcile All) 1227V v27 LET,
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9 S REFEIE/ — FOHIBR (B8%#2E%) & %L L) Firewall Management Center ~ 0 &% .

B 2:9RTERE

Cluster Status

Overall Status: [&l Cluster has all nodes in sync

Nodes details (2)

Status Device Name
> InSync. 172.16.0.50 Control
> InSync. 172.16.0.51

Dated: 11:52:26 | 20 Dec 2021

Refresh ‘

Unit Name

172.16.0.50

172.16.0.51

' Q, Enter node name

Chassis URL
N/A

N/A

Close

JTGAR AT —HZZADFHMZHONWTIL, 7 TARAXOE=FY 7 (16 2—) BB TL

7ZEWN,

DS RBZFRIE/ — FOHIBR (Z8#EFR) &% L LFirewalManagement

Center ~ )& £}

Firewall Management Center 725 7 7 A X e FERTE LT, Tk, 77 AFITZEDE
FHEFF SN E T, 7 T A X & H LV Firewall Management Center (Z BT 2580, 7 7 A X &

BESEIRT 5 Z LN TEET,

I TAEMNG ) — REERINT D Z £ 72 < | Firewall Management Center 7> 5 / — R % B ERARFR 7
HZ b TEET, /— NI FirewallManagementCenter (CFR R IV TWERAN, L7 TR
ZO—EHTHY, 5IEHMENT 7 4 v 7 ZPELTHIE , — RIT 5 2 L b a[ReTd, BUEEIE
L TCWAHHIE ) — R&2BREkERT 2 2 L 13 T& £ A, Firewall Management Center 7> H £ A
AREIZ R o7 7 — RIFBEER L Ch 0 WERAD, EFHERE N T TNV a—T 4 7T
L, 77 AZO—EELTHERLTEB ZEHAHRETT,

7 T AL DRGIRER

« Firewall Management Center & 7 7 A% & O OT X TOBENUIR S ET,

o [T /314 ZEPE (Device Management) | X— 0057 T A X PHIFREIET,

RTY v %9495 ETO Threat Defense Virtual D7 525 ) >4 |}



B /s5x50x=5u2y

FIE

ATy T

ATy T2
ATvT3

ATy T4

J2RED

. INTY

/871 v 9579 ETO Threat Defense Virtual D7 522 1) >4 |

« JTABEDT T v N7 4 —ALHERY —"T, NTP %fff] L C Firewall Management Center
MO ZZET DL IICRESNTWVDLIEAIT, 7 7 AZ R e — I RFHERICE I
i‘é—c

cREFEDEFILARDID, VTAXIEINT 7 47 OB ERFITLET,

NAT ° VPN 72 E DR Y > —, ACL, BE A v ¥ —7 = A ARITHER SN E 5,

[Al U FE 721351 Firewall Management Center (27 7 A ¥ & FE&kT 25 &, RENHIBREI NS T2

O, JIAZIIEDORER TR T7 7 4 v 7 OB EAFIE L E T, 7 7 AZFEFEDE EHMiR S
NDHID, 77 AFRELZBINTEET, BEFICT 78X ar br—b R —%2@RT
TETN, NI T4 v 7 B HELET LENS, BEBEICMORNY —2HFEH L T bRES
BT LMLERH Y £,

188 BRI
ZOFRIATEH, WITNNHD ) — R~D CLLI 7 7 ZABRMLETT,

[T /34 A (Devices) |>[7 /3 A& H (Device Management) |DNEIERIR L, 7 T A X/ —

RO [Z0ff (More) 1 () %2 U w27 LT [BEMERR] [HIFR (Delete) ] ZBIRLES, >

TIGAEN) — REHIBRT AL IRDONTEE, [T (Yes) 127V v 7 LET,

JIGALRAN=DIDEF LT AL AL LTEMT2Z L2k, 77225 H L (F

721X U) Firewall Management Center |25k CTX £9°,

JTGAL )= RD1 2T A AL L TEMT LT T, OO I 7 A% ) — R sivE

—éqo

a) 1D>ODrF A%/ — RO CLLICHR: L. configuremanager add ==~ > K& L TH LW
Firewall Management Center % 35 L % 37,

b) [F/34 R (Devices) ]>[7/34 REHE (DeviceManagement) | Z#IR L, [F/31 2Djf
i (Add Device) 127V v 27 LET,

HIBR L7 — REBREBMNT 2 HIECOWTE, 7722 —FOolEG (14~—2) | &

ZRLTLZEN,

— ~ »
TR
7 Z A X%, Firewall Management Center & Firewall Threat Defense ® CLI TE =4 —T& £7°,

[ T AL AT —H A (Cluster Status) | ¥ A 7 07Ky 7 AL, [7/34 A (Devices) ]
>[F /34 2% E (Device Management) 1> [ZDf (More) 1 G) 74 arinb, £
[7 734 X (Devices) ]>[7 /31 A (Device Management) ]>[2 7 A% (Cluster) ]~<—
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V>[4 (General) (8K >[2 7 AKX DT A 7 A7 —% A (Cluster Live Status) ]V > 7
MHET 7 EATEES, >>>

23: ) TRADAT—HRR
Cluster Status (2]

Overall Status: =l Cluster has all nodes in sync

Nodes details (2) Refresh Q, Enter node name
Status Device Name Unit Name Chassis URL

> In Sync. 172.16.0.50 Control 172.16.0.50 N/A

> In Sync. 172.16.0.51 172.16.0.51 N/A

Dated: 11:52:26 | 20 Dec 2021

fliH, — FiZid, Z2OR—nNE2RT T T T4 v I A= nbY £,
JTRAYRAIN=AT =R AL, ROREREENET,
o [A#+ (InSync) : / — R Firewall Management Center |28 8k AL CTUVVE T,

o BERORE Y (Pending Registration) : / — R|L7 7 A X O—ECTT A, £ 72 Firewall
Management Center ([ZEEk SV TWERF A, / — ROBGRIZRKLIZHE1E, [T
%#MA (Reconcile All) &7 U v 7 L THEEFRITTEET,

o« 7T AX Y 7)) (Clustering is disabled) : ./ — R Firewall Management Center
WCBERSNTWETH, VITREDIET VT 4 TIRALN=TT, 7 T7AZY T
ElX, B CHAMET 2 TERD A LEIIAERETICHRFcEEd, £/, /—F%
7T AZMHHIERT S Z & b ARETT,

o 7 AZZHMH ... (Joining cluster...) : / — KN ¥ —3 ETIZ T AXIIHMLT
WET D, ZIMNEE T L TWEH A, SH11%IC Firewall Management Center (28 8k X 41
i—g‘o

J—FRZ &I [ (Summary) | & [JBFE (History) | %€ RTXET,
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24:/ — KD [BEE (Summary) ]

Status Device Name Unit Name Chassis URL

l Summary H History ]

ID: 4] CCLIP: 10.10.10.1

Site ID: NYA CCL MAC: 6c13.d509.4d9%
Serial No:  FJZ2512139M Module: NYA

Last join: 05:41:26 UTC Dec 17 2021 Resource: N\A

Last leave: N/A

25:/— K [BFE (History) ]

Status Device Name Unit Name Chassis URL

l Summary H History ]

Timestamp From State To State Event

05:56:31 UTC Dec 17 2021 MASTER MASTER Event: Cluster new slave enrollment hold for app 1 is relea...
05:56:31 UTC Dec 17 2021 MASTER MASTER Event: Cluster new slave enrollment hold for app 1 is relea...
05:56:29 UTC Dec 17 2021 MASTER MASTER Event: Cluster new slave enrollment is on hold for app 1 fo...
05:56:29 UTC Dec 17 2021 MASTER MASTER Event: Cluster new slave enrollment is on hold for app 1 fo...

e [¥ZF A (System) | (3F) > [Tasks] ~<—<,
[# A7 (Tasks) |_X—UITiE, /— ROVBRERSNDT-NT Y T R ZBERS X 7 DEHTIE
DERRINET,

o [T /314 A (Devices) ]>[7 /31 AE# (Device Management) ]> cluster name, >

TNAAD—RRRR—=V T T AZZREMT DL, IPT FLRADRIZ LD 1 —L3FoR
SNTWBHHIH, — FEET, TXTOALN—) —FERRZTEES, Bgpfho/ —F
WZiE, m—= RT3 UBRFERSNET,

* show cluster {access-list [acl_name] | conn [count] | cpu [usage] | history | interface-mode |
memory | resource usage | service-policy | traffic | xlate count}

7T AR BIROERT — X FI213F OMOEREZFK T 5121, showcluster 2~ K%
EHLE9,

« show cluster info [auto-join | clients| conn-distribution | flow-mobility counters| goid [options]
| health | incompatible-config | loadbalance | old-members| packet-distribution | trace[options]
| transport { asp | cp}]

7T A B EREFTRT DL, showcluster info 2~ R&EEH L £,
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Firewall Threat Defense 7327 7 A % Offilfl / — R T 5454, Firewall Management Center (37 /3
AARAN) w7 T—=F a7 AN IEIERA RN v 7 EZEMMIEELES, 7T AH
D ~NVAE=L—F, KO R—=F 2 b TR SN TOET,

MBSy aR— R 7 TRZ MR Y 7 TALHEN, BEOA N v Fy— MZHE
THHEREFRLET,

s hMRBRTEI VIR, VTABDTA T AT =X A Hx OBBEIEORE, &
WA ) — KD A7 (§lfE ) — RERIZT—% 7 —F) | BLOT A ZADOREN
FRINET, T3 ZADRIEIE, [#E%) (Disabled) | (7351 A3 7 2% LT
Ex) | [IHNMREETIEM (Addedoutofbox) 1 (X7 VY v U T v K7 Z A X T Firewall
Management Center (ZJ& L CWRVENN/ — K) | £7203 [#E%# (Normal) ] (/—F
DOHABRIZRIRAE) ONFTNNTT,

« VT AL DFEE 7 va ZiE, CPUHER, A UHEHEK, AHL—bh, HAL—
N, T 27T 4 778, BEXONAT BT 57 T AXDOBIEDOA N v 7
NFERENFET,

A

GE) CPULAEVUDANY v, 5—Z 7L —2 L Snort DFEHE
Ol & DIH %= LET,

ARV I Fr—F, 2FED, CPUMAIER, AT VMR 2=y b, BILUEE
fekE, FEE SNIHIRICRIT 57 7 A X DRt 2 ME TR LET,

\mir

TS Yy VaR— R 129000 4V N TY T AKX ) — REROAR S EER L
i?o

T 4 Y=y NI, 7T AKX — REERORFREHICEIT 237 v FEB IO
B mnFRENE T, ZOT—XL, /= RNZEoTAMBED LI ITHish
TWANERLET, 2O 4 Vxy NEERT D E. ARODEO R %2 H IR E
LTEETEET,

—F#HEH T4V MZE, V=R XA R v I RRBERTEREINET,
771?/*F£¢@Gmﬁ%4\%%)Emé\lﬁV_F\mﬁV_F\77
T T I %;wmwﬁﬁﬁ’%féfb)/7? AMFREINET, Z
DF—T N 2—Tlxk — & ZBEMAT T, A B EHRICRETEET,

AR NI =<V ARy aR—R: JTAL ) —ROHBEDOA M) v 7 BFRL
T, BV EEFERALC/  —FRE2T7 402 )7L, BE/ — FOFEMAE#RRTEE
T, AR w7 F—2 2%, CPUEHE, A€ VFEHE, ADL—K HAL—FhF 77
T4 T B OYNAT BN E ENE T,
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cCCLA v aR—KR: 7 I7RAZDHIEY v r5—%, DFVANL—FEHIIL—1E2 T
F 7 CTERLET,

s NI TNYa—T 4TV T HBEIERESND N T TN 2T 4 DNy
EFNE~DFER] 2D > 7 g L E T,

cHFREIEEDH  SESERIZTAZ AP w7 Fyvadh— RV 4 V= y MIRRIND
A HIBR T 5 72 O O R AT RE 70 RFfET Y,

CHAFLE 2R =R JITAIBERDA N w7 L ) =R~ bDRA N v 7 D7
WHET AT —4%2FR L ET, 277 L, /— ROBRFITEBHEA Y v 7 ICORmEA S
N, /J—RKBNET27 7 AZERTEHESNETA,

DRI ANLVADRT

ZOFIEEAFETTHITIE., BHEL—Y— AT F o Ra—HP— FFdEFa VT4 TF
VAP 22— —THIHILERH Y £97,

JTGARNNVAE=ZL—L, JTFTABZLFD ) — RO~NVARAT —F ZDFMR E o — 24t
LET, 2OV TAFXNVAE=H —F, —HEOX v 2R — R TT TAZDNVART —H
A LA AR L E9,

1R BRI

« Firewall Management Center ® 1 DLL EDT A A0 7 T A ZAERR L TV DI EHER L
\i‘a—c

FIE

AFYF1 [ AT L (System) | (35 >[E#EM (Health) |>[E=4 (Monitor) ] Z3&R L £,

[E=% V27 (Monitoring) | T/ — a4 RuzEHLT, /— REHDO~LVAE
=R—ILT I RALET,

ATF9 T2 FALAYANTRE (Expand) |1 () & [0 72725 (Collapse) ] (V) %27V w2 L
T, BHARD I T AZT XA ZOY A N RBEEZITIT0 27 FE T,
ATV TI IV ITAIDANVARHEFRT DI, 7 I9AFLEZ7 )7 LET, T74NV T, 77
AR —F, W ONDOFRIERINZF v aR— R TEFHEBIONT7 3 —< 2 2D
ARV w7 E2RELET, APV v I Xy vaf—RAIROLONEGEENET,
o [BEZ (Overview) |: MO FERIEREINTH v 2R — FNLOEERA N v 7 2FRKR
LEd, /—FK, CPU, AEV, AJJb— 1k, Kb — b, #EFMaHEH. NAT 2l
RENEGEENET,

 [Afi5 8 (Load Distribution) |: 7 7 A% /) — RKEDO N7 7 4 w7 L0y FOSTHL
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ATy T4

ATy TH

ATvT6

ATy 17

55248 apzngr ]

e [A 2 /X—/XT7 y—~< A (Member Performance) ]: CPU =, A€ UMHE, ASHX
=Ty b WHANV=T"y ~ T 7T 4 720485, BLONAT BT 5/ —FL
AL DREEE

“[CCL]: A v H—T 2 A ADAT —HZ AL L OERN T 7 4 v 7 OFEHER,
T-NET Yy THE SEISERA N vy I Xy aRh— NIBETEET, VPAR—-FE

NTWBET TAZ AR v 7 OEFER)7R ) A MZOWTIL,  [Cisco Secure Firewall Threat Defense
Health Metrics] Z#Z&M L T 72 &0,

HLEBO ey 7&Z g0 RE#EEEZHRECTCEET, KETIFMG (74108 b,
KETEH 2 BB OMMEXMTEES, Runy XX U205 [Custom] ZER LT, B
AL LOBMGH K THERELET,

T AarE ) vy LT, BEIEHZ 5 0ICRET 50, BEIEHE2 A4 7200 Ex F
ﬁ—o

BR L2 RFRIEIHIC DWW T, F L R T 7 DRIAA— =LA ORHT A 227 v 7 L
E3

JEBHT A 0%, GBI U7 REREHAN OB EZ R L ET, BEOHIL, B OB MEREZ] & &
THEAZ R LET, HERORBEOGA., BHEOTEITBNEREINET, EROFEME TR
T 5121, RO EEchH L7 M arE2 7 ) v LET,

(/= FEBEDO~NAE=H—DGR) =Y EHOT A ZRLOLEMZH 5T Z— hidk
T, /—FOEEWT 7— M afEEd LET,

EHEWET 7 — MRS v 2 2f5bED L. /— FOEEEOMENRRINET, Ky 77T v
T4 FUIL, EALSODEFET T — FOBMEO —HBRFRINES, Ny T v T e
Uo7 35E, EFETT— MIEOFME = =2 £,

(/= FEHDO~NVAE=F—DER) T 74/ FTIE, T, ZEF=F—F, W ONDEHE
HEZRINIZE vV aR— R TCEFHEBLIORT7 4 —~ 2 ZADA M) w72 HELET, A b
U 2By adh— RIZIZRO DR EENET,

«Overview : CPU, AEV ., A ¥ —7 oA A, PR, MOEREFLL v a
R=FNOEDOFERA N v I 2EFRLET, T4 AZHHABEEER 70 AERLE
FNET,

« CPU : CPU fEHIZE, 7'mtABIBLOWEL2 7RIl CPU EHSEA 5 A E T,
s Memory : 73N ADAEVHEHE, T —27F1L— L Snort D AEVFEMAREEARET,
e Interfaces : £ VX —T =2 A ADAT—HABIOERN N7 7 1 v 7 HEHER,

» Connections : #&festal (V77 h7ua—, T 77 4 7wk, ©— 7 8t L)
BLONAT Bl 7> b,

« [Snort] : Snort 7' 1 & AT BT 2 EHE R,

*[ASP K12~ (ASPdrops) ]: SEIEREEATRr Yy FENT/T » MIEET 5 HiEE
15 o
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FGR_NEI w7 THE, ZFESFLA N v I Xy aR—NIBETEET, PFR—FX
NWTWBET A ARA R v 7 OafER)7R ) A MZOWTIL,  [Cisco Secure Firewall Threat Defense
Health Metrics] &L T30,

ATV T8 EFHE=F—0fH EMIZH LT T AFLEH LA v v 2R — ROEM (AddNew Dashboard) ]
(H) 27V v 7 LT, BHAEERA M) v 7 TA—TnEMAOER Y v M &KL, 74
HNH v aRh— REfElLET,

JTABEEROL v a2 — ROBEIE, 7 ITAZDAN) v 7 T —T%FRLTHhH, A
FU w7 @R L £,

DIRZAR) vy

0T AEDNVAE=L =L, 7T AR EZTD ) — FICEHET HMEHEmE . Ao,
Tx—~<r A, BIOWCCL b7 7 4 v 7 OFiHT — X DERFERZBHF L 9,

RE6:DSARAAN) VY

(F—Z 7L —r & snortiIZHOWTENENER
77—\‘) )

ArUwY B 74—%v b
(Format)
CPU T AKX ) —FREDCPU AR v 7 DY) | N—k T —
(F—2F L —rEsnortliZOWTENTETNE | Y
R) o
A€ JFGAR)—REDOAEY ALY v 7 DY

N—t 77—

F—BR A —TF > |k TIGAXDERBLORET X T 7 40 |4 b
7 DFEEE,

CCL A/L—7F+ | JITAFDERBIORIECCL V77 47 |31 b
Diffats

Hifor 7 ABRRNDT V7T 4 T I i

NAT Z5#a %% 7T A K D NAT ZEHH, &

g 1 BT L Dy 5 2B RNOER AT i

BN 0T ABANOI T LDy MEMEOMS, | T 5

HDSRZIDTFTYITTL—FK

Firewall Threat Defense Virtual 7 5 A X %7 v 77 L— K3 AI121%, WROFEEZFITLET,
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FIE
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ATy T2

ATy T3

ATvT4
ATvT5
ATvT6
ATvT1

72R531)

EPYDPZL =T

1R BHHIIZ

cRTV oI 0TI RTIITRERT v 77 L—RTAHENC, Z—F v b=V a3 DA
A—=THB T T RARA=VUR MV IZat'— L, VIRAAEBRT VT L— 1 DA A —
IDAFHLET (FEBICE, BFEOT T — e AR Lzab—CEEHBZ I L a
HIRELES) . 2K, ToTF T L—FRIZHLWA U RAZ A (VT RAZAr—]
YIHICEB SN A VAL R E) DIELWAR—=Y g U EFEHT DL O 9,
I FAZINyFREA SN TWDGERE, BERA A—UR~—0y N7 LA R
WERIE. AV AZ U REf (Day0) ORENRL, ELWA—=Ua U2 FETLTWD
A K K7 1 @ Firewall Threat Defense Virtual f & A X L ADAF v T gy b
AH DA A=V EERLET,

AWS [A]1} Firewall Threat Defense Virtual D54, BEIA 7 — U VT INTZT TAZ DT
77" L — R DRI HealthCheck 7' 11 A & ReplaceUnhealthy 7' 12 & A % —HpE 1k L %9,
ik, 77T L— REOFREIHIC Auto Scaling Z N — I LS TA VAKX A
DT ENL 720 7, —FEELLETrERX, BTHMATEET, FIHEIZOWT
I%. Amazon EC2 Auto Scaling O —"%—7/ 4 K T[Suspend and resume Amazon EC2 Auto
Scaling processes] ZZM L T 7ZE WY,

=y AR NRN=Va %I TURA A=V AR —VIZT v 7ua—RNLET,

B ENTH =T M ARA—T R=T gV TIIFTRAEIDITURA L ARZ AT T L— |

EEHLET,

a) A= R A A=V R=TVaVEMHLTA LAY VAT T L—hDOab—Z{Ek L
£7,

b) HLLIER LT TV — R 2l TAL A VAL A TN—TIZT Xy FLET,

Z—=T N A A=V "=V a DT v 77 L— K3y r— % Firewall Management Center [Z

Ty7ur—RLET,

ToT 7= RT507 T AZTHEIERILT = v 7 2FTLET,

RN T = VB LT=D, Ty T T — KRy =IO A VA M= L& L ET,

Firewall Management Center |, 7 7 A% /— K& —E|Z 1 >3 O7 v 77 L —FRKLET,

T IGARDT v 7T L— R3pkE$ % & Firewall Management Center | ZiBF1 233~ SV E T,

T T T L= REDA L AZ L ZADY Y TIESLE UUID ICEFEIZH Y £HE A,

LI DEERN

ORI va iR, 7T RAZ Y U OEEICET A EEE RS TN E T,
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