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o Configuration 2 | Summary

4 Create a cluster for supported models. Note: For the Firepower 4100/9300/AWS/Azure/GCP, use the Add Device option.

Cluster Name*

cluster1

Cluster Key

Control Node
You can form the cluster with just the control node to reduce formation time.

Node*
node1l

VXLAN Network Identifier (VNI) Network* Virtual Tunnel Endpoint (VTEP) Network*
10.10.1.0 /| 27 (30 addresses) 209.165.200.224 /

Cluster Control Link* VTEP IPv4 Address* Priority*
GigabitEthernet0/7 1

Data Nodes (Optional)
Data node hardware needs to match the control node hardware.

Add a data node

AT T2 §li# 77 47 D[7 T AHX% (Cluster Name) ] EFBAEH D [ 7 A% F— (Cluster Key) ]
EHRELET,
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Configuration Issues

Incompatible Smart License(s) - AnyConnect APEX
configured on node

@ node device deployment is pending.
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Network) ]: VNI X hU—27DIPvA ¥ 73y bEFEELET, 2Oy M7 —27 T
IPv6 XA — F & TV EH A, [24]. [25]. [26]. FERNIV 7Ry hEEELET,
IP7 FLAIX, ZOFy hU—7 LD/ — RICHBIWIZEH D Y TonES, VNIFX Y b
U—71%, WELVTEP * v MU —7 ETBRE T o s b S n/ Ry U —27 TT,

o [7 T ALZHEY > 2 (Cluster Control Link) ]: 7 7 AKXl Y o 7\ ZEH T 2981
B—T oA AERLET,

s MRAE h ok RARA 2 M(VTEP)% v U —72 (Virtual Tunnel Endpoint (VTEP)
Network) |: #FiAf L X —T =2 A A Xy NU—=2DIPVA Y 7%y hEEELET, 2D
F v FU—7 TIRIPVO I AR— SN TWEHEA, VIEPX Y U —Z[ZVNIF v b U —
7 EFBIOFRy "= THY, WELY T AXEHY 7 IEH SIVET,

« [VTEPIPv4 7 KL A (VTEP IPv4 Address) ]: Z D7 4 —/L RIiZiX, VIEP %> hU—7
DIRPDT R ANRHBICATTSNE T,
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9528 DER

[FTAA VT 4 (Priority) ]: filffl /) — KOBIRICHTHZD /) —FOTIFTA4 AV T 4 %
HELET, 7744V T 41 E1~100THY, | BNEFEDTTA AV T 4TI, o) —
FEOWFIAF VT 4 2B BRELTH, 7 T AENBANTEH SN L &iE, 2D/ —
R35| X fEXHlfH , — Rz £9,

ATy T4 [F—%/)—F (DataNodes) | (A7 a>) T, [T—%/—FK%ZiBM (Addadatanode) ] %
IV w7 LTI TAXIZ/— REBMLET,
7 T AL DR A Ed LT D72 DIH#H ) — ROBR T T AXZBKTHZEH, TXTH
J—R&EZZTENTLHZELAETT, &7 ¥/ —RFTUTERELET,
e[/ —F (Node) ]1: BT AT /A A&HIRLET,
GE)
=40 I5— @) T4 oL BRESATVAEAR, Z0T A%y

J L TREDHEEZE R LET, 7 T7AXDEMEFT Y 2L, BBEEZRIEL T
T AL DIERICR D ME R H Y £,

[VTEP IPv4 7" K LA (VTEP IPv4 Address) ]1: Z®D~ 4 —/ NIZiZ, VIEP % FU—7
DRDOT R ABRHABRICAT SN ET,

[T A4V 7+ (Priority) ] : filf#l / — R DI iﬁ“‘é DI)—RDTITAXTIT 1%
BELET, 7744V T 411 ~100 THY, | BImD 7744V T 4 TY,

AT 75 [T (Continue) 127V >v7 LEd, ME (Summary) |ZHEE L., [fR1F (Save) 127 U v
7 LET,
JTGAET—RARNT o THERIT, 7T AKX ) — RIREFESNET, 7— A MT v THEKRIC
X, 77 AZEIEY 7 IR SIS VXLAN A VX —T7 = f AREENTWVET,
[7 /34 & (Devices) |>[7 73 A& (Device Management) ]~X— 7 T A X ZLINF RS
T, VIRFERBLT, 7 9AX ) —FaFRLET,
K3:95R2DEE

., frdcluster (2)
Cluster

172.16.0.50(Control} Snort 3

FTDv for VMware 7.20 Manage Base, Threat (2 more...) Default AC Policy
172.16.0.50

A 17216051 Snort 3

FTDv for VMware 7.20 N/A Base, Threat (2 more...) Default AC Policy
172.16.0.51

BAEBSET O /) — Rk, e — RT7 A arRNEREINET,
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4:/ — FOEHF

ftdcluster (2)
Cluster

172.16.0.50(Control) Snort 3
172.16.0.50

B'I?Z.‘IG.D,E'I Snort 3
172.16.0.51 outec

7T ARE ) — ROk aE=4%—3 521X, (B (Notifications) | 7 A 2% 27U w27 L,
[# A7 (Tasks) ]% iR L £ 9, FirewallManagementCenter (%X, /— FOXRERT LIZT T A K

Bk A7 o LET,
Deploy Q € %% @ adminv
Deployments Upgrades @ Health Tasks ‘) Show Notifications
0 running 3 success 0 warnings 0 failures | Filter
© 10.10.1.12 Deployment to device successful. 1m 54s
© 10.10.1.13 Deployment to device successful. Im3s
© TD_Cluster Deployment to device successful. 35s

ATFYT6 /I3 AXD[HE [Edit) |1 (£) 227V v 7 LT, TAARAEEOBRELEELET,

EEAVEDRTEIL, 7 TAXHND ) — RTIE7e, 77 AXRICEHTEET, =& 203,
)= RTLICEKTLEERTCEETN, A Z—T A RIT7 TRAEZREIZONWTDOLEET
EF7,

AT9 1 [T A (Devices) 1> [7 /31 A #E (Device Management) |>[7 7 A4 (Cluster) ] Hii#j
12, 7T 2O [Ef (General) 172 EDOBRENTKTINET,
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B /s5x506m

5:95RBEHE

ftdcluster
Cisco Secure Firewall 3120 Threat Defense
Cluster ~ Device  Routing Interfaces Iniine Sets

General rs
Name: fdcluster
Transfer Packets: No
Status:
Contol 172.16.0.50

Cluster Live Status:

Security Engine

Intrusion Prevention Engine: Snort 3.0
Applied Policies ’
Access Control Policy: Default AC Policy

Default Prefite
Prefilter Policy: Default Prefilter

Policy
SSL Policy:
DNS Policy: Defauit DNS Policy
Identity Policy:
NAT Policy:

Platform Settings Policy:
NGFW QoS Policy:

FlexConfig Policy:

License

Base:

Export-Controlled Features:
Malware:

Threat

URL Filtering

AnyConnect Apex:
AnyConnect Plus:

AnyConnect VPN Only:

Health

Policy:

Advanced Settings
Application Bypass:
Bypass Threshold:
Object Group Search:

Interface Object Optimization:

[4f% (General) ]fEIIZIZ, kD7 T AZIZEADHANFRSNET,

3000 ms

Disabled

Disabled

« [£&% (General) ]>[4 A1 (Name) ]: [f# (Edit) ] (#) 227V o277 LT, ZTRAEZD

FRAHEERELET,

General
Name:
Transfer Packets:
Status:
Control:

Cluster Live Status:

ZFD®%IZ, [4AT (Name) | 7 4 —/V FEFHRELET,

B 751 ~—F+% 35" FTO Threat Defense Virtual DY 5 X4 1) >4
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No

A
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View



| 754 ~— K% 5 KTO Threat Defense Virtual DY 5 25 1) >4
el |

General (-]

Name: | ftdcluster
Transfer Packets: |
Compliance Mode:

TLS Crypto
Acceleration:

Force Deploy: —+

o [&f% (General) 1> [/ (View) |:[#&R (View) (V27 %27 Vv 7 LT[V TAHXA
7 —4% A (Cluster Status) | XA 707 Ry 7 ZA%HEET,

General Fe
MName: ftdcluster
Transfer Packets: No
Status: A
Control: 172.16.0.50

Cluster Live Status:

[V 7 AR AT —H A (Cluster Status) | ¥ A 7 7Ry 7 AT, [TXCTHE (Reconcile
All) 1227V v 7 LTTF—4a2=y NOBBEHRITIHZ L TEET,
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B /s5x206m

Cluster Status

Overall Status: Cluster has all nodes in sync

Nodes details (2)

Status Device Name
> In Sync. 172.16.0.50 Control
> InSync. 172.16.0.51

Dated: 11:52:26 | 20 Dec 2021

Refresh

Unit Name

172.16.0.50

172.16.0.51

Chassis URL

N/A

N/A

Q,_ Enter node name

Close

ATv T8 [T/NM R (Devices) |>[T/\1 REHE (DeviceManagement) ]>[7 /34 X (Devices) ] DA
FORaRy TR T A= =T, JITAZHNDOERAN—%BIRL, ROREEXFRET D&

STEET,

B 6: T /3 REXTE

ftdcluster
Cisco Secure Firewall 3120 Threat Defense
Cluster Device Routing Interfaces Inline Sets.
General /3T System
Name: 172.16.0.50 Model:
Mode: Transparent Serial.
‘Compliance Mode: None Time:
TLS Crypto Acceleration Enabled Time Zone:
Version
Device Configuration: (imeor ) (Bxport ) ((Downioed Time Zone setting for Time based Rules:
Inventory:
Management e Inventory Details
Host: 172.16.0.50 CPUType:
Status: CPU Cores:
Memory:
Storage:
Chassis URL

Chassis Serial Number:
Chassis Module Number:

Chassis Module Serial Number:

7: 7 — FOFER

172.16.0.50 v |
[ 172.16.0.50 |

172.16.0.51

oc

Cisco Secure Firewall 3120 Threat Defense
FIZ2512130M

2021-12-22 193913

UTC (UTC+0:00)

710

UTC (UTC+0:00)

View

cl
CPU Ryzen Zen 2 2800 MHz
1CPU (32 cores)

34335 MB RAM

NIA

NIA

N/A

NiA

NIA

Health
Status:
Policy;

Excluded:

172.16.0.50 v

o
Initial_Health_Policy 2021-10-30 01:21:29

None
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« [&f% (General) >[4 (Name) ]: [fifE (Edit) 1 (#) 227 VUo7 LT, 7 TAZA
UN—DRRLEEBRLET,

General @T

Name: 10.89.5.21
Transfer Packets: Yes
Mode: routed
Compliance Mode: None
TLS Crypto Acceleration: Enabled

ZDW%IZ, [4AT (Name) |7 4 —/V REHEELET,

General (7]

Name: 10.10.1.13

Transfer Packets:
Mode: routed
Compliance Mode: None

Performance Default
Profile:

TLS Crypto Disabled
Acceleration:

Force Deploy: -

o &2 (Management) [>[4 A K (Host) ]: 7 /3A ARETEHEEIP T RLVAZEHLT LY
41X, Firewall Management Center CH LW\ KL AZ —HHEXHETHry hT—7 EDOT /A
AZEFETED LT DMENDH Y £7, BHIHRIZ BN L, [EH (Management) ]
TR T [ARA N (Host) |07 FLAZMREL T, Bz BEANMILET,

Management 03

Host: 10.89.5.20

Status: v

ATYTY VxR 7 L—LDOTHEAMNIETICI TAX ) — RERBLEGAIE. $X3Th7 72X
J— REFEEHLT, 7RG 7B R v VAR T LA ERIZLET, T3
ADY ¥y N ERFFEE#HEZSHL TLEIN,

FHHNC vy R 7 L — L DOFREANC LA, ZOFEEAF Y 7 TEET,
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B sz 1z08%

JIALEREY T DT T 4 TINET —F Ry NMRENREEND T, 7T AXFIEHY
YINET ANy REEOY A RCMAZ T TAZNT T 4 w7 DF——~v K (100 /3
A4 8) BEOVXLAN DA — 38—~ K (5434 1) [ZHHIGTHHERHY £, 7T AKX
PERT 5 E. MTUIZT —Z A v Z—T =2 A ZADHFKRKMTU (F7 4L LTl 1654) L0 b
154 "4 P REVERRESNE T, B TT—HA X —T7 A AD MTU 2T HA1T
75 ZBEHY 7 O MTU b9 L 912 LT<K§VOK&Z1\WﬁMﬂJi%%A4
NCHDHIeD, T—F A2 =T xA ADFKMTU L9044 (2720, 7 F AZHIEY > 7 1%
9198 ICRETE £ T, MTUDREEZSMHL TS0,

G¥)
7T ABEIY) I HERE SN TWD AL v F O MTU 2l (B VE) ICRELTLE
SV, ZIHLRNWE, 7T RAAERICKKL T,

A 28— 14ANDETE
T lAx DA BT 2 A AR TAZ ) T HBERDE VAV H—T o AT
ETDHIECOWTHHALET, A ¥ —T =2 ATBEFEDON—T v KA v X —T =14 A
ThHY, TRNENVLHEHDOIPT FLAZIPT RLA =AW BELET, A7 T RAH
IP7 RLAIX, 2DV FTAZDEDOEET RLATHY | FIZHEOHIE / — RIE L%
T, TRTCOT—ZA L H—T = A A IERA X — 7:4/1?3?)%644%75\%@&?“0

DAL F—T 2 A AT, IPT FLAT— L 2RETHH, DHCPAZEH T4, WA
VHE—=T 2 A ADIBNDHCP N HDT KL ADEEGE YR —F L TWEd, DHCP #4235
BalE, ZOFIREFERHLZ2NWTEEN, Rbvic, B EBVICERELET (b—FT v R
E—RDA 2 H—T 2 A4 AOREESH) |

)

GE) VA F—To A RAIFHTEEEA,

FIE

ATy T [#TPxH b (Objects) 1>[AT>P ¥y FEE (Object Management) |>[7 KLRX T—JL
(AddressPools) | #3#&R LT, IPv4 £721XIPv6 7 RL A — L& BMLET, 7 KL R 7—
NEBBLTLIEE N,

KIETH, 27 AZND2Z=y MEERIUEDT RLANREGEEND L HICLTLIEE N, A
IP7 FLRAIZZDOT—=NMITEENFEEANR, H—F v hU—7 FICHFEEL T DLERH Y
9, Hamy MBIV YL TOENAEHRT—H LT RLRAZHRNIRET D LT TEEE
/l/o

RT9 T2 [TIAA R (Devices) | > [T/ 4 REHE (DeviceManagement) | ZRIR L, 7 7 A X OFEIC
% [ (Edit) ] (#) 22V v7 LET,
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ATvT3

ATvT4

ATy TH

ATvT6

ATy F1
ATv7S8

15280~ L2E=2—0%E ||

[ % —T7xAR (Interfaces) &7 V7 L, T—HA X —7xAAD [tk (Edit) ]
(£) 22V LET,

[IPv4] T[IP7 KL A (IP Address) | £~ A7 &#ASHLET, ZOIPT RLARX, 2OV T A
ZOBEET FLAT, WHICBIEOHE~=y MIBLET,

B L7727 R AT —L% [IPv4T R L A7 —/L (IPv4 Address Pool) ] K v 7X# w7 Z k
DO ET,

GE)
DA HE =T 2 A AIMAC T KL A% FETHIY YT 541X, FlexConfig 2 LT
mac-address pool Z{E T 2 LERH Y £7,

[IPv6]>[FEA (Basic) ] T, [IPv67 KL A7 —)L (IPv6 AddressPool) ] K v 7*Z 7 U A K
Mo, ERLET RLAF— LA L £,

BEEBY, oA v F—T 24 AREEZITVET,
[Save (RTF) 127V v/ LET,

T, [ER (Deploy) 1>[ER (Deployment) 1227 VU v/ L, 0 Y THT A RZHRY
V—ZBHTEX O E LT, AEEREBTIET, BEITHEYDTIEIH Y THA,

DIAZDANIVAEZEZ—DETE

[7 7 A% (Cluster) "= D[F T AXNVAE=H—DRE (Cluster Health Monitor Settings) ]
7T a i, ROKRTHPA SN TV DOIRENRRINET,

8:9SRAAMDANILAEZZ—DHTE

Cluster Health Monitor Settings e
Timeouts
Hold Time 3s
Interface Debounce Time 9000 ms

Monitored Interfaces
Service Application Enabled

Unmonitored Interfaces None

Auto-Rejoin Settings

Attempts Interval BEetween Attempts Interval Variation

Cluster Interface “1 3 !
Data Interface = 5 2
3 5 2

System
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TS5 4 R— 4559 KTO Threat Defense Virtual D7 S X% 1) v 4 |

RI1[VSRABANIREZAL—DEXE (Cluster Health Monitor Settings) ] % 3> T—TILDT4—IL K

T4—ILF

BLL]

ZA LT T b

(Timeouts)

REIRERT (Hold Time)

BECE24MIZ03~458TF, 774V MNI3WTT, /—F
DIRMEEHEBT D720, 7T AKX ) —Rix 7 7 A > 7 Tl
D) — KRN —hrE—=F A E—UEEEFELET, /— FILREE
MNIZET ) — F)b = hE— R A v b=V %%ZE LR0WEGEE,
ZFOET ) — FIISEREEITT v RMIREEE B shE1,

A B =T A ADTIN
7 AWFH] (Interface
Debounce Time)

FBE C& D #iPHIZ 300 ~ 9000 2 U TY, 774/ ML 500ms T
T, AV B—T oA ADTF NG AL, A F—T = A AT
ERRAELTWD ERREN, 7 T7RAEZNE ) — FBHIBREND £
TOFM T,

Monitored Interfaces (&
ZRYDTHREA A —
JxMAR)

AVHE—=T 2 A ADNVAF =y 7 13) I EEEE=X—LF
T KFEDRBEA X —T oA ADTXRTOYEFR— MR, BED
J— R ETIEEENBAE LD, Blo ) — R EOFE CindA v 2 —
T2AATT I T AT R—= NI EE, £/ — &7 7 A% )
BHIRENET, /— RBA L AN—%2 7 F2ZNLHIRTHETO
RERIE, A X —T A ADX AT L D) — RBFESLEH ) —
RTHDHN, FHEFTZTAXITSMLLY ELTWDEMNITE > TR
0 FET,

=27 r—a
> (Service Application)

Snort 72 AE I N disk-full 772 AREHINTNWENLE I
R LET,

=X Y TR DA
VE—T A A
(Unmonitored
Interfaces)

T=H VTGO B =T 2 f A FRLET,

H B s & DR E
(Auto-Rejoin Settings)

JPIGABA B —T A
A (Cluster Interface)

7T ALHIEY 7 IZBEEPRAE LI RIC BB G ORE & R
L/jz—g—o

1T (Attempts)

FEETE AHEMIL -1 ~ 65535 CT9, T 74/ ME-1 (IEHIFR) <
T, HEGORITEEEHREL T,

AATOMIME (Interval
Between Attempts)

FBETE2HMIX2~60 T, 774/ MISHTT, BESH
ITOMMRZ B CTERLET,

gD =— 3
(Interval Variation)

FRETE24MIT1~3TY, 7740 MIMRO 15T,
TLICHIRERLS TOMNEINEERLET,

BT
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JIRADANIVAE=Z A —DETE .

J4—I)LFK SR BA

TR A B =T 2 AT —H A H—T oA AEENKE LT ZICBIHERESORTESE
(Data Interfaces) TR LET,

AT (Attempts) FRECE 2%MIE -1 ~ 65535 CF, 7 74/L MEL3 TYT, BiES
OFRITEER AR E L ET,

AATOMME (Interval FBECTEDHPHILZ2 ~60 TT, T 74/ MELSHTYT, HHEER
Between Attempts) TOMBEZ BN TERLET,

RO = — g |[HRETEA28MIZ1~3TY, T 74/ MIERO 2% T4, #BIT
(Interval Variation) TLICHRERELS TANE I EERZLET,

VAT A (System) W T — D RE LI RICHBIFS S OREL R LET, W=
TF—\X, TV =y a RO A LT T N, —EHEORNT
TV r—2a AT —=EZARERHY 97,

RIT (Attempts) FRETE H%MAIL -1 ~ 65535 T, 7 74/L ME3 TT, HfEG
OFATIE AR E L ET,

HATOMKE (Interval FRECTEHHMAIL2 ~60 TY, T 74/ MESHTT, HiEAR
Between Attempts) ITOMWEZ B TERLET,

BgONRT) —2 gy |[HETEZ28MILI1~3T), T 740 MR 254, 317
(Interval Variation) TEICHIREELS TAMNE IR EELET,

\}

FIE

ATy 71
ATvT2
ATv73
ATv74

GE)

BIEH SN T 0 — NV RIZFERRENER A,

VAT EADNNVAF = T EENCT R L, VAT LADANVAF = v 7 BNEGILENTWBEE

IHBEDOBREIT. oI a B ERETXET,

FEOR— N F v/ ID, B—DOWHEA ¥ —7 A A1ID. Snort a2t A, 3 J N disk-full
Tt AEERTEET, ~NARAEF=HXY VUTIEIVLAN YT A 0 X —T A A, F£721X VNI
RLCBVIZR EDEEA V F—T 2 ATIEEITEINETA, ZTAXGEY 702K 7T
IIRETEETA, 20U U ZIIHICE=ZEINTWVWET,

[T/34 R (Devices) 1>[T/\4 RAEHE (Device Management) | Z#R L £7,

EET 27 F7AZORICH D [k (Edi) ] (£) 2270 v 7 LET,

[Z7 7 A% (Cluster) 1227V v 7 LET,

[T AZD~NVATE=H—OFRTE (Cluster Health Monitor Settings) 1& 7 3 > C, [fw
(EBdit) 1 (#) 22U vr LET,
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ATY TS [~NVAFxvZ (HealthCheck) | AT A X %7 V7 LT, VAT ADNVAT = v 7 &
L ET,

9: VRATFLANILRF T VI DEME

Edit Cluster Health Monitor Settings X

Health Check @ )
v Timeouts
Hold Time 3 Range: 0.3 to 45 seconds
Interface Debounce Time 9000 Range: 300 to 9000 milliseconds
> Auto-Rejoin Settings

> Monitored Interfaces

Reset to Defaults Cancel m

LD RNRe LR (L2375 —F A2 —T A ZADBIHIE, /) — FRRAAL vF D
A B —T x4 ADBENMUAEL., VSS R VPC (F7-13 VNet) ZTERLT 5 A A v FDIBEN)
119 &EXI2E. VAT LADANVATF = v TR L, Wb LA v X —T = A AD
Fo XY U BN LTSN, MARYOEFERRET LT, BREOEERTRTD ) —
RIZR#I SN, VAT LDONNAT = v JHEEEZFHEADNCCA VA —T oA A E=H
Vo rcEET,

AFvT6 B FEE A v E—T oA ZADT N AR R ELE T,

o [R— LV REf#E] (Hold Time) ]: /— RO/— R E— |k A7 —& X X vt — T ORI
AIEELET, HETZ ML ~45B T, 774/ MI3IHTT,

A H—T A ADT N AR (Interface Debounce Time) ] : 7237 > AFEH]IE 300

~ 9000 ms DEIPATHARE LET, T 74/ FME500ms TT, HE/NSLTHE, A
VHE—T oA ADMEEZ LV REICRHETEE T, TV CARMEELS T L, R
DAFEMENE L R D Z EICHEBE LT EES Y, A VX —T 2 Af AD AT —X AHFNRIHEA
ToHE A VE—T A AFEFEL L T~Y— T INHET, /—RNIEESNLZI VR
B LEST, 0%, /—RKiXZ 7220 5HIBRE£9, EtherChannel 78 % 7 L KHE
MET v TIREBICBITT 2858 (A vy TR U a— REi-, AA v TF TEtherChannel 7
BINZ 207272 E) | TADUVARRNEL Y EL 2D, A= bRy FUZEBNTHIDZ
TAE ) — ROFGNEERT=D, JTAK ) —RTA X —T oA ADEENRFRIND
ZEERGTFDHZENDHY T,

ATYTT VA Fxy 7 RO ABIEREG Y 7 ASBREEN AL~ A ALET,
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10: BB BHEA DRE

v Auto-Rejoin Settings

Cluster Interface

Atternpts -1 Range: 0-65535 (-1 for unlimited number of attempts)
Interval Between Attempts 5 Range: 2-60 minutes between rejoin attempts
Interval Variation 1 Range: 1-3. Defines if the interval duration increases. 1 (no change); 2 (2 x the previous

duration), or 3 {3 x the previous duration).

Data Interface

Attempts 3 Range: 0-65535 (-1 for unlimited number of attempts)
Interval Between Attempts 5 Range: 2-60 minutes between rejoin attempts
Interval Variation 2 Range: 1-3. Defines if the interval duration increases. 1 {(no change); 2 (2 x the previous

duration), or 3 (3 x the previous duration).

System
Attempts | 3 Range: 0-65535 (-1 for unlimited number of attempts)
Interval Between Attempts 5 Range: 2-60 minutes between rejoin attempts
Interval Variation | 2 Range: 1-3. Defines if the interval duration increases. 1 {no change); 2 (2 x the previous

duration), or 3 (3 x the previous duration).

[ FAHA B —T x4 A (ClusterInterface) |, [7—H A ¥ —7 = A A (Datalnterface) ].
BELR[AT L (System) [WIROEEFHELET (W=7 —IZiX, 77V r— 3 O
HMEALT TN, —BUORWT TV = a VAT A ARERDY ET) .

o [R17% (Attempts) ] : FFEA ORATIEIEE 0 ~ 65535 OHFFAOMEICERE L E3, 01XHE
HREAEmENMELET, [T AX A H—T x4 A (Cluster Interface) | DT 7 # /b Ml
-1 (JEHIFR) T, [T—%A ¥ —7=AA (Datalnterface) ] & [ A7 A (System) ]
DT 7 v MElE 3 TY,

« [AITOME (Interval Between Attempts) | : FHfEARITOMEE 2 ~ 60 D/ HAL TER L
FT, TIANMEZS 5 TT, 7 TFAX~OHSME /) — RBRITT D KRG FHREH
1. B OBEEIAR D 14400 4 (10 H) IZHIBR S v E T,

o [ NY =—3 3 > (Interval Variation) |: Mf@& NI E 2> nEEHZLET,
1 ~3DFHATHEEZZFELET (L: ZH L, 2: BAIORRO 2%, 3: EATOMED 3
) o =& E MRE S DICREL., Bo%x 2 ITRE LSS, &AORITH S5 50
. 2 HORITR 10 3% (2x5) . 3BEHORITA 20 0% 2x10) L7220 EJ, 7
T AN MEIL, [T AFA X —T A A (Cluster Interface) | DIEAIT L, [T—HF A
42 —7 A A (Datalnterface) |FEB L[ AT A (System) | DHEIF 2 TT,

ATV T8 [T=XVUTHGEDA 4 —T x4 A (Monitored Interfaces) | £72IL[E=F VU > 74D
A % —7 x4 A (Unmonitored Interfaces) |7V 4 > KU TA L Z—T = ZAZBEL T, T=
BV TRGDA L E—T 2 A RERELET, [M—ERXAT7 TV r—varox=F) 7
ZHNZ I 5 (Enable Service Application Monitoring) ] &4 > £72134 72 LT, Snort 7' ut
A & disk-full 7B ADE=Z Y T e AHEITENIT L LTS ET,
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ATvT9
2Fv 710

TS5 4 R— 4559 KTO Threat Defense Virtual D7 S X% 1) v 4 |

MN:EZBYIHRHEA VA —T 24 ADETE

v Monitored Interfaces

Monitored Interfaces Unmonitored Interfaces

Add

Enable Service Application Monitoring

AVE=T A ZADNNAF =y 73 VI EELEE=F—LET, FEOWwmHA L F—T =
A ADTRTOYER— b, FHED /) — K ETIIEENRRE LR, Bl /) — N EDOR Cig
AL HE—T 2 A RATT I T4 TR — RO LIGEE, 0/ — RNE7 FAZNLHIBRIILE
T, S KB ANR—% T TAEZNLHIRT 5 E TORIZ, A1 X —T A AKX AT L
FD ) — RBHELE A/ — R THD0, 37 FAXIISML LY ELTWANI Lo THE
RV ET, TTZAHNEITHEH, ~MMATF 2y 7 FTRTCOA v F—T =4 A, BIL O Snort 7' 12
£ 2 L disk-full et XA THEN > TWET,

e xiX, BEHA LV —T A R L, MWEUSNDA L Z—T 2 f ADNVAE=H Y T %
N TEET,

IS0 MR VEER (2 2IETF =2 A 2 —T A ZADBMNHEIER. J —FLAL v FD
A B —T = A ZADAMEAER L, VSS 2 vPC (F7-1Z VNet) ZTERLT 5 2 A » FO8)
ZATO L XTI, VAT LDV ATF =y VRN L, Bk LicA v F—T A 2D
FT=HX YT HEHCL TS, MR YOEENET LT, ZREDEENTITD /) —
RiZRIS N b, AT LONNAT = v VTEREZHEANCCA VA —T oA AeE=H
Vo7 cEET,

[fRTF (Save) 1227 U w7 LET,
RELAFLZEBLETHELATFOREMEZSHRL TIEIN,

DSARAZ/—FDEHE
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gL szas—roiem ]

FLWISRAE/ — FDEN

1O EDOFH L WT TG AL ) — REBGFO I T AXITBINTE $7,
FE

ATV T [T/34 A (Devices) |>[7 /31 AE P (Device Management) | DIEIZRINL, 7 7 A XD [Z
Off (More) 1 () %27 YU v 27 LT[/ — R (AddNodes) ] &38R L ET,

12: 7 — FMiEM

Add Nodes

Break Nodes

Edit Configuration
Cluster Live Status
Break Cluster
Revert Upgrade
Delete

Health Monitor
Troubleshoot Files

[7 7 A% DEH (Manage Cluster) |V ¢ ¥ — FRFREINET,

RTFY T2 [/—F (Node) | A=a—nbF A A2 @RL, LEITSECTIP T KL & HEEIER
wLET,

13:[9 S A2 DE®E (Manage Cluster) ] 7 « ¥ —F

Manage Cluster Wizard
o Configuration 2 | Summary

Cluster Name*

cluster1

Cluster Key

Control Node

You can form the cluster with just the control node to reduce formation time.

Node*
nodel v
VXLAN Network Identifier (VNI) Network* Virtual Tunnel Endpoint (VTEP) Network*
10.10.1.0 /27 (30 addresses) v 209.165.200.224 /27 (30 addresses) v
Cluster Control Link* VTEP IPv4 Address* Priority*
GigabitEthernet0/7 v 209.165.200.225

Data Nodes (Optional)
Data node hardware needs to match the control node hardware.

Node* VTEP IPv4 Address* Priority*

‘ Type device name 209.165.200.226 2 Remove

Add a data node

TS5 4 R— %559 KTO Threat Defense Virtual D7 S X% 1) 4 .
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B —rors

ATV T3 IBIZ/—FREEMTHIE, [T—%/— K%iBM (Addadatanode) 1 %27 Vv LET,

ATw T4 [ffT (Continue) %27V w7 LEd, [MEE (Summary) ]ZH#EE L. [£R1F (Save) 127 U v
ﬁ L/i‘a—o

BRI TWD /= N2, B—= 7 A 2y RERSNET,
®14:/ — FOBSR

- ftdcluster (2)
Cluster

172.16.0.50(Control}] Snort 3
172.16.0.50 - T

B‘\?Z.'IS.O.S'I Snort 3
172.16.0.51

7T AR ) — ROBEREE=F—F 2121, [@%E (Notifications) 1 7 A =% 7 U v 7 L,
[# A2 (Tasks) 1 &ZERLFET,

Deployments Upgrades O Health Tasks (_) Show Notifications
I
0 waiting 1 running 0 retrying 20+ success 0 failures Filter
- Cluster
Cluster configuration is being enabled on data node 172.16.0.51 7s

/ — FDERS

= RNAZ U RTRTNARAIRD I, 7T AN/ — FeflfrcEsd, 7724
BIREEERLZ2VRY | i — REBANT 2 2 &3 TEEEA, T—% / — FOREITHE
SNET,

FIE

ATYF1 [T314 A (Devices) |>[T /31 A& (Device Management) | DJEIZEIR L, B35/ — K
D[FDM More) 1 &) #27 Vw2 LT[/ — R&EERS (Break Node) | ZIRL 3,
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15: 7 — KD k4+

Disable Node Clustering

Delete

Packet Tracer
Packet Capture
Health Monitor
Troubleshoot Files

F T arT, IJITAXD[FE (More) | A ==—Mm5 [/ — K&ERFL (Break Nodes) ] % 3
WLT1OUED,—RERITEET,

ATv T2 BAOEEEZ RO LD, 13V (Yes) 1227V v 7 LET,
& 16 : fRBRDHETE

r

Confirm Remove X

Are you sure you want to remove node 172.16.0.50 from the cluster? It will be
converted to a standalone device.

MNo Yes

[ F|

JTARE ) — RO EE=F—F 5121, [BF (Notifications) | 7 A 2% 7 U v L,
[# A7 (Tasks) | &R L ET,

9 S5 R32DEERKR

IIGABEMRBE L., TR_RTD /) —RERAZ L KT R TF A, A CEHTXET, I — i
AV H—T 2 A AL EX2 VT 4R —OREEREFLETN, T—4 ) — FTIEHRENH
EINET,

FIE

ATV Tl J—FERAETDHZEICED, §XTHY T AH /— K1 Firewall Management Center C/4& H &
NTWBZLEMRLET, 77AX /) —FKOBRAE (32—V) 22RLTIEEN,

ATw T2 [T/314 A (Devices) |>[7 /31 AEH (Device Management) | DIEIZEIRL, 7 T A XD [%
Of More) 1 () %27V w27 LT[V 5 AH %MK (Break Cluster) ] 28R L E3,
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B /sx5vvzmmiv3s

17: 9 5 X5 DR

s
Add Nodes

Break Nodes

Edit Configuration
Cluster Live Status
[Break Cluster
Revert Upgrade
Delete

Health Monitor
Troubleshoot Files

ATV T3 VT AZEMRET DI HIROLNTZE, 1TV (Yes) 127V v 27 LET,
B 18: fRRR DHEE

Confirm Break X

A cluster break will be performed on nodes registered to the management
center, and nodes will be converted to standalone devices. Before you break
the cluster, use Cluster Live Status > Reconcile All to detect any missing nodes
so they can also be converted to standalone devices. Control node deployment
will be triggered, if static route is configured on diagnostic interface. Are you
sure you want to break cluster ftdcluster?.

Mo Yes

7T AE OfifRET =X —9 521%, [[@% (Notifications) | 74 2> %7V v/ L, [FART
(Tasks) | &R L E,

DIRBIV T EENT D

J— ROBIBRIZEZ T, £72FA T ADTEDIZ B ) — REIET 7T 4 7T 58
ROV ET, ZOFIHIX, /S — FE—RIET 77 4 7L T57-00HL0TT, /—NiX
5| & f5t & Firewall Management Center D7 /A AU A MIFERINET, /—RBET 7T 47
Wbl TRCOT =LA H—T oA ANY vy v MU EINET,

FIE

ATV T BT b=y MZX LT, [T/ A (Devices) ]>[7 /31 A& (Device Management) ]
ONEICER L T[Z DM More) 1 G) 227V w27 L, [/ —KDZFRAZY T EENTH
(Disable Node Clustering) ] Z 3R L £,
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v5z258~0E8m |

19:9 3R TEBNT S

=D
Break Node
Delete
Packet Tracer
Packet Capture
Health Monitor
Troubleshoot Files

HfHl ) — R T ZAZ Y TEEHCTDHE, T—2 7 — RO1OBHF LWFIE ) — Rz b
F9, Ak, PREPFTEEREIZ OV T, HilfE ) — RERZEH 35 & T X CoERS K e v
TINDLTZD, HLWEIE ) — R ECHER A BT ALERH Y 7, Sl — KB 7 7R
ZRNOME—D ) — R THIHHE. TD ) —RKTIITAZY T HENTHI LT TEER
Mo

ARTVT2 J—=RFRDOIFAZ ) T HaENT D LB LET,
J— KX, [T/34 A (Devices) [>[7 /31 AE# (Device Management) ]V A kD4 FIDOR{IZ
[ (%) (Disabled) ) ] & RARINET,

RFUTI I TAY ) LI EHORNCTBICE, 77 AS~DEBI (20 ~—Y) ABRLTI S
.

DS RZ~DBESM

(T ziE, A H—T 2 ATEENEAELTZTZOIZ) /— KR 7 T 22 MLHIBRESNTZS
G, FREFTETI IRAX Y TR BN LEGEIE, 7 T AXICTFEITHSNT 32481 H
DVET, 7T AZ~OBRBMERITT LN, EENRLEISN TS Z AR LES, /—
R%&27 A NLEIBRTE ZEBOFEHICONTE, 772X ~OFEBM (49 2—) |
L TESN,

Fig

ATV TN HEADNIT DL 2=y MK LT, [T/34 A (Devices) ]>[7 /31 AEH (Device
Management) | DJEICER LT [Z 0 (More) 1 ¢) 227 Vv Z L, [/—FDZFZZY
T HAGNTT % (Enable Node Clustering) ] Z38R L FJ, >

ART9T2 J—KRDITAXY U TEANTH L atEBLET,
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B o —rozs

HilfE /) — FDER
A

FE OGS — FELETHAREBOHFEZ, ) — RTrF A Y 7 H2BH L, FH LWl =
=y NOBRZFHFo TG, 7 I7AZ ) T 2HEANCTLHETT, il — 35
=y FERBICHRETALERSLEAIT. 207 a v OFEEAERLET, 2B, ik
EFREEREIZ OV TIL, WO HETHIE ) — RER 2586925 & X TOHHNS N e v

TEINDTD B LW — N LT A LT D BN H D £7,

HilfE ) — F 2235123, ROFIEZFITLET,

FIE

AFvT1 [FINM4 R (Devices) | > [T/ 1 REH (DeviceManagement) > [ZDfth (More) ] ¢) >[Z
TABZDT AT AT —4 A (Cluster Live Status) ] Zi®IR LT[ T AKX AT —H A (Cluster

Status) | XA TR IRy 7 AEHEET,

B20: 9 SREDRAT—2 A

Cluster Status

Overall Status: [&l Cluster has all nodes in sync

Nodes details (2)

Status Device Name
> InSync. 172.16.0.50 Control
> InSync. 172.16.0.51

Dated: 11:52:26 | 20 Dec 2021

Refresh

Unit Name

172.16.0.50

172.16.0.51

Chassis URL

N/A

N/A

Q, Enter node name

Close

ATFY T2 flfla=y MZLIWa=y MIOWT, [Z0ftt More) | ¢) >[—/LZ&HI#IZZHE (Change

Role to Control) | Z3i&R L F 7,

ATY T3 v VOEFEERT DL ICKROONET, T=v /Ry 7 224N LT[OK] 27 Y v

7 LET,
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vsz2azEnmEe

— — —
DT RAIEBEDRE
I IGARARELRRETEXET, /— ROVTEPIPT RL XA FE7-13 7 — ROEIENER LIS D ffi %
EETLHE, 7T AXTHEBNCKDODN THBRINET, 7 7AXBHERINSET, b
FT7 47 OHREINBETHAREENS D £9, /— ROVTEPIP T FL A/ — ROESIE
NEEETDHE, BBEZITD ) — RORNRRASH T ZAXICHENESNET,

FIE

ATY 1 [T314 & (Devices) > [T /31 AEH (Device Management) | DIEIZER L, 7 T AX D [£
Off More) 1 ¢) %27V v LT [RELME (Edit Configuration) ] Z 38R L £,

21: 5 E DimE

s

Add Nodes

Break Nodes
sluster Live Status
Break Cluster
Revert Upgrade
Delete

Health Monitor
Troubleshoot Files

[7 7 A% D& (Manage Cluster) | 7V 4 ¥ — RN FRINET,
ATFYT2 IV IAAFEERHFLET,
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B 525/ —roms

22:[9 5 R B DEE (Manage Cluster) 179 4 F— K

Manage Cluster Wizard
o Configuration 2 | Summary
4 Editing the cluster bootstrap configuration results in disabling clustering temporarily. This operation may result in traffic disruption, and you should perform bootstrap changes during the
maintenance window.

Cluster Name*

ftd_cluster

Cluster Key

Cluster-level changes

Control Node
You can form the cluster with just the control node to reduce formation time.
Node* Cluster Gontrol Link Network*
172.16.0.51 - 10.10.10.0 | I |24 (254 addresses) - |

Cluster Control Link*

Ethernet1/7

I0E |

Data Nodes (Optional)

Data node hardware needs to match the contrel node hardware.

Node* Cluster Control Link IPv4 Address* Priority* Site ID
172.16.0.50 v [l 010000 K | |o

Node-level changes

ATv T3 [#i1T (Continue) 1% 7V 7 LET, ME (Summary) (2B L. [fRT7F (Save) 127 U >
7 Lij—o

DS5A53/)—FDRE

7 T AE ) — ROBER I LT25E1E, 7 731 A7) b Firewall Management Center (2% L C 2
TAB A N— T EBETEET, =& 21F, Firewall Management Center 23 FF7E D 7' 12 &
AZTHBESNTWD), Xy NI =2 IR H D56, 7T—4% ) — FOBEICKIT 52 &
N ET,

FIE

ATy 1 77 2% [Devices| > [Device Management] > [Z Dfth (More) ] () %R L. KIZ [Cluster
Live Status] % 2R L C [Cluster Status] # A 7 2 7R v 7 A& & £9°,
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9 S REFEIE/ — FOHIBR (B8%#2E%) & %L L) Firewall Management Center ~ 0 &% .

B23:95REDTATRAT—HER

s

Add Nodes

Break Nodes

Edit Configuration
Break Cluster
Revert Upgrade
Delete

Health Monitor
Troubleshoot Files

ATFY T2 [TRTEMA (Reconcile All) 127V v 7 LET,

H24:9_TCERE

Cluster Status

Overall Status: I Cluster has all nodes in sync

Nodes details (2)

Status Device Name
>  InSync. 172.16.0.50 Control
> InSync 172.16.0.51

Dated: 11:52:26 | 20 Dec 2021

7T AL AT —H ADFEIZ OV T,
72N,

Refresh ‘ G Q, Enter node name

Unit Name Chassis URL
172.16.0.50 N/A
172.16.0.51 N/A

Close

JIAEDE=LY T (35—Y) 2BRLTL

HS5RBELIE/ — ROBIK (B5RMEK) &% L FirewaManagement

Center ~D &%

Firewall Management Center 725 7 7 A X Z B &R TE ¥, Zhicky, 77 AFFT£DF
FHEFF SN E T, 7 T A & H L) Firewall Management Center (ZiBNN 25815, 7 7 A X %

BERRT D5 Z LN TEET,
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. Y SR FEIE/ — FOHEIBR (B5f2%) &% L L) Firewall Management Center ~ 0 & £%

FIE

ATy

ATy T2
ATvT3

T T AENG ) — RERSNT 5 2 L 72 < | Firewall Management Center 7° 5 / — R & B &k fiRhr4
5L TEET, /— RldFirewallManagement Center (R /R INTWERAN, LT TR
ZDO—THY, BIEHE N T 7 4 v 7 ZELTHIE /) — N2 b 2 & b AalReTd, BEBIE
LTVl — R & B MRT 5 Z L 13 T& £H A, Firewall Management Center 7> & 2| A
HHEIC R o2 ) — RITBGEMBRE L CO D FEWVWETAN, BEERE VT TV a—T 4 7T
L, 77 AFZO—HELTHERLTEBS ZEHAETT,

7 T AL DGR

« Firewall Management Center & 7 7 A% & O OT X TOBENUIRr S E T,

o [T /31 A& B (Device Management) | X— 0057 T AXNHIBRSIVE T,

« JTABEDT T v N7 4 —AKERY o —T, NTP % L C Firewall Management Center
MO ZZET DL IICRESN TV DLLEIE, 7 7 AF e — I VEREHICE S
iﬁ‘o

cREITZEDEFIIRDTIZD, VTAZIINT T 4 v 7 ORBERFATLET,

NAT X° VPN 72 EDR Y —, ACL, BEUA & —7 = A ZRERITHEFF SN E T,

[dl U & 721351/ Firewall Management Center (227 7 A X Z FEEkT 5 & RENHIBRS DT

W, VITARZIEDORERTIT 7 4 v 7 OWUBEFIE LTS, 77 AFREITEDE FHER S
oD, 77 AZPREBMTEET, BEFICT 78X a2 bo—L RY —Z2ERT
EETNH. FT T4 v 7 ZBELET LIS, BEEICMORY —2HFEH L T bREL
BB HHENDH Y £7,

1R BHEIIZ
ZOFETEH., WITNHD ) — F~D CLI T 7 ¥ ANNETT,

[T/34 R (Devices) |>[T/31 REHE (DeviceManagement) | DJEIZIRIRL, 7 T A X)) —
RO [Z0f (More) 1 () %2 U w27 LT [BEEKR] [HIBR (Delete) ] 23R L £,

B25:0 5 X8 F&L/ — FOHIR

Disable Node Clustering
Break Node

[Berere

Packet Tracer
Packet Capture
Health Monitor
Troubleshoot Files

772G = REHIERT L oRDLNTEE, 1TV (Yes) 1227V v 7 LET,

P TALRAUN=DIDEFH LT AL AL LTEMTHZLIC8Y, 7 7AZEFH LY (F
721X L) Firewall Management Center |2 5§k CX £ 97,

B 751 ~—F+% 35" FTO Threat Defense Virtual DY 5 X4 1) >4
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a) 1 D07 T AKX ) — RO CLIIZEE L., configuremanager add =~ > R&MEH L CTH LW
Firewall Management Center Z 73!l L £9°, [Threat Defense 5 # A > % —7 = A A?D CLI T
DEF] ZZRLTITEEN,

b) [T/3M R (Devices) |>[T/31 REIE (DeviceManagement) | Z3&IR L., [T /34 ADjE
i (Add Device) 1227 U 7 LET,

VIGAR )= FD1 DT NA XL LTEMT 27T T, YD T2 ) — RS
nET,

ATy T4 HIELZ ) — REFHEBNT A HEICOWTE, (7727 ) —FORE (323—-) | %
ZRLTLEEN,

—_— — -
DSRZDE=RYN)Y
77 A &%, Firewall Management Center & Firewall Threat Defense @ CLI TE=#—T& £7,

o [7 T ABZAT—H A (Cluster Status) | XA 7 a2/ R vy 7 AL, [T 734 A (Devices) ]
>[F /31 2% (Device Management) ]>[Z D (More) ] () 7A 3 hnb, £
[T /34 A (Devices) |>[7 /3 A& E (Device Management) ]>[2 7 A% (Cluster) ]~3—
v > 2% (General) |fEIk>[V T AX DT AT AT —4 A (Cluster Live Status) | U >~
MHT 7 EBEATEES, >> >

26:9 5AADRAT—HER
Cluster Status (7]

Overall Status: Cluster has all nodes in sync

Nodes details (2) Refresh C, Enter node name
Status Device Name Unit Name Chassis URL

> In Sync. 172.16.0.50 Control 172.16.0.50 N/A

> In Sync. 172.16.0.51 172.16.0.51 N/A

Dated: 11:52:26 | 20 Dec 2021

i, — RiZix, FOou— Va2 RTTITT7 4 v I A0 Tr—20H0 £7,

F54 R— 4957 ETO Threat Defense Virtual D7 525 1) >4 |}


https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/740/management-center-device-config-74/get-started-device-management.html#id_46848
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F54 R— 45 FTO Threat Defense Virtual D2 525 Y >4 |

B 'sxs0x=5y>y

P TAL AN AT —H ATIE, ROWRENEGENE T,
o EM#H (InSync) : / — RiZ Firewall Management Center (8 &k S 41TV E T,

o BEROLRE T (Pending Registration) : /— KX 7 AX O—#TT 2%, £ 72 Firewall
Management Center ([ZEEk SNV TWERF A, /— ROBEKITRK L I=5HE1E, [T3T
ZME (Reconcile All) 1 %7V v 7 L THERAEFRITTEET,

o« 7T ALY TR (Clustering is disabled) : / — Kl Firewall Management Center
B SIVTCWETN, VFRZDIET VT 4 TIRAN—=TT, JIFAZY U T#

B, BTHAMET 2 TEN L LHEILEETICHRTEET, £, /=%
77 AZIMBHIRT S Z L b AT,

o 77 AZZBNH... (Joining cluster...) : /— KN ¥ ¥ —L LT TZAZIIHBIMLT
WET2, 2R T LTV ERE A, 200112 Firewall Management Center (28 &k X 71
ESc AN

J— RZ LI % (Summary) ] & [JBE (History) | Z R R TEET,
®27:/— kO MEE (Summary) ]

Status Device Name Unit Name Chassis URL

l Summary H History ]

ID: 4] CCLIP: 10.10.10.1

Site ID: NYA CCL MAC: 6c13.d509.4d9%
Serial No:  FJZ2512139M Module: NYA

Last join: 05:41:26 UTC Dec 17 2021 Resource: N\A

Last leave: N/A

28:/— KO [[BFE (History) ]

Status Device Name Unit Name Chassis URL

l Summary H History ]

Timestamp From State To State Event

05:56:31 UTC Dec 17 2021 MASTER MASTER Event: Cluster new slave enrollment hold for app 1 is relea...

05:56:31 UTC Dec 17 2021 MASTER MASTER Event: Cluster new slave enrollment hold for app 1 is relea...
05:56:29 UTC Dec 17 2021 MASTER MASTER Event: Cluster new slave enrollment is on hold for app 1 fo...
05:56:29 UTC Dec 17 2021 MASTER MASTER

Event: Cluster new slave enrollment is on hold for app 1 fo...
e[ A7 2 (System) ] (3F) >[Tasks] ~2—<,

[# A2 (Tasks) ] N—IZiE, / — RBBERISNDT-ONT T T R 2GRS AT D FHE
DERENET,

« [T/3A A (Devices) 1>[7 731 2% 8 (Device Management) ] > cluster name, >
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DSREANLREZR—FyaRk—FR .

TNRAAD—ERRZX—V T TAZEREATH L, IPT FLUADEIZZE D — L RFER
INTWBHIE ) — FEEGTe, T RXTORALNN—) — RE2FERTEET, BEEFO /) — K
WZIX, B— RO 7 A a v RNERENET,

« show cluster {access-list [acl_name] | conn [count] | cpu [usage] | history | interface-mode |
memory | resource usage | service-policy | traffic | xlate count}

7T AL EIROERT — X F 1213 OMOEREZFK AT 5121, showcluster 2~ K%
ERALET,

« show cluster info [auto-join | clients | conn-distribution | flow-mobility counters| goid [options]
| health | incompatible-config | loadbalance | old-member s| packet-distribution | trace [options]
| transport { asp | cp}]

7T ABRIEREFRT HITIL, showcluster info i~ R&EFEH L £,
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ARAANI w7 T—=F2 aL AP SEIERA N v 7 2EMOICSELE T, 77 A%
D ANVAE=L—T, ROV R—F 2 FTHERSHTOET,
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DOHABRI72RAE) OWT NN T,
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R—=FRPOLDOEERA N v I EFRRLET, T4 AZHEHARLEER e X FRLE
FNET,

«CPU : CPUH=, v ARBIUOWEH =750 CPUMHREEHET,
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15
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FETTHR—FENET, TOMOBEEEICHOWTITEE 22 IR 255035 55808 H
D ET,
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WRDOEHEREIL, 7 T AXZV VIR FR L EIIRETET., a~vr FIESESNET,

)
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FoRT HITIE. ASA ORI EEO a7 4 X2 —v gy HA FEBRLTLIEE N,

FlexConfig Ti%. Firewall Management Center GUI (Z1%72 2% < @D ASA BEREZ R ETX £ 7,
FlexConfig RN & —ZZH L TS 7220,

« JE—F 727k A VPN (SSL VPN 1 X U8 IPsec VPN)

*DHCP 7 7 A7 > b, #—=_"— BLOTmFL, DHCP J L—F¥ AR —F SN THE
—aAO

AR HNA L H—T = A4 A (VTD)
o & A AME
AN —T 4 ITBIVNT) v

« Firewall Management Center UCAPL/CC E— K
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eDHCP 7 A4 T7 v b, —R_— BLOFrax, DHCP VU L —|iVHR—FINTWE
@—O

D3RR T DR REPRIERE
WOMHEE, #I#) — F LET THRE— FSRET, 77 AFOBA LA —) v 7 Shkt
Mo

\}

GE) HREFRMEED N T 7 4 v 7%, 7T AZEY 7R TA L N— ) — R Bl — K
ICHERE SN E T,
HHESEE AT 28580, PREFRMEEED T 7 ¢ v 7 NP EhRIBEEE - L CHME S
NAHBNCHES A TN T, BIE ) — RLSD ) — RICHEEESND Z ERHY £9, Z0HS
WX, N7 74 v 7D — Rk iKSnE T,
HR LR R AREERE IZ DWW TIE, I ) — R CREENEAT D LT RTOEREN Fe y 7E&N5D
T, FHLWHE S — R E TR E2 LT 2X0ENLY £,
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FlexConfig RN & —ZZH L T 7220,

CRDOT TV r—vary A ART gy

« DCERPC
« ESMTP
* NetBIOS
« PPTP

« RSH

« SQLNET
+ SUNRPC
« TFTP

« XDMCP
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DY T AL EARD T T 2 FAE PR KEAN E 72 3/ NG S A FTREER H Y 97, 72721
n— RNRZ T INTe s T AL TR, FHOREE & BITHERPEFRINET,

BAFIVIN—TFTa2I9EEVCISIREY VY

A v 2 =T 2 A AF—FRTlX, &/ — K KRAFZ  RT7a o )—2L L T—T 477
FavzF T LET, L— FOFEEIT. K/ — FAEBNATNE T,

K29:@AA VB —T AR E—FTDEAF IV L—TFTa42Y

Router A
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with neighboring routers

ECMP Load Balancing

w
[=2]
[2¢]
[Te)
@
(8}

Router B

FEORTIEH, V=% AlIN—F B~DEIANSANARDLDZ EEFELET, SR EE
NEN1LSO /) —RE@BEELET, ECMP2FEHLT, 4 XX TrIF7 747 Du— KT
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FIPF—F Fx pbar ha— L Fyx RLDTa—RNENENHNDT T AZ A NE 5
THAE SN TWDEEEIE, T—F FY RO F—F—1XEMHCT A KV XA LT 7 b
TolTF—rEary b= FyRxLOF—F—IZEEFE L, TA KV HALT T M
FHLET, 727FL, aryire—L 7a—F—F—RNJue—REhT, v bhe—1L
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NAT IL, 7 7 AZ DORRNIRAN—T" MIEBE G252 ENHVET, A NNV B
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EEENDLZERHVET, B— R RS2 7T XAXIP T FL AL R— MK
LTWETN, NATREHEIND EXIE, A VR RETT IR RET, Xy O
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ENTH7 TAZY T TNAT 2T 25613, ROTA T4 2 BRLTIZEW,
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FVARPIGENEFEEINDZ EIH Y A, ZHUL, 7 TAXICHE LR IeoTH]
REMED®H D ASA LI — 2 LR ETBUREHERF T2 2 L 2P T, Ty AL
Ve —ZE, ALY VFTARZIPT RLAZET Y EL 7 7 RLAIZOWTIZAX
TAY T V—REIEIPBR EA TVl N VT XU T EMEATOLERDHY £,

MHRA B =T 2 A ADA L HZ—T A APAT 2L : A X —7 = A A PAT . {EFIA
VHE—=T 2 ATIEVER— SN TWERA,

s R—h Ty EIDYTIZLD PAT : ZOEBEIZOWTIE, ROTA RIA4 2L
TLIEENY,

s RANBHTY OFEKEHIRIL, 77 A2 2EOHIRTIERL, /— FZ & IERNE H

SNFET, LR oT, FA MDY OEKEIENTIZHESNLTWS3 ) — K7 F
ABZTIEH, RANPOLD NI T 4w 7R3 DD/ — RF_XCYZa— FRZT 7 &
NTWDHEHE, 325070y 752K ) —RIZ1DTOED Y TH ENRTEET,

N I T T T =Ry T T ) — R TERESNTZAR— T ey 7id, A b
H= 0 OEKHIFROE AR ITEE I NEEA,

« PAT 7=V ERITHT LW IP 7 R L AOHIP TE R S5 On-the-fly PAT /L—/L D
ERETE, LT —ADBDEDNR>THTHNWEREEEFD xlate Ny 7 7 v 7 HE
KIZHT 2 xlate Ny 7T v TOERP KRB LET, ZOMETR—FOT 0y 7E
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i Ce—RRF o7 E3NnNd7 7AXEBRATOARRLILD R/ PAT 7 — /LD
ﬁ:ﬁ% *(‘\‘g—o

e VTAZTEMEL CWAEE, 7y B0 Y THA XEETTH LT TxEH

Poe FLOYA RIE, 7T ASNOET AL 2% ) v— R LERICOBEM Y E
T, BT AL ZADY 08— FOMLEVZERET 572010, $XTOTry 780 4T
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WLET, TO%, Tuv YA XEEHLL, Ty ZED Y TOL— L EFERTE
3

« XA F w7 PAT DNAT 7=/ 7 RV ARAR : PAT /' —VERETDHE, 7T AHXIX
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IXS512AR—hTTR, A= b7y 7E0 Y TOL—NLERETDHE, RDVIC2—YDT
0y JEEMEFHSNET, ThoDT7ry 237 7 AN ) — RETHEICGIS L
L, & — RIZIZPAT 77— VNOIP T RLAZ kploui®7m/7z’>\&>@i
T, Lo T, BEIND PAT Btk L THATHLILAITIX, 77 AX D PAT
TN EDDHIP T R A% 1 DT ?é_&ﬂf%iﬁowwf—wmwﬂﬂ~w
TIPREALAR—F 1 ~1023 2ED5 L0 ICATva v R ELRVIRY, R—h7 oy
71% 1024 ~ 65535 OAR— hPHE D S— L £77,
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WX, =B DA F =T oA ADORPUZFERZLHOVLERH Y £3, T 3TO
N—VTRHEDA L H—T =2 AERAT 0, HHVETRTOL—LVT {EED] A
VE—=T A RAEFHT L, WTNUDEEIRTHILERH D £, V— BRI hEo
TRHEDA X —T A AL EE] OA U F—T oA AZRESEHEIETEEHE
Ao BRESHEDRE, VAT ARV X =2 T T 47 L7 T AXAOMY) e ) — RE—%
SHLZENTERIBRDIEAENDHY T, V— T LIZEAD PAT 7 — V&M HT 2
ZEE. BRLEEEOEWAT Y g T,

TRty L i PAT S — VO Rab ik, 7I5AZY I TER—FEN
XA,
WAEPAT 72 L - JEIE PAT 137 92 Z Y 7/ THAR—FENFH A,

HlfH ) — Rk > TEBSND XA F X v 7 NAT xlate : #ilffl / — K723 xlate 7— 7 /L & HE
L, 7—% /) —RIEBLET, ¥4 T I v I NAT 2B L3586 EdT —4% /) — K
NZF LT- & X, ZOxlate T —T AHNIZ72 WA, T—% /7 — RiZiili#l 7 — RiZ xlate
EERLET, T4 — KB ERETALET,

B xlate : HEGEITAE O xlate 7 A RN EHF SN EEAL, LEEBR-T, 74 Fb
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« FTP
« RSH
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SIPA VARG IVEHISRAY VY

Bl 7o —ix, (B—KXXZ 0 71280) FBED ) — RIHERTEETN, +5—47
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SNMP & U S RAYLY
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H =Tz ADB—H/VIPT RLAZESTHR—=V T LET, 7 TAXDORET —X &h—
Vo 7T Z LidTEERA,

SNMP R—U ' ZZiE. AL 7T AZIPT RLATIERL, Blcue—b/L 7 KL R &{FH
LTLEEN, SNMP=2—2 2 "R AAL LI TAZIPT RLAZR— 7T 5848, 5
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J—FR®Dsyslog A vE—Y ~y ¥ — 74— )L RTRILCT A A ID ZFEHT 50, BlO
ID AT 20 ERETEET, e 2L RAMEREZZ TAZHNOTITD ) —
%Eﬁzéhfitﬁémiﬁ“ RARNETSAAIDD ELTHERAT L ) ICeX 7%
Hﬂ?b?ﬁ L TRTO ) — R TEREND syslog A v =TV 1OD ) — Kb AR S
ﬂfhéi? CHZET, VTAXT— AT v TR ﬁfﬁ@éf%htw AN ) —
REZETNRAAID ELTHHATAEIICe X T E2ERE LIS E, syslog A v E—I1F
ENENHND ) — FNHAERINTND LI ET,

Cisco TrustSec &V S X&)
HIE ) — R7Z0n X2 T4 7 —74 27 (SGT) EHREZFELET, ok, HlEH// —F
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KL ATIERL ., BIZAAL L 7T AZIP T RLRICHGTA20ERH Y £4,
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