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® ® Page Inf

Media Permissions m

Website Identity
Website: auth.amp.cisco.com
Owner: This website does not supply ownership information.

Verified by: HydrantID (Avalanche Cloud Corporation) View Certificate

Expires on:  January 14, 2022

Privacy & History
Have | visited this website prior to today? No

Is this website storing infermation on my Yes, cookies and 65.7 KB of

computer? Pitmlcinte Clear Cookies and Site Data

Have | saved any passwords for this website? No View Saved Passwords

Technical Details
Connection Encrypted (TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA2E6, 128 bit keys, TLS 1.2)
The page you are viewing was encrypted before being tranemitted over the Internet.

Encryption makes it difficult for unautherized pecple to view information traveling between computers. Itis
therefore unlikely that anyone read this page as it traveled across the network.

5 RDR— EOFHMNERINET,

Certificate

HydrantID SSL CA G3 QuoVadis Root CA 2

Subject Name

Country us
State/Province  California
Locality ~ San Jose
Organization Cisco Systems, Inc.
Common Name  amp.cisco.com

Issuer Name

Country  US
Organization HydrantID (Avalanche Cloud Corporation)
Common Name H ntiD

Validity

Not Before Thu, 14 Jan 2021 21:24:29 GMT
Not After Fri, 14 Jan 2022 21:34:00 GMT

Subject Alt Names

DNS Name  amp.cisco.com

DNS Name android.amp.cisco.com
DNS Name  apde.amp.cisco.com

DNS Name api-docs.amp.cisco.com
DNS Name api-visibility.amp.cisco.com
DNS Name  api.amp.cisco.com

DNS Name auth.amp.cisco.com
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F9, o, V= FBITECAICKE SN TN T 7 4 v 7 ZEHT D LI ISGGEHEAT —F A5
HERETIHHA, BHEHTED CADBET =—NOTXTO NI 7 4 v 7, BET DY
IR, WEETICHFA TN TEET,

PRI OWTIL, BETELCAAT V=7 FEZRLTIZIN,

=)

FIE

BERY) —%ERTHE, RY —0 [[EHEHTE HCAGEHE (Trusted CA Certificate) | % 7
NR—=UNZ, W ONDOFIEHTE S CAFEAENANEINET, ZbiZiE, FEHTXHCAD
FRIN (Select Trusted CAs) | U A MIEM &5 Cisco-Trusted-Authorities 7 /V— 7" & £ E
ﬁqo

AT 71 %72 Firewall Management Center |22 71 > L CWRWESIE, 7 A4 LET,

ATv T2 [R)— (Policies) 1>[7 %Y X (AccessControl) ] R L >[85 (Decryption) ] % 7
Uy 7 LET,

ATYT3 MWETDEERY o— OBICH D [k (Bdit) ] (F) 22U v27 LET,

ATy T4 L= OB (AddRule) 1% 727V v 7 LTH LWESL—LEBINTSH, [fE (Edit) ]
(#) &7V v LTHFEOL— L ERELET,

ATy F5 [GEHE (Certificates) | ¥ 7 %27V v 7 LE 7,

ATYT6 ROX T, EHATHERFEAE (Available Certificates) | T, BT HEHETE 5 CA & R
aj’i‘a—o

B &sr—

CZTCEETEDLDCAOAT V=7 FEAERLTY X MTEIT 2I21%, [ TEE/RREN
# (Available Certificates) ] U 2 R Ficdh 5 DEM (Add) 1(H) %2V v 2 LET,

BMTAEHETEDLCALT V27 FBIOWI V=T %2R D%, [ e/ ZE#E
(Available Certificates) ]V A @ _LiZ®H 5 [ AT E 72 I3METHSE (Search by name or value) |
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| #SL—0

iz 7420 geL—LEl |

TurF a7y L, AT V=T MOAFELIAT V27 FOEZ AT LES, A
Neflhad oL U A RBREFSN, —HTLH47 V=7 FAFRENET,

ATy Tl 727 FEBRRTAICE, #0477 v 22 Vv LET, T R_TCOFT TV %

BIRT DR, H27 U v 27 LT[ NTEIR (Select All) ] AR L £,
ATv 78 [AddtoRule] 7 U v 7 LET,
i

BRLAT V=V b2 Ry 7R Fry 7T AMIBNT S22 TEET,

ATV T N—NEBINTHH, WELRTET,

RDBERY

* SSL/V—/UIZREHER T — X ZAD E 5NV — /L )b— VGBI 9, FEIZ OV TIE,
FEAERT =X ATO NI 7 4 v 7 OREEZRLTIEIN,

cREALEZ R LETRELLOREMZSR LTI Z SN,

AEAERT—2AD BFIL—ILEH

RETHAAERAT =X ADEFEN—L T L, FEAT—HADFELLME LT NT T 4>
TORENTEET, 1 DONL—L5 #f@@@xT HABFIRTE, WTNDLDRAT—H
A EFEHAEN—ETIUE, V=N E T T4 IR B LI EHESNET,

BBOFHERT — X ADOFELAE —~DFHERT —Z 2 L— L& TRAET S X HITERT
EET (Wl SO T A0 T, TOHEFILV—VIC—ELET) |

ZONRTGA—BEFETHEXIL, BERLV—VERETDLION, 70y 7 V—VERETDHD
DEBRBTOMLERDH Y £4, @F, T a v — L TIEITY (Yes) o HE/L—/LTIE[W
Wz (No) 127V w7 LET, RICHZRLET,

s [B5 - 584 (Decrypt - Resign) ] /V— /L& E L TCWDEE, 7 74/ hO#EIET, #
@@h®ﬁ%%ﬁ®%?7477%@ﬁbi?o%@@W%WﬁﬁéﬁﬂJﬁ@ﬂh

(Expired) ] T[\WWX (No) 1227 Vw2 L, WIRGNOGEAELFFS N7 7 1 v 73 E
TN, BEAINRNEDICLET,

«[7aw 7 (Block) |/V—/VERELTWDLEGA, 7 74/ hOBEIEIL, BRI OFEH
BEFRON T 74w 7 &2FFAILET, ZOEEELZLET 5121, HIRYIA (Expired) ] T
IV (Yes) 1227V w7 L, MIBUINWOMEAEZFRSO NI 7 v 72T vy 7 LET,

WDOFRIL, WAL OV —N—3FHEO R T —F ZZ R, VAT LIRS N T 7 4 v 7
ZEHiEd % kAR L CWET,

#er—1L I
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B avzx7—sx0@2 -1k

xR 2:FIAERT I ADIL—ILEHOELE

#EL—1 |

RART—RAFITY
7

Yes #:%E

No %7€

Revoked

AU —ik, V= —FEHEEZRIT LI CA &
fEEELTBY, R =7 vy ua—RFahiz
CA FEFAEIZ )T = O — N —ZFE A e dh X+
A CRL W& FNTWET,

RY —iE, B— SFAEHEEFLT
FHLTRY, R —IZT7 v a—
ARSI Z O — GRS
NEENTHEREA,

Self-signed

B Sle— N —GEHER, R 7Y =7
b & AT OMAA 2 E A TVET,

Bt S 7o — EEED, i 7
b & FAT I ORI 2 ATV ES

Valid

UTOF Tz LTWET,

WY U—DREREEREIT LI CA T
&5,

cBLTAENTH D,
FEATRITARTH D,

s ARU U —DEFHTE 5 CADWT LY FER
EEREHSETWER AL

« BIFED B AN ZEAEO A B OB A &
KT HOFEBENICSH S,

LIFD 1 2L Bl L TWET,

SERAEARIT LI CAZ R 2
TUNVRLY,

BANEHTH D,
BITIUR BN TH B,

RV —DEHTES CAD I
RERAES R LTV B,

« BED B A2 RO A IR
DRETTY,

« BITED B A D FEE OGS0
D% TY,

Invalid signature

AEIAE DN U CREE DB A DN E DN R
LS EE A,

AEE OWNEITKT L CREAE D E4
AESHET,

Invalid issuer

FITIED CAGEAEDR, AU v —DfFHETE 5
CAIEAED U 2 MIEFEENTVER A,

FEITIED CA GEFAEDR, RV v—0
CAFEAED U A MIEFKII TV

Expired

BHED A HREEOH RO T A L %
b(“—g«o

BUED A A ASFEAE O A IR O
MENLYETTT,

Not yet valid

BED B GEAEOF VIR OB B X 0 i
<7,

BED B A DFEAEOH IR OB
NENEVHTY,

B &sr—



| #SL—0

iz 7420 geL—LEl |

RT—RRAFTY
7

Yes ZERE

No %% E

T2 7RI

AEHERAEDTIEIH Y A, LUTD 120k
A= LTOETS,

< REHIEDOILR TN TH 57— H L TW

FHA, 2FD ., FEHEOHEE I EL)
il (e xR EST-ma—F 4 )
MEFENTWD), OJET L FET D
EAN O EENTHET,

HRE SN HAAERE A T £

Aoe

« BARRIHIRI DS ARNT A =4 Z i LT

WET,

FEMICOWTIX, RFC 5280, B2 3 v
4219 2L T 7Z &0,

 REBIE ORAT A E 72 13A DI IR 0O fE 73

T, ThHdO AL, UTCTime 721X
GeneralizedTime & L T 22— R T&X £
KR

SEAIZ DWW TIE, RFC 5280, B2 a3 v
4125 R L TLTZE0,

ARTHK O RN SN TOWET A, T2
L2IE, BFA—AT FLRAERD 7 —
LIZRFCS5280, 733242110 TEK
SNTWERA, ZHuE, NEEIR LR
X, —EROFEN BT R— M3
TWARWNWZ ENFRTHRAET HH5E01H Y
Ec

PFAR— FEIN TV WARTHIRZ A 70 A
2O/ F L7, OpenSSLTiL, T 4 L7 b
U4, DNS4, &1 A—/L, BLOURI¥
A FOIRBFR— R ENTOET,

cHRESNTZBHICE L TLV— FREFRZ1E

HTEEE A,

« L NRBIERAEE S H AR LT

WET,

AEHFIIADTT, LTFOF~
£

« HRNRREE OYLR 1,

« ¥5E L7z HAICRE A 4
« AN ZRIEARRIEIFI DS A
« AN FAT RIS £ T2 13A %D
« HRN 724 HiTlAD
HEEESNIEMICE LTV
FHTE D,

«b— MEHENEE LA
W5,

#er—1L I
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B z=x—romsr—rzn

#EL—1 |

RART—RAFTY
7

Yes ZERE

No %% E

772 CRL

FFBHELRG Y A b (CRL) OF PHNVBANE
HMTIEEHY A, LT 1 DL E&EEZ LT
WET,

« CRL @ [{R[EIDOFH (NextUpdate) | FE721%
[Fc % DFEH (Last Update) 1 7 4 —/L KD
P ENTH D,

« CRL XELHFRHTITZ2W,
o CRL OHIR I TV 5,

* CRL N A R4 DB/ =T =0 AL
T2o YL CRL ORERBH AN /2> T D5
BICDI, Z DO T —NFET B,

« CRL MR T & 7200,

M T X /-ME— D CRL2SEFFAEZOHPH & —
Lo t=,

CRL ML T4, LLF O3 _T &
ﬁ_o

s [RIEIDOEHr (Next Update) ] ¢
# (LastUpdate) 17 1 —/L K¢
%,

*CRLOHAMMNETH .

s RAPEFERTH D,

« CRL 3k S vz,

« CRL 23FERAEOHPH & — B9

Y= =D

P R B — =D — AL B (SND
=B LA, TR, AR
Lk 5 EF5mAm%R LTS A SH Y
j—o

Y= R—21%, V7 TA T EBT/
LTCWASY—R—D SNI £ & —E |

1 SOFHAENEBRD AT — 2 2—HTHHBETH, VAN NTF T4 w7 IfTH TV =
VIEEIZ IR THD I EITER LTSN,

CABFEBI B2 FAT L=/ LT=ho 2 MesR 4 5 121,

J— B XU CAFEHE & D CRL

ATV e LTT vy 7 u— Ry O0EBHY £9, £OH%, FHTE 5 CAGEAEDE

ERYV—DY AN, BEHTEDCADE TV =7 MEBMLET,

EEAA— LD ESIL—IL EH

TavlERRV ey MEIX Ty 2 ONL— LT I g DDA A — kD )L— LA
BT ED, VAT AEROKEAAL — RSN TWET, BHROKEAL— 25
o, EEAAL—F DY A MNDOA TV 27 "EBNTAHZ L TEET,

| &

X3

T T T4y I EEETHIEOIIIMEHR LN T EE N,

R AL — ML AL, NT T4 v 2 kT 0y 0BT IHERT 5 0B H ) %

B &sr—


https://tools.ietf.org/html/rfc5280
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| #SL—0
gex1—roasL—L &k

\)

GE)  BHLWLEBAAL—F2BNT2Z i TEEtA, CEELDOR AL — MIEFLHIEL T
XEH A,

1 DOWEFAA — FEMET, BIRL7-KS A1 — & (Selected Cipher Suites) ] Y A MIHK 50
DT AA — PBLUEZAA— N U X FZBINTEET, W5AA— PRIFTBMTE 21
BAL—=FELT, ROLOBRYPR—FEZRTWVET,

« SSL_RSA_FIPS WITH 3DES EDE CBC SHA

« SSL_RSA_FIPS WITH DES_CBC SHA

- TLS_DHE_RSA_WITH_3DES_EDE_CBC_SHA

« TLS_DHE_RSA_WITH_AES 128 CBC_SHA

- TLS_DHE_RSA_ WITH AES 128 CBC_SHA256

« TLS DHE RSA WITH_AES_ 128 GCM_SHA256

. TLS_DHE_RSA_WITH_AES 256 CBC_SHA

« TLS_DHE_RSA_WITH_AES 256 CBC_SHA256

« TLS DHE RSA WITH AES 256 GCM_SHA384

« TLS DHE RSA WITH CAMELLIA 128 CBC_SHA

- TLS_DHE_RSA_ WITH CAMELLIA_128 CBC_SHA256

« TLS_DHE_RSA_WITH CAMELLIA 256 CBC_SHA

« TLS DHE _RSA WITH CAMELLIA 256 CBC SHA256

« TLS_DHE_RSA_WITH DES_CBC_SHA

- TLS_DH_Anon WITH AES_128 GCM_SHA256

« TLS_DH_Anon WITH AES 256 GCM_SHA384

« TLS DH_Anon WITH CAMELLIA 128 CBC SHA

« TLS_DH_anon WITH CAMELLIA 128 CBC SHA256

« TLS_DH_Anon WITH CAMELLIA 256 CBC_SHA

« TLS_DH._anon WITH CAMELLIA 256 CBC_SHA256

« TLS ECDHE_ECDSA WITH 3DES EDE CBC SHA

« TLS_ECDHE_ECDSA WITH AES_128 CBC SHA

- TLS_ECDHE_ECDSA_WITH_AES_128 CBC_SHA256

« TLS_ECDHE ECDSA WITH AES 128 GCM_SHA256

« TLS ECDHE_ECDSA WITH AES 256 CBC SHA

- TLS_ECDHE_ECDSA_WITH_AES_ 256 CBC SHA384

| #er—1L I



#EL—1 |
B == —rorsr—rzs

« TLS_ECDHE_ECDSA_WITH AES 256 GCM _SHA384
« TLS_ECDHE_ECDSA_WITH NULL_SHA

- TLS_ECDHE_ECDSA_WITH _RC4 128 SHA

- TLS_ECDHE_RSA_WITH 3DES_EDE_CBC_SHA
« TLS_ ECDHE RSA WITH AES 128 CBC_SHA

« TLS_ECDHE_RSA_WITH_AES_128 CBC_SHA256
« TLS_ECDHE_RSA_WITH_AES 128 GCM_SHA256
- TLS_ECDHE_RSA_WITH_AES 256 CBC_SHA

- TLS_ ECDHE RSA WITH AES 256 CBC_SHA384
« TLS_ECDHE_RSA_WITH_AES 256 GCM_SHA384
« TLS_ECDHE_RSA_WITH NULL SHA

« TLS_ECDHE_RSA_WITH RC4 128 SHA

« TLS RSA_ WITH 3DES EDE CBC SHA

- TLS_RSA_WITH_AES 128 CBC_SHA

« TLS_RSA_WITH_AES 128 CBC_SHA256

« TLS_RSA_WITH_AES 128 GCM_SHA256

« TLS RSA_ WITH AES 256 CBC_SHA

« TLS_RSA_WITH_AES 256 CBC_SHA256

« TLS_RSA_WITH_AES 256 GCM_SHA384

« TLS_RSA_WITH CAMELLIA_ 128 CBC_SHA

« TLS RSA_ WITH CAMELLIA 128 CBC SHA256
« TLS_RSA_WITH_CAMELLIA 256 CBC_SHA

« TLS_RSA_WITH_CAMELLIA 256 CBC_SHA256

« TLS_RSA_WITH DES_CBC_SHA

« TLS_ RSA_WITH NULL MD5

« TLS_RSA_WITH NULL_SHA

« TLS_RSA_WITH RC4 128 MD5

« TLS_RSA_WITH RC4 128 SHA

WORIZHERE L TLIEEN,

s B CHR—FEINTWRVWEEFAL— R NE2BNT5 L, REFZEMTEERA, &2
X, 2y U7 EBETIE, —FF Diffie-Hellman (DHE) 3 X OV—H¢A9#5 M dh## Diffie-Hellman
(ECDHE) W5 AA — b EfH LT N7 7 4 v 7 DESHYR—FShEHA, 21156

B &sr—



| #SL—0

gsit7o rani—varorsi—igt |

DIFBEAAL — AL TLV—NVEERT DL, 778 A a2 ba—L iR —% &R
TERL Y FET,

= Va2, BEARY > — TS AA — |k (Cipher Suite) ] §AFIZES OKE
FAAL — R EBINTXE3, F£7-. ClientHello 23U SN2 WIEF TRET HMLENH Y
F9, B OWTIE, TSSL — L DJEf] 2L T &0,

BB AL — % — LG LTHET A, /L—/L% ClientHello A v+ — U CIEE N7~
BEAL—FDO5EER Y A FTliEZe< ., ServerHello A v E—Y DR IaL o — | Ii-iEs
AA—FERET D EERFLTLEE, ClientHello DALEHIZ, FEIRIRT N A A
X ClientHello X v & —U M B R — F SN TWRWKEEE AL — FEHIFRLET, 72721,
CHUC LR VIREESNTETRTOGAAL — MPHIBRSND Z L1226, VAT AT
TPV AREREELET, VAT IR HR—FEINTWRWVEEAL — N 2T 55
A, BlORHMIIZE S LS vty v a iy £9,

sEiea ralNN—a o DESIL—ILER

SSL/N— 3 3.0 £/IEXTLS N—V 3 21,0, L1, 1200WT TSI N7 7 4 v
7 EOBAEERINTEET, 774/ hTIE, A—LOERRHIZTXTOT 1 hajo/—
VarNBERENET, BEONR—Ta UNBBIRENTWDIEHA, WIhoR—Tg b —
BT DM EAC ST 7 4w B — B LT L HE SN E T, =R E R DI,
KIE1oDO7a haL A= g UEAERTAVNERH D 3,

SSL 3.0 (%, [fE+% L7e\ (Do NotDecrypt) ]. [ 227 (Block) |, 721X [V kY MixT
v 7 (Block with Reset) ] /b—/V 7 7 v a o CTHATE £7,

N—=T g DNL—VEMTSSL N—T g 20 28 IRT5 2 LidTce A, it SSL

N—=T 320 THREELENTZNT 7 4 v 7 DESNTR—FEIN T2 TY, H5T
XWT v arERETIE, N EOA VAR v a e LT, TRGDRNT T 4w
EEHAELIET ey s TEET, HIZOWTIE, HEETERWVWENT 7 0 v 7 DT 7 /L ML
HAERTET D22 LTIIZEN,

BE o bharn—Ual—nARKMHE NI T4y ET Ry 7T 50T

LDMENDHY ET, FTT 4 v 7 EE ST HEODIIHEA LTSN,

72 21E, T _TOSSLv3.0, TLSv1.0, TLSvl.l, TLSVI2 NS 7 4 v 27 kT v
THINE, RO HICH T a v ERELET,

#er—1L I
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. 'BEL—LTHYaY

#EL—1 |

Add Rule ®

Name Insert

| Block old versions | [ Enabied below rule -] (s

Action

| ® siock |

Zones Networks VLAN Tags Users  Applications Ports Category Certificate DN Cert Status Cipher Suite Version Logging

SSLv3.0
TLS V1.0
TLS V11
TLS V12

[] msvi3

‘ Revert to Defaults

Cancel m

BEIL—ILTHOay

ZITIE, BBV A THHAFRERT 7 a VI OWTEHBLET,

EEIL—ILE=ZRA—TFH 3y

[Monitor] 77 v a &, N7 7 4 v 7 &fFal &3 ERT D Lo IC&FF S TnERA, &L
A, FOERAWNT, —ET DT 7 4 v 7 DREICED X DB S5 M BIRR <,
P X V&l T A2 LTI, T T 4 v B [F=F— (Monitor) ]/L—/LEMHFIZ—EL
954, ClientHello A vt —VIIAEF I EH A,

Z D%, BIMONL—ANGFET BEATFOL—ZBL LT NT 7 4 v 7 BRAE SN, 51
TH0, Tay I TEN @ETHAHPPRESNET, T=F— — L PSNO—FT D REHD
=B, F T T 47 7a—BLOBINOA AT gy ERELET, EHI—%T5
=V A ., VAT AMET 7 ANV T v a v EHEALET,

F=H— V= VOFEERBWIIR Y NUV—7 T T4 vV HBIT L2 Th LD, L—
NoOBX U TRERL, HéETERELIT LT 74V DOT 7 a Alhhb b, VAT A
TE=X =R ST 7 > 7 OFERHE T A X N % BEIRIZ Secure Firewall Management Center
T N— AR LET,

ESIIL—IL[ES LA LY (DoNotDecrypt) 179> 3>

[H5 L7\ (DoNotDecrypt) |77 v avid, 772 arha—L iKY r—0L—LEBX
WFTH NV RT I a  ilfitoTREBb T 7 4 v 7 i+ 2720tk LEY, o7 s
A b= = VDOFETIER S L EINTW W N T 7 4 v 7 BLELET 5720, 29
L7 b7 7 4 v 71— V= NEPDRL 55060 £3, Bt 77 4 v 71Tk
LTlE, BART 7 ANV ALV ART v a g DT 4 —T A VAT g &1TH T EIXT
FEHA,

B &sr—



| #8L—1
BEIL—IL[ES L% (DoNotDecrypt) 1793 > .

[ L72\ (Do Not Decrypt) | /b—/b 77 v a > O— &7 BHIX, LFDO LB TT,
*TLS/SSL 7 7 o v 7 DEGERIZ L > TEIESL TN D
cEEHTELEHHLTWDLY A R THD,

T T A ERNDL LI THEITE S YA~ (Windows Update 72 &) Th D,

« TLS/SSL 7 4 —/V ROfEARRT DITIE, e A N~ b 2EH L ES,  BEA <o b
T A =N REFRT DO T 7 4 v 7 2 EEGTHMETH Y A, ) FEAICONT
I%. Cisco Secure Firewall Management Center 7 KX =& h L— 3 > 5/ R [Requirements
for Populating Connection Event Fields] =& L T 72 &0,

FEMICOWTIE, EETERWNT 74 v I DF 74V MR A T 9] #BBLTL
Sy,

[#§5 L7 Ly (Do NotDecrypt) 1/L—ILD AT I DFIR

VNS T, EER) —ICh T IV 25D ENnTEET, Zhboh73Y ( TURL
TANEY T EBIEEND) 1E, CiscoTalos £ T VP2 AT N—TIZ ko TEHEN
F9, THNEL, Web YA ROzt GAIC ;of@%@fz?4yﬁﬁiwﬂﬁ%%w
5) BUFAREZRNRICHE - T, BMFE B LA ESWCirbhEd, oEiE. &
ééﬂt%ﬁ@iﬁ\%ﬂxitﬁﬁ#lv?4mgdmfﬁbhiﬁho/x:fu\mu
TANE Y T T T Y ORI & BGEIZE D TWET A, BEICE RSO TIEH
DEHA, —HD Web A MMIFE oL DFHEINTELT, —HD Web %A MIRELZ 5
HINTWDAREERH Y 97,

HHEORWET T v 7 OIS EET D701 [@%Liﬁb\ (Do Not Decrypt) ] /b—/LD %
TV EBEITHEH L R2NTLZEN, & xiE, [fE L3 (Health and Medicine) | 77 =
UK@\%%@f?%ﬂy~%%@é@wW%MD®ww%4b#aihfbifo

PUFIE, [fdHE L 38 (Healthand Medicine) 177 =Y O Web VA s DIEFZF5<—J5T, WebMD
BIXOFOMT R TCOESEZHFATEHIIENTEEY T VEZTRY) —T9, EEL—IC
B9 2 — 072 iEMIc O\ Cid, TLS/SSLIESDFEHA LD T A KT 4 > 3 X—) 25K
LTLEEN,

Decrypt E=

Enter Description

Rules Trusted CA Certificates Undecryptable Actions Advanced Settings

+ Add Category  + Add Rule Q,Search Rules ¥

Source urce . ’ . . AP P SOy .
M Name Zanes Dest Zones Networks Dest Networks VLAN Tags Users Applications Source Ports Dest Ports Categories ssL Action

Administrator Rules

Standard Rules

+ Decrypt - 7
1 DR 1DNselection ! Bec L
3 DND Health and Medic Do not decrypt # W

3 DR for all other traffic R:sD\;WD‘ - Vi

Root Rules

Default Action Block

| #er—1L I
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#EL—1 |

. BESL—LOTOY YTy

\)

6=

URLZ AN EZ V7T 7Y r—a M ZRFI LW T EEn, 77V r—a Ui
IZ. Web %A By hO—E%EFHARY . ENNATH B ) (Facebook A v t—
<> Salesforce 72 &) % L0 BARIIHIMIT2 Z S ITIKFE LT, sEMlC W Tk, 77U r—
va U HIBEOBREDRA NS T 7T 4 ARSI T IEEN,

EEL—ILOTavHsT7o 3y

VAT AEBEBEERVWN T T 4 v I LTROEZA—AT I a UBRABESNTVWE

‘@40

«[7u v (Block) ] Tlk, #6iM&T9 D720, 77472 F 77 UFICTT—NER

ShET,

TIT—AyvE—VIE, R —ZLoTHA M7y 7 SN2 EITRSNEE A,
RoVIZ, —BARESAET L TY ZARRNWERINDGERHY ET, ZORX viE—
TVinbiE, MEICHEN T vy 7 SN LT LNIRY £H A,

[ty hLTZr>Z (Blockwithreset) | Cit, #fn Uy hEndizd, 7747

YR T IURICET=RERINET,
ZOxXT—TiE, BNty SN2l LT £95, TOHEBITLNY £HEA,

Evk

Ny TERLBATAY (Fy7ET—F) BETIE A 2B T 74 v 7 wEERAE L
RNz, [7ue vy 2 (Block) & [VEYy NLTZ v Y7 (Blockwithreset) |7 7 v a &1
MTERNWZ LIZERELTIEEW, Ny v TEe@3A o4y (FyTE—R) A F—
TrxA AEELEX 2V T 4V —VEBANT, [Pry 7 (Block) | E2X[VEY FLTT
77 (Block withreset) | 77 v a v &AL V—NVEERTDHE, RV —2FT 4 X T

=L DRI (L) RERRINET,

BEEIL—ILDESTIaY
[E5 -SIBAEZENEZ# X (Decrypt - ReplaceCert) 1. [E5 - BEEID F— (Decrypt - Known
Key) 1. BLO[ES-BE®R (Decrypt-Resign) 177 v a it ek b7 7 4 v 7 &5

LET, EEENE T 74w 71F, 772 AH#HE2FERL CREShEYS, 77X a2 b
2— b= UL, HEINTE T 7407 EIFF SN TWRWENT 7 4 v 7 CTRIUCWEEZ L
F9, TITIET X OERIZINAT, A, L7740, AU =7 ZBHBINT 7 Y
JTCEET, VAT AL, FRESNTE RN T T4 v 7 EFHEE S L ThBEIZELET,

fEETX 2GER (CA) NOoDAERZFEHL TN I 74 v 7 2 EFTH2 L2880 LE
T, 2T LY. Invalid Issuer 23855 A X FINO SSL FEHER T — X ZFNTRK R E N2
XolcLFES,

B &sr—
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nsssLA— ko7 7o+5L—vavne=45— [}

BHETELAT V=7 MBS 2 HEDOFHMICOWTIE, BETELIWERA 7Y =7 M
ZML TS,

BEEIER : TLS 13T DORXA NS T 77 1 A
EErEYSY
TLS I3 HEBZEDODRANSFT 7T ¢ A

TLS/SSL/IN—FDOx7 705 L—13 DOE=ZF—

KD > 7 TliE, TLS/SSL DAT —H ZADE=HF —FIEIZOWTHH L £,

BERAD 2

If a system under load is working well, you should see large counts for the following counters. Because
there are 2 sides to the tracker process per connection, you can see these counters increase by 2 per
connection. The PRIV_KEY RECV and SECU PARAM_RECYV counters are the most important, and
are highlighted. The CONTEXT CREATED and CONTEXT DESTROYED counters relate to the
allocation of cryptographic chip memory.

> show counters

Protocol Counter Value Context
SSLENC CONTEXT_CREATED 258225 Summary
SSLENC CONTEXT_DESTROYED 258225 Summary
TLS_TRK OPEN_SERVER_SESSION 258225  Summary
TLS_TRK OPEN_CLIENT SESSION 258225  Summary
TLS_TRK UPSTREAM_CLOSE 516450 Summary
TLS_TRK DOWNSTREAM CLOSE 516450 Summary
TLS_TRK FREE_SESSION 516450  Summary
TLS_TRK CACHE_FREE 516450  Summary
TLS_TRK PRIV_KEY RECV 258225  Summary
TLS_TRK NO_KEY ENABLE 258225  Summary
TLS_TRK SECU_PARAM RECV 516446  Summary
TLS_TRK DECRYPTED ALERT 258222 Summary
TLS_TRK DECRYPTED APPLICATION 33568976 Summary
TLS_TRK ALERT_RX_CNT 258222  Summary
TLS_TRK ALERT RX WARNING ALERT 258222  Summary
TLS_TRK ALERT_RX CLOSE_NOTIFY 258222  Summary
TCP_PRX OPEN_SESSION 516450  Summary
TCP_PRX FREE_SESSION 516450  Summary
TCP_PRX UPSTREAM_CLOSE 516450 Summary
TCP_PRX DOWNSTREAM CLOSE 516450 Summary
TCP_PRX FREE_CONN 258222  Summary
TCP_PRX SERVER_CLEAN UP 258222  Summary
TCP_PRX CLIENT CLEAN UP 258222  Summary

TI2—hAoU3

We implemented the following counters according to the TLS 1.2 specification. FATAL or BAD alerts
could indicate issues; however, ALERT RX CLOSE NOTIFY is normal.

For details, see RFC 5246 section 7.2.
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TLS TRK
TLS TRK
TLS TRK
TLS TRK
TLS TRK
TLS TRK
TLS TRK
TLS TRK
TLS TRK
TLS TRK
TLS TRK

ALERT RX_CNT

ALERT TX CNT

ALERT TX IN HANDSHAKE CNT
ALERT RX IN HANDSHAKE CNT
ALERT RX WARNING ALERT
ALERT RX FATAL ALERT
ALERT TX FATAL ALERT
ALERT RX CLOSE NOTIFY
ALERT RX BAD RECORD MAC
ALERT TX BAD RECORD MAC
ALERT RX BAD CERTIFICATE

Summary
Summary
Summary
Summary
Summary
Summary
Summary
Summary
Summary
Summary
Summary

#EL—1 |

These counters indicate system errors. These counts should be low on a healthy system. The BY PASS
counters indicate packets that have been passed directly to or from the inspection engine (Snort) process
(which runs in software) without decryption. The following example lists some of the bad counters.

Counters with a value of 0 are not displayed. To view a complete list of counters, use the command show
countersdescription | include TLS TRK

> show counters

Protocol
TCP_PRX
TLS_TRK
TLS_TRK
TLS_TRK
TLS_TRK
TLS_TRK
TLS_TRK
TLS_TRK
TLS_TRK
TLS_TRK
TLS_TRK
TLS_TRK
TLS_TRK
TLS_TRK
TLS_TRK
TLS_TRK

BEXADOVE

Counter
BYPASS NOT_ ENOUGH MEM

CLOSED WITH INBOUND PACKET

ENC_FAIL

DEC FAIL

DEC CKE FAIL

ENC_CB FAIL
DEC CB FAIL

DEC CKE CB FAIL
RECORD PARSE ERR

IN ERROR

ERROR UPSTREAM RECORD
INVALID CONTENT TYPE
DOWNSTREAM REC CHK ERROR
DECRYPT FAIL
UPSTREAM BY PASS
DOWNSTREAM BY PASS

Value
2134

82
211
43194
4335
909
818
123
44948
43194
123
123
43194
127
127

Context
Summary
Summary
Summary
Summary
Summary
Summary
Summary
Summary
Summary
Summary
Summary
Summary
Summary
Summary
Summary
Summary

The fatal counters indicate serious errors. These counters should be at or near 0 on a healthy system. The
following example lists the fatal counters.

> show counters

Protocol
CRYPTO
CRYPTO
CRYPTO
CRYPTO

Counter

RING_FULL

ACCELERATOR CORE_TIMEOUT
ACCELERATOR RESET

RSA PRIVATE DECRYPT FAILED

Value

= e

Context
Summary
Summary
Summary
Summary

The RING_FULL counter is not a fatal counter, but indicates how often the system overloaded the
cryptographic chip. The ACCELERATOR_RESET counter is the number of times the TLS 55/t 7 7
& 7 L—1 3 » process failed unexpectedly, which also causes the failure of pending operations, which
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are the numbers you see in ACCELERATOR_CORE TIMEOUT and
RSA_PRIVATE DECRYPT FAILED.

If you have persistent problems, disable TLS i 5{k 7 2 2 L—3 = » (or confighwCryptodisable)
and work with Cisco TAC to resolve the issues.

\)

(G¥)  You can do additional troubleshooting using the show snort tls-offload and debug snort tls-offload
commands. Use the clear snort tls-offload command to reset the counters displayed in the show snort
tls-offload command to zero.

BEEIL—ILDLS TN a—TF425

WKDORE Y7 TlE, HEAL—IL DT TNy 2—F 4 T OIFEICONTHIALET,

TLS/SSLA—/\—HTRXH )y T 322D\ T

TLYSSL A—N—HT X7 U7 ag v bid, BEARTNA ANTLS/SSL F 77 4 w7128 Y
AR > TWAHIREETT, T X TOEHKGT /N1 AT TLS/SSL A—/"—HT 27 J 7
Ta VINRET D AR H Y £T0, TLSHESLT 7T L—a v ER AR — ML EELKS
BT NA A TOREEFEEFHETEET,
TLSHFE LT 78T L— a UINENI o CWAEBXNRT NS, ARG ==Y T A7 54
TENTGA, BEMRET AL AL TREIND ATy hOHNZK, HZRY v—0 [18
BARA[DOT 7 33> (Undecryptable Actions) ] D [/~ K = A 7 =% — (Handshake Errors) ]
DRIV ET,

e T 74N K TV aEkA  (Inherit default action)

* Do not decrypt

* Block

* Block with reset

BWERY — D [EEARRIOT 7 2 > (Undecryptable Actions) ] D [N Ry = A 7 =T —

(Handshake Errors) | DF%EM [ L72\> (Do Notdecrypt) ] T, BHHEfTIF HieT 7 &R
aryru—= L RY=RNET T4 v ZRETLEIICHESNTVDLLEF, A AR
YaryMrbhEd, B TbhEEA,

TLS/SSLA—/IN\—HB TR Y T3 D STV a—TF4 04

IR T NA ATTLS Wb T 78T L—3 9 VAENC LTBE1E. a0 ok
RLT, T RZSSLA—NR—=HVT 27 VT arBRERELTVDENE I NEERTEE
T, AR b T =T Ba—iz, A7 LB [SSL7 e —7F 7 (SSL Flow Flags) ] X
Y NEBMTAMNERSY 7,
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B rsssir—n—+4Iz507vavorsTIra—F08

FIE

AT T1
ATvT2
ATv7T3
ATvT4

4R8O SRS
« [EEAR DT 7 =3 (Undecryptable Actions) | X—T D [N> Ry =Af 72T —

(Handshake Error) | DX E&FEH LT, HEFRY o — 2R ELET,
FEIZOWTIE, BETERWEN T 74 v 7 DOFT 74V MU ZRET 225 L T
S,
Secure Firewall Management Center & &R SAHIEELR » U — 7 FEH A A RO HHL—v
=L TCOESARERBERO B ¥ T 587 v a COBBICHE, SSLA—/L DR
XTI LET,

% 72 Firewall Management Center |22 714 & L TWRWEEIX, =7 A LET,

[57#7 (Analysis) ] > [#&#t (Connection) |>[41 Rk (Events) | DIAIZZ Y v 7 LET,
[ A X2 b7 —7 /L& = — (Table View of Connection Events) 1 %27 U v 7 LE7,
Pl A N T =T NVDOEEDOHD [x] 22 U v 2 L, 47:< &% [SSL Flow Flags] & [SSL
Flow Messages] (ZiB D& BN L FE 5,

SSL
Statu

WOBITlE, BEfgi A RV hOF—T )L B a—I2, [SSLOEBEOEE (SSL Actual Action) ].
[SSL”7 v—=%— (SSLFlowError) ], [SSL7 2—>7 > 7 (SSLFlowFlags) ]. [SSL7 2—X v
£ — (SSLFlowMessages) ]. [SSLANY 2 — (SSLPolicy) ]. ¥ L [SSL/L—/L (SSLRule) ]
BB LET, (XA TarlRy 7 A0 N ->7-7 7 A (Disabled Columns) ]2 =
¥ CHERR, )
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ATvTH

ATvT6

TS/SSLA——HTRI U Toarn k5 Tnva—F1o5 |

All Columns

b s e e A

SSL Actual Action
S5L Certificate Status
S5L Cipher Suite

S5L Expected Action
SSL Flow Error

S5L Flow Flags

883

S5L Flow Messages
S5L Policy

S5L Rule

(<]

SSL Session ID

S N

717 A%, Cisco Secure Firewall Management Center 7 KX = A h L—3 3 > %A R [Connection
and Security Intelligence Event Fields] Tt SV TWAIEF TEMS IV ET,

LEAH (Apply) 1227V v 27 LET,

TLS/SSL A—/"—H#7 27 A 7%, [SSL Flow Flags] 50> ERROR_EVENT TRIGGERED 5 &

TN OVER_SUBSCRIBED DfE TR IAVET,

TLS/SSL A —/"—H% T X7 54 TRIEELTWAEESIT. BT A R ce A4 LT,

WRDOa<wy ROWTNNEANLET,

a< > K (Command)

R

show counters

TCP_PRX BYPASS NOT_ENOUGH_MEM ™
ERAKREWVEAIEL, SSL 8T 7 4 v 7% L
TEVRERREEZFOT NNA A~DT v
7 L— RERET 20, 3B EIER O
WhZ 74y 71T [E5 L7V (Do Not
Decrypt) ] ZfEH L £,

show snort tls-offload

BYPASS NOT_ENOUGH_MEM DfEAN K &
Yeld, SSL F 77 4 v 7T L TR K&
WRBEFFOT A ANDT v T 7 L— K%
BE 578, ETITERNENOKRN T 7 1 v
712 [#E5 L72\ (Do Not Decrypt) ] % f#
LET,
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B s —re—rizonc

TLS /\— FE—KIZDWT

—EOT 7Y rr— 3 Tk, RFC6520 TEFE S 41TV 5 Transport Layer Security (TLS) 365 &
" Datagram Transport Layer Security (DTLS) 7'v& k=/uiZxt LT, TLS/»— hbE—F =7 X5
YarviMERESNE T, TLS/— hE— bME, ERDP LA TH D 2 L 2T k%
BELES, 7747 MERFV—"BREINTAAS MROT—F 2R E L, WEEZRT
EOTHFICERLET, IR LTEGEIE, B lbsneT — 2 BEEINET,

TLS KAk T 72T L—v a URENT 2> TOLEBEXIG T /A XX, TLS ~»— hE— |k
T ATy a rEENT LNy BT 556 E5 AR v —D [EE AR DT 7 e
> (Undecryptable Actions) ] [#75= 7 — (Decryption Errors) | DX E CHREINTWDHT 7
VarvEERITLET,

* Block

* Block with reset

EENEYD
TLS N—FE— R D T TN a—F 47 (46 =2—)

TIS/\—FrE—FD ST a—F45

IR T NA ATTLS Wb T 78T L—3 9 VEAENC LTEBEIE. a0 ok
RLT, TRAANTLS N—hE—h =7 2702 a v BHLTIN T 7 4 v 7 B LT
WDHMMEIMEMEGRTEET, B A X b 7= Ba—i2, D EH[SSL7a— A »
1t — (SSL Flow Messages) | A X M & BT 20BN H Y 7,

1R BHHIIZ

SSL N—hE— R, BEiA X F T—7 L Ea—®D[SSL7 1 — % vt — (SSL Flow
Messages) ]%1/0D HEARTBEAT DIEC/RENET, Ry NT—2ZNOT 7Y r— = 73 SSL
N—=RME—=FEHEHLTNWENE I DEHERT HICE, BUNCIRO X AT ZFATLET,

« [HE5TERWT 7 3 > (Undecryptable Actions) ] ~—® [{E 57— (Decryption
Error) | D% ET, HE5RY > — ZRELET,

FEMTHOWVWTIE, EETERWN I 74 v I/ DOF 730 MU ZRETHE2BMRL T
W,

« Secure Firewall Management Center & &R HE R » b U — 27 BHEOFMIUAHE-> T, SSL
N—=NDu TGN LET,

FIE

AT w71 %72 Firewall Management Center (212 7' 4 > L TWRWEAIE, vr/ A LET,
AT 72 [5# (Analysis) ]>[## (Connection) ]>[4 X2k (Events) |27V v 27 LE7,
ATY T3 [HEiA X FDOT—T /L 22— (Table View of Connection Events) ] %27 U v 27 L9,
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ATvT4

ATy TH

ATvT6

nssstoe=>sizont

BegiA X b T =T VDEEOHO [x] &7 Y v 7 L, »7a< & [SSL Flow Flags] & [SSL
Flow Messages] (ZiB D & BN L E T,

SSL
Statu

WOPITIE, BEEA o DT —F L B oz, [SSLOEEOBIE (SSL Actual Action) 1.
[SSL7 v —=x%— (SSLFlowError) ]. [SSL”7 ©—=>7 %7 (SSLFlowFlags) ]. [SSL7 &2 — X v
£ —” (SSLFlow Messages) ]. [SSLA~ U > — (SSLPolicy) ]. 3 X OSSL/L—/L (SSLRule) ]
Hl&ZEMLET,

All Columns

b s e e A

SSL Actual Action
S5L Certificate Status
S5L Cipher Suite

S5L Expected Action
SSL Flow Error

S5L Flow Flags

883

S5L Flow Messages
S5L Policy

S5L Rule

(<]

SSL Session ID

S N

717 A%, Cisco Secure Firewall Management Center 7 K X = A h L—3 3 > %A R [Connection
and Security Intelligence Event Fields] Tt SV TW A IEF TEMS IV E T,

[@EH (Apply) 1227V >y LET,

TLS /~»— F E— [, [SSL7 12— A v — (SSL Flow Messages) | %> HEARTBEAT DfE T
RSNET,

Xy "= LT 7V r—3 2 TSSL— hE— FEEHAT HAIF. EEL—L OFE
BFEHELIGIREE Q=) 2B LTI,

TLS/SSLDODE=> 42DV T

—OT TV r—va T, TV =y a VAKICEOY — =i ED T 4 v H—TY
v EMDIATL, =0 T ERIFGEEHEY = 7 IR A EMAMER S E T, TLISL &
D=, 85 -84 (Decrypt-Resign) 177 v a V CHEELV—VEHRE LGS, 77

#er—1L I


http://www.cisco.com/go/firepower-config

#EL—1 |
B nsssie-ssorsonva—540y

Vr—a ViINEBXRT N ANOHEA SN ELZZET D L, BEENKI L, B
HErsivE 7,

TLS/SSL B'=2 7 MTo T % Z & a4 2121%. Facebook 72 EDENA L T 7Y Jr—
var~ourA o ERBET, Xy NI HRT T —RERINTELAEX. Web T T U
PFEAHLCe A LET, (Fz& ziX, Facebook DE/A )L T 7Y /7‘—‘?/5 N =0/ e
952 EIETE EH AN, Safari F72(% Chrome % i ] L T Facebook (212 7' A > § 5 Z LIXT
& $£9) . Firepower Management Center D2t <> MME, TLS/SSL =27 D X 572 5 AEH
ELTHEHTEET

\}

GE) TLS/SSLEY =TT ENA N T TV r— g VZRESNEY A,

2y NU—27 FEOTFY A r—3 5 o TSSLE VO EMH AT 28413, TLS/SSLAFRED
BbOOHA RTALr (10—2) 2R LTLLTEEN,
BEENEYD

TLS/SSL V' =27 D RTINS a—F 47 (48 _—)

TLS/SSLE=2 O DS T a—TFa42Y

TNA ATSSL = IRFEEL TWDENE I D EMERT 51T, #iaA X haRRLE
T, BiA XU N T =T Ea—lZ, A< &b [SSLZYr—7F 2 (SSL Flow Flags) ] &
[SSL7 m— A »&—" (SSL Flow Messages) |5 & BN 5 XLENH Y £,

1R BHEIIZ

» Secure Firewall Management Center & #ZRHEE R >~ b U — 27 FE A KD HE5L—/L
DIE S ATRER D 1 ST 51 7 2 a L ORISR, HREL—LDou S 2R L
\i—a—o

e Facebook D L 9 e ENA N T FUr—aiza A LET, Ry N — 78k 5—
MDFERENT- 5, Chrome F721% Safari 2 L T Facebook IZ7 7' A > LET, Web 7'F
UHFEHERAL T A U TETH, AT 47 77V =2 a U TIETERVWEAIR,
SSL = 7B AEL TV D AEEMENRH VD F 97,

FIRr

AT w71 %72 Firewall Management Center (212 74 > L TWRWEAIX, a7 A LET,

AT w72 [5# (Analysis) |>[## (Connection) ]>[4 X2 k (Events) |DIEICZ U v 7 LET,

AT T3 [BEiA X DT —T /L 2— (Table View of Connection Events) | %7 U v 7 L %7,

ATV T8 BgiA X T =T NVDEEDHD [x] 27V w7 L, »7a< &b [SSL Flow Flags] & [SSL
Flow Messages] (ZiIBNNDF & BN L £ 3,
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ATy TH
ATy T6
ATvT1

nsssLE=> 0 k5 Inva—57105 |

SSL
Statu

WOBITIE, Bl A R hDOF—T 0 B 2—I|2, [SSLOFEEEOEE (SSL Actual Action) ].
[SSL”7 v—=%— (SSLFlowError) ], [SSL72—>7 > 7 (SSLFlowFlags) ]. [SSL7 2—X v
t— (SSLFlowMessages) ]. [SSLANY 2 — (SSLPolicy) ]. ¥ LU [SSL/L—/L (SSLRule) ]
H&ZEMLET,

All Columns

b s e e A

SSL Actual Action
S5L Certificate Status
S5L Cipher Suite

S5L Expected Action
SSL Flow Error

S5L Flow Flags

883

S5L Flow Messages
S5L Policy

S5L Rule

(<]

SSL Session ID

‘ Cancel

51X, Secure Firewall Management Center & B HHEHE AR~ N T — 27 B 7 A FD TConnection
and Security Intelligence Event Fields| 7 3 > Tl SN CWDIEFCEBMS v E T,

A (Apply) 1227 VU7 LET,

RIZ SSL B = 7 OEWEZFFET D ITEIC DWW TR L £ 77,

Xy hU—=INOT 7V r—2 g TSSLE=V ZMER SN TVWD Z & 2R T D541,
WENL— OEBEBFEHELMHRFE 2—) 2L TN,

RDBERY

TLS/SSL A X R & LT, IROWT N EKRINAUL, TLS/SSLE =0 7 DR A%

R TEET,
« 7T 4T v Fi3Y—s3—n5 SERVER_HELLO, SERVER CERTIFICATE,
SERVER_HELLO DONE A »&—Y%%5(5 L72141Z TCP Reset #5259 % &, SSL ALERT
Aye—VERMET LT TV r—varoft, RO ICERRSNET, (v b
¥ 7F X EMEHTHE, 77— FUnknown CA (48) BERINDIGENRHY £T) ,
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B Ao REREREE - ERERO RS T a—

«[SSL7Zm—=7 7 (SSL Flow Flags) ]%IlZ ALERT SEEN |$F/RSVE T2,
APP DATA C2S X°APP DATA S2C IFERINFEH A,

cBERT NAATSSLNA—RU =7 72787 L—ra VA>TV D5HE,
[SSL7 m— X »t&—" (SSL Flow Messages) | FIIZIZi#% . CLIENT ALERT,
CLIENT HELLO, SERVER HELLO, SERVER CERTIFICATE,
SERVER KEY EXCHANGE, SERVER HELLO DONE &R SAVET,

cEHXRT NA ATSSLNAN—RU =T 72787 L—2a R R—FETH2RN
N, N—KRU=T7 7787 b— g UBEEENIENC I o TV DA, [SSL7E— R v
t— (SSL Flow Messages) ] #{ZI3i#% ., CLIENT HELLO, SERVER HELLO,
SERVER_CERTIFICATE, SERVER KEY EXCHANGE, SERVER HELLO DONE 233/R
SIET,

*[SSL”7 v —=F — (SSL Flow Error) ]%iZiX, Success WERINET,

-%LAyPVI47%T%’7?~b?m@<Tamaa%%%#é?7U&~vay@
BlE. RO LI ITRRSINET,

*[SSL7w—=> 5 7 (SSL Flow Flags) ]%|{Z ALERT SEEN, APP DATA C2S,
APP DATA S2C IFERTREINFEH A,

B GET NA ATSSLN— R =7 7727 L— 3 VISENI > T D4,
[SSL7 m— X wt— (SSL Flow Messages) ] FIIZIZi#% . CLIENT HELLO,
SERVER HELLO, SERVER CERTIFICATE, SERVER KEY EXCHANGE,

SERVER HELLO DONE, CLIENT KEY EXCHANGE, CLIENT CHANGE CIPHER SPEC,
CLIENT FINISHED, SERVER CHANGE CIPHER SPEC, SERVER FINISHED 23/
SNET,

HHHRT NAATSSLAN—RU =7 7787 b—a YRR — SR THRNn
D, N—RU =T T8 T7b—a UERENIENIC e > TV DA, [SSL7r— X v
1t — (SSL Flow Messages) ] %IIZ/Zi#% . CLIENT HELLO, SERVER HELLO,
SERVER CERTIFICATE, SERVER KEY EXCHANGE, SERVER HELLO DONE,
CLIENT KEY EXCHANGE, CLIENT CHANGE CIPHER SPEC, CLIENT FINISHED,
SERVER CHANGE CIPHER SPEC, SERVER FINISHED AE/RINFET,

« [SSL7 = —=x=F — (SSL Flow Error) ]%iZi%, Success NRRIINET,
BErEY Y
Zﬂ%ifx_ iTIEfoanquiifx_ iuunEE@l\77ﬂ//1‘—]\ (50/\“—‘/>

FRFEFAREGIHBAEFRLEFZRERO FZ TV a—+

Bige A X2 b EER LT, T3 ACARHRERER, NERGEAE, 23 RHREHERH
6#85#%%%?%i¢0:@iﬁﬁ‘H&%L&%%#t/%béhfwé%éﬂ%ﬁ%
TEFET, B X T —7 0 Ea—2, D7 EH[SSL7r—7F 7 (SSLFlow Flags) |
L [SSL7 1 — % »+— (SSL Flow Messages) | 5892 0ERH Y 3,
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1R BRI
EEN—NVERELET,
* Secure Firewall Management Center & &S HEIE LR v N U —VEB T4 RO 51—
DS ARER B D1 ZIZBT 5| 7 2 g OB, ERL— L ou S EAEIZL
i ‘é_o

FIE

AT w71 %77 Firewall Management Center |22 7' A > L CWRWEEIT, vnr A4 LET,

ATy 72 [49% (Analysis) 1> [##t (Connection) >[4 X2 k (Events) |DIEICZ Vw7 LET,

AT w73 [HEiA X FOT—7 /L 2 — (Table View of Connection Events) %27 U v 27 L£7,

ATV T8 BGA XU AT —TNVDEZEOHD [x] 22V v 7 L, B»7e< &t [SSL Flow Flags] & [SSL
Flow Messages] (ZIBINDF 2B 00 L £ 7,

SSL
Statu

WOFITIE, $f5iA XV FDOT—T ) B a—IZ, [SSLOEEEDOEE (SSL Actual Action) ].
[SSL7 1 —= 5 — (SSLFlowError) ]. [SSL” H—7 7 (SSLFlowFlags) ]. [SSL7 1— A v
t—” (SSLFlow Messages) ]. [SSLAN U 2— (SSLPolicy) ]. # X U[SSL/L—/L (SSLRule) ]
Fl&BEMLET,

All Columns

BN e Bt e R A

SSL Actual Action
S5L Certificate Status
S5L Cipher Suite

S5L Expected Action
S5L Flow Error

S5L Flow Flags

S5L Flow Messages

880

S5L Policy

SSL Rule

(<]

S5L Session ID

‘ Cancel

%1%, Secure Firewall Management Center & & HEIE L%~ U — 2 & H 5 R [Connection
and Security Intelligence Event Fields| &7 ¥ 2 > Tl SN TWAJEF TIBMILE T,
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B nsssisxq— oz

ATy 75 [EH (Apply) 1227V v 7 LET,

ATY 76 WOKE, GEPEFEIETRRIERARIED, F2EIRE L TW L0 E W 5 H1EEZHPI LT
=7,

SSLom—2354 oAU

CLIENT ALERT SEEN _UNKNOWN CA HNeFEAET = — > 307
Fx—2INSSLY FAT N T T r—
aAlloTERESNE LN, CAGE
BN LON G20 o 120y, BEAOEHE
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