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Create Decryption Policy ®
a Policy Details 2 Blocking 3 Decryption Exclusions
Enter name, description, choose (Optional) Configure blocking (Optional) Configure exclusions for
policy type and certificates. based on TLS version and outbound connections.

certificate status

o A decryption policy is not required to only perform application or URL discovery; instead, you can use TLS 1.3
Server Identity Discovery on the access control policy.

Name *

[ Inbound example ]

Description
[ J

Outbound C: i (User i Inbound C i (Server )

How Inbound Protection Works
rnal services from external attackers.

crypted Traffic
a— 4l

INTERNAL SERVICE DECRYPT KNOWN-KEY SOURCE

Internal Certificates

® 1.InboundCertFacebook Associated: 1 Network, 1 Port

& 2.InternalCert Associated: 1 Network, 1 Port

Caneel m

ATv T8 [Next] %7V v7 LET,
ATFw T HERY T —DS (13—) [ZERET,
ATy T10 [{R1FE (Save) 1227 VU v 27 LET,

RDERY
o JL— )LEAEDEM - E B —V S

-771»%@%)V~77ya/® CEERV—OF TV NT I ay (15

« Cisco Secure Firewall Management Center 7 KX =X hL— 2 B A K @ [Logging
Connections with a Policy Default Action] OFBFICHEHS T, T 74NV R T 7 aorF
THTa v ERELET,
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Create Decryption Policy

(1) policy Details @ oecryption Exclusions
Enter name, description, e re

policy type and certific

[j Bypass decryption for sensitive URL categories

In many environments, certain categories of websites are not inspected for regulatory, compliance or privacy reasons. Customize the list
below to bypass inspection for designated categories
Note:  URL License is Required

URL Categories: Finance Online Trading = Health and Medicine =

- Bypass decryption for undecryptable distinguished names

Bypass decryption based on Cisco's list of known undecryptable distinguished names.
Note:  This option is selected by default to allow traffic which cannot be decrypted to remain encrypted. Disabling this option might
cause decryption to fail for unsupported distinguished names.

@ 56 Distinguished names included «

Bypass decryption for undecryptable applications

Cartain entarprise applications are not supported for decryption due to a variety of reasons (Certificate Pinning, Client Certificate

Authentication, etc.). Bypass decryption based on Cisce's list of known undecryptable applications

Note:  This option is selected by default to allow traffic which cannot be decrypted to remain encrypted. Disabling this option might
cause decryption to fail for unsupported appli

@ 55 Applications included v

Cancel
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Create Decryption Policy ®

@ Policy Details ——— @ Blocking e Decryption Exclusions
Enter name, description, choose (Optional) Configure blocking (Optional) Configure exclusions for
policy type and certificates. based on TLS version and outbound connections.

certificate status

Decryption Exclusions

D Bypass decryption for sensitive URL categories

In many environments, certain categories of websites are not inspected for regulatory, compliance or privacy reasons. Customize the list
below to bypass inspection for designated categories.
Note: URL License is Required

URL Categories: Health and Medicine x Online Trading < Finance X

Bypass decryption for undecryptable distinguished names

Bypass decryption based on Cisco's list of known undecryptable distinguished names.
Note: This option is selected by default to allow traffic which cannot be decrypted to remain encrypted. Disabling this option might
cause decryption to fail for unsupported distinguished names.

® 56 Distinguished names included v

Bypass decryption for undecryptable applications

Certain enterprise applications are not supported for decryption due to a variety of reasons (Certificate Pinning, Client Certificate

Authentication, etc.). Bypass decryption based on Cisco’s list of known undecryptable applications.

Note: This option is selected by default to allow traffic which cannot be decrypted to remain encrypted. Disabling this option might
cause decryption to fail for unsupported applications.

® 56 Applications included v

Intelligent Decryption Bypass

D Bypass decryption for very low-risk connections New

Bypass decryption for very low-risk clients connecting to trusted servers.
Note: The access control policy associated with this decryption policy must have the Encrypted Visibility Engine (EVE) enabled. The
device to which this policy is deployed must run version 7.7 or later and must have a valid IPS license.

Cancel Create Policy

ATv T3 [KRU—0DfERk (Create Policy) 1 %7V w7 LET,
WOBNL, 70 T REE#ER Y o — DR L TWET,
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Outbound example
Enter Description
Rules  Trusted CA Certificates  Undecryptable Actions Advanced Settings
+ Add Category

+ Add Rule Q seareh Rules

Source
Zones

Source
Dest Zones
Networks

Name DestNetworks VLANTags Users Applications  Source Ports  Dest Ports Categories  SSL Action

Administrator Rules

Standard Rules

1 @ Auto-Rule-Undecryptable any 1 DN selection deg‘:")““
3 Auto-Rule-Undecryptable-A) any any any any any any Tags: undecrypt any deg?/:(m
4 B Auto-Rule-IntCA IPvd-Link-Local  any any ) any any Bittorrent R;:;WN £
Root Rules
T
Default Action Do not decrypt
RIOBITIX, L— /L DRI OB xHET S [ 75 L7V (Do Not Decrypt) ]/V—/L3, [ 5

- &4 (Decrypt - Resign) ] /L —/VORNCHBIFIZEMNSIVET, 5 URL 172U OL—

WL, T 7 4V B TTIEBARENI o> TV DT, BRI/ > TV, [BEBURLY T 2

) DEF DA /XA (Bypass decryption for sensitive URL categories) | T = v 7/ R v 7 A&t
LA, ZON—WTHENI > TWET,

[R VU > —DfERL (Create Policy) 1% 7 VU v 27 LE1,

RDERY
o L= LS DBN BV — L SR

e T IV DRI =T g DB
~N—)

cEER) =T 7NV NT v ar (15

« Cisco Secure Firewall Management Center 7 KX =X hL— 3 > 54 K @ [Logging
Connections with a Policy Default Action] OFBIIMEHS T, T 74N IT 7 arOrF
AT a v ERELET,

SR Y S —D T T 4 DRE - R —D

T 7 A~ OO R Y 2— DO BEAT T DR A
b e—u R Y = ZEE T T,

RELFZEALEIRELFORAZEML T ZEW,

AT a (19 2—3)

WZE-> T, BRI —2T 78X

FREEDT-ODAER CA DAL

ZOZRITIE, TU MUy REGRERET DESV—NVEFERT D LI, A7 v a T
WAL R &2 AT 2 HFIEIC DWW CHBA L E 9, CSRADIEE & L TRIT SN2 B4 M &EFEH
EOT v T a— ROPRIZHES T, [£7TP Y b (Objects) |>[# TPy FEHE (Object
Management) | ZHH L CTINOEDOX AT #FETTH b TEET,

wstus— W
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F 72 Secure Firewall Management Center |22 7 A > L T2 WAL, v/ A LET,
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[BER U > —>DERR (Create Decryption Policy) %27 U v 27 LET,

[4HT (Name) |7 4 —/L RIZHR Y —D4di&E AL, [#8 (Description) |7 ¢ —/L RIZ/E:
BEOaE AT LET,

[7D h3 > R$EfE (Outbound Connections) | ¥ 7 %27 U v 7 LET,

[NEBCA (InternalCA) ] U A b226 ., [$TERYERL (CreateNew) ]>[CAMAERL (GenerateCA) |
Vv LET,

B CA I [T (Name) | ZfHF, 2 X770 [[E4 (Country Name) & F5E L £,

[H 24 (Self-Signed) ]E7-I1X[CSR] =7V v/ LET,
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FORENTZT 4 — )V NICHLEREREASTLET,

[fR7F (Save) |27 U w7 LET,

[CSR] ZiR L= A1, BAERNET LS, RO X IICFEEHEDA & h—/L (Install
Certificate) 1227V v 7 LE 7,

a) ZOFIEORIOART v T a2/ IR £9,

b) [NESCA (Internal CA) ]V A D CA 2RO L ) ITHREL £,

Internal CA

INtCACSR #

¢) [Install Certificate] %2 U >~ 27 L7,
d) WHICERENDFERIHESTH A7 25T LET,

(A T N L7285 R Y o —OfEk (4 ~—2) | OFMBIIZE>T, &
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1R BHHIIZ
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SHEELTLIEEW,

% 72 Secure Firewall Management Center |22 27 A > L CWeWEEIX, v/ A4 LET,

[/R') > — (Policies) ]>[7 4 A%l (AccessControl) ] RHE L >[#ES (Decryption) ] %~
Vw7 LET,

(15 AR Y > —D1ER (Create Decryption Policy) 1 %27 U v 27 LE7,

[4AT (Name) |7 4 —/L RIZARY —D4RTE2 AT L, [ (Description) |7 4 —/L NIZfT:
EOBHE AT LET,

[7 7 b3 REEE (Outbound Connections) | ¥ 7% 7 U w27 LET,

[HCA (Internal CA) 1V R b2 b, [#i#R1ERL (CreateNew) |>[CAD 7 v FA— K (Upload
CA) 127 Vv LET,

WHEE CA (AR &2 T £
FRSNTT 4=/ R, GEAF L COMEREZLLY FT 50, ZRLUTRSTET,
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