BEESIL—ILERY —DH

TDEL, TOHA RTHHAIN TV AESRIZESWTERENTEBY, XA NTT 7T 4 A
BLXUOHERBFEHEICNED B/ —L 2 L2 SSL AR Y o —D8EDOFI 282 LEd, Z Dfl
B EBOWRIIZY TIED., Mo =— X8 ETHEL TS0,

ERTHE, ROLEIITHRY ET,
CEHETED NI 7 4 v 7 (B SNTZ KRB — =Ny 7T v FOiRER ) OGS
I, FRIZ A NVAUEE Vo —F 7o — RE2EH LT, BEEZZE2IIANARALET,

cBEEDIP T FLAIZHEAIND LD L, BT T 2 5L — %, &) IZ
Bl L £,

« WL ([1E5-5%E4 (Decrypt- Resign) ) ZMEEE T 5 EE5L— & BETIEIRNT
O RaAR—Ta VBXOREAS— Ty 7TV —vE [k ICEELET,

cHHN—IL XA T T TT A (1 8—=D)
cHELIRY S — L L — L DOFE (52—)
cHWERY —DUr—7 Z— (10 ~—)

2= 41 > O — —_
BEIL—ILARANTSHT4R
TOETIE., HEL—NL EREOEERY — OFIERL, YRAIADORZANTT T 4 A LHE
PWERICHOWCHBALET, 7, BERV I — 778X > be—NL R Y —0DFEID
ODOWTIBA L, RIZTXTONL—L, BLOKED FETL—IVEZNEFATTT5 2 & 24533
LHEBIZHOWTHBH L ET,

— KAV A T A

s NI T 4w DEFIZIE, WEE AT RNMETT, NI T4 v BRREICESTB L,
R =< A BEE 2 50N H Y £3, BEER) —E— V2R TET DRI
W2, N7 T7 4 w7 B EFT O E LR 0WGEES,

cEHEMNLBEATALERHD NT T 4 v 7 ORI, WE EERRARER NT T 4 v IR
HYET, BE. EERAEER NT 7 4 v ZIXTLS/SSLAFAE LY = V2 AL TWE
—a’_ﬂo o

w#eL—neR)o—on ]


management-center-device-config-73_chapter60.pdf#nameddest=unique_2030

B .o vseon—Fon—rizssmEDn g2

SSL Policy Example

Enter Description

Rules Trusted CA Certificates

M Name

Administrator Rules

Standard Rules

1 DND internal source netwark

2 Decrypt test site

3 Do not decrypt low risk

4 Do not decrypt applications
5 Decrypt all but trusted categ
6 Block bad cert status

7 Block SSLv3. TLS 1.0, 1.1
Root Rules

Default Action

IR, ZoETHHAT L BE5L—1L T,

Undecryptable Actions

Source
Networks

Source Dest
Zones Zones

Intranet

Advanced Settings

Dest VLAN

Networks Tags el

Applicati...

Risks: Very Lov

Facebook
Facebook Mes
Facebook Phot

BEL—LERY S—nf |

| Add Category  + Add Rule

Source

sl Dest Ports

Categories

Astrology (Any

Any (Except Uh

TL 24N AETO—F 70— FRIZEBABED/INA /X

FLT 4 NEILT 7B AHEORYD 7 = — AT, Y ATLNLY KXW YV — 2 THE O
EITTARENATOIVE T, VL7 4NV Z ) T3 o T, ¥ EITENE
T VT4 NB Y U TTIE, RBESINTAH~y X —% LTI 7 ¢ v 7 2Bl AL

BLUES, W~y X =2 L, KL VERRERA AT v a UHRe

DIV T4 NEY) T EREELET,

ORI T L7 ANE Y TEBELET,

Q, Search Rules 4

SSL Action

Do not decrypt /‘E

+ Decrypt - F
Resign <

Do not decrypt 4 i

Do not decrypt 4 E

+ Decrypt - F

Resign .

1 Cert Status se @ Block ]
3 Protocol Versi @ Block 79
Do not decrypt v | B

fif§ 2 7t ot DRFAM &

e RT F =< ADM L A VAT gV EMLELE LR NT T 4 v 7 ORIMNEL, BiTh
ERVELHEY T, HEDF A TOTL—r THRRALET 7 A MRRETT 0y
L. W7 a Mt s 5 2 &2 <MUD T T2 b~y X —IZFHSNT h
ANFENRAAN—LUET, RHLELO XV v M3 D E DMOHEERIZ OV TS, 77 A b
NART By VT HIENTEXET,

T EMERNT T 4y JIZEDRTET 4 =T A VAT Vg o OFEE W U EEL
MUTH T b2 %R TRETE D L2, FEDFATD M RNV EHBXGTEE
T T RAGENI T LT 4 W ZBICRAO Ny =2 T D720, FKSIFNAET

B

B &sL—neRy S—npl



| #EL—LERY S —DBI

[EE L7 (

[85 L% Ly (Do NotDecrypt) IORRX TS U T4 R .

Firepower 4100/9300 & 72 1% Secure Firewall 3100 23 ffl FIRE72 551, K/ 7 v —F 7 v —
REEHTEES, 7eo—F7n— KNI, FETEDL NI 74 v 7ITREBET VU E /(1K
S TCNRT =< A% M ESHLFETT, LexE, 72 —THh—n—DRy 7
T T ERETHIEOIHEHATE £,
BELEYY

K7 o —pF7a— R

TUVITUNEN o TET IR Ay br—)L

Fastpath 7L 7 4 V2 ) U T DRANT T 7T 4 A

Do Not Decrypt) | DRX TS5 74 R

MmO NS Do v oDOX VS

WE . [ L7y (DoNotDecrypt) |/L—/LTlin ¥ 7 & BT 20BN H Y 42,
N— =T D T T 4 v I DARARERIE, e X7 —BICENCT A LN TEE
T, ELWEIT 749N —HLTWNWLZEE2ERLEL, ZNUHD/NL—LDa X 7z
I LET,

BETELRWVWLSI T4 vIDHARSA Y

Web 34 FBEERIES TX 720, £7213 Web ¥4 T TLS/SSL B EHOMNMEH S TW5
B BED NI T4 v I EEETERWEHBICEET, SSL ELVEHO T, 7T UuHFice
T—NERENDLZ L, EEENEYA b~ —F —7 7 2RI HIE S E
-éAO

FAFHEO BB O ORI OV TIX, TLS/SSL DE =2 72OV TE BB L T 2 &0,
FOEHIHA PDOY A NMIROLIICEHINTWET,
» Cisco-Undecryptable-Sites &\ 5 44 il OF#k5BI144 (DN) 70—
cEVBOINARAEELIIBESFRAOT SV —v a7 A
N7 74w 7B ESLTEY, 22—V —RNEEINYA MNIT 7 EBA LI EZICT T UFIC

TT—NERENRNE DT HEHEAIE, HEL—/L O TFEIC[E S L7 (DoNotDecrypt) ]
N—NVERETDHZ L AW L ET,

EVBOENEEREDT 7Y r—2 a v 7 A N F OREFZRITRLET,

w#eL—neR)o—on ]
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. [85-BE%& (Decrypt-

Resign) ] & [fES-BEEND+—

BEL—LERY S—nf |

(Decrypt - Known Key) ]|ORX TS50 54 R

Add Rule ]
Name Insert
DND rule for pinned sites \ Enabled to Category Standard Rules
Action
Do not decrypt
Zones Networks VLAN Tags Users Applications Ports Category Certificate DN Cert Status. Cipher Suite Version Logging
Application Filters ¢* Clear Al Filters X Available Applications (40) ¢ Selected Applications and Filters (0)
Q pin X | [ c search by name any
v Risks (Any Selected) All apps matching the filter ‘ Add to Rule
» Business Relevance (Any Selected) Adrbnb
« Types (Any Selected) Apple Mail
= Categories (Any Selected) Chase
Tags (1 Selected) Dropbox
ﬁ» B pinned certificate 10| | Gman
Google
Google Accounts Authentication
=) -
4 = = 4 =
- ecrypt-Resign =-BE AN — (Decrypt-Known

Key) IODRRX TS0 T4 R

ZOREY T
Key) | DRARNT T 7T 4 ZAZHOWTHALET,

%, [E>-f3E4 (Decrypt - Resign) | &
B A L—L

[1E5-BEA D *F— (Decrypt - Known

N=2 3 VFEERFESAA—FDIL—IILEHZFERALGND

| B

EE

(55 -BE4 (Decrypt-Resign) ]|, [B5 -FIBAZEDEEH A (Decrypt - ReplaceCert) 1.
7213 (85 - BEEIDF— (Decrypt - Known Key) | v—/L 77 v = v & Eie—/L T, [H
A4 — b (Cipher Suite) | £721L[/3—2 3 > (Version) | V— G2 L THERA LZRNT
KTEEW, ZRLDOEMEL—LTHONL—LT 7 a bt bIHATHE, VAT LD

ClientHello ZLHR Iz T L, FHITE W T p—< o ZAPR4E LT B ARE

PR DD £,

[1§5 - BE4 (Decrypt-Resign) 1DIAENE VEOHIZCKDIRA TSIV TF 4R

—EoOT T r—arTik, 77—
VN EHDIATY, =T FE T
DI~

va yARIZIEOY—N—GEHEDT 4 =T
TREEY = 7 LI A M ER S hvE T,
. BB -FE4 (Decrypt-Resign) |77 v a v CHEHBLV—IV ZRE LS

TLYSS. =
alx. 77

Uor—a UINEBRRT AL ANLHEL SN EEZET D L. *ﬁnﬁﬁﬁiﬂﬁ L. HEf

NS E T,

TLS/SSL D & DI I HIE B Z#ET 5 72
HVEFA, V2T NTT 4 v I RNEE
-Resign) ]/L—/L D
FEEO B U D OFEII W T,
HA K] @ TLS/SSL D=2 72D\

B &sL—neRy S—npl

KRB SND LD
IZ[1E % L7z (Do NotDecrypt) ]/1/~/I/7§_’L73W_5 EERHEEL £,

['Cisco Secure Firewall Management Center 5 /3A A

IR EN D720, %Jbif_iﬁliﬁiﬁ‘éﬁ?ﬁ
. 8% -f%E4 (Decrypt

A==

X AE
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| #EL—LERY S —DBI
guceEysEsL—L |}

[155 - BE50Dx— (Decrypt-KnownKey) 1ORR K TS5 F 4 R

(155 - BEEn D % — (Decrypt - Known Key) ]/L—/L7 7 > a id, WEY—A—IZ@n5 b5
T4y IIHRT 2T 7 arThdicd, WIZES V—n ((Fy hU—72 (Networks) ]
J—VEE) IZside Ry NU— 7 HBINT o, T/ A br—LL—L ([V—V
(Zones) | Z# 7 X—) IZkEFXF=2 T4V —rEBNTAHLERDY £5, ZORKE, —
NR=NHEENTNWDE XY NI =7 T A X —T =2 A AN T 7 4 v 7 BPEEEE S,
Xy hU—2 EDONT T 4 v 7 RS LET,

=RYICERET S ESIL—IL

Ty N DRAIOEI BT D=V EHEINCEE L ET, FlE LT, IPT RLRAEZZHRT
L= ([ bU—2 (Networks) ]/V—/V5:4) NHV £9,

REICEET S ESI/IL—IL

WD N — NS T FF o — IR B E T 2 HERNH Y £9, TDOX I A —LDGE, &
AT LTRIT 74 v 7 e REMBETLOILERNH D720 TT,

TV r—va v
cHT Y

- GEWIE

ienl4: (DN)

FERAEAR T — X A

5 21—k

o NR—Tg

HREAR) O—EIIL—ILDERTE
HRORY —REITRO LY TT,
CEERY v
«FTHNNT I a5 L7 (Do Not Deerypt) ] T,
XU T A X —T M LET,

* [SSLv2E v = > (SSLv2Session) | & [JEMES4L7= v a2 > (Compressed Session) |
DM T, EFREIOT 7 2 a2 (Undecryptable Actions) ] % [7' &~ 27 (Block) ]
ICRELET,

e RY L — DB ETCTLS 132G LET,

w#eL—neR)o—on ]



BEL—LERY S—nf |
B oses=rvs—cr—nowx

« /5L —/L  [1E 5 L7V (Do Not Decrypt) | /V—/vT 7 3 a U iMEH SLH LV —/L % R
<, TRTCOL—NLOrX 7EEHIILET, (ZIUHMEETT, HEIN TRV
T74 v 7T DIERER ST DHEIE. FoLr—noaX o S AEMLET, )

T A ay rr—L R L —

HERY— TR 3y hr—)L R —CBEMITET (BEMITE LN
LU HEBRY =L L THEERE L ERA)

T T AN IDORY =T 7 a sk [RAE : N7 AORNTcEX 2 )T 0 LHE

- L

%t (Intrusion Prevention: Balanced Security and Connectivity) ] (Zf%E L £ 7,

° 1 '\«F\\‘/ﬁ‘é?/]) Z\‘P_‘j/l/@: Ljﬁj«o

BENEY Y
WHERY v— OBE  (15—)
B L— OFE (25 X—)
TR aryha—)L R —DOFRE (9X—)

HRARY O—EIL—ILDERTE
HEAEDRY o —REFTRD L BY TT,
cEERY —
«F TN T v a L [E L7 (Do Not Deerypt) ] T,
s XLV HEAF—T M LET,

* [SSLv2t& v = > (SSLv2Session) | & [[EffS4L7zt >~ 2 a > (Compressed Session) ]
DO 5T, [EFARA[OT 7 > a > (Undecryptable Actions) ] % [7 7 2~ (Block) ]
ICRELET,

WY = DFAIRRETTLS 13185 L 2 A8 LET,
« B 5 /L—/v ({855 L7\ (Do Not Decrypt) | /b—/v7 7 ¥ a U MERH SV HL— L & R

L, TRTONL—LDOuX o ZEANCLET, (ZHHEETT, H5ESnTHnARN b
T4y 7T HEREFRRTIHIHAIL. TOL—LouX LA LET, )

T E®A L hu—L AR —:

EHERV—ZT 7R oy ba—)L R Y —CBEMITET (BT A LN
L EBRY = L LIERE L ERA)

T T HNIDORY =T 7 varE [RAME : NT AR X2 VT g LB

f5¢ (Intrusion Prevention: Balanced Security and Connectivity) ] IZf%E L £,

XA X—T I LET,

B &sL—neRy S—npl



| #EL—LERY S —DBI
aexy—ont |

BErEY Y
BER)— OFE (T—)
"L—L OFE (25 =)
T7®Aaryba—)L R —DOFRE (9—)

BER)— DETE
BERY = ITHIRENDRORA NT T 0T 4 AREORE T,
T 7 AN NT VT aid 5 L7z (Do Not Decrypt) | T,
XL T A X —T I LET,

« [SSLv2t w3 = (SSLv2 Session) | & [[Effg S 417k >~ 2 a > (Compressed Session) ]
DT, [E5ARA[DT 73 (Undecryptable Actions) ] % [7 7~ 27 (Block) ]IZ8%
ELET,

e AR L —DEEMIBRETTLS 13RS 2 HNCLET,
FIg

ATw 1 F72 Secure Firewall Management Center (212 7’1 > L TWRWEAIX, v/ A LET,

ATwF2 [RY)I— (Policies) 1>[7 Y ERHIE (AccessControl) | RH L >[5 (Decryption) |1 %7
Uy LET,

ATy T3 HERYv— OBICH D [Fk (EBdiy) ] (£) 227V vr LET,

ATy T4 RX=YOFEICHD[T 74/ DOT 73 a (DefaultAction) 1V A b, [ES LAV (Do
Not Decrypt) 427 VU v 7 LET,
ROMXIFH 2R L TWETS,

Default Action Do not decrypt

ATFY T8 ATORET, [R¥ 7 (Logging) 1 () #7 Vv 7 LET,
ATYT6  [BHROKTRICEX 795 (LogatEndofConnection) | F = v 7Ry 7 A%eA i LET,
WROMIFHF 2R L TVET,

w#eL—neR)o—on ]



wEEL—LERY —0f |

B e=xv—oz=x

Logging @
Log at End of Connection

Send Connection Events to

Firewall Management Center

|':'| Syslog Server

Show Overrides

() SNMP Trap

Cancel m

ATw 71 [OK] %227 YVvr LET,

ATy T8 [IR1FE (Save) 1227 U w27 LET,

ATYT9  [EEARAOT 73 (Undecryptable Actions) | ¥ 7427 U v 7 LET,

ATw 10 [SSLv2t v 3 (SSLv2Session) ] & [[Effik v 3> (Compressed Session) |DT 7 2 3
X[7 vy 7 (Block) JICRETHZ LEAHELEL £,
Fy FTU—27 T SSLv2 ZFFA[ LRV T I2E W, JEMi S 4172 TLS/SSL M7 7 o » 7 (T H R —
FENTWRWeD Ty 7T HRERHY £,
HAT L a VOREICOWTEELLE, BRTERWET T 4 v 7 OF 7 4 /0 MUEA T v 2
V] EZRLTIEIN,
ROBYIHI 2R L TWETS,

SSL Policy Example

Enter Deseription

SSLv2 Session | Block

Rules Trusted CA Certificates Undeeryptable Actions Advanced Settings
——
Decryption Errors | Block v |
Handshake Errors | Inherit Default Action v |
Session not cached | Inherit Default Action v |
Unsupported Cipher Suite | Inherit Default Action v |
Unknown Cipher Suite | Inherit Default Action v|

Compressed Session I Block v

Revert to Defaults |

ATY TN [FEHIEEE (Advanced Settings) | ¥ 7 X—T %27 U v/ LET,
AT w12 [TLS1.318 5D H%hE (Enable TLS 1.3 Decryption) ]9 = v 7 Ry 7 A4 2 LET, oA
Tra COFMBIZONWTIE, BERY —0FMA T a o

. BEIL—ILERY >—nDFI
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| #EL—LERY S —DBI

ATy 713

TOEX Y

FIE

ATy I
ATy T2

ATvT3
ATy T4

72z avra—L Ky v—osz |

Applies to 7.1.0 and later
(_E Block flows requesting ESNI
(M Disable HTTP/3 advertisement

‘ Propagate untrusted server certificates to clients

Applies to 7.2.0 and later
@ ) Enable TLS 1.3 Decryption

Applies to 7.3.0 and later
- Enable adaptive TLS server identity probe

Advanced options are available only with Snort 3

R—=TDEFHIZHD [R1FE (Save) 1227 Vv 7 LET,

RDBERY

BHENL—IL OFE  (253—) OB, BEEL—L ZREL, FL—LEHELE
—é‘o

[o] ~ E e |
fO—JL R O—DERTE
TIRA ar b= R = IHRSNDRONA NT T T 4 AREORE I
HERI) L — % T 78R ary hu— L RY —ZEEMTET (BEMTE LRn e,
EERY — L —VIKELEHA) .
T T AN DNDORY =T 7 ak [RBABHE : X7 AN X2 YT ¢ L
(Intrusion Prevention: Balanced Security and Connectivity) | IZEE L £,

ORI EAF—T T LET,

% 72 Secure Firewall Management Center |22 27 A > L CW2WEEIX, v/ A4 LET,

[7/R1) &— (Policies) 1>[7 ¥ Xl (AccessControl) | REL >[7 Y X HIfH (Access
Control) |27 Vv 7 LET,

TR aryhu—L RY—ORICHD [E (Edit) 1 (F) 227Uy s LEd
(WERY o —REERESNTORVEAR, RTRETSET) .
a) WOKNIRT LT, X—=TD EfICH 5 15 (Decryption) |V 27 %227 U v 7 LET,

w#eL—neR)o—on ]



BEL—LERY S—nf |
. B/BERY—DI+—U ZA)L—

' AC policy #

kets - @ Prefilter Rules —» () Decryption -+ @ Security Inteligence -+ & Identity -

1 Y % } Decryption Policy )
Name Decryption Policy |
] ~ Mandatory (1-1) [ ||".Io e - | |
~  Default

b) URA LG, AT HESR) =042 s Y v 7 LET
c) [Applyl %7 U v 7 LET,
d) ~—=TOEMIZHD [BRIF (Save) 1227V v 7 LET,

ATYTE RX=TDOTFEIH D [Default Action (T 74/ hT 7 ar) 1V ANT, [RARHE : NF
ADENT=tE X =2 YT ¢ LEEHE (Intrusion Prevention: Balanced Security and Connectivity) ] % 2
Vw27 LET,
ROBIFI 2~ L TWETS,

Default Action Intrusion Prevention: Balanced Security and Connectivil » |[= B

25y 76 axyvy (B) 22vvs L%,
ATy TT [HEHOK TR X732 (Logat End of Connection) | F = v 7Ry 7 A% 42 LT,
[OK] %2V v LET,

ATY T8 [R1E (Save) 1227V v LET,

RDBERY
MEZ L —n Bl (15~=2) | 2ZRLTIZEN,

EER)—DOA—O X IL—

TOETIE, RANSTIT 4 AERAT A=A EATAEERY —2ERT B HIEI
DN, Bl o — T AN—%RLET, EFRI T —D7 L E 2 —IZfHEWTRRA
NFF5 0T 4 AOME LR L, HBIZRY —D ) — L ZOWTHB L £,

ITiE, ZoOETHATLEZRY v—T7,

B &sL—neRy S—npl



| #EL—LERY S —DBI
Ry s—en—rozz ]

SSL Policy Example
Enter Description
Rules Trusted CA Certificates Undecryptable Actions Advanced Settings
—_—
+ Add Category + Add Rule | @ search Rules b4
Source Dest Source Dest VLAN Source
" Name Tonse Tonas Natarics Natanis Tags Users Applicati Bosie Dest Ports Categories SSL Action
Administrator Rules
Standard Rules
1 DND internal source network Intranet 3 Do not decrypt rd i
+ Decrypt - =]
2 Decrypt test site y " Astrology (Any Rasign ra | §
3 Do not decrypt low risk v 7 7 Risks: Very Loy & Do not decrypt su
Facebook g
4 Do not decrypt applications 3 3 Facebook Mes Do notdecrypt # W
Facebook Phot
5 Decrypt all but trusted categ v ¥ Any (Except Ui . I:_'ecwpt N £ i
Resign
6 Block bad cert status y y y 1 Cert Status se @ Block su
7 Block SS5Lv3. TLS 1.0, 1.1 y ¥ v 3 Protocol Versi @ Block Lu
Root Rules
Default Action Do not decrypt * | B

FIZOWTIE, ROEASRL T E S0,

BErEYY

HELER Y =L — L ORE (5 2—)

TVIANETHRNT T 4 w7 (16 5—)

(16 =*—7)

CRRED NI T 4y 7 EBE TS (16 X—Y)

T2V D [ 5-HFE4 (Decrypt - Resign) ] /L—/LDOERL (18 ~<—7)
RIVRARZOHTIAY, vEaT—vay, ERETFVr—varz2ETLRn (175—
)

WEA—IV GEHEE T o A=V a v ET ey 7 ERFERTS (19 2—)

=111

HRARY O—EIL—ILDERTE
HREDORY —REITKRD LB Y TH,
cHERY —
« T T IV RT 7Y a AL 85 L7 (Do Not Decrypt) ] T,
XLV HEA F—T M LET,

* [SSLv2t& v = > (SSLv2Session) | & [JHffS4L7zt 2 a > (Compressed Session) ]
DO F T, [ESAR[OT 7 > a > (Undecryptable Actions) ] % [7 72 2~ (Block) ]
ICRELET,

w#eL—neR)o—on ]



BEL—LERY S—nf |
B e=xv—oz=x

e RV L —DFMBETTLS 13 ZHMTLET,

« /5L —L [ 5 L7 (Do Not Decrypt) | /L—/vT 7 3 a Y isMEH SLH LV —/L % R
<, ITRTOL—LOurXr 72 LET, (ZHMEETT, B5INTH2RW R
F7 4y 7 T AERERTTHGEIE. FOL— 10X AN LET, )

TR arbur— LR —

MERY— T 7R av hr—V R —CBEMT £ (BEAHT & L
L EERY =L — LFHERE LERA)

CTIANVNDORY =T 7 v ark RAPHE : T AOERNIZEF 2 T ¢ L8
%t (Intrusion Prevention: Balanced Security and Connectivity) ] (Zf%E L £ 9,

XL T A F—T I LET,

BMELEYY
BER) O — OFE (T=)
HWEL— ORE (253—)

Sin==

TIEAaryha—LRY —DORE (9 2—)

BESR) o— DRE
"R o— ITHEIRENDIRDRA NT T 7T 4 AREDBRE N 1
T 7 AN KT 7 aiF 5 L7 (Do Not Decrypt) ] T,
X T EA =T M LET,

* [SSLv2E v 3> (SSLv2 Session) | & [JEfES4L7z& > 2 > (Compressed Session) ]
DT, [EHFRAIOT 7 23 (Undecryptable Actions) ] % [ & >~ (Block) ]IZ#%
ELET,

e AR L — DI ETTLS 13 R 2 HNCLET,

FIE

AT wF1  F72 Secure Firewall Management Center (212 7' A > L CWWaWAIL, v/ A LET,

ATwvF2 [KR— (Policies) 1>[7 Y A%l (AccessControl) ] Rt L >[5 (Decryption) 1 %~
Vw7 LET,

ATvT3 HER)— OBICHD [fRE (Edi) ] (£) 227V vr LET,

ATV T4 RX=YOFEICHD[T 74/ DT 73 a (DefaultAction) 1V A b, [ES LAV (Do
Not Decrypt) 1% 27V v 27 LET,
ROXIHI 2R L TWETS,

Default Action

B &sL—neRy S—npl
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ATvT5
ATvT6

ATvT1
ATvT8
ATv79
ATy 710

ATy TN

mefys—onzz |

1TOR%T, [BX> 7 (Logging) 1 () 227V vr7 LT,
[BEfc O THFIC e ¥ 775 (LogatEndofConnection) | T = v 7K v 7 A% A N2 LET,
WDOKIIH %2R L TWET,

Logging ®
Log at End of Connection

Send Connection Events to
Firewall Management Center

|___| Syslog Server

Show Overrides

) SNMP Trap

Cancel m

[OK] %7 VU v LET,

[R1E (Save) 1227 U 7 LET,

[5AR"[ DT 7 2 a > (Undecryptable Actions) ] ¥ 7 %27V v 7 LET,

[SSLv2& v+ 3 > (SSLv2Session) ]| & [[Effitz >~ = > (Compressed Session) | DT 7 ¥ 3 >
X [7m> 7 (Block) JIZEETHZ & Z2HEREL £,

F U =7 TSSLv2 ZFFAI LN TL2E W, JEMESIZ TLS/SSL b T 7 o » 7 13 H R —
FENTWRWeHT By 7T HMERHD £7°,

HTATLa VY OREICOVTEELLIE, BEZTERWNT 7 4 v 7 OFT 7 v MLUELA T =
Y ZBRLTIES,

WROMIFH 2R L TOET,

SSL Policy Example

Enter Description

S5Lv2 Session | Block v

Rules Trusted CA Certificates Undecryptable Actions Advanced Settings
Decryption Errors | Block v |
Handshake Errors | Inherit Default Action v |
Session not cached | Inherit Default Action v
Unsupported Cipher Suite | Inherit Default Action v |
Unknown Cipher Suite | Inherit Default Action v |

Compressed Session I Block v

Revert to Defaults |

[FEHIE%E (Advanced Settings) | ¥ 7 _X—T %7 U w7 LET,

BEIL—ILERY —DHI .
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#EL—LER) —0f |
B oexavro—nKys—ozE

ATwT12 [TLS1.3#H 5 DA%l (Enable TLS 1.3 Decryption) | F = v 7Ry 7 A% A LET, thoA
Ta VOFEIZOWTIE, HERY —0OREA T Y a3 v
Applies to 7.1.0 and later
(I Block flows requesting ESNI

(W Disable HTTP/3 advertisement

‘:::- Propagate untrusted server certificates to clients

Applies to 7.2.0 and later
@ ) Enable TLS 1.3 Decryption

Applies to 7.3.0 and later
‘ Enable adaptive TLS server identity probe

Advanced options are available only with Snort 3

ATy T3 X—=VOLEIcHD [RIE (Save) 1227V v 7 LET,

RDERY
WEL—IV OFRE Q5%—) OFMIIMEN, HEL—L ZFHEL, FL—LERELE
hd‘o

FHEXarrO—)LRY) O—DHE
TI7EAarybag— R —IIHREINDRDRA NS T I T 4 AREDOREFHIE

EERV =27 78R ary hr— R —ICBEMTET (BT E Lignd,
BERY S — L —THEEELERA) .

T T AN INDORY =T vark RAE : N7 AORNIZEX 2 VT ¢ L

(Intrusion Prevention: Balanced Security and Connectivity) ] (Zi%E L £7,

XLV EAX—T I LET,

FIE

AT w71 F72 Secure Firewall Management Center (212 71 > L TWaWEAIX, vr 14 v LET,

AT 72 [[R) >— (Policies) |>[7 Y X%l (AccessControl) | RH L >[7 7 X HI{H (Access
Control) |22V v Z7 LET,

RTFvT3 7R arbe— LR —OfICHD [k (Bdit) 1 (£) 227V vr LET
ATvFT4 (HEER) O —RNELERESNTORWESIE, B TRETEET) |

B &sL—neRy S—npl
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| #EL—LERY S —DBI

T |

a) ROKNZIRT LT, X=YD EfICH 5 15 (Decryption) (V7 %227V v 7 LET,

' AC policy #

ts -+ @ Prefilter Rules —» () Decryption -+ @ Security Intelligence -+ & Identity -

|i‘ | e Decryption Policy o |
O Name Decryption Policy
[ ] ~ Mandatory (1-1) |NU‘1e v
O
~ Default =
‘C @ I Decryption Policy
T this sect

b) VARG, AINCTHESRY —04HE 7 ) v 7 LET
c) [Applyl 27 V> 7 LET,
d) X=YOLEICHD [IRTF (Save) 1227 U v 7 LET,

ATYTE R=TDOTFHIH D [Default Action (T 74/ vT 7 ar) 1V ANT, [BAR#E : T
ADENT=tEFX = YT ¢ LEEHE (Intrusion Prevention: Balanced Security and Connectivity) ] % 2
Vw27 LET,
ROBIFI 277 L TWET,

Defauilt Action Intrusion Prevention: Balanced Security and Connectivil v | = B

27v76 axyy (B) 22V o LET,

ATy TT [HEEOK TRICE X273 2% (Log at End of Connection) | F = v 7R 7 A& A2 LT,
[OK] %2V v LET,

RATv T8 [RTE (Save) 122V v LET,

RDERY
Mg L—n il (152—) | ZBRLTLEFEN,

ESIL—IL 5l

DB arTiER, BEA—ALOHERL, VAIDONRARNTTIT L ATOWTIHLE

o

FERIZ OV TR, ROEEZZRL T EZSVY,
BErEYY
TVLIANETERNT T 47 (16 3—)
(16 ~—2)
CKEEDRNT T 4w 7 EETTD (16 X—)
BYVRIZOHTIV, VEaT—vay, RET TV r—va a2l Ly (178
)

el

BEIL—ILERY —DHI .



BEL—LERY S—nf |

. TLI4NETBHRITavY

73O [HE-FHE4S (Decrypt - Resign) ] b—/LDOAERL (18 ~X—7)
BEL—L GEHEL o bar =Yg a7 uy 7 FEERT S (19 =)

TLI2ANETBHLSTa0Y

TVLTZ g NE Y TNET 7 AR ORYO 7 2 —X T, L0V Y —REEDORE Wiz E
TT5RNATONE S, LT 4 Z ) 701, Wi~y X —2 i L7e, KBRS X
RY g VHERE R A T BB ORME & T S L. Ao/ T, PN I T AN E
7T

TVLIZANEY T, BEF 2V T A D=—RE v T T 4 w7707 7 A MIESHTHRFT
DEVBENHDHT-0, UTFERNRETDIHRI —L AL ART v a UL TIVLENSHY F
E

« Microsoft Outlook 365 72 & DO— %72 T 7V r—3 3 o

o —N—Ry I 7T O LTy TR

EErEYD

TUVITUNEN o TET IR Ay br—)L
Fastpath 7L 7 4 VR ) T DRANT T 7T 4 A

BIOBARN D E 5 —L Tid, WExy hU—72 (intranet & LTER) IZM5 b7 7 4 v
IFETSNERE A, [E5 L7 (Do Not Decrypt) ] /L—/L7 7 3 3 i, ClientHello 12—
BT 2720, IFFITEBILIINET,

N

GE)

NS DNS H— =235 N DNS U V' L2 (Cisco Umbrella IR T 7° 5 A4 7 o A 72 &) IZAH
INT T4 I RBLIGEIT. ENOLD T T 4 v I [ E L7V (DoNotDecrypt) ]/V—
NEBMTEET, NEEDNS —"—THEOr FRiik SNG4, Tz L7 b
AV TR —IZEMTHZEHTEET,

7liZL, A F—Fy hb— K H—s— (J=& zIX, Active Directory [ ZFH %A F #1172 Microsoft
WESDNS U Y LX) 7ol A Z—3 >y MZHNI DNS N7 7 4 v Z7IZiE, [E5 L7 (Do
Not Decrypt) [ /V— AT LT 4 NE VU T ERMEA LW EEBRIHRLEST, 20857
BEE. NI T4 v I EREBIIRET D, TRyl T EERRTOMLERHY 7,

JL— )V DFER

- HEDLSI T4V I %ESTH
ZOHITIR., RON—IIIF T a T, ZOA—T, BONTZEZATDORNTT 4 v 7%
BWEBIOERLTHL, Xy NU—2 LTHAT L30T 25 IEHLET,

JL— VDR

B &sL—neRy S—npl
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| #EL—LERY S —DBI

EURIOATIY, LEaT—vay, FRE7TUr—vaveasLan ||

BYRYVDATIY., LEaT—Yav, &FE7TUr—avEES LGN

Xy MU= LD T 74 v 7 EFHELT, BV AZDOHT IV, LE2T—vary, 7203
TIVG—=val—ETH T 74y 7 &ML, 5 L7V (DoNotDecrypt) 177 ¥ =
YEMEHLT, EFNoD0A—AEZBINLET, FT7 74y 7 ORERIZEY £ < ORI D
7o, T O— VIO LY BARR 7R [ L7euy (Do Not Decrypt) ] /b—/L D& 2B
LET,

RITH 2R L ET,

SSL Policy Example

Enter Description

Rules  Trusted CA Certificates  Undecryptable Actions  Advanced Settings

+ Add Category + Add Rule Q,Search Rules. x\
Source Dest Source Dest vLan Source
g Name bty . il e ik plee users Applicati. | pout® DestPorts | Categories  SSL Action
Administrator Rules
T
Standard Rules
1 DND internal source network Intranet 9 Do not decrypt # W
2 Decrypt test site Astrology (Any el su

Facebook _
4 Do not decrypt applications. Facebook Mes. © Do not decrypt # W
Facebook Phot

;0 00 notcecnpt iow sk Risks: Very Low y THp—

5 Decrypt all but rusted categ . Any (ExceptUn Ll |
6 @ Block bad cert status. y 1 Cert Status s¢ @ Block su
7 @ BlockSSLv3. TLS 1.0, 1.1 3 Protocol Versi @ Black su
Root Rules

m

Default Action Do not decrypt -8

JL—)VDFER

Editing Rule - Do not decrypt low risk 9
Name
‘ Do not decrypt low risk ‘ Enabled Move
Action
%) Do not decrypt ¥ ‘
Zones Networks VLAN Tags Users Applications Ports. Category Certificate DN Cert Status Cipher Suite Version Logging
Application Filters ¢ Clear All Filters Available Applications (1483) ¢ Selected Applications and Filters (1)
Q, Search by name | | Q, Search by name Filters
v Risks (Any Selected) 050plus o MalcxvenyLow, Lov -
] VeryLow 538 1&1 Internet [
[] Low 454 1-800-Flowers 0o
[ Medium 282 1000mercis B
[] High 139 12306.cn B
7] Very High 70 123Movies
v Business Relevance (Any Selected) 126.com
] Very Low 580 17173.com

1< < Viewing 1-100 of 1483 > >|

Cancel | Save

BEIL—ILERY —DHI .



BEL—LERY S—nf |

. W73 UD[ES-BEESL (Decrypt-Resign) ] /L—)LDIERL

Add Rule ")

Name Insert

Do not decrypt applications Enabled into Category Standard Rules v

Action

Do not decrypt

Zones Networks VLAN Tags Users Applications Ports Category Certificate DN Cert Status Cipher Suite Version Logging

Application Filters Clear All Filters X Available Applications (0) Selected Applications and Filters (4)

Q pinn X Q faceb X Filters
v Risks (Any Selected) All apps matching the filter Tags:pinned certificate Filter:"faceb u

« Business Relevance (Any Selected) Applications

Facebook

L 1]

» Types (Any Selected)

w Categories (Any Selected) Facebook Message ]
v Tags (1 Selected) Facebook Photos ¥
pinned certificate 0
e |

EELEY Y
TN = a VOB EDNRA NS T T T 4 A
T r— g UHIENC RS T D HERE IR

AT D[ES-BEES (Decrypt-Resign) 1/L—ILDERK

FIE

&I
ATy T2

ATvT3

ATv74

IOy 7 TR, ROGEOY A FEBRSTRXTOHA M LT, [E5-FE4 (Decrypt -
Resign) |77 ¥ a AL TR S LV—IV ZERKT 204" LET, ZDONA—LTIE, [F—
DI E B (Replace Key Only) 147> a2 LET, [1E5-HE4 (Decrypt - Res1gn) ]
V= NT 7 a v TEEIZZOF T a Vv EFEATHZ 2R L ET,

[F—DH%EH (Replace Key Only) 147 v a v &2EHT 5L, HOBAGEHAEEZFEHTS
YA FEBRUIEEE, Web 77 UV ICt X2 T 4 EBERNEREND D, 2—P—
X2 T 4 THREIN T WY A PEBELTWAS Z EIRSMEET,

CON— VR TEICRET 22 & T, MAORFEZENTE, L—AE2RY —ORHIC A E

L3 knbiﬁkﬂ7ﬁM7/qu%%5K5 L, VI T4 v EEEL, BB
WS L THRETE 9,

% 72 Secure Firewall Management Center (272 27 A > L TWRWSEEIX, v/ A LET,
WHFERER) (CA) % Secure Firewall Management Center ([## 72 x4 k (Objects) |>[A# 7>
2 FEHE (Object Management) ]. &IZ[PKI]>[NECA (Internal CAs) ) &7 v 7 r—F
LET (FE7 vy 7ua—RFLTOWARVER) .

[R1) &— (Policies) |>[7 % A #lfHl (AccessControl) | RH L >[5 (Decryption) |1 %7~
Uy LET,

BERY v— OfRICh D [fE BdiY ] (£) 22V v s LET,

B &sL—neRy S—npl
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| #EL—LERY S —DBI

ATvTH
ATvT6
ATvT1
ATvT8
ATvT9

ATy 710
ATvIN

ATvT12
ATy 713

BEsIL—I

#BEIL—I

Vv—L®DENM (AddRule) (%227 Vv 7 LET,

MAEL IO baLA—CavETny s EaERTS |

[4 07 (Name) ] 7 4 —/V RIZ/L— L&k 24812 A LET,
[77 3 ar (Action) 1V A M0D, [EE-F5E4 (Decrypt-Resign) [#27 V27 LET,

[with] U 2 b 226, WNESCA O&4RiTE 7 U v 7 LET,

[F—D A% EH: (Replace Key Only) | v 7 A& AN LET,

ROKIH 273 L TOET,

Name Insert

DR rule sample Enabled below rule

Action

5 Decrypt - Resign » | with I IntCA

- | e

[#7 Y (Category) | X7 X—V %7 U7 LET,

[#77 2V (Categories) 1V A bD EFT, EE CROFEZERL)

Vv LET,
[LE =7 —3 3> (Reputations) | U A b T, [{EE
L—/WZiBNN (AddtoRule) 127 YV 7 LET,

ROKIH 27~ L TOET,

Editing Rule - Decrypt all except trusted cat

Name

Decrypt all except trusted cat Enabled Move
Action

~i Decrypt - Resign w | with | IntCA v | C Replace Key Only

Zones Networks VLAN Tags Users Applications Ports Category Certificate DN
Categories Reputations

Q, Search by name or value Any

5 - Trusted

Any (Except Uncategorized)

Uncategorized 4 - Favorable

Adult 3 - Neutral

2 - Questionable
Advertisements @

Alcohol 1 - Untrusted
Animals and Pets
Arts

Astrology Apply to unknown reputation

1< ¢ Viewing 1-100 of 125 > 3|

EENEY D
WNERRGE A7 Y =7 b

Replace Key Only

(Any (Except Uncategorized)) ]

(Any) 1227V 7 LET,

Cert Status Cipher Suite Version Logging

Selected Categories (1)

Any (Except Uncategorized) (Reputations 1... @

Cancel | m

EIEEﬂ%& 7"[:] F:)L/{—*‘)H y%jl:l “J7$7’:(i§§*ﬁ.75

BBEOESL—E, &S B TR b AUENLER L— L DT, RIERGFHE L 242 Th
WrZe hannR—ya VEERERIIT ey 7T H5L— T,

w#eL—neR)o—on ]
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BEL—LERY S—nf |
B 5 awExs—sxegmsr-aIny s mEL—L

JL— )V DFER
EELE YD
Bl FEAEA T = AR E I T 0y 745 HEL—L (20 2—3)
Bl Fa halrR—g UEEREII T ey 2T 5 EEL—L (21 X—)
F 7 a rof s FEBRERRBL OB EL I T ey s D~ =a TV ESL—L (23 X—
D)

Bl : FIAZER T—AREE/RFLEITOVITHESIL—IL

BHEOERL—T, b BERE TR OUENLER L — LD, RNIERFEAE L LA TR
WZB hanR— g v EBERERIIT ey 7 TBAL—LTT, ZOk 7 v a rofliL, FGEH
EORT =LA ZLHST NI 74 v 7 B#ERERITT ey 7 T8 HEERLTWET,

|

EE [K5AA— b (CipherSuite) ] & [/3— = > (Version) |D/L—L 5%, [ v 2 (Block) ]
F2E[VEYy FLTT7 a2 v (Block withreset) | D/L—/L 7 7 L a U iMER &I TS /—
IWTOARMERLET, [E5 A4 —F (Cipher Suite) | £721X [»3— 3 > (Version) | % [1H 5

- F%E4 (Decrypt - Resign) | £721% [ 5 - BEFnD % — (Decrypt - Known Key) | /V—/L7T 7

varvltlhIFRALANTLEIN, L— DO bO&EEMOL—LT 7 ar bl
WZERT 5 &, A7 L@ ClientHello LBIZTFH L, PR TERWART 4+ —< U AREL HF]

REMER DY £,

FIE

AT w71 F72 Secure Firewall Management Center (212 7' > L CWW WAL, v/ A v LET,

ATwvF2 [KR)— (Policies) 1>[7 Y A%l (AccessControl) | Rt L >[5 (Decryption) 1 %~
Uy 7 LET,

ATv T3 EHERV— OMICH D [RE (EBdit) 1 (£ 22U vr LET,

ATy T4 FEL—L ORBICH S [k (BdiY) ] (£) 2270 v 7 LET,

ATy7T5 L= (AddRule) 1%227 YU v 27 LET,

ATY7T6 L= OENM (AddRule) | ¥ A7 07Ky 7 A0 [4H] (Name) | 7 4 —/b FIZ, L—/L O
AETE AT LET,

ATFw T [FEHEAT—HX A (CertStatus) &7 U v 7 LET,

ATYv T8 FIHERAT —H RFIROA T v a v Bdb D £,

Mt DA ERT — X ANFET D L X ITRETAEESIE. [TV Yes) 1227V v 7

LET,

T DAHFEAT —FZ ABRFEL RN E ZICRET2HE1E, Wz (No) 1227 U

7 LET,

B &sL—neRy S—npl




| #EL—LERY S —DBI
Bl 7o rans—vaveERErEIny s mEL—L [

AN =BT D E X/ ARy T O5EIE. HEE (Any) 1227V v 7 LET,
DFEY, MEE (Any) | ZERT L&, SEHEAT - 2OFEICEHD L —/WT—8
L\iﬁ—o

RATvF9 [Tz (Action) ] VA RT, [BH (Monitor) 1527 U v L T—MI—&KTDH T
T4 DOREEMRL T ZICEET D0, [Pey 2 (Block) |F-E[VEy LT R Y
2 (BlockwithReset) 1227 U >y 7 LTI 74 v &7my 7 L, RBEICSCTHREZ ) £y
cLET,

ATYT0 N AA~DERERFT DL, N—VDFEICHD [EM (Add) 1227V v 7 LET,
ATYTIN KUV —~DOERERFT DI, X—=V DO EHICH D [IRfF (Save) 15227V v 7 LET,

1

HEAkIE Verified Authority & W\ 9 FRGER A FE L TWE T, #H#kIE Spammer Authority &
WIOFRIERZEE L TOWERA, VAT LEPEE X, Verified Authority DFEF#3S X
Y, Verified Authority D317 L 7= CAFEHEA T v 72— KL %9, Verified Authority
DLLATNZHAT LTIZREED 1 D& R S8 72720, v AT LA X Verified Authority
MO INIZCRLET v /r—RNLET,

RORIE, A7t EE T = v 7 T 5EHEAT — X ZAONV—VGEERLTVE
T, ZHUS LY Verified Authority 7> HFET E4727% CRL ICITFER SN TR L, Bl
RCHMHIH OB E LT AORANICH 20 E I »RT =y 7 ERET, ZOH
ETIE, ZNOOMEHETH HALENT T T4 v 73T 78R3y br—ildy
HRB Ui S EEA,

WOMIT, AT —ZABFIELRNZ 2 F = v 7T HAHERAT —F ZDL—L 5%

R L TnET, ZORETHE, HIRUIIZZ > T WiEEZ A L 51k
SN T 747 ERRELET,

WROBITIE, W FATHE OFEHE, A CBA SHIEAE, WIRTINOERE, B
FOMENIGEHEDNEE F T 74 v 7 THRASHLTWDEE. F I 74 v 2713200 —
S —BLET,

ROKIL, FRD SNI DY — =L —FT 5. FTIXCRLBFGR TRWEEIZ—
T HFHEBAT —F ADN— V&R L TOET,

Bl: ForalnN—CarEERFEEIOVITEESIL—IL

ZOHITIE, TLS1.0. TLS 1.1, SSLV3 2 DX aT A EINRL ok y NU—7 |
DTLSBXSSL Y m barcr Ty vy s3T5 5EERLET, 2oL, o hari—vg
V=V IRED XD ITHERET AN OWT S DA LEESIZHI T A 20IicEdENTVET,

HtFaT7RTw b AIT_NTI A7 0 A FARERTZD, Xy P U =7 bR D
BHYES, ZOFITIE, ROX DT ET,

@ HENL—IL D [/X—T 3 (Version) | _X—VEHEHALT, —fHOTa harrray s
THZENTEET,

w#eL—neR)o—on ]



BEL—LERY S—nf |

B o Jorann—vaesmErainysTsEsL—L

FIE

ATy T
ATy T2

ATvT3
ATv74
ATvT5
ATvT6

ATy IT17

ATvT8
ATvT9

| o

s SSLV IFE S AT L R Snd 720, BEHRY — D[S A DT 7 2 3 (Undecryptable
Actions) |ZfEA LT vy 7 TEET,

e [FIBEIC. JBEHE TLS/SSLITYR— FENTWARWED, 7Tavy 73 0ERHD 1,

X

[55 AA — b (CipherSuite) ] & [/3—> = > (Version) |D/L—/L5:M41E, [ v v 2 (Block) ]
FX[VEYy L TZr >y (Block withreset) | D/V—/LT 7 L a UIMEH I TWHL—
NTOMEALET, [KF5AA—F (Cipher Suite) | £721X [/3—Y 2 > (Version) | % [ 75
- %84 (Decrypt - Resign) | 7213 [1E 5 - BE&n D % — (Decrypt - Known Key) ] /L—/7 7
TartlbIEALANTEEN, L= LD INLDOEMEMONL—LT 7 a bbb
AT 2 & A7 LD ClientHello WEIZFPE L, PRITERWRT 3 —< U ANAEL HH]
BERSH Y F9,

% 72 Secure Firewall Management Center |22 27 A > L CWeWEEIX, v/ A4 LET,

[R1) &— (Policies) 1>[7 ¥ X #I#l (AccessControl) ] RH L >[#HS (Decryption) ] % 7
Vw7 LET,

"ERY v— OMICH D [ (Bdit) 1 (£) 220 v 7 LET,

HWHL—L ORICH B [ (Bdit) 1 (£) &2V v LET,

L=V DEN (AddRule) 1%7 VU v 7 LET,

PL— DB (AddRule) | ¥ AT R 7Ry 7 AD [4HT (Name) | 7 4 —/L RiZ, L—/LD
A AT LET,

[77ay (Action) |V A I [7ay 2 (Block) |F£721E[VEy FLTTr vy 7 (Block
withreset) |27 U v 27 LET,

[/3— 3> (Version) | —Y %27 U7 LET,

SSL v3.0, TLS10, TLS117%2 &, EXaT7 Th{Ros7a baldF v IRy 7 A%F
VICLET, Bl&EmE X aT ERASNTWA T halDF 2w IRy 7 A% A7 LE
ﬁ‘o

RDKIHI 2~ L TWET,

B &sL—neRy S—npl
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AT ar0f : ERERNAOERELITOVIDOI=aTILESIL—L .

‘ Editing Rule - Block SSLv3. TLS 1.0 o

Name

| Block SSLv3. TLS 1.0] | Enabled Move

Action

@ Block -

Zones Networks VLAN Tags Users Applications Ports Category Certificate DN Cert Status Cipher Suite Version Logging

SSLv3.0
TLS v1.0
TLSv1.1

TLSv1.2

| Revert ta Defautts

ATy T MBS U O — Vb 238 L £,

ATvyvINn

B (Add) 1227V v 27 LET,

A7 arnfl AREHNAOERFELEITAYIOI=aTILESIL—IL

FIE

ATy T
ATy T2

2AFvT3
ATvT4

ZON—F = AA—REAEOBAIAICHESWT R T T v 7 2R E T ey 250
BIZOWTOTAT T 2L, b OD LA 270G ENTWET

Moz, Ea— R g, Mk 3 L OB THERR T E £, i3 IbEA DA T

*%Ekéﬂi?o f:&iﬂi\ https://www.cisco.com@%ﬁ%%@;ﬂéﬁ%&icisco.com(:“g‘o (f:f:
L., ZHEST LM TIEH Y EA, —IRAHTZ A2 2 HIEIZ >V T, [Cisco

Secure Firewall Management Center 7 /34 AR EHT A K| Oinl4 (DN) O— LGt a2 2
LTLEEY)

7747 v NESROURL DA A NAERG X, — =4 F5E (SND TF, 7747 M.
TLS N> R =A 7 OSNIWEIEZMEHA LT, Bt T 48R My (72 & 213,
ZRELET, ®IZ, —"—=F, B—-DOIPT7 FLATTRTOIHEERA N LN,
R AN T DT DI B RS T HME X — LiEHET = — 28I L £ 7,

auth.amp.cisco. com)

% 72 Secure Firewall Management Center |22 27 A > L CWeWHEIX, v/ A LET,

[R1) >— (Policies) ]>[7 Y £ A#fHl (AccessControl) | RH L >[5 (Decryption) ] %7
Vw7 LET,

WERY S — OMICHD [RE (Bdit) 1 (£ 2270 v 7 LET.
WEL—L ORICHS (e (Bdi) 1 (£ 2207 LET,

w#eL—neR)o—on ]
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BEL—LERY S—nf |

B 77 : 00 angsis0ERz-EIny s 027 L EEL—L

ATvTh
ATvT6

ATy T1

ATvT8
&I

ATy 710

ATy TN

ATvT12

ATy 713
2ATv 14

ATy 715

[b— DB (AddRule) 1227V v 7 LET,
V= DB (AddRule) | ZA 7 7Ry 7 A0 [4H] (Name) ] 7 4 —/V KiZ, L—/LD
ARiEANTILET,
[727 3 ay (Action) VA MG [Zuwy s (Block) |72 [VEy FLTZr vy 7 (Block
withreset) |27 U v 27 LET,
[DN]%#27 U v 27 LET,
[ JHFTRE72 DN (Available DNs) ] C. BT 24 2R L £,
s I T AT Y = FEERKLTY A MTBEMT 5121F (B THRMCENTEET) |

[ FA WTRE72DN  (Available DNs) ] U 2 h o Fi2d 5 [ (Add) [ (T) %2V v 7 LE
KR

BT 2MANA ATV 27 MBI N —T ERET DL, [HHFRE/2DN (Available
DNs) 1 U A D EIZHD [4BTETZIIMETHERE (Search by name or value) ] 7’127 k%
sV L, ATVl FOLRIERIZAT V=7 FOEE AT LET, ANZBET5
EURIMREH I, —EHTHAT V7 FRFRTRINET,

F7 2l NERIRT DI, 204 T V=27 v 22 Vw7 LET, $RTOATV=7 b
BRI 2IE, A7V v 27 LT [T TER (Select All) | 28 IRL 77,

[Y7 ¥ =7 MTEM (Add to Subject) | F 7213 [FEATCIZEM (Add to Issuer) %27 Y v 27 L
*7,

Ev b

BRI AT P2/ b2 RTy 7 7o R Fry TR NMIBMTAZELTEET,

FETHRET DV 7 F VA 1213384 D H 25/ 13. ZND A4 B L £ 7, [Subject DNs]
F 7213 [Issuer DNs] U A FD FiZ& % [Enter DNorCN] 77 v& 27 ) v 7 L, @4 7
A E AT L CIAAdl 227 Y v 7 LET,

EHLHDY A MIH CN EIEXDN ZBMTEETHN, [H7 =2 DN (Subject DNs) |V
A MZBINT 2 ORI TT,

=V BN B, FREE T £,

BTLED, W= ~OELERFL, X—VOTHICH S BN (Add) 227 Vv 7 LE
—é_\o

R S —~DEFELRAFET DT, =20 LIcH D [R1E (Save) 227V v 7 LET,

1

KDL, goodbakery.example.com (Zxf L THAT S AU7-FEEFS L UF goodca.example.com
[Z K> THATSNIREHFE LR T 2804 V=V R_ 2R L TVET, ZbORE
HETHZLENT N T 74 vy 71373 SN, 778X ar be— Ll L0 HlEh
£7,
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Enter DN or CN \ Add \ Enter DN or CN

== )
EHIL—IL DEXTE

WENL— NV ITHIRINDERA NS T 7T 4 AREOKET L,

N —)v : [fH5 L7222 (Do Not Decrypt) | /b—/T 7 v a UIMER SNV — & BR< |

TRTOL— DX TEFNILET, (ZIUIEETT, BFSnT0WinwhI 7 v
JICET A IERAEF TR T AT, FoL—LoaX ZEEICLET, )

FIE

AT w T 1 F72 Secure Firewall Management Center (22 27 A > L TWRWEEIX, vr A4 LET,

RTvF2 [K1)— (Policies) 1>[7 Y A (AccessControl) | RtHL >[#85 (Decryption) ] %~
Vw7 LET,

ATvT3 WER) — ORICH S MRk (Bdit) | (£) 227V v LET,

ATvT 84 HEL—L ORICH L [ (BdiY) ] (£) 227V v 7 LET,

AT TS X7 (Logging) 1 #7 %7V v 7 LET,

ATy 76 [HRROKTRIZE X 7925 (Logat End of Connection) %7 U v 7 LET,

ATy TT [RTF (Save) 1227V v LET,

ATV T8 X—=Uh EIIZH D [R1F (Save) 1527V v 7 LET,

w#eL—neR)o—on ]
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CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
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TIKETAIPMDRF AV M ESELESZL,



