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¥ 733104 AR L ET,

s [*F¥J L — K (Average Rate) ] : Syslog A v E—IARDOYE L — RO LEWVWE (25 ~
2147483647) ., 7 7 A/L ME 1 FEIZ 200 AT, EHL— NEBX D E, T35 R
Syslog A vt —7 733105 24 L £,

INLOFT Y a 2T 5581, ROFIEZFATLET,
a) [ATPxs k (Objects) 1>[ATP v FEE (Object Management) ] %R L £7°,
b) [FlexConfig] > [T¥RA b TP x4 k (Text Object) | ZiEIN L £7,

) VAT LEFEAT T 7 | threat defense_statistics D [ (Edit) ] (#) 227U v s L
EJr AN

B v-—cxKRys—
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d)

2)

h)

)

)

SYN 75 K DoS Bsehh 5 D —i— g (Tep k72 |

EIXESEET T ETN, [F——F4 F (Override) 'E7 > a v afZ, B (Add) ]
Vw7 LT, TARAF—N—=F 4 REERTDHZ EEHERLETS,

(T7®A aryta— R —0EOVETEHLT) —ER R —%E) 4T
DFANAL ZERIRL, BB (Add) 1%227 Y v 7 LT, BIRERY X MITFAA 255
L FET,

[A—/3—=F A K (Override) 127 V7 LET,

FTV 2l M3 OOy MU RKERED, 3ICRLIETHESC TV b
(Count) 1227 Vw7 LET,

L— MEBE, S—A R L—bh, BEOFEHL—FE LTI ~3DJEFTHEREEZ AT
LET, A7V bOBAEZSKL, ELWEFTHEZANL TS Z L 2R LT
{TEEW,

(47 Y= DA —s3—=F A K (ObjectOverride) 1% A 717 R w7 ZATHEM (Add) ]
7y LET,

[TF AN AT V=7 hOfEE (EditTextObject) 14 A 717K v 7 ATHEFE (Save) |
7 Vv LET,

ATy T4 TCP ATZEOMEHEREA DL ET,
TCP fRATAE DR FHE R 2 AN 5I21E FlexConfig R U > — &R ETDILENH Y £,

a)
b)

<)

d)

[T/84 R (Devices) ]> [FlexConfig] ZE4R L £,
RY =TT A RZEHD G TTOLHAIE, TORY U—afRELET, HIV Y
TTWZRWERIE, HLWARY =2 B LT, REZT 57 A XITHY Y TES,
[FIH FIHE 72 FlexConfig (Available FlexConfig) ] U A I C [Threat Detection Configure] % i
WLTP>122 Vv 7 LET, A7 V=7 b [RGB FlexConfig (Selected Append
FlexConfigs) ] U A MZBIEE T,
[fR1F (Save) 1227 Vv 7 LET,

(A7 ay) [FLE2—@&E (PreviewConfig) | 27 Vv 7 L, WITNNLDT /A R
EBIRTHZ LT, HRENELWZ E AR TEET,

WOREBIRFIZT N ACEBXAENL CLIa~ > RAERESNE T, Thboa~vr R
I, —E R R o—BLUOEBERHOFERICVE o~y RREERET, 7L
Fa—DFICAZ7n—/L LT, BIMENZCLIZHERLET, T 74/ MEAFEHLTWY
L%6. TCPRATZEOFFHERO 2~ R, RO X220 T (b3 <T5
TEDIZBATSNTHET) &

###Flex-config Appended CLI ###

threat-detection statistics tcp-intercept rate-interval 30
burst-rate 400 average-rate 200

ATYTS ZNT, ¥EEZTLHTNAA RAEELRFATEET,
AT9T6 KOa~vy RE[MHLT, 73 2D CLI 2»b TCP fATZEOMEHERALE=X—L £ 7,

« show threat-detection statisticstop tcp-intercept [all | detail] : B8 % 521 F TR S - BN
10D —"—%2FRLET, al ¥F—V—FiE, FL—2ZANTWVLTXTOHF—"—D
BIET — 5 HFR LET, detall ¥—V— RiE, BEY TV 7 T2 EFRRLET,

y—exRy L — i
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B Firewall Threat Defense 534 2% F L—2L— FZRTT

VAT ATV — MNEBORNICK O 30[RV 7V 7T 570, T 74/ hD 3045y
MDA, 60 7 Z L ICHEHERNINE S ET,

GE)
shun =<2 REMFALT, FARIPT RLA~OKELY T 0 v/ TExET, 70l %
B4 512X, noshun =< R&EEHA L E7,

« clear threat-detection statistics tcp-intercept TCP {17518 O FHE M &2 HIFR L £ 4,

1 -

hostname (config) # show threat-detection statistics top tcp-intercept

Top 10 protected servers under attack (sorted by average rate)

Monitoring window size: 30 mins Sampling interval: 30 secs

<Rank> <Server IP:Port> <Interface> <Ave Rate> <Cur Rate> <Total> <Source IP (Last Attack

Time) >

1 10.1.1.5:80 inside 1249 9503 2249245 <various> Last: 10.0.0.3 (0 secs ago)
2 10.1.1.6:80 inside 10 10 6080 10.0.0.200 (0 secs ago)

Firewall Threat Defense 7/\f X Z FL—XIL— FIZRTRT B

FIE

5 7 %/ k CTlX. Firewall Threat Defense 7 /31 AL, FL—ZA)L— Mk y & LTERRIN
FHA, BRINDEIITT DI, T/ AT 537 > b OfFfe flRERF A2 3805 L,
ICMP EEARREA v &=V D L— MlRZECTHERDH Y £, ZNzfTHid, —Ev=R
R = =V EZFHEL, ICMP 77 v N7+ —LKER Y O — 2T HHLERH Y £,

\)

GE) TFRealRER 2O+ &, TIL 2N 1 o7 » MI oy 7SN ET0, BEICTIL AL - &

By IEENTWAAREMERSH 5 E W IIED T, v v a K L THER B
NFET, OSPFhello /X7 R D—H#D /7w MEITTILN 1 THEEIND 72D, T ol HERE
MO TETHLARAWERNAELDZ LA RICERELTLLEIY, N7 4w T 7T R
EERTHERICIE., TNOOBEFHICER LTI EIN,

AT v T 1 Traceroute L R— 2B T DT 7 4 v 7 7T A% EHET DHILHE ACL ERL L £,

7ol 21X, OSPF b7 7 4 w7 %R, TXTCOT RLAD T 7 4 w7 7T RA%RERTDHIC
T, WOFIEEZFEITLET,

a) [ATPxH b+ (Objects) |>[AT Pz FEE (Object Management) | Z IR L £,
b) HRG [TU2ERX )R (AccessList) | > [#:5E (Extended) | Z#3R L £,

c) [WEET Z7&AYU A NZIEM (Add Extended Access List) 1 %27 U v 7 LE 7,

B r—cxRy— I
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ATy T2

ATvT3

Firewall Threat Defense 7/3f X % k L—RJL— FIZRTFT 5 .

d A7 V=7 bO[4HT (Name) | (traceroute-enabled 72 &) # ASJLE 7,

e) [EM (Add) 1227 VY v 2 LT, OSPF Zp#4 H— L ZBML E9,

f) T varvuE[ZayZ (Blok) JWZEEL, [A—bF (Port) 227V v LET, [sB5
A—F (Destination Ports) ] U A R FT7' 1 kL& LT [OSPFIGP (89)] Z &R L,
GEM (Add) 1227V v 27 LT, 7u halz@EfigkAsa) 2 MIBMLET,

g) [MEETZ7EA VAL =Y (Extended Access ListEntry) | 4 A 7227 ARy 7 AT[&
m (Add) 1%#27 U2 LT, OSPF/L—/L% ACLIZIBML £7,

hy [EM (Add) 127 V27 LT, ZOMTRTOEREZTDLHL—/LEBMNLET,

i) 77 v a AL FFE (Allow) JOEFIZ LT, [EfFIE (Source) | & [585G (Destination) ]
UAFOW G a2 LET,

i) [JEsET 7 A U A K~ =2 bV (Extended Access List Entry) | %A 7 12K v 7 AT[iB
m (Add) 1227V vZ7 LT, b—/b%& ACLIZEMMLET,

OSPF H &5 /L— /LD [TXCFFA] (Allow Any) | Vv—D EIZHB Z E&MRLET, &
LU T, =V E RT v T R Ray 7L TCBEILET,

k) [EE7Z7EA UAKAT7Tx=7 kb (Extended Access List Object) | A 7 R 7K v 7 A
T[#RTF (Save) |7 Vw27 LT, ACLAZ 7V =7 MERFLET,

Rt FIRERF R DM Z T 7 U A b T —EARY =L —LEZRELET,
7ol ZIE, el el a2 7 — s 7 7 ) A M 5IE, ROFIEZFEITLET,

a) [R1— (Policies) | >[7 Y X%l (AccessControl) 1% &R LT, ZOH—ER%
MELTDHTNAAZE VY TORTWARY v —%fmELET,

b) Ty b TR—ATORKIZHD FEH More) | Ru v 7 X0 U RKHIDD [FEMERE
(Advanced Settings) ] %2 U > 7 L. [Threat Defense— & A78 U *— (Threat Defense
Service Policy) 1O [#if (Edit) ] (#) %2 VU v 27 LET, |

c) [L—/vDEN (AddRule) 127 Vv 7 LET,

d) [Ze— VLA (Apply Globally) ] #3R LT, [k~ (Next) 1 &7 U v 27 LET,

e) ZONL— L UCHERR LR ACL A7 V=7 R & RN L T, [k~ (Next) ] %7
V7 LET,

f) [77 U A2 b TTL ®4A%hE (Enable Decrement TTL) ] Z 8RR L £,

g) (AT ay) ZOMOEREA TS a2 bBITS U THRETLET,

h)y [T (Finish) 1227V v 7 LT — B LET, LEISUT, L—LEHF—E R
RY—NORBERNEIZNT v 7T RRay 7 LET,

i) [OK] %27 Vw27 LT, Y= AR =M EFE2REFELET,

) [7£#0 (Advanced) JT[R1F (Save) 127 Vw27 LC, 7Z7&®Aartu— R —
WM T EREZRFLET,

INT, WEBEZTLT A RAEREZRETEET,

ICMP BEERFEA v E—T D L — MR ZHL L £,
a) [T/NM R (Devices) 1>[F 5y b7 +—LEE (Platform Settings) ] Z 3R L £ 97,

y—exRy L — i
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B vr—cxxus—or=syry

b)

d)

e)

R =T TIZT A AZEH YL TTCWBHEEE. TOR) U —%RELET, Ué
TTWARWEATX, # L Threat Defense 77 v b 7 #— AR ER V o —ZAERK L“C\ -2
BEZITHT ANARZEID S TET,

H&25 [ICMP] Z3#4R L 97,

[L— MR (Rate Limit) 1% (5072 2102) WP LET, L— MR THoREOINE

NAERIIND L OIZ, [/N—A R A X (BurstSize) 1% 1072 S0 T Z 6T ET,

ICMP/L—)V 75— WiE, ZOX A7 IZITEBERZ2 DT, ZEOFFICTHIENTEET,
[#1F (Save) 1%7 VU v LET,

ATYT4 ZNT, WBEZTLT A AEELRBATE ET,

P—EXRY—DE=ZZ)VT

TNRAADCLIZHEA L TH—E AR —B#EOEHREE=F—TXE7, KIZ, FRZR=
< FEWS DR LET,

« show conn [detail]

B IE A2 BR LET, SEERIT. 77 72 L TR R0t R LET, 2
LxiE. o) 7770, TCPAT — h XA NRADHNETHD T 74 v 7 R LET,

detail ¥ —UV— RZfEHT 5 &, 7 N (DCD) 7o —7 OfF@BRR-RINET,
ZOERIL, BEMEISENCEREN Yo —T SNEHEEARLET, =& 21E. DCD
KIS PERE O BEF R EANIIR D L H 1220 £97,

TCP dmz: 10.5.4.11/5555 inside: 10.5.4.10/40299,
flags UO , idle 1s, uptime 32ml0s, timeout 1mOs, bytes 11828,
cluster sent/rcvd bytes 0/0, owners (0,255)
Traffic received at interface dmz
Locally received: 0 (0 byte/s)
Traffic received at interface inside
Locally received: 11828 (6 byte/s)
Initiator: 10.5.4.10, Responder: 10.5.4.11
DCD probes sent: Initiator 5, Responder 5

show service-policy

Dead Connection Detection (DCD; 7 v R#&fekiH) OfeHE#Hz2 ey —E R RY o —0D
W RAEFRRLET,

show threat-detection statisticstop tcp-intercept [all | detail]

WBEEZZ T TREINTZ L 10— "—2FRLET, al ¥—UV—FE, FL—RAZh
TWAETRTOY—N"—DJERET — % 2F R LET, detail ¥—7— NI, JEEYF 7Y
I TR ERRLET, VX?AiV*FW%@%KW%®ﬁ%3MJﬁVfUV5?
L7, 7740 hD 30 HEOSE. 60 7 LTk EHMERPSINESNE T,

B r—cxRy—
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Threat Defense —E XK 1) O —DERE .

Threat Defense H—E X 7R O —DEFE

=/ =/
Firewall Firewall
Management | Threat
BE Center Defense | E%BEA
Threat Defense — £ & [ 6.3 & Threat Defense & —E AR o —%T 7 RX arha—L KU —D
RYv— (Any) WERF T arDO—E L THRETE DL DIZ72Y £ L7z, Threat
Defense Y —EARY o—%HL T, HEDNT 74 v 7 7 T AT
P—eREHEHTEET, PR —FINTODHEREIZIZ. TCPAT —
N SA XA TCP— LV AFH DT U H MMl 237 > N TOEREA]
HERFR (TTL) OEOWSY. 7 v R, V77492 7 A
EBIWT T4 7 bTE O L OISR O R KB OHIFR DO
. I, ~N— T 7 e — X, BT A RGO X A LT
7 R ERH Y FT,
HRMEE : [R1) — (Policies) |>[7 % £ A#{El (AccessControl) ]>
[7 2 X%l (AccessControl) ]. [F£#l (Advanced) ] # 7. [Threat
Defenseth— E" A7 U 2 — (Threat Defense Service Policy) ],
PR—FENTWE7F > 74 —2I : Secure Firewall Threat Defense
7 v R 6.5 (G F v P (DCD) A0 L7-¥:41%. show conn detail =t~
(DCD) DFFMF & (Any) ¥ REMEH L CREMEISEMCET o EREEGTCEEd, Ty
WISE R OfH, B & Va2 &, T 7T 4 Ve AR CE 9, show
W7 7 A X NO DCD conn DL, =2 RiRA v MR T —T SNHENRESNET,
DY R—F, IHIZ, DCD BNV T AZ THR—hENbHEHIZ7e F L1,
HLVWEERE SN2~ R showconn (/D7)
PR—FENTWE7F > 74+ —2I : Secure Firewall Threat Defense
TG OR K7 A |71 = P —ERARY —EFE LT, #IHEEHIRICE LT & &I
VYA X (MSS) & (Any) ® SYN cookie 4R T H72O DY —N"—DFKET A A X
HELET, (MSS) ZRETEET, Tk, mRUHERELRET S —E

ZARY S — DB EICEERENH Y T,

BINFEIIEFE SN 7-EE : [Add/Edit Service Policy] 77 4 #— KD
[Connection Settings]
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BERICDOWT

CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



