7 9t Al OBE

« T U AHIEHOME (1 2—)

« L—LOWE (2 X—)

T A aLy b a— LR —DF I FN T I g (53—=)

e T ANKY) V= RARY O —2FH LT 4 —T A AT gy (T—D)
TR arbu—/ R —DfkEK (12 3—)

TV —a VHBONRANT T 7T 4 A (13 3—)

o TV BAKIHNL—IVDORANTTIT 4 A (20 X—)

79t AHEHOBE

77 e AL, GEEEANREED) Ry NU—7 NI T4 v OFEE, & nX N
AIREZRPEIE IR Y o —_R— 2 DRERE T,

EEPIBRTINA AT 1 ODT 78R ary bra— R o—DF—4F v MNITBHIENTE
T4, RV —DH =7 N TRXAANRY NT—F T T 4w TIZOWTIRE LT —H
. UFICHEASNWTED T 7 4 w7 D7 4 VAN T& £,

s NIV AR—FBEBLOR Y NI —JBORBE LT WV R R (BExesil, A—
k., 7ua haiipy)

s Lbtar—rar, VAR EUVRAEOMEMN, FHINZT IV r—rar, £
FFM L7 URL R otz Ete, NT7 74 v 7T AR O T F A ME#R

e LV A, a—Y, a—F FL—7 £ITISE OFEM
AL LX) T 4 TN—TF X7 (SGT)

AL SNTE T T4 vy 7 ORE (ZDO T 74 v 7 2B SLTEBITHMTEH2EHT
EET)

cEElLSNTW W T 74w 7 ERIFEFINE N 7o v 7, BIEENTWSH 7 7
A, BHENTE~LV T 2T, £ETERAORLBIFET E0E 9 )

cKZIEH (MAR—FINTNWDLT A Z )

I T U AHHOBE .



B -ron=

7o RGHOBE |

KEEATDRNTT 47 DAL ART va s LfiliE, RREBOFZEMEE T r—~v o A% 5]
T DR LVERDBHLRH CEITINET, EzE, VEaT7T—var_"—207
0y XTI TN EIL LD T —F EFH L TS, LTS T 7 v
7%@%®&Ef7m/&fﬁi¢o_ﬂ WXL, BABIORZ 7 270 A FOEE T a v

TIIEHEBE T A T,

JIL—ILDOHE

SESERRY = AT (T 7 vAHFI, SSL, TAT T 4T 472E) ODNL—/LT, Fv
NT—=2 877 4 v 7 ZOMNP<HBITCEES, AT AFRPO—HDOT VT Y X L&A
ALT, HBELLIEZFETL— VIS LAEDE TR T 7 0 v 7 ZFHEL £,

:mgmwwvc AR =K T—E L TOWARVWVILORENGEEFNLTWIHEELH Y £3

v RD XD IR AR FECREA = X LD T IE T,

o oM V=V DEMIFBN— NPT D N T T 4 v 7 ERRELET, BEOSMIT
EN—NERETEET, VT 7471, V=T —ET BT ITOLRLEIC %ATéz
EWARHY F9,

T I Ay i = ADT I aslioT, —HTDHNTT 4 v ORBEENRED F
T, BIRTEDH[TZ7 3 (Action) 1V A RPL—/ZRWEETYH, — U IE R
HIFoNET 7y a BNl OobbRICERLTLIESY, HEXIE WAXLFR Y T —
TBHIN—INIZEDON—ND [T ar) ELTRy hNT—=700RY U—%2HLE
T, BoflE LTI, QoS —ADiGHE, ED QoS /L—/LTH FTF77 v 7O L — Ml
REWHSRICENEZ S D720, BIRIRT 7 v a U iddb v £8 A,

LB L= VO EITFHMEOIEE 2R E L E T, R —%2H->T T 7 4 v 7 230+
LEL VATAIBELLENEFTRN I 74 v 7 EN—NERALET, @BFIL., VAT L
WCEBDRNT 7 4w 7 ONBRIE, T RTOAL—LVDEMENR ST T 4 v 71— T BRI
=t TIThE T GBI E v V58 E1T 5 Ko Icist szt =4% —L—| ifﬂ
SCd) L, UL VOIEFERETHZ LT, Fy NT—2 T 7 4 v 7 ORI
U Y —ANEREN, V=D Ty g s EERETE £,

AT Y WL DIPDON—IV Z A T ERIEHT L7200, AR Y =T AL LDN—)L
BT A 2AERTE £

XL L DA VTI, VBT DR A VAT AN X ST ENE D
M BLOR XU OB HEL, aX 0 TOREICL o THEENNET, —Hog—
(D= R T =7 b — 72 8) Iidue X 7ZEREGEREEA, T
= VINEEGE DIAKI MR R ET 2 DI TldZe . 20—V EEkiznx 7
T BT DITHFRNCEGF SN TV D DT Tid =9, BloplE LTiE, QoS /t—/b
WZIERF U TOREFEENTWERA, 2L, b= MRS TS & W) EIT 08
HCHEREE XU 7T 5 LT TERNEZHTT,

s TR —ERON— N F AT TR, ERERGFT DA FEBITEET, 72
ExE o —F =D :ﬁﬁé%%%ﬁbt V. —LOZE G & 25 B R i A A
WIsrzLenTEET,

B 7/t REHOBE



| 77 ex5EoBE

TIARBDT A ILEY T L—IL .

Je

Evh < DORV =T 4 XTI, H7V v I A==a—TChRE, IR, BE., b, B2
ELBEL DNL—VEBA T g ~DYa— My FEREELTOET,

ZEICHOWTIE, BELOHHNL—L (T 7B ZHENL—LRE) IZonTRREHINTWEES
ZHRLTLEE N,
EErNEYD

TV r—a VRIS T 4V DRRE

TIVIr— g VHIEONRZ ST 75 0 A (13 °3—)

TFINARABDT4ILEZY) T JL—IL

FIE

—EDORY o —xF 4 XTI, EETNAA R L5 TV— IV DOERE T 4 VE LTS Z &N
T&EET,

VAT AL, W IVIREDT NA RN ETBENE I 0BT A0, b= DA v H—
T A AKEIEEALET, (o X —T AR (BFa2 VT4 V= FERIFA 0 F—T oA R
TN—T D) TL—NEHIFITDHE, A X —T A ANREDPIVTWDIGFTOT /N4 AN
%®w~W®%%%§HiTO4V&~714xﬁ%@@ww~wm\ﬁ&f®4y&~71
BHENDZDT, §XTOT A RZHEHAINDZ &2 £77,

QoS V—/UE, WA v F—T7 A4 ATHIKISHET,

RAT9T1 AV v—=F 42T, b=/ (Rules) | %27V 7 L, [T/3 AT 4 )L X2 (Filter by

Device) | &#7 Vv 7 LET,
=y N TNRARETNA AT N—T DY A IPRFRRINET,

ATV T2 12FITEBEDOF = 7 Ry I A2 A NI LT, ZTHHEDTF AL AERIT T V=7 I1CEH &

NHIN—NTEFEFRILET, £, [T (AD) [ Z2FicLTtey L, TXTO
N— e FRRLET,

Evk

KA B EN— VI EDED L, TOMNRFRRINET, EERT A RFFE DA — /N —
TA REROAT V2l FeRL, TOT N AT TL—IL R NET 4 VEELT 58
By VAT HIA—N—=F A4 MEER R LET, BERNAAL VRAEOA—/1"—F 4 R&FD
FT 2 hEFR L, FORALLUDTNRA ZAT/L—L Y A N2 T ()VFMBRTHPE. R
TAFA—NN—=F A4 MEEZRRLET,

ATy T3 [OK|Z2 VU vr LET,

7o ezEonE


management-center-device-config-73_chapter40.pdf#nameddest=unique_1468

B - rezomorys—ozs

(o] ~
IL—ILEFDDRY O—DESE
RV —BLONV— VT A ZTIE, NT 7407 OOHrRe7 a—|ZEBEELY 5.2 5 A[HEMED
HOIREET A2 TRLUET, BBEIZSUT, VAT AEF2—FRZDOL IR —% 8
BLE D &4 5L EI08EET L0, AEERICHIELET,

Je

7o RGHOBE |

Evh LG oI5 — FHHEROTIA N EHERT AL, YV ADRA B ET A 2D RICE

EESS

®1:R)—DIS—TFA4ay

(4h)

(warning) ]

P = EiEA 51
I5— (K) [MAFERRRECTTI =N (ATFVEBLOLEaT—vary N—2D
b oG, WEEZ T HN— |URLTZ A VE ) 7 %FATT HL—/LE, URL
NEHHZI L Th, BERE | 74N EZ )T T4 BV ADRNT AL 2%
ETA2ETEHRY —%ZRM | ¥—7y NMZTHRRETHEDTT, O
TEXEHRA, AT, V= LDORICI= T — T A 2 U RERS
L. RV v—%REHTE << ET, K
—HERT AR, ZoL— N EREET
ITHIBR T 50, RY —DF—4Fy NEER
T5), URLZANK VT T4 A%
INZTHHENDY F9,
K = VBT 28 E £ 137 |V P hENEL—)b, FT3E T3

DL NFIRENTNT
H, RV —%REATH L
xTEET, Lo, BET
v — 7 SN TWHHERST-HE
AR EH A,

ENHENTWSL—L %
BT He, BETA
PEAET, BIEET2MEE
BEEEFICL—LEHLCT
DEL BET A o nNEER
SNFET,

EWCEY VT 74 v BBAETERVIL—L
ITEMZRY EFHA, RoTREITIL, ZED
FT2 I N IN—T =T BT TV r—
varPRnwWTr Y r—ray 74 uF ] R
SIS H7c LDAP = —W | MR — Me LK%
R LRGP EENET,

—J, BET S a NI A T —% T
IZETVOR—EERLTWDEAIE, 8
PEETHETEORI O —%2 BT L
I TEEHEA

g (@)

WBHRTAaNE, v T 74
7 D7 a—|ZET L ATRENE
W DR ECBE T 5 A A7
WMERRLET, bR
BHIZEL > THRY —DREHEN
fHIEESNh A Z Eiddh by F4
Poe

VAT AIEERTT SV —var NI T 4y
7 FET2EXWeb N7 7 1 v 7 ZFBIT 5 E T,
EDEHRDRA DB v b & —FDN—u
EOMEEAF Y TTHZENDYET, Z
ko, 77— 9L HTTP ERn
AR Z D KO ITHER D ML S IVE T,

B 7/t REHOBE



| 77 ex5EoBE
7oA avka—L Ky —0F7rL b 7ova |

V= ELE) 151

[V DA | NV—IVBEE S EAINTT D | A, ILERAL—, IERA T V=7
(Rule L BADHDBENL—NDL— | b, BEXOYV Y RUA 7 SN2 — VNG
Conflict) ] WNT—=TMIZDT A )i | EET, LLTOL—/L3§ ClIo NI —#
(+) FRENET, LTWAED, MERAL—LR2L Y R A v

TENTNA—VITNT T4 v L EH
o TMRRAT V=7 Mid, V— IV ERNE
WM LET,

T7OR A bA—=I)LAR)—OTI7FILE T3

FHLLER L2772 avbae— VR —ik, 75NV T 7 arw=2FRALT,
TOIT T4y 7 HBLHTEE X =y s T, AR LET,
BT 7R ary b= RV —TClX, T7FVET I aid, #—7 v b T/83( A
MITRXCTONT T 4 v 7 BN TINERELET, LVEHRFRY —Tik, 774V
N7 adIRONT T 47 BB LET,

ATV T — gy R RATEBEBINTWRNT T 4 v

et FX VT4 ATV A TrylZ YRARNIBRWENT T 4w

*SSLA VAT aNlLoTT Ryl ENTWRWNTI T v 7 (BB T 7 4 w7
DF)

AR —HNDOEDNL—IZH B LW N T 7 47 (T 74y 7 OBELTX U TT
T8, MBFEAIIREIZL2WVWE=F L—L%HRL)

TI7RAaryba—L R —DOFT TV KT I7a Ak, BINOA AT g 07
LChI 740 % 70yl F$3EHETAZENTEET, £/, BABIOT 4 A AN
T—HADHEEIONT N T T 4wV ERETDHEHLTEET,

\)

GE) FTIFNVEIT I arTUHENDE T 7497 TlE, Z7ANVERIEIAT 2T DA AN
I avEERATEERA, TIANNT IS a Uy TRBANABEO X 71, VIWERE
TIXES TN, AT r b TEET,

AU —ZME L TWDGE, PO FROT 74NV T 7 aAlloThI 7 497D
B BN E D ET, 77 RA 2 ba— L R —OF 74V~ T ¥ a VTR
RY =K T 22 b TEETH, MKLIET 740 8T 7 v a UEBHIICERT 5
ZEIITEERA,

7o ezEonE



B 7rexavrn—nRys—0Fornb7ooay

7o RGHOBE |

ROFNET 7HN T 72 arPBRBT L 77 4w 7106 L TERMARERA VAR ¥ =

Y OFEHZ R LET,

R2:7OERaAV A= RY)—DTIAINLETHVa Y

FIAILETHLIaY

5274 v 01T LTITSA0E

AVARG O3 BATER

IJC/_

TIE®A L ha—)L: T
DINTFT T 4w &Tayl

FNLLEDA AR Vg 0%
ThticrTaey 43

L

TrE®A aryhag—): TC
DT 7 47 EHEH

288 GBIMDOA v A2_T g
72 U ClMBE LI AT)

L

2 AP (Intrusion Prevention)

PR LIBRAK Y o —
R SR UNER

RA, FHELTERARY —F
FOPES 285 v b afl
A, BIWT

it (discovery) . F v hU—
7 RtHAR Y o — & A

Xy MU =7 DA (Network
Discovery Only)

FFA (allow)

O Z (discovery only) |
Ty NU—=I AR —2ff
!

FEARRY 2= HiffkrK

HEARY O —CEHE

HEARY o —TER

WOMIL, XEZHTELELDTY,

Action: Trust All Traffic

{no inspection)

Access Control

Incoming
™| Default Action

Packet

|

Folicy

Metwark
Discavery

Y

ot
Fdrop ped—e|
by IPS

Action:
I Intrusion —|
FPrevention

Intrusion
Folicy

|
Action: Block Al Traffic

(no inspection)

Destination

Action: Metwork Discowvery Onby
{no intrusion inspection)

L

a734a1

ROKIE, [TXTORT T (v 7 %70y 7 (BlockAll Traffic) B L [T_TORT T 1>
7 ZAE#8H (Trust All Traffic) 1 D7 74/~ 727 v a &R LTHET,

Access Control:
Bilock All Traffic

Access Control:
Trust All Traffic

¥ Traffic blocked

¥ Fila Inspection

¥ Intrusion Inspection
¥ Discovery

B 7/t REHOBE

« Traffic allowed
¥ File Inspection
% Intrusion Inspection &
¥ Discovery s

&




| 77 ex5EoBE

T ANKRY S—EBARY b —EBRALETF—T1 xR v [

WORKIL, [IRAB5# (Intrusion Prevention) 13 X ON[FR~ MU —7 D ZH (Network Discovery
Only) 1T 74Nk T/ vavadiBlL CnET,

Intrusion Mebwork
Prevention Discovery
|
passed by dropped by
intrusion policy intrusion policy
« Traffic allowed ® Traffic blocked o Traffic allowed
¥ File Inspection *® Fila Inspection ¥ File Inspection o
¥ Intrusion Inspection v Intrugion Inspection ¥ Intrusion Inspection 2
= o
o Discovery o Discovery « Discovary =

Je

i

[*y T —Z7 DA (Network Discovery Only) 1D HEJIL, MHDOHDIEF T/RT7 —~ >

A bS5 2 LT, RABMBIOWEHOLZHIE LTHLEAIE, SESELRE

TT 4 AHNY B TEET,

TJ7A4ILRY—ERBAR) O—%FRHALEETA—TA
ARGy

FA—=T A ART g E, N T 7 4 v 7RISR LT SNARIOREGEDE D TE L
T, BARI =277 A NRY—ZEHLET,

RBARY =%, VAT LORABGHEERE A HIE L £,
PRI OWTIE, BARE EPEIEZ SR LTI 0,
TrANRY —F, AT LDT 7 ANIEE vy =T Ui ORE R EE L £,
IOV TIE, Ry FY—2 =0 =T HE 7 7 A VRY =2 B R LTI ES 0,

TI7RAay b a—UWIT 4 —T AL AR g VORNCRAEL, T7E®8A ar ha—L
N—IABILORT 72 a2y ha—OF 74V E T ailloT, BARY P —BLO
T7ANKRI)—THREINA N T 70 v 7B RED ET,

BARY) S —F713 77 ANV R —2T 7 v A ar ha—L )Lb—/ VI 5 Z & T,
TR R =V N VORI T D N T T 4 v I EEESELEIS, RARY —
FET7 7 ANKRY — (7320 S) 2T I 74 v 7 5RETHLO, VAT A
R CEET,

TRy ba—RY =T 12ODRARY V=2 KRN —NV A FTTT 4T
Tay b=, BEORF T4V N T arybBEMfTAZENTEXET, BARY >—
LEHY Y FOBEADODRTIZTRT, 1 2ORY) —E RSN ET,

7o ezEonE


management-center-device-config-73_chapter59.pdf#nameddest=unique_1475

7o RGHOBE |
B e fue—teoranRys—5BRALET I LR$E@ ST 1 v o 0T

T AN — VB ARY — L T A VR — R B EAMTBICE, WESRBLTLE
éb\o

RN A FITTHODT VA3 ha— /)L L— LiRiE

eI N 2 THIREDT-ODT VA Ay hr—L L — LDEIE

\}

GE)  FTI7xNVPFTE B SNz A a—RFDREAL VAT var b T A A AT Vg
NI Ao TVET, ZHICED BABIORTZ 7 ANV A VAR v a URRESINET
7R ar ha—) b— UK bR — B L7 & E OB L, X7 —v R
N ELET,

BEENEYD
RV —NRNT T4 v TRAZRET D FHE
T AR —

BARYS—ETF7AUR)O—ZFRALETVCRFHEZ T4 v
7 g

KORIE, 4 SORBRABAZALATDOT 7 EARA L a— L )L—)LEF T4V N T I a s dE
7R br— LR =L o THIBEISN TS, £ T4 ORABE LD =
T OREICRBITA N T T 4w DT7a—%FxLET,

incoming pack et

Fule 1: Monitor

matching traffic
cortinues

Rule & Trust no inspection
na match

Fule 3 Block no inspedion4|

no match
¥

i ; files & : : 1 :
; Metwork File Policy Irtrusion Folicy | irtrusions
BRI | g Discovery Policy & (optional 4&2':23’ (optional hlocked

T
no match
¥

Default Action: | | Metwork Irtrusion Policy | irtrusions
Intrusion Pres. Dizcovery Policy 7| (default action) | blocked

FROF IV ATIE, RV —HNOREPIDO 3 H>OT /A 2 ha—L )b—L (F=F—,
BHBIO Ty 2) T8I 2 774 v 7 2RETEERA, T=H— L—NFxy b
T—2 "7 747 DBHERTF T ETOVETHREZILARVOT, VAT AFEEHkEx b
T4 w7 EBEMONL—VERAEL, FFAEdERZRELE T, (2L, HEERH L
BEHEAT /A ay ha— L Lb—LDE=LF— T 73 THRRALTLLEEY) , 2
N—NBLOT a7 L= UiE, EOLIRFEEHOA VAR v a U HBITITY 2 —

B 7/t REHOBE |


management-center-device-config-73_chapter51.pdf#nameddest=unique_1476
management-center-device-config-73_chapter59.pdf#nameddest=unique_1477
management-center-device-config-73_chapter50.pdf#nameddest=unique_1478
management-center-device-config-73_chapter59.pdf#nameddest=unique_1479
management-center-device-config-73_chapter40.pdf#nameddest=unique_1481

| 77 ex5EoBE
BARYS—ET7 ALKy o—%EALET R LS 7 4 v oz |

HITANT 74w 7B LETN, B LW NT T 4 o 7138 &EMEROT IR a2 b
o—/)L JL—LICHEEENET,

R —NOAIEHEEEDL—ALTHLHFA L —LIL, ROBFTHOIEIEARRY o —
EMEOHL, —&TH5 b7 74 v 7 2mEBIONE L ET,

s TARANY 2y FIT—UBERY) O—: EHIZ, Xy hT—ZBHARY O—RN L Z

T4 I DT A ARN) T—EOFWERELET, T4 AN VE Ny T HHTC b

T4 w707 —IHBELEYA, HRNCT A AN EEHC LR TH, Thv

PR FE T ITEhC CEE T, 2L, NI T4 EFRILTH, T4 ABNY T—HIL

ENHBINRFE SN D DITTIEH Y T/ A, VAT AL, Xy FU—ZHBERY > —I2

iof%ﬁm_% A —3INDHIPT RLRAEZGZOEFICH L TOR, T4 AN 2HE
1ITLET,

(RO THHE E T 7AILEIE : 774 I)LR1) >— (AMPfor Networksand FileControl:
FilePolicy) 1: N7 7 4 v 7 BHIC K VRSN, VAT AREEILT7 7 A L0~w L
T B LET, /LU = 75 1% PDF X° Microsoft Office K&F = 2 b7 &, %<
DEATDT 7 ANTwNA Y =T 2L, REILEC Ty 7 LET, SR~
TxT T AMaEOT vy ZIZIZ T, (774»:7»&17%3&%6#85ﬁ’
xﬁb%#)%m@&47@¢~f@774w%7m/7T6z£#%é A, 7oA
IVHTIREREIZ KV . BFED 7 7 A )V H A TOREIZONT Ry T — 7%774/7%
FT=H—L, VA NET a7 EFHFATEET,

cBARE  BAR)O— T AN A AR g D, VAT AMIRBABL R 2
TuA MZOWT I 74 v 7 ERETEET, BRAKR —iF, BEINT 7y b
WEBEHNE— NSOV TREL, BEOODH N T 7 v o7& T7uyr Lz, BEELE
DLET, BARY =38ty b EXTITRY, ZRICE > CTHARIMTEMEEFH LT
Xy NU— 7 BB A IEREICKBLCE £,

L BT RTCOF 2y 7 BB LI N T 7 4 v 71T, TOHEREICESNET,

AVETIT 4T TayZ —)b (ZORIZIFRRSNTOERA) 1T, FrL— &
CAVART varFFraryPdbEd, 2k, 52 —%— # ERX=T%R 7Ty
T AN—FTHZ LIk oTT vy ENT-Web A FEANALRNALTEGEAIL, BEOHD 2
VTUYNIRNIN T T 4 v T ERATEE T,

T X —=PHNDOT I a T AR —NOT 7 RAary b —A—1rDWNTRICH—
BLARNWN T T 4w 21d, TIHN T 7 avilloTENET, 20T U F T
FIFN T I a AIBABET 7 ar i, v T 74 v ZITEESNIZRARY v —
ZimiE T DR Y Z DRSBTS E T, HORMTIZ, BIoA AT a2l
TIRTO NI 74wV EEEHELIIT 0y 7 $H5T7 74V T 7 a rRED Y THRATY
HZHEAELHVET, VATAET VAN NT 7 a il o THASNEZ N T 7 40 v 71ITx L
TAAIN) T—EBIMBRAOFBEEZRETCEETN, Bkshiz7 7 A VEREw LY =
TOHFBEIRETERVWILICEELTLESY, 7782 arya—ADOTF 74V KT
a7y AN R —EBREAIT 5 2 EIXTEERA,

| 7o ezEonE



7o RGHOBE |
B o7 xR0 03U BRUBAC YRR L3 v DIER

\)

(B BACL-oTL, #7278 X arbo— L R r—ICkoTHIENDHAE, VAT A
IR 74w 7 BB T LT 7R ar ha—L b—)L ((FIETIHE) 2RET SR,
O DR OBNr v A L BREHAITALENH Y £9, 725, T LS
Ty MPBREINTWARWELRIZEFE LN I, 29 LTy FEREL TRAAL XV
MR THREAR) O —% (T7®8A a2y ba—L R U—0OFFMEET) HETEET,

TJ7AINA VARG I VEBELEVBAAN VARG I UDIER

TR aryrua—)LR) =T, BEROFAN—IN A ETIT 4T Tyl b—L%&
BRABARI O —BLIRT 7 ANV R —IZEEMNIT T, A AT ay Fardr AL
EXESEREZATONT T 4 v TITHRAETEET,

)

GE)  BAB#EEZIZRY NV RBHOBDOT 73NV T 7 a ik THAENTEZN T 7 4w
713, BT 2 BLOBRBAOFRIZOWTREINE TN, ZRikShiz7 7 A VvEE~L
VT OFECOWTIIRESNEYA, 778X ay ha—LDF 75V s 773 a0l
T AN R —EBEMIT L2 EIXTEERREA,

FICL—=NVTT 7 ANALANT v ay ERBAL ATV a Ol EFETTH0EITH Y
T, FRINN—IETIZA L ETIT 4T Ty 7 b— U I—ET 5 00RE

s T AN RY —=NRWGEAE, T T 4y Ta—3RBARY U=l o THREY FF
ARARY S —NRWEE, P T T4y Ta—I7 7 A N R Il ko THREY £
s EHL L LW E, TR ENTE N T T4 v IRy PR OATHREINET,

Je

Evh VRTAE. BEHENZF T 74 v 2 L TUIEARL VAR v a b ET LER A, 2
AR —H 77 ANRY —bEDPTIHFTL— IV ERET D L, EEL—ILOEA L FLE
WhT 74w 7N @BLETH, FAAL—LTIE—ETSH T 74 v 7125 L THE23ETT
xFE9,

PLFoRNE, T#Fr) 77823 ba—n—, £ida—Fizl o/ 23niz 4
VETIT AT Tyl T7RAa ba— A =D ELLNORNEMTET N T T 4
TR L CEITCTEDA VAR v a Y ORFEEZ R L TWET, Hflifbo=Diz, BA/7 7
ANIRY =D GTN1OOT 7 A av ba—L b—/WIBEEMTNRTWD (F2kE
Lo HEEMN T SN TR RETO N T 7 4 v 7e—%2KIRLTHVET,

B 7/t REHOBE |



| 77 ex5EoBE

TFANA VAR LAV BEUBAL AR L avolEF [

Metwaork
Traffic
dropped by passed by file policy, passed by intrusion x | g
2 b ’ ; : no policies
file policy dropped by intrusion policy and file policies
¥ Traffic blocked X Traffic blocked " Traffic allowed w Traffic allowed
« File Inspection + File Inspection + File Inspection X File Inspection o
®* Intrusion Inspection ¥ Intrusion Inspection « Intrusion Inspection * Intrusion Inspection &
o Discovery « Discovery « Discovery « Discovery =

TR Ay k=L L=V X o TR IN LB —FROGE, 774V A AT TS
NIRAA VAT 2 a YORNATONET, 2FE0, BRADTZ 7 AL RY T —IZL>TT
2y EINTET 7 ANMIK LTV AT JMIBEEITWEYA, 77 ANV A AT 3 VNT
I, XA FICE DM T X TOFN, SV T 2T A VAR varyBlityayd
7R BEEINET,

TeziX, 778A b — L L= LV TCERINTERFEDOFR Y NT—2 T 7 4 v I &IE
WIZFFAIT 5T VA5 B 2 TLIEEN, 2L, PHfEE LT, ETRE7 7 A LDX Y
va—KRE7nany /7L, FUra—RENZPDF D~V =T AV ART v a & {To> T
HENTHEBIT7T ey 7 L, b7 74 v 7K LTRAL VAT v a B FITT HHERD
5ELET,

—IFINZFFRIT D N T 7 4 v 7 ORI BT ANV — NV EFFOT 78X ar hr—L R —
PER L., TNERAR) =L 77 A NVRY) —OWFICEEMNTET, 774 RY v—
LT RCOFATARE T 7 A NVDX T —ReTay s L, v/ =T %25T PDF Lk
ST my s LET,

cET. VAT AT T AN RY —THREINTHMAR 2 A7 ~ > F o 7SN T,
TRCOFTAE T 7 ANVDX T a—RKeTay 7 LET, 23 <icyry s sh
Bz, TNHEDT7 7 AL, AT =T AU ART T a VORBRICHRAA AR
T a rORBRIZHLRD FH A,

cRIT, VAT AL, Ry FT—F EORAMIA Y0 — RENZPDFICKTTH~/LD =
T IO RNy T T ERITLET, AT 2T OWEEZRFOPDF IXT X TRy
. BAAL VAR g v ORRITITRY T AL

IERIT. VAT AET VAR 3y ha—L b— VBT SN TV AEARY —%
FEALT, 774NV R =TT By SN STT 7 ANEELEVDNT T 4 v
BRERAELET,

\)

6=

ARG g VORI Y £,

TrANBEyva ry TRIHENTny 7 SNHET, By varnbory MIRAAL

7o ezEonE



7o RGHOBE |
B 77tz ro—n Ry o—omx

TR a2 bO—)L R —DHEK

TR Aaryba— R —FRXANTEHIENTEEST, ZORY —TEHERY v—
D (F7ITEAR) R =0 — ORELMALET, ZOMEKEZEETHZEHT
EFETHN, TMVORY —ICEDEMARY v —D FEXZHFATILZEHTEET,

T ARIENIPEERAR Y =N R A L fp s TR, R A A U R ERLT D 0 L R
W2, ST 572782 arra—L R —DOMEEERTEET, 75/ (b WET) 7
IR arha—LRY oL, BEEOB (HDWITEAR) R —0b 0 — O E &k
ALET, ZORAR) O —IZHIBIZHER) =050, ZOHAR) —I2bE 51T, &0
I EINNIN—NREREDPEKEINTHEEELH Y £7,

Tr7EA arita— LR —0—iE, BARY —o0 [##H (Mandatory) ] /V—/V &7
vari [T7x/0F Default) | OA—L 7 a rDOBICFA FEINTWET, ZoFEKE
2L, AR Y > —o [8#] Mandatory) | b—/WEERSND T, EHR) —o [F
74 & (Default) | V= VIFBEDORY v —CTF YV o7y a VBRT 5 Z LR A[EETT,

ROBREZT Y 7T HZET, TRTOFHRRY U—ICRELZFETIEDLENTEET,
0y 7 RS NIZREIC DWW TE, FHRRY =2 L5 EFHE N ATRETT,

X2 VT A AT IV A IPT RLUA, URL, RAAL VADOEFOLVE 2T — 3
VAT IV A EICHER AT IR T v v 7 Sz,

s HTTP JGER—Y : 2—HF—D Web A h VI A 2T 0y LB, I AX LIRE
R=TUHDEWI VAT LRI OIEER—-TUEFRR L ET,

AR E  BET AU TRY — Ry U= HITERIE. N7 4=~ U ARE. FOM
DO—EREL T a v B ELET,

R =KL TWDHEE, W MLOTROT 74NV T 72 ailEioTChIT 747D
AKHI RN E D £, 778X o ba— L RY S —DF 73V b 772 a o 35el
AU =BT HZ b TEETN, MREZREIICERT S Z LIXTTEEEA,

R O—DWEAETILFTFF o o—
77 AHEOBEBRR Y R 2RI VT T v —E e L ET,

WEDOSLF RAAL VEARETIE, 72782 ay ha—L B o —OEER R A A L HE
RIS LTERY , EHRRT NA AT TV DT 78X av bu—v R Y 2 — %
LET, ZOFEECEY, FAAL DO RE L~V TIRERICT T 27 & Al 2 i L7223 6
He RAALA VO TFREUVSVOEHFITERN I CICHELZHET DL ENAREETT (FHR AL
Y OEMEZHIRT HI121E, RV —flK EEH7ZT T m—Z K DHIBRZAT 5 EER
B ET)

T 2, B L TWDEMO 7 a— L KA EREIR, 7r— U0 LLDT 7 & A
ar =L RY—=2EKTEET., TLT, £DT7r— Vb LNLVORY — 2 BAR
Uo—& LT, BEEMICY T AL T oI _XTOT A ATHERT L L H3RT 5
TR ENHEETT,

B 7/t REHOBE



| 77 ex5EoBE
FIUr—vasiEn~z 7555742 ||

BT R A A DOEEF D Secure Firewall Management Center |22 7 A > L C7T 7 & Al & 5% &
THEE, Z7u— L LV ORY U= 3ZOEFRATEET, HHWIE, Fr—UL LR
NDORY > —DOFHENDTFRRT 7R ar ba— R —%Ek, BTS2 L HARET
j—O

\}

GE) 77 v2HHOMEBLOEHNRbADNCEEEINDIDIL, v VF T —%2%T 58
ETTN, 1 OO FRAALHNIZBWTHT 7B AFIEARY o—%2Eld 252 LN A[RETT,
Fo, fEEOL_IVLTT 7R ary ba— LR —2E D YT, BT ZELTEET,

T7IVr—o a3 UHEHOARR TSI T4 R

WDy 7 TlE, 77 RBAFINA—V2ER LT 77— g U E#lfT 5 720 ot X
NARZ NS T 7T 4 RTHOWTEHB LET,

7TV r—a URIEICET HiEREEE

TV = a HEENCEE T 2 IROEEFH L FIRFHIER L T2 &N,

FETT4T TAT7AIDEYNZHE-TNS I EDFER

THETT 4T T Ty APEHTIERWIGSE (T 740 MREE) | 77 v AL — 13T
TV r—a Uil EFEITTEER A,

FI)r—avRE 7055 L0EB3EME

BT A7 70— a R LTERBE T v 7 Z 2372 WGE, 0T 7)) r—a v
W LTV AT AR RS 24X Comtl 7 e 77 AR EBENCAERNC Y £, FELZW
Bh., VAT AIFEOT T r—a VI TRIIAE SN a—F —EBRDOT 4 TV X &H
M LET,

FIVr—2a 0w HBANT DHICEBTAREDHD/N\r Y FEARSF=-HDRY) O—DHRE

VAT AT, OB T OEMENHZENDET AT VP2 b T TV r—3g 0 XA
2 (IAB) BX UL — MR EETL T 7V r— g VEIEZEITTEER A,

s B X —XEBOYEIN T FA T v R EF—RN—O TN SN A,

AT ANE g TV — g VRN S
ZOEANE3I~5 7y RUNT, /203877 40 v 7 BE S LENTWAEEIL. SSL N
Ry zd 7 OY— =S ELZBRORIITONDILERH D £,

EENOLOOH Ay N E VAT ABHERIZHND XTI, N7 7 4 v 7B OR]
W BT A%y FERAEET A7 00RO —DIREEZZB LT FE N,

I T U AHHOBE .


management-center-device-config-73_chapter76.pdf#nameddest=unique_719
management-center-device-config-73_chapter76.pdf#nameddest=unique_719

7o RGHOBE |

B 775 asmcmysipmsn

FHONT 7 4w I BEODMOTRCOREEIC BT L0, 77V 75— a3 VBN RzER7
e, VAT AZ, RNy bOZIFEL O (£721%, SSLANY Ry = A 7 DFET)
EHFALET, VAT AFEMNEZE T LR, ooty ary b7 0y ZIC#EYRT o
varEmALET,

\}

GE)

VAT ART TV = a v ERIRTED LT DD, A= FT SV = ar DS
0 VEAZHERL T AL ENH Y £97, 78 20E. ACK A& D & & ITACK TiE/e<
X—TTITA TRy NERET DIV R"—Rb5546, TOT7 7V r—ya sk
WHREMER H Y . BT 7 U r—3 a v R_R—ZA D — LI —F L EH A, b Vic, Bk
BO—FGTHNV—VEIIT 74NV T 7 a Al ko TRBENET, T, FafLzn
PN LAES SO AR S H Z L2 EW LET, ZOMERBEL, 77 k3 /LD
YRS ICHEIL T 2D X DI —R—ZEETEXR2WEAIE, 7282 IPT L AL R— &R
ERAETLHZET, EOV—NR—D T T4 v I HAN—FT LT TV — 3 X—2AD
N— )V EAERT DHENH D £,

URLET7 T —23 D742 U5 BORERDIL—ILOIER

TV r—v gt URL OREMEEAEDLEDLZ LT, THLAWERNELZZRHS
BB b ENTZ b7 7 4 v 7 DIFA) 720, AIRERBY, URLET 7V r—va D7 4
B YT RIICEB O — L EVERR LE T,

T r— gl URL OO A2 & — U, X0 —BR7 7 r—a D
F 721X URL OHD/L— L DOFISE LTHHEEL TWAREERE, 77U 4 —2a v ORh i

1L URL OAHDNL—/VDIZIZKDLLEN DY £,

FI)5—o a3 ptinil—ILEYRETIIZEE S5 URLIL—IL

URL ¥ v F > 7 % b BIINTIT 5 1TiZ. URL &2 50— 2o —u 10 BilcilE
LE¥E9, HiZ, URL/IL—ANBT 1y 7 L—L T, DO/ —LINROSAEZE T & b8
A2, URL &2 &t — L 2N RE L E T,

« TDOMDN— VT T r— g VR EG ATV D,
cBRERREONT T 4 v IR LI TV,

SEBELVES S 74907 T ) r— 3 Uil

hed
B7

VAT AT BN T 74 v P EEE R T T4 VBB C T ANE Y T TEET,

cEEAL N T T 4 v 1 AT AL StartTLS (SMTPS, POPS. FTPS. TelnetS, IMAP 72 &)

THB kST 7 ) r—ar Vo7 40 v 7 2 TEET, E 512, TLSClientHello
A v —® Server Name Indication, F 7213V — N—FEAEOY 7V =7 NlBIA OfEIC
FEONWT, BEDOHBILENTT 7Y r—ya v EililcExd, Znoo7 7 r—

23 T SSL Protocol Z ZMFIF HILET, SSLA—ATIE, ThobD7 7Y r—s
VOBREBRIRTEET, ZOXZTRRNT IV r—a i, eSS TWhWinERx
WEENTZNT 7 4 v 7 TOHRHTEET,

B 7/t REHOBE |



| 77 ex5EoBE

FIur—vavhimcmy snesE [

HENT T4V VAT AT, BEEINTZNT T 4 v T (RSN EIER B S
NTWRNWET T 4y 7 TERLS) OHTHRHEZITIZENTELT 7V r—a il
decrypted traffic ¥ 7 &#E Y ¥ TET,

TS H—N—TFAToTATAREET T r—2 3 Uil

RFC 8446 TEF SN TV 5 icHi/3— 3 > @ Transport Layer Security (TLS) '@ k=L 1.3
L, BEX 27 RBEERMET S0 O Web P —"—THH N TWDH T e F a2/ TT,
TLS13 71 b ai, ¥x =2 U7 o b d 570 —"—DREHELIE L+ 25— 5T,
REAER, 77 BRa ha— =D T TV r— 3 VBLOURL 7 4 V& U v 7 EHE
AT DHEND D720, Firepower v A7 A, 7 v hEEEEEETICY—/S—FEH
EBEMNT L HEERELET,

ZOMEEIX, T U —va rERIZ URL OREHEIHEEG SEZW N T 7 4 v I LT, K

WZED T T 47 OFFMRREZFATT DMLERND LGAIC. AT 52 &2 BEID
LT, Y= _"—EHEZHHT 270X T I 74 v 7 BMESENRWED, HERY
U IWEHD FH A,

FHNZHONWTIE, T2 8A 2y ha— R —0FMBRTEEZB LTI,

TATT AT 4 R —TIE, FEOT TV r—a w27 77 4 TGRS L T, b
TI74 v IR ERMET 7V EARIEATEL LT LHZENTEET, 20T 7Y r—

¥ 3 VIZiX User-Agent Exclusion EWH X I RFITFONET, TAT T 47 4 V—)b
Tk, ZN6oT7 7Y r—a T ERRTEET,

RAOA—KOHEWTF TV 5—23> ST 499 "5y FONE

T AHIEOETHR, AT AL, TTY = g VN EN TN O, v— Ra R
720Ny MR LT, 740N RV —T o7 arE2EALET,

BRET IV r—2av b3 T4 v ONE

T RREARXA S BT T 4972 ED Web b —_—ICLoTEREND T T 4 v 7 2L
HI2I2E, ZRL WL T Y r—y g o Tldikl, 2RENLT7 7V r—va v 2REL
ij_o

BHEOTO AL EFERTET7 TV r—23 > 3749 DI (Skype. Zoho)

—EOT S r—a it EEOTe harEFFEHLET, 20X T YA —T 3 D
NS T 4w 7 BHIETAIZIE, BETATRTOF A arn7rsExary ha—LRl) —
DG LERSTND I L EHERLET, RIHEZRLET,

* Skype : Skype D N T 7 v 7 ZHIEIT DX, HecoT TV r—a Uy ERIRT 5D TR
el [TFVr— a7 4% (ApplicationFilters) ] U A k25 [Skype] & 7 & i&IR L
T3, 2Tk, VAT AEFECHETSkype DT _XTHO NT 7 4w 7 R L CHilfE
TEH LT £,

7o ezEonE


https://tools.ietf.org/html/rfc8446
management-center-device-config-73_chapter39.pdf#nameddest=unique_113

7o RGHOBE |
B 77— asmogzozr75557 02

* Zoho : Zoho A — /L&l 2121, [fEHFIREZ2 7 'Y /r— 2 > (Available Application) ]
U A RDy5 [Zoho] & [Zoho A —/v (Zoho mail) ] Dl &L £ 7,

AT UVHIREERICHR—FEShBZBREI VDY

YT P—F T4 NE Y U TIREEORR T P TORPR— R ERTHET, VAT A
X, INHOMBZ VNPT Y r—vay N7 4 v/l safesearch supported
BT EED S TET,

EEHT7 TV r—ay 374 99 Ol
THEBOEEFEHEFIREE (19 =) | 2ZRL TS,

O N 4 =L = > O — —
TI2)5—2 3 VHIEHDOEREDAR NI STV T4 R
TTVr—=2a llBRy MU= ~DT7 7B AEZRD X HICHIEIT S Z L2 BEID L E
ﬁ—o
s BEMEDBEWR Y NT—I LRV RERRY NT—T~DT SV r—aT IR %E
T EI 70y 255120, 778 A a3 har— b— L TiR— FEEIR S N72565E
A—MFEUEEEALET,
72203, A Z—Fv b (BEMEREY) HORNER Y hU—7 (ZEMENREN) ~D
ICMP 77 4 v 7 HdF LET,
AP =T N =TI Lo TCT IV BAINAT IV r—a v EFAEE 7 e vy 73512
. 77%A arba—L b—)LTFFT)V5r—2a o5 a L £,

=& 20E, BREE T N—T DA L R—|Z L D Facebook ~DT 7 A& T v s LET,

FE TR arba— A = A EBEUNCRELRWE, Ty I TARERHDLNT T 4 v
ZEa, THILARWERARET D AREENH Y T3, RN, 77V r—a Vil —
i, 72 ZE P 7 RV RZESS V— L 0D b REICERDB DN D20, 778A a2k
72—/ U A MNNOIAM 2K T5H0ERH D £7°,

BEOHFMEGR Yy NT—IRIP T LA EFERAT AT 78X ar be—n b—E, —
W2 tE (77 r—a i &) BT 2 — LV ORNCA = —T 2 0ERH D £,
F =T AT MEHEHHE (0SD T MK L TWAEEIE, BX 5 E L CREROIAN fF
FEFEHLTLZSY, LAY 20 BEXO3IWHE, 7—X V7, BXOFRy hU—27)D
SO — T, T/ERA a3y ha—L b— L CRUICELTAVERSHY T, LA
Y5, 6. BXOT7(kvvary, FLBrT—var, BIXOT AV r—va)ofbE. 7
JEA ay ha—L )= LO%TIAFTTA0ENH Y £9, OSIET /LVOFEMIZONT
X, ZH 50 Wikipedia DRt FE SR L TLZ &,

WDORIZ, T/7®A v ba— b—LVERETDHHEOHZ R LET,

B 7/t REHOBE |


https://en.wikipedia.org/wiki/OSI_model

| 77 ex5EoBE

7T r— 3 UHlHO

B

X JE

oxz+759542 I

arvho—)L |B4%E J—r., |a— |7FUH—|FR—+ |URL|SGT/ISEE |1 ~
DIELE bk H— |(vav ic AR
77—, 9
VLAN %2 & <3

R
mES
v
g.
a A
vk

T7Vr— | BEROE |HEA v ((EE|RE LR [ ARE | {E | ISEASE-PIC| {13

varyPR— | (Zof] | F—T = RFE— |F | TOHRE

N (SSH 72 | TIEL [ | A A&ff k1 SSH .

L) EHEHAT | (Allow) ) | A9 5%E .

LY%ED, %7 s — E‘iﬂf‘ﬁb

SO Eit o b

* hT—=7 F > b (Selected

M5 ZAEMED V=7 Destination

3VAS SV Port) ]

A (Y

T r—v3

NZ

TV r— | BEEO®E (A (R | BRE LRV [ ®IRS |3 | ISEASEPIC | {13

varnA— || (Zof |¥—T7 = lmgise  |E | COHME

NEMH LT | T[T | A A &fE RA—F | L |Hs

WRWEEO | (Allow) ) | T 550 7o ka7

(ICMP 72 e — Lo VY

E) | KZEeM EJ /B ICMP

DEVTR > B EAN /)-”fjo

T — I B U—7 Any

APEDR

Xy hU—7

~DT 7V

=g v

T U AHHOBE .




7o RGHOBE |
B 77— aomn

arhka—)L |#1E J—r., |a— |7FUH—|FR—+ |URL|SGT/ISEE |1 ~
DIELE bk H— |(vav i3 AR
77—, 9
VLAN % & <3
PN

n¥

7‘%
a A

~

vk

a—W— 7 | BEHEOE | BEED |2— |77V r—|BRE LA | |SESEPIC| 5%
N—FIC XD R (Zoof | 3R Pe | arog|n £ | TCORE | o
TV = | T[T 74 AT (2ol L | EIN
var 7ok |avy JL— | Tl ZAN
A (Block) ) 7 [Facebook]) W
(Z | =R,
D
Tix
25K
¥

JL—
)

£

TT)r—2 3 on%H

VAT DE, WORIFTREELEH LT, M SNIZST 7 r— a o OREZ ¥ L E
T TNOORMEEZT IV r—var 4B E LTHERLET,

RITITVr—LaroRk

LEk SR BA 151

B AT TV =y ary e hani, KA MEOBEE |[HTTP & SSH 17 7'V 7r—
EWRLET, vary ru hancd,
273 AT MI. AAMNETEELTCWAY 7 K| Web 77 0P LEFA—/L
VT EEWRLET, TPIAT Y NITTAT b

Web 77U r—va i, HTTP h 77 4 v 7 D T
NEEZITEREN/ZURL ZEWKR L E1, MPEG t5 74 & Facebook 1%
Web7 7'V r—a T,

. T U AHHOBE



| 77 ex5EoBE

manozssEcsrss [

i SEA !l

Y27 Risk) |7V r—2arPDEOEXFa T s RY S — | ET7Y—T 77—
WCERTDHZENHLIBEBMTHEHAINDRENE, |13V A7 BB TEWE R

mEINET,

EORAED | TFV =g U, EEEANTIERL ., Mo | X =T 7Y r—v g 3

R YR AR B O PN T S5 ATREME, U A L OBHEMEDRD T

(Business We R xnET,

Relevance)

Vo=, TV —a Db AR RIBERE A F T — % | Facebook 1LY — T v /L R v
72, K7 7V r—vaid, A Eb 1 | N —F T ohTIVICE
SOANTIVITELET, FhET,

27 TN =g BT AENER, TSV A— | EF A AR —3 7 Web
Ta VI EBOE O Tt N TEE | T r—a i, 12
T (X772 LHAlHe) & A EDA . high

bandwidth & displays
ads W X IRFHT HIVE
_dAO

RZRIDFEEEEFIRER

« Office 365 HHLA R —Z )L :

IR : 77 BRARY —0a X0 T REAE Kk THDI > TWBEE,

BAID A

R X Office 365 & L TR &, #5tD#& T 1T Office 365 BHLE AR —Z /1L L THE X
NEF, BT o vX o JICBE2 5200 X007 208 RH Y £,

* Skype:

T r— a VN R A HENE S IE

* GoToMeeting

(13 ~=2) ZZRLTIZEW

GoToMeeting % SE &I T BT, L— KO TXTOT 7V r—ra U ingGENT

WDMER DD T,
* GoToMeeting

« Citrix Online

« Citrix GoToMeeting 77 v k7 4+ — A

* LogMeln
* STUN

 Zoho:

7o ezEonE



7o RGHOBE |
B 7oexsmr—nozr 755742

TV = a NS A HEREETE (13 2—Y) 2ZRLTEEn
« Bittorrent, Tor, Psiphon, I3 J O\ Ultrasurf 72 & OEREENI/RT 7Y r—v a V OEA -

BB 72T 7Y r— 3 Y OBE . F 740 M TR BEEOEVY T F ORI RIH S
NET, ZOMT 747 T DT 7vary (Try 7R QoS DFEIERE) HFTT
LUERDDEE. LOROEN, & BICHBM RO ENLERZ ERH Y E
T, INEFITTHHE. REOEFIC L > CERIEDFEAT 2 ATREERH Y £+ 0T,
TAC IZfIWEDE THREEZMER L T IZE W,

* WeChat :
WeChat Z 37§ 5855, WeChat D AT 4 7 2 BEIRIC T 0 v 7T 5 Z LI TEEHA,
« RDP (Remote Desktop Protocol)

RDP 7 AU o —> a2 LThS 7 7 A EEENT A SN2 VEEE I, RDP O/L—/L
IZTCP & UDP DE FDAR— K 3389 NEENTWVWHI EEMRELTLEEV, RDP 7 7
A NVERETIXZ UDP AMEH SN E T,

TOEREFHIL—ILDODRR N TSOTF4 R

=)V ZEEONIERE U CIAFATHT 5 2 & iE, WRREANZfENLT D ECARRIRZRER T,
WD 7 TlE, V= DONRT 3 —< AT EHA T4 ZEHLET,

N

(F) BREOERZREEATHE, VAT AFTTRTOL—NLEZLODTRHMEL, ¥—7 > h T /31 A
THy NU—7 N T 7 4 v 7 it 21O ERT 2R EY v FEERLET, 2hb
DIIENZ —F N TNRAZADY Y —A (WEAEY, akyi7iel) & EbloTn5Y
By EDOT A RERTHZ LT TEEREA,

T EAFEBO—BHUERRANTSI9T4 R
WOBEM L —fRIIRRANT T 7T 4 A% LT EE0,

s VLT AUNERY) —%EH LT, RER NI 7 v 728 icTay s L, 77 &)
A AT a OREEZTRWNT 7 4 7 @il A LET, FEIC OV T,
[Fastpath 7L 7 4 VB2 VL T DORANT T 7T 4 A ZBRLTITEEN,

BN T A B AEFSEETICV AT AERET DI EIITEEIN, £< DHERETIT,
R ARNCEY R T A B 25T ALERH Y 9,

o T U AN —NVIE, TNAAZADT 7 AHIEY 2 ME LTRBBEINET, 77t Rl
N — T IERENAT 7RGz Y O EE/INBICI L., &R0 /37 +—
T UAEMESHAICIE, BTN ADET T2 NTN—TRRBEENCLET, 47

Tl NIN=TRRRIITNAA ARETHY . 77 RHIR Y 2 —fE TIERN T,

B 7/t REHOBE |


management-center-device-config-73_chapter44.pdf#nameddest=unique_1488

| 77 ex5EoBE

75 e 250 —guEAz r 7555742 ||

BTN, ATHRE L THEZAENCTAHENH Y £4, FHco VWL, 7Y =7
N N—TRRBEOWER] 2SR LTI,

T7EA Ay =L R —ZREELTYH, ZON— /WIBEFORERICEHE S EE
o BERIFOEFTRDO N7 7 4 v 271, BESHNTEFHF LAY —lZXo TS FahvEt
o Flz, RV —by MUY NI, RY =BT 2RO HRM DT ML
TOREMLET, LiERn->T, RN =T DR NH DBEFOHEDO b7 7 1 v
i, By MU MBS ET, AU — L ERICE AT 5T, BEF
DBy a7 VT LThoARY =2 EELET,

« ATRBZRIRY | HE DXy NIV =V ATV =V N1 ODAT V=7 NI A—TITHREG LE

To BEBOAT7 V=7 b (FMERXELIFIEELMEHNC) BIRT DL, P27 A% (B
RRZ) A7 V=l NTNA—TZHBRIER L E T, BEFO I NV—T2RIRT oL, 47
V=l VN —TOEHEERL, ZROEEAT V=7 BB DA O CPU A~
DFAER R B B2 B T E £,

VAT AMNINT T 4w T ICHEEEZ A0, V=T v K, AL v F R, FT AR

7vyb4V&—7I4xiti4/74/4/&—7I4X@&7%@%Lf%@¢
HREEBEIRRT A RBHTHVERH Y £,

GAICLoTE, F T E—RDA U TFA 2 THAA R %GRy U TIZREINZT A
ARA Y TA VEREZRRAT I ENVAT AL TIESLET,

ZTNLSOGE, R —IXEFICREINETN, Ny TR ENTT A A E
HALThI 74707y rR0BE2lAnE, THILARWERICRDAREERH Y £
T, Tuy s SRR Ny VT RATERICIET ey 7 SRRNWED, VAT AITK
V. TRy SNTAERICT LEBOERHIGA N FRSRESNLDGERH D £7,

URLZ 4 Vv2 U7, TFUr— g o8H.,. L— MR, 4V?)71VF77)#%
Ay N NRRR EORFEDOHRETIE, VAT AN NI 7 4 v 7 BT B0, —H
D7y NOBEBET AT ALERDH Y FT,

INHDRT Yy FPBE SN TICERRICEZE LWL S ITT2ITE. FT 7 1 v 7R
®ﬁﬂﬁﬁféﬁﬁyk%ﬂﬁfét@®mxl77774%%&0]774/7&%@
AN 237 v FERHET 572DDORY) O —DIEEZSRL TN,

TR aL v a— IR —DTFT T F NV NT I a s TUEINS T T 4 v TR

TrFANFELNIYN T 2T DA L ART g o EFEITTEERA,

**BUWA% I FEDT AL ZAET NV TORMEMTEES, TR - F SN TORVEERE
I BEET A A BROHRS AT 07 Ry 7 ATRSNET,

syslog E721XA R T AR MEANBTHERT 25E81E. R =LA — A4 EDFT
Ul NIRRT EER LW TLEE N, 7V =7 MR, B~ EOR%k
XFEEDDHZ LI TEERA, ZEWT 7V r—v a3 TRYID FE L THEREND
AREMED B D E T,

TIFNKT IV ary TURBINIERO X 70E, IR E T ER T, A
TAHZELTEET,

7o ezEonE


management-center-device-config-73_chapter2.pdf#nameddest=unique_80
management-center-device-config-73_chapter2.pdf#nameddest=unique_80
management-center-device-config-73_chapter76.pdf#nameddest=unique_718
management-center-device-config-73_chapter76.pdf#nameddest=unique_718
management-center-device-config-73_chapter76.pdf#nameddest=unique_719
management-center-device-config-73_chapter76.pdf#nameddest=unique_719

7o RGHOBE |
B Esat—no~zr7557 42

TRy hu—A—VEER, TBFT., BEIOERETEZOORAXNTZ 7T 4
2OV, 77 B ARG —LDRZ N FF 75 0 A (202—) BLIOY T |
Vw7 E2BRLTLIEEN,

IBEFETIFIL—ILORR CTSHTF 4 R
— KBTI T A KT A 2

CIE, TRTCONT 7 4 v 7 IZH#EAT 20BN G D HEBNEAL DO — VTR Y & —DHEE
W ITHRE LET,

o [HADON— I — L X0 BT OILERH Y 9 (FFIC, FFED/L—/Ln—
IR N— L DRI TH BIGE)

FHULRNWE, NI T4 v I REIC—EL—Ic—F L., EHMETHIHEEDL—LIC
By bPLETA,

cLAVIAKME IPT FLA, X2 VT4V =0, K= EFRE) ORIZESNTH
F74v 7 E Ry T HL—VITEALARET LICRETAMERHY £T, ZNHDH
LS N— LTk, —BT 28 23T 2720 0MEIILED Y WA,

« FREZRIRY . EADO Fey F— IR Y =0 B <ICRE L E3, U2k,
HFELLARNWDIT T 4 v 7 ~OAREIRIR Y R OREDRIES L ET,

cURLZ A NE V7 TV r—3g o_— 2 I EERN— 2D L—/L, 3B L0
BENNBE2Z OO —E, LA V34HE%E IPT RLA, BX=2 T4/ —2, KR—
FEF72E) ODRIZIESNWC RN T T4 v 7B Ray T 50—1Dtk (I27-L7 7 ALK
Vo —LEARY O —FEETAL—ALOR) ICRETALERHY £,

sURL 74 NE VT N— T T ) r—vab—rOEIIEEL, 77 r—var
I— VDI~ A rva T r— 3 )L—)L 't Common Industrial Protocol (CIP) @O T
W T TV r—vay AN Y T = LB GT £,

e 77 ANKY = ERARY =% RET D — L, =V OIEFOREICEET D&
ERHVET, TNOHOA—CBEHLTL, VY —A%Z KEIZHET D57 A8 3
TY, N7 —~ A LOBEBAND, FEHMRRAENNIE L SN D EBTEN R E B O % i/l
RIZHIZ D720, HBINIFNIEE Y V=R ZWHEE LW HIETHRERIBY £ < OB B %
PR 2 MR H Y 9,

o HIZ, — VB MO = — XICE LEFICERET ALERH Y £,
ERROTA RTA O EHRFRIZ, UTO®Z v a liE#InTtnEd,
IL—ILDT)IToT a3y
N—NDT VT a rPRETHOR, fHMET2NEERFIONL—IVN T 7 4 v 7 &—E

THEDIT, TEOHDONL—NANEL 8T T 4 v 7 L= LBRWGATT, L—ILOFMFIZE
D, FONL—APNUDONL—NE2 T YT T g AT ABEIDLBRRED 4, ROFIT

B 7/t REHOBE



| 77 ex5EoBE

r—roFyzrivay |

T, MOIDONV—NAPNEBNT 7 4 v 72T 5720, 2BHOLV—NAREDNT T 4 v T %
Tuvyl TxER A,

TrEA ayrae—L— 1 B — YRR

T/ Aaryra—)Lb—L2: BHa—Y+E2 Ty s
EDOLIRFATON—NEHTEH, EONL— IV ERBET A AEERH Y £, KOFIT
1. H&HID SSL L—/LTOD VLAN #iHIC 2 HH DL —/LTO VLAN REENAHT-0. FHD
=B 2HZEBONV—NVET )T g VBT,

SSL /L—/L 1 : VLAN 22 ~ 33 Z1E 5 L2\

SSL/L—/L 2 : VLAN27 %7 a7

WOFHITIE, VLANRREIN TRV — L 1 1EH 5B VLAN E —HLET, FO7-H,
=V I W= 25T VT g L, —L2 TO VLAN2 OBEIIIThNEE
/Uo

TI7EAaryhr—)LL— 1 FHEILR Yy MU —7 10.4.0.0/16 ZFF AT

TIRA arybu—/L =2 RKETLF Y FU—7 104.0.0/16, VLAN 2 Z#FH]
HHEN—NEZDERBEON—NANESTZLFE LT, WINLTRXTRUEFERRESNTND
B, BONL— AN T VT g VIS hET,

QoS /L —/1 1: VLAN 1 URL www.netflix.com % L— hfil|[R

QoS /L—/1 2: VLAN 1 URL www.netflix.com % L— k][R
FUEN1OTHLERERDIGET, BEOLV— AR TV T a VMBI Z Lixdh 4
Ao

QoS /L—/L 1: VLAN 1 URL www.netflix.com % L-— kR

QoS /L —/1 2: VLAN 2 URL www.netflix.com % L— hfl|[R

Bl : TVITLT a3 ERITEH-HD SSLIL—ILDIEF {1+

ZIT1OoDYFIUAELT, G TE5HCA (GoodCA) WEEOHDLTZ VT 4T 4
(Bad CA) IZfHiE > T CAGEBEZRITLCLEV, TOEHAELZIV HE L TV awn
PRMEZEZTHELELE Y, BHTERWCAILL > TRITEINZEHE TR 5
T 7 4971 ESSLAY v —2HLTTry 7 LIEZWHOD, (EEHTE S CAD
BEHF=—NICHLENLND N T T 0y ZI3FFrLIcnE LET, CAFEMFE LT
RTCOHH CAGEAEEZT v 7r— R L%k, V—/vEZ L TOIEF TRE L7z SSL AR
Vo—%kE L E7,

SSL /L—/L 1 : %175t CN=www.badca.com = 7 & v 7

SSL /L—/L 2 : %17t CN=www.goodca.com %1€ 75 L 72\
FRONV—NVEVDIAFIZT S L, RIERCA TRESNTZ NI 74 v 728D, 1E
B2 CA CREENTZTRTO N T 74 v IV BEINC—HTHZ LI ET, EO
NI T 4w bEBDARIER CANL— I~ LW, BEOHLNT T 47
7y 7 SNTICHFR ESND AR H D £,

7o ezEonE



7o RGHOBE |

B r—rorsvaven—noEs

IW—ILDTOarEIL—ILDIER

=V DT 7 aAlkoT, =B LENT 74 v 7 OB IFIENRRED F4, X7 3p—~<
AxM EEEDITIE, VY —RAEBERNICERT 2=V A2 FITT D0, FT7 747 D8
IR 2 AT ETIIMRERE L2 WL — L AR E L CL 2 &V, ZHICED, VAT AFXE IR
BT OMEOHD NT T 4y 7T EHETEET,

DLTFofL., —HEONL— A NI _XCRZICEETHY, V7o g UAREICR S0

AN

=

I, SEIERRY = TA—AZNEFAT 2 HEZ R L TOET,

W=V T IV r—a VEHEREENTWDEAIE. 77U r— a Uil OFRE DA
T T4 A (16 3%—) bR LTLIIEEN,

RELIERF : 5 IL—IL
BRAZITY VY —ABRRBENZ R DT T, BEEORNT 7 4 v 7 O EIZR Y £,
NS 7 4wV BEETAL— TR BICERE LT,

)

GE) EEOEHNRT AL AFINN— R 7 =7 D TLS/SSL N T 7 1 v 7 DOt L 1H 5 &2 R— |
LTWAED, N7 x—< AR KEICH ELET, MO TIL, TLSEE LT 7 &5
L—ra rERRLTIEEN,

1. [T=%— (Monitor) |: —T oz 0 7k 57210 T, b7 7 40 v ZIZxLTHL
DT 7 va ALET LRV —)L,

2. [7mwvZ (Block) J. [VEy FLTZm v 77 (Blockwithreset) |: ZALLL EDA o A~Y
VarE{ThbTICN T T vl ETay I T HL—)L,

3. [E% L7\ (Donotdecrypt) |: 5B b NI 7 4 v 2B ELRVWEE, HiElbty a3
VET IR aryha—L L—)LIZETIIL—L, TRHDOEy gD, a— RiZ
FU—T A AT g IEAENEE A,

4. [E5-BEADOx— (Decrypt-KnownKey) |: BEFIOMEX—%2MH L TERFNT 7 4 v 7
PEETHAL—,

5 [E5-F%E4 (Decrypt-Resign) ]: — SFEHEICHBELT DO EICE - TREN T 7 4 v
7w ET DN,

REAZIERE : 72X avkO—LI)L—IL

HEEO AR DMRARY — By N2 L TWAEEITEIC, A, 7740, <L
T2 T DA LART 2 a Nl V—ARKETT, LT, TA—T A VAT vark
MORHT 772 RA ary ba— b— LA REZICEHE LET,

1

B 7/t REHOBE

[ =% — (Monitor) |: —ET 2##kia 0 V1T 27517 T, FT 7 4 v 71k LTk
DT 7 a AT T LRV =, 7L, BEERANEEEFHEET VA3 ba—
VL=V D= — T 7 a  THERLTLL I,


management-center-device-config-73_chapter60.pdf#nameddest=unique_1492
management-center-device-config-73_chapter60.pdf#nameddest=unique_1492
management-center-device-config-73_chapter40.pdf#nameddest=unique_1481
management-center-device-config-73_chapter40.pdf#nameddest=unique_1481

| 77 ex5EoBE

7I)r—ay

URL/L—ILDIER

7Iur—vayn—LolEF |

2. [E# (Trust) . [7 7 >Z (Block) ]. [VEY hLT7m v (Block withreset) ]: 4L
UEDA AR a v BTOTICNT 7 4 v 7 BT H0—)b, [GTEXH NI T (v
TVE TAT T AT 4 RY =038, BEX O L — MROR SR L7225 Z LI
HEELTLEIN,

3. [ Allow) | [ 2T T 47 Tuavy (F4—T AL AT arkL)
(Interactive Block (no deep inspection)) ]: EHNLL LD A L AT g U EAITOTIZ N T
TA I DT A AR AT H0—)b, FFREND T T4 w73 TATT «
T4 RV =R RRRE A ki@vhbﬂ@®ﬂ%&ﬁé EITHER L TLLEEN,

4. [#F7 (Allow) |\ (A > ZT70T 47 Tav s (F4—F AL A7 arbHb)
(Interactive Block (deep inspection)) ]: Z5IESNTWH 77 AL, vV DU =T =/ A1
A MDTA =T AL AR a B FITTH7 7 AN R —FTIRARY > —I2H
HAHT BTN —L,

IL—ILDIER

TS r— g S ERERTA L=, L—LD U R FTEYVIEWERICEEITA L. R
TT7 4TI THAREERELS R T,

FREDORME(Ry hT—IRIPT RLALREYZEATL2T7 78X v fa—n b—E, —
W2 RN (77N =3 a I O BT 2V VORI =X —FT 20BN B £7,
F =T AT LA (OSD) ETMTKHEIEL TV 556813, B2 & L TRERONIAN AT
ZEHEHLTIEZ N, LAY 2, BEUO3IWHE, 7—F V7, BLXORYy hU—2)D
FMEFFON—E, TR 2 bar— L = L TRAINCELT HHERH Y £5, LA
Y5, 60 BEIWY®T1(Evvar, FYrEBUT—Yar, BAORT U r—va ) 0FMEE 7
IRy ha—L L—)LO%TIAFTTH0ERSH Y 3, OSIET LVOFEMIZONT
iE. 2B 5O Wikipedia DFEHEEZ B L T EE W,

FEMEBNZHONWTIL, TV A —2 3 VHITIORED XA N TZ 757 4 A2 (16 2—) BX&
QT 7V r—a VRIS 2RI (13 X—) 22 LT3,

URL = v F o 7 &2 b EMIZIT 5 121%, URL &2 & te/L— L 2o L— L X 0 Bl E
LEJ, 2. URL V—AnT7 1 vy —/L T, MO/ — L BROKEEE T & B35
AlTIE, URL &b Ete L — L 2N E L1,

s TDMDN— VT T r— g R G ATV S,
cRERREONT T 4 v I BRI TN D

= NZHIN R ET DGEIL. Bl thonr— o BICEE L T ZE0,

7o ezEonE


https://en.wikipedia.org/wiki/OSI_model

7o RGHOBE |
B - rossitss08YRBORR TS5 F 4R

IW—ILDBEFRIEEIUVKYRAHFDARIA TSI T 4R

fA#RlL : ERELT ER W

fElx ODN— VR i/MELET, TEXBRYDRVELY DEREL—LOSMIHEHALE
T, 77 21F. Ry NU— 27T, MADIPT RLATIEARLIPT RL X T ay 7 &ff
HALET,

WEETH NT 7 4 v 7 OREDR 1 DOEMTHo72BE121E, 2 20542 HEH LRV
W, TUERGFMZHERTZ &, BESNAIRENKIBIIEESND AREERH Y T3, Th
WX, THRALADNRT p—< AT HRENRRE LY, 77 AXB LG THE=
=y FOBFZINZEBWT T LARWT A ZABERRAET HHER3H Y £9, RICHIZRLE
7

HEDA L H—T 2 A AR T X2 )T o —F, EEIEALTLLEEIY, EET
F NU—27 L5ty NU—2 254k LTIREL, 2RO, 2—F Yy DT T 4
T —ET HBET. BxX 2V T4V — U AEETHLETIHY A,

el ZIE, EOWNEA L HE—T oA A A =Sy b EDO HEE] Okt BETD
PAEIX, Blo, ZRUHONEPA v B —T oA A2 EG0EE T2V T 0V — 2 FEHL
9, Ry U= FHIIMEA L F—T oA AOFKMEINEDH ) XA,

BRI LT TVl MIHAEDLETH, N7 r—<r AFMELERA, =& 21E, 50D
IP7 RVAZ1DODFRy NU—J TV x7 MIEDTHERAT L Z L2373 —~< 2 A7
AUy MIL, FHFZZNEDOIP T FLAZFEBICED D LD LHICHER EO XY » b2
b BT T,

TV =g VIR OHERFREIHICOW TR, 7Y r—a VHIEORED R A N T T
T4 A (16 3—V) L TLIEIN,

BMYRAH A VE—T A RIZELTYY—RBEEIL—ILEFRYAATEHIHIT S

TEXLRY, V= NVOFMEHFERALTY Y —ABEENL—PULET D N T 7 0 v 7 2KV iAA
TEHRLET, BORAENTNA— T, BRSOV —ANEER XA TDRNT T 4
JEBAEL, BTV ELLOBEONL—LVET VT T a VB TELEWHIEBNLLE
2T, UIFE, U Y —AEEL—LORFITT,

* 8T T4 v 7 BEETHTLS/SSLV—/b  WETT TR, BSh/i b7 747 DR
ROGINTH VY —=ANBETY, KV IABREZMNAS L, £WRERG A, ek b7
T4y &7y 7 $ 00 B LRNE I LET,

Firewall Threat Defense &5 /L ClI/n— K = 7 CTLS/SSLIF LB L OME S0 FEIT SN E
T, UKD RT p—= o ANRKEL M ELET, FEMIZOWTIL, TLSE LT 7 &
Tl—varESRLTIEEN,

T U =T A AR g VERHT T 7R 3 ha— L —)L  BRICEB D T A F
LMRARY =Bty FEFERALTWDIEHE, BATZ7ANCYAT =T DA AN
73 a it = ARNETT, T4 —T A AT g I ERIGFT OO
SINDHTEEMERL TSN,

B 7/t REHOBE


management-center-device-config-73_chapter60.pdf#nameddest=unique_1492
management-center-device-config-73_chapter60.pdf#nameddest=unique_1492

| 77 ex5EoBE
7oL —LeBARY s —oix |

BRONRT =< AZLDBAV v b EEDED, A X —T =2 AL >T—EHIFIL
FT. NL—IBTNANAL ZADTRTDA L H—T A AEENTAEES. FO/L—LTFDFT N
A ADINT F—< L ATEEBELFEH A,

T ERAGFEEIL—ILERARY) O—DEHRARAE

=2 NT R ATHR—=FINDT 7 ZAHEAL— L ETZ3BARY — 0 KEIL, &
U —DMEE, MEAT) TS 20T aky PR ED, Z<OBERICL>TEREARD E

R
TNAATHR—=FENDIRREHALDET 78X ar ba— RY) —IRATET. B
AHI 2 LERH Y £,

BARY S —DHA RFA
TR b= RY —TiE 1 OORARY —% K L—N, A HTFT
T4 T Tav s =, BEXOTFI74 L N T yarbEEMTAZERNTEET, &
AR =L ZHEy FOBEBEORTILTTRT, 1 2ORY—LRAeShET,

c WL OPDORARY —F Bty MG T oL, EEOT 78X 2y br—L
V=TI DDRARY =L BHE v b7 ZEMT 5 2 LB TEE T, 0T
NAZTE, TRTORARY = LTI 20EKY v MEF 2 TE 2550,
TNA ABRTIIE N SORARY v—/Est v  ~T R 2T 2560300 £
R

I 7o ezEonE



7o RGHOBE |
B 7oz —regaky s —omil

. T U AHHOBE



BERICDOWT

CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



