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[k~ (Next) ]. [A# v 7 OVERL (Create stack) ] DNEIZZ U >~ 27 LET,

JREANET L7z 6, [HH7) (Outputs) JIZBEI L. S3 @ BucketName #EHE O £ 7,
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. CloudFormation 7> 7L — b #EA L - AWS ~DRX % v & D ERH

3: Infrastructure.yaml O X 71

Outputs (16)

Q

Value Description Export name

AZ me-south-1a Availability zone
ApplInstanceSGIid sg-02b07af19c3e746d9 Security Group ID for Application Instances

ApplicationSubnetlds subnet-03217efc6049e5fee Application subnet ID

Name of the sample Amazon S3 bucket
BucketName neo-cls-infra-s3bucketcluster-13pgzkjjrx66 with Private Static Web hosting
Configuration

http://neo-cls-infra-s3bucketcluster-13pgzkjjrx66.s3- . .
BucketUrl . URL of S3 Bucket Static Website
website.me-south-1.amazonaws.com

CCLSubnetid subnet-Ocaf6c4801922d8b1 CCL subnet ID

EIPforNATgw 15.184.208.231 EIP reserved for NAT GW

Security Group ID for FMC if user would like

FmclnstanceSGID sg-0a0d3797b04370aa3 to launch in this VPC itself

Security Group ID for Instances Inside
IninterfaceSGId sg-0522ebe5acb8a2827

Interface
InsideSubnetlds subnet-056fdc9fe5389bf88 Inside subnet ID

Security Group ID for Instances

InstanceSGId s9-Obe5b62647eb53dec Management Interface

LambdaSecurityGroupld sg-0347d191d724b2574 Security Group ID for Lambda Functions

subnet-0989fbaeb522a906¢,subnet- List of lambda subnet IDs (comma

Lol R i 0c7a9b649d5067930 seperated)

MgmtSubnetlds subnet-08c386d4b06890532 Mangement subnet ID
UseGWLB Yes Use Gateway Load Balancer

VpcName Name of the VPC created

AT w73 cluster_layer.zip, cluster_lifecyclezip, 35 XU cluster_manager.zip % infrastructure.yaml C{ER,
L7 S3 Ay M7 v a— RLET,
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CloudFormation 5> 7 L— + %A L1- AWS ~0 2 2 v s DER [

X 4:83/87 v k

neo-cls-infra-s3bucketcluster-13pgzkjjrx66 .

Objects Properties Permissions Metrics Management Access Points

Objects (3)
Objects are the fundamental entities stored in Amazon S3. You can use Amazon S3 inventory [4] to get a list of all objects in your bucket. For others to access your objects, you'll

need to explicitly grant them permissions. Learn more [/}

© Copy S3 URI Copy URL M Download Open [4 Delete Actions ¥ Create folder
[ Upload
Q

Name Last modified Storage class v

@ cluster_layer.zip i September 30, 2021, 17:49:01 (UTC+05:30) Standard
[ cluster_lifecycle.zip { September 30, 2021, 17:49:01 (UTC+05:30) Standard
@ cluster_manager.zip i September 30, 2021, 17:49:01 (UTC+05:30) Standard

AT 74 deploy _ngfw_cluster.yaml % 258 L £,

a) [CloudFormation] \IZfEh L, [HrL\ U vV —A (HEHE) ZfEH (Withnew resources(standard)) ]
FER LT, [A¥ v 7 OIER (Createstack) | %7V v 7 LT,

by [T 7L —hrT77A4 VDT v 71— (Uploadatemplate file) ] ZEINL, [7 7 A /L DiE
U (Choose file) 15227 Vv 7 LT, #—%4 v M7 4 /L4715 deploy_ngfw_cluster.yaml %
BIRLE T,

c) [k~ (Next) 127 U w7 LT, LERIEFREZATILET,

d) [k~ (Next) ]. [A#¥ > 7 DIERK (Create stack) | DINEIZZ U > 7 LET,

Lambda BA#5237% W O 7' & A %2 # L, Threat Defense Virtual 7 H E)J|Z Management
Center |8k SN E T,
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. CloudFormation 7> 7L — b #EA L - AWS ~DRX % v & D ERH

5:BRASNhEYVY—R

Resources (19)

Logical ID Physical ID Type Status

ASmanagerTopic n uth-1:797661843 -manager-topic [2 AWS::SNS:Topic (© CREATE_COMPLETE
ClusterManager 1-1-manager-lambda [3 AWS::Lambda::Function © CREATE_COMPLETE
ClusterManagerLogGrp /aws/lambda/neo-cls-1-1- er-lambda [2 gs:LogGroup (© CREATE_COMPLETE

ClusterManagerSNS1 :aws:snsime-south-1:797661843114:neo-cls-1-1-autoscale-manager-topic:ae9962ae-deSa-4274-afa1-b38fb815eedc NS::Subscription (© CREATE_COMPLETE

ClusterManagerSNS1Permission neo-cls-stack-ClusterManagerSNS1Permission-1QUGC6QPBYAMM : (© CREATE_COMPLETE

utoScalingzAutoS

. (© CREATE_COMPLETE
calingGroup

FTDVGroup
AWS:EC2::LaunchTempl

CREATE_COMPLETE
£ o -

FTDvLaunchTemplate 73774baBe52a7e70 [4

InstanceEvent 1-1-notify-instan AWS:Events:Rule (© CREATE_COMPLETE

AWS::Lambda::Permissio

InstanceEventinvokeLambdaPermission neo-cls-stack-InstanceEventinvokeLambdaPermission-1HIW8J9L3S6E2 n © CREATE_COMPLETE

AWS:Lambda:LayerVt
LambdaLayer arn:aws:dambda:me-south-1:797661843114:layer:neo-cls-1-1-lambda-layer:1 SRR AR (© CREATE_COMPLETE

LambdaPolicy neo-c-Lamb-JNZAR9J36KYQ :IAM::Poli (© CREATE_COMPLETE
LambdaRole cls-1-1-Role [2 @ CREATE_COMPLETE
LifeCycleEvent 5-cls-1-1-lifecycle-action [2 AWS:Events:Rule (© CREATE_COMPLETE

LifeCycleEventinvokeLambdaPermission neo-cls-stack-LifeCycleEventinvokeLambdaPermission-7036X3FAVFF7 RIS (© CREATE_COMPLETE
n

LifeCycleLambda > AWS::Lambda::Function (© CREATE_COMPLETE

LifeCycleLambdaL ogGrp aws/lambda/ne mbda [4 AWS:Logs:LogGroup © CREATE_COMPLETE

AWS:ElasticLoadBalanci

e (© CREATE_COMPLETE

ey amn:aws:elasticloadbalancing:me-south-1:797661843114:l0adbalancer/gwy/neo-cls-1-1-GWLB/186e8004d09d30c5

AWS:ElasticLoadBalanci

(© CREATE_COMPLETE
ngV2:Listener

listener arn:aws:elasticloadbalancing:me-south-1:797661843114:listener/gwy/neo-cls-1-1-GWLB/186e8004d09d30c5/f8f58ff3f92fcd13

asticLoadBalanci

] arn:aws:elasticloadbalancing:me-south-1:797661843114:targetgroup/neo-cls-1-1-GWLB-tg/0091e49395247c955
ngV2:TargetGroup

© CREATE_COMPLETE

ATFYTES WD —Rica s AL, showcuster info 2~ REAN LT, 7T AXDOREBAZTH
HA}JD‘L/iﬁAo

6:95R% /—F

Details Activity Automatic scaling Instance management Monitoring Instance refresh

Instances (2) C Actions ¥

Q

[ ] Instance ID Lifecycle Instance ty... Vv Weighted capacity v aunch template/confi

[ ] i-0a8a98d3bda571dc9 [4 InService c5.xlarge neo-cls-1-1-ftd-laun

[ ] i-0f6c3f8ea3ba2b044 [4 InService c5.xlarge neo-cls-1-1-ftd-laun:
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mws <oy 5z220:nEH [

7 : show cluster info

Cisco Firepower Extensible Operating System (FX-0S) v82.12.0 (build 182i)
Cisco Firepower Threat Defense for AWS v7.2.0 (build 1258)

[> show cluster info
Cluster ftd-cluster: On
Interface mode: individual
Cluster Member Limit : 16
This is "29" in state MASTER
D H )
Version 1 99.18(1)62
Serial No.: 9ABHKNVX2JW
CCL IP :01.1.1.29
CCL MAC : B6b1.3bf1.8920
Module : NGFwv
Resource : 4 cores / 7688 MB RAM
Last join : 12:55:57 UTC Sep 30 2021
Last leave: N/A
Other members in the cluster:
Unit "143" in state SLAVE
ID £ dal
Version 1 99.18(1)62
Serial No.: 9AXQ6UCEBLQ
CCL IP ;0 1.1.1.143
CCL MAC : P69e.a363.0768
Module : NGFwv
Resource : 4 cores / 7680 MB RAM
Last join : 13:00:56 UTC Sep 30 2021
Last leave: N/A

AWS TD YU S R 2 DFHER

7T A2 FEITREMT 212013, Day0O Mz ¥ L, &%/ — FZREREAL THrLHIE — Fa
Management Center (ZiB/1 L FE 37,

AWS [&] (1 Day 0 #& R D 1ERL
[ ERERK 7 I A S~ A ZRERLOWT N E I TE £,

AWS [6] (TEIE# R % H L 7= Day 0 R D 1ERK
BERKRIZED, 2T AZDT— AT v TR HEVER S vE

"AdminPassword": "password",
"Hostname": "hostname",
"FirewallMode": "Routed",
"ManageLocally": "No",

"Cluster": {
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B aws@ih x5 <4 R EER L1z Day 0 RO R

"CclSubnetRange": "ip address start ip address end",
"ClusterGroupName": "cluster name",
[For Gateway Load Balancer] "Geneve": "{Yes | No}",
[For Gateway Load Balancer] "HealthProbePort": "port"
}
}
RIZH 2~ L ET,
{
"AdminPassword": "Sup3rnatural",
"Hostname": "ciscoftdv",
"FirewallMode": "Routed",
"ManageLocally": "No",
"Cluster": {
"CclSubnetRange": "10.10.55.4 10.10.55.30",
"ClusterGroupName": "ftdv-cluster",
"Geneve": "Yes",
"HealthProbePort": "7777"

\)

() CclSubnetRangeZE#5iZ O\ T, ip_address start 284535 L Nip_address end &% & il L CHg
ETDHIPT L AOFPHN, ip_address start Z#CHRE L7 IP 7 KL AL EKT 16 fHO
IP7 FL ALV RERFEHNICHD Z L 2R LT ES W, AWS DA, IPT FLAD
FAPHIL xxx4 2 OBRGT HRERNH Y £,

AWS ~LAF = v 7 OFRETIE., Z 2 TRE L7z HealthProbePort Z X4 E L TL 72 &,

AWS [T Hh R 2 <A ¥R % L 1= Day 0 iR D YERK
O REFEHLT, 79 AFDODT— AN T v TR EEZTXTASTEET,

"AdminPassword": "password",

"Hostname": "hostname",

"FirewallMode": "Routed",

"ManageLocally": "No",

"run_config": [comma separated threat defense configuration]

}

B— kx4 A= FRS 24 0%

WKOFITIE, UX— T 7409 HD1OD Geneve £ X —T = A AL 75 ZAZHIHEY
YIHAD1IODVXLAN A V' H—T =2 A AEATZ7— b7 = A 8— RXT YOk & Bk
LET, KFEOMEIZ  — R LB THAHULENHD Z LITIEBE LT EEN,

"AdminPassword": "Sam&Dean",
"Hostname": "ftdvl",
"FirewallMode": "Routed",
"ManageLocally": "No",

"run config": [
"cluster interface-mode individual force",
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AWS 145 2 4 7 4 Xt E A L1 Day o ke [

"interface TenGigabitEthernet0/0",
"nameif geneve-vtep-ifc",

"ip address dhcp",

"no shutdown",

"interface TenGigabitEthernet0/1",
"nve-only cluster",

"nameif ccl link",

"ip address dhcp",

"no shutdown",

"interface vnil",

"description Clustering Interface",
"segment-id 1",

"vtep-nve 1",

"interface vni2",

"proxy single-arm",

"nameif uturn-ifc",

"vtep-nve 2",

"object network ccl link",

"range 10.1.90.4 10.1.90.19",
"object-group network cluster group",
"network-object object ccl link",
"nve 2",

"encapsulation geneve",
"source-interface geneve-vtep-ifc",
"nve 1",

"encapsulation vxlan",
"source-interface ccl link",
"peer-group cluster_group",
"jumbo-frame reservation",

"mtu geneve-vtep-ifc 1826",

"mtu ccl link 1980",

"cluster group ftdv-cluster",
"local-unit 1",

"cluster-interface vnil ip 10.1.1.1 255.255.255.0",
"priority 1",

"enable",

"aaa authentication listener http geneve-vtep-ifc port 7777"

\)

6=

I AZHHY 7 Xy VU= ATV =7 MIE T R A BBERBIZTRELET (
K16fE) . ®iHERELSTLHE, N7+ =~ ATKET LR £7,

AWS ~VAF = v 7 OFFETIL, 2 TiE L7z aaa authentication listener http 48— k & &

THRELTIZIVY,

FERA T4 TB—FNT YDA

OB TIE, B, NE. BIOSWEA v F—T A A&, 7T AZFEY 7 DO VXLAN
A B =T oA AEFHLT, IRAT 4 70— T Y HOERZER L £, KFEOM
X/ — RZEI—BTHAVERNDHDZ EICTHEELTLIZEN,

"AdminPassword": "Wlnch3sterBrOs",
"Hostname": "ftdvl",
"FirewallMode": "Routed",
"ManageLocally": "No",
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B /525 —roEs

"run config": [
"cluster interface-mode individual force",
"interface Management0/0",
"management-only",
"nameif management",
"ip address dhcp",
"interface GigabitEthernet0/0",
"no shutdown",
"nameif outside",
"ip address dhcp",
"interface GigabitEthernet0/1",
"no shutdown",
"nameif inside",
"ip address dhcp",
"interface GigabitEthernet0/2",
"nve-only cluster",
"nameif ccl link",
"ip address dhcp",
"no shutdown",
"interface vnil",
"description Clustering Interface",
"segment-id 1",
"vtep-nve 1",
"jumbo-frame reservation",
"mtu ccl link 1654",
"object network ccl link",
"range 10.1.90.4 10.1.90.19",
"object-group network cluster group",
"network-object object ccl link",
"nve 1",
"encapsulation vxlan",
"source-interface ccl link",
"peer-group cluster_group",
"cluster group ftdv-cluster",
"local-unit 1",
"cluster-interface vnil ip 10.1.1.1 255.255.255.0",
"priority 1",
"enable"

]

}

JIGAREEY 7 Xy N — 7 F TV M, T RV AEZMLEREFRELET (x

KI16f#) . #ifHEZ K& TDH L, RT3 —< L R IHEBETLARRERH Y F7,
DSRR)—FOER

JIAANEREINADLICT TAY ) — REREBELET,

FIE

AT w71 [Cisco Secure Firewall Threat Defense Virtual A % — ~7 v 7 HA K] [FEFE] 1ZHE-THK Y 7 A
2 —RNERELET,

ATV T2 [A VAR U ADEMEZTE (Configure Instance Details) | > [EE A E¥# (Advanced Details) ]
t 723 T, Day0 fERGICHEE D fHF E 9,

ATFYT3 B— R ARG Y V) 2—2a ST, A Vv F—T =— A& LET,
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pre <524 5EET5 [

CAWS ' — R oA B — RGO A4ODA X —T oA A : S, BH, 2. 75
A A 7,

cHEFAT 4T O RKRT VDS ODA U H—T oA A NES, SR, BEL M. 2T
ALY > 7,

ATFYvTd AWSHF—FrzAf0—RKAT P ERELET,
) Z—bhT=Agm—FATUYEERL, &—ﬁybﬁw~°%ﬂ@%fif
b) F—hUxzAa— AT YDOE—Fy N TV—2 ) — FEBHFLET,

AT w75 Management Center (ZiillfHl / — K% B/ L %7, Management Center ~7D 7 7 A X OIEN (T8}
R (35 _—Y) ZZRL TSN,

Azure TY SR A *RHAT S

Azure Gateway Load Balancer, 723 Cisco Cloud Services Router 72 EDIEFRA T 4 7O — K
NWNTG YT TAZEEHTEET, Azure T/ 7 A X Z BT 521X, Azure Resource Manager
(ARM) 77— bhzffiflL TERB~ Y 27—ty b2 RIALET,

Azure Resource Manager 7> JL— FZFERA Lz GWLB DIRBET L X 7—)LE vy
D R

HAH <A XEZ 7= Azure Resource Manager (ARM) 7 > 7 L— b & i L C., Azure GWLB
DRI~ v Ar—ty hEREBALET,

1R BRI

« 77 A4 )\ Management Center (2 HEIEER I 5 X 9 12T5H1C1%, RESTAPIZfEH TX 5
B HLFMEIR % Ff> = — 3 — % Management Center C{ER T 2 M E 3% W £7°, Cisco Secure
Firewall Management Center 7 RX =A fL—3 3 > HA FEZHRL T IEX0,

» Configuration.JSON TIEE L7=AR Y > —4 & —E T 57 7 & AR U 2 —% Management Center
BN L ET,

FIE

AFYT1 TUoFL—bEERLET,
a) GitHub VARY MU 2o —/v7 VR 9, https://github.com/CiscoDevNet/cisco-ftdv/
tree/master/cluster/azure M L T 7230,

b) GWLB D54, azure ftdv_gwlb_cluster.json & azure ftdv_gwlb_cluster_parameters.json
IR RT A= TEHELET, GWLB LS DOEAE1E, azure ftdv_nlb_cluster.json &
azure ftdv_nlb_cluster_parametersjson 2% L £,

INT Vw9957 FIZE T S Threat Defense Virtual 7 5 X 2 D EH .


http://www.cisco.com/go/firepower-config
http://www.cisco.com/go/firepower-config
https://github.com/CiscoDevNet/cisco-ftdv/tree/master/cluster/azure
https://github.com/CiscoDevNet/cisco-ftdv/tree/master/cluster/azure

/71 949495 FTO Threat Defense Virtual [+ 5 2 2 DER |
. Azure Resource Manager 7> L — hE##A L= GWLB DREY L VR 7— )Lty FOER

ATv T2  Azure R—HF L2 v 7' A : https://portal.azure.com,
ATFvF3 UV I—R T N—TEERR L ET,
8:1))—RTIN—TDER

Home > Resource groups >

Create a resource group

Basics  Tags Review + create

Resource group - A container that holds related resources for an Azure solution. The resource group can include all the
resources for the solution, or only those resources that you want to manage as a group. You decide how you want to
allocate resources to resource groups based on what makes the most sense for your organization. Learn more

Project details
Subscription * (O [ MSDN Dev/Test Pay-As-You-Go(Converted to EA) s |

Resource group * (O | ftdv-gwlb-demo \/l

Resource details

Region* @ | (US) East Us v |

ATvTa  EFH, ZW. SN CCLD 4 2DH 71y MEFFOEAR Y b U —7 Z{ERRLE T,
a) AERy FU—7 ZAER L £,
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Azure Resource Manager 7> 7 L— F 2 EA L 7= GWLB DRETY L VR 75—ty FDEMH .

9:ARBAR Y FT—T DR

Home > Resource groups > ftdv-gwlb-demo > Marketplace > Virtual network >

Create virtual network

Basics  IP Addresses Security  Tags  Review + create

Azure Virtual Network (VNet) is the fundamental building block for your private network in Azure. VNet enables many types of
Azure resources, such as Azure Virtual Machines (VM), to securely communicate with each other, the internet, and on-premises
networks. VNet is similar to a traditional network that you'd operate in your own data center, but brings with it additional
benefits of Azure's infrastructure such as scale, availability, and isolation. Learn more about virtual network

Project details

Subscription * @ | MSDN Dev/Test Pay-As-You-Go(Converted to EA) v |
Resource group * (0 | ftdv-gwlb-demo v |
Create new

Instance details

Name * | ftdv-gwlb-vnet v |

Region * | East US ' |

Review + create [ < Previous Next : IP Addresses > Download a template for automation

b) 7Ry FEBMLET,

INT ) w49 559 FIZH 1T 3 Threat Defense Virtual 7 5 2 2 D ER .



187 w9459 KTO Threat Defense Virtual [ 179 S5 X % O ER |

. Azure Resource Manager 7> L — h Z{ER L 7= GWLB D{REY > VX5 —)Lt v FDER

10:9 T4y ~DEM

Home > Resource groups > ftdv-gwlb-demo > Marketplace > Virtual network >

Create virtual network

Basics  IP Addresses  Security = Tags  Review + create

The virtual network's address space, specified as one or more address prefixes in CIDR notation (e.g. 192.168.1.0/24).

IPv4 address space

| 1045.00/16

¢l]ﬁ[

D Add IPv6 address space O]

The subnet's address range in CIDR notation (e.g. 192.168.1.0/24). It must be contained by the address space of the virtual

network.

+ Add subnet

D Subnet name Subnet address range
D Management 10.45.0.0/24
D Diagnostic 10.45.1.0/24
(] outside 10.45.2.0/24
(] ca 10.45.3.0/27

NAT gateway

0 A NAT gateway is recommended for outbound internet access from subnets. Edit the subnet to add a NAT gateway. Learn more '

I < Previous l I Next : Security >

RTFYTS  HRAEALTUSL— NEREBLET,

Download a template for automation

a) [fEm (Create) |>[T>FL— DER (Templatedeployment) | (W RB LTV TL—

FEFERLTRE) 227V v 27 LET,

b) [TT4 2 THBEDTYTL—F&HET S (Build your own templatein theeditor) ] %~

Uy 27 LET,

) [Z7AINDEFEAAH (LoadFile) 1 22 VU v 7 L, azure ftdv_gwlb_cluster.json % 721%

azure ftdv_nlb_clusterjson #7 v 7 r— R L £ 7,
d) [fRfF (Save) 1227V v 27 LET,
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ATY

76

Azure Resource Manager 7> 7 L— F 2 EA L 7= GWLB DRETY L VR 75—ty FDEMH .

A VAL ADFEMERE L E T,
a) MEREZAN L, [#ER L TER (Review +create) 15227 U 27 LET,

11 : Instance Details

Custom deployment

Deploy from a custom template

Select a template Basics  Review + create

Template
Customized template &'
15 resources . _ f ‘%—'
Edit template Edit parameters Visualize
Project details

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and
manage all your resources.

Subseription = (D) | MSDN Dev/Test Pay-As-You-Go(Converted to EA) ~ |
— Resource group * () | frdv-gwik-demo e |
Create new

Instance details

Region * @ | (ws) East us |
Resource Name Prefix (&) | gwibdema |
Virtual Network Rg (D | ftdv-gwib-dema |
Virtual Netwark Name (T | frdv-gwib-vnet |
Virtual Network Cidr [ 104500116 |
Mamt Subnet (& | Management |
Diag Subnet O | Diagnostics |
Data Interface Subnet () | Outside o |
Data Network Gateway lp (D | 10.45.2.1 |
Gateway Load Balancer IP (D) | 10.45.2.4 |
CelSubnet @) [ecL |

[ < Previous | | Next : Review + create > |

Home > Microsoft.VirtualNetwork-20220802103957 | Overview > ftdv-gwlb-vnet > ftdv-gwlb-demo > Marketplace > Template deployment (deploy using custom templates) >

7T ALZGINY 7 DBAET FL ALK T T RLU AL, LERBIETHEELTLEEN
(mK161ME) . FAZKRELTDHE, NI 4= ATFEETHAREERH D 7,

b) MGEIZEM L7ZD, [fER (Create) 127 Y v 27 LET,
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. Azure Resource Manager 7> L — h Z{ER L 7= GWLB D{REY > VX5 —)Lt v FDER

ATy T17

ATvT8

R 12: h 22 LERBRADIER

Custorm deployment
) vainldar Pom
F wells ik
4520
k r L r | 5o L
g
T e

A VAR ADFETHR, WTHD ) — Ricue 71 L, showcluster info=~> F&Z AL
T, V7 AXDEMREZMR L ET,

13 : show cluster info

> show cluster info
Cluster gwlb-cluster-template-with-AN: On
Interface mode: individual
Cluster Member Limit : 16
This is "12" in state CONTROL_NODE
ID H)
Version : 99.19(1)180

Serial No.: JAKGFV8VH4G

CCL IP
CCL MAC
Module

: 190.1.1.12

: @@0d.3a55.5470

: NGFWv

Resource : 8 cores / 28160 ME RAM
Last join : :13:24 UTC Sep 5 2022
Last leave: N/A

Azure IR— X )V C, Function 7 7'V %7 U v 7 LT/ 7 A X % Management Center {2k L F
R
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Azure Resource Manager 7> 7 L— F 2 EA L 7= GWLB DRETY L VR 75—ty FDEMH .

GE) Function 7 7"V il L7Z2W5AE1E, 1B (Add) 1>[T/34 R (Device) 1 ([iB
fm (Add) 1> [V 5 R% (Cluster) ] CidZewy) 2fEHL T, #Hl#E /) — K%
Management Center |ZEHRERT 52 & b TEET, TOMOY T 2% ) — NiEH
BRI FR S E T,

ATv79 [ERt>%— (Deployment Center) |>[FTPSD B4 A UiE#HR (FTPScredentials) ]>[1—
HY—Ra—7 (User scope) | >[1—H—H EL/XRT— FDEEE (Configure Username and
Password) 127 U v 27 LCFTPS ®u /A EHREIER L, [REF (Save) |27 UV v/ LZE
R

14:FTPS DO 5 A &SR

| Save  » Discard [ Browse [ Manage publish peofile 7 Leave Feedback

SR FTPS erpdentialy +

App Service supports multiphe technologies to scoess, publish and modidy the content of your app. FTPS oredentislt can
be scoped 1o the application oo the user

FTPS endpeint i

Application scope

Applicatsan icape credentisli ang JAG-generated and prosade sodedd only 10 this ipecihd app or deployment slol. Thede
treclentals can be used vath FTPS, Local Gt and WebDeploy. They cannot be configured manaally, bt can be reset
arptime. Leam mone
Uszrname |
Password "
e Iy} Reset
User scope

Uzer scope credentials sre defined by you, the wier, and can be uted with ol the spps to which you have sccess. These
credentals can be used wath FTPS, Local Gaf and WiebDeploy. Suthenticating 1o an FTPS endpoink using user-level
credentials requires a wsername in the following format: “gwlban- function - apphssmis’. Authenticating with Git reguires
onby thee uemams ‘sumrmss detned below Learn miore

L@ riarse

Password =000 | seeeereeen

Confirm Password | ............ ) |

ATYTI0 a—HNVOUER TR curl ER%A FAT L, Cluster_Function.zip 7 7 A /L% Function 7 7"V |Z
Ty 7u—RLET,

curl -X POST -u = —#—%4 --data-binary @" Cluster_Function.zip" https:/
Function_App_Name.scm.azur ewebsites.net/api/zipdeploy

BA%78 Function 7 7" V27 v 7 — RENE T, BEDBRBSHL, A ML—UT A0 RO
7 hFa—llu VNRRIET, Management Center TODT /A AXERN AL SV E T,
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. Azure Resource Manager 7> L — hE##A L= GWLB DREY L VR 7— )Lty FOER

15: 4 8E

() gwlban-function-app | Functions
Function App
7 Search (Cmd+) & ~+ Create () Refresh [i] Delate
& Cverview Ak vour aps is curmently In read only mode because you are ninring from a package flle. To make ary dhanges upeate the contant in your 2 file and WEBSITE_RUN_FROM_PACKAGE apa setfing.
H Activity log
" Aece: il (LAM)
A S5 ontroHANY | 4 Filter by name..
@ Tags
&® Diagnose and solve problems. [ Mame * Trigger T4 Status T
@ Microsoit Defender for Clowd [ cluster-function Queue Frasied
£ Ewents [preview)
Functions
|f:] Functions

16:F21—

gwlbanb4x5mqdvkpces | Queues =

Storage account

2 Search (Cmd+/) | « + Queue () Refresh [§ Delete

= Overview

O Search queues by prefix

B Activity log
@ Tags

Queue urd

[ outqueue i
£ Diagnose and solve problems

[ resourceactionsuccessqueue https/g i
B, Access Control (IAM)

& Data migration
Events

S Storage browser

Data storage
= Containers
i File shares

™ Queues

17: 79 h*%a—

[ outqueue - X

Queue

2 Search (Cmd+/) | « () Refresh -+ Add message [i] Dequeue message ¢ Clear queue

7 Overview Authentication method: Access key (Switch to Azure AD User Account)

Diagnose and solve problems
& oo P P Search to filter items.

. Access Cantrol (IAM)

1d Message text Insertion time Expiration time Dequeue count
Settings Event thread: f605983a-97ad-4414-9a2a-beebTc09ab0
Action: Microsoft i tion
Access policy d054bf2-a39b-daSe... Operation: Micr 8/2/2022. 3:54:56 AM 6/9/2022, 9:54:56 AM 0
Event time: 2022-07-27T04:48:21.2894777Z
@ Metadata Started function execution

Event thread: f6b5983a-97ad-4414-9aaa-bbeeb7c0%ab0
Data: Instances Description

Instance ID in scale set: 0
Name: sumisnib-vmss 0
Status: VM running
Public management IP:
Private management IP: 10.55.1.4
Instance ID in scale set: 2
Name: sumisnib-vmss 2
Status: VM running
ac54339¢-1318-4ac2..  Public management IP: 8/2/2022, 9'55:08 AM 8/9/2022, 9:55:08 AM 0
Private management IP: 10.55.1.6
Instance ID in scale set: 3
Name: sumisnlb-vmss_3
Status: VM runnis
Public management IP:
Private management IP: 10.55.1.7
Instance ID in scale set: 4
Name: sumisnib-vmss_4
Status: VM running
Public management IP: 4 4
Private management IP: 10.55.1.8
Event thread: f6b5983a-97ad-4414-9a2a- beeb7c09ab0
B2166aT1-dBTe-4T7.. o T indec 0 8/2/2022. 955:16 AM 8/9/2022, 9:55:16 AM 0
Event thread: f605983a-97ad-4414-9222- beeb7c092b0
Data: Cluster Info
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Azure TD Y T X2 DFEER

7T AL & FETRMT2I121%, Day0 xR L. &/ — FZREMAL T LHIE — Rz
Management Center (Z3E/1 L &9,

Azure @] Day 0 #£ B D 1AL
EEMRE T IIA AL~ A A ONT NN EEHTEET,

Azure @ 1T Bl E & Z (£ F L 7= Day 0 {8 D 1K
BIEMRKICE D, 77 AXDOT— A RNT v RS BEERINLET,

"AdminPassword": "password",
"FirewallMode": "Routed",
"ManageLocally": "No",

"Cluster": {
"CclSubnetRange": "ip address start ip address end",
"ClusterGroupName": "cluster name",
"HealthProbePort": "port number",
"GatewayLoadBalancerIP": "ip address",
"EncapsulationType": "vxlan",
"InternalPort": "internal port number",
"ExternalPort": "external port number",
"InternalSegId": "internal segment id",
"ExternalSegId": "external segment id"
}

}

I Z R L ET,

{

"AdminPassword": "password",
"FirewallMode": "routed",
"ManageLocally": "No",

"Cluster": {
"CclSubnetRange": "10.10.55.4 10.10.55.254",
"ClusterGroupName": "ngfwv-cluster",
"HealthProbePort": "7777",
"GatewayLoadBalanceIP": "10.10.54.4",
"EncapsulationType": "vxlan",
"InternalPort": "2000",
"ExternalPort": "2000",
"InternalSegId": "800",
"ExternalSegId": "801"

N

(GEX)  CclSubnetRangeZZ#1iZ oW\ Tid, ip_address start 8453 L (Vip_address end %5 % i L T8
ETDIP T KL ADOHPHA, ip_address start 250 CTHRE L2 IP 7 R L A B KT 16 D
IP7 RLALWS Bl e fiANICH 5 2 L 2R L T<Za W, Azure D&, IPT FLAD
FHIE xxx4 OB TAMLENRH Y 7,

Azure IEFEMHT = v 7 OFRETIL. I Z THRE L 7= HealthProbePort # 43 F8E L TL 72 &V,
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Azure | (T H R 2 < A XtER %A L 1= Day 0 iR D 1ERK
g REFHLT, VI AFIDT— AT v TREZTXTASTEET,

"AdminPassword": "password",

"Hostname": "hostname",

"FirewallMode": "Routed",

"ManageLocally": "No",

"run_config": [comma separated threat defense configuration]

}
RITHI 2R L ET,

"AdminPassword": "Cisco@123123",
"Hostname": "clsuterftdv",
"FirewallMode": "routed",
"ManageLocally": "No",

"run config": [

"cluster interface-mode individual force",
"policy-map global policy",

"class inspection default",

"no inspect h323 h225",

"no inspect h323 ras",

"no inspect rtsp",

"no inspect skinny",

"interface Management0/0",
"management-only",

"nameif management",
"security-level 0",

"ip address dhcp",

"interface GigabitEthernet0/0",
"no shutdown",

"nameif vxlan tunnel",
"security-level 0",

"ip address dhcp",

"interface GigabitEthernet0/1",
"no shutdown",

"nve-only cluster",

"nameif ccl link",
"security-level 0",

"ip address dhcp",

"interface vnil",

"description Clustering Interface",
"segment-id 1",

"vtep-nve 1",

"interface vni2",

"proxy paired",

"nameif GWLB-backend-pool",
"internal-segment-id 800",
"external-segment-id 801",
"internal-port 2000",
"external-port 2001",
"security-level 0",
"vtep-nve 2",
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"object network ccl#link",

"range 10.10.55.4 10.10.55.30",
"object - group network cluster #group ",
"network-object object ccl#link",
"nve 1 ",

"encapsulation vxlan",
"source-interface ccl link",
"peer-group cluster#group",

"nve 2 ",

"encapsulation vxlan",
"source-interface vxlan tunnel",
"peer ip <GatewayLoadbalancerIP>",

"cluster group ftdv-cluster",

"local-unit 1",

"cluster-interface vnil ip 1.1.1.1 255.255.255.0",
"priority 1",

"enable",

"mtu vxlan_ tunnel 1374",
"mtu ccl link 1454"

95R5/—FDORE

FIE

ATy T

ATvT2
ATvT3

ATv74

ATy TH

T ITAEDBRSIND LD TAZ ) —REREIALET,

[Cisco Secure Firewall Threat Defense Virtual A% — ~7 v 7 HA R] IZL7=N->THK T T AH
J—FREEBLET,

Azure ARM 7 > 7' L— k@ customData 7 1 —/v R|Z day0 #k = A L ET,
B—=RNRT Y V) a—ag NS, AU —T A A% LET,
* GWLBR—ADRH, 45DA 2 —T=A X (FEL ZW, 7—4, 7 7 2ZH#Y >~
7) .

« EGWLB R—ZDERM. 55D A v F—T A2 (GEFH, ZWr. WNER. A8, 7 9 A&
HEY 7).

Azure 77— F U = A B — FNTZ U 2RELE T, MOV TIE, TAzure 75— F UV = A B —
RKXZ % H L7= Auto Scale DEAF]| #ZR L T ZE0,

Management Center (Z#illf#l / — R %380 L £, Management Center ~0 727 7 AKX OB (F&)
&)  (B5 =) ZZRLTILEZSV,

Azure TO S TN a—F 409 VSRS ERM

[ : NI 74 v T7mr—0720

NIy a—T 40
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Azure TO RS TN a—T 40T V5 R ER

« GWLB TR SN BRI A o 2 % v ADIEFEMET 0 — 7 25— 2 28 EF )
EomEERLET,

« BBIHERAEA VAL VADEFE T 0 —T A7 —Z ANRE TH LA
* Management Center Virtual CEFH/L— R RERE SN TWNDENE I AR L E T,

T I FINV N = N2 ANRNT—H TRy FDF— T2 TP THLINE I M
AHERLET,

o BBIHMEURARA VARV ANERE T O —T NS T 4w IV BZELTNENE D
MEMERLET,

* Management Center Virtual CRXE S727T 7 AU XA MPREF%HET 2 —7 ~F
T4 I EFAALTODENE I D ERERLET,

. 7 T AE PRI TR

NIy a—FT 00
snve-only 7 FAXA LB —T A ADIPT RUAZMERLET, i/ — KD nve-only
DY FGABAL VR —T oA A VAR THDLZ L 2R LET,
snve-only D7 FAXA LB —T 2 A ADIPT VAN, T V=l NI N—TDO—
THDHZEEMRLET,
e NVEA L HZ—T 2 A ANFT T2 NNV —T THREINTNDZ EZ2MRLET,
TG RABIN—T DI FTAEA L H—T A ZNZWERVNIA VB —T = A ABH D

CLEWMRLET, TOVNIA VF—T oA RTIE, ®sTH545720 N I—F
ZFEONVE RNdH Y £9°,

o J— RPMAICEVAEETHDI I L EHRALET, &/ — NIMAD I TR XA v
=Tz A AP BRHDHTD, ZUBITHAICE VAEETHLILERH Y 77,

e 77 L— MNEBHFIZHEESN/Z CCLY 7 3y hOBAET KL ALK TT FLAR
ELWLE I MEHERLET, AT KL, 7%y N THHATEER R 0D 1P
T RUVATHELHMLERS Y £, 728 2137 % v b2 192.168.1.024 DA B
W7 R A13192.168.1.4 THHLENH Y £9 (RfID 3 DO IP 7 KL AL Azure
WX TrPREnTnEd) |

+ Management Center Virtual [ZHZN72 T A B ANBH L0 E I R LET,
I RICY Y =27 —=TICHEY Y =22 RALTVD &SI —/VIH#ET 5T
T—=NRAET D,
RTZTNY a—T 4 7 R TROa~ REEHAL T, LFor— L a2HIBRLET,

TT— Avk—

"error": {
"code": "RoleAssignmentUpdateNotPermitted",
"message": "Tenant ID, application ID, principal ID, and scope are not allowed to
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be
updated.”}

« azroleassignment delete--resource-group <V ¥ — & 7 L — 74> --role" Stor age Queue
Data Contributor"

« az role assignment delete --resource-group <V  — & 7 )L — 74> --role" Contributor"

GCP TD U 5 X3 D ER

7 7 A% % GCP TRET 212X, FEICRERAT LN, A AF AT 07T L— il LT
A VAR AT N—TZRELET, GCP u— KXF ¥ F 721 Cisco Cloud Services Router
REDIEARAT 4T O —RNRT YT ITAZEFEHTEET,

A2RRZVARTFUOTL—rEFERALZGCP TODA VRA VAT IL—TOEH
A VAR AT T — AL T, GCPICA VAR AT NV—T 2R L1,

4RO HREIIC

« J&BHIZ1E Google Cloud Shell ZfEI L £ 97, 72X, FAR—FSNTWDEEDT T v |k
7 4— 2T Google SDK Z il C& £,

« 7 J A % )% Management Center |~ H BBk 415 L 9127 5121%, RESTAPIZ{EMTE %
B HLE MHEIR % Ff> . — W — % Management Center CIER T 248235 YV 97, Cisco Secure
Firewall Management Center 7 KX = A hbL—3 3 T4 REZRL TS EI0,

« cluster_function_infra.yaml TIEE L72AR Y > —4 & —E3 57 7 & AR U 2 —% Management
Center (2B L £,

FIE

ATy 1 TrFr—trEu—ANTFNFICE T ra— K LET, htps:/github.com/CiscoDevNet/cisco-ftdv/
tree/master/cluster/gep ZZH L T 7230y,

ATv T2 WERNRTA—F—%fH LT, infrasructureyaml, cluster_function_infrayaml, X O
deploy_ngfw_cluster.yaml % #f#E L £ 9,

Management Center 7% Threat Defense Virtual 7> 5 U &— MIELE S 41, Threat Defense Virtual (2
SR IP 7 R L ARMEZRA 1L, cluster_function_infra.yaml C deployWithExternallP % True
WICRE L TS0,

RTYT3 ITAIA VT TANT I F ¥ Dzip 7 7 A NVELERLET,
11 -

zip -j ftdv_cluster function.zip ./cluster-function/*
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B ccrcosszsnznzm

ATv 74  Google Cloud Shell ZfiH LT 7w M&EERLET,
gsutil mb --pap enforced gs:// resourceNamePrefix-ftdv-cluster-bucket/
cluster_function_infra.yaml Cf5 & L 7= resourceNamePrefixftdv-cluster-bucket D4 fif & — £ & &
£75

ATy TS BB L7- Google Y — AT —HA 7% 7T v 7u—RLET,

gsutil cp ftdv_cluster_function.zip gs:// resourceNamePrefix-ftdv-cluster-bucket/

RTYT6 AVTTANTIFYERERLET,
gcloud deployment-manager deployments create cluster_name --config infrastructure.yaml
ATw 71 Management Center Virtual & Threat Defense Virtual Z [7] U > bV — 7 Tl L TV 251X,
GCP DEHLR y U= IR T T A =27 U R (VPC) ZBIMLET,
a) VPCZAER L E£9, FEMIZ OV TIE, GoogleClouud D R¥ = A v R ESMML T ZE W,
b) SSHT7 7 EAHD VPC a7 X /B L £,
gcloud compute networ ks vpc-access connector s create resourceNamePrefix-ssh --region
us-centrall --subnet resourceNamePrefix-ftdv-mgmt-subnet28

AT 78 Management Center /)% Threat Defense Virtual 7> & U “E— MZHLE S 41, Threat Defense Virtual |2
SELIP 7 R L ANMBERIGEIT, WEREL X,
a) cluster_function_infra.yaml < deployWithExternallP % True [Zi%¥E L £
b) deploy ngfw_clusterjinja CT58 ~ 6217 A FEHNLET,

accessConfigs:

- kind: compute#accessConfig
name: External NAT

type: ONE_TO_ONE_ NAT
networkTier: PREMIUM

RTFYTY T TALEEA LT TANT I Fy ERBLET,
gcloud deployment-manager deployments create cluster_name --config cluster_function_infra.yaml

ATYTN0 77 RZERFALET,

gcloud deployment-manager deployments create cluster_name --config
north-south/deploy_ngfw_cluster.yaml

GCP TD VU 7 A7 DFENREF

7T AL & FETRERMT2I121%, Day0 ka8l L, &%/ — FZREAL THLHIE —
Management Center (2B L %9,

GCP [&] [ Day 0 #8 L D e AR
EERR E 71T H A ¥~ A DR OWT AT £,
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GCP (B MR £ A L 1= Day 0 R tes: [

GCP [A] [T EEH# R Z 5 M L 1= Day 0 2R D 1ERK
BEMRKICED, 77 AXDOT— A RNT v RS BEERINLET,

"AdminPassword": "password",
"Hostname": "hostname",
"FirewallMode": "Routed",
"ManageLocally": "No",
"Cluster": {
"CclSubnetRange": "ip address start ip address end",
"ClusterGroupName": "cluster name"
}
}
WIZH 2R L ET,
{
"AdminPassword": "DeanWlncheS$Ster",
"Hostname": "ciscoftdv",
"FirewallMode": "Routed",
"ManageLocally": "No",
"Cluster": {
"CclSubnetRange": "10.10.55.2 10.10.55.253",
"ClusterGroupName": "ftdv-cluster"

GE)

CclSubnetRange %42 >\ T, ip_address start Z£%¢3 X (Nip_address end 2% & il L CH7
ETHIPT KL AOHPHN, ip_address start 4 CHRE L7 IP 7 KL AL EKT 16 fHO

IP7 RUALW) RERFANICH D Z L 2B LTI IEE, GCP OYE, IPT FLAD
FAPHIL xxx2 2 BBGT HERNH Y £,

GCP [AITHR A T A XtERMZE A L 1= Day 0 ¥R DERL
a<v U REFEHALC, 779AXZDT = AN Ty TREET X CASTEET,

"AdminPassword": "password",

"Hostname": "hostname",

"FirewallMode": "Routed",

"ManageLocally": "No",

"run_config": [comma separated threat defense configuration]

}

WOFITIL, FE, NE. BXOWEA v —T = R &, 772X 7 D VXLAN
A B =T oA ABFEH LU THEREER LET, KFEOMIZ/ — RIZ LB THIVNEND
HZEICHEBELTLIEEN,

"AdminPassword": "Wlnch3sterBr0Os",
"Hostname": "ftdvl",
"FirewallMode": "Routed",
"ManageLocally": "No",
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"run config": [

"cluster interface-mode individual force",
"interface Management0/0",
"management-only",

"nameif management",

"ip address dhcp",

"interface GigabitEthernet0/0",

"no shutdown",

"nameif outside",

"ip address dhcp",

"interface GigabitEthernet0/1",

"no shutdown",

"nameif inside",

"ip address dhcp",

"interface GigabitEthernet0/2",
"nve-only cluster",

"nameif ccl link",

"ip address dhcp",

"no shutdown",

"interface vnil",

"description Clustering Interface",
"segment-id 1",

"vtep-nve 1",

"object network ccl link",

"range 10.1.90.2 10.1.90.17",
"object-group network cluster group",
"network-object object ccl link",
"nve 1",

"encapsulation vxlan",
"source-interface ccl link",
"peer-group cluster_group",
"cluster group ftdv-cluster",
"local-unit 1",

"cluster-interface vnil ip 10.1.1.1 255.255.255.0",
"priority 1",

"enable",

"mtu outside 1400",

"mtu inside 1400"

}

\)

GE) 7F2ZEY > 7 Ry NU—2 AT V=7 ML, 7 RV AERLERKFPTIEELET (B
KI16fE) , #iHEZRKREL<TDHE, XT3 —< L ATEETHEEENRH D F9,

D3RE/— DR
I TAEPRIND LI TFTAX ) — RERERLET,

FIE

RATYT1 5002 —=T AR SN, NS, EBL, W, 7 7 AZEIEY > 7) %1272 Day 0 1%
REMEH LT, AV AZ AT T L—FaELET (A2 T—% (Metadata) ]>[R 42—
b7y TR )T (Startup Script) [27 v ayv)

Cisco Secure Firewall Threat Defense Virtual A % — b7 v 7 A K Z#&ZHL TLL &0,
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ATYT2 A VAR AT N—TENERH L, £V AF AT T L— b Z2EY Y TET,

RAT9 T3 GCPxy hU—7m— KA Z % (NHEB IO ZERL, AV AZ AT N—T%EY
WTET,

ATY T4 GCP *v hU—27 11— KNZ YDA Management Center Dt ¥ =V 7 4 R Y 2 —T~ )b
AF v EHFALET, GCP F v T —27 00— RKRZ VDO~V ATF = v 7 OFFF (35
~N—=V) ZZRLTIEIN,

AT w75 Management Center (ZiillfHl / — K% B/ L %7, Management Center ~7D 7 7 AKX DEN (F#)
) (35—Y) ZZRLTIEEN,

GCP Ry F7—4HO—KNASUHDAILRAF VY DR

Google Cloud X, Ny 7 U RN KNT T 4 v 7INET LN E I DT 5~V ATF = v 7
PR 1Rt L £ 77,

Ry NI —= =R NRZ oY DT 74T T 4=V =V EAERT 5ITIE,

lhttps://cloud.google.com/load-balancing/docs/health-checks] ZZ MR L T 7230y, &KIZ,
Management Center CT~NVAF = v 7 8T 7 4w 7 HdFal 257 78 20—V & ERLLET,
WE IRy b T — 7 #@FIZOWTIL,  Thttps://cloud.google.com/load-balancing/docs/
health-check-concepts| &ML T 7ZE0,

F7-. BINATFEINAT L— AL EZBEL T, ~NAFz v 7 NTF7 4 v 7 % 169.254.169.254 D
Google A X T —H P —N"—CYU XA LT N HMELH ET, WICHEZRLET,

18: NAT )L—)L

cluster-nat (o vanrss SRR o |

Enter Description
Policy Assignments (1)

Rules
Filter by Device Y Filter Rules X Add Rule
Original Packet Translated Packet
o Destnation Original Original Original Translated Translated Translated
Disction Type | Intorf Intert; Sources estinations s Dest Services Options
Obj Obj
' NAT Rules Before
R X Dy. inside outside & hel & ilb-south B ilb-south Fy metadata Dns:false su
2 X Dy. inside outside & he2 & ilb-south By ilb-south g metadata Dns:false 79
3 X Dy. inside outside & he3 & ilb-south By ilb-south Ff metadata Dns:false su
4 X Dy... inside outside By hea B ilb-south By ilb-south fy metadata Dns:false u
O 5 X Dy. ntsid outside Ry het By elb-north gy elb-north Fy metadata Dns:false S
6 X Dy... outside outside G he2 B elb-north B elb-north g metadata Dnsifalse u
o7 x Dy. outside outside B he3 & elb-north B elb-north gy metadata Dns:false su
8 X Dy. outside outside R hea & elb-north B elb-north g metadata Dns:false 79
9 b3 Dy. inside outside © any g obj-any Interface o any Dns:false 7u
0 X Dy.  outside inside By obj-any £y elb-north Interface By ubuntu-south Dnsfalse £

v Auto NAT Rules

Management Center ~D U S5 X2 MDEM (FEER)

77 AR FETRERMLESEIX. ZOFIEZHEH L TZ 7 A% % Management Center (ZiB /1
L %9, CloudFormation7 > 7’ L— Kk (AWS) ., ARMT > 7L — K (Azure) . F£72iFA A

INT Vw9957 FIZE T S Threat Defense Virtual 7 5 X 2 D EH .


https://cloud.google.com/load-balancing/docs/health-checks
https://cloud.google.com/load-balancing/docs/health-check-concepts
https://cloud.google.com/load-balancing/docs/health-check-concepts

/87 w4457 KT Threat Defense Virtual (15 5 2 2 DER |
. Management Center ~D Y 5 X 2 MEM (FEIER)

2 UAT T L— (GCP) MM LIZ5E. 7 7 A XX HBIAYIZ Management Center (28§
SINET,

JTAL 2= ROWTNNEFH LT 734 A L LT Management Center |(ZiBI L F 97,
Management Center |Z, fiOFTXTHI T A K 2o _"—%HEWREH L E7,

1R BRI

¢« T RCDY T AKX 2= ML, Management Center (ZiBINT D EIC, EFRERD7 T A
FRNICHEELTWARERHY T, £/, Fox=y MBIl =y M EHERT D Z
& HMETY, Threat Defense show cluster info =~ > K& L F 9,

FIE

AT w71 Management Center T, [T/34 R (Devices) |>[T/\4 AEHE (DeviceManagement) | % 341
LCHh6, B (Add) [>[T/34/ RDiENM (Add Device) | Z##INL, fHilfElo=> FDOELE
IP7 RLUAZMH L CHlEl~=y F&BIML £,

. INT Y w9957 RIZE TS Threat Defense Virtual 7 5 X 2 D ERH
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Management Center ~(D %7 5 X 2 DiEM (FEEM) .

19: T34 ZM3EM
Add Device (7]

CDO Managed Device

Host:t

10.89.5.40

Display Name:
10.89.5.40

Registration Key:*

Group:

None v

Access Control Policy:™

in-out v

Smart Licensing

Note: All virtual Firewall Threat Defense devices require a performance tier license.

Make sure your Smart Licensing account contains the available licenses you need.

It's important to choose the tier that matches the license you have in your account.

Click here for information about the Firewall Threat Defense performance-tiered licensing.
Until you choose a tier, your Firewall Threat Defense virtual defaults to the FTDv50 selection.

Performance Tier (only for Firewall Threat Defense virtual 7.0 and above):

Select a recommended Tier v

Malware
Threat
URL Filtering

Advanced
Unigque NAT ID:t

test

Transfer Packets

Cancel

a) [HAAF (Host) ] 74—V FRiZ, filfflza=y hOIPT FLAEIFHA MEASNLE
ﬁ—o

R NT = AR50, flffla=y hOBMEHERL T2, 77 XXDOT
BEDa=y MBMTEET,

FTNRAAZADE® Y 8T v 7RI NATID 2 L7281, 207 44—V RE AT 5%
ERRWATHEMERH Y F77,

b)  [#&74 (Display Name) ] 7 « —/L FiZ, Management Center Tl = > h DFER4
Z AL ET,

IRTY w959 RIZH1T S Threat Defense Virtual 7 5 2 2 OEE |
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. Management Center ~D Y 5 X 2 MEM (FEIER)

d)

2)
h)

)

ZORPLITI TAXATIEIHY ¥ A, BNT2HlE>2=y FEHATT, T, o
T TABRXN—DLFIRT TAZEKRLEELETEET,

Bk — (Registration Key) 1 7 4 —/V KiZ, T3 AOFERFHZHEHA LD LR T
Bk —2 AN LET, BEEX—i3, 1EBRVFERATREREG—27 Ly b TT,
T RAAL VRETE, BIED RAAL BRI, T3 A% —7 KA A ZE
YTET,

BIED RAA B —T RAAL U THDIGE., T3 AXBEICHED KA A 128
MENFET, BIEDO RAAL VB Y —T RAAL U TRWES, Btk T3 A& ET
LI, V=7 RAAL NZEO X DMLERH Y 7,

UER) T-A AT AL AT N—TITEIMLET,
Bexte 3 <z, A RACEBTIRIO [T 7EA 2> ba— LR Y v — (Access
Control Policy) | Z8EERT 220, FrLWARY —%Ek L £7,

BLOWRY =2 AT 25813, BARY —DHzFl LET, LEIIST T, £
TRY =% N AZ~A XA TEET,

‘ New Policy

Name:

basic

Description:

Select Base Policy:

None v
Default Action:
® Block all traffic

Intrusion Prevention

MNetwork Discovery

Snort3:

TNA ANCHHAT D7 A B AEBIRLET,

TRA ADFERFZ, NATID #f /] L7846, [F# (Advanced) ] t& 7 = & REH
L. [E®NATID (Unique NATID) ] 7 4 —/L RIZ[A U NATID Z# A/J LET,
[/37 > N O#EE (Transfer Packets) | F = v 7Ry 7 A&A L, T3 AT
Management Center |Z/37 v b & HRET 5 Z & AFFAILET,

ZOFTaviE, TTANITHDTY, ZOXT v a r2HH L TIPS X Snort
REDANR SR NI H—SNTEGEIEL, T APRBREHE LTARU M AT —H
{5 & X7~ b 7 — X % Management Center (2255 LET, ZOA T v a a8l
T2 AIE, A2 MEHZ T 7Y Management Center (22515 S4v, 237 v b 7 — X IL%6(E
SNFEHA,

&% (Register) |22 Y v 7 LET,

. INT Y w9957 RIZE TS Threat Defense Virtual 7 5 X 2 D ERH
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Management Center ~(D %7 5 X 2 DiEM (FEEM) .

Management Center (%, Hilffl = M &5 L TEEL72ZIZ, T XCOT—H 2= |
AR LET, 2=y FREFICBREINTWRWES, 7 7 AZTBENMSEYE
oo 7T AZDBIIRRBIZ e o To 560, HafeE e ENRIR T, BT 7 — %4
THHENHY ET, T LR TIE, 77 A% 2=y NEABREBINT 2 Z & 258
HLET,

[T/31 R (Devices) |>[T/31 REHE (DeviceManagement) | X—IZ7 T A X L3
IRENET, VI7AXFIEBLC, 77 AX 2=y NEFRRLET,

E20:95R8DER

., fdcluster (2)
Gluster

172.16.0.50(Control) Snort 3
172.16.0.50

FTDv for VMware 720  Manage Base, Threat (2 more...) Default AC Policy

A 172.16.0.51 Snort 3
172.16.0.51

FTDv for VMware 7.2.0 NFA Base, Threat (2 more...) Default AC Policy

BERBRSNL TV 2=y MO, o= R 7/ arBREnET,
®21:/ — FOBR

.. fdcluster (2)
Cluster

172.16.0.50(Control) Snort 3

172.16.0.50
B‘\?Z.‘I 6.0.51 Snort 3
172.16.0.51

JIGAR L=y NOBEREE=X—T HIZiE, [[@% (Notifications) | 714 2> %27 U v
7 L, [# A7 (Tasks) ] Zi®IR L F£9, Management Center |, == FDFET LI
T IGARBERSA AT ERBF LET, WINNO2=y hOBEIZKRLIZHEITE, 7
TAK ) —ROWEE (50 4—V) ZHBLTLIEEN,

Deploy Q ﬁe £+ @ adminv

Deployments Upgrades @ Health Tasks ‘_) Show Notifications
m 0 running 3 success 0 warnings 0 failures Filter
@ 10.10.1.12 Deployment to device successful. 1m bds
@ 10.10.1.13 Deployment to device successful. 1m 3s
© TD_Cluster Deployment to device successful 35s

ATvT2 75220 [HRE Edit) 1 (F) 22Uy 27 LT, TAALAEEORELRIEELET,

EFEAVEDERTEIL, 7 TAXHND ) — RFTIE7e, 77 AXRICEHTEET, =& 203,
)= RTLICRTLEERETCEETN, A2 —T 2 A RIT TRAFZLEIZONTOLEET
xFET, 1

IRTY w959 RIZH1T S Threat Defense Virtual 7 5 2 2 OEE |
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. Management Center ~D Y 5 X 2 MEM (FEIER)

ATY T3 [T/AA R (Devices) 1> [T/\1 AEHE (DeviceManagement) ] >[¥ 5 X4 (Cluster) ] Hiifi
12, [@f% (General) ], [7A &2 A (License) ]. [ AT A (System) ]. BLO [~/ R
(Health) | OBRENFRINET,

TD Native Cluster

Cisco Firepower Threat Defense for VMware

Cluster Device Routing Interfaces Inline Sets DHCP VTEP
—
10.10.1.13 v
General T System 9G

WD T AZEAOHEAZZRM LTI IZEW,

o [&M% (General) ]>[4A1 (Name) ]: [fifE (Bdit) ] (#) 27V v 27 LT, ZIAEZD
BRGLEERLET,

Cluster Device Routing Interfaces Inline Sets DHCP VTEP

General

Mame: TD_Cluster

Transfer

Packets: i

Status:
Control: 10.10.1.13

Cluster Live
Status:

ZOHIZ, [4FT Name) | 74—V RERELET,

. INT Y w9957 RIZE TS Threat Defense Virtual 7 5 X 2 D ERH
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Management Center ~(D %7 5 X 2 DiEM (FEEM) .

General (7]

Name: TD Native Cluster
Transfer Packets: [
Compliance Mode:

Performance
Profile:

TLS Crypto
Acceleration:

Force Deploy: -

o[22 (General) |>[7 T AX AT —H ADFKA (View cluster status) ]: [ T A X AT —
S ADFKa (View cluster status) | V27 &7 U w27 LT[V T AZ AT —H A (Cluster
Status) | ¥ A T R Ry 7 AEHETET,

Cluster Device Routing Interfaces Inline Sets DHCP VTEP

General '
Mame: TD Mative Cluster
Transfer Yes

Packets:

Status:

Control: 10.10.1.13

Cluster Live @
Status:

[T AH AT —H A (Cluster Status) | XA 7 a7 Ry 7 AT, [FEE (Reconcile) | %7
Vo7 LTT—%a=y NOBREFRITTH2Z2EbTEET,

IRTY w959 RIZH1T S Threat Defense Virtual 7 5 2 2 OEE |
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. Management Center ~D Y 5 X 2 MEM (FEIER)

Cluster Status (2]

Overall Status: Cluster has all nodes in sync

Nodes details (1) Refresh | @ Enter node name
Status Device Name Unit Name Chassis URL
> In Sync. 10.10.1.13 Control 10.10.1.13 N/A

Dated: 11:22:40 | 30 Aug 2022

< [7A4E A (License) |: [fitk (Edit) ] (#) 227Uy LT, T4y AFH&EKE
RELET.

ATY T4 [TINA R (Devices) | >[T/34 REHE (Device Management) |>[T/34 X (Devices) | DA
FEORRy TR T A= =T, JITAZHNDOERA L N—%BIRL, ROREEFET D&
MTEET,

« [&f% (General) ]>[4#1 (Name) ]: [ffE (Edit) 1 (#) 227V v 27 LT, 7 TAKR
UN—DRFLEELLET,

General @T

Name: 10.89.5.21
Transfer Packets: Yes
Mode: routed
Compliance Mode: None
TLS Crypto Acceleration: Enabled

ZDW%IZ, [4AT (Name) 17 4 —/V REFRELET,

. INT Y w9957 RIZE TS Threat Defense Virtual 7 5 X 2 D ERH
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General (2]

Name: 10.10.1.13
Transfer Packets:
Mode:  routed
Compliance Mode: None

Performance Default
Profile:

TLS Crypto Disabled
Acceleration:

Force Deploy: -

« [BHL (Management) [>[HRA K (Host) |: 7 /3 AHETEHEHIP 7 NLRAEZEET LY
AN

&, Management Center TH LW\ RL2Z —HIE TRy bV —7 EOT /A AITH|E
TE5LHI1CL, [E# (Management) JFEKT[AA b (Host) 17 RLAZMRELET,

Management @:ﬁ?

Host: 10.89.5.20

Status: v

DISRAADANIAEZRA—DETE

[7 T A% (Cluster) 73— D[7 T AF~VAT=Z—DEE (Cluster Health Monitor Settings) ]
I aliF, ROXTHHSN T DOIRENFERENET,

INT Vw9957 FIZE T S Threat Defense Virtual 7 5 X 2 D EH .
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K22:9S5RAEDANILAEZZ—DHRTE

Cluster Health Monitor Settings e
Timeouts
Hold Time 3s
Interface Debounce Time 9000 ms

Monitored Interfaces

Service Application Enabled
Unmonitored Interfaces None
Auto-Rejoin Settings
Attempts Interval BEetween Attempts Interval Variation
Cluster Interface “1 3 !
Data Interface = 5 2
3 5 2

System

R2:[VSRABANIREZRL—DKTE (Cluster Health Monitor Settings) ]t% 3> T—TILDT4—I)L K

J4—ILF

.

BALT L

(R84 (Hold Time)

) — FOWREEZHERT DD, JITAF ) —RZI7 TAZHIEHY
J T ) — RNy~ E—F A=V EELET, /— QN
REEEENICE T /= R0 b A—FE— R X v —UZZFE LN
Bit. TOET ) — RIIREREEIET v RIREEE s E
7

A B —T 2 A ADT N
U v ARl

AH =T 2 ADT N AR, AV H—T oA A TEEN
FELTWA LRI, 7T AL /) — KRHIBRENEETD
e <9,

Monitored | nter faces

A VE=T 2 ADNVA F oy 713 v IEELE=F—LF
T, BEDORIA VX —T 2 A ADTXTOYFR— M, HED
J— R ETIEEENEAE LN, Bo /) — K EOFE Ciniiof v & —
T2 ARTT VT 4T R—=IRBIGE, D/ —RNiZ7 7 A2
LHIRENET, / — FRRALNR—2 T T2 NLHIRTHETOD
BERIZ, A v Z—T =2 A ADEA T L 2D ) — RPMESLTEH* ) —
RTHDI, FEF T TAXITBIMLLY ELTWDEMNICE > TR
0 ET,

Y—bERT I r—g
Ve

Snort 7 2 AR LW disk-full 72 AREHINTHENE I 0
AR LET,

. INT Y w9957 RIZE TS Threat Defense Virtual 7 5 X 2 D ERH
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JIRADANIVAE=Z A —DETE .

J4—I)LFK SR BA

F=H N THBIDA | F=H ) U TRBADA X —T 2 A FR LET,
VR —T A A

BEBEEDRE

TIGRABEA B —T oA |7 FAFZHEY 7 OABEREESOREDORESEERRLET,
A

T—HAE =Tz A AT —=H A U H—T = AOHBFHEEORELR R LET,

A7 I (System) W= 7 —IF D BB/ G OREL R~ LET, NEOEEITIL,
TV r—=vaFOZA LT N FELET TV =y
AT =B AR ENHY ET,

\}

FIE

&
ATvT2

ATFvT3
ATvT4

ATvTH

GE) VAT LDNNAF 2y I BB TDHE, VAT LADNVATF = 7 REGILINTWDE
BIHEHINR T 0 —V RiZFERRENER A,

OB a b INGDREFITOZLENTEET,

HFEEOR— " F ¥V ID, B—OYWH A L Z—7 A A 1D, Snort 7 2¥ %, L disk-full
T AEERTEEST, ~SNRAET=HFY U TIIVLANY T A 2 —T =4 A, £721% VNI
LCBVIZR EDEEA V F—T oA ATIEEITEINE A, 7 TAXGBEY 702K T
IRETEEHA, 2OV U Z7IEEICE=Z—3NTWET,

[T/34 R (Devices) 1> [T/ 4 REHE (Device Management) | ZER L £7,

BT 577 AL ORICH D [k (Bdit) 1 (F) %27V 7 LET,

VIUF RALVIEBTIE, V=7 RAAL W RWES., VATACL->THV 251951
KOLNFET,

[ 7 A% (Cluster) 1227V v 27 LET,

[T AZD~NVAE=H—OFRTE (Cluster Health Monitor Settings) &7 33 > C, [fidk
(EBdit) 1 (&) 22U v7 LET,

[~VAF x>Z (HealthCheck) | A7 A X% 27 V27 LT, VAT LD~NNVATF = v 7 &K
ML ET,

INT Vw9957 FIZE T S Threat Defense Virtual 7 5 X 2 D EH .
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23: VR TLANLAF v OEMIE

Edit Cluster Health Monitor Settings X

Health Check @)
v Timeouts
Hold Time 3 Range: 0.3 to 45 seconds

Interface Debounce Time 9000 Range: 300 to 9000 milliseconds
> Auto-Rejoin Settings

> Monitored Interfaces

Reset to Defaults Cancel m

MHND FRaPEE (227 —H A v H—T = A ZDBMNEIKR, / — KA vF O
A B —T 2 A ZADHFIMEAEEN, VSSROVPC 2B T D A A v FDIBI) %175 & X2,
VAT LDNVAT =y JTHEREE NI L, B LA v =T oA ADE=F ) T IR
MZLTLKEEY, MR YOERNRET LT, REDEENTXTO /) — NZRE# S
B, VAT LADSNNVATF =y VIEREEZHEANI A LV —T oA AEE=F Y I TEE
7

ATy T6 ARV REMEA L H—T 2 f ADT T AR ERE LT,

o ["—/V FEFRE] (Hold Time) ]: / — KD/ N—hE— h AT —X% X A v E&— OREMHEE
FIEELET, FBETE2HMIL3 ~45HT, T 7+ MI3IWTT,

s [A B —T =2 ADT /Ny AW (Interface Debounce Time) ] : 7 /N7 > AFREfEIE 300
~ 9000 ms DFIFHTHAERELET, 7 74/ ME500ms TF, fEE/hS<TDHE, A
VHE—T oA ADREE LV REICRHTEE T, TV UCARMEELS T L, BRH
DAREMNEL D Z LICEB L TLEEWY, f U F =T = AD AT —F AFFHRIEE
ToHE, A F—T oA RXFEEL L Ty—IHITINDHET, /—FNEIEEENZI VR
B L E3, 2%, /— Rix7 722 oHIBREVE 9, EtherChannel 73 % 7 LK HE
MHT v TREIZBITT 556 (A4 vy TFNRYa— KENT, AA v T TEtherChannel 73
BT o172 8) | TADCZAKHB LV RS2 K= DY RIZBWTHID 2
TAB ) — ROFFNEERIRT-D, VT AL ) — RTA U HZ—T 2 ADBENERIND
ZEEBFHENDHY FT,

AT Tl ~NARAF =y 7 RKWEOHEFER Y TAXREE DAL ~A A LET,

. INT Y w9957 RIZE TS Threat Defense Virtual 7 5 X 2 D ERH
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24: BBBEEDEE

v Auto-Rejoin Settings

Cluster Interface

Atternpts -1 Range: 0-65535 (-1 for unlimited number of attempts)
Interval Between Attempts 5 Range: 2-60 minutes between rejoin attempts
Interval Variation 1 Range: 1-3. Defines if the interval duration increases. 1 (no change); 2 (2 x the previous

duration), or 3 {3 x the previous duration).

Data Interface

Attempts 3 Range: 0-65535 (-1 for unlimited number of attempts)
Interval Between Attempts 5 Range: 2-60 minutes between rejoin attempts
Interval Variation 2 Range: 1-3. Defines if the interval duration increases. 1 {(no change); 2 (2 x the previous

duration), or 3 (3 x the previous duration).

System
Attempts | 3 Range: 0-65535 (-1 for unlimited number of attempts)
Interval Between Attempts 5 Range: 2-60 minutes between rejoin attempts
Interval Variation | 2 Range: 1-3. Defines if the interval duration increases. 1 {no change); 2 (2 x the previous

duration), or 3 (3 x the previous duration).

[ FAHA B —T x4 A (ClusterInterface) |, [7—H A ¥ —7 = A A (Datalnterface) ].
BELR[AT L (System) [WIROEEFHELET (W=7 —IZiX, 77V r— 3 O
HMEALT TN, —BUORWT TV = a VAT A ARERDY ET) .

« [AIT# (Attempts) ] : FH#E A ORITIREL A 0~ 65535 ORI O EICEE L £ 7. 01X A B
BaE7T 4 =7 M LET, [7TAFA 2 Z—T A A (ClusterInterface) DT 7 +
U MBI -1 (BERIRR) ©F, [T —%A % —7 x4 A (Datalnterface) ] & [T AT A

(System) ] DT 7 4 /L M#IX 3 T,

« [AITOME (Interval Between Attempts) | : FHfEARITOMEE 2 ~ 60 D/ HAL TER L
FT, TIANMEZS 5 TT, 7 TFAX~OHSME /) — RBRITT D KRG FHREH
1. B OBEEIAR D 14400 4 (10 H) IZHIBR S v E T,

o [ NY =—3 3 > (Interval Variation]) : @& NI ELr0nE I NEEHZLET,
1 ~3DFHATHEEZZFELET (L: ZH L, 2: BAIORRO 2%, 3: EATOMED 3
) o =& E MRE S DICREL., Bo%x 2 ITRE LSS, &AORITH S5 50
. 2 HORITR 10 3% (2x5) . 3BEHORITA 20 0% 2x10) L7220 EJ, 7
T AN MEIL, [T AFA X —T A A (Cluster Interface) | DIEAIT L, [T—HF A
42 —7 A A (Datalnterface) |FEB L[ AT A (System) | DHEIF 2 TT,

ATvT8 [T=HXV TR BDA X —T A A (Monitored Interfaces) | 721X [ (F=%V > 7 %54t
DA H—7 x4 A (Unmonitored Interfaces) |V 4 > RUTA X —T A Z5BH LT, E
=BV THGDA B —T 2 A RERELET, [P—ERT SV r—varope=41)
TGN T % (Enable Service Application Monitoring) ] %4 > F 72134712 LT, Snort 7' 12
TR E disk-full 7 RERADE=X Y T ERHELIIESICT L b TEET,

IRTY w959 RIZH1T S Threat Defense Virtual 7 5 2 2 OEE |
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R25:E=RAYITRHELA 2 EZ—T 24 ADEE

v Monitored Interfaces

Monitored Interfaces Unmonitored Interfaces

Add

Enable Service Application Monitoring

AVE=T A ZADNNAF =y 73 VI EELEE=F—LET, FEOWwmHA L F—T =
A ADTRTOYER— b, FHED /) — K ETIIEENRRE LR, Bl /) — N EDOR Cig
AL HE—T 2 A RATT I T4 TR — RO LIGEE, 0/ — RNE7 FAZNLHIBRIILE
T, S KB ANR—% T TAEZNLHIRT 5 E TORIZ, A1 X —T A AKX AT L
FD ) — RBHELE A/ — R THD0, 37 FAXIISML LY ELTWANI Lo THE
RV ET, TTZAHNEITHEH, ~MMATF 2y 7 FTRTCOA v F—T =4 A, BIL O Snort 7' 12
£ 2 L disk-full et XA THEN > TWET,

Tl ZE BHA =T 2 A AR E MHUNDA L E =T 2 ADNVAET=R Y T %
N TEET,

SN0 MR PEE (2L 21ET—FA v 2 —T =4 ZADBMEIER, / — AL vFO
A2 —T A ZADFIER, VSSROVPC ZTURT D A A v FDEM) %479 & X ITiE.
VAT LDNSVATF oy VR E NI L, B LA =T A ZADE=F ) TR
ML TLIZE Y, PARRYOEERET LT, BEOKENT~TO/ — NZFAP s
b, VAT LDNNVAF =y VIBREBEANCA VI —T oA A2ET=F ) I TEE
R

[fRTF (Save) 1227 U w7 LET,

R DI % BB L £ 9, Cisco Secure Firewall Management Center 7 KX = A hL—y 3 > 4
A RS T I,

DS5RE/—FDEHE

. INT Y w9957 RIZE TS Threat Defense Virtual 7 5 X 2 D ERH
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D3RR T/ NTH
J— ROBIBRIZIE A T, E70FA T ADTDIZ R ) — REIET 7T 1 Tk T 25
EWRHVFET, ZOFEK, S — RE—FNHET 77 4 7T 27200 DT, /— RNiE
5| & ¢ & Management Center D7 /XA AU X MIERINET, /— BT 7T 4 715D
LT RTCOT—H A E—T 2 A AR Y v NI ENET,

\}

CE) 75 2%2) U THREHHCETIC) — FROBREZYSZ2WVWTL IEEN,

FIE

AT Bz T b=y MIXF LT, [T/3 A (Devices) 1>[7 /31 A& (Device Management) ]
DRI T Z0H ¢) 22V v 2 L, [/ —RDOZF2A4 ) 7528t 5 (Disable
Node Clustering) ] Z3%&R L £,

RT9T2 J—RKDOITAZY) T T D e amEiLET,
J— RIE, [T73 A (Devices) 1>[7 /31 AE B (Device Management) |V A ~ DA RTORIZ
[ (#%) (Disabled) ) ] E&RRSINET,

ATYT3 7T AZY T EFORENNCTHITNE, 7T AZ~OFESM (49 X—) 2R L TLIEE
W,

DS RI~DESM
(J2L 21, AV F—T 2 ATEENEALIZTZODIZ) J— KNI T AZNBHIBRS S
B FRETFE T IRV TN LIZGEIL. 7 7 AXICTFHTHSMT A LERH
DVET, 7 TAZ~OFESMETITT HHIC, EENMERSNTWHZ AR LET, /—
K& 27 22 NHHIBRTE 2EBOFEMIZOWTE, 772X ~OFSM (66 *—) |
EZBLTLEIN,

FIE

AT BEAMNITI 2=y MIX LT, [T A (Devices) 1> [7 /31 A& (Device
Management) | DIEIZEIR LT EDM () 22V w2 L, [/ —FDZI2Z) v T EAMC
9% (Enable Node Clustering) ] R L E T, >

ARTYT2 J—ROI TRV TERNTH LR LET,

INT Vw9957 FIZE T S Threat Defense Virtual 7 5 X 2 D EH .
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DIARAR/)—FDORE

7 T AH ) — ROBEIZIIM L2551, 7 731 A7) 5 Management Center (2% L T2 7 A X
AV NRN—vy THEBETEET, 72 & %X, Management Center NFFED 7 v A THE I
TWEHEM, Ry NT—=J IR S LGS, 7—4% /) — ROBEICKBT 22 E083H 0 £7,

FIE

AT 9 F1 75 AF0 [Devices| > [Device Management] > Z D1t (5) %32 L. WIZ [Cluster Live Status]
%8R L T [Cluster Status] # A 7 =2 7R v 7 A&BAE E£T,

ATFY T2 [TRTEMBA (Reconcile All) 127U v 7 LET,
R26:$_XTCERE

Cluster Status

Overall Status: =l Cluster has all nodes in sync

Nodes details (2) Refresh ‘ S Q. Enter node name

Status Device Name Unit Name Chassis URL
> In Sync. 172.16.0.50 Control 172.16.0.50 MN/A
> In Sync. 172.16.0.51 172.16.0.51 N/A

Dated: 11:52:26 | 20 Dec 2021

P TGAR AT =R ADFEMMIONWTIL, 7 IAXZDODF=H) T (51 =) L TL
720,

Management Center ™ 5D Y 5 X2 F£1=(F/ — FDHIBR

Management Center 725 7 7 AZ ZHIFRTE£d, ZhiCkY, 77 AXFTZOE MRS

F9, 7 7 AX %&H LV Management Center (2B 2551, 7 7 AXEZHIBRLTLLEN
T A,

7T ARG ) — RERRINT S Z L 72 < Management Center 205 / — R&HIfRT 52 &6 T
&7, /— FiX Management Center (ZEHRINTWETAN, £ TAZO—HTH Y,

. INT Y w9957 RIZE TS Threat Defense Virtual 7 5 X 2 D ERH
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FIE

ATy T

ATy T2
ATvT3

15290x=4y>5 |

FlERE b7 7 4 v 7 ZFELTHIE , — RiZ72 5 Z & b RIRETT, BIEEMEL TW 2 HilE —
RZHIFRT 5 Z £ 13 T& £H A, Management Center 7> b BIFERAREIC /2~ 72/ — RIZHIBR L
TEDNFENVEEAN, 7 I7AZO—EH L L TELTEBSZELAHETT,

[T /34 A (Devices) |>[7 /A A& H (Device Management) ]DNEIZEINL, 7 T A X/ —
RO ZDi () 227U v 27 LTHIER (Delete) ] %8R LET,

TIAEN ) — REHIBRT AL IRDONTEE, [1FW (Yes) 127V v 7 LET,

#1 LU Management Center (27 7 A& ZBH13 2121, [T /34 A (Devices) |>[7 /31 A HL
(Device Management) | DJEIZER L, [T /34 ADENM (Add Device) |27 Vv 7 LET,

PITAZRAUN—=DN1DETNA AL LTEBMTA7ETT, OO T AX ) — RKB3BHI
£,

I L7z /) — REFEBNT S HECOWTE, (79 2F ) —FolRE (502—) | #
SR LT,

DSRAZDE=ZRYY

7 A &%, Management Center & Threat Defense ® CLI TE=4#—T&Z £ 7,

o [7 T ABAT—H A (Cluster Status) | XA 7 2Ry 7 AL, [T /34 A (Devices) ]
>[F /31 2P (Device Management) ]> DM G) 7 A a2 hb, EIE [T A
(Devices) ]>[7 /31 A& H (Device Management) ]>[Z7 7 A4 (Cluster) ] X—3 >[4
M (General) |fEIk>[27 T AKX DT AT A7 —H A (Cluster Live Status) [ U > 7067
JEATEEY, >>>

INT Vw9957 FIZE T S Threat Defense Virtual 7 5 X 2 D EH .
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27: ) S RADAT—RR
Cluster Status (2]

Overall Status: =l Cluster has all nodes in sync

Nodes details (2) Refresh Q, Enter node name
Status Device Name Unit Name Chassis URL

> In Sync. 172.16.0.50 Control 172.16.0.50 N/A

> In Sync. 172.16.0.51 172.16.0.51 N/A

Dated: 11:52:26 | 20 Dec 2021

Hlf, — RiZiZ, 20 —NVE2RT T T 74974 —2RnH0 ET,
U TGAL R N= AT = H ATE, RORENREGENET,
o [ (InSync) : / — K Management Center (Z 8 &k S 41TV ET,

o BEROEE YT (Pending Registration) : /— RiX7 7 A X O—{ T, 72
Management Center [Z 58k SN TWER A, / — FOBRIKB LIS EE, [T
ZMA (Reconcile All) 1 %27 VU v 7 L THEEHRITTEET,

o 7T AKX T RES) (Clusteringis disabled) : ./ — Ki% Management Center {2 &85k X
NWCWETR, ZFREDIET 7T 4 TIRALN=TT, 7 I7RAZ ) TREIF, %
THAMET 2 PERH LG EITEEETICHERCEEd, £/, /—F& 7T R¥F
NHHIBRT D Z & B ARETTY,

o 7T AZIZHHH... (Joining cluster...) : /— KRBT ¥y —L LTI T AZIIHIMLT
WETD, ZIMNEFE T L TWEH A, BI04 (2 Management Center [Z 8 &k SV E T,

J—FRZ &I [HE (Summary) | & [JBFE (History) | &£ RTXET,

. INT Y w9957 RIZE TS Threat Defense Virtual 7 5 X 2 D ERH
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28:/ — KD [BEE (Summary) ]

Status Device Name Unit Name Chassis URL

l Summary H History ]

ID: 4] CCLIP: 10.10.10.1

Site ID: NYA CCL MAC: 6c13.d509.4d9%
Serial No:  FJZ2512139M Module: NYA

Last join: 05:41:26 UTC Dec 17 2021 Resource: N\A

Last leave: N/A

®29:/— ko [[BEE (History) ]

Status Device Name Unit Name Chassis URL
l Summary ] l History ]
Timestamp From State To State Event
05:56:31 UTC Dec 17 2021 MASTER MASTER Event: Cluster new slave enrollment hold for app 1 is relea...
05:56:31 UTC Dec 17 2021 MASTER MASTER Event: Cluster new slave enrollment hold for app 1 is relea...
05:56:29 UTC Dec 17 2021 MASTER MASTER Event: Cluster new slave enrollment is on hold for app 1 fo...
05:56:29 UTC Dec 17 2021 MASTER MASTER Event: Cluster new slave enrollment is on hold for app 1 fo...

e VRF L (3 > [Tasks] <—2,
[# A2 (Tasks) " S—VITIE, /— RBIBERSI N DTN T A X B ERS A7 DEAIEHR
MEREINET,

o [T /34 A (Devices) ]>[7 /3A A% (Device Management) ] > cluster name, >

TNAAD—RRRR=V T T AL ZREMT DL, IPT FLRADRIZ LD 1 —L3FoR
SNTWBHIEH, — FEET, TXTOALN—) —RERRTEET, Bgpbho/—F
WZiE, m—= RT3 URFERSNET,

» show cluster {access-list [acl_name] | conn [count] | cpu [usage] | history | interface-mode |
memory | resource usage | service-policy | traffic | xlate count}

7T AR BIROERT — X F1213F OMOEREZFK T 5121, showcluster 2~ K%
EHLE9,

« show cluster info [auto-join | clients| conn-distribution | flow-mobility counters| goid [options]
| health | incompatible-config | loadbalance | old-members| packet-distribution | trace[options]
| transport { asp | cp}]

7T A B EREFTTHITIE. showcluster info 2~ RAEEH L £,

INT ) w49 559 FIZH 1T 3 Threat Defense Virtual 7 5 2 2 D ER .
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DISRBE AR EZA— Sy akh—
Cluster Health Monitor

Threat Defense 232 7 A % Offilfl / — R T 5454 . Management Center [ L7 /314 A A R w7
T=H AL AP SESERA N v ZEMICELET, 7 TAZDNNRAE=S —
I, RO R—=3 TR S TOVET,

MEL v aR—F 7 TRL MR Y 7T AZHE, BLXOA M) v Fy—FICH
THHEREFRLET,

s hRuTRZ v a R, FTAEDTA T AT A Hx OBESEORE, &
W ) — RO E A7 (Il ) — REFZT—% 7 —F) . BLOT A ZADIRRENR
FREINET, T35 AOWREEIL, [M%) (Disabled) | (731 AT 7 A X w7
LX) | [WIHNRRETIEM (Added out of box) ] (NXT VY v I I T RY T AKXT
Management Center (ZJ& L CTWRVGEIN — R) | F720X (2% (Normal) | (/ — R
DOHABRIZ2IRAE) OWFTNNTT,

o VT AXDHE TS v a Zid, CPUMHE, A UMFHSK, AHWL—h HIL—
r, 7O T 4 7R, BILONAT EHIICET A7 TAZOBEDOA N v 7
NEREINFET,

\}

GE) CPULAEVDAN) wIIX, T—H 7L —1 L Snort OfiEHE
DOfEx DR L ET,

e ANy I F¥—1b, DFEYD, CPUFEHEK, AEVFHE AL—"7v N BILUOE
T, FEESNIHMICBIT 57 7 A X OfFHEXFETRLET,

@ﬁk YA v aR— R 2000 42y hTYTAEZ ) — REKROARSHAEFR R L

\o§.

T 4 V= NI, 7T AKX ) — REROEEM#EHEIC Té$ﬂﬂ&/kki0
BEiomnFRENET, ZOT—XL, /= RZkoTAmMBRED LI ITpish
TWAENERLET, 2OV 4Ty MNERTDE AMOEORE 2 H IR E
LTEETEET,

e )= R 4 Yy MR, = FLUbd A MU v RERRTERENET,
7T AL ) — REERO CPUMLHE, AEVMHEKE, AShv—F HhLr—K 77
T4 T IR %;wmwﬁﬁﬁ’%ﬁé%b)/7? AMFREINET, Z
DF—T N 2—Tlx — X Z BT T, A —EEHRICRETEET,

CAVN= NI F = VA By aR—R: JTFAZ )= RFOBIEORA M) v 7 R/ L

T, BV EEERALC/  —FE27 402 )7L, BE/ — FOEMAE#RRTEE
T ANV w7 TF—2Z1%, CPUEHE, A€ VMR, AJJLv—r HAOL—F 77
T TG, BXOYNAT BN EENET,

. INT Y w9957 RIZE TS Threat Defense Virtual 7 5 X 2 D ERH
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55248 apzngr ]

cCCLA v aR—KR: 7 I7RAZOHIEY v r5—%, DFVANL—FEHIIL—1E2 T
Z 7R TERLET,

s NI TNYa—T 4TV T HBEIERAESND N T TN 2T 4 DNy
L FIE~DERZR Y 7 4L 9,

o WFMAEH : SEIFERITAF AN v FoudaRlR— KUYy MIEREIND
TS A HIFR T 5 7= 8 O WAL Al GE 70 IR,

e HARZLE Y aR—R: VTAZEBERDA RN v 7 & ) —=RL~ULD A MY v 7 Oy
BT AT —2%2FRLET, 270, /— ROBERITEBEHHA NV v 7 ICOLmEA S
N, /J— R KBNET27 7 AZ2RTEHENETA,

DS RE AN)LADEKRT

FIE

ATy T

ATy T2

ATvT3

ZOFIEEAFATTHITIE., BHEL—Y— AT FrRa—HP— FFEFa VT TF
VAP 22— —THIHILERH Y £97,

JITGABNVAT=HA =X, VTTAALED ) — KONV AAT —H AOFEMIR Y 2 — % 21t
LET, O TAXNNAFT=H—L, —HOX v 2R — R TI TAADN)VAAT—H
A LA AR L F9,

1a s BRI
* Management Center O 1 DLL EDT A ANE 7 T AX ZER L TSN EHER L 9,

SRTFTL () >S[EEM (Health) |>[E=4 (Monitor) | Z&IR L £,

[E=% V27 (Monitoring) | T/ —var v RuzEHALT, /— FREHDO~LVAE
=X T 7 RALET,

FNA AZAY A MTEB (Expand) 1 (#) & [#TV7=7=% (Collapse) ] (V) %227V w2 L
T, BEXRD I FAXTNAADY A NEREREEIIITY 272 FE T,

T T AL DNVAREF BT HINE, 7 T9AX LB Vw7 LET, TNV NTIE, 7T
ABZF=H—F, WS ONDOFRIERINTY v adh— RCTEFHEBIORT7 4 —< 2 20D
ANV w7 ERELET, AN v I Xy vadh— RIROLOBREENET,

s EE (Overview) ]: LOFFIERINTF v v aR— KNLOFEER A N v 7 #FKR
LEJ, /— K, CPU, AEVU, AJJL—1b, Hib— b, Bl i, NAT 24l #
RENEENET,

* [Afii77 8 (Load Distribution) ]: 7 7 2% /) — RO N7 7 4 v 7 L7y O3,

e [R Y /R—/XT7 y—~< A (Member Performance) ]: CPU =, AEVUMHEHE, AR
N—T"v b, HAOAN—=T > b, 77T 4 77k, BLONAT BHICEHT 5/ — L
AL DR FHE R

INT Vw9957 FIZE T S Threat Defense Virtual 7 5 X 2 D EH .
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ATvT4

ATy Th

ATvT6

ATy T17
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«[CCL]: A v H—T 2 A ADAT —H AR L OER T 7 4 v 7 OFEHER,

SANEI) v IFTBE, SESERA N v I Xy aR— NCBBITEET, PA— k&
NTWBZFTAZA R w2 BIKDY X MIOWTI, 2T AFA MY v 7 BB LT ES
AN

FHLEBO ey 7&Z g0 RE#EEEZHRECTCEET, KETIFMG (74108 b,
KETEH2 BB LOHMERMTEES, Rny X705 [Custom] ZER LT, B
AL LOBMGH K THERELET,

T A arE s ) v LT, BEIEHZ S 0ICRET 5. BEIEHE2 A4 7200 B2 F
ﬁ—o

BR L2 RFRIEIHIC DWW T, F L R T 7 DRIAA— =LA DORMT A 227 v 7 L
E3

JEBHT A 2 0%, GBI U REREHAN OB EZ R LET, BMEOHIL, BEOBMEREZ] & &
THEAZ R LET, HEORBBEOGA., BEOTEITBNEREINET, EROFEME TR
T 5121, RO EEchH L7 M arE2 7 ) v LET,

(/= FEBAEDO~NNAE=H—DGR) X—Y L OT A R OEMH 5T Z— hdk
T, /= FROEFEHT 77— MR LET,
EFMT T —MIRA 2 E2E5bEDLE, J—RFOEBEEOMENERENET, Ry 7T v
T4 R, IS ODEFENT 7 — FOMEBEO—HNERENET, Ry T T v T EY
Vo 735E, EFHET 77— MEEOHME = —2B & £7,
(/) — FEBDO~NNAE=Z—DBE) T 74/ FTlE. T AE=Z— T, W ONDHE
HERmINTA v aR— R TCEFEBLIOR T+ —~ 2 Z20OA M) v 7 Z2HELET, A B
Vo By aR—RIZEIROLOREENET,
«Overview : CPU, AE V., A ¥ —7 = A A, PR, MOERFLL v a
R=FNOLDOEFEERA N v I EBFRLET, T4 AZEABELEER o XFERLE
FNFEI,

«CPU : CPU A, uk& RAjlk XU =2 7§l CPUEHHE A G £,

* Memory : 7 /3 ZDAEVHEHE, 7 —F 7L —2 & Snort D AEVFHREEZHET,
e Interfaces : A V' H—T7 =2 A ADAT —F ABIOEN N7 7 1 v 7 HgHEH,

« Connections — #&fiftat (ZL 77 h7w— T U7 ¢ 7Rk, ©— 7 8 L)
BRONAT Z#i v K,

« [Snort] : Snort 7' 1 & AT BHE T 2 EHE R,

*[ASP K>~ (ASPdrops) ]: SEIERBEATRr Yy FENT/T > MIBEET 5 HiEE
15 o

TNET VT HE SESERAN) v I Xy aR—NIBEITEET, HFR—FZ
NTNDETNRAAZARARY v 7 BKRDY A MIOWTIL, Firepower 7 /3 AD A N w7 &5
LT ZEN,

. INT Y w9957 RIZE TS Threat Defense Virtual 7 5 X 2 D ERH
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15281 ryvs |

ATYT8 "NVARE=Z =D EMICH DT 7 AGE ([+]) 227Uy 27 LT, fEHMRRA N v 7
N—=TNEMBOEEE Y FEMIR L, WAZ LTy v al— e EkLET,

TGABBRDY S a R — ROBEIT., VIFAZDA NI v I TN—TFERIRLTHh D, A
MU w7 &R LET,

HSREARY VY

I T AEDNVAE=L =L, 7T AR EZTD ) — FICEHETAMEHEmRE . Ao,
TH—~r A, BIOCCL FT 7 4 v 7 OFEHT —Z OB R A2 B L £,

KRIOVSAREAN) VY

Metric EL: ] e
CPU 7 A% ) —REDCPU A LY w27 @}F | percentage
(F—% 7 L—r & snortiZHOWTENENR
) .
AEY JTAL ) —=REDAEY AU v 7 DY) |percentage
(F—% 7 L—r & snort iIZHOWTENEINR
ZT—“) o
T =K AN~ bk I FARDERBBLORIET —% N7 7 1 v |bytes
7 DiiHEt,
CCL ZL—7 v |k 7T AL DEFBIOFIECCL M7 7 1 v o |bytes
DfEdT
$ift  (Connections) I TABNDT 7T 4 T I, number
NAT Translations 7T AKX D NAT I, number
Distribution 1Dy 52 ENOERS A, number
AV 7 FARNDIFZ L Dy MEUEOMS, | number

DSRAR)TDSEER
ORI va i, 727 AKX T OEWEICET AEEMIERAE T E T,

Threat Defense DIEREE VS X2 1) VY

Threat Defense O —HOMEREIL Y T A X U 7 TiEHAR— &7, —EIfliEl—o=y ~=0F
THR—bENET, ZOMOBEIZOWV TUIHDRHEMICHT 2 EERHLBENH Y
j‘o

INT Vw9957 FIZE T S Threat Defense Virtual 7 5 X 2 D EH .
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B s rsncuvnunmaesszayoy

YR—FShTWGRIMERREY SRE Y VYT
ROBKEEEL, 7 T AZ VU TRENRESERETET, a~vr NHEGRShET,

N

GE) 27 7AZV 7 THHER—F I TV FlexConfighiE (WCCPA > A7 v g L 7p ) %
FT BHITIE. ASA O— kIR EO a7 4 X a L — gy HA FEBRBRLTLLE &N,
FlexConfig "CiX, Management Center GUI (21372 % < D ASA HREZ X ECTE £ 7,

« UE— bk 7 Z7EAVPN (SSL VPN I L U IPsec VPN)

«DHCP 7 7 A4 7 b, $—1_— BLOFu*, DHCP J L —I¥R—hEh T\ %
R

B R RNA B —T A A (VTI)

o & AT

cHEN—T 4 TBLOTY v

« FMC UCAPL/CC E— K

D3R8 T DRREDRERE
ROBEREIL, HlfHl ) — FEZTF T AR—bhEnEd, 7I7AZOHRELA -V v 7 ahEd
Moo

\)

GE)  hoEhRERED T T v 21k, 2T AZHIEY V7 BATA U= ) — FBEI S — R
(CHEE S E T,
HHSEE A2+ 28580, PREFARREEED T 7 ¢ v 7 NP ERRIBEEE - LT S
NARNIESEN TN T, Hlffl /) — FLSD ) — RIZEIE SN2 R0 £4, Z0HEE
WX, NI 7 4 v 7 DHE ) — Rk KIS E T,
th e R ARERE IZ DWW TIE, I ) — R CREENREAT DL ETRTOEREN Fe y 7EN5D
T, FHLWEHE ) — R ECHEREZFELTAILERHY £,

GE) 27722V 7 TH /b EN T 5 FlexConfigi#E (RADIUS A AT g vipd) &%
IRTDITIE. ASA O ED a7 4 Fa b —va v iA4 REZRL TS,
FlexConfig Ci&, Management Center GUI (21372 < D ASA HEREZ R ECTX 7,

CRDT TV =g A VAR g
« DCERPC
* ESMTP

. INT Y w9957 RIZE TS Threat Defense Virtual 7 5 X 2 D ERH
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| /8794495 FTO Threat Defense Virtual (14 5 2 % O ER
Cisco TrustSec &V 5 X2 1) 5 .

« NetBIOS
- PPTP
«RSH

« SQLNET
« SUNRPC
« TFTP

« XDMCP

CcAATF 4T N— TR YT

Cisco TrustSec & 7 S XA )24
W) — REZTNEX2 U T4 7 0—74%27 (SGT) EMa25E LEd, =otk, filf#/ —k
MHET—4 ) — RIZSGT BESNDTH, T—% /—Kix, Exa VTR v—ickEk3n
TSGT OD—FH A HWr X £7,

BERREEISREY VYT

BidiliRix, 7 7 222K anEd, &/ —Ridd, 7a—FK¥x A M2 vbE—I2H
o<77x&£¢®ﬁﬁ/&®%mmhﬁbi¢ 7 T AZ R TERGIREZRELTH, 2
A EZE LT, BBICHIRE CHEA SN WEERH Y £9, &/ — FTlE, HEEORHET
@7?x&é¢®ﬁwy&ﬁﬁﬁkﬁﬁitiﬁmﬁﬁéﬂéTAﬁﬁ%@i# =77 L
0—RRF UL T ENTZT T AZTIE, BEOKEE & bICHERNEFINET,

BAFIIIIL—TAaVITELVCISREY LY
EBIA > H—T A AE— KT, &/ — RRAZ L RTRrUA—F2 L TA—F /7R
Fa L EEFLET, A— FOEEE. & — FAMEBICITFOE T,

INT Vw9957 FIZE T S Threat Defense Virtual 7 5 X 2 D EH .
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B rreoszsyny

FIPEOSRAY LY

30:@MAE—TIARE—RTDESAFTIVI IL—TFT45

Router A

All units are using OSPF
with neighboring routers

ECMP Load Balancing

FORTIE, V—F AIFNA—F BADEI X NRANRAKRHALZ EEFBLET, SATF
NZEN1 2D —RZz@mimLET, ECMPZH L T, 4 XA TRrI7 7 4 v 7 Dr— RN
VUUTEITWVET, & — RN AT —F ElETHE I, ENENRL D L—H 1D
IR L ET,

BHFIT, K/ —RICERDINV—FZIDPRESNDIELIC, V—FIDDI TAX T — )V ik
ETHVERHY 97,

cFIPDF ¥ R/l ar ha— L Fy ZADTa—RNEFNENRND T FAEZ A "— |2k o
THA SN TWDEEIE, DF ¥ 2O —F— YT A RV EA LT T T v
TF—bhEar b= Fyr RO —F—ZKEFE L, TA KV XA LT T MiaxEH
LET, 2L, avyie—nr7a—0F—F—nJe—RKSnQT, arie— L 7a—
DEBRAT 4 7 SNTHEAE, Blr7 e —BHRITHERE SN <D E£4, LEB-T,
aryhe—nL 7u—0T7 A KV ZALTU MIFEFTINEEA,

. INT Y w9957 RIZE TS Threat Defense Virtual 7 5 X 2 D ERH
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NAT & SREY VY

GCPTIE, TUMN UV R EIT T4 974 F—T =2 ANAT BVLETT, f X —T =
AANAT ZfERH L727 D ST R T 7 4 v 701%, 64k BRICHIRI L TWET, Zoff
D NAT OFEFIZ DN TIL, ROFIBEEEZSRBL T ZE N,

NAT X, 7 7 AZ DREHIRAN—T"y NIEBELZ 552 ERHVET, AT B
LT U MG RONAT X7 v b3, ERENT T A X NOBIO Threat Defense (23515 S
AZENBHVET, B—RFANFL LT TATY XNIIPT FLRAER— MIUEFELTHE
T, NAT 2OMERH SN X, A VAN RET MR RET, Ny hDIPT KU
ARHR— N WER D)5 TT, NAT A —F—"TlI72V> Threat Defense (225 L7237 v M,
I TALENY 7 N L TA—F =R I NS T2, 7T AXGIEY I KRED N T
T4y I MWEALET, NATA—F 1%, B2V 74 BIORY —F = v 7 OFERIZIN
CCry hOBRZER TERWATREMER S 5720, ZEH /) — RiX, A—F—~Dilxik 7
n—ZfER L7V LICEEL TN,

ENTHLY TAX Y U TNAT 2T 2561, ROTA RT7A4 0 E2EBE LT EIN,

e 7BXTARP 2L fHBIA U H—T 2 A ADEGEIL, vy BT T RLRIZONT T R
FVARPIGENEFEEIND Z EEIb Y A, ZHUL, 7 T AXICHFE LR IeoTH]
REMED & D ASA L BHEN— & LN T MR EMFFT 5 2 & 2P T, Ty A b
VA NA—FT, ALY IVFAFZIPT RLAZETY Y EL 7 T RLRAIZOWTIT A
T4 w7 V=R ELEPBR EA TV 2/ b VT XU T EERTANERSY £,

s R—bh Ty EIDYTIZLD PAT : ZOBEBEICOWTIL, ROTA RIA4 2L
TLIEENY,

s RANBHTY OFEKEHIRIZ, 77 A2 2EOHIRTIERL, /— K2 EIERNIE H

SNFET, LR oT, FA NSV OREKEIENTIZHESNLTWS3 ) — K7 F
ABZTIEH, RAMPOLD NI T 4w 7R3 DD ) — RF_XCYZa— FRZ 7 &
NTWDEHE, 325070y 752K ) —RIZ1DTOED Y TH ENTEET,

N I T ST =N RNy T T ) — R TERESNZR— T ey 7id, A b
H= 0 OIFKHIFROE AR ITEE I NEEA,

« PAT 7=V EARITHT LW IP 7 R L AOHIP TEE S5 On-the-fly PAT /L—/L D
ERETE, LT —ADEDNR> T THNWELEEEFD xlate Ny 7 7 v 7 HE
KIZHT 2 xlate Ny 7T v TOERP KRR LET, ZOMETR—FOT 0y 7E
DY THREICEA 2 b DO TR, T ABDBREN N T T4 v I BRI T AKX ) —FK
MCr—RRRZ 7 E3N5 7 T AXREMTORR LD 7R PAT 7 —/1 D
METT,

VT ALTEMEL TV DA, 7y 7B S THA REELTTLHZ LIETEER
lo LY A XL, 7 TAZRNOET A A% Y a— RLIERIZOZENIRD F
To HT A ADY v— ROMLBEYEZEET 572012, T XTO71r v 7E D 43T
=V EZHIBR L, 260N —VZBET 53T X ThDxlate 7 V755 Z & & BHE)
DLET, TO%, Tuvy YA XEEEL, Ty ZED Y TOL— L EFERTE
E3c N

INT Vw9957 FIZE T S Threat Defense Virtual 7 5 X 2 D EH .
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