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|
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10.1.1.2 (local) 209.165.201.2 (local)
Node?2
inside eth1/2 LYP cth1/1 outside 1/
iy 70.1.1.3 (local) $97500.165.201 3 (local) kb
Node3
sl inside eth1/2 eth1/1 outside -
10.1.1.4 (local) 209.165.201.4 (local) .
Node4
inside eth1/2 _@ | cthi/1 outside .
g 70.1.1.5 (focal) MRS 705,165 201 5 (loca) e
-1.1. G US.102.2U1 .20 {100
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http://www.cisco.com/c/en/us/solutions/data-center-virtualization/intelligent-traffic-director/index.html

http://www.cisco.com/en/US/products/ps6599/products_white paper09186a00800a4409.shtml
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RT9 T [T/31 A (Devices) |>[7 /31 A& H (Device Management) ] DNEIZEIR L T D, [EM
(Add) 1>[7 7 A X &BI (Add Cluster) ] DNEIZER L £,
[7 A DiEM (Add Cluster) ] 7 ¢ ¥ — KRERINET,
1:[7 5 XZDEM (Add Cluster) ] 4« ¥— K

Add Cluster Wizard
o Configuration 2 | Summary

A Create a cluster for supported models. Note: For the Firepower 4100/9300/AWS/Azure/GCP, use the Add Device option.

Cluster Name*

cluster1

Cluster Key

Control Node
You can form the cluster with just the control node to reduce formation time.

Node*
nodel

VXLAN Network Identifier (VNI) Network* Virtual Tunnel Endpoint (VTEP) Network*
10.10.1.0 /| 27 (30 addresses) 209.165.200.224 /

Cluster Control Link* VTEP IPv4 Address* Priority*
GigabitEthernet0/7 1

Data Nodes (Optional)
Data node hardware needs to match the control node hardware.
Add a data node

AT9 T2 §IHNT 7 47 D7 T A%4% (Cluster Name) | EFRFEH D [7 7 A X % — (Cluster Key) ]
ERELET,
«[7 T AH4% (Cluster Name) ]: 1~ 38 LD ASCII SCF4,

«[7 7 A% %— (Cluster Key) |: 1~ 63 XFD ASCI X551, [7 T A% F— (Cluster
Key) 1OEIIRE ¥ —%2AkT 270l ShET, ZOZE, T—%A T 7 1>
7 (BHRREEOEHDIRE SN D/ Y e ) I BLERA, T—4 /XA NT T 1 v
70, WIZZ VT TR A RE L TEEENRET,

ATw 73 [H#l#H/— K (Control Node) 1122\ TIE, DX I ICHEL T,

«[/—FK (Node) ]: fwIZilfl / — RKIZT DT /34 A%&K L EJ, Management Center /3
I TARERRTDE, D — RBRANC T 7 A TBMENTHIE , — iz £
‘j‘o
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L., MEBEEHRL TSI TAXDIERICEDILENHY £7, RICHEZRL
7,

2: REDMEE

Configuration Issues

Incompatible Smart License(s) - AnyConnect APEX
configured on node

o

@ node1 device deployment is pending.

Close

FROMEEZRIT DI, PR — b5 VPN 7 14 v ZA 2 HIBR L, &%
HOREDEE 2T A B LET,

« [VXLANX v U — 27§53 (VND)* >~ h 7 —2 (VXLAN Network Identifier (VNI)
Network) ]: VNI ®* > RU—2 D IPvda 47Xy MEEELET, ZOFy NU—7 Tk
IPv6 1P R — F ENTWERE A, [24]. [25]. [26]. F7-ER7NIY 7%y hEIEELET,
IP7 LRI, ZOXy NU—7 LOK 7 — RIZHEIZEID Y TonET, VNIX Y b
U—71%, MELVTEP * v U —7 ETBET o5 b SN/ ERy U —2 TT,

o [7 T AHXHE Y > 2 (Cluster Control Link) ]: 7 7 AX iV o 7 \ZERH T 2981
H—T oA AT LFET,

s MRAE h v RARA > M(VTEP)* v s U —72 (Virtual Tunnel Endpoint (VTEP)
Network) ]: A v X —T A4 A Xy hT—IDIPV4 YT xy hERELET, Z0
Fy NU—7 TERIPVO I AR — SN TWEFA, VIEPE Y NT—ZZVNIFX Y hTU—
7 L3O Ry NU—27THY, WY ZAXHIEY o7 IR IET,

« [VTEPIPv4 7 KL A (VTEP IPv4 Address) ]: 2D 7 4 —/L Fi{ZiZ, VIEP Xy kU —7~
ORAYIDOT RLUANRHEIC AT SNET,

c[FFAA VT 1 (Priority) |: filfHl ) — ROBRICHT L0 — FOTFFA AV T 1 %
BRELET, 7744V T 4121 ~100THY, 1 BREDTITALVT 4TI, o) —
FEOTI7A4F VT 4 2 BELSEELTH, 7T AIPEYNITERINTZLEIT, 2D/ —
RS EFe il — RicZe £,

ATy T4 [F—%/)—F (DataNodes) | (A7 a>) T, [T—%/—FK%ZiBI (Addadatanode) ] %
IV o7 LTI TAZIZ ) —REBIMLET,

7T AR DR EH LT AT DIICHE ) — FORTY FAZEZNRTHZ L, TXTO
J—FREZZTEMTAHZLLAMETT, £7—% /—RTUTERELET,

«[/—FK (Node) ]: BT 5T /A RAEZRIRL LT,
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G~ 4ofic (27— Ewo) ] @) 7o arpiRsATOBEAE, 2
DT7Aarz7Yy 7 LTREDHEEERNLEY, 7 7AXORKET Y &
VL., BBEEREL THD 7 7 A2 DEMICRE L LERH Y £,

« [VTEPIPv4 7 F L A (VTEP IPv4 Address) ]: 2D 7 4 —/L Ri{Zi&, VIEP X v hU—7~
DWDT RUABHBRNZATI SILET,

[FTAA VT 4 (Priority) ]: il / — ROBIRICHT DD/ —RFOT T4 4V T 4 %
WELET, 7744V T 4121 ~100 THY, 1 BIEHDTTA A4V T 4TI,

RATw 5 [#ifT (Continue) 127 V7 LEd, (% (Summary) (%S L. [fR17F (Save) 127 U v
7 LET,
JTGALT—NANT wTRIEL, 7T A% ) — IR FEESNRET, 77— bA N7 v 7RI
X, Z 7 AZEIEY 7 IR END VXLAN A V2 —7 = f AREGEENTVET,
[7 /734 A (Devices) |>[7 /A A& (Device Management) |-X— 27 T A XL NFERIH
F9, VIR EZRELT, 7 7RA& /) —R&aRRLET,
H3:95RIDEE

_ fdcluster (2)
Cluster

172.16.0.50(Control) Snort 3
172.16.0.50

FTDv for VMware 720  Manage Base, Threat (2 more...) Default AC Policy

A 172.16.051 Snort 3

172.16.0.51

FTDv for VMware 7.20 N/A Base, Threat (2 more...) Default AC Pelicy

BERGKF O 7 — RIiZiZ, e— 7 A arBERInET,
®4:/— FOBE

ftdcluster (2)
Cluster

172.16.0.50(Control) Snort 3
172.16.0.50

G‘\?Z.'IG.O.S'I Snort 3
172.16.0.51

I T ARE ) — RORekEE=4%—F 521X, [BF (Notifications) | 74 2> %7V v L,
[# A7 (Tasks) ] &R L F 9, Management Center [X, / — ROBERT LI T A X ARGk
A7 wmHEHLET,
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B /s5x506m

Deploy Q Ge #* @ adminv

Deployments Upgrades @ Health Tasks ‘) Show Notifications
0 running 3 success 0 warnings 0 failures | Filter
© 10.10.1.12 Deployment to device successful. 1m 54s
© 10.10.1.13 Deployment to device successful. Im3s
© TD_Cluster Deployment to device successful. 35s

ATFYT6 7T AZDO[ME (Edit) | (F) 227Uy 7 LT, TS AEAORELHEELET,

EFEAVEDERTEIL, 7 T7AXND /) — RFTiE7e, 77 AZERICEHTEET, =& 203,
)= RILICHFHTALELERBTXETN, A FZ—T oA ATV T AZEEKICONWTORBRET
xFET, 1

ATvF1 [T/34 A (Devices) ]>[7 /31 AEH (Device Management) ]>[7 7 A% (Cluster) ] Hi[fj
W2, 7T AXD Mk (General) |72 EDRENTFRINET,

5:9 3 XASERE

ftdcluster
Cisco Secure Firewall 3120 Threat Defense
Cluster  Device  Routing Interfaces Inline Sets
General 4 License Id
Name: fdcluster Base: Yes
Transfer Packets: No Export-Controlled Features No
Status: Malware: Yes
Contro 17216050 Threat: Yes
Cluster Live Status: View URL Filtering Yes
AnyConnect Apex: N/A
AnyConnect Plus: N/A
AnyConnect VPN Only: N/A
Security Engine Health
Intrusion Prevention Engine: Snort 3.0
Policy:
Applied Policies ’ Advanced Settings rd
Access Control Policy: Default AC Policy Application Bypass: No
Prefiter Policy: Default "';‘:""" Bypass Threshold: 3000 ms
Object Group Search: Disabled
SSL Policy:
Interface Object Optimization: Disabled
DN Policy: Default DNS Policy
Identity Policy:
NAT Policy:

Platform Settings Policy:
NGFW QoS Policy:

FlexConfig Policy:

(&% (General) |FEIRICIZ, ROV T AXIZEADHEENFRINET,

o [&f% (General) 1>[47 (Name) |: [ffE (Edit) ] (#) 22V v 2 LT, ZTALD
FRLEEELET,
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General
MName: ftdcluster
Transfer Packets: No
Status: A
Control: 172.16.0.50

Cluster Live Status: View

ZDOH%IZ, [4AT (Name) |17 4 —/V REZFELET,

7]

General

Name: | ftdcluster
Transfer Packets: | |
Compliance Mode:

TLS Crypto
Acceleration:

Force Deploy: —+

s [&f% (General) ]>[F/x (View) |: [ (View) (V7% 7 Vv 7 LT[V TAHXA
7 —4% A (Cluster Status) | XA 707 Ry 7 ZA&HEET,

General Fe
MName: ftdcluster
Transfer Packets: No
Status: A
Control: 172.16.0.50
Cluster Live Status:

[V 7 A% AT —H A (Cluster Status) | ¥ A 7 7Ry 7 ATHE, [TXTHE (Reconcile
Al) 1227V w7 LTTF—¥a2=y hOBEEHRAITTDHZLHTEET,
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B /s5x206m

Cluster Status

Overall Status: Cluster has all nodes in sync

Nodes details (2)

Status Device Name
> In Sync. 172.16.0.50 Control
> InSync. 172.16.0.51

Dated: 11:52:26 | 20 Dec 2021

Refresh

Unit Name

172.16.0.50

172.16.0.51

Chassis URL

N/A

N/A

Q,_ Enter node name

Close

ATv T8 [T/NM R (Devices) |>[T/\1 REHE (DeviceManagement) ]>[7 /34 X (Devices) ] DA
FORaRy TR T A= =T, JITAZHNDOERAN—%BIRL, ROREEXFRET D&

STEET,

B 6: T /3 REXTE

ftdcluster
Cisco Secure Firewall 3120 Threat Defense
Cluster Device Routing Interfaces Inline Sets.
General /3T System
Name: 172.16.0.50 Model:
Mode: Transparent Serial.
‘Compliance Mode: None Time:
TLS Crypto Acceleration Enabled Time Zone:
Version
Device Configuration: (imeor ) (Bxport ) ((Downioed Time Zone setting for Time based Rules:
Inventory:
Management e Inventory Details
Host: 172.16.0.50 CPUType:
Status: CPU Cores:
Memory:
Storage:
Chassis URL

Chassis Serial Number:
Chassis Module Number:

Chassis Module Serial Number:

7: 7 — FOFER

172.16.0.50 v |
[ 172.16.0.50 |

172.16.0.51

oc

Cisco Secure Firewall 3120 Threat Defense
FIZ2512130M

2021-12-22 193913

UTC (UTC+0:00)

710

UTC (UTC+0:00)

View

cl
CPU Ryzen Zen 2 2800 MHz
1CPU (32 cores)

34335 MB RAM

NIA

NIA

N/A

NiA

NIA

Health
Status:
Policy;

Excluded:

172.16.0.50 v

o
Initial_Health_Policy 2021-10-30 01:21:29

None
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« [&f% (General) >[4 (Name) ]: [fifE (Edit) 1 (#) 227 VUo7 LT, 7 TAZA
UN—DRFLEELLET,

General @T

Name: 10.89.5.21
Transfer Packets: Yes
Mode: routed
Compliance Mode: None
TLS Crypto Acceleration: Enabled

Z D%, 4R (Name) 17 4 —/V REZFELET,

General (7]

Name: | 10.10.1.13
Transfer Packets:

Mode: routed

Compliance Mode:  None

Performance Default
Profile:

TLS Crypto Disabled
Acceleration:

Force Deploy: -

o &2 (Management) [>[4 A K (Host) ]: 7 /3A ARETEHEEIP T RLVAZEHLT LY
41X, Management Center THI LT FLAZ —HIHE TRy NU—7 EOT A R|ZE|
ETEXDLL0CTHRENRDHY £3, RYICHEmAEESIZ L, E# (Management) |FEI
T[AAL (Host) 1O7 FL Azl L Thb, HEteHEAHICLET,

Management 0_:;.

Host: 10.89.5.20

Status: v

ATVTY xR T L= LD THNERINETIZI ALY ) — FERBLESGAIL, $XTHO7 72X
J—FREHESH LT, 772X o7 ICHERT Y VAR T L— LGNNI LET,

FHHNC v AR 7 L — L DOFREANC LSS, ZOFEEAF Y 7 TEET,

JIRAEZEIENY D KRTT 4w T —F Ny NEBIEREGEENDTZD, 7T A XY
VONET =By RRKROY A RTINZ T TAENT T 4w 7 DOF—r"—~y F (100
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754 _R— 4 5 FTO Threat Defense Virtual @175 5 2 2 OEM |

4 ) BEOVXLAN DA ==~ K (5454 8) IZbETHMERHY 3, 7T AHX
PERT 5 E. MTUIZT —Z A v Z—T =2 A ZADFKRKMTU (F7 4L FTIL1654) L0 b
154 A PREVVERHEESNET, B TT—FA X —T A AD MTU 20T 5513
75 ABZHY 7 O MTU b9 L 91 LT<témothi‘ﬁﬁMﬂJi%%ﬂ4
NChDHID, T—EA B —T A ZADFKMTU 1L 9044 (2720 . 75 ZAZHIEY o 7 1%
9198 I ETE £,

GE) ZTRAZEIHY L 7ICERESNTWAARAL v FO MTU ZHOME (EVME) ISR E
LTLEESN, 29 Lk, 77 AXERITKKLET,

A28 —T 14 ADEKTE

T HADA U E =T oA AN TAR Y T HEME IR DX INIA U H—T o A%
ETHIHEICOWTHHALET, flBlA ¥ —T oA ATBHEDON—T v KA U H—T oA A
THY, TNENNEHOIPT FRLAZIPT RLVA =B B LET, A7 TAH
IP7 RLRIZ, O TAEZDEODOETET RLATHY , BIZHEDHIHE ) — NITELE
T, TRTOT—X A U H—T A AIABIA > & — 7:4%(&5z£#%0i¢0

WA v H—T x A AT, IPT VAT =V EZET 50>, DHCPEMEHTE £4, A
VHE—T 2 A ADBZNDHCP LD T RLAOHFEZ Y AR— M LTWET, DHCPZEHT 5
LA, ZOFEELEALRNTLEZED, bz, @EEBVIERELET,

\}

) V7 —ToAA AIHHTEEEA,

FIE

ATy T

ATy T2

ATvT3

ATv74

(#7249 bk (Objects) 1>[A#TP ¥ FEE (Object Management) 1>[7 FLRAT—)L
(AddressPools) | #E&R LT, IPv4 £721XIPv6 7 LA — L ZBIM L 7,

KIETH, 79 2FRNO2=y MEERIUEDOT FLAREGEND LI LT ZE W, Fff

IP7 RLRAZZOT—MZIEEENEEAN, F—2y bT—7 BICTHFEEL T LLERH Y

F9, =y MIHIV Y TONDEMARr—NVT RURAZHANRET 52 LTI TEEE
Ao

[T/34 R (Devices) 1>[T/3/ RAEHE (DeviceManagement) | Zi®#IR L, 7 7 A X OFRIZH
% [ (Bdit) 1 () &7V v7 LET,

[f X —7xAA (Interfaces) |27 Vw27 L, T—HA X —T=AAD [fitk (Edit) ]
(£ 220w LET,

[IPv4] T[IP7 KL A (IPAddress) | E~AZ7 & AN LET, ZOIPT RLARX, £DF TR
ZOEET VAT, HICBEOHI#E2=y MIBLET,
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AT9 TS VB L7=T7 KL AT —)L% [IPvdT KL A7 —/L (IPv4 Address Pool) | K2y 7 &7 &k
MBIER L E7,

GE) oA H—T7xARAIMACT RLAZFETEY Y THEAIL. FlexConfig %1
FH LT mac-addresspool #{Ek3 2 LR H Y £97,

AT w76 [IPv6]>[H#A (Basic) 1T, [IPv6T KL A7 —/L (IPv6 AddressPool) ] K27 H 2 2 k
o, ERR LT RL AT — L AR L ET,

ATy T BEEBY, O ¥ —T A4 AREEITNET,
ATYF8 [Save] &7 Vv 7 LET,

T, [ER (Deploy) 1> [ER (Deployment) 1227 U v/ L, VY TT A RZHRY
V—HBERTELLOICRVELE, BEIIRY V—ZEETILIETHEDCRY T A,

DS5RE/—FDEHE

HFLWISRA/—FOEM
1O EDOFH L WY T AL ) — REFGFO I T AXITBINTEET,

FIE

ATY T [T31 A (Devices) > [T /31 A& (Device Management) | DJEIZEIR L, 7 T AXD F
Ot () &2V vs7 LT[/ —RZENM (AddNodes) ] Z3&R L £,

®8:/— FD&m

ra

Break Nodes

Edit Configuration
Cluster Live Status
Break Cluster
Revert Upgrade
Delete

Health Monitor
Troubleshoot Files

[7 F A% DEEE (Manage Cluster) | 7V 4 ¥ — RBFRSINET,

AT9F2 [/—F (Node) | A=a—nbF oA ZAZBRL, LEIGEUTIPT R LR &A% #H
BLET,
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B 59525/ —roem

9:[V SR DEE (Manage Cluster) ]9 4 H—F

Manage Cluster Wizard
o Configuration 2 | Summary

Cluster Name*

cluster1

Cluster Key

Control Node
You can form the cluster with just the control node to reduce formation time.

Node*
node1 v
VXLAN Network Identifier (VNI) Network* Virtual Tunnel Endpoint (VTEP) Network*
10.10.1.0 /27 (30 addresses) v 209.165.200.224 ! 27 (30 addresses) v
Cluster Control Link* VTEP IPv4 Address* Priority*
GigabitEthernet0/7 v 209.165.200.225 1

Data Nodes (Optional)
Data node hardware needs to match the control node hardware.

Node* VTEP IPv4 Address* Priority*

Type device name 209.165.200.226 2; Remove

Add a data node

RATY T3 IBIZ/—FREBEMT5I2E, [7—%/— K%iBM (Addadatanode) 1 %7 Vv LET,

ATv T4 [KfT (Continue) 1%7 YV w7 LET, M (Summary) |ZHMe8 L. [fR7F (Save) 1227V »
7 LET,

BUEBFR SN TWND ) — RIZiE, = 7 A arRFERShET,
B10:/ — FOER

] .. fdcluster (2)
== Cluster

172.16.0.50(Control) Snort 3
172.16.0.50 - Transparent

G?Z.‘IS.D,S‘I Snort 3
172.16.0.51 - Transparent

7T AR ) — ROk aEE=4%—3 5121, (B (Notifications) | 7 A 2% 27U w27 L,
[# A7 (Tasks) | &R L ET,
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/—rorst |

Deployments Upgrades O Health Tasks (_) Show Notifications
I
0 waiting 1 running 0 retrying 20+ success 0 failures | Filter
. Cluster
Cluster configuration is being enabled on data node 172.16.0.51 7s
[ ——

/ — FD&4
= RBRARAZ U RTa TR, AR D LI, VTANDL ) — REHIFRCTEXET, 7 TAH
BIRZRELRWRY . #I ) — RZ2BA T 52 Lid T EtA, T—4% / — RORTITME
SNFET,

FIE

ATY T [T31 A (Devices) |>[7T /31 A& (Device Management) | DJEIZEIR L, BrHAT25 /— K
DEDM () %2V w27 LT[/ — R&pRSh (Break Node) ] #iIR L £,

11: /7 — RO

Disable Node Clustering

Break Node

Delete

Packet Tracer
Packet Capture
Health Monitor
Troubleshoot Files

F T ar T, 77RO More) | A== —nb [/ — R&BRS (Break Nodes) | % i
RLT12LED ) — REBRIITEET,

ATY T2 BHAOREEERD NS, [TV (Yes) 1227V v LET,
B 12: EBRDFEE
Confirm Remove X

Are you sure you want to remove node 172.16.0.50 from the cluster? It will be
converted to a standalone device.
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D 2 A3 DR

FIE

ATy T

ATvT2

754 _R— 4 5 FTO Threat Defense Virtual @175 5 2 2 OEM |

7 AL ) — RO EE=F2—T 5121, [EH (Notifications) | 7 A 2% 27 U v 7 L,
[# A2 (Tasks) | ZEIRLET,

T TAREMRRE L, TR_RTCDO /) —RERZ L RTarFAf ACERTE £, HEH — ik
AVH =T 2 AA AR 2T AR V—OREEHRELETN, 77—/ — R TIERENHE
EINET,

J—=RERETHZLICED, §TDI T A%/ — R Management Center CTH B I T
HILEMRLET, 7 7AX ) —FORE (24 X—2) Z2ZRL TN,

[T /734 A (Devices) |>[7 /31 A& H (Device Management) | DJEIZIRINL, 7 T AX D &
Ot ¢) %27V 2 LT[2 T AH %K (Break Cluster) ] #3#R L £7,

B 13: 9 5 X5 DR

s
Add Nodes

Break Nodes

Edit Configuration
Cluster Live Status
Revert Upgrade
Delete

Health Monitor
Troubleshoot Files

ARTVT3 IV IRZEMRTLEIROONTZDH, [1IFW (Yes) 227U v LET,

14:fRBRDFEE

Confirm Break X

A cluster break will be performed on nodes registered to the management
center, and nodes will be converted to standalone devices. Before you break
the cluster, use Cluster Live Status > Reconcile All to detect any missing nodes
so they can also be converted to standalone devices. Control node deployment
will be triggered, if static route is configured on diagnostic interface. Are you
sure you want to break cluster ftdcluster?.

No Yes
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7 T AR OfiRREE =X —9521%, @A (Notifications) | 7A 2> %227 U v 7 L, [XAY
(Tasks) | ZEIRL £,

VIR VT EENT S

J— FOHIBRIARZ T, AT F U ADTEDIC—HIC ) — RE2ET 7T 4 Tt 5%
AEWHFET, ZOFEIK, /S — RE—FENCHET 774 7T D700 O TY, /— RiE
5] X #5t = Management Center D7 /NA AU A MIFERSINET, /— RBIET 7T 471275
LI RTCOTF—H A A —T 2 A ANV Y v MU ERET,

FIE

AT BhoT b=y MIXF LT, [T/3 A (Devices) 1>[7 /31 A& (Device Management) ]
DIEER LT 20 &) 22V v 2L, [/ —FDOZFAZY 7% WM+ % (Disable
Node Clustering) ] Z &R L £7,

15: 952 ) VT EENT D

Break Node
Delete

Packet Tracer
Packet Capture
Health Monitor
Troubleshoot Files

Hf ) — RCOTRAZ Y TEEHTHE, T—% 7 — RO1OPRFH LWFIE S — RIc7z Y
F9, el PREPRBERRIZOWTIE, il ) — REHEZEHT 25 & T TOHERN Ke v
TENDTEO, FLWKIE ) — K LTt 2 LT 208X S0 £7°, Hlfll ) — KR 7 TR
HHNDOME—D ) — R THDHIGE, TD /) —RKTITAX) TN TDHI EILTEER
Ao

ARTVT2 /) =KDV TRAZY T RN D LR LET,

J— KX, [T/314 A (Devices) |>[7 /31 A& ¥ (Device Management) | U A kD4 FIDOREIZ
[ (#£%) (Disabled) ) ] &FRSNET,

ATV T3 VI RAFY T EFBOENCT DL, 7T AF~OHFESM 21 =) 2BRLTLEES
/AN

73 RI~DOBESM
(T2, A Z =T oA ATHEENRELZIZDIZ) /— R 7 T2 PHHIRS V-5
By FRFFHTY IAZ ) BB LICEAIE. 7 7 AZICFHTHRMT 2LENH
DETF, 7T AY~OBBMERTT B, HMEMRRSNTVS I L2 MRLES, /—
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B o —rozs

K& 27 22N HHIBRTE 2HBOZEROWVWTIE., (77 2AFZ~OFSM (37 3—) |
L TLIZE N,

FIE

AT BEAMNITDI 2=y MIX LT, [T A (Devices) 1> [7 /31 A& (Device
Management) | DIEIZEIR LT EDM ¢) 227V w2 L, [/ —FDZF2Z) T EAMC
9% (Enable Node Clustering) | 3R L E£4, >

RT9T2 J—RDITAZY) U THGINT DL EamEiLET,

HlE/ — FDEE
A

EE OGIE ) — FEAETLREOFIEL, i — KT I7A2 ) o 7EEHIZL, Friwn
filflz=y FOBIREFF>THE, 7 TAX V7 2HEGINCT HI7ETT, Hil# —
RiZT b=y NEREIZIEET AL ERHLLAIX. 207 v aOFRIEEEHL
T3, 2B, PREPAREEICOWVTIE, WTRAOGETHIE , — NEFE 258145
ETRTOBGN Fa vy 7EN570, B LW, — R LTl 2 e 9 5 ML E0
HoET,

il

HilfE ) — F 2 2R3 5123, ROFIEEZFITLET,

FIE

ATFYT1 [T/NA4 R (Devices) |>[T/31 REE (DeviceManagement) |>Z0fth () >[7 FAZ DT
A 7 A7 —H A (Cluster Live Status) | Z R LT[V 7 A X A7 —4% A (Cluster Status) | %A

TRIRy 7 AEREET,
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16: 7 S REIDAT—FR
Cluster Status

Overall Status: [&l Cluster has all nodes in sync

Nodes details (2)

Status Device Name
> InSync. 172.16.0.50 Control
> InSync. 172.16.0.51

Dated: 11:52:26 | 20 Dec 2021

Refresh

Unit Name

172.16.0.50

172.16.0.51

vsz2azEnmEe

Q, Enter node name

Chassis URL
N/A

N/A

Close

ATy FT2 flfflr=y MZLizna=y MZHOWT, Z0M () >[o—LZHI#IICZ T (Change Role to

Control) ] Z&IR L F7,

ATY T3 v VOEFEEERT DL ICKROONET, T=v /Ry I A4 N LT[OK] 27 Y v

7 LET,

75 RAIREDwRE

0T AL REERRETEET, /—FOVTEPIPT FL XA £7-13/ — ROBEIEN LS OE %
EETHE, 77 AXTHBPICKDNTHEEINET, 77 AXBHEEHRINDSET, b
74 v OFMNRET DHAREENRH Y £T, /— FOVTEPIPT RL A/ — ROEEIE
MEEFETDLE, BEBEZTD ) — RORBBA SN T TAXICHBMESNET,

FIE

ATY T [T31 A (Devices) 1> [T 731 A& (Device Management) |
Ofts &) %27V v LT [REXMRE (Edit Configuration) ] %

JEIZER L, 7T AXD F
WLUET,
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B 525/ —roms

17: REDwRE

E
Add Nodes
Break Nodes

uster Live Status

Break Cluster
Revert Upgrade
Delete
Health Monitor
Troubleshoot Files

[7 7 A% D& (Manage Cluster) |V 4 ¥ — RRFERINET,

ATYT2 VIAXREERH LET,
18:[7 S RABMEIE (Manage Cluster) ]9 4« ¥ — K

Manage Cluster Wizard X
o Configuration 2 ) Summary
A Editing the cluster bootstrap configuration requires restarting all cluster nodes. This operation may result in traffic disruption, and you should perform bootstrap changes during the maintenance
window.

Cluster Name*

cluster1

Cluster Key

Control Node
You can form the cluster with just the control node to reduce formation time.

Node*
node1 v
VXLAN Network Identifier (VNI) Network* Virtual Tunnel Endpoint (VTEP) Network*
[ 10.10.1.0 ] / [ 27 (30 addresses) ] [ 209.165.200.224 ] 27 (30 addresses) v

Cluster Control Link* VTEP IPv4 Address* riority’
[ GigabitEthernet0/7 ] 209.165.200.225 C]
Data Nodes (Optional)

Data node hardware needs to match the control node hardware.

Node* VTEP IPV4 Address* Priority*

node2 v

i 209.165.200.226 ‘ l 2 ‘

ATw T3 [#i1T (Continue) 1% 7V 7 LET, ME (Summary) |ZfEE L. [fR17F (Save) 127 U >
7 LET,

DIARR/)—FDORE

7 T AL ) — ROBEKITRM L TEHEEIL. 7731 A5 Management Center [Z%f L T2 7 A ¥
AUNR—v T EBRAETEET, =& %I1E, Management Center NFFED 7' v A THE I
TWD0, Xy MI—=ZICMERHL5E, 7—F ) — FOBRBRICKBT 22 L0300 £7,
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v5258/—roEs |

FIE

RAT9F1 75 AF0 [Devices| > [Device Management] > Z D1t (5) %33 L. WKIZ [Cluster Live Status]
ZRP L T [Cluster Status] & A 7 12 7R v 7 A& & £,

B19:95R3D54 TRATF—HR

E
Add Nodes
Break Nodes
Edit Configuration
Break Cluster
Revert Upgrade
Delete
Health Monitor

Troubleshoot Files

ATFY T2 [TXTEMBEA (Reconcile All) 127V v LET,
H20:$_TERE

Cluster Status (7]

Overall Status: = Cluster has all nodes in sync

Nodes details (2) Refresh ‘ S | Q. Enter node name

Status Device Name Unit Name Chassis URL
> In Sync. 172.16.0.50 Control 172.16.0.50 N/A :
> InSync. 172.16.0.51 172.16.0.51 N/A :

Dated: 11:52:26 | 20 Dec 2021

7 TAE AT —=HADFFMIONWTIL, 7T AZDEF=ZV 7 26 ~—) 2ZRL T
TZEW,
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. Management Center 7 5 D / — F D HIB&

Management Center 5 5 @D / — K D ElIf&

FIE

ATy T

ATy T2
ATv7T3

Management Center 705 7 7 AZ ZHIRTEE7, ZhICLY, 7 7AXIFTZOE MRS
£9, 7 7 AKX %&H L\ Management Center (21BN HHE1E. 7 7 AX ZHIBEL THMNED
FH A,

T IAENG ) — R&ERRINT 25 Z £ 72 <, Management Center 7° 5> / — R&HIFRT5Z2 L 4T
T FE9, /— FiX Management Center [ZE R SIVTWEEALN, £ TAZDO—FHTHY
FlEfE b7 7 0 v 7 2PELTHIE , — RIZ2 5 2 & b AEETY, BUEEIMEL TW DI —
N&HIBRT 5 Z &£ 13T& £ A, Management Center 7> S E|FE R A[GEIZ /2 > 7=/ — RIZHIBR L
THEMEVNEEAR, 77 AFZO—HE L TERLTE ZEHARETT,

[7 /314 A (Devices) |>[7 /3 AL (Device Management) [DJEIZERINL, 7 T A X)) —
Ko Zofs () %2 ) v 27 LT[HIFR (Delete) ] ZRL £,

B21:9 5 R2Ft=&/ — FOHIR

Disable Node Clustering
Break Node

Packet Tracer
Packet Capture
Health Monitor
Troubleshoot Files

JTAEN ) — REHIBRT L oK o6, 1TV (Yes) 1227V v 7 LET,
# L\ Management Center (27 7 A X ZiBI1T 5121E, [T /34 A (Devices) |>[7 /3 A AEHL
(Device Management) | DJNEIZEIN L, [T /31 ADiEM (Add Device) | %27V v 27 LET,

TIGABRAIN—=DDETNA AL LTENT AT T, BODI TR ) —RFiRKESH
i‘ﬂ‘o

Bl L7z ) — REFEEIIT 2 B0 T, (7724 ) — FORa (4~—Y) | &
BRLTI LS,

DSRIMDEZ=ZRZRY Y

7 7 A 4%, Management Center & Threat Defense ¢ CLI CE =4 —TCX £,

o [7 T ABZAT—H A (Cluster Status) | XA 7 a2/ HRy 7 AL, [T 734 A (Devices) ]
>[F /3 ZEHL (Device Management) |> Z0ft ¢) 7A 2 nb, £ [T A
(Devices) ]>[7 7 A A& HE (Device Management) |>[2 7 A% (Cluster) | X— >[4
% (General) |58 >[27 7 AX DT A 7 A7 —4 A (Cluster Live Status) |V > 7 nH 7T
JEATEEST, >>>
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2: ) FRARIDAT—RR
Cluster Status (2]

Overall Status: =l Cluster has all nodes in sync

Nodes details (2) Refresh Q, Enter node name
Status Device Name Unit Name Chassis URL

> In Sync. 172.16.0.50 Control 172.16.0.50 N/A

> In Sync. 172.16.0.51 172.16.0.51 N/A

Dated: 11:52:26 | 20 Dec 2021

HlfE, — Rk, 20—V E2RmT T 7749747 —2RH0 ET,
I TGAL R UN= AT —=H AR, RORENREENET,
o A (InSync) : / — K Management Center (Z 8 &k S 4L CUVE T,

o BEROEE YT (Pending Registration) : /— RiX27 7 AX O— T, /2
Management Center [Z 58k SN TWER A, / — FOBRIKB LIZSGEE, [T
ZMA (Reconcile All) 1 %27 VU v 7 L THEEHRITTEET,

o 7T AKX TR (Clusteringis disabled) : ./ — K% Management Center {2 &85k X
NWCWETR, ZFREDIET 7T 4 TIRALN=TT, 7 TRAZ ) THREIF, %
THAMET 2 PERH LG EITEEETICHERCEEd, £/, /—F& 7T R¥F
NHHIBRT D Z &L ARETT,

o 7T AZIZHHH... (Joining cluster...) : /— KB T ¥y — LTI T AZIIHIMLT
WETD, ZIMNEFE T L TWEH A, BI04 IZ Management Center (28 &k SV E T,

J—FRZ &2 [HE (Summary) | & [JBFE (History) | &£ RTXET,
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23:/— F® [BEE (Summary) ]

Status Device Name Unit Name Chassis URL

l Summary H History ]

ID: 4] CCLIP: 10.10.10.1

Site ID: NYA CCL MAC: 6c13.d509.4d9%
Serial No:  FJZ2512139M Module: NYA

Last join: 05:41:26 UTC Dec 17 2021 Resource: N\A

Last leave: N/A

R 24:/— kD [[BFE (History) ]

Status Device Name Unit Name Chassis URL
l Summary ] l History ]
Timestamp From State To State Event
05:56:31 UTC Dec 17 2021 MASTER MASTER Event: Cluster new slave enrollment hold for app 1 is relea...
05:56:31 UTC Dec 17 2021 MASTER MASTER Event: Cluster new slave enrollment hold for app 1 is relea...
05:56:29 UTC Dec 17 2021 MASTER MASTER Event: Cluster new slave enrollment is on hold for app 1 fo...
05:56:29 UTC Dec 17 2021 MASTER MASTER Event: Cluster new slave enrollment is on hold for app 1 fo...

e VRF L (3 > [Tasks] <—2,
[# A2 (Tasks) |"S—VITIE, /— RBIBERSI N DTN T T A X ERS A7 DEAIEHR
MEREINET,

o [T /34 A (Devices) ]>[7 /3A A% (Device Management) ] > cluster name, >

TNAAD—RRRR—=V T T AZZREMT DL, IPT FLRADRIZ LD 1 —L3FoR
SNTWBHHIH, — FEET, TXTOALN—) —FERRZTEES, Bgpfho/ —F
WZiE, m—= RT3 UBRFERSNET,

* show cluster {access-list [acl_name] | conn [count] | cpu [usage] | history | interface-mode |
memory | resource usage | service-policy | traffic | xlate count}

7T AR BIROERT — X FI213F OMOEREZFK T 5121, showcluster 2~ K%
EHLE9,

« show cluster info [auto-join | clients| conn-distribution | flow-mobility counters| goid [options]
| health | incompatible-config | loadbalance | old-members| packet-distribution | trace[options]
| transport { asp | cp}]

7T A B EREFTRT DL, showcluster info 2~ R&EEH L £,
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v5z28yvsnszas [

DSRB)GTDSEE
ORI va it 7T AX Y T OBEICET SEIE RS E TN E T,

Threat Defense MIEREE UV S X2 1) V5

Threat Defense O —¥FOEREIL Y T A X U 7 TiEH AR — &7, —EIflE>=y 20T
THR—FEINFET, TOMOEEREICOWTIEY R FEHICET2ZEERNHL55603H0 £
7,

YR—FPSHATWEWEEEE IS RE ) VT
WOKKKREIL, 7 T AZ Y TRARp L SFRETES Y, a~vr NIEGShET,

N

GE)  277AZ V7 THYAR— K EZI T2 FlexConfig #RE (WCCP A o A7 23 7
&) BZRRTDITIE, ASA O— i fEO a7 1 Fal—vay A K %7%%’ LT
< 72 &\, FlexConfig TiX, Management Center GUI IZIE72 % < D ASA BERE A FXE C X
£7

« JFE—F 727 A VPN (SSL VPN 5 L O IPsec VPN)

*DHCP 7 7A 7 > b, #—=_"— BLOTmFL, DHCP J L—F¥ AR —F SN THE
—aAO

RN RA B —T A A (VI
o & A AME
CHEN—T 4T BIOT Y T

 Management Center UCAPL/CC £ — R
DSRZN) T O REFREEE

WROBERET, HIf ) — F L2 THR—bShEd, 77 X202 =) v 7 anid
Ao
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B sssceoszauy

\)

GE)  rhREERRIERED T 7 4 v 71E, 7 T AXHIEY 7T A 28— — R b il
J— RIZEIREEINET,
HOUMEELZ AT 2581, PREFRBEEED N T 7 v 7 SR RIBEEE & LT
SFEENARNCEHSEMTh T, #lffl ) — FLUSAD ) — RICHEREINLGIZ ENH D F
T ZOEEIE. T T 4 v I BHIE ) — RIZEVIRENET,
PR PRI RRIC DWW TR, il ) — RCREENEAT D LT X TOFE/mN Fr v 7S
NHOT, HFLWHIE, — R LT FML T 20ERNH Y £,

GE) 27722V 27 TH ik STV 5 FlexConfig§hE (RADIUS A » AT g 72 L)
EFRT HDITIE, ASA O—SRMIRBMEO 2T 4 XFa b — a4 FEZR LTI
S\, FlexConfig Tld, Management Center GUI IZ1X72\ 2% < @D ASA BEREZ X ECX &
R

cROT TV r—ar A AT gy

« DCERPC
« ESMTP
* NetBIOS
« PPTP

* RSH

* SQLNET
« SUNRPC
« TFTP

+ XDMCP

AR T 4T N— N F=H YT

BERREEISREIY VT

PHehlfRIX, 7 7 A2 RICEH S NET, &/ — RiZiE, 7a—FX vy A A ve—I25
DY FAZERDO 7 2 OHEEMNH Y £, 77 AX R THEGEHIRZRELTH, 2
FPEAEBRE LT, BEBICHRE CEAE SNRWEERH Y £, &/ — RTIE, (EEORKRT
DY T AZERD T T ZEP KGN E 7 08/ NGl S D TREMER H Y £, 7272 L.
O— RS T ENT7 T A TR, BEOKEE & bICERAETSNE T,
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g4+2v0 n—74v968095258u25 |

BAFIVIIL—Ta2I9ELECIZREYLYT

A v Z—T 2 A ZAF—FRTlE, &/ —RFBRRX L KT —2 L L TL—T 4770
MV EFETLET, — FOFEEEF, &/ — RB™MEBNITOET,
R 25: @R A B —TIA R E—RTDEAFIVI IL—F 1425

Router A

All units are using OSPF
with neighboring routers

ECMP Load Balancing

FORTIE, V—Z ATV —F B~DHEIZ NN ZANARDAHZ L E2FELET, NRTF
NEN1->0/ —FE@EmLET, ECMP2EH LT, 4 XABTHrI7 74 v 70— R N7
VU T EITOWET, K — RiE, AL —Z L@iET AL &I, FRENER B L—4 1D

IR L £,
THEIL, &/ — NCERAIV—FZIDBHEESND LI, V—XIDDT TAXT— V&R
ETHVERHY 9,

FIPE O SRAY VY

«FIPDF v/t ar ba— L F ¥ X LDT7a—RNENENRNDT T ALZ AL N—ZL»
THEINTWDAEAIE, DTF ¥ 3O 4—F—1XEMNZT A RV EA LT O R T v
TF—bhEar b= Fyx RO —F—(ZKE L, TA KV XA LT T MiwTEH
LEd, 2L, avie—nr7a—0F—F—nJe—KSnT, arie— L 7a—
DHARAT 4 7 INTHEEX, BT e —BfRIGHER SN < R0 £4, LR s T,
arvia—NL7ua—0T7 A RV EALT T MIFEFSNEREA,
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B nresszayy

NAT & SREY VY

NAT (%, 7 T AZDRENRAN—T"y MIHBELZEZ 52 E0HVET, A R\ T B
ST T R T U RONAT N v bid, FNENT T A ZNODRFIOD Threat Defense (2258 S 41
AZZEMBHVET, B— R ANFL LT TAITY XNIIPT RLARER— MIUEFELTHE
T, NAT WMERH SN L&, AN T U RET T MR RET, Xy hOIPT KL
ARR— NBRIR B35 TT, NAT A —F—"TIL72\ > Threat Defense (ZEI75 L7237 » NI,
TIABGINY 7 S L CA—F—IIREEIND 20, 7T AKX I KED N T
T4 I MWEALET, NATA—F—F, B2V 74 BIORY o—F = v 7 OFERITN
CCry FOBGEER TE 2WAREMERH 720, ZER ) — RiE, A—F—~Dilik >
O—ZMER LN LICERE L TLIEE,

FNTHI TAZY I TNAT 2EHT 25513, ROTA RTA40E2BEBLTIEIN,

e 7uXLARP L  HRBIIA v E—T oA ZADEPHIT., v v LT T RLAIZHONWT TR
XU ARPIEENEEEINDZ LEHY A, THIE, 7T AXITIFHELRL o727
REPED & D ASA LML — & LN T BIMREMFFT 5 2 L 2T, Ty A b
e 2D —H L. ALY VFAZIPT RLAZET~ v L7 7 RLRAIZOWNWTIE A
TA T = EFIEPBR EAT V= b NI XU T EERTISLERHD T,

cfHAIA L H =T 2 A ADA L H—T A APAT 7R L : £ ' Z—7 = A A PAT %, fHERIA
VH =T 2 AT R— SR TWEREA,

e —h Ty Z7EINYTITLD PAT : ZOBEBEIZOWTIE, ROTA R4 v ESL
TLIEENY,

e ARA MDY ORKHIRIL, 77 A2 2EOFIRTIERL, /7 — RZ & IE@ B2 H
SNET, LEEBoT, FA MDY OFRKHIRATICRESNLTWD3 ) — K7 T
AATIH, RAMDOD T 7 4w 7 MN3O0D ) — NI _RTCUZa— KT 7 &
NTWEEE, 32507 0w 5%/ —RIZ1HOTOB0YBTHZERNTEET,

NI T T T =Ny 7T T ) — RTER SR — 7 ey 7E, RA
B2 OFRRFIROBEHFHZIZZE S L EE A,

« PAT 7 — L RSERICH LW IP 7 K L ADO#iPH T H S5 On-the-fly PAT /L—/L D
EETIE, FILOT—ABEDNR> T THEWELERE D xlate Sy 7 7 v FE
RIZKHT B xlate X 77 v TOEEB KR LET, ZOEBFEITR— 7w v 7E|
DY CTHERRICEB 72 b DO TR, T—ABBEEN T T4 v I NI TAK ) —F
MCTr— T 7 E3N57 TAZEMTORRGID K72 PAT 7 —/LD
M T,

e VT AZTEHHNEL TWALSE, 7Ry B0 Y CTH A XEEETTHI LIXTEERE

o LY A XL, 7 TAZNOKET A A% a— RLIERIZOZENI/RD F
T, KT NAA ADY v — ROLEWZEGRET 572012, 7 XToO7a vy 7E ) Y4T
= wHIBR L, 2o 0N — VICBET 5T X TOxlate #7 V7552 & & BHE)
WLET, Z2O%, 7av YA REELL, Ty ZED Y TOL— L EFIERTE
7,
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NEYErYOPZE |

« ¥4 F v PAT D NAT 7—/L7 RL ARG : PAT /—VERETHE, 7T AZIX
T—=NVADZIP T L AZR— T ry 7IZ5EILET, 774V T &7 vy
512K —=FTFR, A—br7 vy 7HOYETL—LERETLE, RbVICa—FDT
0y 7REMEFESNET, ZNHDTa v 7137 T AZND 7 — RIETHEIZO#HEN
L7, %/ — RIZIZPAT 77— VADIP 7 RLAZTLIZ 1 DL 0Ty 7 3d Y %
T Lo T, BEIND PAT BBk L THATHLLAITIE, 7 T AX D PAT
T EDHDHIP T R R % 1 DT 52 ENTEET, PAT 7 —/LD NAT /L—/b
TPREAR—=F 1 ~1023 2505591247 v a v aRELRVREREY, R—h7 vy
713 1024 ~ 65535 OAR— hFHZ D 3— L 7,

BE DNV —NNZET D PAT 7 — VO FFIA : HEDON—/V TR U PAT 7— NV EMHHT 5
WX, =BT LA F—T oA ADOBPRUZHERZHLOLERNHV £3, §3TO
IW—IVTHREEDA H—T 2 A AEFHT L, HDHWIETRTONL—LT UEED] 1
VHE—=T 2 A ABREAT B0, WTNPHZBINTAMLENRH Y £7, L—NE2RIZbhi-o
TRHEDA X —T A AL EE] DAV F—T oA AZRESEDHZEIETEEHE
o BESHDE, VAT INIV X =0 T T 497 7T AXNOWEY ) — Re—%
SHLZENTERLIBRDGENRDV £, V—/V T LIZEA D PAT 7— V2T 2
ZEE. BRLEEEOE VAT Y g T,

TS REEVR L PAT—LOT 7y Ruab i, V7I9RAZ ) TR —FEh
FHA,

WAEPAT 72 L : JEBE PAT 137 9 A Z U 7/ THR—FENFH A,

HlfH ) — Rk > TEBLSND XA F X v 7 NAT xlate : il / — K2 xlate 7 — 7 /L& H#E
FFL, 77—/ —RIZERLET, ¥4 T IV I NAT 2B LT 58T —4 /— K
NZAF LT & &EIC, ZOxlate T — 7 VNIZI WA, 7 —4% / — RIZiil#l / — Rz xlate
EERLET, T4 — KPR EITA LET,

B xlates : BERLHTAH O xlate 74 RN EH SN EHA, LB ->T, 74 Kb
BRI T A KA A LT 7 S aB2 D EERNH Y £9, refent230 T, 7A KX A~—
ERRESNTZZALT T LY RENGEE, HXDxlate THDHZ 2R LET,

DA VAR a IDAZT 4 v 7 PAT 13V £ A,
* FTP
« RSH
« SQLNET
* TFTP
* XDMCP
« SIP
« 1 H#EBZDHIEFIZEL L O NAT V—L Wb H8551%,. 734 AD CLI T asp rule-engine
transactional-commit nat =~ > K&EfEH L TR I o7 v ay a3y b 7 VEANIC

TOMENRDY £T, ANILRNE, J—FKR7 FAZICBINTERWAREERSH Y F
j—O
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SIPA VARG I VEGSRBEYVY

HE7e—ix, (B—FKXTZo 0 72k) FEDO ) — RIERTEETR, +57—47
0— IR L/ — RIZFET DI HLERH Y 7,

SNMP &0 S RAY VY

SNMP —=—< = > M, fEl # @ Threat Defense %, % @ [Diagnostic] 21 % —7 = A4 AD

n—HNVIPT RLARZE 2 TAHR=V T LET, JITAXDODHRET =X ER—0 7452
LITTEERA,

SNMP AR— VU » ZIZiE, AA Y 7 TFTAZIPT FLATIIRLS, BiZe—hL 7 RLZ2%HEH
LTLZEE N, SNMP=—2 2 "R AAL T T AZIPT RLRABR—=V 7T 54 B
LWV, — RBEIRENA &, HTLWEHIE Y, — ROoFR—Y > 730 L E 7,

I FAKY T TSNMPY3 2 L CW D6, UID T 7 AXBREZIZHT LWT T AX ) —
KZBIN4 5 &, SNMPv3 2 —H — L LV — RIS EH A, 22— —%2HIRL TH
BHL, HEEAZFEEALT, 2—F—2FH L\ — RIZHREIMICET ALERH Y F1,

syslog £V S RF) T

« 7T AZDE ) — RITEF D syslog A ve—TEERLET, X 72RELT, &
J—FR®Dsyslog A v t—Y ~y X — 74— )L RTR LT /SA A ID 21T 2570 Blo
IDZEHT o0 ERETCEET, L&A FAMEEILZ TAZNOTITD ) —
RIS TIAFINET, RAMET A AD ELTHEAT LS Icex 7%
BRELTSHE, XCO/ — RTAEK IS syslog A v =31 250 7 — R BAERS
NTWDLEDICRRET, V7IRAFT— AT v FRETHV Y ToNTcr—TL ) —
K4 ETNAAID ELTHEMTAEIICe XU 72 E LIEEA. syslog A vtE—U0F
ZNENHND ) — FIPBAREINTND LRI ET,

Cisco TrustSec & 2V SR &R ) LY

Hl, — F7Z0ntFa )74 7 =722 (SGT) e E LEd, Lok, fil#/ —F
MHET—4 )= FRIZSGT RNESND =D, T—4#/—RiE, EXx2 07 4K =250
T SGT D—E &l T& £,

VPN &EDSRBY VT
A ME VPN &, FREPREERE T, HilfH/ — FOAS VPN #kiz R — b LE7,

)

GE)

JE—RFT7I7EAVPNIZ, 7ITAX Y T TIIYR—FENETA,

VPN #fEZ2 M CE 20138l — K20 TH Y, 7 722 o@ma] AMEERITIEH S ES
Poo Ml — RCREENHEA LIZEAE, T XTOBEFO VPN 83 kb, VPN = —F(C
EoTIF—ERADOHE L7220 9, HrLWEHIE , — R2EE I & &2, VPN & Fik
ST AMERHY £,
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RITF—I VAR RT— VTR .

PBR £7-1X ECMP Z {45 & EDfERBIA v X —T = f A~DEEFIZOWNTIEL, a—hL 7T
RLATIERL ., BWIZAAL L 7T AZIP T RLRICEGTA0ERH Y £4,

VPN B O % — LFEHEL, 7T/ — RicERlsnE 7,

NTHF—TI VR RT—1) 5%

BEOa2=y FEFEELTIOD 7 TAZLE LI EIC, M T D37 3 —~ 0 ZAOMEE
RO L H 12720 £9,

c BEANL—T"Y FD 70 %
o e KPR D 60 %
o BERLEURD D 50 %

HlE/ — FDETE
TITAED ) —Rit, 77 AXEY o7 2N L CERELTCHIE , — FE2RELET, AR
WD &R TT,

1. J—RIZH LTI TARAF N T A F—TNMI L& (EE, 7722V TS
=T INELDORETEFDa=y PO TEILIZEX) I, 20/ — NIIRTEEK Y
3BT e —REy R MLET,

2. TIAFT VT 4OEWVMILD ) — RN ZOBEERIGELET, 7744V 7 0131~
100 DEFANTRESN, | DIREDTITA44) T 4 TT,

3. ASERBLTH, TIA4FY T A DEVMLD ) — ENBOIEEEZE L TWHRWEEAIL,
D/ — RPRHEE S — R0 £97,

N

CB)  mEOTIAFVT 4 2F2>/ — NBERESLLHIF, 7725 ) — R4, wKICYIT
WG EMHHLTHIEL, — RREShET,

4. BB IFTAZIIBMUTIe) —ROTITAFT VT A OHREWEHETSH, £D/ — KR HE
BRICHIE , — NiZe 5 2 &30 £H A, BEFOHIE /) — FIXHEICHIE, — RO EET
Fo 22U Ml — RPISEEFILT 5 L. ZORRTH LW — R EESvE
RS

5. A7V y hT LA v v F VA TRINTEBORIE ) — RBEET 56, BIEIEAL
Wb @/ — R, — Fo&EIZRF L, tho ) — NiE7F—% / — FOKENTRY
£,
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B /sxsmone7raseu74

\)

GE) 7 — FEFHCTHHAICHE ) — FIcT 2 2R TE £, PREFREREICOVW T,
HilfE, — FEEZ 58§ 2 & F N TOEHN Py 7S50 T, HLWEE S, — F Lk
T BHEL T DMEDRH Y 97,

DSRBRADNATRASE) T«

IIABYNE, ) —REA U E—T oA ADIEEFEHEZET=F—L., /— N CEIES
RS A ZLIZXY, MT_A TV T 2FERLET,

J—RKANLREZAY DY

H/—NE, ZIRZHMHY 7 2 LTTr—RE ¥ Ak ~"—FE— [ Ty FEEHT
WIEELET, #4270 MIMWNIZT =%/ — Kb — FE— 3Ty MERIZZ OO
Ry BEZE LRWGS, il — NX7 2220867 —4% ) —F&HIlRLET, 7—%
J— R, — Fino 7y FaZELRWEE, K0 0/ — RGBT LW — R23
RENEzT,

J— R CHEBIZEENRBE L2 TR, Xy NI =27 OEENRK T, /—RKR7 77X
ZHIEY 7 B UTHAICEE TE WSS, 77 AXIX TAF Yy b T LAy v F U A
WCBATT D RREMERH D £7°, 2o TV ATIE, DS 7—% /7 — RV A Ol —
RERIRLET, 72203, 22007 5 RZulr— g U ETL—ZICEEREAEL-EE.
o — a1 OTEORE ) — Rix, ar—a207—%)— K27 722 LHIBLE
T, —H., vr—va 2o/ —RE, MAOHIE ) — RZBRL, MADY 7 A X ZEk L
T4, ZOVFIATIEH, AT 7 4 v 7 BNKRTDAREMENRH D Z LICEE L TLEE
W, 7T RABEEY vy BETEND & KD ESEIAM O EmWEIE S — RSEIE 2 — N o&E|
EARFEL 97,

AVB—TIAREZRY VY

% —RNiE, EAPOT_RTORLENIN— R T 2T A V=T 2 AD ) I AT —H A
EE=HL, AT —XAETEHIE ) — FlicgELET,

TRTOYEA LV H—T 2 ANRNT=L Y T EZINET, 72720, =X I TXHDIL,
LEUTEA L E—T 2 ADIH T,

)= ROFE=ZHNGDOA B —T oA ANRKMLTIZGE, £0O 7 — K37 7 A2 6HIRE
F9, EE)— FBN7 T AEZDLHIBREND £ TORMIL. TD ) — ROAFEIHEFRD A 73—
THDHN, FHRIFZZ TAFIZBIML LI ELTWADICE > TERERY 4, FH/ —F s o
AT DA 90 BRENEL, /—RiIA v F—T =24 ZAZEHRLEEA, ZOMICA
B =T 2 A ADAT—HZANELLTYH, /— RKEZZ TAZPLHIBREREEA, /— NIREE
WBIFR7 <./ — RI% 500 2 U BBICHIBR SN E T,
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wEEoz7—42 [

EDAT—RR

o
i

JIGAZND ) — RTREENEAELLEZIZ, 20O/ — RTHRARFINLTWHERIIMD /) —
Ry — AL ARIBITENET, hTF 74 v 7 7n—0DAT— MERIL, HIfHl /) — Ry T2
2D v BN L CHREENE T,

HIMH ) — R CREENEE LTS, TDV FAZOMD AL "—0 5 b BEIEN m (&
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