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2. MAD[V— = (Region) |Z&EINLET, [IR~:IPT7 KL A (Next:IPaddresses) |% 7 VU v
7 LET,

\\\

[IP7 KL A (IP Addresses) | # 7 C, [7 x>y F@iEM (Addsubnet) 127V v 7 L, BH, 2
Wi, 7—%. BLXOI ZAFGIHY 7 OV T Ry MEBILET,

b) Y7 % v hEEMLET,

NAR LT T L— bR LET,

a) [fEm (Create) |>[T> T L— FDER (Templatedeployment) | (B RA LT TL—rEFEAL
TER) 27V v7 LET,

b) [ZT 4 X THMBEOT 7 L— N &3 % (Build your own template in the editor) %227 U v 7 L&
‘a‘o

c) [Z7ANDiEHiAIH (LoadFile) 1% 7 VY v L. azure ftdv_gwlb clusterjson #7 v 7 u— KL %
j—o

d) [f&1fF (Save) 1227 VU v 7 LET,

AVARB L ADFEMERELET,
a) MEREEZ AL, [fERL TER (Review+create) |27 U v 7 LET,
b) MAEICEK L7726, [{El (Create) 127 Vv 7 LET,

A UAR L ADELTHR, WTRD ) —Rizu s A L, showclusterinfoa~> RZ A LT, 7T A
ZDOEMREZMHRLET,

p={1y
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https://github.com/CiscoDevNet/cisco-ftdv/tree/master/cluster/azure
https://github.com/CiscoDevNet/cisco-ftdv/tree/master/cluster/azure
https://portal.azure.com

ATy T8

ATy
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4 : show cluster info

> show cluster info
Cluster gwlb-cluster-template-with-AN: On
Interface mode: individual
Cluster Member Limit : 16
This is "12" in state CONTROL_NODE
ID H)
Version : 99.19(1)180

Serial No.: JAKGFV8VH4G

CCL IP : 10.1.1.12

CCL MAC : @@0d.3a55.5470

Module 1 NGFWv

Resource 8 cores / 28160 ME RAM
Last join : 11:13:24 UTC Sep 5 2022
Last leave: N/A

Azure 7R — 4 )L C, Function 7 7'U %7 U » 27 LT 7 A X % Management Center {258k L £ 7,

GE)

Function 7 7"V I L7254 1%, [1BI1 (Add) ]>[T/34 X (Device) ] ([iBfN (Add) 1> [V TR
4 (Clugter) ] TlE7evy) A LT, #lf#l / — K% managementcenter [ZEERGRTHZ L TEET,
ZOMDY T AL ) — RITABICRE S L ET,

[BRAt >4 — (Deployment Center) ]>[FTPS® 04 A L&k (FTPScredentials) |>[1—H%—X 32—
7 (User scope) | > [1—H—£E/SRT— FOERE (Configure Usernameand Password) |47 VU » 7
LTCFTIPS D1 7 A AMERZAFR L, [fRfF (Save) 1227 U v 7 LET,

02—V OURR TR curl =<2 R%&3F4T L., Cluster Function.zip 7 7 - /% Function 7 7 V27 v 7
n—RFLET,
curl -X POST -u == —+—%, --data-binary @" Cluster_Function.zip" https./
Function_App_Name.scm.azur ewebsites.net/api/zipdeploy

GE)
curl == ik, TN ZET T2 ETIEG QORH~35) PrD5E1RHY £7,

B8 Function 7 7"V (27 v 7 — RENE T, BEBDBHBSH. AN —YT7HU bOT T FFa—
\ou 7R F RS E T, Management Center ~D T /34 ABERNBIIA S N E T,

X 5: #HE

1) gwlban-function-app | Functions
: nction App

i Create () Refresh

Lhvervienr A vour aps Is curmently In read anky mode because you are ninring from a package file. To make any changes update the contant In your 2 file and WEBSITE_RUN_FROM_PACKAGE apg setfing
E Activity log
A Access contrel (LAM)
o, Access contrel (1AM) I v
@ Tags
# Diagnose and soive problems - - -
&* Diagnose and soive problems ] Name Trigger T. Status Tu

] cluster-function Quaue Fraslad

Functions

fi| Functions




K6:F1—

Storage account

£ Search (Cmd/) «

= Overview
Activity log

@ Tegs

£ Diagnose and solve problems
S Access Control (IAM)

W Data migration

¥ Events

S Storage browser

Data storage.
= Containers
# File shares

T Queues

rm gwibanb4dx5mqdvkpces | Queues <

+ Queue () Refresh [l Delete

[ search queues by prefix

Queue url

[ outqueve

[ resourceactionsuccessqueue

7: 77 bFa—

m outqueue

Queue

O Search (Cmd+/) «

I Overview

> Diagnose and solve problems
Ao Access Control (IAM)
Settings.

T Access policy

© Metadata

() Refresh + Addmessage [i] Dequeue message X Clear queve

Authentication method: Access key (Switch to Azure AD User Account)

P search to filter itemns..

Id Message text Insertion time

Event thread: 6b5983a-97ad-4414-9222-bbeeb7c092b0
cd054bf2-a39b-4aSe.. Operation:

Event time: 2022-07-27T04:48:21.2894777Z

Started function execution

Event thread: f6b5983a-97ad-4414-9aaa-bbeeb7c09ab0

Data: Instances Description

8/2/2022, 3:54:56 AM

Instance ID in scale set: 0

Name: sumisnib-vmss_0

Status: VM running

Public management IP: 4 144 i

Private management IP: 10.55.1.4
Instance ID in scale set: 2

Name: sumisnlb-vmss_2

Status: VM running

3c54339e-1318-4ac2..  Public management IP: & % %

Private management IP: 10.55.1.6
Instance ID in scale set: 3

Name: sumisnib-vmss_3

Status: VM running

Public management IP: -

Private management IP: 10.55.1.7
Instance ID in scale set: 4

Name: sumisnib-vmss_4

Status: VM running

Public management IP: & &«

Private management IP: 10.55.1.8
Event thread: 16b5983a-97ad-4414-9a2a-beeb7c09ab0
First reachable FTD index: 0
Event thread: 16b59832-97ad-4414-9a2a-béeeb7c0%ab0
Data: Cluster Info

8/2/2022, 9:55:08 AM

82166a71-d87e-477... 8/2/2022, 9:55:16 AM

Expiration time

8/9/2022, 9:54:56 AM

8/9/2022, 9:55:08 AM

8/9/2022, 9:55:16 AM

Dequeue count
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NLBR—ZXDY SAZEREDOY U TIL AROD

Management Center
Virtual

Cluster Control
Link (CCL)
Internet

T

Elastic Load
Balancer (ELB)

1

1

: Internet Load User

Virtual 3 1 Balancer (ILB) Applications

1

1

1

1

ZORMRRVE, HREREOM GO NT7 7 v 7 7r—%- L TWET, ThreatDefense Virtual 7 7 A Z |, Wiz —
RNZ o LA e — RNT U ORICEEE LTV EF, Management Center Virtual 1 > A X AL, 7 7 A X OEH
R ENET,

AR =y L DFEENT T 4 v 713, e — R AT o IzE 5L, #2755 Threat Defense Virtual 7 5 2 % |12
o742 REEEINET., T 74 v 7L, 7T AFXWNOD Threat Defense Virtual { o A ¥ AL > THRE I
%, 7TV r— g VM IZEERESNVE T,

TV —=vary VML DHE T 7 0 v 71E, AEie— R U HCRESnE T, 20%, NI 74 v 271F
Threat Defense Virtual 7 7 A X [ZHRE S, A U F—F v MIEEINET,

NLB Z{#H L T Azure T Threat Defense Virtual 7 S X 42 2R3 31-6HDIT > KY—
IoRkO7OotvX
FUT— FR—RDEHE

WD 71 —F v — ~iL, NLB Zff [ L 7= Azure T® Threat Defense Virtual 7 7 A X DT 7L — hR_R—ZARBHDO U — 7
Zu—%RrLTVET,
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Maodify azure_fidv

Download _nlb_clusterjson and azure Upload .
Local Host templates and ——» _ftdv_nlb_cluster CIUE'QF.—F.UM“W
files from GitHub _parameters.json with -ZIP .ﬂ o
required parameters to Function app
| I
' 8
3 Create 5 " 7 .
Azure Gioud Resoure Group, Configurs Uee Purcion pp Croate
Virtual N:twmk —*  Template — details cluster with Cr;:;l:a:ials
add g’:lbnms management canter
6
Cluster Node Verly the
Deployment
D=9 AR—2R FIE

R 2—H LR A K GitHub 67 > 7L —he T 7 ALy rn— R LET,
(1)
N
() o — LA A b azure ftdv_nlb_clusterjson & azure ftdv nlb_cluster parameters.json % &%
— BT A= 4 TEBELET,

3 Azure Cloud VY —=AT =7 fifBxy U= BIOH TRy FEERLE

ﬁ—o

4 Azure Cloud AR LT T L—hERELET,

5 Azure Cloud A VAL ADFHMERELET,
8) U FAE ) —F U5 AR DEREHBLET,
N2

7 Azure Cloud Function 7 7'V % ] L "C Management Center (27 7 A ¥ Z %k L &

B

8 Azure Cloud FTPS D1 7 A MEHEAER L £
(9) 07— LR A b Cluster_Function.zip 7 7 A /L% Function 7 7' V{27 v 7 m— KN L&
T T
FEIRER

WD 7 a—F ¥ — L, NLB Zffi [l L7z Azure T® Threat Defense Virtual 7 7 A Z OFENEHO UV —27 7u—%R LT

WET,

17



II 2 3 4 5
Create a VMSS Add day 0 - Confiqure
. Azure Cloud M;T‘E::l gr:ce —— AMtachinterfaces . configurationin —— :Fs};ctj;r:ies f:it:gt NL%
) customData field
Iimage
.
Add
Management Control
Center MNode
JT— AR—R FE
:./’i'\ o—H LR A R Marketplace £ A —725 VMSS 1Bk L £7,
N
% o—HLER A R A B =T A AR LET,
N
(=) a2—HILR A R [customData] 7 « —/V R{Z Day 0 #2800 L £ 97,
=/
(1) o—H R A b A=) T AR AT LUET,
Ly
(5) 72— LA b NLB @& LET,
N
6 Management Center HE, — FEBEmLEI,
TLb—hk

PLFDOF 7 L— MIGitHub TAFTEET, NTA—FHIT, 707V — N TRESNLZATA—24, BLIOME
Thbh, HHTT,

* azure_ftdv_nlb_cluster parameters json : NLB % {# H L C Threat Defense Virtual 7 7 A% D/XT7 A — X & AT 5728
DT T L—h,

+ azure_ftdv_nlb_cluster.json : NLB % {# F§ L C Threat Defense Virtual 7 7 A % Z BT 5720007 7 L — |,

AR &4
« 7 J A % )% Management Center |~ H #1854k T %5 X 9127 5 1T1X, Management Center T bV — 7 FHEH L LT

AT A~ —HEREFF O~ — A {ER LT, TIN5 DMEREZF > —W—|L, REST API T
& %7, [Cisco Secure Firewall Management Center Administration Guide] &M L T 72 &0,

T T L— FORBFIHEET LR =4 L 8T 57 7 & AR Y 2 —% Management Center (2B L £,
* Management Center Virtual 2587 A £ AINTNWDH Z & AR LET,

o 7 A X ) Management Center Virtual (ZIBII S 726, RO FNEEZFEITLET,
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https://github.com/CiscoDevNet/cisco-ftdv/blob/master/cluster/azure/Templates/azure_ftdv_nlb_cluster_parameters.json
https://github.com/CiscoDevNet/cisco-ftdv/blob/master/cluster/azure/Templates/azure_ftdv_nlb_cluster.json
http://www.cisco.com/go/firepower-config

1. Management Center D77 > h 7 4 — ARKET~NNATF 2y 7 OR— MESERELET, ZOREDOFHEMIC

DUNTIE,  [Platform Settings] &M LT 7ZE0,

2. HHEBLOHNEA v X —T 2 A AMBD T T4 v T DAET 4 v 7 )— 2R LET, AF¥T 1 v 71—

r DVERE DOZERZ DUV TCiE,  [Add a Static Route)] #ZMR L TL7Z& 0,
A o H =T 2 A ADAKT 4 7 )— N OFREH :

Network: any-ipvé

Interface: outside

Leaked from Virtual Router: Global
Gateway: ftdv-cluster-outside
Tunneled: false

Metric: 10

A

G¥)  ftdv-cluster-outside 1, #MEY 7Ry v — b T = IPT L ATY,

WNE A VB —T 2 A ADAZT 4 w7 )b— ~DIEH

Network: any-ipv4

Interface: inside

Leaked from Virtual Router: Global
Gateway: ftdv-cluster-inside-gw
Tunneled: false

Metric: 11

N

(G¥)  ftdv-cluster-inside-gw X, WY 7 %y b —F D= A IP 7 KL AT,

3 T—H T T4y I DNAT L—VEZRELET, NAT L—/LORREDFEMIC OV TIL,  Network Address
Translation] ZZM L T 7230,

Azure Resource Manager 7> 7 L— hZ{EH L 1= Azure & NLB TD Y 5 X2 D EFH

H A KM <A XE 72 Azure Resource Manager (ARM) 7> 7 L— h &AL T, Azure NLB D27 Z A X # B L £,

FIE

ATy Tl TUoFL—bERERLET,
a) GitHub UARY MU Zu—h7 4 VZIZER L E¥, https:/github.com/CiscoDevNet/cisco-ftdv/tree/
master/cluster/azure & 2 L T 7230,

b) azure ftdv nlb_cluster.json & azure ftdv nlb cluster parameters.json % £ %72/37 A —X CEHE L E 7,

ATwT2  Azure R—HF/LIZ1 7 A : https://portal.azure.com,
ATYT3 VY= RITN—TEERLET,
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https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/730/management-center-device-config-73/interfaces-settings-platform.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/730/management-center-device-config-73/routing-static.html#task_F73707B182494ECFBA02DC873F3FF8A3
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/730/management-center-device-config-73/interfaces-settings-nat.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/730/management-center-device-config-73/interfaces-settings-nat.html
https://github.com/CiscoDevNet/cisco-ftdv/tree/master/cluster/azure
https://github.com/CiscoDevNet/cisco-ftdv/tree/master/cluster/azure
https://portal.azure.com
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a) [FEAR (Basics) | # 7 C. Fay X URA RN [V 7 A2 U g (Subscription) ]3O
[V Y—RZZ7—7 (Resource group) | Zi®INL £,
b) MAED[V—T a3 (Region) | Zi®EINL ET,
BEL W, NEE, AN, 7 T AXEIY 7 DS oDV T Ry MEFFORER Y NU—7 BER L E
R
a) BxRy NU—7 EERLET,
1. [#A (Basics) |#7C, Favy 7 X7 R NME [ 7 A2 U7 g (Subscription) |35 &
[V Y —AZ)N—7 (Resource group) | ZiER L F 77,

2. b) %AHAD[V— =3 (Region) | ZEIRL E3, [R~:IPT KL A (Next: IP addresses) | % 7
Vw27 LET,

b) Y7 xRy FEBIMLET,

[IP7 KL A (IP Addresses) | # 7 C, [ 7 x v F@iEN (Addsubnet) 127 Vv 7 L, EH, 2
Wr. WEB, ZMEB. BE O ZRAZHIHEY 7 DY TRy FEBINLET,

HAR LT T L— N ERELET,

a) [YERK (Create) |>[Tr7L—FDER (Templatedeployment) | (W R A2 LTV TL—hrEFERL
TER) #27 Vv 7 LET,

b) [=T 4 X THMBDOT 7 L— N &#E3 % (Build your own template in the editor) 1227 Y v 27 L&
ﬁ—o

c) [Z7ANDFHiAiAH (LoadFile) 1 %27 Y v~ L, azure ftdv_nlb_clusterjson %7 » 7 v — KL &
T

d) [fRfF (Save) 1227 VU v 27 LET,

A VAL ADFFEMERELET,

a) MEREE AL, [#EE L TER (Review+create) |27 U v 7 LET,
GF)
2T AZEY 7 DT RL ALK TT FL AT, BEARBZFHEEL T EEW (k16
&) . #HERELSTDE, N7+ —< U ATHETLHAREERDH Y 7,

b) FMEEICEH L7cH, [fE (Create) 127V v 7 LT,

A VAR ADETHR, VT D ) — Rizu /4 L, showclusterinfoz~> REFEHLT, 75 A
Y DOREMEMERELET,



ATy T8

ATvT9

ATv 710

8: show cluster info

> show cluster info
Cluster gwlb-cluster-template-with-AN: On
Interface mode: individual
Cluster Member Limit : 16
This is "12" in state CONTROL_NODE
ID H)
Version : 99.19(1)180

Serial No.: JAKGFV8VH4G

CCL IP : 10.1.1.12

CCL MAC : @@0d.3a55.5470

Module 1 NGFWv

Resource : 8 cores / 28160 ME RAM
Last join : 11:13:24 UTC Sep 5 2022
Last leave: N/A

Azure 7R — 4 )L C, Function 77U %27 U » 27 LT 7 A X % management center |2 %%k L £,

GE)
Function 7 7° U ZfE /] L2 WA, [EM (Add) 1>[7 731 A (Device) ] (EM (Add) 1>[7 7 A%
(Cluster) ] Clix7evy) ZfH LT, #lffl / — K% Management Center |ZEHEEET H 2 L b TEXET,
ZOMD 7 T A2 ) — RIZABICBRER SN ET,

[EBBit >4 — (Deployment Center) |>[FTPSD R4 4 ViE#k (FTPScredentials) |>[1—H¥—Xa—
7 (User scope) 1> [1—H—8B E£/XRT— FDEKE (Configure Usernameand Password) 1% 7 VU > 7
LCFTPS O r 7 A AEREIEHR L, [fRTF (Save) 1227 U v 7 LET,

2 — A VDR TIRO curl 2~ K%&5347 L, Cluster Function.zip 7 7 A /L% Function 7 7'V (27 » 7
2— RNLET,

curl -X POST -u = — ¥ —4%, --data-binary @" Cluster_Function.zip" https:/
Function_App_Name.scm.azurewebsites.net/api/zipdeploy

GE)
curl == N, FTRETTLETICED QORM~3 D) Ph25EEa000 £4,

B9%073 Function 7 7'V IZ7 v 7 m— RENE 7, DB, AL —YT A0 FDOT D FFa—
\Zra 7N FoR S3E T, Management Center ~D 7 /3 A ABEENRBAE I N E T,

Azure TD Y S X2 DFEFERM
7 7 AL e FEITRERRT 121X, Day0 a2 ¥ L, %/ — FZ R L T oifli# / — F% management center (238

LE7,

Azure [4] [ Day 0 # L DR
EEMR E 72T A Z ~ A AR ONT N EEHTEXET,

Azure [A] T E FEERL Z A L 1= Day 0 #8 K DERL
BEMRICED, 77 AXDOT— A RNT v RS BEERINLET,
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"AdminPassword": "password",
"FirewallMode": "Routed",
"ManageLocally": "No",

"FmcIp": "<FMC_IP>",

"FmcRegKey": "<REGISTRATION_ KEY>",
"FmcNatId": "<NAT_ID>",

"Cluster": {
"CclsubnetRange": "ip address_start ip_ address_end",
"ClusterGroupName": "cluster name",
"HealthProbePort": "port number",
"GatewayLoadBalancerIP": "ip address",
"EncapsulationType": "vxlan",
"InternalPort": "internal port number",
"ExternalPort": "external port number",
"InternalSegId": "internal segment_ id",
"ExternalSegId": "external segment id"
}

}

15l
RIZ, Day 0 #R Dl 2~ L £,

"AdminPassword": "password",
"FirewallMode": "routed",
"ManageLocally": "No",

"FmcIp":"<FMC_IP>",
"FmcRegKey" : "<REGISTRATION KEY>",
"FmcNatId":"<NAT ID>",

"Cluster": {

"CclSubnetRange": "10.45.3.4 10.45.3.30", //mandatory user input
"ClusterGroupName": "ngfwv-cluster", //mandatory user input
"HealthProbePort": "7777", //mandatory user input
"GatewayLoadBalanceIP": "10.45.2.4", //mandatory user input
"EncapsulationType": "vxlan",

"InternalPort": "2000",

"ExternalPort": "2001",

"InternalSegId": "800",

"ExternalSegId": "801"

N

GE) LFRoOREZaE— LT T 28561, ED D /mandatory user input Z 43 HIBR L TS 7230,
Azure ~VATF = v 7 OFEETIL, I 2 CTiE L7 HealthProbePort % 2 3 H57E L T 7280,

CclSubnetRange 2412 1%, xxx4 NOIEEDIP 7 FLADEMHATE L X T, 772XV U ZIERFRERIP 7 R
VAN I6HLLESH D Z & 2R LET, BIBIP 7 FL ALK TIP 7 FLADHZRIR LET,

R2:HBIP7 FLRERTIPT KL XD

CIDR M IP7 KLR BTIP7RLR
10.1.1.0/27 10.1.1.4 10.1.1.30
10.1.1.32/27 10.1.1.36 10.1.1.62
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CIDR BItR IP7 KL R BTIP7RLR
10.1.1.64/27 10.1.1.68 10.1.1.94
10.1.1.96/27 10.1.1.100 10.1.1.126
10.1.1.128/27 10.1.1.132 10.1.1.158
10.1.1.160/27 10.1.1.164 10.1.1.190
10.1.1.192/27 10.1.1.196 10.1.1.222
10.1.1.224/27 10.1.1.228 10.1.1.254

Azure | (T H R 2 < A XER %A L 1= Day 0 iR D 1ERK
gV REFHLT, ZVIAFDT— AT v TREZTXTASNTEET,

"AdminPassword": "password",
"FirewallMode": "Routed",
"ManageLocally": "No",
"FmcIp": "<FMC_IP>",
"FmcRegKey": "<REGISTRATION KEY>",
"FmcNatId": "<NAT ID>",
"Cluster": {
"CclSubnetRange": "ip address start ip address end",
"ClusterGroupName": "cluster name",
"HealthProbePort": "port number",
"GatewayLoadBalancerIP": "ip address",
"EncapsulationType": "vxlan",
"InternalPort": "internal port_ number",
"ExternalPort": "external port_ number",
"InternalSegId": "internal segment id",
"ExternalSegId": "external segment id"
}
}
i

LITIZ, IN—=2 32 74 LIED Day 0 Hsk Bl 2~ L £ 9,

"AdminPassword": "Sup3rnatural",
"Hostname": "clusterftdv",
"FirewallMode": "routed",
"ManageLocally": "No",
"FmcIp": "<FMC_IP>",
"FmcRegKey": "<REGISTRATION KEY>",
"FmcNatId": "<NAT_ ID>",
"run config": [

"cluster interface-mode individual force",
"policy-map global policy",
"class inspection default",

"no inspect h323 h225",

"no inspect h323 ras",

"no inspect rtsp",

"no inspect skinny",

"interface Management0/0",
"management-only",

"nameif management",
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"security-level 0",

"ip address dhcp",

"interface GigabitEthernet0/0",
"no shutdown",

"nameif vxlan_ tunnel",
"security-level 0",

"ip address dhcp",

"interface GigabitEthernet0/1",
"no shutdown",

"nve-only cluster",

"nameif ccl link",
"security-level 0",

"ip address dhcp",

"interface vnil",

"description Clustering Interface",
"segment-id 1",

"vtep-nve 1",

"interface vni2",

"proxy paired",

"nameif GWLB-backend-pool",
"internal-segment-id 800",
"external-segment-id 801",
"internal-port 2000",
"external-port 2001",
"security-level 0",

"vtep-nve 2",

"object network ccl#link",

"range 10.45.3.4 10.45.3.30",
"object-group network cluster#group",
"network-object object ccl#link",
"nve 1 ",

"encapsulation vxlan",
"source-interface ccl link",
"peer-group cluster#group",

"nve 2 ",

"encapsulation vxlan",
"source-interface vxlan_ tunnel",
"peer ip <GatewayLoadbalancerIP>",
"cluster group ftdv-cluster",
"local-unit 1",

"cluster-interface vnil ip 1.1.1.1 255.255.255.0",

"priority 1",
"enable",
"mtu vxlan_tunnel 1454",
"mtu ccl link 1454"
]
}

LLFIZ, 8"—=2 3> 7.3 LLBIOD Day 0 #k OBl A R LE T,

"AdminPassword": "Sup3rnatural",
"Hostname": "clusterftdv",
"FirewallMode": "routed",
"ManageLocally": "No",

"FmcIp": "<FMC_IP>",

"FmcRegKey": "<REGISTRATION KEY>",
"FmcNatId": "<NAT_ID>",

"run config": [

"cluster interface-mode individual force",
"policy-map global policy",
"class inspection default",

"no inspect h323 h225",

"no inspect h323 ras",

24
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"no inspect rtsp",

"no inspect skinny",

"interface Management0/0",
"management-only",

"nameif management",
"security-level 0",

"ip address dhcp",

"interface GigabitEthernet0/0",
"no shutdown",

"nameif vxlan_ tunnel",
"security-level 0",

"ip address dhcp",

"interface GigabitEthernet0/1",
"no shutdown",

"nve-only cluster",

"nameif ccl link",
"security-level 0",

"ip address dhcp",

"interface vnil",

"description Clustering Interface",
"segment-id 1",

"vtep-nve 1",

"interface vni2",

"proxy paired",

"nameif GWLB-backend-pool",
"internal-segment-id 800",
"external-segment-id 801",
"internal-port 2000",
"external-port 2001",
"security-level 0",

"vtep-nve 2",

"object network ccl#link",
"range 10.45.3.4 10.45.3.30",
"object-group network cluster#group",
"network-object object ccl#link",
"nve 1 ",

"encapsulation vxlan",
"source-interface ccl link",
"peer-group cluster#group",

"nve 2 ",

"encapsulation vxlan",
"source-interface vxlan_ tunnel",
"peer ip <GatewayLoadbalancerIP>",
"cluster group ftdv-cluster",
"local-unit 1",

"cluster-interface vnil ip 1.1.1.1 255.255.255.0",

"priority 1",

"enable",

"mtu vxlan_tunnel 1454",
"mtu ccl link 1554"

\}

//mandatory user input

//mandatory user input

GE)  LROBREZaE—LTHUMFT 5813

FEN S [/mandatory user input & X FHIBR L T 72 &0

o

DS RZ /) —FOFEFHRER : GWLB X—X D ERH

T ITAEADBMSIND LD TAZ ) —REREALET,
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FIE

ATy

ATy T2
ATvT3

ATy T4

ATy TH

azvmsscreate CLI 2/ LT, A v A% > 2% 0 O Marketplace £ A — D OARE~ YV Ar—Lt& v
EERL L E9,

az vmsscreate --resour ce-group <ResourceGroupName> --name <VMSSName> --vm-sku <InstanceSze> --image
<FTDvimage> --instance-count 0 --admin-user name <AdminUserName> --admin-password <AdminPassword>
--plan-name < ftdv-azure-byol/ftdv-azure-payg> --plan-publisher cisco --plan-product cisco-ftdv

--plan-promotion-code < ftdv-azure-byol/ftdv-azure-payg> --vnet-name < Virtual NetworkName> --subnet
<MgmtSubnetName>

3O0ODAH—T AR (B, T—%, BEXOI FRZHIEY 7)) 2EHLET,

ER LT~ v v A — vty MIBBI L, ROFIEEZFETLET,

a) [AXVb—F 1 7 AF i (Operating system) |27 2 3 > C, [customData] 7 « —/L RiZ Day 0 1%
ML ET,

b) [fRTF (Save) |22 VU v LET,

¢) [AZr—VU>r7 (Scaling) |E7 > arT, A VAR AKENERI TAX ) —RTHEHLET, A
VAL PR, e 1L R 16 OFHICRETE £7,

Azure 77— F U =2 A B— FRT U ERELET, FEMICOVWTIE, [Azure 7 — F U = A B— T 4

%A L7z Auto Scale DEAL]] ML T I,

management center (ZHillfHl / — K& 3B L £7, Management Center ~D 7~ 7 A% OB (FEHEH) (28
N=V) EZRLTIEEN,

V2R3 /7 —FOFHEM : NLB XA—X D&FH
U GRS PREND £ DI T AL ) — REREBLET,

FIE

ATy T

ATy T2
ATvT3

26

azvmsscreate CLI i LT, A > A X o A3 0 D Marketplace f A — VN BB~ VA —Lt
k2R L £,

az vmss create --r esour ce-group <ResourceGroupName> --name <VMSSName> --vm-sku <lnstanceSze> --image
<FTDvimage> --instance-count 0 --admin-username <AdminUserName> --admin-passwor d <AdminPassword>
--plan-name < ftdv-azure-byol/ftdv-azure-payg> --plan-publisher cisco --plan-product cisco-ftdv
--plan-promotion-code < ftdv-azure-byol/ftdv-azure-payg> --vnet-name < Virtual NetworkName> --subnet
<MgmtSubnetName>

45DA B2 —Tx AR (ZWr, WEL, AR, BEXO ZX &Y 7)) 28k L ET,

ERR LTz~ v A r— vty MZBEIL, RO FIEZFEITLET,

a) [A_V—TF 17 AT L (Operating system) |22 2 3 > C, [customData] 7 -1 —/L F(Z Day 0 #&
ZBMLET,

b) [f#fF (Save) 127V v 7 LET,


https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/consolidated_ftdv_gsg/threat-defense-virtual-73-gsg/m-ftdv-azure-gsg.html#azure-gwlb-auto-scale
https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/consolidated_ftdv_gsg/threat-defense-virtual-73-gsg/m-ftdv-azure-gsg.html#azure-gwlb-auto-scale

) [A7—VU 7 (Scaling) | BZ v a T, AV AZ U ARAENERT TAHZ ) — RTHEHFLET, A
VAL A, B 1L R 16 OFPRICRETE £

AT w7 4 Management Center (Zifilfl / — K% BA1 L £ 7, Management Center ~0D 7 7 A X OiEN (FEER) (28
R—=) EZRL TSN,

Azure TO LS TN a—FT 42T VS5 RAEEH
FIE: N T 7 v Ta—RWn
KT TN a—TF g

« GWLB TJEBH & 17~ Threat Defense Virtual f > A% > ADEEFH T 0 — 7 257 — X AN TEFENE 9 D EHER L
*7,

* Threat Defense Virtual 4 » 2 ¥ ZADIEFMWET 0 —T 27— X ANRETH H55 :
* Management Center Virtual TAX 7 4 v 7 b— FRRESNTNDENE I MEMER LT,
T IANIT =N T2 ART—=FY TRy hOF = T A P THLINE I DEERLET,
« Threat Defense Virtual f > A %V ANIEFET 0 —T7 8T 7 4 v 7 2ZELTCWDINE I DEHRLET,

* Management Center Virtual Cix/E S727 7 B AU A MBIEFWET 0 —T N T 7 4 v 7 ZFA[ LTS
EIODEHERLET,

[ 7 T AE BRI LT 20
NIy a—FT 00

enve-only 7 7 AL A U H =T =2 A ADIPT FLAZERLET, >/ — RD nve-only DV T AL A L H—
Tz AL UHETHL I EEERLET,

snve-only DV TAXA LB —T 2 A ADIPT RVAR, ATVl NTNV—TDO—ThHDHZ LR LE
R

NVEA L E—T 2 AARF T2l NTNA—FTHRESN TSI L AR LET,

VT RBITN—T DI FTAZA L H—T 2 A AZHYR VNI AV H—T A ANRDDH I L EHRLET, =
DVNIA VB —T oA AL, T 24727 A —T%2EHONVERH D £7°,

o J— RPMAIICE VAR THDLIZ L 2R LET, &/ —NIHBBED Y FRAF A =T A AP BH DT
O, TNOIIHAIZE VARETHANENRNH D F9°,

e T L — MNEBRHPICIEESNTZCCLY 7Ry FOBIGT RUA LK TT RUABRELWINE ) AR L
F9, BET LA IE, 7%y NN THEAFRERRIOIP 7 RLATHEAILERHY 3, 72L& 213
7% I8 192.168.1.024 DA, BIRAT F L Z1%192.168.1.4 THHMLENRH Y £+ (YD 3 ODIP T R
LA Azure IZ X > TFRINTWET) |

 Management Center Virtual ([ZH %727 A B ANBH L0 E I R LET,
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M WLCY Y =R N—TIZHEY YV —RZREHLTNDE X2 — VIE#ET =7 =3 84ET 5,
KNS TNY a—FT 47 R TKROa~vy REFEALT, UFoe—LZHERLET,

TT— RyE—

"error": {

"code": "RoleAssignmentUpdateNotPermitted",
"message": "Tenant ID, application ID, principal ID, and scope are not allowed to be
updated.”}

+ az role assignment delete --resource-group <V ¥ — X 7 )L—7 4> --role" Storage Queue Data Contributor"

« az role assignment delete --resource-group <V > — A 7 )L — 74> --role" Contributor"

Management Center ~D Y 5 X X MDiEM (FEIRE)

7T AL FECEM LZSEE. ZOFIEEMH L T2 7 A4 % management center (2B L ET, 7o 7L —F%&
L7256, 7 7 A X IXABRIIC management center (28 Ek SIVE T,

I TGAL 2=y NOWTIUNEH LT /31 A L LT management center (ZiEJ1 L %9, management center (%, >3
RTCDITAL XA N—EHBRELET,

1R BHHIIZ

« §RTOHr T AKX = I, managementcenter |ZIBNNT DA, EFRIBRD 7 T 2 ZWITHEIEL TV DHLENR
HVFET, 2, FOoz=y MFIfllz=y FERERT S Z & HMFETI, threat defense show cluster info =<
VREFEHLET,

FIE

AT 71 management center T, [T/34 X (Devices) | > [T/ 4 REHE (DeviceManagement) ] ZEIR L TH 56,
[:Bh0 (Add) 1>[T/31 AD:EM (Add Device) | #3R L, #lfflz=> FOEHIP 7 L AZHEH LT
filfEl = F&BI L £3,

28



9: T IN4 AMEM

b)

Add Device (7]

CDO Managed Device

Host:t

10.89.5.40

Display Name:
10.89.5.40

Registration Key:*

Group:

None v

Access Control Policy:™

in-out v

Smart Licensing

Note: All virtual Firewall Threat Defense devices require a performance tier license.

Make sure your Smart Licensing account contains the available licenses you need.

It's important to choose the tier that matches the license you have in your account.

Click here for information about the Firewall Threat Defense performance-tiered licensing.
Until you choose a tier, your Firewall Threat Defense virtual defaults to the FTDv50 selection.

Performance Tier (only for Firewall Threat Defense virtual 7.0 and above):

Select a recommended Tier v

Malware
Threat
URL Filtering

Advanced
Unigque NAT ID:t

test

Transfer Packets

[(RA K (Host) 1 74—V RIZ, #lfl2=> hDOIP 7 RLAEIFHFA MNEANLET,

#7287 =~ A EfG 5T, filffla=y FOBMEHLEL TR, 7 7 AZOEEDT= Y
FEBEMTE LT,

TNAAZADE Y N7 v FRHINATID 2 L72GA1E, 207 0 — /v RE AT 50BNV Al
PENH Y F9,

[#°40 (Display Name) ] 7 4 —/L KiZ, management center COFIEHIL = FNDORRAZ AT L F
‘a—o

29



30

d)

g)
h)

)

ZOERTFHIFTIZ FAZATELY EH A, BINT 5=y NEHTYT, LT, tor T ZAF A
UN—DAHFIR Y T AR R EEETEET,
[&Ekx— (RegistrationKey) |7 4 —/L FIZ, T ZAOFERHIHEH L7 b O LR UBERF—% A
NLET, BEkF—IiL, 1ERVERTRR2EF—27 by FTT,
AT AL VEBTE. BHED KA A BRI . T A% —T KA ACEID HTE
BED AL WY =T RAL L ThHDHE. 775 ATHBPICBHED RA A TBMSET,
BIED RAAL UPRY —T RALUTRWGE, BE&, T AEZRETHDIC, V—T RAA
U EZ D MER DY ET,

L) T-A AT NA RATN—FITBEMLET,
BT IT, TS RBHT2®BOIO [T 7 A 2 ha— KU 32— (Access Control Policy) ]
EIERT D0, HLWRY —&Ek L £,
FLWARY =BT 2581, BARY —DBEERLET, RBEIZSLT, TR >—
AL~ A X TEET,

New Policy

Name:

basic

Description:

Select Base Policy:

None v
Default Action:
® Block all traffic

Intrusion Prevention

MNetwork Discovery

Snort3:

T ANHHT H T A B AEBRIRL £,

TN ADRGERHC, NATID Z M L7256, [#El (Advanced) 17 > arZREAL, [~ED
NAT ID (Unique NATID) | 7 ¢ —/L RIZ[A U NATID Z A1 L £,

[/37 v b OFEE (Transfer Packets) |7 = v 7Ry 7 A% A4 2L, 7 734 AT management center (Z
Ny NEERET D Z LA LET,

IOFTvaNE, TIANNTHITT, ZOFT T a3 rEAHITL TIPS K Snort 72 E DA R
FA MU H—=INTGET, T ADRREHE L TARNY N AZT =2 IERENTy N T—4 %
managementcenter (Z¥(E LET, TOAT T a LA LGS, A X2 MEWRZIT ) management
center [ZIE[E S4L, Ny b T —FITEREINERA,

[&#k (Register) |27 U v 27 LET,

management center %, flfHl = FZERBI L THREXLIZRIC, TXTCOTFT—F2=y hEHEHRLE
T, M=y FAEFICBREINTWRWES, 77 AZITBEMSNEYA, 7 7 AZ03BEK



BRI Do TG A0, EHiER ENRINT, Bk 7 =N AETIHERH Y I, 29 LIk
WTHE, 79AF 2=y VEFEBNMTAIZL2BEIDLET,

[T/314 R (Devices) |>[T/\4f X EHE (DeviceManagement) | X—\Z7 T AL NEREINE
T, VIAXERHLC, 77 AXa=y NeRRLET,

H10:75R50DEE

, fdeluster (2) s

172.16.0.50(Control) Snort 3
172.16.0.50

FTDv for VMware 7.20 Manage Base, Threat (2 more...) Default AC Policy

A 172.16.0.51 Snort 3
172.16.0.51 - Re

FTDv for VMware 7.20 N/A Base, Threat (2 more...) Default AC Policy

BERBRISN TV 2=y MO, v—= R 7/ arBRRENET,
®11:/ — FOBE

.. fdcluster (2)
Cluster

172.16.0.50(Control) Snort 3
172.16.0.50

B'I?Z.‘IG.D,E'I Snort 3
172.16.0.51 outec

52K A=y NOBERET=H —F 51T, (@& (Notifications) |7 A I> %27 Y v s L, [¥ A
2 (Tasks) ]Z %R L £7 ., managementcenter (X, == FMDOBFRT LT T AXBRERS AT 2 HH
LET, WIhhoa=y FOBERICKRLIZGEIZIE, 72724 7/ —FORE 41~—) &%
LT ZEN,

Deploy Q € % @ adminv

Deployments Upgrades @ Health Tasks ‘7 Show Notifications
m 0 running 3 success 0 warnings 0 failures [ Filter
@ 10.10.1.12 Deployment to device successful. 1m 54s
© 1010113 Deployment to device successful Im3s
@ TD_Cluster Deployment to device successful. 35s

ATwT2 75250 HE EBdit) | (F) 2270 v 27 LT, A ABAORELXEELET,
BEALORFEIL. VIAXND ) — RTiEARL, V7I3AXKICHEATEET, mexF, /— R
B RLEERETEXETN, AV F—T oA ATT TAZRIRITONWTORRETEET,

ATY T3 [T/NA R (Devices) | >[T/314 REH (DeviceManagement) | >[92 5 A4 (Cluster) | Mz, [£fi%
(General) 1. [7 A1 A (License) ], [ A7 A (System) ], BLU [~/ A (Health) | DFEENFRR
INET,

31



32

TD Native Cluster

Cisco Firepower Threat Defense for VMware

Cluster Device Routing Interfaces Inline Sets DHCP VTEP

[ 1010113 v
‘ General raas | ‘ System oG ‘

WD FAXEAOHEEEZZRL T EEN,

o [2f% (General) >[4 (Name) |: [fRE (Edit) ] (£) 227V v 27 LT, VIRXDOERLELEH
L/ij—o

Cluster Device Routing Interfaces Inline Sets DHCP VTEP

General @

Name: @ TD_Cluster
Transfer Yos
Packets:
Status:
Control: 10.10.1.13

Cluster Live o
Status:

ZFD®%IZ, 4T (Name) | 7 4 —/V FEFHRELET,

General Q

Name: TD Native Cluster |

Transfer Packets:

Compliance Mode:

Performance
Profile:

TLS Crypto
Acceleration:

Force Deploy: -+



o [&f% (General) 1>[7 7 AHX AT —H% ADFA (View cluster status) ]: [V T AX AT —H ADER
(View cluster status) |V > 7 %27 U v 7 LT[V T AZ AT —H A (Cluster Status) | XA 7 27Ky
7 AEBEET,

Cluster Device Routing Interfaces Inline Sets DHCP VTEP

General ra
Name: @ TD Mative Cluster
Transfer Yo
Packets:
Status:
Control: 10.10.1.13

Cluster Live
Status:

[ T AH AT —H A (Cluster Status) | XA 7 27Ky 7 AT, [lBE (Reconcile) 227 VU v 27 LT
T—Ha=y NOBEERRITTAZ L TEET, /— Ko7 Z2AXIY 712 ping & FE1TT
HTEHTEET, 7 7AZ—HlIHIY > 7 ~D ping DFAT (50 X—) ML T EIV,

Cluster Status (]

Overall Status: Cluster has all nodes in sync

Nodes details (1) :- Reconcile All | | @ Enter node name

Status Device Name Unit Name Chassis URL

> In Sync. 10.10.1.13 Control 10.10.1.13 N/A

Dated: 11:22:40 | 30 Aug 2022

33



o [2f% (General) 1>[ 7 7/bi =— bk (Troubleshoot) ]: N T 7/ a—T 4 v/ u AR LW
Fyrn—RLiY, 7IAZCLUARRLIEYVTEET, JIRAIDIITTNya—T 17 (49
N—=) ZBRL TSN,

122: v 5TV a—F4 05

General s
Name: © clusterVFTD
Transfer Packets: Yes
Status:

Control: 10.10.43.21

Cluster Live Status:

Troubleshoot:

«[FA4F A (License) ]: [t (Edit) | (&) 227V v 7 LT, A4 b AfEEKRERELET,

ATY T4 [TINA R (Devices) |>[T/31 REH (DeviceManagement) ]>[T/34 X (Devices) | DA LD Fu v
AU AZa—T, JITZAZHNDOEALN—%2FRL, WOBRELXHRET DI ENTEET,

o [&f% (General) |>[4A1T (Name) ]: [ (Edit) ] (#£) 227U v 27 LT, 7T AZ AL N—DFER

HEEFERLET,
General @T
Name: 10.89.5.21
Transfer Packets: Yes
Mode: routed
Compliance Mode: MNone
TLS Crypto Acceleration: Enabled

ZDH%IT, 40T (Name) | 74—V RERELET,
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General (2]

Name: | 10.10.1.13 |

Transfer Packets:
Mode:  routed
Compliance Mode:  Ngne

Performance Default
Profile:

TLS Crypto Disabled
Acceleration:

Force Deploy: -

« [FH (Management) ]>[AA K~ (Host) ]: 7 /3 ARETEHRIPT N AAZZEE T 5554, management

=N
center CHILWT RLAZ —HIE TRy hT—27 EOT A R ZEETZDH oI, [FH
(Management) ]fEIKC [ A K (Host) |7 FLAZMRELET,

Management 0:}
Host: 10.89.5.20

Status: v

HDISRAADANIAEZRA—DETE

[7 7 A% (Cluster) | X— D[V T AL~V AE=H —DKiE (Cluster Health Monitor Settings) |7 * 2 IZi&, &
DORTHHINTWVOIRENERTRINET,

35



13: S AEDANILAEZZ—DHRTE

Cluster Health Monitor Settings

Timeouts

Hold Time

Interface Debounce Time
Monitored Interfaces
Service Application

Unmonitored Interfaces

Auto-Rejoin Settings

Attempts

Cluster Interface “1

Data Interface =

System =

9000 ms

Enabled

None

Interval BEetween Attempts Interval Variation

5 1
5 2

5 2

RINISRABANIIREZRL—DIKXTE (Cluster Health Monitor Settings) ] % 3 >T—TILDT4—)L K

TJ4—ILF

Bl

H A 257 7 b (Timeouts)

PREFER]  (Hold Time)

J— ROWRELMER T D720, 7T AF 7 —RiE7 7 AZHI@Y > 7 Tl 7 — RiZ
N=PFE= Ay E—VERELET, /— FARERRINICEY /= Fhbn—F
E— M Ay —=VEZELRWVGE, 20T /) — NIUSEREEIET v MIREL
RipEhE7,

A UHE—=T 2 A ADTINT A
i (Interface Debounce Time)

A E=T A ADT N AL, A v F—T7 = ATEENFEAEL TND L
REN. 7T AEND ) — FRHIBREND £ TORHTY,

Monitored Interfaces (E=4 1)
VIREA U E—T A R)

AHE—T 2 A ADNVA F oy 73NV I7EEEZE=F—LET, BEDOWmEA

VE—=T 2 A ADTXTOYEAR— I, FFED / — N ETIHEENRBAE LA, Bl
D) —REDORUHBEA v H—T 2 A ATT VT4 TR— b NBDGE., D/ —K
137 FAZDBHIBRSNET, /= KRR RNR—%2T T AXNLHIBRT D F TORFRE
X, A =T A ADEAT . ZD ) — KPESLEA ) — R THDHNH, 137
FTARZBMLEI E L TWENI Lo THRAE Y £,

YP—ERT TV =g
(Service Application)

Snort 7' 2 LN disk-full 7R EADBERI N TWELENE I NERLET,

FToH Y THRBINDA o H—
7 = A A (Unmonitored
Interfaces)

Fm B Y U THGBHNDA B —T 2 ZAEFRLET,

36




J4—ILFK S BA

HEFR S O E  (Auto-Rejoin
Settings)

JIARA I =T A A 77 AZHEY 7 O BBFEREOREDFERAEZRRLET,

(Cluster Interface)

F—B A B —T A X Data|T—H A H—T A ADOHBHEEEORELZFRSLET,

Interfaces)

T AT I (System) W 7 —FRFO HEIFRE S OREL RS LET, NHBOEEICIZ, 77V r—va v
FADZA LTI N, FELET TV r—ay AT —ZARERDD £7,

Y

GE) AT LADODANNAF v 7 HBERNTTLHE, VAT LONVAF v 7 NEGILENTWDAEAICEH S 2w
T 4=V RIZERRENFEE A,

ORI AL INGDREEITOZENTETET,
HFEOR—FF vy 3/ ID, H—OWE A 2 —T7 x4 A1ID, Snort 7t A, BILWdisk-full 7 e 22 EHTxE

Ty ~"NAEF=ZHX Y UTIFIVLAN Y T A o F—T oA A, F721X VNI RBVI 2 EOEARA 2 —T = A ATIEFELT
SNFERA, ZIRFGEY 7 DF=H Y O TIERETEER A, ZOV U ZIXFICE=F =S TWVET,

FIE

RTvF1  [T/AL R (Devices) | > [T/ 1 REE (DeviceManagement) | ZiEIR L £,

ATvT2 EETLHVITAZORCHD [fWE (Bdit) |1 (#£) 22U v7 LET,
TITF RAAL VERTIE, V=7 RAL IOV WEGA, VAT AL T EX 2 Lok bh
*7,

AT9 T3 [VTAH (Cluster) 227 Vw7 LET,

ATYTE [V TFTAFDNVAE=Z—DOFE (Cluster Health Monitor Settings) 17 > 3 > T, [fatk (Edit) ] (£)
7 Vw7 LET,

RT9TE  [~NVAFx v/ (HealthCheck) | AT A X %7V 7 LT, VAT LAD~NVAT = v 7 B LE
ﬁ‘o
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ATvT6

ATy 71
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14: R TLNLVAF v DENE

Edit Cluster Health Monitor Settings X

Health Check @ )
v Timeouts
Hold Time 3 Range: 0.3 to 45 seconds
Interface Debounce Time 9000 Range: 300 to 9000 milliseconds
> Auto-Rejoin Settings

> Monitored Interfaces

Reset to Defaults Cancel m

i B0 AR AR (T2 21X —2 A v —T A ZAOBM/HEIFR., / — KA, v FDA o H—

7 A ADH IR, VSSOVPC Z TN T D AA v FOIEM) #1779 & XL, VAT LD~ LA
F v VTHEREREAECL, BMEL LA V=T 2 A ADF=Z ) T HEHICI L TLZE, AR E
VOEENET LT, REODEENTRCO/ — RZRENTZE, VAT LADO~NVATF = v 7 HEEE

HEAN A v A —T oA AT=F ) T TEET,

BRIV R & A F =T = A ZADT ANy o AR ZRE L ET,

o [AR— L R (HoldTime) ]: /— RO /N—FE— kK 27 =X 2 X v =V ORHRIREEZfEE L E
T, IETE2HMAITII~45B T, 774 MI3BTT,

s [A v F—T A ADT T AN (Interface Debounce Time) | : 7 /37 > AR IE 300 ~ 9000 ms
OFPACHEEZRELE T, 7740 ME500ms TF, HE/NSLTHE, ¥ —T oA ADEE
ZEOVRHEICHRHTEET, 7V AR ZELS T 5 &, BRHOFTRENAE < 2D 2 L ICER
LTLKEEW, £ U F =Tz A ADAT —ZATHENRETLHE, A X —T oA AFEEFEL LTy —
T ENDET, /= NIRESNLIVBEFHFERLE T, 20%, /— NEZ 7 2206l
S ET, EtherChannel 234 7 REENL T v TIREEICBATT 256 (A4 v TFNYn— Rz,
A A+ FC EtherChannel NE N/ -7272E) | AT U ARFHN LV EL 2D, A—FDONAU R
JCBWTHID 7 A% ) — ROGEPNERERTD, 7V TAZ ) —RTA U H—T A4 ADEENR
IRENDZ EEGTHZENH 7,

NVAF =y 7 KGO BBFEES 7 T AIRECNDAZ~A X LET,



ATvT8

15: BB B/ DRE

v Auto-Rejoin Settings

Cluster Interface
Atternpts

Interval Between Attempts

Interval Variation

Data Interface
Attemnpts

Interval Between Attempts

Interval Variation

System
Attempts

Interval Between Attempts

Interval Variation

Range: 0-65535 (-1 for uniimited number of attempts)

Range: 2-60 minutes between rejoin attempts

Range: 1-3. Defines if the interval duration increases. 1 (no change); 2 (2 x the previous
duration), or 3 {3 x the previous duration).

Range: 0-65535 (-1 for unlimited number of attempts)

Range: 2-60 minutes between rejoin attempts

Range: 1-3. Defines if the interval duration increases. 1 (no change); 2 (2 x the previous
duration), or 3 (3 x the previous duration).

Range: 0-65535 (-1 for unlimited number of attempts)

Range: 2-60 minutes between rejoin attempts

Range: 1-3. Defines if the interval duration increases. 1 (no change); 2 (2 x the previous
duration), or 3 (3 x the previous duration).

[V FAXA B —T A A (Cluster Interface) |, [T —H A % —7 = A A (Data Interface) ]. L

[ AT A (System) JWZIRODOfE%

FHELET (NI —IZik. 77V —a VORMZA LT Tk,

—BWDORNT TV = a VAT =R ARERHY ET)

« [RI7E (Attempts) ] : FHfEA ORITEEE 0 ~ 65535 OFPHOMEICHRE L £T, 0IXHBIHGES %
M LET, [/ T AXA X —T x4 A (Cluster Interface) ] DT 7 # /b MEIE -1 (FEHIBR) T
T, [T—H A% —7xAA (Datalnterface) | & [ AT A (System) DT 7 4 /b MEIX3 T,

« [RITOMFE (Interval Between Attempts) ] : FfE G ATOMIREZ 2 ~ 60 DB TERLET, 7
T AN MEZS DT, 7 TAZA~OEBINE /) — RBRITT 2R KA, Rt ORERE
RE2N 5 14400 43 (10 B) ICHIR S E T,

o [MIfE DN Y =—3 3 > (Interval Variation) | : BIfEZ NS E 0 E I nEEELET, 1 ~3 D
FACEZRELET (1: EERL, 2: BHATOMRO 245, 3: BERTOMBO 367 . =& 21 M
Rz 5 ITRRE L. B & 2 ICERE LTIZGEIE. BIORITA 5 5%, 2B H ORI72 10 0% (2x
5) L 3BEHDORATA 20 0% 2x10) LRV ET, TT7HNMEEX, [ TARAFA L H—T AR
(Cluster Interface) ] DAL 1, [T —H A ¥ —7 = A A (Datalnterface) | BLO [T AT A
(System) | DEAIE 2 T,

[E=X U ITRBEDA % —7 A A (Monitored Interfaces) | /L [T=H U L THRINDA 2 X —
7 = A A (Unmonitored Interfaces) | 7 4 > RV TA Vv Z—T A ZAZBEL T, T=F I U ITXRDA
VE—T 2 A AERELET, [V—EAT SV r—var0F=4 Y 7 %F4IZT 5 (Enable Service
Application Monitoring) | %4 > £7213A4 712 LT, Snort 7’m& R & disk-full 7R ADE=FV T %
ANEITEDICT 2L b TEET,
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ATvT9
ATv 710

16:E=5 Y THRA VI —T 14 ADHK

v Monitored Interfaces

Monitored Interfaces Unmonitored Interfaces

Add

Enable Service Application Monitoring

AVHE—T 2 AADNNVAF =y 713V I/ EEEZE=X—LET, BEOHREA VX —T A ADT
RTOYBFR— IR, FFED /) — R ETEHEENREE LN, Bl — K EOR Uiniaf o ¥ —7 A
ATCT I T AT R—=IBBHDHE. TD/—REIIZ T7RAEZNLHIRENET, /—KRAV =% T
AENLEIRTAETCORRIL. A ¥ —T oA ADEA T & FD ) — NBFESIEL ) — R ThHBH,
FRF I TAZIIBMLES ELTDEINCE-TEARDVET, T 74V FTIE, ~ANAF v 73T
RTDA v BZ—T A A, BEWNSnort 72t 2 & disk-full 7 1& 2 THRZ > TWET,

MWEDUNDA VB —T 2 AD~NVA T ) o T EHICxE7,

MHEPD PR PEER (22X TF—F A2 —T A ZADBMNEIE., ) — FRPAAL v F DA o F—
7 = A ADH I/, VSSRVPC BT D AL v FDIEM) %1TH L EITF. VAT LD~LA
F v VESRER L, B LA v F—T 2 ADF=F Y U BRI L TLE SN, FRE
VOEENET LT, REDEENTRCO/ — R ENTZE, VAT LADO~NVATF = v 7 HERES
HEAN A L A—T oA AT=F ) T TEET,

[fR1F (Save) 1%27 U v 7 LET,
RELE R L £,

DSARZ/)—FDEE
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DIRB) VT EENT S

— F‘@ﬁ'ﬂl‘ﬂ“ AT, FRFA VT T AOTDIC RN ) — REIET 77 4 7T 25608 H0 £9, ZOFIE
l‘i ) — R&E—FIZIET 7T 4 7L T H720D D TY, /— RiX5]1 £t =X management center D7 /N1 A U A KMZ
?fzﬂ“éﬂi'ﬁ—o = KRBT I T 4TI bE, TRTOT—HA L H—T oA AR Yy NE T INET,

\}

GE) 7 IRZ2V T EEHETIC) — FOEREZTSR/NTIIEI U,

FIE

AT BhoT b=y NI LT, [T/3 A (Devices) > [T /31 A& H (Device Management) | DJIE 2R
LTEDM G #27V v 2L, [/—FDrFAEY 75T % (Disable Node Clustering) | % 3241
LET,

AFYvT2 )—ROIFAZ) T HRBHNIT LI MR LET,
J— RiX, [T/3 A (Devices) |>[7 /A A& (Device Management) ] U A s DARTORRIZ [ (M
(Disabled) ) ] &EFRrEINFET,

ATV T3 75322 T EBRENCT AT, 7 TAZA~OESNM 41 2—) 2B L TLFEEN,

DS REZ~DEBESM

(2T, AV F—T oA ATEENEELZTZOIZ) /— KB 7 A2 HIRESNZGE, SRE3TFEIT I
2N T BN LSRR, 7 7 AZICTFETHSMTOLERH Y £9, &7z&~@ﬁﬁM%ﬁﬁ¢6m . BE
%ﬁ%%énfwélkéﬁﬁbifg/w%%772&ﬁBM%Tgéﬁm@ﬁﬁ_waﬁ\F7725A®ﬁ%
m (39— | B LTIEIN,

FIE

ATy TN HEADICTH 2=y MK LT, [T/34 A (Devices) ]>[7 /31 A&H (Device Management) ] DJIE|IZ
BIRLTEDM &) 22V o7 L, [/—FKDOZF2AZ ) 724G % (Enable Node Clustering) ] %
B®RLE9, >

RTYFT2 ) =RV TAZY T HHNTH LR LET,

771’)_‘/_ I‘O),“I:l

7 T AH ) — KOG L T2, 7734 A7) 5 management center (ZXf L CY T AKX AL N—2 o T HBET
X FEJ, 72 & 21X, managementcenter NFFED T BB A TEHEINTWD, Xy NV —2ZIZRERH L6, 7 —4
J = ROBERIZRBT 52 L0300 £77

41



FIE

ATy F1 75 A% D [Devices| > [Device Management] > 201t (1) Z3EH L, %I [Cluster Live Status] Z %R L T
[Cluster Status] A 7 B 7Ry 7 A%E £T,

ATV T2 [T_XTEMBEA (Reconcile All) 127V v LET,
®17: 3 _CERE

Cluster Status (7]

Overall Status: = Cluster has all nodes in sync

Nodes details (2) Refresh ‘ S | Q. Enter node name

Status Device Name Unit Name Chassis URL
> In Sync. 172.16.0.50 Control 172.16.0.50 N/A
> In Syne. 172.16.0.51 172.16.0.51 N/A

Dated: 11:52:26 | 20 Dec 2021

T TAH AT —=HADFEMIONWTIX, 7 I7AXDE=HX )T (43 3—=) 2L TIIEE0,

DS RAFEIE/ — FOHIBR (Z85RFERR) & # L L) Management Center ~ 0 & &%

managementcenter 2> 5 7 7 AN BRGHERCE T, ZHICKY, 7T RAXITIFOFEHRINE T, 7T AXEHL
U\ management center |ZiBINT 25518, 7 T A X B BREKMRT H LN TEET,

7T ARG ) — RERINT 5 Z L 722 < | management center 25/ — REBEMRT L2 T&aEd, /— ik
managementcenter (CFE RSNV TWEREAN, L7 T7AFZO—HTHY, 51&kE F T 7 0 v 7 2L THIE / — FIC
725 Z LB AMRETY, BUEEMEL TV A — R a2 B MEbRT 5 2 L 13 T& £ A, managementcenter > & A ]
REIZ/R o 7o/ — NITBEIER L THOMNEVWETAN, BHERE T 7NV a—T 0 V7T 5. 772 20—HL L
THELTELZELARETT,

U T AB DRGSR
« management center & 27 7 A X L DO FT X TOEENUIM S E T,

o [T ZEH (Device Management) ] X— 057 7 AX BNHIBRE N ET,
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c JTABEDT T v N7 A —AHERY —"T, NTP %] L T management center 7> 5 #5595 X 9 ITRE
ENTVDHEIE, 7 7 AX R — A ARRERICRENET,

cRENXFDOEFIL D20, VIAZITINT T 4 v 7 OB EHITLET,
NAT ° VPN 72 E DR Y ¥ —, ACL, BE A v ¥ —7 = A ARRRITHER S5,

[dl U FE 721351/> management center |27 7 A X Z ek T 5 &, RENHIRINDTZD, 7 FAFITZDORFA TS
T4 DU EAEILLET, 7T AIREITEOEEMFEIND D, 7 T AZBEREZBIMTEET, BERFHIZT 7
R arbe—A R —E@BRTEETN, NI 74 v 7 ZHELRT DANT, BERZRICMORNY > —Z2FHEH L
ThOREXRERATO2MLENDH D £5,

1R BHIIZ
ZOFETIEH., WITNHAD ) — F~D CLL T 7 ¥ ANNETT,

FIE

AT T [T/314 2 (Devices) |>[T 3 A& (Device Management) | DJEIZIRIRL, 7 T A X0/ — KD ZDfh
&) 27U v27 LTHIFR (Delete) ] 2L ET,
ATYT2 772X —REHIRTLEIRDLENTL, [TV (Yes) 1227V v 7 LET,
ATFYTI VITABZALUN=D1IDEFH LT AL AL LTEMTLZ IR0, 7 T7AXEH LY (FIEFAL)
management center (2 gk TX £,

a) 1 DDV T AKX/ — RO CLIZ#HE L. configure manager add =~ > R & L T#Hr L\ management
center Zinll LE T,

b) [F/31 R (Devices) |> [T/ 1 REE (DeviceManagement) ] #3&R L. [F/31 20BN (Add
Device) | #7 U v 7 LET,

U FGAL )= RD1 DT NA AL LTEBMT 2T T, VDI TR ) — FAREnEd,

ATy T4 HIBRLE ) — REFEEBINT S HECONTL, 7 7A% ) —FKOBRE (41 3—) | 28R L TL
72 &0,

DIRAIDEZZYY Y
7 7 A 4%, management center & threat defense ® CLI TE =4 —T& £,

o[V T AH AT —H A (Cluster Status) | XA 7 2 7Ry 7 AL, [T /34 A (Devices) |>[7 734 AEE (Device
Management) |>ZF0fs ¢) 74 306, F70L[F A A (Devices) 1>[7 /3 A& HL (Device Management) |
>[7 F A% (Cluster) ]3— > [2M% (General) |5k >[27 7 A X DF A 7 A7 —4% A (Cluster Live Status) | Y
VIMBT VB ATEET, > > >
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18: ) SAIDAT—HRR

Cluster Status

Overall Status: =l Cluster has all nodes in sync

MNodes details (2)

Status Device Name
> InSync. 172.16.0.50 Control
> InSync. 172.16.0.51

Dated: 11:52:26 | 20 Dec 2021

Refresh

Unit Name

172.16.0.50

172.16.0.51

Chassis URL

N/A

N/A

HilfH ) — FiZiE, Z2Ou—NVaRT T I T4 74P —=20RH0 T,

0T AL RN AT —H AT, RORENE TN E T,

o [ (InSync) : / — R management center (28 &I N TWNET,

o BEROLREF  (Pending Registration)

TET

o 7T AX Y 7S (Clustering is disabled)
DIET VT 4 TIRALN=TT, I TAZY T

SN

ax &

TEEd, £, /= &7 72X OHEIBRTHZ L bHHETT,

o 7 Z AKXIZHNH... (Joining cluster...)
TWEH A, B2 management center (28 Gk S VE T,

J— RZ LI M2 (Summary) | & [JEEE (History) | #FE R TEET,

Q,_ Enter node name

Close

/= RE7 ZAZO—EFTT A, F£ 72 management center |28k S 41T
WEHA, /— FOBFITRRLIZHAIEL, [TX3TEZHBA (Reconcile All) %27 U v 7 L CEERE FRAITT

: / — Fl¥ management center (ZBEX SN TWET D, 7 TR K
I, BCEHAMNMET 2 TEND D5 G IEE LT ITHERF

) — Ry = ETI FARIIZEMLUTWET R, BANISET L



19:/ — KD [BEE (Summary) ]

Status Device Name Unit Name Chassis URL

l Summary H History ]

ID: 4] CCLIP: 10.10.10.1

Site ID: NYA CCL MAC: 6c13.d509.4d9%
Serial No:  FJZ2512139M Module: NYA

Last join: 05:41:26 UTC Dec 17 2021 Resource: N\A

Last leave: N/A

20:/ — KR [BEE (History) ]

Status Device Name Unit Name Chassis URL
l Summary ] l History ]
Timestamp From State To State Event
05:56:31 UTC Dec 17 2021 MASTER MASTER Event: Cluster new slave enrollment hold for app 1 is relea...
05:56:31 UTC Dec 17 2021 MASTER MASTER Event: Cluster new slave enrollment hold for app 1 is relea...
05:56:29 UTC Dec 17 2021 MASTER MASTER Event: Cluster new slave enrollment is on hold for app 1 fo...
05:56:29 UTC Dec 17 2021 MASTER MASTER Event: Cluster new slave enrollment is on hold for app 1 fo...

e VRF L (3 > [Tasks] <—2,
[# A2 (Tasks) | X—UITIL, / — RBBERINDTZNT Y T A X BGRS AT DRFERDPEFRSINET,
o [T /314 A (Devices) ]>[7 /31 A& # (Device Management) ]> cluster name, >

FNRAZAD—ERFR—T T FTAAZERETHE, IPT RLADRRICFDO T — LR FRIN TV, — R
BEte, TRTOANN—) —REFRRTEET, BEFO/—RX, v—FRFOT7 A arRBERREINET,

* show cluster {access-list [acl_name] | conn [count] | cpu [usage] | history | interface-mode | memory | resource usage |
service-palicy | traffic | xlate count}

7T AL EIROERT — X FI213F OMOEREZFKRT 5121, showcluster =2~ REEH L EJ,

« show cluster info[auto-join | clients| conn-distribution | flow-mobility counters| goid [options] | health | incompatible-config
| loadbalance | old-members | packet-distribution | trace [options] | transport { asp | cp}]

7T A B EREFTTHITIE. showcluster info 2~ REEH L £,
DSABAANIRAEZA—SFyaR—FK

DSRAEDAN)ILAE=ZR—

threat defense 232 7 A % Ol / — K Td %354, management center |7 /3 A A MU w7 F—% a7 27 SF
SERAN w7 BEHCIELET, 7 FAZD SNV AE=S—F, RO R—F 2 P THERSATOET,
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MES 2R =N 7T A IR Y 7 TRALE BLOA Y v Fr— MCHETLEREFRLET,

s MR YR I Vg iR, FTAEIDTA T AT A, B & OEBEEIOWREE, EELE ) — RO XA T
(ﬂﬁ/~biti7~&/~b)\kiUTﬂ%X@ﬁmﬁ%Féhiﬁo7ﬂ41®%%ﬁJﬁ%
(Disabled) ] (F/3 AR T A2 &=L &) | [HIHREETENM (Added out ofbox) | (NNT VY v 27 75
7 K2 Z A% T management center [ZJ& L CW VBN, — R) | F720E [ (Normal) | (/ — FOBEAER
RIREE) OWTRNTT,

« VT AXDKEE Y Va ik, CPUMHE, A VHEHE, AL —h HAv—+, 777 1 7 etk
. BIONAT BT 227 5 AZOBEDA MY v 7 RFRINET,

A

GE) CPULAFEUDARNY 27T, T—ZFL—2 & Snort OFFHEDOE A OB %2R LET,

ANV I Fr—F, DFV, CPUMMAR, AT VHEHR AV—Ty b, BIOEREIE, FEE S
MIZBIT D7 722 DREZREFTRLET,

BRI A a2 R =R 22000 4V xy NTYTAZ ) — REROARGEHEFR T LET,
T 4 Yy MIIE, 7T ARE ) — REEROGMEHICK T 2 3y B LU RO NE RIS NE
T, ZOT—HXiL, /—FICEoTHEMBPEDLITHBHBEINTWENEZRLET, 20U Y=y hEHH
TBHE, AWMOBOREEZMBICHE L TIEETEET,

o J— RNt 4 Y2y MIE, /J—FRLLDRA N v I RREANTERINET, 7T AHX ) — KD

CPU M=, AEVMMR, AN —h WhHL—b, 777 ¢ 7708k IO NAT ZHEIZE+ 5 2
N w2 F = RERRENET, ZOT =7 N Ea—Tik, 7—FZHEMNT T, A—BEfBICFETE X

‘a—O
CAUN= NI =< A By aR— R VT2 )= ROBIEDA M) v 7 &2FRm LET, B 7 X &ML

T/ —FRET74NH VT L, BE/—FOFEMERIRTEET, AN v 77—, CPUERAER, AEV
ERR, AJ1v— b, WAL — b, 777 40 78, BIXONAT BHENEENET,

cCCLE vy v alR—K: 7 AXDEIEY v 7 5—4%, DFVANL— b WL — 277 7B TERRLET,
s "N T TN a—T 4T T BHEBRIERAIND N T TN a—T 4 T DRy 7 EFE~OER Y
7 ERAELET,
HERAEDH : SEESERITAZ AN v BovaRh— ROV 4V xy MIFERENDEREZHIRT D200
A HE 72 RE M,

CHAALLE Y aR— R JTZRAZBEDA N v 7L ) =R~ DA M) 7 OmGICET LT —F2£KRL
£, L. /= FOBRITERIHEA Y v 7 ICoBEH S, /— FRET 2527 7 22 BRITEH SivE
NS

DS RE ANLADEKRT

COFNEEFEITTHICE, BHE2—Y— AT FrRa2—W— FhFxa2VT74 TFI AN 22—V —-Th2
VENH Y £,
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JITABNVAE=ZHT —(L, FTARARLFD ) —RFRONVAAT —Z AR a—2RELET, 27 T AHZA
NAF=H—L, —HEHOF L 2R —RKTITAID~NIVART —H A LHAI 2R L 4,

1R BRI

« management center O 1 DLLEDT /A ANE 7 T AX BER L T D0 EHER L 7,

FIE

ATy T

ATy T2

ATvT3

ATv74a

ATy TH

ATvT6

DRTL (B >[E®EM (Health) |>[E=%4 (Monitor) ] @R L £,

[E=#% VU7 (Monitoring) |7 —>ar v RUEEHLT, /— REAONNVAE=H—ITT 7
TALET,

FNAAY AT [EM (Expand) |1 (#) & [#T0 72724 (Collapse) ] (V) %27 U w7 LT, EEXf
RO TAZTNAADY A N RHEIIIT0 ol E T,

I T ABD~VARE ERRT DI, 7 TAZLEI V7 LET, 774V ETEH, ZTRAFE=F—
L. WS ODDOFEFIERINZF v ah— RCEFEBI O T+ —< 20X N v 7 G LET,
ARV w7 By aR—RIZIROLOPREENET,
« [BEEE (Overview) |: LOHERFIERSNIZF v 2R — NSO TEERA MY v 2FRLET, /—
K. CPU, AEVU, AJJb—h, L — b, BEHGHER. NAT ZHiE#R e ENGTENET,
 [Afi53 8 (Load Distribution) |: 7 7 A% /) — RO N7 7 4 w7 L3N0y NOITHL
o [A 2N —=RT —< 2 A (MemberPerformance) ]: CPUMEHZE, AEVMHE, AJJAL—Tv b,
HAOAN—T" b, T2 T 4 7708, BLONAT ZHICET D ) — R L~ULOFEFHEH,
*[CCLI: A v H—T 2 A ADAT—HZABLOEN N T 7 1 v 7 OFiHER,
TXNEI )y THE, SEISERA NI I Xy vaRh—RIIBEBTEET, PAR—FEnTWn57

FAEZARNY v 7 OAFRHIR Y X I\ TiL,  [Cisco Secure Firewall Threat Defense Health Metrics] %%
LT ZEN,

HEBoO Re 72y c, R#EEEZZRECEET, RETIERET (7408 26, &KETH?2
B2 OWE 2T £9, Fa vy 7 Z 7 nb [Custom] 28R LT, W AX LAOBMEA &K T H
FRELET,

FTHT A2 E 7 ) 7 LT, BEIEHZ2 S DICRET D0, HEIEFEZ A 7120 2 F9,

IR L 7ZBEB#EHIC W T, FL U R T 7DREA— =LA DRET A 2270 v 7 LET,

JEBHT A =%, BIR U RN O BB 2R L £, TEOWIL, RIAOBIAIEZ] & #& TRZ 2R
LEd., BERORMOLE, BROFELITHRNPFRINET, BEOFEMEZIRT 5123, Ao L
CHoT7AarE27) v 7 LET,

() — FEBEDNLAE =X —DRE) = EBOF AL AL OEMCH 5T F— MNEHMT, /— Ko
ERAET 57— R R L E T
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EFHT I — R MIRA v 2 E2Ebdb e, J— FROEFHOBMELSFREINET, Ry T v 70 R
T, LS OOEFEWET T — FOMEO R EREINET, Ry T T v TE IV v 5L EEME
77— MEEOME 2 — 2B & £,

ATy TT1 (V—=FREAD~NNAT=Z—DE) T 74/ FTIE, T AE=Z—L, WS ODDOHFEFIEHRSIN
Ry aR— RCEFEBLONRN T =~ ZADA N v 7 2B ELET, ANV v I HE vy aRmR—R
WCIEROL ONREEnET,

« Overview : CPU, AEY | A Z—T A A, HEFHaHERRE, MOEREFHF v 2R— Kb
DEFRARN) v I ERRLET, T AVHEHEBELEE R0 X FRLEENET,

« CPU : CPU fifIZE, 7'mERBlE L U0MWE 27 BIO CPU ML E R ET,
*Memory : 7 /35 ADAE VMR, 7—F 7L —1 L Snort DAEVEHFEEEHRET,
e Interfaces : f VA —T 2 A ADAT—HABIOEK T 7 4 v 7 HEHER.

« Connections : ##iktel (L7 7o hvu—, 775 4 7. ©— 787 L) BLUNAT
BHTI T B,

« [Snort] : Snort 7 12 & A ZBHE T B FEEHE
*[ASP R 7 (ASPdrops) ]: S FXFARHEATRr v 7ENTZ/ 7 v MBI D 8T H,
TN ETY) T HE SFESERA N v I Xy aR—RIBHTEET, ¥AR—hShTWDHT

NAZRRX MY v 7 O@FERZR ) A MZ2WTiE,  [Cisco Secure Firewall Threat Defense Health Metrics | % 2
BLTIEIN,

ARTYT8 ~"NAE=X—OH EBIZH DT T A5E ([+) 227V v 7 LT, HHAMERA M) v 7 70— bHM
HOEKE Y FEHBRL, WAZ LT v aR—ReERLET,

JIGABBIRDHE v 2R — ROBFEIL, 7 TAZDA N v 7 TN —T%2RIRLTnb, AN v 7%
BEIRL £,

HDSRBARNY Y

JTABDNVAE=ZS =X, 7 TAZEZD ) — RIZEHET LHEHERE . Ao, X7 +—~v 2 A, BLOCCL
NT 7 4w OFHT — 2 OB R EZBL £,

RG:VSAREAN) VY

ARV Bk £

CPU JTAR ) —REDCPUA Y w7 DYy (F—2 T L— | =k T—
& osnort ICOWTENENFRTR) o

AEY TITAZ ) —=FREDAEY A N) w7 DY (=47 |R—krT—
L—2 & snort IZOWTEFNFNER) o

F—H Z)—F b JTAFIDERBRBIORET—F VT 74 v 7 OFE, |31 b
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AR £ EA EX
CCL A/L—7 v |k 7 I AZDERFBRLOHIE CCL M7 7 1 v 7 Oftit, A b
Pk 7T ABNDT 7T 4 7 IR K
NAT Translations 7 7 AK D NAT 2L, Giaes
Gagiil 1T Dr T 28 NOBERAER, K
Ty b 7 FAZRND 1T LDy MRS DL, e

D9SRADEZ TN a—TFTa2)
CCLPingY—nNEHHTHE, 772X 7 BIELLEEL TS Z L 2MAETEET, TXAMRAETTAH
CHEMAARERROY —VEERT 22 &b TEET,
s NT TN a—T 4T T AN )= KRNI TAFZIZESMTE WA, VT TN a—T 47 77 AN
HEWICAERSNET, £/, [T/AM1 R (Devices) | >[T/31 REHE (DeviceManagement) 1> [Y 5 X4
(Cluster) 1>[—#% (General) | T U TS F I TNy a—FT 47 77 A NEERLTE Y a— RT5 2L
HLTEET,

FOM G A22Vvr L, [FFT N a—F (2 77 A/ (Troubleshoot Files) ] %R LT, [F /34 A& H
(Device Management) | X— b7 7 A NVEAKRTHZ EHTEET,

«CLIH ) : [T/314 R (Devices) 1> [T/31 AEIE (DeviceManagement) >[92 5 X4 (Cluster) ]>[—#&
(General) ]| = U7 T, VIRAZD T TNy a—T 4V TITRKLD—HOERFH CLIH N 2R R TEET,
7T AFH L TR a~< RIS FETENE T,
« show running-config cluster
* show cluster info
« show cluster info health
« show cluster info transport cp
+ show version
* show asp drop
« show counters
* show arp
* show int ip brief
+ show blocks
« show cpu detailed
« show interface ccl_interface

* ping ccl_ip size ccl_mtu repeat 2
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[~ K (Command) | 7 4 —/V RIZEED show 2~ REANTHI L HTEET,

7S RAA—HIE) > ~D ping DEFT
pingZFATL T, TXCDY TAX ) — KRNI FZAZGEY 7 N UCTHAIZBEETE L 2 L e T Ed, /—

=L

RO FAZIIBINTERWERFRERD 1ML, 7T AZHEY 7 OFRENIELL RN ETT, ExE. 7T A
AEFY 7 D MTU D, #5 L TWAHAAL v FOMIU £V b REXVEICRESH TS HEREERH Y 47,

FIE

ATwF1 [T/NM4 R (Devices) ]>[T /31 REH (DeviceManagement) | DIEICHRIR L, 7 T 2% DD FDt ()
7V LT[V TAXDT AT AT —4 A (Cluster Live Status) | Z3&R L £ 7,

21: ) 5RIDAT—HER
Cluster Status

Overall Status: =l Cluster has all nodes in sync

Nodes details (2) Refresh | @ Enter node name
Status Device Name Unit Name Chassis URL

> In Sync. 172.16.0.50 Control 172.16.0.50 MN/A

> In Sync. 172.16.0.51 172.16.0.51 N/A

Dated: 11:52:26 | 20 Dec 2021

AT9FT2 /=KD 125%EFL, [CCLPing| 27V v7 LE7,
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22:CCL Ping

Cluster Status @

Overall Status: @ Clustering is disabled for 1 node(s)

Nodes details (3) | Refresh l l Reconcile All l _0\ Enter node name

Status Device Name Unit Name Chassis URL

[ Summary H History CCL Ping

ping 10.10.3.2 size 1654
Sending 5, 1654-byte ICMP Echos to 10.10.3.2, timeout is 2 seconds:

Success rate is 0 percent (0/5)

wlem 1A AA N A alee APT

> Clustering is disabled 10.10.43.22 10.10.43.22 N/A

Dated: 18:38:41 | 01 Mar 2023

J—RiX, ®RRKMTUIZ—ET 237y b A XEEHLT, 77 AZXFEY > 7 THOTRTH /) — K
\Z ping ZEfE LET,

HDSREZDTFTYTFTL—FK

threat defense virtual 7 7 A X %7 v 77 L— R4 521X, ROFIEEZFETLET,

FIE

ATy 1
ATv T2

ATvT3
ATvT4
ATvTH
ATvT6
ATvI1

=Ty hARA=Y N=Va &I T RA A=V AL —VIZT v Fu—RFLET,

BHENTE =Ty b A A= N=VaVTIITREDITURA AL AT T U — e EHLE
R
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