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AWS ? Deploy threat 2 Attach 2 Verify if nodes > C’Eﬁ‘edtfgﬂis_ - Regisler instances
Console V.r,j;[?:ﬁ:nce — ] lgﬁz:i:?e — 1 Joingdazﬁlster 1 SWCE target group ™ “ m:s?:;g:;gwp
to the GWLB interface IP
S
Management Hcegltstelr
Center NU:;:
D—9 AR—X FE
() o—H kA R AWS 161 Day 0 ik O 1ERL
N
2 AWS @ —)L Threat Defense Virtual £ > A% 2 & R L £9,
3 AWS 1Y —)L A VAR LAV E—T oA AR LET,
4 AWS =1 —)L )= RB7 TARZIZBMLTWDENE I D EMHRLET,
5 AWS =Y —)b Z—y NI N—T& GWLB ZAFk L £, ¥ =7 b —T%
GWLB (2D M TE 9,
6 AWS =1V —)L T—HA =T 2 A RAIPEFEHLTH =Sy N A—T10A R
B2 AR LET,
|/§\| Management Center B — REREELET,
N
ToTL—F

DUFOT 7 L— MEGitHub TAFTEET, NI A—HHIX, 77— N THRESNTENRTA—FL4, T 741V
ME, AR E, BLOEHIC LY HHTY,

e infrastructure.yaml : f > 7 7 A N TF 7 F ¥ BEBAOT 7 L— b,

* deploy ngfw cluster.yaml : 7 7 A X JBBHOT 7L — |k,

12



https://github.com/CiscoDevNet/cisco-ftdv/blob/master/cluster/aws/templates/infrastructure.yaml
https://github.com/CiscoDevNet/cisco-ftdv/blob/master/cluster/aws/templates/deploy_ngfw_cluster.yaml

A\

GE) 77 RA% 7 —FRERBRTHANI, PR FINTNDHAWS A Y AX U AZ AT DY A MR LTI,
Z DU A MX, deploy ngfw_clusteryaml 7 > 7 L — k /35 X — % InstanceType | Zfli H Al E/2ED FizH V) F
ﬁ—o

CloudFormation 7> JL— rZ#HEA L= AWS ~D X% v DER
CloudFormation 7> 7 'L — F & H L TAWS IZA X v 7 #REA L £9°,

LY oY 1] b
* Python 3 % > A b —/L L7z Amazon Linux A8~ o 3BT,
« 7 7 A%} Management Center |Z H B ER S 415 K 91T 5121, REST APl A T 2B EEHERLZ D2

®z— Y —% Management Center CIERLT DM E A& VW 77, Cisco Secure Firewall Management Center 7 K X =& |k
L—=Ya v 4 REZRLTIIZEN,

*Configuration.json THRE LR —H L —ET 57 7 & AR Y 2 —% Management Center (2B L F 77,
FIE

ATy Tl TS L— hEAREHELET,
a) GitHub VAR MU v —h /7 3 L ZIZEB L F97, https://github.com/CiscoDevNet/cisco-ftdv/tree/master/
cluster/aws ZZH L T 7230,
b) MERNRT A—H—ZHF L, infrastructureyaml 35 X O deploy_ngfw_cluster.yaml 228 L £,
¢) cluster/aws/lambda-python-files/Configuration.json % #J#E% EICEE L £9°,

W &R L ET,

"licenseCaps": ["BASE", "MALWARE", "THREAT"],
"performanceTier": "FTDv50",
"fmcIpforDeviceReg": "DONTRESOLVE",
"RegistrationId": "cisco",

"NatId": "cisco",

"fmcAccessPolicyName": "AWS-ACL"

« fmcIpforDeviceReg #% 1% DONTRESOLVE O F FIZ L £,

* fmcAccessPolicyName /£, ManagementCenter D7 27 Z AR Y 2 —& —HH L TWALERH D £,

G¥)
FTDvS 3 X OVFTDvI0 g id R — h ST EH A,

d) cluster_layer.zip & W HA4RTDO T 7 A )V EAER LT, BEE72 Python 71 7 7 U % Lambda BAEIZHEML L
i‘j‘o

13


http://www.cisco.com/go/firepower-config
http://www.cisco.com/go/firepower-config
https://github.com/CiscoDevNet/cisco-ftdv/tree/master/cluster/aws
https://github.com/CiscoDevNet/cisco-ftdv/tree/master/cluster/aws

cluster_layer.zip 7 7 A /V & {ERLT 5 Z1%, Python 3.9 234 > A h—/ L X }17= Amazon Linux % {3 %
e aBEIOLET,

GE)
Amazon Linux BREE DML 72354 1F. Amazon Linux 2023 AMI 2 L CTEC2 A v A X A& EkT 5
7>, Amazon Linux O fH/N— 3 > &2 474 5 AWS Cloudshell Z{#FEH CTx £,

cluster-layer.zip 7 7 ANVEAERT DR, &I Python 7 A TZ YNy =V DA TR S LD
requirementstxt 7 7 A L EZAERRK L TnD, =V AT U M EFATTLOXLERH Y 7,

1. Python /Ny 7 — Y OFEMZFEE L T, requirementstxt 7 7 A /L2 {ER L £ 4,
PLFIE, requirementstxt 7 7 A LV CTIHRET 2 v TNy F— T OFAMTT,

$ cat requirements.txt
pycryptodome

paramiko

requests

scp

jsonschema

cffi

zipp
importlib-metadata

2. WOY=)VAZ VT NEFELTLTC, custer_layer.zip 7 7 A VEA{ER L 7,

$ pip3 install --platform manylinux2014 x86 64
--target=./python/lib/python3.9/site-packages
--implementation cp --python-version 3.9 --only-binary=:all:
--upgrade -r requirements.txt

$ zip -r cluster layer.zip ./python

GE)

A A b= HZ urllib3 RHF B b7 EORERBMR OB AT T — N AE LTZEAE. e T 53y r—
CEHELENR—T 3 L I requirementstxt 7 7 A /L :a&pé_k%z‘o@&bbiﬁ‘o T’ A A
M=V EBFEET LR ERTEET,

e) #FERD cluster_layer.zip 7 7 A /L% Lambda Python 7 7 A /L7 4 L &
(cluster/aws/lambda-python-files) IZaE—L £,

f) cluster_layer.zip, custom_metrics publisher.zip. cluster_manger.zip. ¥ & O lifecycle ftdv.zip 7 7 1
WEERR L ET,

makepy 7 7 A /Vit, ERIENZV AT FY (cluster/aws/make.py) WIZH Y T, Tz kv,
python 7 7 A V75 Zip 7 7 A MZEMG S I, —F v R 7V FIZa—InET,
python3 make.py build

AT w72 Infrastructureyaml 2B L., 7 7 AXEROHNEZ AT LET, A VT TANTIF ¥ AX v 7 &R
BT RN, T2 AWS U —ya U ERAMEY —VERETH I ENEETY, FAWS U —Va T
iﬁ@éT%ﬁ/ YEVPCA VT IZARNT I F Dty MRHLH, EBEAICHE LY —Ya AT
P — 2T 5 2 EBNARAIRTT,

a) AWS =Y —/LC, [CloudFormation] {IZBEH L, [BrL\ U vV —2 (fEHE) ZfEH (With new
resources(standard)) ] 2R L T, [A ¥ v 7 OERK (Create stack) 1 &7 U v 7 LET,

14



2

[T 7L —br77A4LDT v 71— (Upload a template file) ] Z3#IR L, [7 7 A /L DR (Choose
file) 1227V v 27 LT, =% v b7 5 /LE05 infrastructureyaml Z 341 L 97,

[k~ (Next) 1Z27 YV v 7 LT, LEREREANLET,

T ITRABD—EDYZARAZZLD)SRIBESHZANILET,

[FTHMEY —2 (Availability Zone) 1 U A 2B HPEY — 0 2R L ET, 207 4 —/ FITIE,
ClusterFormation 7> 7'V — " &FEH L CA VT TANT I TF ¥ AZ v 7 # BT H72DIER LI
AWS U —2 g NZESS oY = DB RFRSINET,

[k~ (Next) ]. [A# v 7 OVERL (Create stack) ] DNEIZZ U >~ 27 LET,

JEBHET LB, [HJ) (Outputs) 112 EI L, S3 @ BucketName ZEH X O F 4,

15



2: Infrastructure.yaml Ot 11

Outputs (13)

‘ Q, Search outputs

Key A

BucketName

BucketUrl

CCLSubnetids

EIPforNATgw

FmelnstanceSGID

IninterfacesGld

InsideSubnetids

InstanceSGld

LambdaSecurityGroupld

LambdaSubnetids

ListOfAZs

MgmtSubnetids

VpecName

Value v

maz-cls-infra-
s3bucketcluster-
whpzbytiebzh

http://maz-cls-infra-
s3bucketcluster-
whpzbytieb2h.s3-website-
us-east-1.amazonaws.com

subnet-Obc04e2cc9e53e5c0
,subnet-0d7d046a0fca2561

5,5ubnet-03ef42bf5275515
69

3.218.44.132

sg-076880aa64df2db5c

sg-06ed933d6624fe51b

subnet-03d12cab8eeleafff,
subnet-Obe9158b0970aeba
b,subnet-0b53c96fceb7c1f
ad

5g-0680b74be473186aa

sg-057da2a9954e0d204

subnet-03439803d989e6b
df,subnet-087488a9d6ffc95
cd

us-east-1a,us-east-1b,us-
east-1c

subnet-06f0bbbd3f207a50
4,subnet-0c339dc43688cdd
c9,5ubnet-0a67629632a65
S5de?

vpc-09c2b0ad995e2fb24

Description

Name of the Amazon 53 bucket

URL of S3 Bucket Static Website

List of CCL subnet IDs (comma
seperated)

EIF reserved for NAT GW

Security Group ID for FMC if user
would like to launch in this VPC
itself

Security Group ID for Inside
Interfaces

List of Inside subnet IDs (comma
seperated)

Security Group 1D for Instances
Management Interface

Security Group ID for Lambda
Functions

List of lambda subnet IDs (comma
seperated)

Availability zones for NGFWv
instances

List of Mangement subnet I1Ds
(comma seperated)

Name of the VPC created

Export name




AT w73 cluster_layer.zip, cluster_manager.zip, custom_metrics publisher.zip, 3 X O cluster_lifecyclezip %
infrastructureyaml CYER L7= S3 X7 v M7 v 77— KL%,

X 3:83/87 v ~

maz-cls-infra-s3bucketcluster-whpzbytieb2h .

Objects Pre

Objects (4) info

Objects are the fundamental entities stored in Amazon S3. You can use Amazon 53 inventory [ to get a list of all abjects in your bucket. For others to access your objects, you'll need to explicitly grant them perm

operties Permi

issions

[¢]

Q. Find objects by prefix

O

[m]
[m]
[m]
[m]

(3 Copy S3 URI fu ] M Download Open [2 ctions v Create folder M Upload
il @
v | Last modified v | size v | storage class v

September 24, 2024, 13:59:33 (UTC+05:30)

September 24, 2024, 13:59:30 (UTC+05:30)
September 24, 2024, 13:59:29 (UTC+05:30)

September 24, 2024, 13:59:29 (UTC+05:30)

AT v 74 deploy ngfw_cluster.yaml % B L £,

[CloudFormation] [IZBEi L, [HrL\W U vV —X (fE#E) A (With new resources(standard)) ] Z 3R L
T, [A¥ v 7 OERK (Createstack) | %27 U v 27 LET,

(77— 77 ANVDT v 7 r— K (Upload a template file) | ZiBIN L, [7 7 1 /L DEFIR (Choose
file) ]2V v27 LT, =% v 7 4/L&n5 deploy_ngfw_cluster.yaml 38R L 9,

[K~ (Next) 1527 U »7 LT, REREFRE AT LET,
WDYFGAREAL LT TARNT I F X OREHFEREATILET,

a)

b)

<)
d)

INTGA—4H ERETZ% |HA
E547

DS RZDEEE

ClusterGrpNamePrefix | 5524 THUTT TABZDT VT 4 T ATE, JTARTEZTNT T 4w
JAELCEMENET,

ClusterNumber el ZTHUTT TAREEFESTHY ., 7T AHXY (msa-ftdv-infra) D
T4y RELTEBMESNET, L& EX. ZoER T 0%
G, TN —T741% msa-ftdv-infra-1 {272 0 F 9,
I HILAE3HIL T CHLILERHV ET, T 7401 1 1,

ClusterSize Pi=) Ziuk, 7 7 A X NO Threat Defense Virtual / — K D##TI,
H/ME : 1
RAAHE @ 16

AVIZRNIY

F v DA

NoOfAZs el Z X, Threat Defense Virtual 23 BB S5 ] MY — o 0 AF
e+ (AR —r oIl ~3 T —Ya ko TRARY
7).

17
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FATES
'/547

e

7Ry ME, e OR A — B E R E T,

OV A NTHEARMRER AL — it 7T AKX DREEAIICE
WEnE-Y—Va iz ST unES,

G¥)

BE, NE, BXO7 2 4%1#Y > 27 (CCL) Y7 xv b
X, ZONRTRA=HZHESNTIODORHMEY — 127> TE
REFET,

AZ

pas2 i

A = U2 M, BT LY —Va LTS TET

[FTHM: > — > (Availability Zone) |V A kT, Hh7pa] HEY —
v A ooR Y =, 200 Y — . £72133 DR
Yy —) ZIRLET,

H M, TR — DT A —H Ol L —ET D BN
HYFET,

NotifyEmaillD

pa=ll

U TABARY OB A—NDRFIE R DBETA—NT KL
A, ZOBEBFA—NVEEEZETDHIE, T A2V S a L E
T A—NBEREIKRT DLERD D T,

il : admin@company.com

Vpcld

7T AH T )L—7"0 VPCID,
X A7 AWS::EC2::VPC::1d

S3BktName

7 v 7'a— K& Lambdazip 7 7 A V& ETe S3 3w b, IR
LWATy MERET DHLERDH D £,

MgmtSubnetlds

RS =Tz 12 O Ty vOBrEATILET,

W CA[ M — o807 %y N BIRT 28468, HhiE-
7=V 7 Ry F&EERT B L. Threat Defense Virtual A > A X L A
DEFAFICHEEN AT 2 A[REMERH Y F7,

A A 7 : List<AWS::EC2::Subnet::1d>

InsideSubnetlds

A b

A — ity Mo OV 7%y 2 AN LE
d—()

W UA M — o807 %y N RIRT 28468, MiE-
7=V 7 Ry F&EERT B L. Threat Defense Virtual A > A &Z L A
DOREBAFICHENRAET D AEENRD Y £7°,

H# A 7 : List<AWS::EC2::Subnet::1d>



mailto:admin@company.com

NS A—4H ERTE% |FHBA
E547

LambdaSubnets PIZ Lambda BIZHIZ V72 &b 120) o T3y hEATILET,
Lambda B8%72%, /X7'Y v 7 DNS TH 5 AWS Y —E 2 Li@{E T
XHL2ICTHITE. ANITD 1295 OV 7Ry MINAT Y —
MY = A BMEETT,
A A 7 1 List<AWS::EC2::Subnet::1d>

CCLSubnetlds el R =T lieb il o] O Txy hEASLE
d—O
W UA M — o807 %y N RIRT 28468, ME-
7=V 7 Ry F&EERT B L. Threat Defense Virtual A > A X A
DOREFAFICHIENEAET LR EERH Y £,
H A 7 : List<AWS::EC2::Subnet::1d>

CCLSubnetRanges pEl SESERAAMEY —2 D CCLH 7Ry RO P T KL AHiFH%
ATTLET,
BHID 4 OO THIEHIP T RLRAEBRINLET, 7 T A X
Yyr7 (CCL) ®IPT KLAT—/L,
IP7 RL A, CCLIP 7 KL A7 — /L' Threat Defense Virtual
AVAB U ADCCLA VH—T oA AZED Y THNET,

MgmtlInterfaceSG A B Threat Defense Virtual f > A Z L Z2AD® X257 40 7 /—71D %
BIRLFET,
2 A 7 . List<AWS::EC2::SecurityGroup::1d>

InsidelnterfaceSG Uk Threat Defense Virtual f > A XV ZADONE A v F—T = ZADE
X2 VT4 7 N—71D TR LET,
% A 7 . List<AWS::EC2::SecurityGroup::1d>

LambdaSG D2 Lambda B3 DX =2 VT 4 F N —T % RN L 7,
FAZHEHGE N [ANYWHERE] IR E SN TS Z L 2R L 9,
& A 7 . List<AWS::EC2::SecurityGroup::1d>

CCLInterfaceSG Ak Threat Defense Virtual f > AZ L ADCCLA VX —T = A ADE
X2 T4 7 N—71ID IR L £7,

GWLB DHE

DeployGWLBE preEd] [V (Yes) 1227V 7 LTGWLB =Y RaRA > F&2EALE

j‘o
F7 4V R T, ZOMEIEZ[VWE No) JISERE SN TWET,

19



20

NS A—4H HHETE% |HA
E247
VpcldLBE CFF F—hyzAfa—RARToHDxTy RRA VM 2ERT S VPC
EANTILET,
GE)
GWLB = FARA v FEEE L2WEEIE. 207 4 —/L RIZ
EEANLRNTLIEEN,
GWLBESubnetld pac=l Y7 %y NID & 1 DT AT LET,
GE)
GWLB = RARA v MR LA2WEEIE, 207 4 —/L RIC
EEATLRNTL SN,
P77 FHy RBAIELW VPC BRI OEE LIcTHEY — 2@ L T
WAHZ EEMERLET,
TargetFailover == X —77y MIREENRE LG E I3RS N5 60
=l N T o= A== R—= R EHEHMLET (DX
T A—=ZOEILT 7 /v T [FR% (rebalance) JIZEE ST
WET)
o [FH%E72 L (no rebalance) ]: BEfFD 7 o —ZEENRKAEL
72# =7y MZEEL, HilLWZa—%2EFER¥—47 v MZ
FEEL, BFEBMEZHERLET,
o [FFAH% (rebalance) ]: HiLWW7 u—NEFRX—7 v MZ
EONDEC LG, BfFo 7 e —%HEAA L ET,
[FF#%#& (rebalance) ]!%. Threat Defense Virtual /N—3 3
741 LIBETHR—F SR TnET,
TgHealthPort CFF GWLB O IEH T = v 7 R— b & AT LET,
GE)
T7FNVETHEH, ZOR—RMNIM T 74 v 7 IEASNER A,
BE LN AENRTCPAR— N CHDL Z L 2R LET, T 74
JL K 2 8080
CiscoNGFWv 1 >~ R
BUADERTE
InstanceType peil Cisco Threat Defense Virtual EC2 4 V' A X L A X A T,

BN LA VA AF AL TR AWS UV —2 a3 o THER— S
TWAHZ xR LET,

77 4L hTlE, cSxlarge NIBIRENTWET,




NS A—4H

FRATES
'/5247

e

LicenseType

padl

Cisco Threat Defense Virtual EC2 f v AX VA FA B A X AT
ZERLET, AMI-ID XT A—HFI|ZAJ17 5 AMIID AJE U Z
A BRI T THDZ EEMRLET,

77 4V hTlE, [BYOL] BRI TWET,

AssignPublicIP

pas 2l

AWS IP 7 K L A7 —/L/) &5 Threat Defense Virtual /37 Y » 7
IP7 RLAZEID Y THIZIE, EZ 1T (true) JITRELE
‘ﬂ—o

AmilD

pad

V—Yay, RX"—=Yar, BIOI9A4kv A% 147 (BYOLZE7-
X PAYG) IZHE-> TIE LW AMIID 341 L £,

Threat Defense Virtual 7.2 AR TIZ 7 T A X U o 7R3 H R — h &
L. Threat Defense Virtual /N—< 3 > 7.6 ABE CIZHEIRA 7 — 1
T EBEORNEY —  OBEEIEIEN Y AR — F &N TWET,

4 A7 . AWS::EC2::Image::Id

ngfwPassword

pa2 ]l

Threat Defense Virtual { & A X > ADI/NA T — K|

4~ T D Threat Defense Virtual f A Z > A%, BEEjT 7 L—
N (ZTFGABZITN—T) O [2—W—F—4% (Userdata) | 7 4 —
NRIZHDT 74V FO/RAT— KRR ESNTNET,
Threat Defense Virtual [ 7 7 EATEX 5 Lo lchb L, NAT—
KRBT 7T 4720 F5,

WFEIES LTFLL I T AMERH Y £, RAU—RNL, 7
L= T FAFONAT = FEIIKMS B 5L A T — R 2 4f
HTxET,

KmsArn

pa=ll

BEfZDOKMS O ARN  (FRIFEFZKE 5L T B 729D AWSKMS F—)
EAILET,

ZDT 4=V RITEEFEET 5354, Threat Defense Virtual 1 >
AL ADEBENAY — NI S ENTNAT— R Th i
ERHY FT,

b/ 2 T — RO ERA] : "awskmsencrypt --key-id <KMSARN>
--plaintext <password> "

INAT — RO, FEE S N7z ARN OAZfEH L TEITT
HVENDH D £7,

FMC BEIEDERTE

fmcDeviceGrpName

pa2 i

Management Center T2 7 A X 7 )V—7DO—E D4 ATE AT LE
j‘o

21



22

NG A—4 fRATZ% |RHA
B/247
fmcPublishMetrics prEyll Management Center 2 7R—1U > 7 L, $FEDT /XA AT )L—T R
~YU v 7 % AWS CloudWatch (2737 U ¥ 29 % Lambda B4t %
YERT AI21%, true BN L £,
il FIATRE 72 {1
* true
* false
T 74V T, ZOfEIF true lTREINLTWVET,
fmcMetricsUsername | 52525 Management Center 225 AE Y A MU w7 ZR—V 75570
D—BEOWNH2—F—HEATTLET,
2P0, Ry NI BEBELLOAVTFFURI—Y—
DL EDOMEMR S BT,
fmcMetricsPassword | 3555 RAT— READLET,
KMS ¥ A4 —%— ARN /N T X — X Z48E L2 a1, 48, B
TSN AT = REZANLTITEIN,
MEST2/XAT— REANTHEA N v 7 IEENKILT 5 AlHE
PERH D0, BT, ELVWSRT—REANLTLEE N,
fmcServer sl IP7 RLRIZIE, AAEIP T RV A . FE721X VPC @ Threat Defense
Virtual Y7 % v M CTENZERERIPT L AZEETE £,
AR T
KRR 15
fmcOperationsUsername | 52541 CloudWatch [ ™ Management Center Virtual {2 3~ % —E O N
=P —HE AT LET,
=PI EEEHERNLETT,
fmcOperationsPassword | 52 5%1| IRAT— REAHLET,
KMS v A% —F%— ARN /R T A — X Z45E L2561, &3, K
FIENTNRAT = RE AN LTLIEEN,
RIr—1) 25 DRE
CpuThresholds r=XE | (EE) ErlAo FRLEVESE ERRLEVWEZIEET 5 &
RIS A= R Y —BERRE I E T, (0,0) ZRINT5H L, CPU A

=0T T = LFERIIRY =B SN E A, AR A
VhET=ERA L ME, T AN MEEZIFHERMEIZC L E T,




INSA—4H HHTES
E247

B

FIFNVITIE, ZOF 7L — FTIZEBRY— LA
o TWET, BEIRA S — /VITERZICEICTE E9,

MemoryThresholds B~ XY)
DU Xk

BTrUAOTRLEVESE EIRLEVWVMERIEET A &, A —/b
AU —D2MERESNET, 0,0)&ZFNTHE, AFIRF—U v
TT T —=NFEFRY —IiFEl S ET A, FHliARA > &
T—HRA LV ME, T 7 A MEE T ITHEREIC L E T,

e) [k~ (Next) 127 U7 LET,

) Z7VUv s L TF~TDAWS CloudFormation 473 a3 R L E T,
g) [EfE (Submit) |27V v 7 LTI IAXERELET,
h) [k~ (Next) ], [A¥ v 7 OERK (Create stack) | DNEIZZ U » 27 LET,

Lambda B3 5% 0 O 7' vt A %45 B L, Threat Defense Virtual 73 H B2 Management Center (Z %58k &

NET,

4:ERSNFEYY—R

23




AT —H A CREATE_IN_PROGRESS 75 CREATE COMPLETE (2D 0 BN L1ZZ &R

SNhET,

ATFYTE W0 —Rica s 4 L, showcuster infoa~> REERA LT, 7 92X OREEZHERLET,

24

E5:95R% /—F

EC2 > AutoScaling groups > mAZ-cls-ngfwv-24

mAZ-cls-ngfwv-24

Details  Activity = Automatic scaling Instance management Monitoring

Instances (3)

Instance refresh

Q Filter instances

O Instance ID a Lifecycle v Instancetype v |
] i-0227a411b1b017cc0 [4 InService c5.xlarge
[m] i-09b9d186494562f6a [ InService c5.xlarge
] i-0de2b028dfdef5bbs [ InService c5.xlarge

Weighted cap...

v

Launch templ... ¥
MAZ-cls-ngfwv-24-NG
MAZ-cls-ngfwv-24-NG

MAZ-cls-ngfwv-24-NG

Availability Z...
us-east-1b
us-east-1a

us-east-1c

v

1 o]
Healthstatus v | Protected from v
@© Healthy
@© Healthy
© Healthy



6 : show cluster info

> show cluster info
Cluster mAZ-ngfw-cl: On

Interface mode: individual
Cluster Member Limit : 16

This is "74-a" in state DATA_NODE

ID
Version
Serial No.:
CCL IP
CCL MAC
Module
Resource
Last join :
Last leave:

ID
Version

Serial No.:

CCL IP
CCL MAC
Module
Resource
Last join :
Last leave:

Unit "183-c" 1in

ID
Version
Serial No.:
CCL IP
CCL MAC
Module
Resource
Last join :
Last leave:

¥ L
« g 220131

9AUVQ3DSF66

: 1.1.1.74

: 02e2.778f.d3ed

. NGFWv

: 4 cores / 7680 MB RAM

07:28:26 UTC Sep 25 2024
@7:28:11 UTC Sep 25 2024

Other members in the cluster:

Unit "135-b" in state CONTROL_NODE
;0
y G 2201

9ABWOAS1KGK

¢ 1.1.2:135

: 1294 ,34qae.4ce9

. NGFWv

: 4 cores / 7680 MB RAM

09:45:52 UTC Sep 24 2024
N/A
state DATA_NODE

A |
¢ 9. 22C1)1

9A1S400HL 8F

» 1.1.3.183

: Qaff.e889.f193

: NGFWv

: 4 cores / 7680 MB RAM

07:29:29 UTC Sep 25 2024
07:28:11 UTC Sep 25 2024
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BERT—) U TDINTA—EETE

JEBAMSE T L7z 5, Threat Defense Virtual BB A 7r— U > 77— O [fg/hNEE (Minimum capacity) |, [lRRAE=
(Maximum capacity) ]. X O[HLE 258 (Desiredcapacity) |2 fETHLENH Y 9, HEIRAr—V > JiiE%s
REET D LERH Y £7,

FIE

ATy T1 AWS 2V — D, [H—E R (Services) 1> [EC2)>[HER7—1) >4 5 )L—7 (Auto Scaling
groups) 1> 1Em & 1= Cluster Autoscale &' )L— FDIEIZEIR L £,

EC2 > Auto Scaling groups

Auto Scaling groups (1/15) wie [ | Launch cenfigurations | Launch templates [5 | Actions ¥ | Create Auto Scaling group
| Q, Seavch yaur Avte Scaling qroups | 12 > &
-] Name L Launch templatefconfiguration [ = Instances ¥ Status v Desired capadity ¥ Min = Max ¥ Availability Zones ¥
| ] mAZ-cls-ngfwv-26 maZ-che-ngfan- 26-NEFWv-launch-templ 3 - 3 3 3 us-Bast-13, us-aast-..
Auto Scaling group: mAZ-cls-ngfwv-26 @ X
< Details Bctivity Automatic scaling Instance management Monitoring Instance refresh >

Group details Edit

Aute Scaling groug namas Desired capacity Degred capadty type Amazan Resaurce Name [ARN]

mAZ-cla-nglwe-26 I LUnits {number of instances) [ul armawsautescaling:us-2ast-11E3 11769607 5:au
toScalingGroup:a1 2607 76-5e99-4bf-Acc-1abaTcd

Date created Minimum capacity Status 4467 FautaScalingGraupMame/mAZ.cls-ngfev-16

Tue Agr 30 2024 12:27:26 GMT+0530 (India 3

Standard Time]

Maximum capacity

3

ATy T2 [HEIAr—1V 7 7 )V—7 (autoscale group) | F = v 7Ry 7 A4 N LET,

AT9F3 [T/ ar (Actions) 1227V v 7 LT, HBIAYr—Y 7 N—TOREZRELET,

ATy T4 [ E (Desired capacity) | &% E L TovH, [A7—U » ZHIR (Scalinglimits) | A ®A#%E L £,

AT9FTE CPUELAEVDARNY v 7T —HPERFHRENE S 22E . AWS Cloudwatch 77 — A TA S —U U IR T
ML EBVIZHRELTWDENE I AR LET,

AR DEHIZ XK S Threat Defense Virtual 7 5 X% ') >4 TH IMDSv2 %HBE— FDHRTE

AWS |2 TIZER & TV 5 Threat Defense Virtual O BB A2 A —/)L Z)L—F A L A X 2 A D IMDSv2 MEHE— K2 %
ETEET,

26



188 BRI

IMDSv2 2B — KX, Threat Defense Virtual /3—3 3 > 7.6 LI TOAY R — N TWET, JERRIZIMDSV2 £— K
ERETDHEN, BFFEDOA LV AF L ADNA—2 3 B IMDSV2 B— REB#ERSH D (RN—Ta 7617 v 77 L—
RENTWD) ZEEMRTHIHLENDY T,

FIE

ATvF1 AWS =1V —/LC, [CloudFormation] (ZBEI L, [A % v (Stacks) 1% 7 VU v 7 LE7,

RATYT2 BRONCRIASNIZ FAZ ) TA AL ADAS v 7 @R ET,

ATw 73 [E#H (Update) 127 U v 7 LET,

ATY T4 [AZ >y 7 OEHF (Update stack) | <— T, [BEFDT 7 L — FOEH# (Replace existing template) ] % 2
Vw27 LET,

ATY TS [T 7L — FDOIRE (Specify template) |27 > a T, [TV 7L —F 774 LvDT v 71— K (Upload
atemplate file) 1 %2V v 7 LET,

ATV 76 IMDSV2 ZH AR —h 570 7L —bhERRLTT v 7r—RKLET,

RTYTT1 7T VL—= b DANNRT A= DEEFEELET,

ARTYT8 AF v IV ETH LET,

AWS TD Y S5 A2 DFBER

7 T AR & FECRMT 2121, Day 0 A L, &/ — REZERE L TH Ol / — K% Management Center |2 18
mrE4,

AWS [@] [+ Day 0 R D 1ERX
FEERER E 72X A X~ A AR OWT a3, EEMRKOFERZBEIO LET,

AWS A I+ B FEERL Z A L 1= Day 0 #8 K D 1E AL
BEMRKICED, 77 AXDOT— A RNT v RS BEERINLET,

B—Oa A%y —> : AWS [ ITEE#EB 2 /A L71- Day 0 R

{

"AdminPassword": "password",

"Hostname": "hostname",

"FirewallMode": "Routed",

"ManageLocally": "No",

"Cluster": {
"CclSubnetRange": "ip address start ip address end",
"ClusterGroupName": "cluster name",
[For Gateway Load Balancer] "Geneve": "{Yes | No}",
[For Gateway Load Balancer] "HealthProbePort": "port"
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RITH 2R L ET,

"AdminPassword": "Sup3rnatural",
"Hostname": "ciscoftdv",
"FirewallMode": "Routed",
"ManageLocally": "No",
"Cluster": {

"CclSubnetRange": "10.5.90.4 10.5.90.30",

"ClusterGroupName": "ftdv-cluster",
"Geneve": "Yes",
"HealthProbePort": "7777"

BEHOTRAEY—> - AWS [ ITEE#Em ZEH L 1= Day 0 {5k

"AdminPassword": "password",
"Hostname": "hostname",
"FirewallMode": "Routed",
"ManageLocally": "No",

"Cluster": {
"CclSubnetRange": [
"ip address start AZl ip address end AZz1",
"ip address start AZ2 ip address end Az2",
"ip address start AZ3 ip address end AZ3"
]l
"ClusterGroupName": "cluster name",
[For Gateway Load Balancer] "Geneve": "{Yes |

[For Gateway Load Balancer] "HealthProbePort":

}
fl: 2 oDRAKY—Y

"AdminPassword": "Sup4rnatural",
"Hostname": "ftdvcluster",
"FirewallMode": "Routed",
"ManageLocally": "No",
"Cluster": {
"CclSubnetRange": [
"10.5.90.4 10.5.90.30",
"10.5.91.4 10.5.91.30"
]l

"ClusterGroupName": "ftdv-cluster",
"Geneve": "Yes",
"HealthProbePort": "8080"

}
}

Bl 3DDEAMY—V

"AdminPassword": "Sup4rnatural",
"Hostname": "ftdvcluster",
"FirewallMode": "Routed",
"ManageLocally": "No",
"Cluster": {

28
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"port"



"CclSubnetRange": [

] r

"10.5.90.4 10.5.90.30",
"10.5.91.4 10.5.91.30",
"10.5.92.4 10.5.92.30"

"ClusterGroupName": "ftdv-cluster",
"Geneve": "Yes",
"HealthProbePort": "8080"

}
}

CclSubnetRange Z#I71E. xxx4 NHIGEDIP 7 FLZADFHEZIEELE T, 7 F A2V o ZITHATRER IP T R
VAR I6HLL LD = & 2B LET, B4 (ip address start) BLUYET (ip address end) IP 7 KL ADH|% LA

TR LET,

R2:BIPT ELREET IPT K LRDH

CIDR B IP7 KL X BTIP7RLZR
10.1.1.0/27 10.1.1.4 10.1.1.30
10.1.1.32/27 10.1.1.36 10.1.1.62
10.1.1.64/27 10.1.1.68 10.1.1.94
10.1.1.96/27 10.1.1.100 10.1.1.126
10.1.1.128/27 10.1.1.132 10.1.1.158
10.1.1.160/27 10.1.1.164 10.1.1.190
10.1.1.192/27 10.1.1.196 10.1.1.222
10.1.1.224/27 10.1.1.228 10.1.1.254
10.1.1.0/24 10.1.1.4 10.1.1.254
DS RB ) —RFDORERH

I ARNREND LTI FTAE ) — FEREELET,

FIE

ATv T

VEREDOA =T 2 A A (= T =Am—RFF7 4% (GWLB) ZfH L TWD55134 2DA
B =Tz A A, FXAT 4 70— NRFUoHEMA L TWDLGEIES DDA 2 — 7;4x)f772&
® Day 0 #2325 Z £ 12X V. Threat Defense Virtual f > A X U A& BB LE3, %179 I2IL,

[f v AH v ADFEMFRE (Configure Instance Details) 1> [ 72 3EM (Advanced Details) 12727 2 a > T,
7 7 A% D Day 0 fERIZAE Y 17 E 7,

GE)

WODNEAFFTA LV AZ L RIA B —T 24 A% L TWDHZ EEfHRLET,

CAWS T —F A B — RRFTUHDADODA X —T oA A FH, B, NEL. 77 AXEHIEYD
7,
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CHEAXAT AT U= RNRTHFD5ODA =T =4 A FE DWW, WEL SR 7 T X 2 HliE Y
v,

AWS T Threat Defense Virtual O REBIDOFEMIZ- DUV TIL,  Deploy the Threat Defense Virtual on AWS] %
ZRL TSN,

RT9T2 A7y 71 ZH0KE LT, LEREOEM — &R LET,
R T v 73 Threat Defense Virtual = > Y —/L T show cluster info =~ > RZFHA LT, +XCTH ./ — N7 7 ZZIZIE
WIS LIeEI D a iR LET,
ATY T4 AWSF— bz A — RATUHERELET,
a) Z—4 v FI—F & GWLB ZERL L £,
by ¥—% v b7 )V—T% GWLB IZHE| Y 4 TET,
GE)
ELWEFa VT4 7 —7 VAF—FE, BIO~NNATF =y 7REEHEMT5H X512 GWLB %
HELTWVWAZ L aMERLET,

c) PT7TRLAZFEHLT, 7— XA X —TxA A (NEA v F—T A R) BX—F v NI L—TIC
L £,
FEHIZOW T, [Create a Gateway Load Balancer] 2L T 72& 0,

A7y 75 Management Center |{Z#lffl / — KZIBM L %9, Management Center ~D 7 7 AKX DN (FHEHE) (32
N—=V) ZBRRLTIESN,

AWS 25T 5 GWLB Z{EF L - Secure Firewall Threat Defense Virtual 7 S X2 1) >4
NDE—5y FITxT—)LA—IN\—DHKFE

AWS O Threat Defense K87 7 A XV 71X, F—hrUxzAfa—KXZ % (GWLB) %#fEfH LT, 8 &7 Threat
Defense AR ) — NIZA VAT v a v HAOFRy NT—=I 87y " aeRXT oo FTBIOERELEYT, GWLBIL, ¥ —
T b ) —FRDT 2 — VI —R—F I (TBERERRE LT RAIC, Z—Fy N —RiZxy NU—27 3y & %EE
Lt D LI E S TnET,

AWS TH —5 v N7 = — A —_—EaFEHTH L, FHlA T AP ELIZFY—F v b — ROEERC  —
ROBERNER S NTZ5E5I1C, GWLB ARy hU—I 8o "B EEREZ =7y v ) — RV XA L7 v T&b L)
IR0 ET, ZOWETIZZ FRAEIDAT— 7))L T 2= A —R_"—%ZFHL TW\ET,

AWS TlX. AWS Elastic Load Balancing (ELB) APl £721X AWS =22 Y — L%/ LCH—F v b7 =— /L — \—%&
ETEET,

\)

(GE)  GWLB 28 SSH. SCP, CURL, Rl ofsEn7a hava LT NI 74 v 7 & V—T 47 L TWAREIC
H—rFy b ) — RIZEENRAE LSS, ERRIA—F Y b~D T T7 407DV XA LT NMTBEREAT S
TREMENH Y £, ZOBEBIEIL. FT T4y 7 a—OFRBELEEL—T 0 VI BNRRTRAELE T,
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https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/consolidated_ftdv_gsg/threat-defense-virtual-73-gsg/m_ftdv_aws_gsg.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/gateway/create-load-balancer.html

AWS TlX, AWSELB APl £721X AWS 2 Y —LEZ N L TCHX—F v 72— VA —N"—%2BRETEET,

« AWS API (AWS ELB API N) ¢ modify-target-group-attributes T, KD 2 DDHF LWWIT A —Z ZET+ 5 Z L\
L0, 7o —EHOEELERTEET,

« target_failover.on_unhealthy : % —7%" > NN IEFH TR R0 HEFICGWLB ARy NV —7 T7u—% D X H I

BT BN EERLET,
« target_failover.on_deregistration : % —7" v M ABEIRER I N2 EIC GWLB 3%y hU—27 7 n—2 8D L9
WZAEET o0 ER L ET,

MDA FiE, ZNH2O0DNRTFRA—=FEERT DY T NDAPINT A —FFELZRLTVET,
aws elbv2 modify-target-group-attributes \

--target-group-arn arn:aws:elasticloadbalancing:../my-targets/73e2d6bc24d8a067 \

--attributes \

Key=target failover.on unhealthy, Value=rebalance[no rebalance] \

Key=target failover.on deregistration, Value=rebalance[no rebalance]

FEHIZOWTIE, AWS O~ == 7 /L ® [TargetGroupAttribute] ZZM L T 72 &0,
AWS 22V —)L : EQ2 2 Y — LTI, ROAT v a v ERETHZ LICKY, [¥—F v b7 /—7 (Target
Group) | X—Y D [#—%4 v F 7 = —)LA—/3— (Target Failover) | 47> a v EHNITHENTEET,
« X—2Fy NIN—T DR ERET D
« XYy NT 2 VA= R N D
« AT 0 — 2R D

B =2y N7 2= )L — =T HNT D ITEOFEANZ OV TIL, AWS IZ281F % Secure Firewall Threat Defense
Virtual 7 7 AX Vo T DX~y 87 == A —_"—DFE 31 _X—) LTI,

AWS [Z & |+ 5 SecureFirewall ThreatDefenseVirtual 7 S X2 Y 5 DA —45y kDD T —
WA —N\—DEFHIE

Threat Defense Virtual D5 —Z A o Z—7 =4 A%, AWS O GWLB D% —/47 > k7 )L—F 128k S £ 9, Threat
Defense Virtual 7 7 A% U > 7 TlE, KA VAZ A FZHE =7y M7 A—TIZBEMT O TWET, GWLBIX, ¥ —
Ty NTN—TDH =Gy ) —FELTHBIEIIBERERIN TV ZDERRA LV AZ VA NT 7 4 v 7 AR
BLTEEFELET,

1R BHHEIIZ
FH) T, £721% CloudFormation 7> 7L — h &2 L T, AWS T T XX ZRBE L TCWAXLENRH Y 9,

CloudFormation 7 > 7' L— b2 LT/ 7 AX BT 256, 7 7 AXIER7 7 A /v
deploy ftdv clustering.yaml ® [GWLB®D#E (GWLB Configuration) |2 ¥ = Tl HAIEEZ: [FFali&

(rebalance) | J@MAEI D ¥ THZ LICkY, [#—4# v b7 =—/LF—,3— (Target Failover) | D /3T A —% ZHEhIC
THELTEET, 77— bTlE, ZONRTA—XOfEILT 7 4 /L b TIHFAEE (rebalance) JIZFEE STV E
T, 72l AWS 2 Y — )L Tld, ZDORT A= DT 7 5/ MEIX[FFHE72 L (no_rebalance) JIZFEE I TV E
7
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https://docs.aws.amazon.com/elasticloadbalancing/latest/APIReference/API_TargetGroupAttribute.html

FIENOHHIIRD LB TT,
« R 722 U (no rebalance) : GWLBIZ, HEREL TWVRWZ —4 y M EFITRERR SN2 —4 v MTFxy T —
7 7a—%kE Ll E7,
« AR (rebalance) : BEfFDO X —4 v FHBERE L TR WDVEREER SN 284, GWLB XXy hU—27 7o —
ERIDOIEF 724 —7 v MCEELET,
AWS TDORAHZ v 7 DREBICHOWTIL, BLTFEZSR LTI ZE W,
« AWS TD 7 T AKX O T-H

* CloudFormation 7 > 7 L — R &M H L 72 AWS ~D R ¥ v 7 O R

FIE

ATy 1 AWS a2V — LT, [H—ERX (Services) | >[EC2] IZBEIL £,

ATw T2 [¥—4 v 8T NV—T (TargetGroups) | %7 Vv 7 LT, =47y hITN—T D=V hFRLET,

AT w73 Threat Defense Virtual 7 —Z A > Z— T = A4 AP Z&ETHE—F v NI NV—TZ2RIKR L ET, F—4F v
NI N—=T DFMN—TUNEREN, =Ty N 72— A —N"—BHEEAEHCTEET,

ATy 74 [P (Attributes) ] A == —(ZBE L £,

RTv TS [k (Bdit) 1227V v 7 LTEEZREL T,

ATYT6 [7E—0DFHH (Rebalanceflows) | AT A X DRF L FIHIVEZTH—F v N 72— A —R_—%4f
L, 2=y N7 2= A== BB IER ORI FO R Yy N T — 27 3y b i L CIER 72
2=y N ) — RICHEEETH X HICGWLB 5% E L £,

Management Center ~D Y 5 X X MDiEM (FEIRE)

7T AL TECREM LZSEE. ZOFEEMH L CTZ 7 A ¥ % Management Center (ZIBNMLFT, 77 L —h%
fEFH L7256, 7 7 A X X H B Management Center (28 6k S AL E T,

JTAL 2=y ROWTINEFH LT 734 A L LT Management Center (2181 L £ 9", Management Center (%, o>
TRTOY TAZ AU AN"—ZHERH L ET,
458 DRI

e T RTPHY 7 AKX 2=y NI, Management Center |ZiENMT DHRNZ, EFHRIFERD T T A ZNITIFEL TV DML
BHVET, T, EOx=y MBIl =y D EMHERT D Z & HHMFETT, Threat Defense show cluster info
avr FEFHLET,

FIE
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AT w71 Management Center C, [T/314 X (Devices) |>[T/\/4 AEHE (DeviceManagement) | Z3ER L T,

[EA (Add) 1>[T/\1 ADEM

flfl = F&EMLET,
X 7:F/54 RDEM

a)

Add Device (7]

CDO Managed Device

Host:t

10.89.5.40

Display Name:
10.89.5.40

Registration Key:*

Group:

None v

Access Control Policy:™

in-out v

Smart Licensing

Note: All virtual Firewall Threat Defense devices require a performance tier license.

Make sure your Smart Licensing account contains the available licenses you need.

It's important to choose the tier that matches the license you have in your account.

Click here for information about the Firewall Threat Defense performance-tiered licensing.
Until you choose a tier, your Firewall Threat Defense virtual defaults to the FTDv50 selection.

Performance Tier (only for Firewall Threat Defense virtual 7.0 and above):
Select a recommended Tier v

Malware

Threat

URL Filtering
Advanced

Unigque NAT ID:t

test

Transfer Packets

[A"A K (Host) ] 74—/ KiZ, #lfle=y hDIP 7 KL AFIIFA M EASLET,

(Add Device) ] Z@R L, filffl==y hOEHIP 7 FLRAZMEH LT

BT =~ A%BLID, Hfla =y FOBMEHRLETR, 7 IR OEEDOZ=y |

ZIBMMTE £,

FTNRAZADE Yy vT v TERIINATID 2 L7585, 207 4 —)L K& AS1T 2 0BEN 72U Al fEM:

BV ET,
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34

b)

©)

d)
e)

g)

h)

[#£~4 (DisplayName) ]~ « —/v F{Z., ManagementCenter COHfHl =~ FOERLEATILET,

COFRTNITIZ TAZATEHY T, BINT L=y FHEHTT, % T, thor 722 A
N=DAHHRT T AR FTRL L EETEET,
&4k %— (RegistrationKey) 17 4 —/V RIZ, T35 AOFERITHHA L2 b 0 LR UERF—%2 AN
LEd, BEF—i3, 1ERVEAEREA—7 Ly FTT,

UER) T AA&ET AL AT N—TITBMLET,
BT IS, TAA RTRBT A& O [7 78 A 2> hr—/L R 2 — (Access Control Policy) ]
EIEIRT D00, FLOARY —2E L E7,
FLOWRY =% BT 25 AT, EARRY — 0B EERLET, HEJECT, HTRY v—%
HAR<A XTEET,

New Policy

Name:

basic

Description:

Select Base Policy:

None v
Default Action:
® Block all traffic

Intrusion Prevention

Network Discovery

Snort3:

TNRA AZHEHT D274 B A RIRLET,

TN ADFEREIZ, NATID Zffi [ L7236, [FEM (Advanced) 1227 v a U AEB L, [—EONAT
ID (Unique NATID) ] 7 4 —/L RIZ[E U NATID # A/ L £,

[/3%7 v b D#RE (Transfer Packets) | F— > 7 AR 7 A% A 2L, 7734 AT Management Center (Z
Ny NEEETLHZEEFFRILET,

ZOFTvaviE, T7ANMTEHTT, ZOFT v a L EAHICL TIPSR Snort 72 E DA Rk
DR T—=INTGG1E, T ABRAERE LTAX N AT =2 ERENS Ty N T — 4%
Management Center (Zi5{5 LE T, ZOA T2 g VA L72GEIL. A X2 MEMIZIT 25 Management
Center [ZH4(5 S4L, N7y b T—ZITFEINEE A,

[&&k (Register) 1227 Y v 7 LET,

Management Center | %, filffl = F @B L TRELI-HKIC, TXTCOT—F2=y ML E
T filflr =y FREFICBREINLTWRWES, 7 7 AZTBMENEY A, 77 A2 DPBRERE
2R Mo Te a0, HafeE R ENRN T, BT 7 —"RBAETLI5E80HV £, 29 LRI T
E, 7928 o=y FEREBNTLZ 2B LET,



[T/84 X (Devices) |>[T/\1 RAEHE (DeviceManagement) | <—I27 7 AZ A4 NFRENET,
JIAZERALTC, 77 AF 2=y ERRLET,

H8:v>REMER

ftdcluster (2)
Cluster

172.16.0.50(Control} Snort 3

FTDv for VMware 7.20 Manage Base, Threat (2 more...) Default AC Policy
172.16.0.50

A 17216051 Snort 3

FTDv for VMware 7.20 N/A Base, Threat (2 more...) Default AC Policy
172.16.0.51

BERFEINTWA 2=y MNMIE, e— R 74 arNERINET,
®9:/— FD&EHF

A ftdcluster (2)
Cluster

172.16.0.50(Control) Snort 3
172.16.0.50

G'I?Z.‘IS.D,S'I Snort 3
172.16.0.51 outed

7T AF A=y NOBERET=F—F 521, [BH (Notifications) |7 A 2% 7 Vv 7 L, [FAY
(Tasks) ] Z##R L £9, Management Center [L, == FOBEKIT LITT T AL GRS A7 L
£9, WIFhhDa=y FPOBEKICRRLIZGEITE, 77 A2 ) —FOMBE (46 <—) 2ZH
LTLEEN,

Deploy Q Ge I+ @ admin~v

Deployments Upgrades @ Health Tasks ‘3 Show Notifications
m 0 running 3 success 0 wamnings 0 failures \ Filter |
© 1010112 Deployment to device successful 1m 54s
© 10.10.1.13 Deployment to device successful 1m 3s
© TD_Cluster Deployment to device successful 35s

ATFYT2 7I7AXO[ME (Edit) | (@) 27V v 7 LT, T4 AFEEORELRELET,

WFEAEDOREIL, 7 TAFND ) —RTER<, ZIAXBRITHEATEET, w&zE. /—FKZTE
WERGEEETEETN, AV F—T 2 AIT TAFEBRIZONWTOARETEET,

ATv T3 [T/NM R (Devices) 1> [T/31 RAEE (Device Management) |>[¥ 5 X4 (Cluster) | HiEIZ, [4f%
(General) ], [7A & A (License) |. [ AT A (System) ], BLU [~/ A (Health) | DEENDER
SNET,
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TD Native Cluster

Cisco Firepower Threat Defense for VMware

Cluster Device Routing Interfaces Inline Sets DHCP VTEP

[ 1010113

‘ General raas

WD FAXEAOHEEEZZRL T EEN,

| ‘ System

oc.\

o [&2f% (General) 1>[4 A1 (Name) ]: [fwfE (Edit) | (&) 22 VU v 7 LT, ZTAXDOERTRAELERL

L%,
Cluster Device Routing Interfaces Inline Sets DHCP VTEP

General @
Name: @ TD_Cluster
Transfer Yas
Packets:
Status:
Control: 10.10.1.13
Cluster Live View
Status:

ZO®%IZ, [4HT (Name) | 74—/ RERELET,

General

Name: TD Native Cluster

Transfer Packets:

Compliance Mode:

Performance
Profile:

TLS Crypto
Acceleration:

Force Deploy: -



o [&f% (General) 1>[7 7 AHX AT —H% ADFA (View cluster status) ]: [V T AX AT —H ADER
(View cluster status) |V > 7 %27 U v 7 LT[V T AZ AT —H A (Cluster Status) | XA 7 27Ky
7 AEBEET,

Cluster Device Routing Interfaces Inline Sets DHCP VTEP

General ra
Name: @ TD Mative Cluster
Transfer Yo
Packets:
Status:
Control: 10.10.1.13

Cluster Live
Status:

[ T AH AT —H A (Cluster Status) | XA 7 27Ky 7 AT, [lBE (Reconcile) 227 VU v 27 LT
T—Ha=y NOBEERRITTAZ L TEET, /— Ko7 Z2AXIY 712 ping & FE1TT
HTEHTEET, 7 T7AZ—HIIHIY > 7 ~D ping DFAT (54 X—2) LTI EIW,

Cluster Status (]

Overall Status: Cluster has all nodes in sync

Nodes details (1) :- Reconcile All | | @ Enter node name

Status Device Name Unit Name Chassis URL

> In Sync. 10.10.1.13 Control 10.10.1.13 N/A

Dated: 11:22:40 | 30 Aug 2022

37



o [2f% (General) 1>[ 7 7/bi =— bk (Troubleshoot) ]: N T 7/ a—T 4 v/ u AR LW
Fyra—RLizh, VAL CLLZRRLIEDTEES, JI7AXD NI TNy a—T 17 (53

~N=Y) EBRLTIESN,

10: 5 TIW>a—F4v5

General s
Name: © clusterVFTD
Transfer Packets: Yes
Status:

Control: 10.10.43.21

Cluster Live Status:

Troubleshoot:

[Z7A4 A (License) |: [fmfE (Bdit) ] (&) #27 Vv 7 LT, 748 At HEKE

BIELET,

ATy T4 [T/N4 R (Devices) |>[T/31 RAEHE (DeviceManagement) |>[T/31 X (Devices) | DA Lo Kk v~
B A=a—T, JITAZHNDOEA L N—ZBRL, ROBRELXHRET LI ENTEET,

o [2f% (General) 1>[4A1 (Name) ]: [fmfE (Edit) 1 (&) #27 Vv 7 LT, 7 TAX AL NN—DFER

38

LEEELET,

General

Name:

Transfer Packets:
Mode:
Compliance Mode:

TLS Crypto Acceleration:

D%, [4AT (Name) ] 7 4 —/V REZFRELET,

(X

10.89.5.21

Yes

routed

MNone

Enabled



General (2]

Name: | 10.10.1.13 |

Transfer Packets:
Mode:  routed
Compliance Mode:  Ngne

Performance Default
Profile:

TLS Crypto Disabled
Acceleration:

Force Deploy: -

s [HH (Management) [>[FA L (Host) ]: 7 /34 ARETEIHIPY FLAZEE T 554, Management
Center TH LWT KL A2 —HEHE TRy hT—7 EOT A AZRZETEXH L oL, [FE
(Management) ]fEIKC [ A K (Host) |7 FLAZMRELET,

Management 0:}
Host: 10.89.5.20

Status: v

HDISRAADANIAEZRA—DETE

[7 7 A% (Cluster) | X— D[V T AL~V AE=H —DKiE (Cluster Health Monitor Settings) |7 * 2 IZi&, &
DORTHHINTWVOIRENERTRINET,
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M:9S5AEDANILAEZE—DHRTE

Cluster Health Monitor Settings

Timeouts

Hold Time

Interface Debounce Time
Monitored Interfaces
Service Application

Unmonitored Interfaces

Auto-Rejoin Settings

Attempts

Cluster Interface “1

Data Interface =

System =

9000 ms

Enabled

None

Interval BEetween Attempts Interval Variation

5 1

5 2

5 2

RINISRABANIIREZRL—DIKXTE (Cluster Health Monitor Settings) ] % 3 >T—TILDT4—)L K

TJ4—ILF

Bl

H A 257 7 b (Timeouts)

PREFER]  (Hold Time)

BEECX DML 03 ~450 T, 774V NI3HTT, /— ROIRREZ MR
LIz, VI AR ) —REZ7 ZAZHIEY 7 T ) — Rign—heE— A v&—
VEFELET, J— RONREEENCET ) — b= = A vk —U %%
BLRWES, TOET /) — NIUSEREEITT v MRIEEE R shE T,

A UHE—=T 2 A ADTINT A
i (Interface Debounce Time)

FEETZ A%FIL300~9000 X UTYT, T 74/ ME500ms T, ¥ —7 =
AADT N AL, A Vv F—T 2 ATEENEAEL WD ERRESN, 77
AAMS ) — KIS D £ TORIE T,

Monitored Interfaces (E=4 1)
VIREA U E—T A R)

ABE—=T 2 A ADNNVA F =y 73V I EEEE=F—LET, REOmEEA
VE—=T 2 A ADTXTOYEAR— FD, FED / — N ETIEEENRAE LA, Bl
D) —REDORIUi#HEA L E—T oA ATT VT4 TR—=EDBDHIHBEE. TD /) —F
W37 FAZDBHIBRISNET, /= KRR R—%27 T AXNLHIRT D F TORFRE
I, A V2 =T A ADFAT L FD ) — RBFELHER ) — R THDLID, F2137
FRAAZZEBMLE D E L TWENT L - TRARY £77,

Y= RT7T I r—a
(Service Application)

Snort 7’1 2 XN disk-full 72 B ARERINTHWDENE I NERLET,

E=H Y TG DA v H—
7 = A A (Unmonitored
Interfaces)

F= B YU TRBNDA B —T 2 A AERRLET,
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TJ4—ILF

Bl

HEFR S O E  (Auto-Rejoin
Settings)

JPITAREA, BF—T xR
(Cluster Interface)

7T AZHY 7 ITEEPRRAE L RICBEHESORELFR T LET,

17 (Attempts)

FBETE DHMIL -1 ~ 65535 T, T 74/ ME-1 (BEHIE) T, HHEGORIT
B AERTELET,

RATORINE (Interval Between
Attempts)

FEETXAHEPIL2 ~60 TT, T 74/ MEI5HTYT, HiEARITOMNEZ 5 BEAL
TE#ZLET,

RIfEDO AR =— 3 > (Interval
Variation)

fRETEEMIT1~3 T, T 740 MIFRO 15T, T2 LIz &<

FTOMEIDEERLET,

F—H A B2 —T A A (Data
Interfaces)

T—=BA L F =T A AEENEE L RICHEBHEMESORELR T LET,

#AT (Attempts)

FEETE DHPHIL -1 ~ 65535 T, T 74/L ME3 T, HBEAORITEEEZRE
Li‘a‘o

AATORIE (Interval Between
Attempts)

FBETEAHEMIL2~60 T, T 74/ MI5HTY, HHEERITORNGZ 5 AT
TEHLET,

BIfEO NN =— = > (Interval
Variation)

BETEZ 2HMAIZ1~3 T, 7740 MIMEDO 25T, T2 & ICMEE R <

TLMNEI P EERLET,

AT I (System)

WE =T —NRAE LT RICBIFEAORELF R LET, N7 —I2i3, 77U
r—a VRIOZRA LTI N, —BEHEORWT AV A —a VAT — R A ERD
D £,

1T (Attempts)

FEETX DHPHIL -1 ~ 65535 T, T 74/L ME3 TT, HHEEORITHEZRE
LT,

FRATORE (Interval Between
Attempts)

HETX BHIEIE 2~ 60 TF, 774 MESHTT, FRARITOMIEE L
TiERLET,

RO AN =—3 5 > (Interval
Variation)

FRETE2MIT1~3 T, 774/ MIMRO 25T, 172 L ICFEE2 &<

TOMNEI D EERLET,

)

GE)

VAT EDNVAF 2 FEERNCTEHE, VAT LEADSNNVAF 2w I BNEGILEIN TWAESICEA Sy

74—V RiZFRrREINnNEEA,

B OREIL.

ORI a b ERTEET,
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FEEDOR—NF ¥ 31D, H—OWE A % —7 x4 Z1D, Snort 7HtE X, B Wdisk-full 7 et A EEHTXF
T, A EF=H YU TIIVLANY T A U F—T =24 X FT2X VNI RBVI 22 EORAERA o H—T = A A TILELT
ENFEX¥A, ZITALHMY) 7 DF=F ) U TITRETEEFEA, ZOY U 7ITEICE=F—SNTWVET,

FIE

AT T1
ATvT2
ATvT3
ATv74

ATy T5

ATvT6

42

[T/31 X (Devices) |>[T/\1 REHE (Device Management) ] ZiER L £ 7,
EHITL7 T AZORICH S [ (Bdit) 1 (&) 227V v 7 LET,
[7 7 A% (Cluster) | %27V v 27 LET,

[T AZ D~ VAE=H—DFETE (Cluster Health Monitor Settings) |27 > =2 > C, [ff#E (Edit) ] (&)
Vw7 LET,

[~VAF =7 (HealthCheck) | AT A X% 27V v 7 LT, YATLDNVAF v 7 BHHLE
‘a‘o

X 12: S RATLNLAF v DESHIE

Edit Cluster Health Monitor Settings X

Health Check @ )
v Timeouts
Hold Time 3 Range: 0.3 to 45 seconds
Interface Debounce Time 9000 Range: 300 to 9000 milliseconds
> Auto-Rejoin Settings

> Monitored Interfaces

Reset to Defaults Cancel m

SO MR VEER (2 2IET—2A X —T A ZAOBMNHEIKR, / — KPAA v FDA L HF—
7 = A ZADHIMIEDE,. VSSROVPC Z T D A A v FOIEM) #1795 & EIZiE, VAT LD~V A
F o VHSRER L, B LA L F—T oA ADE=F Y U 7B EDIILTL &N, FRE
VOEEMNET LT, REOEENTRCO/ — RIZRAMENTZE, VAT LAO~NVAT = v 7 HGER
HEADC A v E—T oA A=) VI TEET,

A=V REF E A v H—T =2 f ADT Ny AW EZRELE T,

o [F—/ L REFf] (HoldTime) ]: /— FDO/NN—FE—F AT —HX X X v —VOREMBREIETC L E
T, HETEHDH|MAILI~45HT, 7740 ME3IBTT,

s [A v HF—T A ADT Ny AFEH] (Interface Debounce Time) | : 7 /37 » AR IE 300 ~ 9000 ms
DOFETHEEZRELET, 774/ ME500ms TH, HE/NSST DL, A ¥ =7 =A ADMEE
ZROREICRIEHTEET, AV RARHEZES T 5L, BRRHOFRBMENE L 25 Z LICHEER
LTKEE, AU F =T 2 ADAT —FAEHBPRET DL, A I =T oA ARFEL LT —



JFTFENDET, /= RFRBESINZIVPEMHAELET, 20%, /— FiE7 7220 0HlkR
SIHLE T, EtherChannel 3% 0 REEN D 7 » TIRRBIZBATT 256 (A4 v TR Y r— NS/,
A A F T EtherChannel NENZ /e ~7270E) | TRU AN LV EL 72D, F—FDOARUR
MZBWTHID Y A% ) — ROFGFREmRRTED, 7 TALZ ) — KT ¥ —7 A ADEHENK
IRENDZ EZWTHZENHY 7,

ATYTT  ~NAF =y 7 REGOBEBREG Y T AZREEN AL~ A XALET,

13: BBBRESDRE

v Auto-Rejoin Settings

Cluster Interface
Atternpts

Interval Between Attempts

Interval Variation

Data Interface
Attempts

Interval Between Attempts

Interval Variation

System
Attempts

Interval Between Attempts

Interval Variation

Range: 0-65535 (-1 for uniimited number of attempts)

Range: 2-60 minutes between rejoin attempts

Range: 1-3. Defines if the interval duration increases. 1 (no change); 2 (2 x the previous
duration), or 3 {3 x the previous duration).

Range: 0-65535 (-1 for unlimited number of attempts)

Range: 2-60 minutes between rejoin attempts

Range: 1-3. Defines if the interval duration increases. 1 (no change); 2 (2 x the previous
duration), or 3 (3 x the previous duration).

Range: 0-65535 (-1 for unlimited number of attempts)

Range: 2-60 minutes between rejoin attempts

Range: 1-3. Defines if the interval duration increases. 1 (no change); 2 (2 x the previous
duration), or 3 (3 x the previous duration).

[ FAXA B —T A A (Cluster Interface) ], [T —H A % —7 = A A (Data Interface) ]. L

[ AT A (System) JIZIROfE%

FHELET (NI —IZik. 77V —a VORMZA LT Tk,

—BWDORNT S = a VAT =R ARERHY ET)

« [RI7E (Attempts) ] : FHfEA ORITEEE 0 ~ 65535 OFPHOMEICHRE L £T, 0IXHBIHGES %
M LET, [T AXA 2 H—T x4 A (Cluster Interface) ] DT 7 # /b MEIE -1 (FEHIBR) T
T, [T—HA ¥ —7xAA (Datalnterface) | & [V AT A (System) |DT 7 4 /b MEIX3 T,

« [RITOMFE (Interval Between Attempts) ] : FfE G ATOMIREZ 2 ~ 60 D HATERLE T, 7
T AN MEZS T, 7 TAZA~OEBINE /) — RBRITT 2R KA R, Rt ORERAE
REH & 14400 47 (10 H) ICHIBR S E T,

o [MIfE DN Y =—3 3 > (Interval Variation) | : BIfEZ NS E 0 E I nEEELET, 1 ~3 D
FACEZRELET (1: EERL, 2: BHATOMRO 245, 3: ERTOMBO 347 . =& 21 M

ba % 5/ IC5RE L.

oy % 2 IR E LA, BVIOFITH S 0k, 2BHORITN 10 5% (2x

5 3BEHORITA 2050 2x10) &RV ET, TTANMEX [ TRFAH =T A X
(Cluster Interface) ] DAL 1, [T —H A > ¥ —7 = A A (Datalnterface) | BL O[T AT A
(System) ] DAL 2 T,
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ATvT8

ATy
ATv 710

[E=X U TRBDOA % —7 A A (Monitored Interfaces) | /2L [T=H U L THRIDA 2 X —
7 = A A (Unmonitored Interfaces) ] 7 4~ RUTA U H—T oA AEBEIL T, E=F IV ITXHRDOA
VH—T 2 A AERELFET, [P—ERTFVr— a0 DF=H U 7G50 3 5 (Enable Service
Application Monitoring) | %74 > £7213A4 712 LT, Snort 7’m& R & disk-full 7R ADE=FV T %
ANEITENCTHZ LB TEET,
H14:E=RYITREAVE—T 4 ADEE

v Monitored Interfaces

Monitored Interfaces Unmonitored Interfaces

Add

Enable Service Application Monitoring

AVHE—T 2 ADNVA F =y 73V I EEELE=F—LET, FFEOWMBEA X —T A4 ADTF
RTCOYBR— R, FFED ) — FETIZEENEA LN, Mo /) — RFEDOR Uil v & —7 =1
ATCT I T ATHR—= I BHDHEE., ED/—REII7 TZAEZMPLHIREINET, /—KRAV =% 7T
AHEINLEIRT D ETORRIE, A v F—T A ADXAT L, FD ) — RBFESLIHER /) — R THDHH,
FRFITAZIBMLEY E L TODINCE TR ET, T 74V FTE, ~ANVAF = v 73T
RCDA X —T A A, BLWNSnort 72 & & disk-full 7 2R TH B> TWVET,

WZBPSNDA v B —T 2 f AD~NVAFT=F ) T BN TEET,

SO NREDEE (L2137 —F A B —T A ZADBIHIE., / — RRAL v TF DA X —

7 2 A4 ZADBFMU/AEN ., VSSROVPC E KT B A A T DB %2175 & XITiE, VAT LD~V A
Fry VHERERENC L, ML LA v —T oA ZADE=F ) T HEGDIC LT &N, FRE
VOEENFET LT, REOEEBTNTO/ = NZRBENTD, VAT LAONVAT = v 7 e

HEAMNI ALV I —T oA AT ) T TEET,

[fRTF (Save) 1 &2 U w7 LET,
REEFZRERLET,



DR/ —FDEE

DI3RB) T EENT D

J— ROHIBICH A T, EEA T T ADTOIC R ) — R&IET 77 4 7T 25608360 £3., ZOFIA
X, /= RE—RNZIET 77 4 7T 57200 b0 TT, /7 — RiE5] i & Management Center D7 /31 AU A KZ
RRENET, /=BT 7T 4T hdl, TRTOT—FA B =T oA AR vy N T SNET,

)

CE) 7 I9RF VT HEHCETIC) — FOERZY LR TLEEN,

FIE

ATYT1 BT d2=y MZX LT, [T A (Devices) ]>[7 /31 A& H (Device Management) | DJIE|Z 3R
LC[ZDOM More) 1 O 227U w7 L, [/—RKDIFAZ) 7 %#MEHZT 25 (Disable Node Clustering) ]
Vi N D= S I

ARTVT2 J=RDIFAZ) o T HaBENT D LR LET,
J— Ri&, [T73 A (Devices) ]>[7 31 AEE (Device Management) ] U A h DA RTOREIZ [ (M)
(Disabled) ) ] &R RINET,

ATYT3 VIRV T EFBOENCT DL, 7 7 AL ~OFESM (45 X—) #BRLTITEE,

DS RAI~NDEBESM

(72 21E, A v 2 =T oA ATEENRBELZIZDIZ) /=R 7 722 NLHIBRENZSGE. £RIEFEHTY 7R
BV T EEN LTS EIE. 7T AXICTFETHSMTAOMNENLY T, 7 T AX~OFSMEFITT HEIC, E
ERFREINTWAZ L EHERLET, /— F&2 7 7 AZDLHIBRTE ABAOFEMICHOWTIL, 792X ~DHES
mo(63 =) | LTI,

FIE

ATv T FEAMNTL2=y M LT, [T/34 A (Devices) |>[7 /731 A (Device Management) | DJIEIZ
BIRLTC[ZDOM More) 1 O #27Uw 2L, [/—RDOIZIFTAXY T HF T2 (Enable Node
Clustering) | Z##RLE3, >

ARTFYT2 J—=ROIFRAZ) o THRNITH L a MR LET,
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DIARAR/)—FDORE

I T AL ) — ROBGFIZRB U580, 7734 A)>5 Management Center (Z%f LTV T AX AL N—2 v T ERET
X ¥4, 7= & %X, Management Center NFFED 7 BEATHEINTWAD, Iy NUY—JICRERD HHE. 7 —
Z )= ROBEKIKBT L2 LDBHY £,

FIE

ATw 1 7T AX O [Devices] > [Device Management] > [Z Dfth (More) ] () Z3®R L. KIZ [Cluster Live Status] %
B L C [Cluster Status] # 4 7 2 7R > 7 A& & 7,

ATY T2 [TRTEMHA (Reconcile All) 127V 7 LET,

15: 9 RTCERE
Cluster Status (7]

Overall Status: & Cluster has all nodes in sync

Nodes details (2) Refresh ‘ S | Q. Enter node name

Status Device Name Unit Name Chassis URL
> In Sync. 172.16.0.50 Control 172.16.0.50 N/A
> In Synec. 172.16.0.51 172.16.0.51 MN/A

Dated: 11:52:26 | 20 Dec 2021

G AR AT =R ZADFEFEMMIONWTIL, VIARAEZDE=LZY T (47 2—) BB LTI EE N,

9 S XAZETIE/ — FOEFRFERR & #H L L Management Center ~ 0 & &

Management Center 725 7 7 A X B GERTEET, UKD, 7 I9AFBFIZOFEMRINET, 7 72X %
LV Management Center [ZiBINT 2581, 7 7 A X 2B MRT 52 LN TEET,

7 TGRS ) — RERINT S Z L 72 < . Management Center 2> / — R& B EkfRERT 52 L b Tc&x 4, /— NiX
Management Center |IZR/RSIVTCTWERFAN, 127 TAZO—HTHY |, 5IEHE T 70 v 7 2 ELTHIE , —
2725 Z L b ARETT, BUEEMEL TV DI ) — N & B8R 2 Z L 13T& £ A, Management Center 7> H I
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RABEIZR o ) — FITBEMR L TOMMNEVWE AN, BHEE N T 7V a—T 4 T 50 77 AZ DO
ELTHELTEBSZEBARETT,

7 T AL DGR
* Management Center & 7 7 2% L DROFT X TOWBENEIWR S E S,
o [T /31 A (Device Management) | X— U057 T AXNHIBRSLET,

« JTABEDT T v N7 4 —AHER Y —"T, NTP Z{#H L T Management Center 7> 5 Rl 25795 L 2 IZ3E
ENTWAEAE., 7 7 AZ08 e — I VIEEEBICR S E T,

CREIZZDEFIZ AT, VIAZIZINT 7 4 v 7 OB EHAT L E T,
NAT R VPN 72 EDHR Y v—, ACL, BELAS V¥ —7 = A AERIIHER SN E T,

[Al U F 721351/> Management Center (27 7 A X ek d 5 &, XEVHIRSIN DD, 7 FAZITZDORFA TS
T4 DB EEIELET, 7 TAXRTEITZOEFHEIND 2D, 7 T AXRREBINTE 9, BEIFICT 7
TR aryhe— LR —FRINTEETN, NT 74 v 7 ZHELET LA, BEREZICHMORY >o—%2 @A L
THhOREFERTLIVNENRHY 7,
1R BRI
ZOFNETIE, WINND ) — RK~D CLI 7 7 Z ARKLETT,

FIE

AT T [T/34 2 (Devices) 1> [T 731 A& (Device Management) | DJEIZEIR L, 7 T AHX N — KD [ZD
fl More) 1 O &2 U 27 LT [XEMER] [HIER (Delete) | 2R L E£T, >

ATYT2 VTAEN ) — REBGMRT DL H5ROLNTH, 1TV (Yes) 1227V v 7 LET,

ARTYTI VITRLRAN=D 1 DEF LT AL AL LTEMT 22 EI2L0, 772X EFH L (F72ERL)
Management Center |ZX$k T £7,
TIGARBE ) —=RD1 2T NARE LTEMT LT, VDI F7AL ) — KR EShvET,

a) 1 >0V A% ) — RO CLLIZE:H L, configuremanager add =~ > K% {#H L CHr L V> Management
Center Z ikl L £ 97,

b) [T/ R (Devices) | > [T/ REHE (Device Management) | Z#R L, [F/34 ZDiBM (Add
Device) | #7 VY v 7 LET,

ATy T4 HIELZ ) — REFHEBNT A HECOWTCE, 7727 ) —FORE 463—) | #1LTL
7230,

DSRARADEZHRYDY

7 A& %, Management Center & Threat Defense ® CLI TE=4# —T&Z %7,
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[7 T AHZ AT —H A (Cluster Status) | XA 7 17 HR v 7 AZiX, [T 734 A (Devices) |>[7 73 AEH (Device
Management) |>[Z®Dftt (More) 1 ) 74 2 b, F720X [T 354 A (Devices) |>[7 231 ZAEH (Device
Management) |>[27 7 A% (Cluster) | ~3—3 > [2f% (General) |fEIk>[27 T AX DT A T AT —H4 A (Cluster
LiveStatus) |V /M7 7 ATEET, > > >

E16: 0 SAFDAT—FR
Cluster Status [ 2]

Overall Status: Cluster has all nodes in sync

Nodes details (2) Refresh Q. Enter node name
Status Device Name Unit Name Chassis URL

> In Sync 172.16.0.50 Control 172.16.0.50 N/A

> In Sync. 172.16.0.51 172.16.0.51 N/A

Dated: 11:52:26 | 20 Dec 2021

HlE ) — NIZiX, £Or—NVEZR"T T T 74 v 74P 0—2R3H 0 E£T,
U FALRAUN= AT = HATIE, RORENEENET,
o [A#IH (InSync) : / — RI% Management Center {288k S LTV E T,

o BERORE Y (Pending Registration) : / — RiXZ 7 A X O—HTF 23, %72 Management Center |2 8§k S 11T
WEHA, /— ROBFRZTRRLIZGE1E, [T X3TEZHE (Reconcile All) 1% 7V v 7 LTHEZLZ FHFAITT
TET,

o 7T AKX TS (Clustering is disabled) : ./ — Ki% Management Center {Z & E SN TWETR, 7 T X
BT 7T 4 TIRAN=TTF, 7 TAZ Y 7REE. BTHAMMET D TEN D LHEFEEETITHE
FFexEd, £o, /—REZIRAED00GHIRTHZ L HRHETT,

« 7 7 AZIZHMH... (Joining cluster...) : / — KR ¥ —3 LT/ ZAZIIHMLUTHWETR, SIIET L
TWERA, BIN#£IZ Management Center (28 6k SV E T,

J—RZ &I [ (Summary) | & [JEFE (History) | &€ RTXET,



17:/ — KD [BEE (Summary) ]

Status Device Name Unit Name Chassis URL

l Summary H History ]

ID: 4] CCLIP: 10.10.10.1

Site ID: NYA CCL MAC: 6c13.d509.4d9%
Serial No:  FJZ2512139M Module: NYA

Last join: 05:41:26 UTC Dec 17 2021 Resource: N\A

Last leave: N/A

18: / — KD [BFE (History) ]

Status Device Name Unit Name Chassis URL
l Summary ] l History ]
Timestamp From State To State Event
05:56:31 UTC Dec 17 2021 MASTER MASTER Event: Cluster new slave enrollment hold for app 1 is relea...
05:56:31 UTC Dec 17 2021 MASTER MASTER Event: Cluster new slave enrollment hold for app 1 is relea...
05:56:29 UTC Dec 17 2021 MASTER MASTER Event: Cluster new slave enrollment is on hold for app 1 fo...
05:56:29 UTC Dec 17 2021 MASTER MASTER Event: Cluster new slave enrollment is on hold for app 1 fo...

e [¥AF L (System) | (3F) > [Tasks] ~<—<,
[# A2 (Tasks) | X—UITIL, / — RBBERINDTZNT Y T A X BGRS AT DRFERDPEFRSINET,
o [T /314 A (Devices) ]>[7 /31 A& # (Device Management) ]> cluster name, >

FNRAZAD—ERFR—T T FTAAZERETHE, IPT RLADRRICFDO T — LR FRIN TV, — R
BEte, TRTOANN—) —REFRRTEET, BEFO/—RX, v—FRFOT7 A arRBERREINET,

* show cluster {access-list [acl_name] | conn [count] | cpu [usage] | history | interface-mode | memory | resource usage |
service-palicy | traffic | xlate count}

7T AL EIROERT — X FI213F OMOEREZFKRT 5121, showcluster =2~ REEH L EJ,

« show cluster info[auto-join | clients| conn-distribution | flow-mobility counters| goid [options] | health | incompatible-config
| loadbalance | old-members | packet-distribution | trace [options] | transport { asp | cp}]

7T A B EREFTTHITIE. showcluster info 2~ REEH L £,
DSABAANIRAEZA—SFyaR—FK

DSRAEDAN)ILAE=ZR—

Threat Defense 737 7 A % OHilfEl / — K Toh 5 35A . Management Center (X7 /54 A XA N w7 F—X a Ly Zhb S
FIERA N w7 ZEHICELE T, 7T AZ DNV RAE=H—F, ROTFR—F 2 P THERINLTHVET,
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MES 2R =N 7T A IR Y 7 TRALE BLOA Y v Fr— MCHETLEREFRLET,

s hRu TR ailid, VITAREDTA T AT —X A MEx OBEHEOWRE, BRHE ) —Kox AT
(ﬂ@/~hiti7~&/~h)\kiUTA4X®ﬁm#%réhi#o7A4X®%%mJﬁ%
(Disabled) ] (F/3 AR T A2 &=L &) | [HIHREETENM (Added out ofbox) | (NNT VY v 27 75
7 K2 Z A% T Management Center (ZJ& L CWRVEN / — F) | E7203 % (Normal) | (/ — ROBEAEM
RIREE) OWTRNTT,

o« VT AKX DRE 7 Vg ZiE, CPUMRHER, A UMEHE, AJjvL—h, WLV —F, 7277 4 7728
. BLXONAT ZHEICET AV TAXDOBEDA N v I RFRINET,

A

GE) CPULAFEUDARNY 27T, T—ZFL—2 & Snort OFFHEDOE A OB %2R LET,

ANV I Fr—F, DFV, CPUMMAR, AT VHEHR AV—Ty b, BIOEREIE, FEE S
MIZBIT D7 722 DREZREFTRLET,

BRI A a2 R =R 22000 4V xy NTYTAZ ) — REROARGEHEFR T LET,
T 4 Yy MIIE, 7T ARE ) — REEROGMEHICK T 2 3y B LU RO NE RIS NE
T, ZOT—HXiL, /—FICEoTHEMBPEDLITHBHBEINTWENEZRLET, 20U Y=y hEHH
TBHE, AWMOBOREEZMBICHE L TIEETEET,

o J— RNt 4 Y2y MIE, /J—FRLLDRA N v I RREANTERINET, 7T AHX ) — KD

CPU M=, AEVMMR, AN —h WhHL—b, 777 ¢ 7708k IO NAT ZHEIZE+ 5 2
N w2 F = RERRENET, ZOT =7 N Ea—Tik, 7—FZHEMNT T, A—BEfBICFETE X

‘a—O
CAUN= NI =< A By aR— R VT2 )= ROBIEDA M) v 7 &2FRm LET, B 7 X &ML

T/ —FRET74NH VT L, BE/—FOFEMERIRTEET, AN v 77—, CPUERAER, AEV
ERR, AJ1v— b, WAL — b, 777 40 78, BIXONAT BHENEENET,

cCCLE vy v alR—K: 7 AXDEIEY v 7 5—4%, DFVANL— b WL — 277 7B TERRLET,
c NTTNYVa—T 4 TNy BEIERASND NI TN 2 —T 4 T D Ny T EFIB~OFER Y
7 ERAELET,

o RFHHPH . SESERITTAZ AN v I HyvaR— U4V xy MIERRINDEREFIRT 2720 DM
FE AT RE 72 IRF [

CHAALLE Y aR— R JTZRAZBEDA N v 7L ) =R~ DA M) 7 OmGICET LT —F2£KRL
£, L. /= FOBRITERIHEA Y v 7 ICoBEH S, /— FRET 2527 7 22 BRITEH SivE
NS

DS RE ANLADEKRT

COFNEEFEITTHICE, BHE2—Y— AT FrRa2—W— FhFxa2VT74 TFI AN 22—V —-Th2
VENH Y £,
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JITABNVAE=ZHT —(L, FTARARLFD ) —RFRONVAAT —Z AR a—2RELET, 27 T AHZA
NAF=H—L, —HEHOF L 2R —RKTITAID~NIVART —H A LHAI 2R L 4,

1R BRI

* Management Center O 1 DLL EDT A ANE 7 T AX ZER L TSN EHER L 9,

FIE

ATy T

ATy T2

ATvT3

ATv74a

ATy TH

ATvT6

[ ZF 2 (System) | (3F) >[E#®M (Health) |>[E=% (Monitor) | Z#HN L £7,

[E=#% VU7 (Monitoring) |7 —>ar v RUEEHLT, /— REAONNVAE=H—ITT 7
TALET,

FNAAY AT [EM (Expand) |1 (#) & [#T0 72724 (Collapse) ] (V) %27 U w7 LT, EEXf
RO TAZTNAADY A N RHEIIIT0 ol E T,

T T AFDNVAREF TR T DINE, VT AXZLEZ I Vw7 LET, T74NVTIE, JTAFE=H—
X, WS ONDHFERITEREINZL v aRh— RTCEFEBIORT7 43—~ ADA M) v 7 2R ELET,
AR I Xy aR— IO bDONEENET,

« [BEE (Overview) |: MOFRTEFRSNIZF v v aR—RPOLOTEERA N v 2R R LET, /—
K. CPU, AEY, AQjb— Dk, WAL — b, HEfehtithm,. NAT ZHERR ENEENET,
 [Afi53 8 (Load Distribution) |: 7 7 A% /) — RO N7 7 4 w7 L3N0y NOITHL
o [A2R—=RT x—< A (MemberPerformance) ]: CPUE=R, AF VMR, ANALV—=Tv |k,
HAOAN—T"> ", T 7T 4 778, 8L ONAT ZHIZET 25 ) — R LUV OFRHEH,
*[CCLI: A v H—T 2 A ADAT—HZABLOEN N T 7 1 v 7 OFiHER,

TNET )T HE SESERA NI v I Xy aRh— RIBHTEET, PFR—hahTnb 2

FAEZARNY v 7 OAFRHIR Y X I\ TiL,  [Cisco Secure Firewall Threat Defense Health Metrics] %%
LT ZEN,

HEBoO Re 72y c, R#EEEZZRECEET, RETIERET (7408 26, &KETH?2
B2 OWE 2T £9, Fa vy 7 Z 7 nb [Custom] 28R LT, W AX LAOBMEA &K T H
FRELET,

FTHT A2 E 7 ) 7 LT, BEIEHZ2 S DICRET D0, HEIEFEZ A 7120 2 F9,

IR L 7ZBEB#EHIC W T, FL U R T 7DREA— =LA DRET A 2270 v 7 LET,

JEBHT A =%, BIR U RN O BB 2R L £, TEOWIL, RIAOBIAIEZ] & #& TRZ 2R
LEd., BERORMOLE, BROFELITHRNPFRINET, BEOFEMEZIRT 5123, Ao L
CHoT7AarE27) v 7 LET,

() — FEBEDNLAE =X —DRE) = EBOF AL AL OEMCH 5T F— MNEHMT, /— Ko
ERAET 57— R R L E T
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EFHT I — R MIRA v 2 E2Ebdb e, J— FROEFHOBMELSFREINET, Ry T v 70 R
T, LS OOEFEWET T — FOMEO R EREINET, Ry T T v TE IV v 5L EEME
77— MEEOME 2 — 2B & £,

ATy TT1 (V—=FREAD~NNAT=Z—DE) T 74/ FTIE, T AE=Z—L, WS ODDOHFEFIEHRSIN
Ry aR— RCEFEBLONRN T =~ ZADA N v 7 2B ELET, ANV v I HE vy aRmR—R
WCIEROL ONREEnET,

« Overview : CPU, AEY | A Z—T A A, HEFHaHERRE, MOEREFHF v 2R— Kb
DEFRARN) v I ERRLET, T AVHEHEBELEE R0 X FRLEENET,

« CPU : CPU fifIZE, 7'mERBlE L U0MWE 27 BIO CPU ML E R ET,
*Memory : 7 /35 ADAE VMR, 7—F 7L —1 L Snort DAEVEHFEEEHRET,
e Interfaces : f VA —T 2 A ADAT—HABIOEK T 7 4 v 7 HEHER.

« Connections : ##iktel (L7 7o hvu—, 775 4 7. ©— 787 L) BLUNAT
BHTI T B,

« [Snort] : Snort 7 12 & A ZBHE T B FEEHE
*[ASP R 7 (ASPdrops) ]: S FXFARHEATRr v 7ENTZ/ 7 v MBI D 8T H,
TN ETY) T HE SFESERA N v I Xy aR—RIBHTEET, ¥AR—hShTWDHT

NAZRRX MY v 7 O@FERZR ) A MZ2WTiE,  [Cisco Secure Firewall Threat Defense Health Metrics | % 2
BLTIEIN,

ARTYT8 ~"NAE=X—OH EBIZH DT T A5E ([+) 227V v 7 LT, HHAMERA M) v 7 70— bHM
HOEKE Y FEHBRL, WAZ LT v aR—ReERLET,

JIGABBIRDHE v 2R — ROBFEIL, 7 TAZDA N v 7 TN —T%2RIRLTnb, AN v 7%
BEIRL £,

HDSRBARNY Y

JTABDNVAE=ZS =X, 7 TAZEZD ) — RIZEHET LHEHERE . Ao, X7 +—~v 2 A, BLOCCL
NT 7 4w OFHT — 2 OB R EZBL £,

RG:VSAREAN) VY

ARV Bk £

CPU JTAR ) —REDCPUA Y w7 DYy (F—2 T L— | =k T—
& osnort ICOWTENENFRTR) o

AEY TITAZ ) —=FREDAEY A N) w7 DY (=47 |R—krT—
L—2 & snort IZOWTEFNFNER) o

F—H Z)—F b JTAFIDERBRBIORET—F VT 74 v 7 OFE, |31 b
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AR £ EA EX
CCL A/L—7 v |k 7 I AZDERFBRLOHIE CCL M7 7 1 v 7 Oftit, A b
e 7T ABNDT 7T 4 7 IR K
NAT ZE 45 7 T AK D NAT A, e
Gagi 1T D7 T 27 NOERIAEK, K
Ty b 7 FAEZND 1T L DTy MEUE DL e

DSRID SN a—T42D
CCLPingY —/WZ2HHTHE, 77 AXEMY) 7 NIELLEELTWD Z L EHRTEET, TAAMRETTAH
THERARER R OY — VA FERT A2 b TE T,

s NT TN a—T 4T T AN )= KRNI TAFZIZESMTE WA, VT TN a—T 47 77 AN
HERICARSIVET, F72. [T/AM1 R (Devices) | >[T/34 REHE (Device Management) |>[V T X4
(Cluster) 1>[—#% (General) | =V 7 Mmb I TN a—FT 400 77 A NVEER LTI 00— T4 L
HTEET,

[ZDftt More) 1 O 227 U2 L, [NFTN¥a—T 17 77 4/L (Troubleshoot Files) ] iR LT, [7
NA AEH (Device Management) | X— U0 H 7 7 A NVEAERTHIEHLTEET,

s CLIH ) : [T/314 R (Devices) |>[T/\1 RAEIE (DeviceManagement) >[92 5 X4 (Cluster) ]>[—#&
(General) | = U7 C, JIAXD NI TNV a—T 4 VIR > HEOERFH CLI M2 FRTEE7,
I AR LTRDa~<y RPHEBICEITESNET,

+ show running-config cluster
« show cluster info

« show cluster info health

« show cluster info transport cp
+ show version

« show asp drop

+ show counters

 show arp

e show int ip brief

« show blocks

« show cpu detailed

« show interface ccl_interface

* ping ccl_ip size ccl_mtu repeat 2
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[~ K (Command) | 7 4 —/V RIZEED show 2~ REANTHI L HTEET,

7S RAA—HIE) > ~D ping DEFT
pingZFATL T, TXCDY TAX ) — KRNI FZAZGEY 7 N UCTHAIZBEETE L 2 L e T Ed, /—

=L

RO FAZIIBINTERWERFRERD 1ML, 7T AZHEY 7 OFRENIELL RN ETT, ExE. 7T A
AEFY 7 D MTU D, #5 L TWAHAAL v FOMIU £V b REXVEICRESH TS HEREERH Y 47,

FIE

ATy 1 [T/INA4 R (Devices) |>[T/3/4 REE (DeviceManagement) | DIAICER L, 7 7 A X ORED [ D1t
More) 1 O #27 Vv 2 LT[ TAXDTAT AT —HA (Cluster Live Status) | N L FE T,

19: 95 RIDAT—R R
Cluster Status

Overall Status: & Cluster has all nodes in sync

Nodes details (2) Refresh | @ Enter node name
Status Device Name Unit Name Chassis URL

> In Syne. 172.16.0.50 Control 172.16.0.50 MN/A

> In Sync. 172.16.0.51 172.16.0.51 MN/A

Dated: 11:52:26 | 20 Dec 2021

ATFY T2 /=KD 15%REML, [CCLPingl 27 VU v 7 L%,
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20: CCL Ping

Cluster Status @

Overall Status: @ Clustering is disabled for 1 node(s)

Nodes details (3) | Refresh l l Reconcile All l _0\ Enter node name

Status Device Name Unit Name Chassis URL

[ Summary H History CCL Ping

ping 10.10.3.2 size 1654
Sending 5, 1654-byte ICMP Echos to 10.10.3.2, timeout is 2 seconds:

Success rate is 0 percent (0/5)

wlem 1A AA N A alee APT

> Clustering is disabled 10.10.43.22 10.10.43.22 N/A

Dated: 18:38:41 | 01 Mar 2023

J—RiX, ®RRKMTUIZ—ET 237y b A XEEHLT, 77 AZXFEY > 7 THOTRTH /) — K
\Z ping ZEfE LET,

HDSREZDTFTYTFTL—FK

Threat Defense Virtual 7 7 A X %7 v 77 L— K4 25121%. ROFNEEZFEITLET,

FIE

ATy 1
ATv T2

ATvT3
ATvT4
ATvTH
ATvT6
ATvI1

=Ty hARA=Y N=Va &I T RA A=V AL —VIZT v Fu—RFLET,

BHENTE =Ty b A A= N=VaVTIITREDITURA AL AT T U — e EHLE
R

Q) XTI b AA—Y R=Va v ZHHLTA LV RAF AT T L— FDOab™ —Z2E L £7,

b) HLLIER LT TV — R eI TARE A VAR A T N—TIZT Xy F LET,

B—0y NA A= N=T 3 DT v 77 L— KXy r—% Management Center (7 > 7' — R LET,
Ty T T V=R RT 57 TAZTEEIRNT = 7 2FITLET,

R T = 7B LT b, Ty T T L— KRy 5=V DA VX b=V EBBLET,

Management Center {X, 7 7 A% ) — R&E—E|Z 1 DTO7 v 77 L —RKLET,

I IGAEDT v 7T L— R3pkE$ % &, Management Center [ ZiBFNI 3R SIVE T,
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T T T L—REDA AR ADU ) TNEEESE UUID ICEFIZH Y T8 A,

(6=3))

* ManagementCenter /2527 7 AZ DT v 77 L — R&Btad 25515, 7 v 77 b— FEOFESR 7 1
& AH1|Z Threat Defense Virtual 7 /31 A72334 5 T T L7V | Auto Scaling 7 /L— 2 K- TEZ#i
O LaWnWE 21 LET, INEB<ITiEE, AWS 22 Y —/LIZB#E L, [Auto ScalingZ /L—7

(Auto Scaling group) ]->[#£fliE%E (Advanced configurations) |DJEIZZ UV v 7 L, ~NVAF v 7 E
FORFOZWD T a2 —RHFIE LET, 7y 77 L —RRET LS, [FEMEE (Advanced
configuration) JIZFFERBEIL, —HiEILSNZ7 0w AZHIBRL CRAFRA v AZ L AR LET,

CAWSIZIEBI SN FAZ Z AT X —V U —ANnG Ry F VY =R T v 7T L —RLThbH7 T A
BuaRr—nNT v 7556, LW/ —REIRyFIV ) —=ATER ATy =V J—=AR—=T 5
THE#)LET, D%, ManagementCenter 154/ — R& /Xy F U U =X ZFETT v 77 L— KT
LLENRHY £,

BIOTFEE LT, 2Ny FREH S, Day 0 372V A # 2 K7 1 Threat Defense Virtual A > A %
VADAF T ay D Amazon ¥ A A= (AMI) EERTAHZ L TEET, 7T AH
BAT T LU= CZOAMMIZHEHALET, VIRAFEAT— VT v 7 T5E, EETHH L —
Riziz Ny F U U —2p3 @@ s E7,

DIRAR)TDEEEN

vy vaillE, 727 AKX Y T OEMWEICET AEEMIERAE T E T,

Threat Defense DH#EEEE IV S AR Y VY

Threat Defense @ —EFDOMEREIL 7 T A X U 7Tl A— FENT., —EIEHflz=y 2T TYHR—FINLET, £+
DO OEREIZ DWW TS 72 FHICEE T 2 2ENRNH HBENRH Y £9°,

YR— SN TWEWNEREE VSR VYT

IRDOBKEREIL, 7 T AXZ NV TNFRR L EIIRETET, a~vr MIIESTESNLET,

)

GE) 772XV 7 THHAR— hEI TV FlexConfig #§5E (WCCP A AT g g ) BFaRT 51T,
ASA D— R BED a7 4 F 2 b— g A FEZRL T Z &V, FlexConfig Tld, Management Center
GULIZIE721 %< D ASA BEREZ R ETE £

« UE— |k 7 Z7EA VPN (SSL VPN 15 LU} [Psec VPN)

*DHCP 7 7A 7> b, H—"— BELOTZmFX, DHCP U L —IH AR —FENTHET,
AR FNA U H—T A4 A (VTD)

- 5 AT
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cHEN—T A T BRIOT Y vy YT

» Management Center UCAPL/CC E— K

D3R8 T DRREPRIGERE
ROBREIE, HIl ) — F L2 TYR—bShET, 7 7AZOHEL AT —Y v/ ShEE A,

)

GE)  PREPRERED T 7 4 v 7IiE, 7T AZHIEY 7 BATA L= — FipbHill ) — FIZisiE S ET,
BB AE AT 25613, PREPREED N T 7 ¢ v 7 3P iIEERE & U T SN D ANS 0 #R
T T, #ilHl /) — FLS D ) — FIZIER END 2 L3dH Y £3, ZOHAIE. M7 74 v 75, — Rz
DIRSNET,

RS TP R REIC SOV T, Bl — R TERENRAET 2 & TN TOHEHN Fo v 7SR5 DT, B LHlE
J— F ETHEfi e LT DM H Y £,

\)

GE) 27722V 7 TH /b & TV 5 FlexConfighiE (RADIUS A AT va Vg ) ZFRAT HITIE, ASA
DR B ED 2 T 4 Fa b—a A REZB LT 7Z &, FlexConfig Tld, Management Center GUI
WZIE72 N < D ASA BEBEZ X E CTE £ 77,

CROT TV Ir—vary A AT g

« DCERPC
« ESMTP
* NetBIOS
« PPTP

« RSH

« SQLNET
+ SUNRPC
« TFTP

« XDMCP

CAXT 4T — k=R T
Cisco TrustSec £V S X&) VY

I ) — RN X2V T 0 7 v—T7% 7 (SGT) 1H#EFE L9, 0%k, #l#/ — o7 —% /7 — RIZSGT
NESNDTZD, T—% /7 —FiE, BXx2 V748 =2 TSGT O—FK & HrcxEd,
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BRREEISREI VT

BERHIBRIT, 7 7 A2 BRICERSNE T, &/ —FidE, 7 —FFr A A vt —VICESL 7 T RZ 2RO T
YA DOWEMENRHY £, 7T AZBKRTERHIRZHEEL Th, EEEZEZEL T, BMEICHIRETERN SRV
BRHYET, %/ — P TR AREORETO Y 7 A Z 2RO T 7 2 ZAEAE RGN E 7213t/ NGl S 12 wTRErED &
DVEF, L, m—= ATy TSNy 722 TR, RRORE L & HITIFRPER SN E T,

BAFIVIN—TAVITEXVIITRE) VY

fERIA > Z =T 2 AE—RTlE, £/ — FBRAZ U FT R A—2 L LTV—T 4770 haraE T LET,
N— bOFBIE, 4 — FRERIATOET

218 A B —TIA R E—RTDEAFIVI IL—F425

Router A

All units are using OSPF
with neighboring routers

ECMP Load Balancing

£ AN
[l ]

Router B

w
[=2]
[2¢]
[Te)
@
(8}

FORTEH, V—HF AIFIN—Z B ~DEI A NRANARS L EE2FELET, XREIFENLEN L DD/ — RE&i@
WLET, ECMPEMA LT, 4XRABTChTF 74 v 70— RS TEITVET, & — Rid, #ELr—& L
WETDHEEIL, ENENELDNL—F D ZERLET,

BEEIL, K — RICR R AL—ZIDBRHRTEIND LT, V—ZIDDI TAZ S —LERETHLERLY 4,
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FIPEOSRAEY VY

*FIPD F ¥ /Lt ar b —L T R LD7a—RNENENNDT T AKX A NR—=|ZL>THAINTWBHEE
X, DF v XA —F —ITEHINCT A RV ZA LT TN T v 7T = ear ba—/b Fx RNOF—F—IC
BEL, T4 KL AL LT Y MEEZEHLET, #2720, avbe—l 7o—0r—F—R)n—RKSAT, =
Yhe—L Ta—RBHRAT 4 U7 EINTEEAIE. BT e BRI SRR ET, LERS T, v
fae—L 7a—D7 A RV EZALTT MIEFSNER A,

NAT EDSRBEY VY
NAT OFEIZHONTIE, ROBIRHEEAZZBBL T 2 &,

NAT I%, 7 7 AZDOEENIRAN—Ty MNIEBE G2 52ROV ET, A T RBIXOT U T RO

NAT R7 v RI3, ZNENT 7 A X NORIO Threat Defense [ZEE XN ZENHV ET, v— KT 7 T
FYRXLIIPT RLAER—PMURGFEL TOETN, NATHAEHIND E XL, A VATV RET T MR RE

T, N7y FOIPT RLUARKR— MR E005CTF, NAT A4 —7F—TliL72V > Threat Defense (2255 L7/ v M,
I TALEINY 7 N L TA—F—lIEIND T2, FTAXGIY I KRED T T 4 v I BRELET,

NAT A—F—F, EX 2V T 4 BIOR) o—F = v 7 OFBRITIGEC T NOER A ER T 72 WAlEEMER B
720, ZEM — RiE, A—F—~DIRiE7 o0 —2{ER LRV SICHERE L TLEE N,

FNTHI TAZY VI TNAT 2EAT 25513, ROTA RTA40E2BFEBLTIEIN,

e 7UFXTARP AL HRIA LV X —T 2 ADEAIE. ~ v LS T RLARIZOWNT T B F L ARP A DEE S
NHZEEHVEFA, ZHUL. 7 TAFIAHEL L oo /R D & D ASA LB L — % LT BAfR & HE
FIoZLapi<icdTT, ToTARNI =L V=2, AL VTAZIPPT RLA&ZfET~y L7 7 FL
AWZDOWTIEAZ T 4 v 7 W—FEFIEIPBR EAT V2V N N7 o X TR FEHTHILERSD £97,

eR— K Tuav ENYTICLD PAT : ZOMEEIZOWTIE, ROFA RIA L EZFBRLTLEEN,

 RA MDY DERKRAIRIT, 7T AZBEOHIRTITAR, /= RZEIERICETSNET, Lzn>T,
RA MDY ORKAIRN TICRESNTWD 3 ) — NI FAZTE, RAINOD T T 4 v 733 DD
)= RIRTUEZR = FRF v T ENTWDLEE, 32070y 7 %% ) — RIZ1O>TO%E0ETHZ Ln
TEET,

N I T TSNPy T T ) — RTERENTZAR— b7 r Yy 7%, AR M2 OF KGR O H
FRZIXBRE S NER A,

« PAT 7"— /L DBZERITH LW IP 7 N L ZADOHIPH TEHE X415 On-the-fly PAT /L—/LDOEE TiX, HFrLnF—L
DENZIR > T THEWELEEF O xlate /N> 7 7w FERITHT B xlate /X 7 7 T OVER BRI L+
T ZOEBFEIIAR— DT ey Z7EID Y THEICEA R DO TIE R, T—ADBGHINNT T4 v I B0 T
AL )= R TRrR—= KT 7 3Nd T 7 AL B TORIGID—F)2 PAT 7' — /L OR#E T,

c VY ITAXTHIEL CWDGA., Vv BN Y CH A XeERTTHZLETEERA, LY A XE, 77
ABNDOET A A% ) va— RLIERIZOBFENNZRD T, FT 14 A0V a— KOLEMHEZERET 5729
W, IR ToOTr v 7ED B TL—LEHIRL, TNO6DONL—VIZEET LT X CTOxlate 27 V7352 &
EREIDLET, 0%, TRy VA REERL, Try 7E0 Y TOL— L EBERTEET,

e XA F I w7 PAT O NAT 7—/L7 RL RAEAR : PAT 7— V2 HRETHE, 7 TFTAZTT—LAHNOEZEIP T RL*
AAR—=FT oy Z\Z5BILET, T4 FTIE, 72 7528 —= R TR, A—FT7 o v 7% D YT L—
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NERETHE, RbVica—VoTay 7@ZEMHINET, b7 vy 737 7 AXNOD /) — RiETH)
I END D, £ — RIZIEPAT 77— LN IP 7 RLAZEZ 12U EOT vy 7 3db0 £4, Lo
T, FHESND PAT #55ICx L THYTH LRI, 7T AXDPAT 77— /W IZEHDHIPT RL A% 1 D72
HZTHZENTEET, PAT 7— /LD NAT b— L TTREAR— N1~ 1023 2505 L) AT v a vaik
ELRWIRY , R—F 7 1 v 7131024 ~ 65535 DR — MPHZ2 B 3— L £,

I DN —NVZET D PAT 7 — VO FFIF : HEONL— VTR U PAT 7 — L5 FHT 51005, L—McBiF A4
VHE—T 2 A ADFPUEEEZ LI LERNH Y ET, T_XTONL— /L THRHEDA ¥ — 7I4x%ﬁmféw\%
HVNETRTONL—NLT HEED| A U F—T =4 ZAZMEHT 50, WIThDLZEBRTLIMLERHY £4, L—b
ERICDTE S TREDA v Z—T A AL TR DAV E—T oA AERESHEDLH I LITTEERA, RESHE
Ll VATLANVE = NI T 4w TRAZANDIED R ) — R —HIELZENTERIRDIGENRH D
F9J, =V T EIZEADPAT 7=V EMEHT 52 &1E, &bEBEEOEWAT Y a2 T,

e T WL RrEYRL :PAT " —ADOF Ty Rabit, 7I3AXZY TR R—FENERA,
cHREPAT 72 L : YEBEPAT 137 S XX V) o THAR—FENEHA,

ol ) — RIZX o CTEFLIENAZ AT v 7 NATxlate : fillfl / — R xlate 7T — 7 V&2 #ifFi L, 5 —4% / — NIZE
%Li? ﬁ%%‘/ymu%zgkféﬁﬁ%?~&/~Fﬁfﬁbt&% . FDOxlate ST — 7 LRIZ AN
WhE. T—4 /) — FIIH#E ) — Ricxlate #EZBRLFET, 55—/ — KN Béﬁ%)ﬂﬁﬁbiﬁ“

« [HZND xlates : #EATH B D xlate 74 AT SN ERHA, LB oT, TA RAREMNT A RvZ A LT
T NEBZDLAEEENRHD FT, refent 230 T, 7 A RAAZA—flERBREINT=ZA LT 7 LD RKEXWEES
X, IHD xlate THDHZ EERLET,

cRDA VAR v aHDAXT v 7 PATIEIH D FHA,
« FTP
«RSH
« SQLNET
« TFTP
« XDMCP
. SIP

1 TEMBZDIFFIZE O NAT V—L 3 b 5851, 7734 AD CLI T asp rule-engine transactional-commit nat
av U REFHLTCER I 7 ary aliy NETAEZANITLILERHY 7, A L2NnE, /— KR
I T AZICBIMTERVAREERH D 7,

SIPA AR IVEHGSRAY VY

HE 7 e —1x., (a— R KRXFo2 028 0) FED ) — FIERTEETHN, F5—F 70— XR L/ — RIZFEET
DHRENRH D £,
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SNMP £V S RA2 VY

SNMP R—V 7, AA L VT AXIPT RLVATERL, HiZu—h1r 7 RLAZFEHLTLEEV, SNMP
T2 MRAAL T TAFIPT RV AZR—=V T 58, HFrLOEHIE Y — R2BAEREIND &, HrLWHIE S —
ROR—=Y 3B CE9,

7T ALY T TSNMPV3 2 L CWABBE, AN T AZTERBICH LWI T AZ ) — R&EBIN1 5L, SNMPV3
a—P—TH LV — FIcER SN E T, 2—F—%2HIRLCHBML, REZHBEHL T, 2—V—Z2FH L/ —
RIZHREICER T 20BN H D F97,

syslog E VS RZ) T

¢« VTAREZDE ) — RIZBHD syslog A vE—T AR LET, BX U 7EFHELT, &/ — KD syslog A vt—
VB =T 4=V RTRILTAA ZID M4 22, BOID Z2MHT20ha2RETEET, LT KA
NMREIZZ 7 AZNOTRTO )/ — RicEllsnTthfFantd, "AMET A ZAID L LTHEAT 2 X9
WX 7 ERE LSS, TXTO 7 — RTEKINDsyslog A v E—VB1O0 ) — RBLARII TS X
ICHRAET, VITAZT—MARNT v TRETEOVYTCONIZr—IN ) — R4ET A ZAID & LTHATS
X2 e X T EBRE LTS E, syslog A v E—VIXZNENHND /) — ROLAERESN TS LI IR ET,

VPN &EHOSRAYY VY
A MR VPN I, PREFRBEEE TS, §ili ) — ROAD VPN itz AR — L ET,

\}

G¥) VEeE—hT727EAVPNILX, Z7F7RARFZY U7 TIEHAR—FSNEREA,

VPN BBEZ A CTX A2DFHIE ) — R THY . 792205 AM#EEIIEHA SN EY A, HIffl ) — R CTREER
AL, T _TOBEMFED VPN #imn kb, VPN —HFIZ L > TUI—E 20 s 7220 £97, 85 LUVEE
J— RINBE SN L 21T, VPN #5542 BT A MENH Y £,
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