%

L]
LRI

A—

AT LERTE

Z DETIL, Secure Firewall Management Center ¢ 3 AT LAERKERE STIEICOW TR L £
D

* Firewall Management Center & Cisco Security Cloud] Oft & (2 ~<—3)
VAT DR OB L RREE (12 =)

Secure Firewall Management Center 3 A7 AR EDEE (12 ~X—7)
TI7EAUZXE (12X—=2)

TR aryhe—LORE (14 X—)

Eda 7 (15 °—)

A e 7EEE (19 ~—2)

IR (26 ~—)

EHEH (27 ~—)

DNS ¥ ¥ v a2 (28 5—)

HyvaR—F (29—)

¢ T HN—A (30 4—Y)
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HTTPS GEMIE (37 ~—2)
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XAV XDYE—LTIER (67 X—Y)

e Xy NU—I AR —DFKE (68 —)

e TrEA (68—Y)
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cUE—F I Y= DT 7 ERER (70 X—)
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ety var ZFALT TR (83 4—Y)

« 4] (Time) (84 ~—2)

« REZDFH] (86 ~—2)

s UCAPL/ICC 2T AT A (90 _X—7)
HERDOT T T L— R (91 =)

e —HPF—DFE (92 X—)

e VMware > —/L (96 ~<—)
it~ v B 7 (96 —)

« Web 7047 (98 ~—27)

o VAT LEEDIERE (98 X—)

Firewall Management Center & Cisco Security Cloud] D#t&

Cisco Security Cloud 1, 77 A4 7 U4 —/VDOEAZL#/ T A aDfEMe X274 750
R¥—v Rz, AitEafia L, ABfbzAlgEic L, Ry hU—27 T2 FARA 2 b,

TV r—varakotxa )7 2mibd 2 — 8 LKA M L E 9, Cisco Security

Cloud MRt T2 7N T, KVaInis 70 Ryh—ER&2lT577 v b7 4+— 4
77 —F T, EROMMLEERT IR TCE £,

Cisco Security Cloud Control 7 %7 7 > |~ Zf# ] L T, Firewall Management Center % Cisco Security
Cloud THAGR L., BELET, ZOMAITLY., 7747 U —/LOE CiscoCloud 7 F >
MZE A S v, RO K9 RREEN Rt S E T,

* #%5? Firewall Management Center (Z—H L72R U o — %L LET,
« Firewall Threat Defense /3 2D ¥ ¥ v F FubrPa=7 ZFEIEL £,

« 7T RIZAXR FERFE L, S F S &7 Cisco Security Cloud —E A& LT, &
NeT AT EREEBRIELET,

« Firewall Management Center /KD A X2 N O—Jfb ENlc B 2 —%2 G T 5
Firewall Management Center @ Security Cloud Control ~M&E A¥E(F OFEAMNZ >\ ik, A7 L
< A Management Center DEAMEfiZ S L T ZE 0,

Secure Firewall Management Center & Cisco XDR Z#t& 9 % (21X, [Cisco Secure Firewall
Management Center & Cisco XDR DA T A Rl 2B LT Z&W,

Cisco Security Cloud #i & D E 1t

Firewall Management Center & Cisco Security Cloud % #i# L C, Firewall Management Center & %
DEHXIET /XA A DT )5 % Security Cloud Control 7} > MIA > 7R — KL £, Firewall
Management Center 73 Security Cloud Control (2% L TA VR — R&nbd &, TOEIKRT /A
ADFER, BHIRE Y N —I 3T V=7 hOFR, IO Firewall Management Center Ul
~OMHARBNFIREICZ2 Y, BEEMT ONTETANA A ATV =27 NEEHTEET,
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https://www.cisco.com/c/en/us/td/docs/security/cdo/managing-fmc-with-cdo/managing-fmc-with-cisco-defense-orchestrator/m-onboard-devices-and-services.html#Cisco_Concept.dita_7724ed25-6e0d-4fcd-a6f6-aa9e273eb205
https://www.cisco.com/c/en/us/td/docs/security/cdo/managing-fmc-with-cdo/managing-fmc-with-cisco-defense-orchestrator/m-onboard-devices-and-services.html#Cisco_Concept.dita_7724ed25-6e0d-4fcd-a6f6-aa9e273eb205
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/integrations/xdr/secure-firewall-threat-defense-and-xdr-integration-guide.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/integrations/xdr/secure-firewall-threat-defense-and-xdr-integration-guide.html

FIE

&
2ATFw T2

ATvT3

ATvT4

Cisco Security Cloud #£& DAL .

1R BHHIIZ

» Security Cloud Control (%, Cisco Security Cloud Sign On % ID 7' m /3o Z— L LT L,
Duo % ZEHEFRGFEICMHH L ¥ 9, Cisco Security Cloud Sign On &2 7 A UERNH Y, T
TV MMERES NI Ay T N2 A oA U TELZ L 2R LET,

« Firewall Management Center & Cisco Security Cloud % #t49 % 1213 Security Cloud Control 7
T2 R AMETY, Security Cloud Control 77> W EIERWEAIX, 2OV —27 7a—
HIZTF o b2V 7 A M50, ERRLET, FEMIC OV TIL,  [Security Cloud Control
TFUo e 72 AT D) 2BRLUTIESN,

* Management Center D4 > R —7 ¢ » 71 % Security Cloud Control 77> k%,
Security Services Exchange (SSE) 7w MZVU 7 LET, FHMIIZOWTIX,  [Cisco
Security Cloud Control D7 7 A 7 7 #—/L % Cisco XDR 7> " T o> M2 U 7§
D1 ZZRLTIZSN,

ZDH AT BFEITT HIZIX, Firewall Management Center 723/3—37 3 > 7.0.2 ~ 7.0.x, £/
WINXR—=T g v 12UBTHLAVNENLY £,

Firewall Management Center C, [#& (Integration) ]> DJEIZEIR L 9,
[BAITED U — 3 (CurrentRegion) | R v 7 X7 U A MWLV ARy 77 RE@RIRL
£

GE)
o ZZ TR L7l 7 Z » RiZ. Cisco Success Network 35 & T Cisco Support Diagnostics 14
BEICBEHSNET, ZOREIT, Y Aa30ExX2 VT 4459 uXr 2 (SaaS) M
7% Secure Network Analytics 7 7 7 KD 27 T 0 RHUR G ER L £7,

» Firewall Management Center 2 CIZA~— F 74 B A ZHEK L TWDEHEE, T 740 b
TERREINDV—Va v BAY— TS BVADY =V a VIHIELET, ZOHA.
U—=Va BRI L0EETHY FHEA,

[A%h1t (Enable) ] Cisco Security Cloud DIJIEIZEIR L £ 5,

Security CloudControl 7 7 W7 > NMZR 7 A »F 572 DDROT 7 X TNE E3, 20—
UKy TT v T T a =l LoTTay 7 SRNTWRNI E 2R LTSN,

[Cisco SSOIZ#Ze (Continue to Cisco SSO) 1% 7V v 7 L ¥,
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https://www.cisco.com/c/en/us/td/docs/security/cdo/managing-fmc-with-cdo/managing-fmc-with-cisco-defense-orchestrator/m-basics-of-cisco-defense-orchestrator.html#Add_CDO_to_SecureX
https://www.cisco.com/c/en/us/td/docs/security/cdo/managing-fmc-with-cdo/managing-fmc-with-cisco-defense-orchestrator/m-basics-of-cisco-defense-orchestrator.html#Add_CDO_to_SecureX
https://admin.sse.itd.cisco.com/assets/static/online-help/index.html#!t_merge-your-cdo-and-securex-accounts.html
https://admin.sse.itd.cisco.com/assets/static/online-help/index.html#!t_merge-your-cdo-and-securex-accounts.html
https://admin.sse.itd.cisco.com/assets/static/online-help/index.html#!t_merge-your-cdo-and-securex-accounts.html

27 LEE |
. Cisco Security Cloud & DAL

1: Cisco Security Cloud & 5 Z & R—2

Let’s get started!

1 2

Sign Up/Sign In with Cisco SSO Register FMC with a SCC Tenant

Continue to Cisco S50

AT wF5  Security Cloud Control 77 7 > MZu 7 A LET,
2: Security Cloud Control A >4 >

il
CI5CO

CONNECTING TO SECURITY CLOUD CONTROL

Security Cloud Sign On

Email

Don’t have an account? Sign up now

Or

Other login options

System status Policy statement

Security Cloud Control (27 74 >3 % 72 ® Security Cloud Sign On 7 # 7 > ki3 /p <, 7Y
> M EAVERT B8A1E, [Security Cloud Sign On] ~X— C [4F < H$k (Signupnow) %27 VU v
7 LE7, [Create a New Cisco Security Cloud Sign On Account] #ZM L T 72X 0,

ATY 76  ZOFHAIHAT 2 Security Cloud Control 77> k #3®&R L £, Firewall Management Center

EEBIXIGET N A AlL, T Z TR L 7= Security Cloud Control 77 MZA Y R—F 4 7 &
NET,

B O x7imE



https://www.cisco.com/c/en/us/td/docs/security/cdo/managing-fmc-with-cdo/managing-fmc-with-cisco-defense-orchestrator/m-basics-of-cisco-defense-orchestrator.html#Create_a_NewCisco_Secure_SignOn_Account_and_Configure_Duo_MultifactorAuthentication

Cisco Security Cloud #£& DAL .

3: Security Cloud Control T+ > F%:&IRLET,

vilra]n
CIsco

Welcome to Security Cloud Control

OTo proceed with the registration of your FMC, please select a SCC
tenant to register with the FMC and verify the code displayed below
matches the user code from your FMC.

@ Select Tenant () Create Tenant

ace2-test
CDO_cisco-eventing
cisco-amallio
Hoysala_CJ
TechPubs-Cloud

TechPubs-OnPrem

Grant Application Access

Compare the code below to the authorization code shown in the FMC tab. If the
codes match, authorize the FMC to complete the registration.
If the codes do not match, cancel registration.

2106C2B8

FMC would like access to your SCC tenant.
« Users: All internal users in FMC will have read-only access to this SCC
tenant.
+ Data: FMC will be able to collect data using SCC APIs.

Security Cloud Control 772 IS E 22NV, £ Z0OMAITH LWT o 2T 5
e, rLnrFr EERRLET, FEMIT OV TIEL,  [Request a Security Cloud Control
Tenant| [JFE] B LT Z &0,

AT w71  Security Cloud Control 7 7' L ~— | ZFK/R &5 22— K3, Firewall Management Center CH
fhxnoa—Fe—ETLZ L2 LET,

[ 4: Firewall Management Center DFEZE 1 — K

Grant Application Access

Verify this code in the new window when prompted

2100C2B8

If the new window doesn't open automatically, click here to continue

ATv 78 [FMCO#F# (Authorize FMC) 1% 727 U » 7 LET,
A7 79  Firewall Management Center C, KD X 9 T EL £7,
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https://www.cisco.com/c/en/us/td/docs/security/cdo/managing-fmc-with-cdo/managing-fmc-with-cisco-defense-orchestrator/m-basics-of-cisco-defense-orchestrator.html#Add_CDO_to_SecureX

vRTFLEE |
. Firewall Management Center % 5 FEAEFER T—2 XD

« [ X hDEE (Event Configuration) ] : Firewall Threat Defense 7 /N1 A3 A X F &7

U RICE#EFETE D LOITT DT, E&“ﬁffﬁxﬁ LET, ZOXR—VTRES
NieA Ry b2 A 7%, WA FRETH I @ofw . BEOREITHENTE £,

FEABIZ DWW TCIX,  TCisco Security Cloud (24 X F%Tmf% HE2IT 5] 2BRLTL
EEW,

[Cisco Al Assistant for Security] : Firewall Management Center |ZB#fH T 5N Tnd S F X F
IR B AT DIARE T HITIL, Cisco Al Assistant Z G202 LET, FEMIZOVTiX, Cisco
Al Assistant for Security % f#i i L 7= Firewall Threat Defense 7 /31 A DA 72 H (8
N—=V) EZRLUTIEE N,

[RUS—FF+ 5S4 EFTTF 4344 (Policy Analyzer and Optimizer) ] : TLE/L—/1L<°
¥ RUL— L EPOREIIHT AT 7R a2 ba—L FBU o—%E L. B Sh
TEREZEET DT 7 a 2T 0123, 20X 7Ty a eI LET, Fflico
WCIZ, [Cisco Secure Firewall Management Center 7 KX = A hL—y 5 A4 K] @ R
Vo—TF AV EFTT 4~AVEMHHLTCRATEZHFELTEET S HEaSBR L TL
2S00,

[Cisco Security Cloud 7" — k  (Cisco Security Cloud Support) ] : Cisco Success Network 35 &
X Cisco Support Diagnostics H$EEZ AN LT, WAF~v—H T B A L =T F7IZH
Ly PiR—= b= ANV 2o A2 L& d, fEic 20T, RO A RY v 7 &
WEt&E v 2 2 L AT 5 72 O Firewall Management Center D% E (9 X—) BILOT
NA AEFMT — & % v A2 L IHT 572D O Firewall Management Center D% E (11
N—=Y) 2ZRL TSN,

[Cisco XDR H &l (Cisco XDR Automation) | : Z DHEREZ BT 5 &, Cisco XDR =—
P —2MERR L7 BE) U — 27 7 2 —3 Firewall Management Center U »/— A L@ CT& 5 L 9
(2720 F9, FEMICOWTIE, CiscoXDR HEL & L 72O & xhiE 22 R LT
TEEW,

[ta42yFIFIOEY 3 =Y (ZTP) (Zero-Touch Provisioning(ZTP)) 1: VT NEE
“C Firewall Management Center [Z7 /31 A Z Bk T H551L, EnZ vy Fruneya =7
EANCLET, /)7w5ﬁ377t2:/bm~wT)/~%ﬁmLT10@7A
AAZRFET DL, VITAESL, FAITREY a = I RRESNTZT A AT
YT — b EEALTHEEOT N, 22 —EIOREFT D52 b TEET, FFMlCONT
iZ. [Cisco Secure Firewall Management Center 7 KX = A hL—a > A4 K] o [T
TNEZGETNART T — R L TTAA ZAZBINT 5] HESRLTLES
VY,

ATy T10 [{R1FE (Save) 1227 VU v 27 LET,

Firewall Management Center D9 5 ) FEAZE[FR T—F ADERTR

Cisco Security Cloud i &% A2 T 5 & 3R L 7= Security Cloud Control 77> I Z Firewall
Management Center 2VEAYE{ I NNE T, ALV AR—T 4 VT X AT DAT—HZ A% R RT HIT

B o Rx7LoEE


management-center-admin-77_chapter26.pdf#nameddest=unique_89
http://www.cisco.com/go/firepower-config
management-center-admin-77_chapter26.pdf#nameddest=unique_91
http://www.cisco.com/go/firepower-config
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Firewall Management Center D7 5 FEAEBR T—2 ADRT .

I%. CiscoSecurity Cloud[#t& (Integration) | X—T D9 5 FEAEFRT—F X 2L L

TLIEENY,

WROKT, 777 NEAME(HAT —F ZZOWTHHP L ET,

R1: U5 FEAERBRT—H2R

AT—82R

Bl

Online

Firewall Management Center 73 Security Cloud Control (23 A #{j X
NEJ,

FoR—=T 4T

770 MEAWERS A7 PETH T, 2B TTHETIC
K10 325 a1 0 £7,

Security Cloud Control T®
7 —

Firewall Management Center 27 7 7 R ~DE AUEfjf H1|Z Security
Cloud Control T 7 —2334 L ¥ L7z,

LiE5 < LTH 5 Cisco Security Cloud 5t 5 DB ML ERA T2
éb\o

AR (Not Available)

Firewall Management Center 7% Security Cloud Control 2> & HIIB& S 41
ey, X r 70 FEANER S A BNERIEE>TE LT,
Security Cloud Control | & 72 Firewall Management Center % #% i L
TWEH A,

Cisco Security Cloud Z F AN L THTLZI VY,

[BlEARE

(Unreachable) ] : & A%E
A TT D, BUE
Management Center & @15

TS EHEA

Firewall Management Center | Security Cloud Control (Z 1E %7 (238 A
#efj S Lk L7223, Security Cloud Control % Firewall Management
Center & JBE TE £t A,

Security Cloud Control 7> % Firewall Management Center <~ F-4%%
fe @ ITLET, FEMIZ- DOV TIX, Cisco Security Cloud Control @
T AT U4V EZHEH LA 7 L I A Firewall Management
Center DEHAZZHL T 723V,

AT —H ADFEIT LB L
FL=

770 Rt 7 —IZ L ¥, Firewall Management Center | Security
Cloud Control 7% 27‘ ZAZPFTEERFATLL,

LIZ5H < LTH B Cisco Security Cloud[#&  (Integration) ] ~2—
VEEH L TCAT =X AZMER LTS, MEAR L
S eiE.  Cisco Security Cloud Z FFEAZNZ L THA TS ZE WY,
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https://docs.defenseorchestrator.com/index.html#!r-preface-managing-fmc-with-cisco-defense-orchestrator.html

. Cisco Al Assistant for Security % {3 /i L 7= Firewall Threat Defense 7 /31 X D& R 71 EIE

\)

(F)  Cisco Security Cloud Ot % H M L7-#%. Firewall Management Center % Cisco Security Cloud
BB LIEZ D E TRR IO D558 U £9, Cisco Security Cloud D#E &% AN L
7%, [P959 KA vR—T 4 Y XF—% X (Cloud Onboarding Status) | 2%/~ & 720
A%, [Cisco Security CloudD#t4& (Cisco Security Cloud Integration) ] X—Y 2 HH LT 72
SV,

Cisco Al Assistant for Security % {5 FH L 7= Firewall Threat Defense 7 /\
ADHNRMGEE

Firewall Management Center @ Cisco Al Assistant for Security (%, AN THIEE & H RS FELEL
TPl ESVTHERINTVWET, Ziud, KOHBTHEMATE £,

» Firewall Management Center [ZBH#Eff 1T HTWA S E I ERF A7 OIREZROET,
RIEWRANT T 7T 4 ALEX2 YT A BRIHERL TWD 2 & 2B L £,
ARV —DOFHHEAS L, RV —DariR—xr b EEatE L £7,

)

GE) * Al 7V A% MiX, Firewall Management Center & B D A 23MEH TX £ 97,

« BTE, A1 T VAKX MiE, Security Cloud @ I —1 v 8B X7 V7 (APIC) Hulsk Cidfl
HAT&xFEtA, HEL, FEROICIIZINOOMIKTHEATEX X512 £7, KFTOE
o, V=27 —F 22RLTIZS0,

Cisco Al Assistant for Security ZE%1(Z3 %

1a s BRI
* Firewall Management Center D& BREEHEIR N 5 = & R L £,

* Firewall Management Center C Cisco Security Cloud ([#£& (Integration) 1>) 2HEZI/2 -
TWAHZ LB LET,

FIE

ATy 1 [FEHES (NewIntegration) 1> 227V v 27 LET,

AT w72 CiscoAl Assistant for Security 22 3 3 > ¢, [Cisco Al Assistant for Security® 4 %h{t. (Enable
Cisco Al Assistant for Security) | F = v 7Ry 7 A4 2L ET,

B o Rx7LoEE |


https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/release-notes/threat-defense/760/threat-defense-release-notes-76.html
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Cisco Al Assistant for Security Z &/ L f=%R— F DB .

Al TV AH o NEHHIT 5 &, Firewall Management Center A = = —/3—|Z Al 7 A X >
(O) BEFENET.

Deploy QA (C| € i @ vl sk

Cisco Al Assistant for Security Z{# A L =Y 7R— FrDEF

1R BRI
« Firewall Management Center D& BEEFEIR N 0 5 Z & AR L £,

» Firewall Management Center C Cisco Al Assistant for Security ([#t& (Integration) ]> >[Cisco
Al Assistant for Security M& %11k (EnableCiscoAl Assistant for Security) ) 2 E 72>
TWHZ LZ2MBLET,

FIE

R 71 Firewall Management Center A == —/3—"C, [Cisco Al Assistant for Security] ((O) #2U v
7 L\i—é—o

Deply Q |C| € 3t @ vl sE

Al T VAL FEDTHS &L, I—kA T 4 RUBREKRINET,

ATvT2 (EBOYOTITFAET4) IA—kA T 4 RUTars oY EERL, [AIT S AZ 2 b
DOit#E) (Launch Al Assistant) (%27 U v 7 LET,

ATV T3 AL TVARAZ L NY 4 RUT, FIHRERIBEOWTNNETIRT 500, 7FA M7 04—
RIZHBE OB EAS L, [AvE—YD3%(E (SendMessage) ] (#) #27 U w27 LET,

FEAMZ DWW TIL, AT Assistant = —H— 44 REZZB L T 7ZE W,

FRIKEDA FY v E#HFERTEHREFT S57-6D Firewall
Management Center (5% €

Cisco Success Network |%, Firewall Management Center % £ %)1Z L C Cisco Cloud & Ot % = 7 72
R AWML D7 70 Ry —E AT, MAFREMEHERNA M) —I 7 EnEd, 207
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https://cisco.com/go/firewall-aia

. FRRRD A b vy L#fEtE S R0 EHEFT 57180 Firewall Management Center 0 5% E

FIE

LAMIEZRRNY =7 FTAHZLI2L->T, IROFEH T, Firewall Threat Defense 7 /XA A 7>
HXEROT —H ZFR L THEEEXTY) = FOBEBAT —3 3 VITEET DA D= X LN
et nE4,

« Xy MU= AOREOFENEEE ESELT-0, EHFRETH Y 72y bARM H OBRE

WZOWTHEE L E T,
SR REZR, BT 7 =NV R— b —EREE=X Y IOV THEAILE
—a—o

o VA OKRFBIHESLL ET,

VAR TUESNDT VA MY F—Z OFEMIZ- OV TiX, Cisco Secure Firewall Management
Center 7 /341 AT L » TIUHE X5 Cisco Success Network 7 L A b 57— X [FE5E] BB L T
<TIEENVY,

)

GE) » Cisco Success Network |ZFFli€— FTITH AR — F I TWEREA,

« Cisco Success NetworklZ7 7 + /v h TEZhC /2> CWET,

* Firewall Management Center 3 %/)72 Smart Software Manager 4> 7L X A (IHFf : Smart
Software Satellite Server) % & 72 IZH8FED T A v A TR M AT 861X, Cisco Success
Network [TV AR — h ZvEH A,

48 BRI

Cisco Security Cloud#t & % %023 % 2>, Firewall Management Center 2 A~ — h 7 A & L A |Z
Bk LT, ZOX AT BFITLET,

AT w71 [#%& (ntegration) ]>[Cisco Security Cloud] DJIEIZEIR L £,
AT w 72 [Cisco Security CloudH 78— k (Cisco Security Cloud Support) ]C. [Cisco Success Network %

AMIZTT % (EnableCisco SuccessNetwork) | F= v 7 Ry 7 ZA& AL T, ZOP—E R
EAHINCLET,

GE)
%119 HANZ, [Cisco Success Network %z A %{l. (Enable Cisco Success Network) ] 7= v 7 7R v
7 ADRIZH HIFmETEA T TES 0,

ATY T3 [IRFE (Save) |27 U w27 LET,

B o Rx7LoEE |


https://cisco.com/go/sfw-csn-telemetry-sample
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| v2x7468%E

TINA RAEEMT—42 %2R0 & HEFT 51860 Firewall Management Center 0D 5% E .

TINA RAEEET—2 % X0 L HET 571-8HDFirewallManagement

Center DX E

FIE

ATy T
ATvT2

ATvT3

Cisco Support Diagnostics (%, Firewall Management Center & ‘& HLXI 57 /34 A & HHZ LT,
CiscoCloud & DY % = 7 Iatiéfe ML L, 7 /31 ZAOIEFICET oA 7 7 7 NSk ET
527790 FR=2ZAD TAC ¥R — M= A TH, ZOKREIX, 774/ FTAR=TITE
NTWET,

Cisco Support Diagnostics (%, Cisco TAC 73 TAC 77— A DR HNZT SA AL EERT — X %
BRIIETEDLIICTHILT, FFTAYa—TFT 4 o ZOREICED Jna—F—x 7 2
RV T RERMPELET, DI, YAAFTHBRERE S RAT LXK o TEHBIT AL A
T—HEIEB IO L, MERH LGEIE2—F—IC@Mm L £7, TAC 7 — R fFRKED
T2 ES— R IR — M EFFOT R TOa—F—3FIHTE 32, @m—ex
X, FEDOY —EAEN RO —F—DAPEHTE £,

Cisco Support Diagnostics % f#i /195 & . Firewall Threat Defense 7 /34 A & Firewall Management
Center D] /5T Cisco Cloud & D& & = 77 2 fe AL S AU CfERF S4UE 7, Firewall Management

Center |%, IX#E L 75— # % [Cisco Security Cloud##& (Cisco Security Cloud Integration) ]
N=UTERSNIMIK 7 77 FIZEELET,

B HEF 7 Firewall Management Center 7> HINE SN2 T —Z DOV TN T 7 A VERRFT HIC
X, TREDOVAT MEREICET D M T TNy a—T 47 77 A VDER] IZHEVET,

1R BHEIIZ

Cisco Security Cloud#t & % H %023 % 2>, Firewall Management Center % A~ — k7 A & L A |2
BEL T, ZOXATEFATLET,

[#%& (Integration) ]> [Cisco Security Cloud] % %R L £,

[Cisco Security Cloud#7R— b (Cisco Security Cloud Support) ]C. [Cisco H7R— FEZMiZE R
#IZ9 % (EnableCiscoSupport Diagnostics) | F = v 7Ry 7 A% AL T, ZOP—ER
EANCLET,

G
fe1T9" D ANIC, [Cisco Support Diagnostics & 47 %{t. (Enable Cisco Support Diagnostics) ] F = > 7
RNy 7 ZAORUZH HIFIRZTHA T TEEN,

[fRT7F (Save) |27 U w7 LET,

27LEE I}


https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/admin/710/management-center-admin-71/health-troubleshoot.html#id_15121

B =7 rmmozmnemmrss

VAT LEBRDES ERHREN

ETILOYHR— b+

Management Center

YR—rShd ALY
Global

Secure Firewall Management Center < X 7 LZRTE D & IE

VAT A AT 4 X 2 b— 3 ik, Firewall Management Center D AR E 2 ik 5 L 7,
FiF

RTwT1 [V AT L (System) | (@) >[#mK (Configuration) 123N L £,
RTwT2 Feir—rar v o RUEERALT, AETHREZRIRLET,

TOAXJA kK
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FAT YV FNEAEL =N —EHEOMFREL SNOIMNERH Y 7,
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ATv T2  [Ef&n JFEHE (Audit Log Certificate) |27 UV v 7 LET,

ATw 73 [HiB CSR D4R (Generate New CSR) 1 %7 U v 7 LET,

ATv74 [E4 QXFO=a—1F) (CountryName (two-lettercode)) ] 7 « —/L NIZEHFEFE A LET,

ATw 75 [HGEFFIR (State or Province) | 7 « —/L NIZ, #EMNRAE AT LET,

ATFw 76  [fiXETA (Locality or City) ] AL ET,

ATw 1 [##k (Organization) ] D4HTZ AN LET,

ATv T8 [HFRHEAL (%E4) (Organizational Unit (Department)) ] D4 RZ2 AT L £,

ATv 79 [HE4 (CommonName) | 7 4 — b RIZ, FEHELZTERT 5V — —DE2EM KA A 4
EATTLET,

GE)
WA E DNS A MEN—FH LW E, BEe DA N —I U 7HRKRLET,

ATYF10 [AEK (Generate) |27 Vv 7 LET,
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I 27LEE I}



. Firewall Management Center ~DEENY ¥ 54 7> FMEBHED A VR— b+

ATy 713

ATy 714
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TFIGAT L ADLENC LET,
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RDHERY
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ATy T3
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Firewall Management Center /N 7 XA T U T A RETIL, 777 4 7T 2T 205N
HYET,

4R8O SRS
» Firewall Management Center D E4 T X Edn 7 7 74 7 v FEAEZEORSE 213—)

« IE L\ Firewall Management Center DEA A ZFEHFE L A VAR —F L TWH Z L 2R L E
j—o

« REEZ LR L1 BAGERER 2 O P CA 2B 5 L 9 ICE RSN H A1, SERRE
HESF=—> GEAFEASARELMHIND) 2R LES, 7747 MEHFEICEA LL
CA X, FEHETF == OWVFTHOPRHGEHEFICEA LIZCA LRILTHLIMLERDH Y *
—a—o

Firewall Management Center C, [ A7 A (System) ] (&) > [#m (Configuration) ] % &R
L\i—a—o

(A& n 75FHZE (Audit Log Certificate) | %27 V v 7 LE7,
(A7 74T FaEBHED A > R— T+ (Import Audit Client Certificate) ] %27 U v 7 LE 7,

TXARNTZT A H T TAT 2 FaEHEZ IV T, BEGIN CERTIFICATE D{T & END CERTIFICATE
DITEGLT XA NDTuy 7 2k abt—LET, TOTFANE [V T4 7T MEHE
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ATY TS EBEX—%7 v 7 u— 4512, Bx— 77 A /L %PV, BEGIN RSA PRIVATE KEY 1T
L END RSA PRIVATE KEY DITZ B LT HFA MO uv /i ar—LES, ZTOTFAME
[Fib% % — (Private Key) | 7 « —/V RIZEE D FHIF £,

AT 76 MERPRRENEL T XTHWT, ZNEAOT XA FOTry 7 22 a b — LT, [FE
#FHF = — 2 (Certificate Chain) | 7 4 —/L RIZHE VD fHF £,

ATv T [IR1F (Save) 1227 U w27 LET,

BEMGEEQT Y—N\—HEOEK

VAT A, A LA (DER) Bl TA VAR — &N TWDH CRL 2 L7-, Efn
7 =R —FEEORGEE AR — R L TWET,

\)

G¥)  CRLZMH L CIEHAEZMHRTIHE. VAT AL, Bfu / b —"—3FHEORIEE . 7
TITAT AL Web 77 UV OO HTTP et & (R# T 2B EOKRIEO H1Z, [F L CRL
AL £,

BER @A HMERT DA K 234 Firewall Management Center TZ O FIAZEITTH Z LT TEEH
Ao

1R BRI
AHAGRGEZ MZE & L, REAAERZNY X~ (CRL) %2 L CGGERAZEOAMM 2 RFET 55
BORBIOVWTHPALET, Bho ZiEHE (193—-) 22 L TLIEEN,

AR DX 2T RANI I 203—0) ZR#ESINTVWDLFIEBLOZEDF
JETCZMSNTND FE Y ZIZE->T, 7747~ FitHEZERSF L TA »AR— b L X
ﬁqo

FIE

AT w71 Firewall Management Center T, [ A7 A (System) ] (@) > [#R (Configuration) ] Z 3R
LET,

ATy T2 (Ao 7FFHE (Audit Log Certificate) 127 U v 7 LE1,
AT 73 Transport Layer Security Z{# ffl L CEA 10 7 2 LRI/ — S ~Z R — 2 75213,
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WD) LA OB LE T, Z ORGES 12 2 Tk, ROGMEA =T SRS Y
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REEE 7 A7 2 MCERFET A L 9T syslog br—_"—ZFHELET,
o = NR—FEAELZIRGET 272012, CAGEELZ 747> MZEM (R —F) LE
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I TAT v REHEDA VAR — MRIZCAFEHEZ A VAR — M T HMNERH Y 7,

o FE4T CA 2N AL CA OBEI1T. TALCA (b— k CA) 7HEL CA BT AENICH
ITCAZBEBMTHENVST-Z EBMEI R £,

RTYT8 IT7AT 2 "RV —R_—ZH L CHSHEERAET 5 2 2R E R0, GEHEMNFE L CAIZ
Ko THRITSN TV DIGEICTY —"—FEAE L ZITANDGEIT, ROFIRZFATLET GF
HELE)
a) [FAFEIEOFZNE (Enable Mutual Authentication) | &4 712 L E 7,

BE
P—R—=NT TA T v FEFAEEZRIFE T T4 T M EEETHI L OICRESHL T
HZERMERLTLIZE W,

b) [B&1F (Save) 1227 Vw27 LT, BYOOFIEEAX YT LET,

ATv s (LR B/ —N"—12k57 747 FMEAEORIELZ AT HI2IE, [FHAFEIED
£t (Enable Mutual Authentication) ] 24 12 L%,
BE
[WEm&@ﬁ%k(kaMWMAMMMmmm]ﬁfVHVM\HSﬁﬁﬁK&oTPé%
WCOHBEHINET,

REIE uE75>7€xJJ I o TCWAIGA . syslog 7 7 A4 7 > & (Firewall Management Center) 1%, &
REDTZOZ 7 T AT v MEAFE % syslog b—"—IZXELET, 7T 47 M. syslog —
N~®#~N~m%¥’“%LKCA@WECAm%%%ﬁmLiﬁo%ﬁ@\7?47Vﬁ
AEEFEDORRENL ) LTSI ORI LET, ZORGEY v 2 TiE, ROFMFZT- %
R0 £,

I TAT VI HRAG UTEHEEMRFET D L D 1T syslog b—"—% R ELET,
e syslog V—/N—IZHEET D7 T4 7 MEAEZENLE9, ZOIEHEL, syslog ¥—
NP — N—ZFEHEIZEL L7 CAICE > TEL SN TWARLERD Y 3,

G¥)

syslog r—"—~DEH O FOA N — I U I EGRREEEH T 25618, Ex—
PKCS#1 2 Tl3 72 < PKCS#8 I 2 H L £9°, PKCS#1 F—% PKCS#8 £z W@#é
X, Oa<w R4V EFEHALTLITEEN,
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ATvT8

Firewall Management Center TOEED Y ¥ 54 7 > MIHAEDO R .

a) [CRLOHSDOFA %L (Enable Fetching of CRL) ] 24 2 LE T,

£

ZOFT v a o F, [MAERIEOFEZNE (Enable Mutual Authentication) | 7= » 7 &R v 7 A

DA T iio“(b‘éiﬂ/\ DHFRINET, 7272 L. [CRLOESGDOHZE (Enable

Fetchingof CRL) 147> 2 id, TLS A7 a VINENI > T D IGAICOAEH S

i? CRLOEH B — N —GEEORIETH Y, 7 74 7 > MEEOMGEE 7l g
W23 5 72D O AFRFEOHE IR LER A,

CRL 0BG AT DL, EMMICCRLZEH (Fvrn—NK) $5774T7 2 D
AV =)V B A7 IMERR SN ET, CRLITV— N—FEHEORGEICMEH S, @mﬂ%
DY — R—FEHEN CAICE > TRV EEINZZ EE2RT CANSLD CRL ™D D54, B
AR R L E 9,

b) BEfF®D CRL 7 7 A L ~DAHZN72 URL # AJ) LT, [CRL ®iEM (AddCRL) 1%27 YV v
LET,

K25 HFE CTCRL DEMEHEVIELET,

¢) [CRL ®H#H (RefreshCRL) %27 VU v 7 L CHAIED CRL Z1— K450, $5E L7- URL
76 CRL A2 — RLET,

74T }‘nfl:%i%f/ﬁﬁkbﬁ’%)@éjl—]bumﬁﬁ iofﬁfcﬁkéﬂf:ﬁiﬁfiﬁ A4 7 N
%ﬁ\%é\_k%ﬁ%; L\i‘g—o

[PRAF (Save) 1227V v 7 LET,

RDBERY

(A7 ar) CRLEFOHELZHRELET, EHERD) A NOX T B — ROREES
LT &N,

Firewall Management Center TDEIE DY 754 7 > FMEBAZD KRR

FIE

&M
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RTALTWLET T IA TV ADERER T 7747 v FMEHEDAFRTE £, Firewall
Management Centerfs) | i1EX7T CTlX, 777 47 E7 COHGEHELFRTEET,

[ AT 2 (System) ] (@) >[#m (Configuration) ]2 %R L £,
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AT w72 [EEH# (Change Reconciliation) 1 %727 U v 27 LET,
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70w LT, FOEFRELR—hDab—2ZEHICHEETEET,
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ATY T8 [R1F (Save) 127V w7 LET,

EErEYD
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REEFRELR— MIEOLMEI AR L ET, ZniZidx, 77 26, A, ¥ A
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1% Firewall Management Center DA THEHTE £,
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THMEDNS HMEOG L, ERERZADITETET,
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Management] DFEZZHL T ZEVY,
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WTEET, [RFF (Save) 1227V v 7 LTEERERMFELET,

o« [EFEEELOA L (Enable Change Management) | : 47 v N EAREHLY —7 7u—% 4
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Approval) IKREIZ72 > TV DAL, AREHEAZ I TEEE A,

I 27LEE I}


management-center-admin-77_chapter12.pdf#nameddest=unique_117
http://www.cisco.com/go/firepower-config

B oovsxvrooa

SRTLEE |

o [LEZ2AGR O (Number of approvals required) ]: %~ M & AR L CRERBFREICT A7
DI, BRZART D2LEROLEHEDONE, 774V MIITANTTN, Fro b
WCHRKRS NDEBEZFERTEES, 22—V —I%, 77 v FOIERFFICZ 0% FFEET
%iﬁ—o

A

GE)  EEEFHENADCR-TEY, BHTOS5E, 2L b 150

DNS v v

F s M3 [ALEREH (In Progress) ]. [fREEH (OnHold) 1. [E&
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T, DNS v v v VT aBETHE, IBNMON Y 7T v 7T hETETI0, LLENCfER LT P
T RV AE@BTEET, 2K, IPT FLRADBBRNENNZ /> TWDEAIZ, v b
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DNS v v a2 FO/RT 1 DERE .

DNS v wvia JO/T41DEFE

FIE

ATy T
ATy T2
ATy T3

ATvT4

ATy TH

DNS fRFE=DOF ¥ v o 7. UBNCRERENZDNS Ly 7 7 v T Dx v v v 7 RFAT5
VAT LEROBRETY,

[ A7 2 (System) ] (@) >[#/ (Configuration) ]z %R L £,
[DNS %+ v 2 = (DNS Cache) ] @R L £,
[DNS fi#k D%+ 2> 2" (DNS Resolution Caching) ] K v 7# 0 UMb IROWT
N EEIR L E7,
« [f7hft (Enabled) ]: v v v 720 LET,
o =2k, (Disabled) ]: ¥ v v 7 EMWNLET,
[DNS ¥ v = A L7 7 K~ (47) (DNSCache Timeout (inminutes) ) ] 7 4 —/L KT, 3

TITF 4T DO DICHIRENAETDNS T FURAEFYNICHE v v o SHARR (5H
i) ZAJILET,

T 7 /L M 300 4y (5 HEE) T,

[fR7F (Save) |27 U w7 LET,

EENEY D
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> N o
Ay aR—
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PRAECET DA A RERMLET, VAT A, FAIERSINZEHOF v ah—
R4y B HELTHET,
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EErEYY
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FOOREZLATV 14Ty FOFEZE

[H A% L5587 (Custom Analysis) 1% v 2R —RKU 4Py FEEHL T, R T2—H—
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ATy T2
ATvT3

ATv74

ATy TH

F—s~—2 4~y +#0HE |

[7—%~X—A (Database) ] ZER L FE7,
BT —HERXR—RZHONWT, RFETHLa— RFoHE2 AN LET,

BT —H N ADRHETE D L a— FROFIC OV TR, 72— % A 2 MROHIR
(31 <—Y) EBRLT EEW,

VNN U T, [T—% T —=27@HMO7T KL A (DataPruning Notification Address) |~ 1 —
VRIS, TN—= 7@ EZ 5T 08T A=V T FLRAZADLET,

[PR1F (Save) 1227 U w7 LET,

T—ER—R AR FDOHIE

RDFEIZ, Firewall Management Center = & A\ZPRAFEFIRE/RAS A N2 N X A T D L a— RDfg/NMA
CERREAETRLET,

R2:T—FR—R AR FOHFIR

AREE4T | LR TR
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3,000 /5 (Firewall Management Center
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6,000 /5 (Firewall Management Center
2500, Firewall Management Center 2600,
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3 {8 (Firewall Management Center4500,
Firewall Management Center4600)
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2,000 5
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ZEITTEERA,
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ICRRETDHE, X2 U T ¢ B
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L—NMIAT FENEREA,
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ATvT4

ATy TH

ATvT6

ATy 17

ATvT8

ATvT9

snpr—a~—272t2 |

[A"— h&5 (Port Number) | 7 4 —/V RiZ, A=/ P —"—THEHTLH-— FEZTEA
JILET,

— KAV AR — MIFKD b DR H Y £7,
<25, WE A bZEMEH Langa
« 465, SSLv3 i+ 554
587, TLS # M+ 5354

K51t 720 (Encryption Method) | Z iR L £ 9,
« [TLS] : Transport Layer Security Z i/ L TG 2K 5L L £,
«[SSLv3]: &X =T Vi vk LA VEMEHL CGEEZRSLLET,
«[72L (None) ]: BB b TCWRWBEEFT A LET,

G¥)
TTIAT AL A=Y= "= L DROR 5L S U285 TR, GEHEOREEIIRE T,

[#57£7 KL A (From Address) | 7 4 —/V RIZ, TTI7A T U ANLEEFEEIND A vE—Y
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MENZR U T, A= = N—ZEf T DB —P =4 L XA T — REfRET IR, [#
AE%A M (Use Authentication) | %R L £9°, [Username] 7 4 —/b RiZ2—H—% % AT)L
F9, NRATU— K% [Password] 7 1« —/L RIZA D LET,

RELIZA— L P—=NEHEHLTT A b A—/LE%EET DHITIE, [Test Mail Server Settings] %
7V w7 LET,

FANDOEIFIRITERERTA v E—URNRZ U ORBICEREINET,
[fRTF (Save) 1227 U w7 LET,

NET—EAR—RX TR

Y= KR=F 4T T4 T NCL DT —HR—A~DOFHALRY FHT 7 A EFFAT 5 L9
{2, Firewall Management Center X € T £, ZHIZX > T, IROWFAEMEH L TSQL
TT—HRXR—AEWRBZTEDLLIITRY ET,
o EFUEAED LR — MERKY —/L (Actuate BIRT, JasperSoft iReport, Crystal Reports 72 &)
« JDBCSSL #ft & VAN — b 2 OO ViR — MERT 7V r—vay (WAZ LT 7Y
r—3a v EET)
o VA APEEMET S RunQuery E I D A~y RIA Bl Java 7 S r—a v (4 0¥
TITA4TWEFTTLHILES, 12072 OfEREH U~ KOV BTG T 5286
TE5)

27LEE I}



T—BR—Z~ADNBT I 2 ZOEHIE

Firewall ManagementCenter D> A7 AKEXEH LT, 7—FX—A T 78 AZHHIL T,
BER L2 A MCT =2 R—2ADORE i T57 78X VA MEERLET, 20T 7ER
VR NI, TT7I9ATVADT 7 A XHE L EH A,

WO — NGy —% Xy —RT52 88 TEET,
« RunQuery (VA apfgftd 57 —2_X—2 7Y V—))

« InstallCert (7”27 & A L 72\ Firewall Management Center?)> &> SSL REH] 3 2 HifSs L T2 1T AdL
LI TE S Y —)

o T —HR— ZA~DEEGIRFAER T 204N H 5 JIDBC KT AN
Fe B R— AT VR ARRETHEDICF T m— R LRy =Y — L O FIEIC

DWW TCIE,  [Cisco Secure Firewall Management Center Database AccessGuide] # S L T 72 &
AN

T—ER—ZA~DHNERT 7 EADEHE

FIE

ATy T
ATy T2
ATvT3

ATv74

ATy TH

ATvT6

ATy 17

ATvT8
ATvT9

[ A7 L (System) ] (@) >[#&8L (Configuration) ]2 R L £,
[N — % ~_—A 7 7+ A (External Database Access) | %7 U v 7 LET,
AT — 2 N—R T 7 2D (Allow External Database Access) | F = v 7R v 7 A& 4
ST LET,
[—/3— R A b4 (Server Hostname) | 7 4 —/V KIZ, @Y7 fEZ AILET, ¥— K/ —
TAT TV r—varOFEMHIZE LT, ZOffiiX, Firewall Management Center D 5& & fifi K A
A4 (FQDN) | IPv4 7 RL A, F72XIPv6 7 RLRIZTE £,

G¥)
Firewall Management Center D/NA 7 XA Z Y 7 4 RETIL, 777 4 7 ET OFFMOHE A
NLET, RFZAALETOFFMEANTIT 22 LITBBO LETA,

[7 247> hIDBC K74 /3 (Client JDBC Driver) | DRiIZH 5 [ 7> v — K (Download) ]
I Vw I L, 770077 M5 Celient.zip/ Xy —Y & Xy rn—RKLET,
12U EDIP T RVANLDT —FRX—R T 7B AZBINT 52T, [KAA MDOEM (Add
Hosts) 1227 VU7 LET, [TZEA U AL (AccessList) ] 74—/ RIZ[IP T KLA (IP
Address) | 7 4 —/V FBREREINET,

[IP7 FL A (IPAddress) ] 7 4 —/V RIZ, IP 7 RLAEIET KLU AD&ME AT13 5,
any F AJJLET,

EM (Add) 1227V v 27 LET,
[#7F (Save) 127V v LET,
ek

B o Rx7LoEE
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HTTPS

HTTPS FEBIE .

BRI SN2 T — X _N—AREIZETITIE, [F#H (Refresh) 227V v 7 LET,

BErEYY
Firepower ¥ A7 LD IP 7 K L AEKGLiE

g ES

Firewall Management Center 7 /3 AL, ¥ =7 Y47 v b LA ¥ (SSL) FEBAZEICL Y v 2T
Ll Web 77 I BALT ¥ FNVEMSNLT HZENMTEET, TXTCO 77 AT Ut —
IVFNRA AT 7 4V FEEAER G ENTOWE TR, 27 o — 3L LoULTRERI D CA />
HEEH S NRGER (CA) ICX > TAERINIZFEETIES Y A, LIZB-T, T 74
SV REEE TR, Zu—rU0 LULTEERIO CA £ 72 13NE TR & 117 CA B4 & 0
AL LFEAEOER Z#HE L T2 &0,

% Firewall Management Center (X 4096 £+ ~ HTTPS GEFHE A 7R — k L T\ £ 9, Firewall

Management Center Cffi 19 2 FERIE 23 4096 £ M 28 2 5 A —/3— F—% Ml L THARK
SN TWDHEE . Firewall Management Center Web 1 > % — 7 = A AlZn 7 A L TCExEHA, =
ORIENA LTzHA1E. Cisco TACIZBRIWE bR Z &0,

(G¥)  HTTPS iEP#EIX. Management Center @ REST API TIIH AR — F I THEHA,

J 274 J)L k HTTPS H-—/\—EFBHZE

TTIAT AR INDT 7V b= EL AT 555, Web A X —T = A
ADT 77 AZH72 HTTPS 7 7 A 7 bAEENRLEIZ/R D XV AT AEFHE LW
TLEE, ZHUE, T 740 M —N—GEHER, 7 747 MEWEICEA T 5H CA LS
Ko TEL SN TT,

T 7 4V h OV — =G EOG ML, AEER W OER IR L o TR Y £7,
T 73N h O —N—FEHEOHIR A 2K T HITIE, [ AT L (System) | (&) > [HRK
(Configuration) | > [HTTPSAERZE (HTTPS Certificate) | Z 33K L 97,

—¥BD Cisco Secure Firewall ¥ 7 b7 =7 O7 v 77 L— KT, fiFAEAB®BIICEFTE
HZLITHEBELTLEEN, EMZOWTIE, #4353~ 9 »® [Cisco Cisco Secure
FirewallRelease Notesl] &2 L T 72XV,

Firewall Management Center G, [ A7 A (System) ] (&) >[#m (Configuration) ]>[HTTPS
ZFRAE (HTTPS Certificate) |X— 3 TF 7 4 /L F DFFAELZEH L £,

27LEE I}


management-center-admin-77_chapter1.pdf#nameddest=unique_67
https://www.cisco.com/c/en/us/support/security/defense-center/products-release-notes-list.html
https://www.cisco.com/c/en/us/support/security/defense-center/products-release-notes-list.html

B rxssoumes v——mmz

AR5 L HTTPS H—/\—3EERE

SRTLEE |

Firewall Management Center Web f > % —7 = A4 AZHH LT, VA7 AEWREFEE LT ID 1H
WIZHEASNT, b= GEAEERZERTEET, 7T UL o TREEI LTV DN

& (CA) WA VA =L ENTWBEAIE,

ZOERZHEA L CREAEICELT D ENT

SET, ARSI EREFEIERDICEE LT, —"—EHEFEZERT L b TEET, @R
AR (CA) POEAMESERELZRGET L, ZOMENAEZA VA= FTEET,

HTTPS H—/\—GEERE D EH

HTTPS ZERAEZ L C Web 7 Z v ¥ & Cisco Secure Firewall 775 A 7 A D Web A o ¥ —
7 A ADM OB EIRET HEEX. A X —F Y PXSORXHF—A T TARNT I Fx
REER K OREERZY A (CRL) v 7 7 A /L (RFC5280) (YL 2 FERIE A3
HRENRHY T, Y= N—GEHEET T TA T R R — NTAHGA. FEAENZE O
HeDN— 9 3 (x.509v3) ICHEHLL TWgn b, Y AT AL L » CEFHEITIES SN E 1T,

HTTPS ‘H-»—/\—‘ELT:%%%/]) VIIR— ]\‘é—éﬁﬁz:\

TLIEENY,

WDT 4=V EINEENTNDZ EEMERL

SEBAZE 4 —IL K

B

N—=Va

Tra— RENFEIEREONN—Va v, RN—
Car3EMFEHALEYT, RFC5280 DBV 3
4121 #ZHRLTLLEEND,

Serial number

FATIC CA I L » CREHEICE D YT Hhiz
EOBE, BITEL ) TAESEHLED
BT, FEEEZ —EICHEA L E T, RFC 5280
D7 aral22%BBLTLIEEN,

IR TFx

AEFAEOBEAHIZ CA CEHAEINE T/
X EDHB] T, signatureAlgorithm 7  —/L K
E—HLTWDORENRHY £9, RFC5280 D
7T aral123 SR TSN,

F4770 (Issuer)

AEAELZBABIOIT LI Ty T4 &
AL ET, REFC5280DF 7 94124 %
ZHRLTL &,

Validity

CADVSEERAED 25— & 2 ZEHT A 1 & #EH:
52 L ARFET A HIE, RFC 5280 D& 7
Tar4125 5L T &N,

B o Rx7LoEE


https://tools.ietf.org/html/rfc5280
https://tools.ietf.org/html/rfc5280
https://tools.ietf.org/html/rfc5280#section-4.1.2.1
https://tools.ietf.org/html/rfc5280#section-4.1.2.1
https://tools.ietf.org/html/rfc5280#section-4.1.2.2
https://tools.ietf.org/html/rfc5280#section-4.1.2.2
https://tools.ietf.org/html/rfc5280#section-4.1.2.3
https://tools.ietf.org/html/rfc5280#section-4.1.2.3
https://tools.ietf.org/html/rfc5280#section-4.1.2.4
https://tools.ietf.org/html/rfc5280#section-4.1.2.5
https://tools.ietf.org/html/rfc5280#section-4.1.2.5
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nries v—n—irE0El [

SERAZE 4 —IL K

B

Subject

BTVl NORRAF—T 4 — b RITRES
NT=ABF—ICBE#f I b Tndm T 4
T4 A L Ed, X500 #%504 (DN) %45
ETHMLENRHY £, RFC5280 DT T =
V4126 2L TS TEEN,

Subject Alternative Name

FEHEIC L > TIRESNA RAAL 4 EIPT
KL, 720 =7 MUBELAIL, RFC5280 O
v a 4216 TEZINTVET,

SERAENEB D RAA VEFIZIP T LRI

FHINAESIE. 207 4 —)V K&+
LI EEBEID LET,

Subject Public Key Info

NHEF—ELZDOT LTV X AOFAF, RFC
520 D7 g 4.127 #RLTLEE
A%

Authority Key Identifier

FEHEOBAICHEA SN DB — xR T
DN — &I 5 FEEIRIL L 9, RFC
5280 D27 > a 4211 R LTLIEE
U,

U AN e GRS

KEEDABX—E EFNHFEHEZRT S
FERERMAE L E T, RFC5280 D&V v 3 v
4212 MR LT &V,

[F— kL (Key Usage) ]

AEBICEENAF—OHMNEEELET,
RFC3280 D7 94213 %2FBRLCL 72
éb\o

FAHIHIR

FEEOY T V=7 R CA T, ZOEHE
% B T RRAERRAE N A DI RKIE E I E D il
B LEJ, RFC5280 D7 234219 %%
ML C< 7Z &\, Cisco Secure Firewall 775
AT U ATHER SN D — "G EDSGS
I%. critical ca:rFaLsE ZFEH L £,

YL 2% — o Hl g rig

F—OHBILECTREIN TV D EEARN 2 B
WCINZ T, PREARXYT—Z2MHT2E8M% 1
SLLERLUET, RFC5280 D&V g
42112 L CLIEE, — R—FFHE
ELTHERATE 5 EEZ A AR —FLTL
72EN,
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https://tools.ietf.org/html/rfc5280#section-4.1.2.6
https://tools.ietf.org/html/rfc5280#section-4.1.2.6
https://tools.ietf.org/html/rfc5280#section-4.2.1.6
https://tools.ietf.org/html/rfc5280#section-4.2.1.6
https://tools.ietf.org/html/rfc5280#section-4.1.2.7
https://tools.ietf.org/html/rfc5280#section-4.1.2.7
https://tools.ietf.org/html/rfc5280#section-4.2.1.1
https://tools.ietf.org/html/rfc5280#section-4.2.1.1
https://tools.ietf.org/html/rfc5280#section-4.2.1.2
https://tools.ietf.org/html/rfc5280#section-4.2.1.2
https://tools.ietf.org/html/rfc5280#section-4.2.1.3
https://tools.ietf.org/html/rfc5280#section-4.2.1.9
https://tools.ietf.org/html/rfc5280#section-4.2.1.12
https://tools.ietf.org/html/rfc5280#section-4.2.1.12

B wrosqre rame

SEAZE T4 —ILF BL)]

signatureAlgorithm AEAEOELHIC CA THEAESN LTI
R LD, [E4 (Signature) |7 4 —/L K
E—HTHMENRHY F7, RFC5280 DL~
Ta 41125 RLTLIEIN,

signatureValue TR NVEL, RFC5280 D7 94113
EHZRL TSN,

HTTP ¥V 54 7 > MEEBRE

2747 v N T T UVOMET = v VREZEH L. Firepower ¥ A7 LD Web #—/3—
~OT 7 AEFIRTEES, 2=V EFELZHNT D L Web P —NiF=2—F D7 T vH
74T NCHE R —VIEESBRIN TS I AR LET, O —YiEE
E, P NEEHETHEH SR T2 D LR CEHTE 28GRI Lo TAER SN TV D LEN
HYET, UFTORRTIINTNOGAEL T T UYFIEIWeb A v ¥ —T =2 A& n— NT&EE
A,

o —WNT T WM A EEIE A RN S
P HIRT T I — R B A LI RAERAVER L TR EE AR 5,

« —PRT T IWICT N, ADFEAET = —  OFRFER/ DI ER L TORWGEHFE 238414
o

54T T T UVEHAEAHRT AT, VAT LAERELTA L ITA VIEHERAT —4
A7 hz)v (OCSP) #FEMAT 270, 1 2L EOGERELRZY A~ (CRL) 77 A V%R —F
L9, OCSP Z#MiHT 585G, Web r— NI EREZ(ET H &, Hi A LT HATIZHR
REREBE LT, 77947 v MEHEOFNMEZER LT, — =121 2LLED CRL %
n— RT3k IRETIHHE, Web — =37 T4 7 hiEHES CRL OD—EICH S LT
L E9, 22— —NCRLICH DR LIZFEHEO —EICE N DFEHEZ TR L5
TITOVIEWeb A vV Z—T =2 A A — RRT&EHA,

\}

GE) CRLAZFEHULZIFHEOHRZBEBINT L, VAT AT ITAT v N 7T UVIEHE, BEE
=874 %—/\nitﬁ%@ﬁﬁO)@nE [@] U CRL %‘."Tﬁﬂzj L/iﬁ‘o

IRFED HTTPS H—/\SIBHZE D XK
FI

ATYT1 [VAT A (System) ] (@) >[#B (Configuration) ] #3&R L £,

B o Rx7LoEE |


https://tools.ietf.org/html/rfc5280#section-4.1.1.2
https://tools.ietf.org/html/rfc5280#section-4.1.1.2
https://tools.ietf.org/html/rfc5280#section-4.1.1.3
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HrTes 4 — i —iimEsaER0smn

AT w F2 [HTTPS Certificate] #7 U v 7 LE7,

HTTPS H-—/\—SFEAEZE R B R D & RL

JRL BN TWD CA FHIINEHICEFE TE D CAILL »TEAL SN TV ARWIEHEL A
AR—=NFTBE Web A v X —T oA ATER LI D ETD2LT T 0TS 7 o BERN
FrENET,

AEEBEAER (CSR) 1XEMTTOT 774 T v AL TTT A AU LT—ETT, 120
TTIFGAT ADEEDT NA AT LT CSR ZAKT D LIFTEETA, RADT 4 —

NV RIEH Y FHAN, [CN], [## (Organization) ]. [#L#%FEFY (Organization Unit) ], [ X AT
F (City/Locality) ]. [JN/EBiENFE: (State/Province) ]. [[E/HuE (Country/Region) ]. L[V
7V =7 MREEL  (Subject Alternative Name) | DfEZ ANT 52 L2 BEIO LET,

SERHEESR AR EN D F—iF, N—RX 64 = a2— KD PEM EX T,
FIE

ATvT1  [VAT L (System) ] (@) >[4k (Configuration) ] ZER L £,
AT wF2 [HTTPS Certificate] Z7 U v 7 L £,
ATv T3 [HH CSR DAL (Generate New CSR) 127V v 7 LE T,

ROMIFHF 2R L TVET,
Generate Certificate Signing Request

Subject

Country Name (two-letter u
code)

State or Province [ X

Locality or City [ Austin

Organizational Unit

(Department) [ Engineering

]
)
)
Organization [ Cisco ]
)
)

Common Name [ www.example.com

Subject Alternative Name

Domain Names [ www.example.com.www.exchan... ]

IP Addresses [ 192.0.21,192.0.2.5, 192.0.2.10 ]

ATy 74 [[H% QXFO=a—FK) (CountryName (two-lettercode)) 17 1 —/v RIZEESZE AN LET,
AT 75 [#ENIR (State or Province) | 7 —/L FIT, FLBERAZ AT LET,

ATy 76 [HXEH (Locality or City) 1 Z AL E T,

ATv 771 [k (Organization) | D4 EIZE AN LET,

SRF LEE
|



SRTLEE |

B sres v — s —smEo« LR— ¢

ATvT8
ATvT9

ATy 710

ATy IN
ATvT12
2Fv 13

ATy 714

ATy 715

[FAF%EAL (58%4)  (Organizational Unit (Department)) | D4 EIE AL ET,
(34 (Common Name) ] 7 4 —/b RIT, GEAEZZERT 2 — —D5EREM N A A 4
EANSLET,

(6=
[#:iE4 (Common Name) ] 7 « —/V RiZid, FEHEBICEREND BV, ——D5%4%
Effi FAA A% EMICATITHULENRS D 9, @4 & DNS A A MR —E L TR
L T T TAT U ASDERRHIESE R RRINET,

BED FAL A ETTIP T R A Z T DREAELZ R T 5120F, [T V=7 M4
(Subject Alternative Name) | &7 ¥ a3 NIRDIEHREZ AT LET,

a) [RAA >4 (DomainNames) |: %7 =2 MUBEA CTRESNDHFEREM R A A LW
TRAAL Y (FIETDHE) #AILET,

b) [IP7 FL A (IP Addresses) |: 7 =7 MUBRA TRESNDIPT RLAZ A LE
D

[£f% (Generate) |27V v 27 LET,

TRAN T ZEREET,

SFRAEEROT XA b 72 v 72K (BEGIN CERTIFICATE REQUEST{T & END CERTIFICATE REQUEST
1T2&Ty) a3t — LT, ZZDOTFA L 77 A /WZAED 1T FE 9,

DT 7ANVE servername.csr & L CRIFLE 9, servernamel i EAFEH T L9 — 13—
ZHITY,

[FAC% (Close) 127V vZ7 LET,

RDEZRY
« REPAREBAICREM E 2R 2 x5 L 97

o BT EFEAEEZZITEL-> 72 &, Firewall Management Center (21 > AR — h L'£7, HTTPS
P N—FEEDO A AR — K (42X—=2) ESRLTIIEIN,

HTTPS H—/\—EEBAZED A > R— k

AEAE 2 R LI B A RRRE R 2 b i CA 25T % X 5 ICER SN BB 1, EHET =—
¥ GEHEAR) bRETILENHY £,

754 T v MAEAENLERES . b= N —3EAENRITRT DT IO M E N2 L TR
WEXIZ, Web A v H—T A AR TOT TITAT LV ANDT 78 ZTRBLET,

FFRHEN, 7 IA T MFHEIZBL LZLDEREIL CAICL > TELENTWS,

cREEN, GEAEF = — OPREEAFICEA LI b D LR L CAICL > TEA ST
%)O

B o Rx7LoEE



Hrtps 4——irsg o1 vi—+ i

FIE

&
ATvT2
ATvT3

ATvT4

ATy TH

ATvT6

Firewall Management Center (& 4096 £ > ~ HTTPS FEFIE A Y48 — F L CTWE$, Firewall

Management Center Cffi 19~ 2 FERIEE3 4096 € R &2 2 DAY —/"— F— %M L TARK
SN TWDEE . Secure Firewall Management Center Web 1 4 —7 = A AlZu /A L CX 4
/ve HTTPS GEAEF D /A= 3 1 6.0.0 ~DOFF BT HREMIIE, FirePOWER S A7 AU Y — X
J— K, /"= = 6.0D [Update Management Center HTTPS Certificates to Version 6.0 % Zxf#
L TLZ&V, HTTPSREAEZ AR F 7213 A >R — F LT, Firewall Management Center 0>

Web f v H—T A AT A L TERVWGEIL, VP R— FETBRWEDELSZIW,

188 BRI

AEAEF B ERZ AR LT, HTTPS Y — N —REMEZA ZROAERK (41 X—2) &%
LTLIZEN,

ZDCSR 7 7 AINEFHAZEDOERIE L 2 AFERICT v 7 — K455, 2 CSR &ff
AL CHCELIFHELZER L ET,

SERHENHTTPS — X —3EHEOZEM: (38 X—) T IN TWAELZ- L Tn
LI EEMERLET,

[ A7 2 (System) | (&) >[#E (Configuration) ] ZERL £7,
[HTTPS Certificate] #27 UV v 7 LE 7,
[HTTPSH— NGEAED A > A" — bk (Import HTTPS Server Certificate) | %27 UV v 27 LE T,

GE)
mE A b S 72 HTTPS GEAE T A AR — F TE EH A,

THRADN T 4 X TY—/N—3FBHELFIVT, BEGIN CERTIFICATE DfT & END CERTIFICATE (D
TEELTXAINDOTay 7 2Kkeat—LEd, 2OTFA & [V——FFHE (Server
Certificate) ] 7 4 —/V RKIZAE D fHF £ 7,

MEX—ZHETOILERNDHDLNE I NIL, FEAESLEROERFTIECI > TRRY 5,

« Secure Firewall Management Center Web A > % — 7 = A A ZAfi ] U CRERIE B4 2R & A Ak
L7=%& (HTTPS Y — N —iEBEEA ZOR O (41 <X—2) IZREH) « Y AT AT
TTIWEXF—NH DD, ZZTANTIHIVEETDY A,

MO FEEFEH L CGREEBAEREZER LSS, 22 CHEX—Z2BETOILERD
DFEF, EX— 77 AL %EBIV T, BEGIN RSA PRIVATE KEY DT & END RSA PRIVATE KEY
DITEELTXRA DTy 7 2kEa—LET, ZOTFA M [f#Ex— (Private
Key) 17 4 —/V FIZBED (HFE7,

MERHRFEHEEZ T RTCHVW T, ZTNENOTFA o7 vy 7 2Kk ae— LT, [[EH
#HF = — (Certificate Chain) | 7 1 —/V FIZBE D F1F £4, — FMEHEZZ TS 7256

27LEE I}



B souumes o547 raEmEO®S)

W, ZZICHE 0 R T, PRGEREEZZ TR - 25E81E. v— MEREO TS T E
T, EBLOOEAE D, BEGIN CERTIFICATE DfT & END CERTIFICATE DITAHGTeT A b7 1 v
&R Ear— L E9,

ATw T [R1FE (Save) 1227V v 27 LET,

BTG HTIPS U 54 7 2 FEEEAZE D3R

Firewall Management Center Web{ > % — 7 = A A|ZHfid 5 2 — W —C 2 —F —FEHEO L
ZERT LI, WOFIEEZMFEHLET, A7 AL, OCSP £721% PEM (Privacy-enhanced
Electronic Mail) JE3UTA v A — h &7z CRL ] LI HTTPS 77 7 A 77 > b iEME O MEE %
PFAR—FLTWVET,

CRL AT 2581, R LTEHRED U 2 N E2RFTORIEIZEST=DIZ, CRL 2 FH1
DAV a— Vv BEAT EER LTS, VAT AR, RZICESH LIZCRLEZHRRLET,

N

CGE) 947V FRIHEEZEDCLIEZHZTWeb A X —T =2 A AT 7B ATDIZE,. 77 UPIC
BN FA4 T 2 FEAEREFEEL TS (F2013) —F—IC CACHFFEAEIN TN D) HE
NHYET,

IR B
BEGRICHEAT D7 T4 7 FEEHEICE L UZRREER & B UG E T84 Sz — 3 —
FEAEAZ A R — M LFET, HTTPS »— N—FEAED A VR R— 1k 42 X—) &ML
TLIEENY,
o = N—FFREF = —0 & A VAR — M LET (KLEREE) . HTTPS — —FEAED
AR —F @2—=) BZRL TN,

FIE

RAT9T1 [V AT L (System) | (@) >[#RE (Configuration) ] Z iR L £,

AT w F2 [HTTPS Certificate] 27 U v 7 L £,

AT T3 [V 74T FEHEDOAZNE (Enable Client Certificates) ] Zi&IR L FJ, 7r 7 FRFRS

N, Fey 77Xy A ML YTHEAELZEIRLET,

ATV T4 RO3OOA T arNH£9,
* 1 DLLED CRL ZHHLTY 747 & MEHAEZBRGES 2561, [CRLOY = v FOH
#h{t. (Enable Fetching of CRL) ] Z8&R LT, FlE 5 TR E T,
cOCSPEMH L TY 747 > Mk EEZMRAET 25513, [OCSPOFZNE (Enable OCSP) ]
ZBINL T, FIR7IHERET,
« RNOFERIR LTI 747 v MERELZ AR T 2561L, FIAS ITHERET,

B o Rx7LoEE |
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ATy TH

ATvT6

ATy 717

ATvT8

7740 o TIPS —E 2 iEHE0ES [

BEFF0 CRL 7 7 A L ~DA%72 URL 2 A1 LT, [CRL ®iEN (AddCRL) ]%7 YV v 7 L%
9, K25 FE CTCRL OBMEMEY KL FET,

[CRL ¥ (RefreshCRL) | %2 VU v 2 LTHI{ED CRL %1 — R4 570, f§E L7z URL 7>
b CRLZmr—RFLET,

GE)
CRLO7V = v FEHITHE, EWHICCRLE EFTHAF YV a—)L Z A7 BERENE
T, TOXAT EREL T, EHOMELZRELET,

I TATV RNEHENRT 7T AT A — RENEFIERIC I TELASINTND I L &,
P R—FEEN T T U OFEAEA 7 — REN TV ARIERIC L > TEL STV D
ZEEMEELET, (NSRRI TH S Z ENRMETT) |

AE
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BLTLIEEN,

[PRAF (Save) 1227V v 7 LET,

EENEY D
AERAELZY A NOX T a— ROFRE
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ATvT2
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QAL L TWAT TIAT VADY—N"—3FHEOLEFE R TEET,

[ A7 4 (System) ] (@) >[#8m (Configuration) | ZEER L £7,
[HTTPS Certificate] #27 U v 7 L ¥ 9,

VAT ANT 7 40 EOHTTPS — N—FEAEAHHT 5 KO ICREIN TV AL EIZD A,
REUMEBERENET,

[HTTPSFERAED HHT (Renew HTTPS Certificate) | %27 Vv 27 LET, (ZOAT T =3 13,
T 7 4V NOHTTPS — N —GEEEZH AT 5 L 9 IV AT ABREE SN T DHEEIZD A,
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(A7 a ) [HTTPSFEMHED TS (Renew HTTPS Certificate) |4 A 7 12 7R v 7 AT, [#
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)

GE)
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T4—ILF A
44 Firewall Management Center 7 7°7 A 7 AIZE| Y Y4 T L7 fi I 724

Ao WA RNGLET T I7A TV ADLRTE LTHERHTEETN, 207 14—
L RIZRIOAHTZ AT LT, AR MBNERINLZ LIEHY £4
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Center & Cisco XDR # #4539 % &, Security Services Exchange @ [T /34
A (Device) | U A MZERRINET,

LHIEETETDHE, BEINTNWDETRITOT AL ZA0NHARIINE LT
~—7 &N, FTLWLRTIZT S, AT v ¥ 2T 52O BN NLEID
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gatyy—oxz I

J4—ILF

B

IPvd 7 KL A (IPv4
Address)

TN NERA v F—T 2 A A (etho) D IPv4 T KL X, IPv4 D
HIAMEFNZ > TWVWABEARIT, 207 4 — L RICEFDOZ LR RENE
_é‘o

IPv6 7 KL &2 (IPv6
Address)

FIFINNEHA 2 —T 24 A (etho) D IPv6 T KL A, IPv6 D
NN /2> TWVDERIE, 207 4 — NV RIZERSNET,

BAEORY > —

(Current Policies)

BERMEINTWVAD VAT A LLORY v—, KU —N%IZEH
SNEHBTEFESNATND E, R —AnA 2 ) v 7R TERRINE
B

EF &S (Model
Number)

W7 T vy a RIAL TIRIESNTNET 7 T4 7V ARFDET L
o, ZOFFF., NTITTIN a—T 4 T TEHEIIRAIBEENH £
TO

BARY) O—DEE

SEIERBARY O—RELXEEL T, BEANOEERR) O —DERZE=F —FB LA

BRL £

BARY O—REDEE

RARY v —REELEELET

FIE

ATYF1 [V AT L (System) ] (@) >[#B (Configuration) ]2 3R L £,
RATv T2 [RARY v —5%E (Intrusion Policy Preferences) 1 %7 U v 27 LE 7,

ATV T3 ROBRERH Y £,

[RY—DEFTIZET D=2 A~ (Comments on policy change) ] : Z—HF—2MI ARV
V—HEETHEXIT, Ay MERBEZMEH L TRY —EHEOEE A BHT 512X, 2
DF =y IRy 7 RAeF AT LET, R V—EROaAL MRS TND E, &
BEFaAY M7 7 A LT, BATERERR) - PEHE SN2 B#B L2 RF EHET

EET,

RY—OERIIET 23 A PEREINI LSS, aAy Mt T v a U ERITNAR
X ECE £ 9, Firewall Management Centerlid, 7~V > —IZxfT 58 LWEE N RFIND
fZNT, =Pl a A b AT LIS T u T P EHLET,
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cRARY —OEFEEE A T 712 E AT (Write changes in Intrusion Policy to auditlog) ] :
RARY o —OERZEAER 7SR T 2123, ZO0F=v 7Ry 7 A4 T LET,
ZOFTasiEk, TN FTHHTT,

o [HIBR &4 72Snort 3/L— /L D L —HW—F—/—F 1 KORFE (Retainuser overrides for deleted
Snort 3 rules) ] : LSP BHHIZ [A— =T 4 NETz] VAT LERNL—ILVOELIZE
THBMEZITWMDIZIE, ZOF =y IRy 7 A% A LET, AT 5H L, LSPHE
HO—He LTEMENAT LWVELL—LOL—LF——F 4 RBREEENET, @
Fa KT HITIL, Firewall Management Center A == —/3—"T, [#@%0 (Notification) ]>
[R5 (Tasks) |27 Vv 7 LET, 204 T arii, 774 b THEHTT,

s [TalosEBW/\N>T 4 2% T LA K'Y (TalosThreat Hunting Telemetry) ] : Cisco Talos 2%
BN T 4 v T EFTL, BEREX 2T A A 0TV Vo AZIET D2 & & AlHE
2T DI, ZOF 2w 7Ry 7 A AT LET, AUicT b &, KBl OB
T AT NIRRT a = NUR AR Y B S E T, BT 4 T —
WH O IPS b—/b & RISV E T3, Talos BN T 4 & T N— N DNERT DA
~ U M&, Firewall Management Center DA X2 h 7 — 7 /VITIFR RSN ETA, RV
W2, A M, DD T VA NI E LT Talos ICEESNET, ZOF v a v
X, T 74V N TEZTT,

GE)

« BN T 4 T I—L A X R, Cisco Success Network 47> 3 VNN -
TWAEEIZD I Talos IZHaE 31 E 9, Cisco Success Network D FERIIZ DUV T,
RO A Y v 7 LEiEHE A 2 L AT 5 729 O Firewall Management Center 0D
RIE (9—) 2B TIEEN,

H 43 @ Security Cloud Control 7 7 &7 >+ Z{i ] L T Firewall Management Center % 27 7
U RTFMIBERL, EEAEGTT 74 7 U 4+ —/LbA X % Cisco Security Cloud
WCHET DA, BB T 4 T N—v DA X | % Talos IZHAET 5728, Security
Cloud Control 7 7V o MZiZ BF 2 VT 4 otreux 7 T4 B ANKETT,

[l
anji
oM

[57E (Language) | X— V&AL T, WebA > ¥ —7 = A AFICERRL SiEEIEETE
—g—o

Web f VA —TJ A ADEENHETF
CITHRELESEL TR ToOa—HF—DO Web A L X —T A AEHEINET, ROHF
MBEIRTE £,
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B o Rx7LoEE



| v2x7468%E
e |
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- TERE (RS
« HERE (BET)
o HAGE

o WEE R

FIE

ATwT1 [V AT A (System) | (@) >[#E (Configuration) ]3I L £,
ATv T2 [E7E (Language) 1 &7V v 7 LET,

ATvT3 HEHTLEEEZRINL £,

RATY T4 [fR1F (Save) 1227V v LET,

N - »

942 /1\F—
[v 7 A ") — (LoginBanner) | ~—YZFEHL T, ¥X=2VT 4 77747 AERTH
HERV—DEvary Nf— gl RNf— HAZA A= N F—2EETXFE
j—O
HAZLa T A N —EAERT DI, ASCI L TR TE £, #7ICk b2
NR—AREITHERF SN EFAL, A0 RF=DRETETHAEC, =7 —DFN LR D
B VAT LEANNRFT—EFIRLE Y T DL, Telnet £721ESSHE v v a VLT 2 Z &N
HYET,

QA NF—DHRETAX
FIE

AT9T1 [V AT L (System) | (@) >[4 (Configuration) ]2 3R L £,
RATFw 72 [m7 4 ") — (Login Banner) ] IR L 7,

ATY T3 [BAHX L vl A 3)— (Custom Login Banner) | 7 1 —/L N2, T 5074 NF—
TXAMEASNLET,

ATy T4 [{R7F (Save) |27 U w27 LET,
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by N7y TOETR, EHR Y NV REXELTHIENTEET, ZHUTIE, Firewall
Management Center COEFA X —T = A A KA M, FREE KA A . DNS H—s3—,
HTTP 7' ¥ v OBIMRAEENET,

Firewall Management Center EI2 4 2 —J x4 XIZDL\T

7 7 4V K TlL, Firewall Management Center |[£3 X TDT A 2% | DOFEHA X —T = A
A2 LTHIEIL 9, £72. PIHIRRGES. EHE L L T Firewall Management Center [~ 7 7 7
DEICHEHA L H—T =2 ATITH LW TEET, BHA LI —T A A F, Av— 17
A AP ==L OWE, FHT 0T LOFT n—F TOMOEBEREDEITIC LM
MALET,

TN AEEA H—T = A AIZOWTIL, Cisco Secure Firewall Management Center 7 /31 A
5% 77 A R [ About Device Management Interfaces] # 2L T 72E0,

TINA REEIZDUNT

Firewall Management Center 737 /34 A ZF T 5 & XX, 751 A L DOMIC, WIFm O SSL K
FEBEF ¥ x V&Y 7 v 7 LE 7, Firewall Management Center X Z D F ¥ R /L& L
T, EOT A ANDF Y NI =27 bT T 4 v 7 O LOEBEO TR D15 H A Z O
THNARZEELET, TEOT A RI N T T4 v 7 &FETHE, A XU REERKL, FL
T F2NVEFH L TEINL DA X k% Firewall Management Center (2155 L £ 7,

Firewall Management Center Zfi ] L CT7 A A Z#EFHTH &, LLTOFERH Y 7,
e T RTDTNAZADRY v —% —RFNORETE DD, REOEENELITRD F
—aAO
CSEIERIATDOY T NI =T T T T = TN R, A =L TEET,

s EFEMERY —2EBRT /A A2 LT, Firewall Management Center 2> 5 7 /34 A
DNVA AT —H A TS —TEET,

A\

() Security Cloud Control EHXfG:7 /34 A&V | 47 L I A Firewall Management Center % 57
MrOBHIHEH LTV B5E. 427 L I X Firewall Management Center (378 U o — DR EE 7213
Ty T T b= RedR—FLEEAL, TS AREBLOZOMO YR — b SHTHROERRE
BT D5 Z DA ROELEFIAIL, 774~V ~F— v ) Security Cloud Control D7 731
ATIFEH S NEE A,

Firewall Management Center (X, RAA X~ v MU= HEHEHR, BLOT A 2D
T A= VAT A EEN U CTHAEICEEMT ET, 207, 2—FET A ABMHADR
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wug

HTLR— 2B HREAE=ZLT, Xy NU—7 LTI TWARIKRNRT 7T 4T 4
RIS A E N TEET,

Firewall Management Center Z i 32 Z & T, 734 ZEMEDIZET X TOMEEZEH TE E
—g—o

\}

(G¥)  Firewall Management Center (. http://www.cisco.com/c/en/us/support/security/defense-center/
products-device-support-tables-listhtml CAFAIRER AHatE~ F Y » 7 A THRESIN TV D RED
ROV V=A% FITLTNDT A ZAEEHTEETN, ZROEDLFID Y J—ADT /A
AT, FHr/3— 3 > O Firewall Threat Defense Y 7 k7 = 7 28 B8 L OREEIIF I C &

FH A, —HD Firewall Management Center §6E(L. LARTO/N—2 9 VCHEATE 256060
7

Firewall Management Center {&§# & i [l L C7 /N1 A& E L. 7/ A A% Firewall Management
Center ([ZiBAI L7222, 7 7/3A A & 7213 Firewall Management Center DU NF 410> T BREERE 4 ffe
SNTCEET, MIHRREIS U T, B0 X )T £9,

« 7 /NA A F 721 Firewall Management Center DWWV T U070 LA TE 5,
« T ADHDBFIHTE D,

» Firewall Management Center D A3 FHIETE 5,

WAL K |2 Firewall Management Center @ ethQ £ 72137 /N A D HHFE D/ WVEBLL
B—T A AMBIRE YD £, BRI SN TORWEEIL, BMOERA ¥ —T7 =—2R
MRAT SN FEF, Firewall Management Center DEIDEF A X — T = A4 ALY, {HAD
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T AEERMHEALET, REF ANV EEHA =T = 2RI EF 2T
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JEATEDLRy NT—2 L CERT LI EEBEIOLET, LRy NU—7 TEHLA
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75 Management Center ~D/L—7 ¢ > 7 ORI & WIEMN2 NV —T 4 > 7 ORI % (a8
DD, FA L E—T oA ZAZEROR Yy U= ICRET D Z &2 BEIO LET, HFEX
BT A AL, EB N T 7 1 v 7 % Firewall Management Center D PEA L X — 7 = A A|TiE(F
L. A~ N7 7 ¢ v 7 % Firewall Management Center DA X2 NELHA X — 7 = A ATk
BLET, BHMRT AL ARA R NEAA VX =T = RZEETERVES, 74 —/L
Ny J LTEBEA L Z—T 2 ATA X FEFELET, L, AV FEHA 2 —
7= A A LTRSS 0 2 LI TE £ AL

Firewall Management Center 7> & O PLEERE O FIHILIE, H 1T eth0 2> HFAT S 4L, £ ORI
AV =T 2 A ABMEFRICEITENE S, V=T 4 T T =TV, Rl v F =T = A A
DWRFEIIIMEH SN EE A,
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AZHTTP 7 7 B ADRICHIRT 2 Z LIFTEERHA, BEHA VX —T =4 AT, FIZTA
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Firewall Management Center E7 /)L L DEEAS VA —T o4 AYR—F .

A\

GE) ethOAf > Z—Tx2A ADHNDHCPIP 7 FLAZYR—FLET, MOBEHA L F—T =4

RNIABZTF 4T IPT FLAOIREYR—FLET,

Firewall Management Center ET7 )L EDEE A VA2 —T 24 AYHR—F

BHA LB —T oA ADBFFHZOWTNE, THEAOETADN— R 2T A VA ML —v g

A REZHLTIZS0,

% Firewall Management Center E7 /L CH R — h SNHEHA L F —T = A AZHOWTIX, BT

DEREZHRLTIZIN,

% 3: Firewall Management Center CH1R— F SN BHEEBA V2 —T (4 R

ETIL

BEAA—TIAR

MC1000

ethO (&7 4V 1)
ethl

MC2500, MC4500

eth0 (77 4/ 1)
ethl
eth2
eth3

MC1600, MC2600, MC4600

eth0 (77 /v 1)
ethl
eth2
eth3

CIMC (Lights-Out Management C @ Z 78—
~)

FMC1700, FMC2700, FMC4700

eth0 (77 4/ 1)
ethl
eth2
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CIMC (Lights-Out Management C @ & 77—
)

Firewall Management Center Virtual

eth0 (7 +/L 1)
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. Firewall Management Center 31 23 —J A X LD Ry bT—J)L— K

Firewall Management Center 384 2 —2J A A LDHRY FT7—2)L— Fk

BEA B =T 2 A A (AR A E =T 2 ZEET) X, VE—F Ry hU—2IC
BlETLHDDAET v 7 — FDOIZZ PR — K LTWET, Firewall Management Center
By Ny T LE By Ny e RICEY BELES— RV A IPT RLAASD
T 74V M— EMERRENET, 20— REHIBRTAZEIETEERA, £, ZO—
FCEETELDIXT =PV =A 7 RLADHTT,

—EBDT T T A — LTI, HEEOFEA LA —T oA AR ETEET, T 74/ F—
MIIZHEIIA v Z—T oA ANEENTWRWED, BIREINDA U HX—T7 A AT, f8EL
75— N0z A T RLVRE = U2 ANBTHA L F—T oA ADFy NT—T7I2L-T
BIp0ET, 774NV NRY NT—7 BIZEBOA V2 —T 2 A ABRHDIGE. T35 AXH
AV HE—=T 2 A AL LTESZO/NSWNA U E—T oA AEFEALET,

VE—hRy NT=2IZT 7 ¥ AT BITUE, BHEA L H—T oA AT LITIOUEDRET 1 v
IN— b EfERT 22 2B LET, T /31 Z)25 Firewall Management Center ~0
N—T 4 T ORER E BIERN RNV —T 4 7 ORIBEEZERET 272012, KA o F—T =4
2EAER Oy FU—7 IZRET L e 2BEOLET,

\)

=)

BRI SN V=T oA RF, V=T 4 VT T =T NI Lo TRESNER A,
BRI (TR eth0 28 L TRAT S, D%k, BHEHRT A RIZENET L E T, %

NAT IZ1iE

DA HE—T 2 A4 ANEFICRITESNET,

Fw NU—27 7 RLZZEH (NAT) Lk, V=252 N L%y NTU—2 FF7 4 v 7 DEZ
BHATHY ., FMEILELITSEIP 7 FLZOFEE Y Y TRThE T, NAT Ofch —fki
HEIE, TTAR— R Ry NI RS F—Fy FEBETELLOCTHIETT, A
KT 4 w7 NAT X 1:1 Bz BT L, T /34 A & D Firewall Management Center 1815 (2 3 f# X
HYFEAN, R— K T FLAZLH (PAT) BALY A TY, PAT T, H—D 7Y v
JIPT RLAREL—EOR— AL TRT Y v 7 Xy NU—J T 7 EATEET, Ih
HOR— MILEIZSE LU THIZEID B ToNDeD, PATV—FDOBERIZH DT /A A~D
BRI TE TR A,

WEIL, V=T 4 7 ERAEDOT T ORI THEITDIPT R A (BEkFx—{7&) BHBLETT,
TN A% BN 5H & Z1Z, Firewall Management Center 7237 /N4 AD IP 7 KL A ZFEE L,

7 73A A} Firewall Management Center O IP 7 KL AZFEELET, 772 L, IPT KL AD 1
DOHBDN> TG Ub—T 4 7 BNOR/NE) 13, )O@(E I EEEML L
TIELWRGRF —2MET D720, EROMEMIZ —E O NATID Zf5ET o4 E L H Y *
7", Firewall Management Center 35 X V7 /31 A Tld, #IHIBREROFEGE L KGR AT 5 Todls, &
BF—HBLONATID (IP 7 FLATIEARL) #HHLET,

7= & 21X, 7734 A% Firewall Management Center (ZiB L72 & ZIZT XA ZAD P 7 KL AN
bSOV (2 & ZIET /3 20 PAT L—F OIEHRIZH DHE) (X, NATID & Bk —
D # % Firewall Management Center [ZF§E L £9, IP 7 RV R ZZEADOEFEICLET, T34

A |G, Firewall Management Center ® IP 7 K LA [A] U NAT ID, £ X VA UGk —% f5iE
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L9, 7731 A} Firewall Management Center O IP 7 K L AZHER SN E T, T OREET,
Firewall Management Center [Z IP 7 KL 2DV IZ NATID ZfEH L TF 31 2 ZFRGE L %
j—o

NAT BR5ECid NAT ID 232 D03 & b — T4 25, NATID 23252 LT, 2HD
T 3 A % i BLIZ Firewall Management Center |Z18 19 % Z & A T& £ 9, Firewall Management
Center T, BT BT NA AT EIZIPT RLAFZEAOEEICL T —HEONATID ZF7E L,
WIZ4T 73A A C, Firewall Management Center ® IP 7 K L2 & NATID Ol 5 Z48E L £7°,
E :NATID [I7 /3 AT LIZ—ETRITER D HA,

WOBNZ, PATIP 7 FLADERIZHD 3 BEDT A A%&mLET, ZOHE, Firewall
Management Center & 7 /3 A ZAD[lj JFCT/NA AT LIZ—HONATID Z$FEL, 73 A LD
Firewall Management Center O IP 7 R L A& F5E L £,

5:PATOERICHIEERIRT /N XD NATID

Device 1 IP address: behind PAT
Register with

Management Center: 192.168.45.44
NAT ID: griffontaxes1

Management Center
192.168.45.44

Device 2 IP address: behind PAT
Register with

Management Center: 192.168.45.44
NAT ID: griffontaxes2

Add Device 1:
IP address: blank
NAT ID: griffontaxes1

Add Device 2: _ _
IP address: blank De\ﬂ_ce 3 IF_’ address: behind PAT
NAT ID: griffontaxes2 Register with

Management Center: 192.168.45.44
Add Device 3: NAT ID: griffontaxes3

IP address: blank
NAT ID: griffontaxes3

WOBENZ, PATIP 7 K L 2D #IZH 5 Firewall Management Center Z 7~ LE9, T DIFA,
Firewall Management Center & 7 /34 A Dl )7 TT /3 A Z LI~ EDNATID 2457 L, Firewall
Management Center F DT /XA ZAD P 7 KL AZHEEL E7,
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B s=6:01~0k 157099 Frrron

6:PATDERIZ$H S FMC 0 NATID

Device 1: 10.10.10.1 @—
Register with [ 4
Management Center: blank
NAT ID: griffontaxes1

Management Center
IP Address: Behind PAT

Device 2: 10.10.10.2
Register with
Management Center: blank
NAT ID: griffontaxes2

Add Device 1:
IP address: 10.10.10.1
NAT ID: griffontaxes

Add Device 2:
IP address: 10.10.10.2
NAT ID: griffontaxes2

Device 3:10.10.10.3
Register with
Management Center: blank
NAT ID: griffontaxes3

Add Device 3:
IP address: 10.10.10.3
NAT ID: griffontaxes3

FEEELVARU L FS5T499 FrRLOH
N

GCx) BHEHHOT—X A% —7 xA A% Firewall Threat Defense T 25 51L. FDOF A Z|Z
BRI OEEA B —T 2 f AL AR M U H—T oA ZAEMHTLZ LT TEERA,

LLFIZ, Firewall Management Center & B EEXI R T NA A TT 7 4L NEBA X —T = A AD
HEFHAT D ERLET,

7: Secure Firewall Management Center £t THE—DEBA V3 —J x4/ R &FERAT 556

Management
~-----.  Events mgmt Managed
71 E mgmt1 Device
Management | ]
S | : Management

-

|

|

|

|

|
3
Q
3

Managed
mgmt1 Device

B oA7LBE
I



| vx7u8%E

BEBLUAAU bk +5T490 Frrroh [

LLFIZ, Firewall Management Center C7 /3 A A Z EZREDOEHA X —7 = A4 A ZMHHT 5
BlaRLET, ZO%HE, EEHENET AL AN OOFHAS 4 —T =4 Z5EEHLET,

[ 8: Secure Firewall Management Center DI NDEEA V23 —T (4 R

Management
—————————— mgm
Events omt Managed
mgmt1 Device
Management
Center
Management
T mamto
Events J Managed

mgmti Device

LTIz, @aloA Xy ks A B —7 = A ZA%#HF 5 Firewall Management Center & & #x4:
TNAZADOF R LET,

[ 9: Secure Firewall Management CenterE DERI DA XV b 4 V3 —T A REEBRET/NA REFEHT 5154

Management
.................... t
mogm Managed
Events mgmt1 Device
Management ©th’
Center
Management
_____________ ugm Managed
Events 0 Device

PUFIZ, Firewall Management Center £ CHEDERA > H —T = A A LEABIOA R~ A
H—T A APNRIE L, BRIDOA R b A o F—T 2 AT DEHESGET N A AL H—
DOEBA L H—T 2 A AT 2EENRT A ANRET D0 2R LET,
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10:

EEAUE—TIAREARY P A VA~ T A RAERESHTHEAT 5158
Management
-------------------- mgmtO
ML Managed
Events T Device
Management
Center
Management
"""""""" mgmt
9 Managed
— = Eent_s _ _ _mgmt Device

Firewall Management Center 524 V3 —J x4 ADER

Firewall Management Center CEBA ¥ —7 2 A AOFRELZLELLET, A7/ a L LTE

mo
B

A

WA LA —T A AEENCLTED ., AR NDOBDA B —T oA AEFHELT-D T
‘a—o

FE

B SN TWOEHA =T = A A LET L5553 DI THEELES Y, RETZT—O
7o DI T & 72 W5 a1, Firewall Management Center =2 > Y — /L 7R — MIZ7 7 & A L T,
Linux = /L CRy U=V REXFHEETDMLENH D £, ZOEIETIL, Cisco TAC IZ

BAET D MERH Y T,

Firewall Management Center ® IP 7 N L A Z#ZE B4 535513, Cisco Secure Firewall Management
Center 7 /N\A AR AT A K ¢ [Edit the Firewall Management Center |P Address or Hostname on
the Device] # &M L C< 72 &V, Firewall Management Center O IP 7 KL A E /213K A N4 %
BETLH5E1F, REP KT L2EIECT A ACLICHALL T2 LERHY £, 1L A
EOLE, EHBEGIXT /31 A D Firewall Management Center IP 7 K L A £ 7213HR A N &4
FHEFTICHMLINE TN, D7 & b7 /31 A % Firewall Management Center (2381 L T NAT
ID DA ZFEE LG EIE, BRI L OICT D7D, TOXAT ZFTT L4
ERHY F9, MOYETH, Firewall Management Center [P 7 R U A £ 72X A M & RO
WHEICHERF L C. Ry MUY= DTN E @O L T 2 /R L £,

i AT PERE R TR, BRI NTZT A ZDEHIP 7 R L A% 7 /34 A? CLI %721 Firewall
Management Center 2> HZE 8 L7855 @Al ATERI#% . &4 4 U Firewall Management
Center [ZIZEEN KX LEF A, B4V Firewall Management Center & HT 415 L 912
9 25IZ1X. 2 O Firewall Management Center D fi] T — L2410 B2 T, &H 4 VU Firewall
Management Center 7 7 7 4 7=y MIL %7, BI{ET 7 7 1 7 72 Firewall Management
Center O [T /34 A& H (Device Management) ] X—3 T, BRI TNDT A ADEH IP
7T RUVAEZERLET,

B o Rx7LoEE
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FIE

ATy T

ATy T2

Firewall Management Center 31 2 —J 2/ ADER .

5 Al FVERERR C 1 50 Y7 Firewall Management Center D HE IP 7 KL A2 EH L7-54A, Y
T PETITE, SRR O EES M SN EE A, U E— BT Firewall Management
Center b BT I D L H1ZT HITi%, Y E— b BT Firewall Management Center (Z 2 7 A > L |
[#4 (Integration) ]>[Z DOfthd#EE (Other Integrations) ]> [/ A fTE (High Availability) ]>
[E7~%—% (PeerManager) |IZBEIL, 7 ~F—Y¥DIPT KL A% FEITHEHT D
VERH Y ET, > > > FHOFEMIZOW T, & AT HPE~<7 @ Firewall Management Center
DIPT FVADER 2B LTI IZEW,

1R BHHIIZ

o T ZAEBOHFAIIZ DOV TIE, Cisco Secure Firewall Management Center 7 /N4 AL
HA KT [About Device Management Interfaces] 25 L T 7230,

c TuXEMEHT LGS
* NT LAN Manager (NTLM) #@iEZfEH 2 7 m X3 R— I EE A,

AT — R TABUAEFEHALTWD, £LEEATLITERSLLAIL. Tax
® FQDN | 64 L FLUNICT HHERH Y £,

[ AT L (System) | (@) >[8&E (Configuration) |>[EE 4/ >4 —7 x4 X (Management
Interfaces) %3 L £,

[f % =7 x=A X (Interfaces) | =V 7 T, RETHA L F—7 =4 ZADOMIZH 5 [Mitk (Edit) ]
Vv LET,

Ok va T, FIATRERT R TCOL v H =T 2 AN A ENET, A1V F—T =
AAZESLIZEMTHZ LIXTEERA,

FTNENOERA L Z—T 2 RATH LT, UTOF 7Y g v ERETEET,

s [A%NZT % (Enabled) |: BHA X —T = RAEHMILFET, T 74/ b ethOEHA
VH—=T 2 ABEENILEWNWTLESL, ethOf VX —T oA AZNELTH Tk A
HLHV FT,

* [+ ®/V (Channels) |: [EE N7 7 ¢ v 27 (Management Traffic) | WNHNI/e-> T\ 5D
A B =T A AP E S I OHBETT, LEISCT, A ML 2 —
7 A A%FHETE £, Firewall Management Center CiZE CE HA X hA U H—T =
AL 1D TY, ZhEFET DI, [EFBE N7 7 4 » 2 (Management Traffic) ]
Frzy IRy I A%EF7IZLT, [(AX s 8T77 4 v 7 (BventTraffic) | F =y 7Ry
JAEFOEFFICLTCRBEET, REOSUT, BEHALVH—T = AD [ X b b
77 4 v 7 (Event Traffic) | 28N THZENTEET, WTHOBAEL, T3 &
T, AR DBDOA L F =T 2 f AIAN PEFELEDELET, TDOA 2 F—
T2 AANRF T LTWIEHEE, A0 FF Y U RADBERIT > THTH, FELA
B—=Tx2 A AETARVMERELET, A V¥ =T AETAHRU N Fr 1L LB
F v RNV DOWST BT D LIFTEEE A,
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*[E—F Mode) 1: Vo7 E—FREHELET, STEY P AP Ry b A ¥ —T =
AATIE, BEIR Ao 2—3a VOEEERE L THRMENAN I SICEREL TS

« [IMDI/MDIX] : [H#-MDIX (Auto-MDIX) ] Z&%E L £,

« [MTU] : 1280 ~ 1500 D KRziE2 =y F (MTU) Z&RELET, 7 7 +/L ML 1500 T

‘/9‘«0

* [IPv4 3% 7E (IPv4 Configuration) ] : IPv4IP 7 KL AZHE L T, RO EL LMnEEINL

i‘a_o

s [AXT 4 v (Static) 1: IPVADBEIP7 FLR LRy kIR EZFETASLE
D

« [DHCP] : DHCP 25 A v X —T = A AZFHELET (etho D&H)

DHCP i3 25%61%, HIV 4 ToHN/T FLABREEIN/RWE 512, DHCP 7
WEFERHTHLERSHY £9, DHCP 7 RLANREE S5 & Firewall Management
Center * v bV — 27 FENFM LR 78 D7280, T3 AOBERITK L £3, DHCP
7 RV ADEE %A HI21E. Firewall Management Center (28558 L (FF A M4 F 72
IHTLWIPT RUAZEH) | [ A7 A (System) | (@) >[E%%E (Configuration) ]
>[BHEA V3 —T 4R (Management Interfaces) 1 DIEICZ U v 7 LTHxy hU—
7V ty FLET,

o [#£%) (Disabled) ] : #£%) IPv4, IPv4 & IPv6 Difi Ji 22 LEWWT K 2 &L,

* [IPv6 7% 7€ (IPv6 Configuration) ]: IPV6IP 7 KL AZHE L F T, RO EH LnEEIRL

i‘j—o

c[AH¥T 4> 7 (Static) ]: IPVEDEEIP7 KLRALIPV6DTL T 14 v I AR% TE)
TANLET,

« [DHCP] : DHCPv6 #9254 v 4 —T7 = A AERELET (eth0 DFH) |

o L—HEI24T (Router Assigned) ]: A7 — ML AHBEREEZ AL ET,

[#£7) (Disabled) ]: IPv6 & HEZHIC L E 9, IPv4 & IPv6 Dili 7 %2 M5z LIZLNTL 12
Ly,

s [IPv6 DAD] : IPv6 Z HNCT 5 & X2 [EET N A (DAD) | A %hE 72130
M LET, DAD 2325 Z LIk » TH—E A EEKBED A REMEN LT 5 72
. DAD (FEMCTHZ &N TEET, TORELEN LG EIT, T TICHD
LBTHNTWAET RLANZDA U E—T 2 A ZATHRAENTWARWE & 2 FH8) T
BT OVENDHY £,

ATFv T3 [b—F (Routes) |V 7T, #L— b E2[ME (Bdit) | (&) 227V v 7 LTHRET DM

ER

GEM (Add) 1(H) %27V vz LCEIMLET,

N— K T=TNEFRTDHITE, [Fr View) | (&) TAarvzr )y 7 LET,

B o Rx7LoEE
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Firewall Management Center 31 2 —J 2/ ADER .

BMOKA =T 2 A ANV F—F Xy MU —=ZIZBEST DT, AFT 497 b— R
MEETT, B LWL— M BB ZREAIZ- OV T, Firewall Management Center 5 #1( » 4# —
TxAALEDORy FT=T 00—k (54 X—=2) ZZRLTIZEN,

GE)

FIAN M NA— T, Y~ T2 IPT FLADHAEEETCXET, HAA ¥ —T=A
23, BBELEA— M2 A A B —T oA ADXy NT— V7 IZHBET A Z L THERIO®
WEnxEd,

WORE"EAAT 47 — M L THRETEET,
» [585 (Destination) ]: /b— M EAEK T B5EHEAR Y NU—7 D7 RLAERELET,

«[*y h¥A2Z (Netmask) | E721X [V 7 1 v 27 ALK (PrefixLength) ]: X~ hT—27 D
Xy hvRA7 (IPv4) £E7 V74 v 7 2K (IPv6) ZRELET,

[ F—T7xA A (Interface) ]: HANEEA X —T A ZAERELET,
[F—=hFTUx=A (Gateway) 1: 77— FUxAIP7 FLRAZRELET,

[IEAF%E (Shared Settings) | =V 7 T, ¥XTOA X —T = ATHEFINTNDH Ry b
T—0 IRTGA—=B B ELET,

GE)

eth f > % —7 = A AT [DHCP] Z#i%#RF 5 &, DHCP — "—nbLHEGT 2 LARED
ETECHRETLIZENTE R ET,

UTOEAREEIT) ZENTEET,
« [/"A b4 (Hostname) ] : Firewall Management Center -8 A b4 5 E L7, HA ML
MK 64 XFEMEHTE, TAT7 7y FERIIEFECHBB LUK T T H20ERH Y £
o HEATEL2ORIT AT 7Ny b, BT AT DOHRTE, RAMEEET LY
& syslog A v E—VIIKBMENDH LWAR M ZFHT 51213, Firewall Management
Center # FR#LHN L £ 97, FR#EEIT 2 E TiX, HrLWAER M4 H3 Syslog A v B— VIS
EHEA,

[ KAA > (Domains) ]: 71>~ TKXY)5H 47z, Firewall Management Center DFRE K A A >
Z1OUEBRELET, ZNHDRAA 0%, a3~ K (pingsystem 72 &) (252 &
RAAL R EHRE LRV EIZHR A MBS E T, FAL L, BHEA =T =
ARFTNTEBA L —T oA AR THa~ 2 FTOHR, HHINET,

* [7Z 4~ VU DNS % —,3— (Primary DNS Server) ]. [t 4 >4 U DNS ¥ —/3— (Secondary
DNS Server) ]. [7 U # U DNS #—/3— (Tertiary DNS Server) ] : DNS H— X —3MES)E
THEHINDLIRELET,

o [VE— FEHAR— T (Remote ManagementPort) | : BN RT A 2L Di@EHDO Y £—
NEFLR— h Z7%E LE 7, Firewall Management Center 35 X OVE IR T /34 A%, W5
M SSL K BALiEE T v r/L (7740 b Tl — b 8305) ML Cl@ELET,

G
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ATy TH

ATvT6

ATy 71
ATvT8

VA, VE—FNEBEAR—F 2T 74V MREOEFICLTE Z 2@t L Ty
FT, BHA— IRy b —7 EOMOBEE LEHEAT 2561, BloR— N &2 3RT
FET, HEHA— P 2EET 25503, EANORAIZEETA2LERH LT XTOT N
AADERR— N LT TIHLERDHD £,

[ICMPv6] f83% T, ICMPv6 DR EZITVVET,

s[RI NT Y FOFEEEFFAT S (Allow Sending Echo Reply Packets) | : = = — G2
Ny bEAHEILTENILET, b0y FEEHICTHZ LT, PR
BHREOMREMENORE L ET, =a—0& Ty 2T T 2 & Firewall Management
Center DEHLA > F—T = A ZIZT7 A N HWJTIPv6 ping ZfEHTE <20 77,

s BEAERIEARGE T v FOFEZFFAT S5 (Allow Sending Destination Unreachable Packets) ] :
SESCEIEARGE N7 Y NEAELITESIZLET, IOy NI THZ L
T, P—ERAEGKEO RN GIREL ET,

[Fr%y (Proxy) ] =V 7 T, HTTP 7R ¥ V& EH LE T,

Firewall Management Center |%, 7~— k TCP/443 (HTTPS) ¥ X UXTCP/80 (HTTP) TA v & —
Ty MOEEERT 5 L IS TWET, HTTP ¥ A Y= A MEH TRRGETE 57 1 %
V== TEET,

IO RNy 7 ORHESRIEDO T XL OB EZBR LT E &0,

a) [A%) (Enabled) | T =y 7Ry 7 AEF N LET,
b) [HTTP v (HTTPProxy) |17 4 —/L RiZ, 7ux v $—_—DIPT KL AFE721L5%
BEMINAAL A EANTILET,

DO RNy 7 OFHESMOEMSEZ BB LT FEW,

¢) [FA—hK (Port) ] 74—V RIZ, K—b+EZEANLET,
d) [ZFuXTF8REDfEA (UseProxy Authentication) ] &38R L T226 [—W—4 (UserName) ]
L [NAT =R (Password) | Z AJ) LT, WiEEMIEHREZHTELET,

[fRTF (Save) 1227 U w7 LET,

Firewall Management Center @ IP 7 N L A ZZ8 B4 535513, Cisco Secure Firewall Management
Center 7 /3 A AR A R ¢ [Edit the Firewall Management Center |P Address or Hostname on
theDevice] #ZML T 720,

Firewall Management Center @ IP 7 R U AL/ (FZAR AR M EAZEE T H5H1%, RENL—HT D
EOCT RAACLITHAEERTHZHERDH Y £7, LA EDEA, BEERIXT N1 AD
Firewall Management Center IP 7 R L A £ 72 13AR A M AL R TICHMELINE TN, D7l
&t 7 /34 A % Firewall Management Center |21/l L C NAT ID O A& 457 L7 5A 1%, HEih
BENLSND LT D720, ZOX A7 ZFATTLHMERH Y £, MMOHETH, Firewall
Management Center IP 7 K L 2 E 72 1THR A M2 ORBICHERF L T, *y NU—27 DI
NE@mODZ MR LET,

B o Rx7LoEE
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Management Center & Threat Defense D IP 7 K L XDER .

Management Center &~ Threat Defense DM IP 7 KL ADEE

Firewall Management Center & Firewall Threat Defense ® IP 7 KL 2 Z#H L\ %> N U —27 1l
S o5ald, MH2EETL2LaB@oLET,

FIRr

ATy I

(ESLIES Tk 2 [ Nl D=
E A AT £72137 T AXOFARE, T _XTO2=y PTCINOHDOCLIFIEEZEITLET,

a)
b)
<)
d)

[T/31 R (Devices) 1> [T/ 31 REH (Device Management) & 3R L £,

TR ZADRICH D [fE (Bdit) |1 (&) 227V w27 LET,

[Device] #7 Y 7 L., [Management] 7Bk % Fr L E 7,

ATA X H7 Y 7 LCEEE —RICECT 52 LT, (OB 2L ET,
11:EEEENTS

Management o @

Remote Host Address: 10.10.0.12

Secondary Address:

Status: (]
Manager Access Interface: Data Interface
Manager Access Details: Configuration

BEOBIMEZHATT 2L OITRODOENET, [Yes] 227 U v 27 LET,

Disable Management

Managing this device will not be
possible if it's Management IP is
disabled. Do you want to proceed?
You can enable it later.

AT w 72 Firewall Management Center NDT /SA ADIP 7 KL AZFH LNWT/NA ADIP T KL AIZER
LET,

TNRAADIP T RURIIHRTERLET,
AT AMERT £720137 ZAZOAIL, $XTO2=y FTCINLDOCLIFIEZFETLE T,

27LEE I}
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a) [WE—FHKRR M7 FLR (RemoteHost Address) | D IP 7 RLAB XA T ar o[k
J1% YT R A (Secondary Address) | ULET —4 A ¥ —7 oA AZMEHT2555)
L RE (Bdit) ] (@) 22U v/ LTHRA MERELET,

12: EB7 FLADIRE

Management ()

Remote Host Address: 10.89.5.29

Secondary Address:

Status: (]
Manager Access Interface: Data Interface
Manager Access Details: Configuration

b) [H (Management) | ¥ A7 /ARy 7 AD[)E—FKA L7 FLA (RemoteHost
Address) | 74—V FBEXOF T a D [EhZ Y7 KL A (Secondary Address) ]
74—V NTAREIIXIP 7 FLVAZER L, [R1F (Save) 127U v 27 LET,

13:EBIP7 FLR

Management ®
Remote Host Address: [ 10.89.5.29 ]
Secondary Address: [ 10.99.11.6| ]

AT w73 Firewall Management Center O IP 7 KL A& H L TL 72 &0,
FE
Firewall Management Center f > % —7 = A A& ER T HHHIT DI THEELZS VN, RET
7 — D= OIZHERE T X WAL, Firewall Management Center =1 > Y — /LR — NI T 7 & A
LT, Linux Y=V TRy NY—VREZHRET DHLENHY £3, ZOEIETIL. Cisco
TAC ([ZEAET 2 MERH Y £,

a) [ A7 A (System) | (@) >[E&%E (Configuration) ]>[BEA 2 —T (4R
(Management Interfaces) ]% %R L £,

b) [ ¥—7=AA (Interfaces) | =V T T, BETHA L H—7 A ADRIZH 5 [ftk
(Edit) 1227 V> 7 LET,

o) P7 RLAEEHEL, R1F (Save) 1227 U v 7 LET,

B o Rx7LoEE
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Management Center & Threat Defense D IP 7 K L XDER .

FNRAZADHZ—V % IPT RLAZEHE L X7,
EAHMEAST £720137 T AZOBEIE, T 3TCHO2=y b TINHDCLIFIEEZEITLET,

a)

b)

Firewall Threat Defense CLI C, Firewall Management Center #j3l| 7% &~ L £ 7,

show manager s

1 -

> show managers

Type : Manager

Host : 10.10.1.4

Display name : 10.10.1.4

Identifier : f7ffad78-bfl6-1lec-a737-baa2f76ef602
Registration : Completed

Management type : Configuration

Firewall Management Center IP 7 R L A E /213K A M & RE L E7,

configuremanager edit identifier {hostname {ip_address| hostname} | displaynamedisplay _name}

Firewall Management Center 25 DONTRESOLVE & NAT ID (2 & » THRANZHEL] S -3
B, oA FEFHLTHEZARA M ERIZIP T FLAICEFRTEET, IPT ML
AFETITA A M4 % DONTRESOLVE IZAE$ 5 Z LIETE £t A,

1 -

> configure manager edit f7ffad78-bfl6-1llec-a737-baa2f76ef602 hostname 10.10.5.1

ATFYTES A= LR — T — Y TIBARA AL E—T 2 ADIPT RLAZEFLE T,
BRI AT F720137 T AXOEAE, T THO2=y hTINHDCLIFIEEZFEITLET,
BHHEHEA A —T oA AREHA LT DA

configure network ipv4

ATvT6

configure network ipv6
HHERA V=T 2 A4 AEHEH LTV D5E

configure networ k management-data-interface disable

configure networ k management-data-interface

AT7A %7 ) vy LTEHEZBEAY (@) IZLET,
@A T £ T A Z OLEEIE, T XTOa2=y FTINHLDCLIFIHAZFETLET,

27LEE I}
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14: EEEROFNEL

Management e )
Remote Host Address: 10.10.0.12
Secondary Address:

Status: ]

Manager Access Interface: Management Interface

ATV Tl (F—V¥T I RACT—HA v F—T = A A%HEH LTV DHY4E) Firewall Management

Center CT— XA VX —T oA AREEZLH LET,

B A AT OBAE, W O2=y hTCZOFIEEETLET,

a) [T/3 R (Devices) | >[T/31 RAEHE (Device Management) ]>[7T/34 X (Device) | >
[BE¥ (Management) |>[¥Hx—I v 7V X - (Manager Access- Configuration
Details) ] 3R L, [H# (Refresh) %7 U v 7 LET,

b) [T/31 R (Devices) |>[T/31 REHE (DeviceManagement) | >[4 32— x4 R

(Interfaces) | #BINL, HLWT RLAL—HTHLHIZIPT RLAZRELET,

¢) [¥A—V¥T 7 BA-HEAGEM (Manager Access - Configuration Details) ] [FMC7T 2 & A -

HERGEEA  (FMC Access - Configuration Details] # A 7 02 77K w7 AR D | [#ERR
(Acknowledge) 1 %7 VU v 7 LTEMZ v 7 ZHIBRL 7,

AT T8 EHERNPEMEL SN L AR LET,

Firewall Management Center C, [Devices] > [Device Management] > [Device] > [Management] >
[Manager Access - Configuration Details] > [Connection Status] ~<— ¥ TE PG AT — X A %
R L £,

BTG D AT —H A& FKor T A2, Firewall Threat Defense CLI T, sftunnel-status-brief =
v REANLET,

RDAT =B AL, T—EA L Z—=T = A ADERBRN LT Z &L, WEO Ttap_nlp)
A LB =T 2 A AZERLTNET,

B o Rx7LoEE
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Manager access - Configuration Details ®

Manager access configuration on device is different from Manager. Review the differences and deploy the changes.

Configuration CLI Output Connection Status

sftunnel-status-brief command output from Firewall Threat Defense [ Refresh ]

> sftunnel-status-brief

PEER:16.10.0.11
SFTunnel Status:-
Channel A: Connected
Channel B: Connected
Peer channel Channel-A is valid type (CONTROL), using 'ethe', connected to '10.10.0.11' via '10.10.8.12'

Peer channel Channel-B is valid type (EVENT), using 'ethe@', connected to '16.16.0.11' via '16.10.0.12"
Registration: Completed.

IPv4 Connection to peer '10.10.6.11' Start Time: Fri Oct 11 ©6:51:20 2024 UTC

Heartbeat Send Time: Fri Oct 11 ©6:53:58 2024 UTC

Heartbeat Received Time: Fri Oct 11 ©6:54:86 2024 UTC

Last disconnect time : Fri Oct 11 ©6:22:84 2024 UTC

Last disconnect reason : Both control and event channel connections with peer went down

Close

ATv 79 (A HYE Firewall Management Center X7 O354) 5> 4 U Firewall Management Center C
RELELZ#VIRLET,
a) 424V Firewall Management Center IP 7 R L A2 A H L7,
b) WMAD=Z=y hTHLWET T FLAZHFELET,
o) B HF VA= BT VT 4T =y MILET,
d) TA ADEHEE A BN LET,
e) Firewall Management Center T7 /NA AD P 7 KL AAEH L ET,
0 BRI ABEADICLET,

IARr—oFYDYE—FT7OER

BHRIRT NA ATV w7 IPT RUAETIZFQDN 3204, i Eny v 57 m
EYa = T OERA L E—T 2 A ZAEMET 25GE1E. T ANERER AR TE D &
9 |Z Firewall Management Center ®/37 U w7 1P 7 K L A/FQDN %% /& L £7°,

7= & 21X, Firewall Management Center DEHLA > X —T = A ZADIP T KL AN LD /N — X
WCESTNAT ENTWDEAIE, 227 Yy NATT RLAEZASLET, IPT7T RLA
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Provide Management Center FQDN or Public IP
Address

[ fmc1-tech-pubs.cisco.com ]

@ If managed devices do not have public IP addresses, then enter the
management center's FQDN or public IP address that the device will
use to establish the management connection. For example, if the
management center's management interface IP address is being
NATted by an upstream router, provide the public NAT address here. An
FQDN is preferred because it guards against IP address changes.
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IZ VMware D35, A X LEBRA 7Y 3 1% VMware Y — /L O—E T,

Firewall Management Center D> v k&) U E =X HBIEE)

FIE

ATV 1 [V AT L (System) ] (@) >[#B (Configuration) ]2 3R L £,
ATy T2 [Fut A (Process) | ZiER L £,
RAT9T3 ROWTNNEFRITLET,

Yy hET (Bt ¥—DT ¥ v ¥ 7 (Shutdown Management Center) ] @
Bz D [~ FD3FEIT (Run Command) %227 Vw27 LET,
i HE) [+ ¥ —OFEE) (Reboot Management Center) | DAEIZH D [
~ > RD3F4T (RunCommand) %2727 VU v 7 LE7,
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BE#EHTLLEe T RLET, VAT LET —HN—RX F v
EFATLETH, ZHTETT DD 1 KN £7,

oy Y —VOHEEE |[[FEt X —a Y —/LOFEEHE) (Restart Management Center
Console) |OHEICH D[22~ FDOFEIT (RunCommand) (%7 U v 7
LETS
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BEBTLL, Xy FU—7 =y TRICTHIBRSNTZR R B HERIR
SNDHTENRHY ET,

REST APl 3%

Management Center @ REST APL %, Y— KX—F 4 77U — 9 TCRESTZ 747 |k
BLOEEHTTP A Y v FEEALTT A ARELZTBLOEET L 20 OBEOA

S —7 A A% L EJ, Management Center ® REST API DFEAHIZ DU TiX, Cisco Secure
Firewall Management Center REST API 7 A > 7 A% — " A K 2B L T Z3VY,

Y
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£
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ATvT3
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Firewall Management Center 15 ] FIE 2 32 BB CiX, Z ORelX. 77 7 1 772 Firewall

[ A7 2 (System) ] (@) >[#m (Configuration) ] Zi&RL £,
[REST API ## & (REST API Preferences) 1 %27 U v 7 L%,

Firewall Management Center ~~® REST API 7 7 & A G 2h £ 7= 13 Whi2 9~ 5 1i%,. [REST API
DAY (Enable RESTAPI) | F = v Ry 7 A% d 34 7ICLET,

[Savel 7 U » 7 LET,
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Tu—ZIT7 A LET,

JE—hFO2Y—ILDT I RAEE

YR—= PRI AT LLETIE— N T 7 8AZITH D, VGAR—F (F7 40 b)) F£7203
WHT 7747 2 LD YT N K= %2 LT Linuxk Y A7 LDy =)L T E
T, [V —/LE%E (Console Configuration) ]~<— I ZfEH LT, ###%D Cisco Secure Firewall
JRBBREOMI L AT U MIEbE LA 7Y a VA RINLET,

FR—FENTVAYEN— R = 7 R_R—ZAD 3 A5 A TIE, Serial Over LAN (SOL) #2k: T
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JVEE#REIX. Firewall Management Center €7 /L2 L > THR Y £,

» Firewall Management Center €7 /L MC1600, MC2600, 3 J TUYMC4600 Tix, CIMC K— k
LDt L CLOM 2R — R~ LE7, #HMiliX, [CiscoFirepower Management Center
1600, 2600, and 4600 Getting Sarted Guide] % Z:M LT < 72 &,

* {1 >3 X"T D Firewall Management Center /~— K7 = 7 €7 /L ClX, LOM ZH AR — 4%
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JL® [Navigating the Cisco Secure Firewall Threat Defense Documentation Guide] [J % %M
LTLZE0,

LOM (%, VAT AL VAT LEEHT 52— —Dfli F CHNMNCTH2LERDH Y 4, VA
ThLa—F—ZHH L%, — F/X—F ¢ 8O Intelligent Platform Management Interface
IPMD) =—7 4 VT4 ZHHAL, VAT AT 7 EA L TEHLET,

RATFLEDYE—FaAVY—ILETFEDORER
ZOFIEEXEITTHICIE, BHE2—V—CHAILERDH D £,
188 BHEIIZ

« THNAADERAL U F—T oA RATHE SN — RX—=TF 2 v F L JEGET, AR
=7 VY —7nm bajn (STP) zZMahiz LEd,
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ADAL— R T v T HA RESRLTLTEEN,

FIE

RATvF1 [V AT L (System) | (@) >[#RK (Configuration) 123N L £,
ATw T2 [/ — 4R (Console Configuration) 1 %7 VU v 7 LE9,
RATYT3 VE—b A Y=LV T I EADE T v a v ERRLET,

T T TAT U ADVGA R— M EMHT 5121%, [VGA] Zi&IR L £7,

T T ITAT U ADY Y TINR— NI HGEITE, WP Y 7L — K (Physical
Serial Port) ] Z iR L £ 7,

« Firewall Management Center C SOL #ft % fi 19~ % 1Z1%. [Lights-Out® # (Lights-Out
Management) ] Z3®IR L F£9, (V> D Firewall Management Center &7 /LIS LT, T
7 b b OEBR— FEZIICIMCAR— h AT 5560860 £4, FHMICOW T,
EFETNDAL— R T v 7 IiA4 REZRLTIEEW) |

ATFw 4 SOL Z/ LT LOM ZH# T 5121 :

« VAT LDT KL AD [ (Configuration) ] ([DHCP] %7213 [Manual (F#)) ]) %33R
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ATv TS5 [fR1F (Save) 1227V v 7 LET,
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7 LTI ICHERT 50, [Fr ot/ (Cancel) 27V v/ LTHTHER L ET,
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Lights-Out B HEREZ 95 2 —F—1Zx LT, Z DEREDOHEIR %2 BRI AT 59 5 B A
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o 2 —4—|Z Administrator 7 —/LZE| 0 Y THLERH Y F7,

o L — P —ZITEHTEBDITHEEF 16 LFETTT, LOMZ—HF—{Zxf L, NA 7R
FNELVEWL—P—Z TV R—FENTWEHA,

» 2—HF—DLOM RAV = FiE, ZOA—HF =DV AT L SNAT—RLFELTT, /<2
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AZLICERTTHZ L2 HEE L £,

« 2% Firewall Management Center (2%, fx K 13 AD LOM = —HF —ZFHETE LT,
bHA—P—0On 7 A PIILOM TEOA—F—%2IET 7T 4 7L L TILET 77T 4 71k
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TENSDa—F—PNEEMINWEF A, 77T 1 772 Firewall Management Center T LOM %
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AR T, v == AERR T D5 LOMBERPAE LI/ > T d e —hLa—
P—DRAT—F&E)tvy hTBHE, TOEEMN, UCS X—ADT 7T 4 772 Firewall
Management Center 2>, 7 7 7 4 7B LA KX /34 Dl Jj D Firewall Management Center &
7 2 7 4 77 Firewall Management Center CIMC ([Z[AI#l & v E 3, #HLVWIA T — RiE, CIMC
0 7 A HIZA % 734 Firewall Management Center & [FI#] SiVEH A, A4 2731 Firewall
Management Center & B 415 L 9123 5I121L, A ¥ 731 Firewall Management Center 0 2 —
HANZ—F =D CIMC B /A L /8AT— K& Uty FLET,

Lights-Out X1 —Y— 77 £ XDE ML
ZOFREEFITTHICIE, BHEL—P—THI2MLERH Y 7,

TOXAATEEHLT, BEOL—F—IZLOM 7 7 ¥ 2 &2 LET, HFLa—H—|Z
LOM 7 7 B A ZFF Al %121, VWB:L~47L DBMEFIIREZBR LTS,

FIE

ATV T [VAT A (System) ] @) >[1—H— (Users) |>[1—H— (Users) [N L £,

ATv 72 BEFEO2—YF =2 LOM 2 —% =T 7t A& AT 5121%, VA MNOZ—F—4 ORI
[ﬁ%(mM](ﬁ)%yj/ybiﬁo

ATY T3 [2—HF—DFE (User Configuration) ] . Administrator 2 — /L& H N L £9,

AT v 74 [Lights-Out EH7 7 & ZDF A (Allow Lights-Out Management Access) ] T = v 7 R v 7 A% 7
VI LET,

ATy TS5 [{R1FE (Save) |27 U w27 LET,

Serial over LAN 7 D% E

T ST AT 2 A~D Serial over LAN Bt 2 {ERK T 2121, 2 B a—% ETH— Ro—7 ¢ #l
DIPMI 2—7 4 U7 4 i L £ 7, Linux REFEE 21T Mac BREZEHT 222 —%
TlZ IPMItool Z i L &9, Windows EgHE Cld. A L TV 3 Windows /N— g 2L - T
IPMIutil % 7= 1% IPMItool %l T& £,
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GE)

A aTlE, [PMItool /S— 3 > 1.8.12 IO 2 HEE L Tk,
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%< DT 4 A MY Ea—3 3T IPMItool 2EHEL 70> TRV . HHARETT,

Mac

Mac TlZ, IPMltool A > A b —/LF HMENH Y £, &I, MaclZ Apple D XCode Apple
Developer Tools 34 ' A F—/LENTWHZ L 2R LET, ZHIZEY, a~v2 N7 4 B
FHOAT gy aryrR—xr b (F LvwI—Y 3 2 Tld UNIX Development and System Tools,
T 3= g3 > Tld Command Line Support) 234 A b—/LZINTNDEZ L EMERTEET,
RIZ, MacPorts & IPMItool & 1 A h—/L L EF, FEMICOWTIEL, FHDORFT V0 M
AT 20, ROV A FEZRLTIZIN,
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http://github.com/ipmitool/ipmitool/

Windows

Windows Subsystem for Linux (WSL) 23 #2725 TV % Windows /N— = > 10 LA, B &

R—EDH VW I— 5 D Windows Server T, IPMltool ZfifH T 4, TSN DOHE

iX. Windows ¥ 27 AT IPMIutil Z 2 2 /3A L F 50803 b ) £, IPMIutil BIEZEH] L T
AR TEET, IOV TIE, HFRORB P B ERAT 20, ROV A FE2BHR
LTL7EEN,

http://ipmiutil.sourceforge.net/man.html#ipmiutil

PMIZ—F ) FT4DaAI2 FIZDINT
IPMI =—5 4 U7 4 TERT 25 2~ Fik, Mac T IPMItool IZBHT+ 2k O~ LT=&® S
A NTHEE SN ET,

ipmitool -I lanplus -H IP address -U user name command
S D
s ipmitool XL —7 4 U7 4 ZHE) L E T,

e -1 lanplus (X, By ¥ 3 VT E{L &47= IPMI v2.0 RMCP+ LAN A ' Z —7 = A A %Aff
ATsrZ 5B ELET,

* -HIP address (37 7B AT HT 77 A7 2 AD Lights-Out FEEHICRESNIZIP T R
A&RLET,

* -U user_name (IHEFRZ FFO2—HF—DAFITT,
* command [IfEHT D a2~ FOLRITT,

N

GE) 2= T, IPMltool N— 3 > 1.8.12 LIEDF A ZHELE L T
*9,
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IPMitool % & L 7= Serial Over LAN 0% [}

Windows T® IPMIutil DRI U o~ Rk, RO L 51720 £9,

ipmiutil command -V 4 -J 3 -N IP address -Uuser name
ZOavw NI TFIAT U ADa~vy R4 la—F =28 LET, ZiUulk-T,
22— —IWEHNEDT T TA T L ADELICWDH EELREL L ICe /A U TEET, B
AL oTE, NRAU—FOANERDONET,
IPMltool % {EFH L 7= Serial Over LAN D% €
ZOFEEZFTATTDHITIE, LOM T 7 B AMERDO S HEEE L —F—THLIMLENH Y £7,

FIE

IPMItool Z{#fA LT, kD a~vr K&, a7 MRFRRENTEZEHNRNAT—FRE2 AT LET:

ipmitool -I lanplus -H IP address -U user name sol activate

IPMlutil Z {38 L 1= Serial Over LAN D% 7E

ZOFNAEFETT HITIE. LOM T 7 B AHERD B 2 EHE 22— —ChHLENDH YD 7,

FIE

IPMIutil # LT, kpa~wr FE, Fr P MRRREINELRRAT—RE AN LET,
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Lights-Out EIE DI E

Lights-Out H (LOM) TiL, VAT AZun A 095287, T 74V OEHA 7 —
7 A A (etho) 76 SOL B2 L C—HEDOREREL EITTE £4, SOL #k 2 ER 4
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HZENTEET, Z0O%, LOM ZHHTE S L 91225133 T,
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WELENET, ZoFHEEZRET 7012, BEFAL—V 120087 7 B AfERk
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RET AT AL THEMAL, ZRE3NATEICER LTI, ZOEHEEOY 27 %
FIEES HI21E, LOM 282 LT 7Z2E 0,

VAT LANDT I ARITN T XTER LRSI, LOMZHEHA LTV E— KTV AT L%
HE#TEEd, SOLERRT 7T 4 TR EZIIVAT AVRHES AL, LOM By a v

NEIEr &5, FHIFEA LT T NTAHEREERH Y £,
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FE yx%Aﬁ%@ﬁt@@ﬁ”*mﬁbfwéﬁi VAT A EFRELENWTCESN, U

T— N TV AT AEFEETS &
EMERH D £,

PID AR

BEDOFETYATANY T — LW, T—2 0%k

* 4:Lights-Ont €3 Da<w > K

IPMItool IPMlutil s BA
(FEi%4) -V 4 IPMI & > ¥ COEBHEHERE AN LET
-I lanplus -J 3 IPMI'IZ‘)‘:/E! ‘/O)H%%ﬂﬁ%ﬁ?jﬂi Ljﬁj«

-H hostname/IP address

-N nodename/IP address

WOLOMIPT RLAFEFITIARA M &R LE

Firewall Management Center

R ENTZLOMT AU Y DO a—W—£ &
T

sol activate sol -a SOLE®w>a Bt L E4
sol deactivate sol -d SOLtE vy a a2 TLET
chassis power cycle power -c TTIAT AR FHERELET
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IPMitool % &7 L 7= Lights-0ut 20z [

IPMItool IPMlutil £nBA

chassis power off power -d T IOAT VADOERE A7 I LET

sdr sensor TTIATUADER (77 VIR
ERALET

722X TTTATUADERD Y A N EFIRT D IPMItool D2~ R, RD LB T
7,

ipmitool -I lanplus -H IP address -U user name sdr
A\

GE) 22T, IPMItool /S— = > 1.8.12 UMD FE R Z#HESRE L TvE1,

IPMIutil =—7 1 U 7 o ORFED 2~ FIZRO L EBY TH,
ipmiutil sensor -V 4 -J 3 -N IP address -U user name

IPMitool % {£FH L 1= Lights-Out EIE D% TE
ZDOFRIEEFEITTHIZIE. LOM 7 7 B AMEROH 5 EHEL—F—THILERNH D 7,

FlIg
Tu L INRERENTES, IPMItcol DIRD a2~ RERZAT—RE AN LFET,

ipmitool -I lanplus -H IP address -U user name command

IPMlutil {5 L 7= Lights-Out EXE D% E
ZOFNEEFETTHIZIE, LOM 7 7 B AEROH 5 EHREL—F —THILERDH D £,

FIE

T IRFERINES, IPMIutl OROa~< s RERAT—RE A LET,

ipmiutil -J 3 -N IP address -U username command
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Firewall Management Center /3> 7 7w 7B XN AR — e — D WRFELTZD | IROWT
NIPDYAT Lae~vU Y b HIERTEET,

cFy hU—2 77 A AT A (NFS)
e =N RXyt—T 7 rv/ (SMB) /Common Internet File System (CIFS)
« Secure Shell Filesystem (SSHFS)
12DV E—F VAT ANy I T v T E2REEL, BOYE—K AT A LVR— FE2EET

HZEEFTEERAN, EHEL0EVE— M VAT AZEEL, b 9 —J5 % Firewall Management
Center [ZH&ANT 5D Z L ITFTRET T,

je,
Evbk ):E—I\XM/~‘/75:%EELTEETRLTJ&$ Pifor T — 2 X—ADH|RE B S 2o T2 G5
DI, =)V AL —VIRTZENTEET, [T—FX—2 (B0—) | 25K
LTL7Z&W,

O—AIL XA FL—DERTE
Fig

ATV T [V AT L (System) ] (@) >[#B (Configuration) ]2 3R L £,

ATFYFT2 [UE—F AL —V 5,31 % (Remote Storage Device) ] ZE4R L £,

ATV T3 [AML—T XA (StorageType) | ka7 X7 UA b [e—hL (VE—F AL —
v72 L)  (Local (No Remote Storage)) ] Zi®IR L F 7,

ATy T4 [R7E (Save) 122V v LET,

JE—FX FL—2D NFS DEE

Firewall Management Center £, NFS~7 L R TRy I/ 7 v 7L LAR— MERFETEET,

FIE

RAT9T1 [V AT L (System) | (@) >[#RK (Configuration) 123N L £,
ATv T2 [VE—F AL —Y T3 X (Remote Storage Device) | %7 U v 7 LET,
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ATV T3 [ARL—Y XA (Storage Type) | R v 7 H w7 UAX R)ME [NFS] 2R L E7,

AT T4 Bl d@AeBmL 7,
«[Host] 7 4 —/V KIZ, AL =Y VAT ADIPVAT RLUAEZIIHRA M EANLET,
«[F4 V2 FU (Directory) ] 74—/ RIiZ, AL —JHEBA~OS2E AT LET,

ATv 75 MEIZEU T, [##A T3 >R (UseAdvanced Options) | F= v 7 R w7 A% 41
LT, [ARY K SA4 A F>a> (CommandLineOptions) JIZ%E i~ k47 g

ZANTTLET,

ROWRZMH LT, NFSA ML —YDON—=V 3 UFSERETEET,
vers=version

7o & 21, NFSv4 Z18IRT 5121E, RO LI IZATILET,

vers=4.0

ATYT6 [VAT LOMASE (System Usage) ] T, RO FNEEZFEITL £,
cFRELTEHRA MOy I T v T EENT 2120, [Ny 27 7 v 72 (Use for Backups) ]

B E T,
cFRELIZAA MIUVAR— MEKMNT 511X, [LA— MIEH (Use forReports) ]2 38R L
i‘g—o

CUE— N RN UADAY STy ST B [F 4 A RO LEWME (Disk Space
Threshold) | # AJJLET, 774/ FX90% T,

ATy [TAE (Test) 15227V v 7 LTERHiET A RLET,
ATy 78 [R1F (Save) 127V w7 LET,

ST a—F405
Ty AT T4 — VTN AL ONFSEERT TV X LIBIENRD AEESE. RKOT 77 4 E5F 4
EEITLTHE, I T AT a—F 4 7220 Cisco TAC IZEBMWEHhHL 72 E0,

c FBEOFAERMEITRERIC, TA AL N T TN a—T 4T 77 A VERELE
T FITN Y a—=T 4T T AME Web A v F—T = A Ab, FIECLI 2%
VREHEALCERTEEY, NI TV a—T 47 77 A NVOEBIFIEICONTIL,
[ Troubleshoot Firepower File Generation Procedures] % &M LT 72 &0,

CEEINT T AT ERIEN T T4 v VT DPCAP L a— REWNELE T, FIEICHOWTIT,
Nry b XY T Ty OMEESRL T EI0,

c FNRAL ATHRD A~y REMH LT (CLISHE—FR) | NEST 7V 7 —3 g v ofEERAge
P2 AT L HR—F FL—X F—ZZINELET,

> system support trace
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B /=—txrL—vmosmeomE

« showsnort counters =~ > R&ff ] L C, FEERAETIZ Snort 7 7 Z % 2 [HIIEE L, Snort
7Y Fak VRO EFRRLET, Z0a~wr RIiZoWTiE,  [showsnortcounters |
P LTLLIZEN,

JE— kR FL—FHD SMB DERTE

Firewall Management Center X, SMB~ U > R TRy 77 v 7L UR— M ERAFETEET,

4RO SRS
SRR Y E— h A R L—U T A7 ADMERE L TV T, Firewall Management Center 225 7 7 2 A T
EHT L aMERRLET,

c VAT LICRBEND DX, T 7 ANDTNSRATEIRL B SMB #H T,
A2 EMART 4 V27 8 ) &23AT 5ICiE, Windows & AT 2 LB H Y £,

» Firewall Management Center 7>5 SMB G127 7 & 23 % 72912 7% Windows = —
Y=, LEGFOBRHAIY /EEOT 72 AEELF > TND 2 2R LTI,

X2 VT g ZfERT HITIE, SMB2.0 LUEZ A XA =T DRERH D £,
FIE

AT9T1 [V AT A (System) | (@) >[#R (Configuration) ]3I L £,

ATy T2 [VE—F AL —Y 5,37 A% (Remote Storage Device) | %7 U v 27 LE7,

ATV T3 [ARL—Y XA (Storage Type) | a7 X UA KRG [SMB] &R L £,

AT T4 Bl @AeBemLEd,
«[Host] 7 4 —/L RIZ, AL =Y AT LDIPVAT RLUAEZIIHRA M EANLET,
e [Share] 7 4 —/L RIZ, A U —UEBOILEEZ AT LET,

« MIEIZIS U T, [Domain] 7 4 —/V FIZYE—F A RL—Y VAT AD RAAL V& E AT
]\/i—é‘o

. [:L\——‘Tj‘v—% (Usemame) ] -7 4 —)b }\&CX ]‘ Lr— ‘.‘/X%‘ZA@:L"_”H_“—ZI ff)\jj L/\ [/\0
AU — K (Password) |7 A —/V NIZZD2—H—D/AV— & AN LET,

RTw TS MNEIZSUT, [##A T3 >0FER (UseAdvanced Options) | 7= v 7R v 7 A% 4 I
LT, [ARY K S4v AT 3> (CommandLineOptions) JICHER~T v b A7 g
EANNLET,

ROFBAXZMH LT, SMB A M L—VDNR—=Va UESEZIFEETE 7,

ver ssversion
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yE—r 2 rL—vRanssHoBE |

7 7 A )P —R—T SMB B B3 GENT 7 > TV ABBEE, SMBXRX—2 3230275472 B
DIHNT 7 AN —R—=ZT 7 ERATEET, ZOHEIT, WOXIITAHLET

vers=3.0

ATYT6 [VAT LOMASE (System Usage) ] T, KD FNEEZFEITL £,
HFELICARA MRy 77y T oI HI121E, [Ny 77 » IR (Use for Backups) ]
R LET,
FEE LA A M UVAR— M &I HI12iE, [LAR— MO H (UseforReports) ] % 524K L
iﬁ‘o
ATV T REET AT LHIUE [TAR (Test) 127V v 27 LET,
RTv T8 [fRfF (Save) 127V w7 LET,

J)E—F XA ML—URM SSH DERE

Firewall Management Center (%, SSHFS ¥V > TNy 77 v 7L LR — M ERFETEET,

FIE

ATV 1 [V AT L (System) ] (@) >[#B (Configuration) ]2 3R L £,
ATv T2 [VE—F AL —Y T3 A (Remote Storage Device) | %7 U v 7 LET,
ATV T3 [ARL—Y ¥ A7 (Storage Type) | a7 Z w7 U A MM [SSH] iR L7,
ATy T4 PG REBMmLET,
o [ARAL (Host) ] 74— KT, AL —Y VRATADIPT RLVAETZIIFAR M &2 A
HLET,
[T« V27 ~YU (Directory) | 7 4 —/L RiZ, A N L —V~DZAZ AT LET,

e [—H¥—4 (Username) ] 7 4 —/V RICA ML —Y VAT LDa—F—LZE AT L, [N
AT — R (Password) ] 7 4 —/V RIZZDZ—W—D/AT— K& AN LET, HEit—
P—HO—HL L Txry NT—7 RAL VERET DL, 22— —ZADRINC RAA V%
AL, AT vyva (/) TRV £,

* SSH ¥ —Z M9 % 121X, [SSH A% — (SSH Public Key) ] 7 4 —/V RKOWF% 2 &' —
L C authorized _keys 7 7 A /VIZHE O A £ 97,

RATv 75 MBS T, [##A T3 >R (UseAdvanced Options) | = v 7 R v 7 A% 4 1C
LT, [AavY RS54 F T3> (CommandLineOptions) [ IZ4E e~ b A7 v gy
EANTTLET,

ATYT6 [VAT LOMASE (System Usage) ] T, RO FNEEZFEITL £,
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B swwe

FRELIZEA MRy I T v T EENT DI, [Ny 2 T v 7IfEM  (Use for Backups) ]
IR E 7,

cFRE LIZARA M UVR— MMM 510X, [LAR— MM (Use forReports) ]8R L
£

ATFY T [TARAE (Test) 1227V v 7 LT ET A M LET,
ATY T8 [R1F (Save) 1227V v LET,

SNMP

Simple Network Management Protocol (SNMP) D7A— VY > 7 &G0 TE £4, SNMPEEREIL,
SNMP 711 b 2D A= a1, 2, 3 R—FLES, ZORELZHEMNTL L, i
Management Information Base (MIB) (27 7 & A C& £4, MIB ik, #&L, B, 5T,
P—ERAEFHR, IPT Ry 7o —7 4 7O, N7 AIyvary Fr baro
RO 72 LDV AT AOFMMNEENET,

)

GE)  SNMP 7'& h=/L®D SNMP N—2 2 U 23RS 558, SNMPV2 TIIFEARY Bfla 2=
T A DHBY R — FEF, SNMPV3 TIHFRY 2 =P —DH B HR—bEn b Z LITHER
LTL7ZEW, SNMPV3 [%, AES128 TOR; bz AR —F LET,

SNMP R—U V' 72 HTTHE, VAT ALATSNMP 7 v FE2EETERLRY, MIBD
THHRITR Y PU—I B AT AL 5K —=0 T TORMERAAHEICR Y 97,

SNMP R—1) > DERTE

1R BRI

FHTDHasBa—Z T LIZSNMP T 782 BINML, VAT LER—=V T LET, T/
A2 VA POFE (132—=) ZBRLTLIEEN,

\}

(¥)  SNMPMIBIZITEBHOKEIZMH I D ATREMEN H DIERN G ENTWET, SNMPT 7 & A
DT I7E'A VA RNE MIBDOR—Y U TIEHIND/HEDHR A MIHIRT S Z & 2HEE L E
4, SNMPW3ZMEH L., Ry NT—V&HT 7 R\ITRA B NSAT— REEHAT 22 &bt
TLES,

FIE

ATYF1 [VAT L (System) | (@) >[#R (Configuration) | Z3&R L 7,

B o Rx7LoEE |



| v2x7468%E

ATvT2
ATvT3

2ATFvT4
ATy TH

ATvT6

ATy T17
ATvT8

AFvT9
ATy 710

ATy TN
ATvT12

w3

tyvavaqn7yt |}

[SNMP] =27 U v 7 LET,
[SNMP/3—< = > (SNMP Version) | Re w7 X w7 U b, i35 SNMP X—2 3 >
Vi N D= S

s [Version 1] ¥ 7213 [Version 2] : [Community String] 7 « —/V NIZ#EAI Y FHH D SNMP =
Ra2=T7 44 AN LTE, FIHOKREETAXF YT LET,

GE)

SNMP =X = =7 4 A b U T HITIE, FFEELT (<>/%#&?'etc.) ZfTE £ A,

o [)3—=2 a3 (Version3) ]:[2—¥—%EBM (AddUser) |27V v 7 35L, 2—H%—
EFRRN—UNERRAINET, SNMPv3 1F, FtARD HEHo—W— & AES128 12 X 28551k
DBHZEYR—FLTWET,

a—Y—He AN LET,

[R8RE~7" 7 b =/ (Authentication Protocol) | Ku v & w7 U X vk, BRECEHT 570
b= b2 @R L £,

[FRFE/XA U — K (Authentication Password) |7 « —/L FI{Z SNMP H— " —DFRFEIC L E 72 3 A
U—FRazANTLET,

[/SAU — ROfifgad (Verify Password) 17 4 —/b FIZ, BGENA TV — REFEANLET,
T4 — T r harvkE [T A3 — 71 ka/b (Privacy Protocol) | U A Ky
LBRT L0, TTA NN — T barZlHLR0EEIE /e L (None) | Z&IRL ET,
[T A — RAT— R (Privacy Password) | 7 « —/L RIZ SNMP #—/3—TE /2 SNMP
TIANRN— =2 AN LET,

[/SA T — ROHER (Verify Password) | 7 4 —/V RIZ, T4 R — RAU—RFEHEATL
£

GBI (Add) 127Uy 27 LET,

[PRfF (Save) 1227 VU v 7 LET,

A4 LTk

HACTA Ly aiE, X2V T4 LU R EAELSELEERHY T4, 2 —P—
oargA ey arNET T 4 TR 72DI A LT U T EHETOT A RIVEEE %
RETEET,

VAT AEREMMICOE o TRy T o0 X aTICE =X —THFEDYT U AT, BFE
DWeb A H—T 2 A ADIZ—WF—=BHA LT NLRVWEIICRETEDZLITHEELT
K&, Ama—FT v ar~DRERERT I AN LIEHE e — L O2—F—T, BE
NEULDGE, ROV AT EZELSEETN, By val XA LT T EDLBIATDHZ LT
TXEHA,
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Tty a3V RALT I FDETE

FIE

AT9T1 [V AT A (System) | (@) >[4 (Configuration) ]2 IR L £,
ATFv T2 [CLIZA 77 b (CLITimeout) 127V v 7 LE7,
ATFYT3 Byiar AL LT T FORE

* Web A > % —7 = A A (Firewall Management Center D) : [7 7 UH &y a4 A
7wk (47) (Browser Session Timeout (Minutes)) | Z &%/ E L E£3, 7T 7 4V MilL 60 T,
HOKAEIE 1440 (24 BER) T,

DBy arHEALT Y SN —E AT DAL, N ——0BEnE =i
MEZBRLTLIEE N,

«CLI: [CLIZ A &7 7 b (43) (CLITimeout(Minutes)) |7 4 —/V RZ#HELET, T 7+
JU MV 0 T, RRAEIE 14490 (24 BE[E) T,

ATy T4 &7 (Save) 127V w7 LET,

B¥Z| (Time)

FIE

[ —%—F%E (User Preferences) ] ® [# A &> — > (Time Zone) | X—Y TRELTZHZ A A
V' —y (57 # /v kTid America/New York) ZfEfH35 & . 1T A EDR—T T —h /LR
THARENFREINETN, 77747 AT UTC B2 FH L TR S £,

| &

HREE YA LY —UHEE ([2— Y —f%E (User Preferences) ]) (X, T 74NV DV AT A 70w/
N UTC BEIICERESN TS Z L ARHRE LTWET, VAT ARZERL LS L LN
TS, VAT AREL DO UTC NHDOER IV R— S TnERHA, o, VAT LR
HNEERLUIZIGBAIEIT AN, A A A =L L THR— b ZRTWRVIRRE) S [Bl1E S 5 44
ERH Y FT,

ATV 1 [V AT L (System) ] (@) >[#B (Configuration) ]2 3R L £,
ATv T2 K (Time) 127V v 7 LET,

WIEDRZNL, [2——3% & (User Preferences) | TT A VY MIBEESNTZZ A Y — 0 %
EHLTERRSINET,
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| v2x7Lme
NP 4—i—0z7—42 2 [

TTITAT Y ATNIP Y=l 2%E, 7—7/ =2 b UIZOWTIE, NTP $—r3—
0)15‘—»-5% (85/\0"—“:/\\) %£%LT<fiéb\o

NTP H—/IN\—DRT—5 X

NTP H— =2 LR 2 A 25613, [ (Time) ]~— ([ A7 A& (System) ]> [
7E (Configuration) | ZE&R) THEHAT — X A &R TXET,

KRENTPRT—H R

5| £ EA
NTP H—/3— SREE D NTP — _"—D IP 7 KL A F£ 71345,
AT —H R NTP % — Ok RIAD AT — & 2,

s [BEFHAF (BeingUsed) Ji%k, 7774 7 ANNTP H— R LA LT
WAHZ EERLET,

« [fEFHAIHE (Available) (%, NTP H— _—0MEHFHRETH D L DD,
BEAEFFEHLTWARNWZ L ERLET,

s [fEFHRHE (Not Available) ]iX, NTP ¥ — —2ERICEEN TN D
HLDD, NTP T —F L MNED NTP V—_R—Z i TE RN L &R
Li‘g‘o

o [fR® (Pending) ]iX. NTP — _"—3FH L\, F72EXNTP 7 —F
UINEGEFEE SN L AR LET, ZOfEE, REEoREE &b
W2 [ (Being Used) 1. [fEHFIEE (Available) ], F 721X [EH R
HE (Not Available) ] IZZE D BHIE7T T,

s [ABH (Unknown) ]i&, NTP % — _"—DAT—H ANLATHB Z &
R LET,

Wi

i Firewall Management Center & NTP #— /N —R] D5 DFWFEA T — & A%
WD LY TT,

«[72L (none) 11, EENRESN TRV LZ2RLET,

2
7y

k=111
=

«[FR (bad) 11E, @EEARESNTWVDOINERBL TWDHZ & &RL
EJr

« [OK] I ZFEREN LI Z L xR LET,

RAEDRE SN TV EEGH, AT — X AMEORICF—F L X —2 147
(SHA-1, MD5, F7-1% AES-128 CMAC) MF/RENET, 6 : [RE.
¥—2, MD5 (bad, key 2, MD5) 1.
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B =00ms

el B

F7v k TTITAT 2 AERERFEAD NTP b —BOREOZE (R V) . AD
X7 7 I7AT v ADOBMANTP b — LD BN TWAZ EERL, E
DOIEITEA TS Z L E2 R LET,

A& ST NTP H— R L % (TR A2 R LTS 808 L7 (%) . NTPF —
rc‘/i WL OMDOFMIIESNTHEIIC R 2B L E3, =&

ZUE, BRI RZ VY (300 B2 &) BE. ZAUIRERIAS B E L
TEY, NTPT —F D/ NS WE I ME 2T 5 B EED 7w L L
-t ERLET,

e %I D [5] A

VAT LEEFIZEES® 5121, Secure Firewall Management Center (Firewall Management
Center) & ZDEFKLRT NA ZAD Y AT AREZ 2 A S & 2083 H Y £7°, Firewall
Management Center #JHIERERFIZ NTP r— "—Z45E T 5 Z & ZHER L £92, IR EDTE
TRIC, Z0okZa rOFREEMN LT, BARMRELZHLEIIEETL LN TEE
R

Firewall Management Center & X T DT /A AD T AT ARG % [AH S 5 121X, Network Time
Protocol (NTP) #—/ N—Z%f#f L %9, Firewall Management Center {X., MD5, SHA-1, F7-i%
AES-128 CMAC A #¥ —#Rik & il L CNTP $—_"— L DX 2 TilELZ YR — LTV E
T VAT AEF 2 YT AICONTIE, ZOBREZHAT S L EHERLET,

Firewall Management Center |%, F8REHAD NTP % — N—D L LT 5 L HICHKETH I &
bTEES, ZOoATVavEMATL L RAEBIEE T, K0T AT AZHIONTP ¥ —
N=lIBATT DL &I, EF 2T 4 Z2M ESEDLTENTEET, T XTOREAREZNTP
= N—NRFESNDBERE CZORELMEMNT 52 LiF, ITRICZRY 7,

)

GE)  WIHIEXERFIC Firewall Management Center H D NTP #— 3 —Z$57E L7255, £ D NTP H—
N— & DHEGEIIRFES L EE A, MD5, SHA-1, F7213AES-128CMAC F—Zf7ET 2121
T OERORE & T DMENH D £F,

AR Firewall Management Center & & BRI 57 /3 A A DL FEH L T | BRI LZRWFERIC
RLZENDY ET,

Firewall Management Center & & ELXI R T N A ZDORZ| & R 5121, WESRLTLES
AN

« #£4% . Firewall Management Center & NTP H— N—[{ QKL DRI (87 =—)

B o Rx7LoEE
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Firewall Management Center & NTP —/\—[E DB % D [ #A .

IO My 7 TiE, NTP —— L [E#7 % X 5 IT Firewall Management Center % 3% &3
HFNEE [FUNTP Y — 3= L RIS 2 & 5 ICEBMRT A Z2WET D FIR~D Y
Y7 R LET,

EELARVWERE, ROXSICRVES, Fv FU—27 NTP h—"—27 7 £ AT
Rzl Z [FH] (89 ~—2)

Z® ME w7 TiX, Firewall Management Center CHRfZ| 2 3¢ &7 5 FIE, NTP ¥— —& L
TH§BET D & 9 1T Firewall Management Center % 3% & 92 F/IH, 5 X O Firewall Management
CenterNTP ¥r— /N — L AT 2 L O ITE BRI GET A Z2RET DFIE~DY 7 2R L
i ﬁ‘o

Firewall Management Center & NTP H-—/\—[E DB D [ HA

VAT ADTRTCO A R—3 MNETHRZI 2RI 2 2 SIXFEFICERE T,

Firewall Management Center & 3~ COEHRI G 7 /A A [ Tl U 72 Re 2 [ 3 A MERF 3~ 2 Sl 7
ik, 2y P =2 TNTP h—N—%iHT 252 L TT,

Firewall Management Center | NTPv4 % 7R — K L £,
ZOFNEEFTT DI, EEEHERE TRy VU — 7 FEEHERPMLETT,

1R HAEINIC

ROBFIZEEL T ZIN,
« Firewall Management Center 35 X OVE B R T /31 A3 R v N U —2 NTP $h——|Z7 7
TEATERWEAIX, ZOTFIBEEZHEH LT ESWn, bz, £ k7 —27 NTP
Y= N=ZT7 7 B AETICRL 2 RS (89 X—) Z2ZRL T ZEV,
cEFHTEXRVNTP —_—ZEELARNTL S0,
eNTPH— =L DX a7 REREMHRLT H5E (VAT X2 U7 ¢ I2HESE) | NTP
P N—TREIN TS SHA-1, MD5, F721% AES-128 CMAC F —DF 5 & i & Hufs
L/ij—o

¢ NTP Y —— O TIL, ks e X U ERFERAINERA,

* Firepower 4100 2V — X 7 /XA A & Firepower 9300 7 /XA A TlX, ZOFIEAZMFEH L T
AT AR R ETCEEHA, RDVIZ, ZOFIREZEHALTERETSHHO L[H T NTP
Y= R—2ffHT2LIIC, ZNHDOT A ZAZHREL TSN, FIHIZHOWTL, =
ERON— R 27 ETAHADOY= 2T AEEZR LT E X0,

F®  Firewall Management Center S FHEEN X i1, 22 CTHRELZH O LT/ D NTPH— — L a—
K% DHCP H— _R—NE&E LA, DHCP #21tD NTP — _R—n3Rb v i S E T,
Z ORI EERET 121X, B UNTP Y —_"—%2FEHT 25 L 9 ICDHCP Y — "—%FHE L E7,
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. Firewall Management Center & NTP —/\—[E DB % D [ #A

FIE

ATy T
ATvT2
ATvT3
ATvT4
AT975
ATvT6

ATy T1

ATvT8
ATvT9

ATy 710

ATvIN

[ A7 4 (System) ] (@) >[#§m (Configuration) |z KL £7,
[Time Synchronization] 272 U v 7 L¥ 7,

[INTPZ ] L CHFE &2 #2ft (Serve Time via NTP) |73 [£%) (Enabled) ] DA, [HE%)
(Disabled) ] %R L T, NTP —/3—0 Firewall Management Center % fE2hiZ L £,

[Set My Clock] 47"+ a > D4, [ViaNTP] Z 3R L £ 77,
GEM (Add) 127V v7 LET,

[Add NTP Server] ¥ A4 7 0 7K v 7 AT, NTP % —/"—DKRA M IPv4 7213 IPv6 7 F L

A NTTLET,

{T:E Firewall Management Center & NTP H— \—[HOBE ZR#E T HI121E. RO LHITLET,

a) [KeyType] K v 7% ™ U % hind [MD5]. [SHA-1]. % 7-1% [AES-128 CMAC] % &R
L%,

b) FEEIHIZNTP — =225 %Hind % MD5, SHA-1, 7213 AES-128 CMAC ¥ —& %
EX—EEASILET,

[Add] 27 VU v 7 LET,

2ODNTP Y= RN=DHBRESNTNDLHE, TNODOA 7y hOZIRE Y £,
Z AT &LV, Firewall Management Center (%, R — W AEZEHA L E T, 0720, il
H3DODNIP = "—ZWETDHI Ea2BEDLET,

NTP $— \—Z X HITBMT 5I12iE, FIES ~8 vk L £,
(A7 a) Firewall Management Center C1E 7§ IZFBAE S 4172 NTP r—_—D L& FHT 5

INZHRHEIT BITIE, [FREES NVIZNTPY — R —D A% 7% (Use the authenticated NTP server
only) ] = y?d‘/ﬁX%zL/ ZLET,

[PRAF (Save) 1227V v 7 LET,

RDRARY
BHEX ST NA ZATIEE UNTP — =2 L CRET 2 L HICRELFT,

s TNART Ty N7+ —LFHEZIEE L ET : Cisco Secure Firewall Management Center 7
INA AKERL AT A K@ [Configure NTP Time Synchronization for Threat Defense] .

Firewall Management Center |Z NTP Hr—/3— b 2 7 45t 2 feNc 7 5 X 5 ISl 9%

Y ([RFESNIENTPY — =D %ﬁﬂ? 35 (Use the authenticated NTP server
Only) ]) . EDOY =R ADT A AR TITRAENMEH SN2V LIZEELTLES
AN

« EAL T & BB LE 9, Cisco Secure Firewall Management Center 7 /NA AT A K&&
LT IZEN,

AT LRRE
88
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2y k7—y NP H—n—27 o2 e FciazRS

Y bT—2 NIP B —/N—[ZT7 VR BT IZHZI %R

FIRr

TNAANRE Y NT—27 NTP — "—CEET 72 ATE W, F3MENICEy T —
7 NTP — =32 0G5 1%, #F/~— K7 =7 Firewall Management Center % NTP —/3—
ELTHERTEET,

| &

EE LD NTP $r— =N WHEZRE, ZOFMIEHA LT Zan, Rbvig,
Firewall Management Center & NTP H— N—[ ORI ORI (87 *—) OFIEEMHH
LTL7ZEN,

« {48 Firewall Management Center 2 NTP #—/S—& U CTfEH L £H A,

Firewall Management Center Z NTP #—/S—& U CEREH%, KL 4 FE)TEE T DI121L, NTP
FT v a BB TR E FHTEL L TALNIP AT v a VEREAZICLET,

AT 71 Firewall Management Center C3 A7 ARf%| % FEYCRRET H101E, RO FIEEZFITLET,

a) [¥AT A (System) ] (@) >[#m (Configuration) ] R L 7,
b)  [Time Synchronization] %27 U v 7 L ¥ 7,
¢)  [NTP ZfffH L CH Z#2Mt (Serve Time via NTP) |73 [£%) (Enabled) ] D34, [HEL)
(Disable) ] Zi®IRL £7°,
d) [PRfF (Save) 1227 Vv 27 LET,
€) [vA4 7 ay 7 ORE (SetMy Clock) ] T, [2— Vi E CTFE) (Manually in Local
Configuration) ] &I L F7,
f) [fRTF (Save) 1227 U w7 LET,
g HEOLEM[OF S — g XL T R (Time) 127 U v 27 LET,
h)y  [FEEDOFKE (SetTime) | Ke vy 7& w7 URX MR L CRHZZELET,
GE)
Management Center DRF4| % 2 REfE] DL EZ8 8 L7 85518, RREMEZBET 572912, TZ 5
RS (Ll 2FAT T AT 4 RUT) T3, A HEETO2ULERH Y £7,

)  FRENDHEZA LY —2NUTC TERWEA, 7V v 27 LT, ZA LY —2 % [UTC]
WCHELET,

i) [Save (RTF) |27V v/ LET,

k) [Done]l =7 U>Z7 LET,

)} EMH (Apply) 1227V 27 LET,

AT 72 Firewall Management Center % NTP —/N& U CHEET 2 L O ICRREL 7,

a) MEHOLMDOF B — g %L CIEZIFEH (Time Synchronization) %27 U v 7 L%
j‘o

27LEE I}
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b) [NTPZ{EH L CTHifE &2 2t (Serve TimeviaNTP) ] C. [£%) (Enabled) ] %R L F,
c) [R1FE (Save) 1227 U7 LET,

ATy T3 EHXGT /S A TlX Firewall Management Center NTP H— 3 —Z{# L CTRII$ 25 L 5 IZ7%
ELET,
a) FEXGT AL RZHID Y THNZT T v N7 4 — LK EAR Y 2 —>O [Time Synchronization]
% E T, [Via NTP from Management Center] ([Z[F¥iT 2 L2/ mny 7 2% ELET,
b) BHMRT NA A~DERZEALET,

FIEIZDWTIE, WESRLTLLEIN,

Firewall Threat Defense 7 /34 A (22U Cld, Cisco Secure Firewall Management Center 7 /31 A
e H A Ko [Configure NTP Time Synchronization for Threat Defense] %2 L T 7280y,

FrZIR DR ENDEEIZDINT

» Firewall Management Center & & D BEXf 417 /S A AILIEMEZLRFZANC R & <HKFEL TV E
o VAT LRy IE VAT LAORRAEMFFT O VAT MERETT, VAT AR Y
Z 3B E MR (UTC) ICRRE SN TWE T, Ziud, BiEh LR 2B 5 2R
T ST B B 2R R ERF [ T,

VATFARAEERLL )L LAWNWTLTEE, VAT AZ ALY —2 D UTC 25 DE
FITYR—FENTWERA, T, VAT AEZA LS =V EBER LEESIIT A, A%
FAA—VELTHER—FENTOARUVRENSEESEALERH Y 4,

« NTP %1 f L TRl & $24L9 % X 9 |Z Firewall Management Center ZiZE L T 5H, £ T
FNEEN UGG, BEXRT /N4 AONTP $— B XI5 X #i X Firewall Management
Center L P 2[RI L L5 & LET, HLWKA Y — 2 &ML T DI, T XTO%YT
L7y N7 —LRER) P —EH B L OHERTOLERH D £7,

» Firewall Management Center 2 NTP #—/3— & U CRER, WAlZ2 FEICEE 4 5121,
NTP A7 2 &M L TRl 2 FEITEE L T O NTP A7 v a Y EHEAIC L
i‘j—o

UCAPL/ICC O > TS5A4F7 2R

BEOMGRS ., KEHREB IO 0 — VBRBEHRIC L > T Sz 2 U T ¢ KLY
WCHEODMEER E Y 7 v =T R R ERT AL 2ROONDEENDH D £, ZOREDFEM
WZOWTIE, X2 U T A BEEROE— REZR LTI I,

B o Rx7LoEE
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wro7yIrL—k ||

BROT7yTTL—FK

TvIToL—

FIE

&M
ATvT2

ATvT3

KU v—glE, A7 Y7 b, £RIXZOMDT A AFREX. Firewall Management Center 0D
Ty T T L= RO—#E LTELINDGEENH Y £7°, Firewall Management Center % A ¥ —
N=Ta T T T L= FFT5 L, FEDHRENT 74V N THMIRLDGERH Y £,
(kD7 » 727 L — K (Upgrade Configuration) ]&¢E % i3 % &, Firewall Management Center
DIRDA T % —/"=Ta o ~DT v I T —REFETLIEEEIZ, REFPOFREEED L AR—
FEAERTEET, ZOVR=MIE, 7y 77 b— FRICEBMNRT A A~OERFP R
ENTVDERY =BT NS AR EDOELNE RS VET, Firewall Management Center
T w7 T L—RKN5ET L5, [MessageCenter] >[4 X9 (Tasks) | ##IRL CLAR— & H
vrm—RLET,

REPOREELEDOLR— ML, KOLDONEFENET,

HBE 2—  BEHHRT A ZAORMAPMRE S TN D, 7Ty 77 L= FEROTTO
REEE 2, BUEDT A ARGE LI L £ T,

CEMIE 11— CLIZMA LT, REFORELTLT L Ea—TE T,

AP ORELEEICET S LA — FOFEHIZ DUV TIE, Cisco Secure Firewall Management Center
F XA AR AT A RO [Deployment Preview) ZZHR L T 72& 0,

FED LR— ~DEE

Firewall Management Center O A ¢ — /N— g v T v 77 L — RRITEBS ST A AR
BSNDRETOT R TCORELFICEHTHLVAR— AR LET,

[ A7 4 (System) ] (@) >[#8m (Configuration) | ZZER L £7,

[7 v 77 L— Rtk LAR— FDOFZME (Enable Post-Upgrade Report) | F= v 7 Ry 7 A&t
LT, 24T varzashicLET,

LR — M, Firewall Management Center DIRD A V% — X—T a > T v 77 L— FZITAERK
EnFET, ZoOFTva i, Ty 7T — RERICTRTOFBRMRT NA 2D LR — b &4
RLET, LAR— FOARICHERERIL, BREDT A XL EFIMLRT A A0HIT k> THR
Y ES,

[fR7F (Save) |22 U w7 LET,
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1—H—DK

SRTLEE |

==

X

Ja—r )L 2 —HF—DOi%EIL. Firewall Management Center D3 X C D2 — WP — (B L £ 7,
[User Configuration] ~<— Y CIRDOBREZITWET ([ A7 A (System) | (@) > [1#ER
(Configuration) ]>[a—%—#&mK (User Configuration) ]) .

o [XAT— FEEHTIR (Password Reuse Limit) ] : —¥—OxFOBREOH CHFH T

RV RAT— RO, ZOHIRIE, T XTO2—F—0D Web A > ¥ —7 = A AT
ENET, adnin 2—F—DEFE, ZHIXCLI T 7R CbBEHEINET, V2T L0134
7 7B AERKIZKH L TREDONRZAT— K J R MEHREFLET, HIREZ2EalcRET D E
(F 74N 1) RNAT— ROFARICHIRIZGEREE b T A, SA T — RO RO
BE (93 =) 2L T Z3N,

s [Fh Li=va 71 DiBBF (Track Successful Logins) ] : Firewall Management Center ~ H

TA DN e — =T8T 7B A G (Web A ¥ —7 = A AFT2ILCLD BB
M3 s HE, a2—F—nerAr35L FHLTWSGAS U H—T = ATHII LIz 7
A VRN FREINE T, [T Lizr 71 OB (Track Successful Logins) ] 2 ¥ 1(Z
WETDHE (TT7HNVE) \ VAT AIRS Lica A T 7T 40 €7 4« BT, L
R—=FrbLEHA, HILT-aZ A DB (942—) ZBRBLTLEE,

o [a 7 A RIRD B REL (Max Number of Login Failures) | : —H — 23328572 Web A > & —

T2 AT AL I LT ooy VEEGELTCANTE A0S, ZoRBEEBEZD &, &
EINTWARERNC O T—RFIICT AT NZT 7B ATE 72272 £9, —FFMHR
Ty 7o RNREAIN TWARICZ——RNa 7o 23T LT 256

s —HE vy 2T RREH SN TWAZ L A — Y —C@Eame. (FEHSA
U—REFERALEZELTYH) VAT AIEDOT I bA~DT 7B RABES L E T,

e A VRITOT-NC YV AT MIFEDT 7w hOkiia 7' A o #8aie Lt £
KR

o 2—WF—MAAND [—H—5%E (User Configuration) | X— CTZDT H 2 MIF%
E LT [B 7 A RO K (Maximum Number of Failed Logins) | X 72354
BME L —DEOT IV NEB/T 77T 4 7L T H5ETEZEDOT I MEr
77U NENET,

s [CEEYIC—Y—Fr v T U N T DN ORR] O E (Set Time in Minutes to

Temporarily Lockout Users) | : [ 7 A > RIgD F K% (Max Number of Failed Logins) ] 2%
T rUADOLEIL—Y =N Web f X —T = Aba v 7T 7 &by
BN O REH,

RSN -EXERtEY Y3 U

B o Rx7LoEE

s —HW—Dig Kty v a B RRHICHAS 2N TEREDOH A7 (GiA D HH
FRITmARY /EXAR) Oy varli, ByvaroX AL, 2—F—ZEHDY
BTonlr— ko TRESNET, 2—PF—ICFHARY FEH e — L DOHREND
BTHNTWEEA, TOa2—V =Dk vy a i, [ Gimrmv M) ((Read

Only)) 1By arvOflRICH L TH Y hENFET, 2—F—NEXIALMERN H
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N

nzxo—rosaiRosz [

LZr—VEFSTWDLEE, By va i, A0 /EEiAL (Read/Write) | &
TarOflRICH LT T FERET, 72& X 22—V —IT Admin = —/L3E D
BTHNTNT, [BEARY /FEZIARMERZ FFO2—F—3 L OCLI—HY — DK

-

£ v g ¥ (Maximum sessions for users with Read/Write privileges/CLI users) ] 72351

BEINTWBEGE, AR /EXIAHZMHERZFF OS5 AOMO 2 —F —34Tlor 7
L LTWBE, FOa—Y—Fu s TEEHA,

GE)

A

VAT DRFEEE v v g CHIRO B TTHEARR Y B & AR TE
BEHLL—F -0 =V BIOIAY ha—HF—a—IE, [ A
7 2 (System) | @) >[2—H— (Usars) |>[1—H— (Users) |
L[V AT L (System) | @) >[2—H— (Users) |>[21—H—
A—JL (User Roles) 1128 52—/ L4412 [(Read Only)] &5 T X
ABFTFonEST, 2—F—nm—ron—L4I1C[ FGEARY FH
) ((ReadOnly)) M EFENTWRWEA, VAT AlFZT0n—
NEFHHBRY /EEX AR ERRLET, VAT A, LERSKEE
7z e —ic [ (BEAEY FH)  (Read Only)) % HEhYIZEHE
ALET, AR EROT XA N XTI E 0 — L4 I T8 TiE
MLTa— a2 mARYERCTLHZ LT TEERA,

tyvaroZA7TEIT, BKHIRE 1~ 1024 OFFHTHRETEET, [FFrIsh
7= E K[FIRFtE > 2 4% (Max Concurrent Sessions Allowed) | 23€ w1 (57 4 /L k)
ICRESNTWDHE, Rkt v v a CEBITERIBRICZR D £,

R v g ORIRE LV RENREICEFE L TYH, VAT MIBERNTWV D
vy valrEHALERA, L, BESNEZHEEZBLTHLWE Y v a VBN
RN E ST LET,

o [IPT KL R Z & DO KIFEIRHER S (Maximum concurrent connections per IP Address) ] :
1L ODIPT RUANGEIRFZBAL Z L3 TE L Web —\—D[AIRFERTE, 7 7 +
VBT IP T R AH T2 ORRFEIREEREUT 50 ICHIR S LTV ET, R
20 ~ 100 OHPHTHRETE £7,

GE)

IP7 RLAHT-0 ORKFEEE v v a Va7 &, Firewall
Management Center D/ 7 4 —< > ANEK T B A HEMERH Y £
TO

INATD— FOBERAFIRDERE

[/XA2 T — REFHOHIFR (Password Reuse Limit) ] ZHZNZ T 5 &, AT LI Firewall
Management Center =— ' — DI 5L SN2/ XA U — REBEMERF SN E T, 2—H— 3 3%
U — RBENONNZAT — REBRHHATEE A, HE2—F—DRGFINTZ AT — ROEET
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B svLros1nemn

Flig
&
ATy T2

ATvT3

ATv74

T AT WebA v Z—7 =24 AE-IHCLD ZLICHETEET, 2—PF—DHED/ R
T—RIZZOFZFIZXH LTy banvET, HIREZKS T2 L, VAT NIEED S EHWIIE
WA — RZHIBRLET, #HIREZES T, HIRESN XA — KR ETESNnEEA,

[ A7 2 (System) ] (@) >[#m (Configuration) ] Zi&RL £,
[User Configuration] &2 U v 27 L¥ 7,
[Password Reuse Limit] & JBEICHERF L7722 T — ROk (e k 256) ICRELET,

NAT — REFIHOF = v 7 T 512iE, 0 AT LET,
[fR7F (Save) |27 U w7 LET,

I Lf-0494 > miEad

COFIEEAEA LT, Fa—WF—opShLi-u /4 o OBNAIEE L O, A LE
T, ZOEBHNRENI /> TWAEER, 2—F—2»BWebAf v ¥ —7 = A AFEIECLIICu /
AL EXICVAT AT Lz /A v BEFR R LET,

\}

GE)  HEEDRLSTDHE, VAT AFR A O a—RehWboNGHIBRLE T, HlRMEZ K

FIE

ATy T
ATy T2

ELTDHL, VAT HFEORBIN O Y bEEIELERA, TOHAE. B Lcn A v
DETTENT T, —FIICEREOFES LD bR 580850 £7,

[>A7 2 (System) ] (&) > [#Rk (Configuration) ] ZE&R L £,
[User Configuration] 727 U v 7 L ¥ 7,

ATy T3 [ Limu 7 A BEDEH (Track Successful Login Days) ] & Li=a 7o > & iBEf4 %

B (BK365) ICRELET,
074 OB EENCT DI, 0 A LET,

ATy T4 [fR1F (Save) 1227 U w7 LET,

B o Rx7LoEE |
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—wurnys 7y roant

—REOY 270 FOBEHE

FIE

ATy T
ATy T2
ATy T3

ATy T4

ATy TH

VAT LNy 7T T N EAMNIT HENSER L TR LT 7o AT AR D AR
E LT, —HFRREER e v 7 7 7 MEREZ AN L ET,

[ A7 . (System) ] (@) >[#m (Configuration) ] Zi&RL £,

[User Configuration] #7 U v 7 L ¥7,

[v 7 A R D i K% (Max Number of Login Failures) | % —H%—2R—Ficme v 27 7w b
ENDFETERE L TR TE L /1 v RITORKEERICIEEEL 7,

—E e a v 7 7 RIS T AT, EeEd AN LET,

[—W—%—FFiZe v 7 7 U T 50 BALOFERE (Time in Minutes to Temporarily Lockout
Users) |1E—K7ea vy 277 ha M) H—Lica—HF—%&2n vy 777 M50 ELE
D

ZOENE DAL, [7 A KM K (Max Number of Login Failures) ] 23 & LIALC
b, 2—F—lFre A COFRITERET D LEITH Y £ A,

[PRAF (Save) 1227 VU v 7 LET,

Bty avORKBDETE

FIE

ATvT1
ATy T2
ATy T3

FIRFICBAS 2 &N TEXDRFED X A 7 (AR EHEITFRARY EXIAL) Oty a
VOBRKBERECTEET, ByviaroXA L, 2—VF—iZHETonze—ild o
THREENFT, 2—F—CHLMYEHE—ALOLREY L THNTWELEES, FD2—
P—Dtvaik, [ @AY EH) ((ReadOnly) [t v arOflRICH L TH Y b
ENET, 2=V —NEBZRALMERNH L0 —LE2FH-> TWDHIHEA, By a it [FAH
D /EXIAL (Read/Write) | & v a v OFIRICHLTH T FERET,

[ A7 2 (System) ] (@) >[#/ (Configuration) ] Zi&R L £,
[User Configuration] #7 V v 7 L ¥ 7,

tyvarosf 7L, [FAEShERRRERtE Y 23 U8 (Max Concurrent Sessions
Allowed) 122D XA 7Dt v a rORRE (FARFCAS 2N TE D) ITRELET,

A=Y —=TL DR v 2 Y ORIREEHN L2WEEIE, 0 2 A LET,
)

27LEE I}
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FlEEtE v a COFIRZ LD IRERMEICERLTH, Y AT AMIHBMERTWS Yy v a v
ZHAUERA, 277 L. BESKEHABZ THLWE Yy Vg VBNV E S ITLET,

ATy T4 [fR1F (Save) 1527 U w7 LET,

VMware *V—JL

VMware Tools 1. IR~ VT DONRT —~< v 2% 0 LS L0002 —FT 4 VT 4 A —
NCd, INoD2—7 4 VT 4 ZHHT 5 L. VMware 85 OfEF] 7o fpE 2 X CTIEHTX
F 9, VMware THEFT I T 5 Cisco Secure Firewall (KAB T 75 A4 7 L AL, WRDTF T A
ZHAR—FLET,

* guestInfo
* powerOps
* timeSync
» vmbackup
PR—=FENDTRTO/NN—Y 3 D ESXi T VMware Tools ZANITHZ L TEET,

VMware Tools D3 TOEFEIZ DUV TIL, VMware ® Web 1 bk  (http://www.vmware.com/)
EHBL TSN,

VMware [7] [T Secure Firewall Management Center T® VMware Y —J)L D
1L

FIR

ATYT1 [VAT A (System) ] (@) >[#Ak (Configuration) JZ R L £7,
ATv T2 [VMware ¥V —/L (VMware Tools) ] %7 U v 7 LE7,

AT v 73 [VMware Y —/LDOFELNE (Enable VMware Tools) 1 %27 U v 27 LE7,
ATy T4 [R7E (Save) 122V v 7 LET,

fesstE~wv EVSY

P R—DF 4 AN AR N F—FR—AZT U — a3 IDREENLTEY., T
T4 T DTy by B —|IR A —BLONR—2 g UREENLES. VAT AL, FD

B o Rx7LoEE


http://www.vmware.com/.
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s—rofBtovvey |

?FVX%%%%E%M%#ﬁT@?ﬁ)#wyay7n%:wh?74yﬁmowf‘%
FEE R A NIP T R CHEMICy I LET,

Ny MRV —FHR L NN—V g VIR L E ENRNT—RFTRTUIR LT, VAT AT
NEDORHE = X=2g L ADY—RNOP— N T T ¢y 7 EWagetEa BT 20 E 9
MERETEET,

72 ZIE, RA RSNy X=X H—F I a UINEENTWRWSMIP T 7 ¢ v
JHEEEEL TS & LET, VAT ARED Mgt~ > 27 (Vulnerability Mapping) ]-~—
UTSMTPH—REHAC L ThD, D NT T 4 v 7 &g 57 /31 A% E B 25 Firewall
Management Center (2% DX E Z P17 L7256, SMTP H— /3 & BT 5T T ol
SIPEREDRA FDARA N 77 AL LMéhiT

FAT I EPP—R_R—ERENEL T, TREFRAN 707 7 A VBMLETHS, 77V
—rarZu hal s a7 X EEEEO~y B SIER SN EY A, ZiE, T AKX
LTIV r—ay Fabhal F 477 ZI_R oA —F 3N —a v RIEETE T, -
st~ v B2 THOY— "= 2RI TX 22T,

H—/\DifisEED<T v EVS

Flg
ATy T

ATy T2
ATvT3

ATy T4

ZOFEIZIE, Av— b TAEBUA,

[ A7 L (System) ] (@) >[#8L (Configuration) ]z R L £,

(Mgt~ > ¥ 27 (Vulnerability Mapping) | Z R L £ 7,

ORI H Y £,
e NRUF—F I NR=T g VDFERPEENTORWT U =g Fahan bJ
T4 I EZETDHRA NI, B—"OMEFHER~ y TEINRNE DT DI, FO
*f~/\0)7“::/7‘l‘/7175f2“7 LET,
e NRUH—F I NR=T g VDFERPEENTORWT U =g Fa han bJ
T4 I EZETHHRA ML, =05 N~ y 7 IND L OITTHITIE. FOH—
NDF v IRy I A A 712 LFET,

ek

[A%h (Enabled) |ORAICH DT = 7Ry 7 AFEHTIE, T_XTOTF v IRy 7 A%—

EloA v EixAT7ICTEET,

[PRfF (Save) 1227 U w7 LET,

27LEE I}



. Web 247

Web 54

T7HNETIE, 774 T U — NV EEOR EOTDIZ, X—TORBENE, 77 UHFDN—
Var, 8NN~ g 2—P—0D%FT, Firewall Management Center 7 77 A 7 > A DEHE
IP7 FUVAETIARA ML, MAZRFETCERWERT =B A3tk TESNE
@—O

TAREE, = R a—Y— I/ 2ARMBLRE LERICHGBSNES, 207 =%
DRI RINEZEE T 525813 ROFIREZFATLTAHT L T P TEET,

Fg
ATvT1 [V AT A (System) | (@) >[EE (Configuration) ]3I L £,
AT w72 [Web/#T (Web Analytics) 1 %27 U 27 LET,
ATv T3 WENTRIRL TG, [R1F (Save) 1227 Y v 27 LET,
RDZRY
(FAFvary) YAa~ODT VAN T=EDOREEEST FT U T LHITIE, EAPRELO 2 R
U w7 Lifita v A a L AT 5729 O Firewall Management Center DX E (9 X—3) &%
LTI ZEY,
> — =JLr=o
VAT LETEDERE
HERE =/ =/ Ee2
Firewall Firewall
Management | Threat
Center Defense
EE 72BN T 42760 (=% Cisco Talos 23R DIRPL A K 0 EFEAICEAR L, £ 0 B 7o PRI

TeEA LTIV A
IR\ AT 72 Cisco
Talos DA &Nk

(Any) EWMENLT HZ AR TELLDICRD E LT, [VARTL]>[ERE
(Configuration) ]>[BARY >—DEKE (Intrusion Policy
Preferences) 1 %7V v 7 L, [TaosBB/\N>Ta4 2T TL ALY
(TalosThreatHunting Telemetry) | F = v 7R > 7 A% A 1L T,
Talos 23 7 2 — 7N UZ AR Y O —IZRFRII7R IPS — bty hEEDDH T
CEHFALET, ZNHDOL—Z LY, TaloslEE R B AT 4
YT ERFATL, TNODOEBATTEA TV V= ZNEDTZ DD
N—=ZES>TRY =S NTeA X MENETEET,

B o Rx7LoEE
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FEICTTN N |

=/
Firewall
Management
Center

=/
Firewall
Threat
Defense

E 0]

Ty T T L= ROV
R—FOHE

7.4.1

(EEF=3

Secure Firewall Management Center DIK D A V% — _X—Ta > T v 77
L— RRIZ, EEXGT AN A AR SN AREF OREELED L
N FEAERT DL ZBIRTE LIV E LT,
HOH/EE SN - [ RT L (System) ] > [B&E

(Configuration) 1> [ERENT v 74 L—F (Upgrade
Configuration) ],

VB EAKBR O Threat Defense : {£&

7 7 & AR

T F—< 2 ADM E
A E /NS 3

)

724
7.4.0

(=¥
(Any)

I L—RKDELE, 724~ 725F1-1% 740 ~D Firewall
Management Center 7w 74 L— RO R YO BRI (XEE AL H
Y., TINAAD CPUFERAENS K LHAREENH Y T,

TIRAaryio— A7Vl FORERICEY, Xy FTU—7
WHEETEZT7 78R ar ha—L L—AR"HEEE. "T+—<
AWM EL, TARAL RN ) —ADWEND L R0 £9, KiEfbid,
Management Center CHEBE DS 2N 72 - 7214 DI 4] D B I 248 BT 52
FRAATHONET (T v 77 L— R THMMI -T2 Ha b ET) |
V=L DN NGE, VAT ANRRY —ERHEL AT Vs b
DEELZFATT DD O VRN ZEnHV E4, 20
M. 73 2D CPUBHELE D 2 ER3dH Y £9, RN HEZ)
2720 TR ORAIDOEHTH RO Z ERBAELET (T 77—
RIZE o TN e o T HA D ET) o ZOMREN AR E 721X
RoTRIT, AT T U ARHMR T T 4y 7 DD IR R
EL WENR/NRIZR DREICEMT S Z 2R HER L 9,
FRUEE Szl (N— 32 72.6/7.4.1 BDLE) [VARTLA

(System) ]>[E%%E (Configuration) ]>[7 % & X HlfHIDELE (Access
Control Preferences) >[4 72 x4 b IL—TO&#E{E (Object-group
optimization) ],

N— 2 U OHIFR : Firewall Management Center 73— 5 > 7.3.x Tl&
PR—FINTHEEA,

Bt v 7 ORELH,

7.4

(R %R

RET—FDOFARERANERET L2 LICLY, RELHELEAD
TTF =2 DL L TsysloglZA b —3 7/ T& %9, Management
Center|d, BB 7 DNy 7T v L@ umER—FLTWET,
Z OFEEEIX. Management Center O & F] PR E TH A — T
EJ e
FR/AER I N-MmimE : [ RATL4A (System) | > [FRTE

(Configuration) ]1>[8& A% (Audit Log) ]
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HERE =/ =/ EE2
Firewall Firewall
Management | Threat
Center Defense
7T AEE T a |12 =% Management Center O Web A ' ¥ —7 = A A% 75 L AGEICY) Y B 2
Ve (Any) HIENTEDLELIIZRVELL,
FR/AER I N-mmE : [ RATLA (System) | > [FRTE
(Configuration) ]>[&3& (Language) ],
F & A DA < | 7.0 L& Vi T — H RN— A D I KEER A X M& (Maximum Connection
k%A~ b L— Ml (Any) Events) [DfEA 0IZERET 5 & EHRNAM OIR A < R AYFMC
R BRI L E T, N=KRyzTO7a—L—MIlRIZH T v hania< e £9, LA
X, ZOEEZOIZHETHE, A XV A NL—VIZORGEMH S i,
7nr—L— MlRIZITEE L EEATLE,
FHR/AREIN-mE : [ RAT4A (System) | > [FRTE
(Configuration) ]>[7—#%~—2X (Database) ],
PR—bFENTWBETTy F 74 —4h : "~ T FMC,
NTP H—/3—0D 7.0 (8<% FMC & NTP $— N—[O#E#i 1L, AES-128 CMAC — & LLEiiC Y
AES-128 CMAC #&FED (Any) R—hFEN TV MDS F—FB L SHA-1 F—%Z A L T £
K~ b, ¥
/AR Sz mEiE [ AT L (System) > [BRE
(Configuration) ]>[BZIDEHE] (Time Synchronization) ]
7Yy ML |66 TE FMC @ HTTPS iEPH £ A 1ER 95 & &2, SAN 7 4 — /L RZFREETE
(SAN) . (Any) FT, EHENEEO RAAL A EZITIP T RLAZIRAET L5568
X, SANZEMT 52 L 2HE L E 7, SANDOFEMIZ DOV TIE, RFC
5280, B v a 4216 5L TS IEE,
/AR Sz mEiE [ AT L (System) > [BRE
(Configuration) ]>[HTTPSEEBHZ (HTTPS Certificate) ]
HTTPS 7EHE, 6.6 & BE, VAT AL L BICRILEN DT 7 4L b D HTTPS H—/3—2
(Any) L7 b3 800 H THIRR S UINE T, =23 66127 v 7

L— R4 ARNCAERENTZT 7 4V FOFEHENRT 774 7 2 ATl
HENTWDIEE, GEREOANHIRIL, FEAENER SN L XIT
il &4 CUN7= Firepower 23— 3 2 K- TR £4, FEHIICO
WL, 77 4/v b HTTPS — "—3ElsE (37 _—) &ML T
<TEEVY,

BR—FENTWATS Y T 4—2L4 : ~"— K7 =7 FMC,

B o Rx7LoEE
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NTP DO, 6.5 EN=y FMC /%, SHAI %7213 MD5 % #i¥ —i8RE 2l L T NTP H—/3— &
(Any) OEXaTWEEYAR— ML TWET,
FR/AERIN-mE : [ RATL4A (System) | > [FRTE
(Configuration) | > [BZIDEH] (Time Synchronization) ]
Web f#HT, 6.5 TE Web 2315 — % OIEEIL, EULA IC[FE L% ICB S ET, LIl
(Any) ElRERIZ, T— 2 OHEFEEILT L2 EATIRTEXET, Web 04T
98 X—) ZZHMLTLEEW,
FMC O HEj CLI 727 |65 (E=N SSHZfEH L TFMCIZr 7 A 3% &, CLLICHEMIZT 7 AL
A, (Any) *7, CLI expert ¥ FZMH LT Linux > /)UWZT7 7 EA4+5Z
ELTEETN, Zoavr FEEA LN L2BIHERLET,
GE)
FMC @ CLI 7 7 B A& B £ 11335 /3—2 3 > 6.3 DOFERE
BEILEESNET, 2047 g URFEIEESNTRE., I FMC 12X
[ RT L (System) ]>[E&%E (Configuration) [>[a >V —ILEE
(Console Configuration) [ ~—VidErShe<VELiz, ZD
NR—=UE, WEFMC TliHgl &R RINET,
oA EL Y B KON | 6.5 TE [ZF Al SN = KFEIFF »~ 3 a2 > % (Max Concurrent Sessions Allowed) ]
HEY [EERABT 7 (Any) OFENBMEINE L, ZOREICLY, FHFIIRERKICHZ &

AITRREFRE/R T >

v a UHlER,

NTEDLREDZ AT (FEAMI FEHEITFHARY /FEZAR) O
oy ia VORREEEETEET,

GE)

VAT AWRFEREE v v g UHIBRO B TTREARY B & BT EERE
Ha—P—a— L BILOIRAY La—F—o—/L L, [VRTLA
(System) 1>[21—H— (Users) |>[2—H— (Users) | BL O [¥
AT L (System) |>[1—H— (Usars) |>[2—H—HO—)L (User
Roles) 1 ich b —nAIl [ (RARYER) ((ReadOnly)) ] &\
DTN oNET, 2= —m—rOr— LA FGEREY
BA)  ((Read Only)) | W& ENTWARWES, VAT AFZDO—
NV GEAHEY EE AR E B LET,

B S L
* [ RT L (System) ]>[E&E (Configuration) |>[1—H—&E
(User Configuration) ]
[YRTL (System) ]>[1—H— (Users) |>[1—H—BA—)L
(User Roles) |
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B x7ixxomE

HEEE =/ =/ B30
Firewall Firewall
Management | Threat
Center Defense
BHA LA —T oA A |64 Eoy=¥ IPv6 #2029 % &, DAD #H2h29 5 Z LA TX£9, DAD %ffi
TEMET N LA/ (Any) HT2Z LItk TH—ERERLEO ATREMEDN LK T 5728, DAD
(DAD) ZHEZhz3 5 ITEENCT D ENTEET, ZORELZEYICLESAIE. TTI
FEHE, BB THENTWAT RLARZDA v E—T oA A THFHIN TN
RN TFEICHRTALENRDHY £7,
/AT SN : [ AT L (System) > [ER5E
(Configuration) ]1>[B¥4 42 —7J x4 X (Management
Interfaces) | >[4 2 —27 4 X (Interfaces) >[4 2 —T A4 R
D#m%E (Edit Interface) ] > [IPv6 DAD]
PR— BT T v b7+ — 2L FMC
A A —T A X604 £E IPv6 & 0295 &, ICMPv6 = 2 —i &8 L USEARERGEA v —
D ICMPv6 = 21— (Any) VENTELLIICRVE L, 26Dy NEBNZTHZ

BB L OsE SRR
A=V E BT
2 HERE,

T, P AERKEO RN DR#E LT, Ta—SE Ty
NEMNZTHE, THAADOEEA L Z—T 2 A AT A MEAWT
IPv6 ping i CTE < 720 £7°,
B/EE S B [ AT LA (System) > [5RE

(Configuration) ]>[ICMPv6]

/A E Shi-a~ > K : configure network ipvé
destination-unreachable, configure network ipv6 echo-reply

PER—FEINTWVWETT Y b T4 —L :FMC (WebA X —T A A
DI) . FTD (CLI D)

B o Rx7LoEE
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6.3

(=¥
(Any)

[%Eh Lizwe 74 > DBHF (Track Successful Logins) D% E & B L

F L7, VAT AL, BIRLEHEE TIZA FMC 7 1D > hTHEAT

S, BEIILTzn 74 OB ZEHCEET, ZOWEZANCT

L, mIlA PO —Y—TiE, RELZEBED HERNIZS AT A

OB T A BRMERI LT EET DA v —URNERENET
(Web A > X —T7 = A AL =/)V/ICLLT 7 B AIZHH) .

[/XA T — REFAHIIR (Password Reuse Limit) ] DR EZBEML £ L
T2o REMRERBED RAT — FEIZHOWTET H T FDO/IRAT —
ROBREZBIFCE T, VAT AE, TXTO2—F—RNZDRERE
ICERINTNDRAT— REFAATER2NESICLET (WebA
VH—=T 2 A AL T2 )V/ICLIT 7 AIZHEA) .

(a7 A o RIgD i K% (Max Number of Login Failures) ] & [£—%—
R e v 7 70 M A AL ORI OFE  (Set Time in Minutes
to Temporarily Lockout Users) | DX E X B L E L7z, ZiL5H OHKEE
IZX - T, BHEI VAT ANBETRRRRICDIL > TT AT b
R Ty 7T 5 FETIZ, 22— =07 Web A ¥ —7 =
ARADOTA L 7 VT iy v LT A TE DR A IR T
*7,

BR/ZEE S Uzimim [ AT L (System) > [BRE
(Configuration) ]>[2—H#—&&%E (User Configuration) ]

YR— b RRT 7~ b7+ —2:FMC

HTTPS

AIER

6.3

(=¥
(Any)

BE, VAT AL LIRSS T 7 4L D HTTPS Hh—"— 7
VT U VI3 TR I E T, N—Va 6317 v/ L—
RENDENTAERESNTZT 74V OV — —FLHEEZT 7T 4T
AREH L TWDAEGE, — N—iEAZERIICAER SN E &5
20 FERRICHIRREIN L 720 £3, 5 7 /L b @ HTTPS H— —GFlE
EHEHLTCWDEA, VAT AXZOFEAEL T i et L
TWVWET,

BR/ZEE S i [ AT L (System) > [ERE
(Configuration) ]1>[HTTPSFEBAE (HTTPSCertificate) | >[HTTPS
SIBAZEMEHT (Renew HTTPS Certificate) ],

HR— I ETT Y N7 4 — L5 FMC
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FMC D CLI 77t A |63 £& FMC ® Web A v Z—7 = A A CTEBENMEATRERFTLWVF =
AR L O L (Any) RNy 7 A [DRT L (System) [>[EXFE (Configuration) ]>[3 >V —

T % b,

JLERTE (Console Configuration) ] @ [CLI7 2 £ ADE%NIE (Enable
CLI Access) .

A SSHEMEHLTFMCIZr /A 35 & CLIIZT Z7EAL
£

47 :SSH #HEHALTFMCIZr 7 4 >3 % & Linux ¥ = /LIZT
IR ALET, ZHE. N—=Ta 63 DFHHA LA R—L &
PIFIDO U Y —=2ZMB =g v 63T v 7 L—RLEHEED
7 7 4V DIRETT,

N—=T g 63 XLVRETTIE, [22 Y —/LiRE (Console Configuration) ]
N=VIE T ODREDIH L . MET SA ZADHIEH ST
WE LT, 2D, [ Y —/LEE (Console Configuration) ]-<—
VAR FMC TIHEA TEEHATLEZ, ZOHLWA T v a v %
BT 252 &T, [V —/L3E (Console Configuration) ]-~X—(Z
P FMC & & BITRIE FMC NERSND LIV E L, 72
L. AEFMC DA, ZON—VIFRENDIDIEZOF = v 7 Ry
7 ADIHTT,

YR—bGT 7 v b 74— A FMC

B o Rx7LoEE
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CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



