Secure Firewall Management Center () O <
kS A4)TFLIUR

DY 77 L ATIX, Secure Firewall ManagementCenter D2~ RT7 A A U Z—T = A A
(CLD {Z2WCHB L ET,

\}

GE) Secure Firewall Threat Defense (2D Tld, Cisco Secure Firewall Threat Defense =~ > KU 7 7
Lo RAESZHLTLTEEN,

» Secure Firewall Management Center CLI {[Z-DWC (1 ~=X—3)
» Secure Firewall Management Center CLI FH#la <> K (2 ~4—)

» Secure Firewall Management Center CLI ® show 2~ K (4 ~X—)
« Secure Firewall Management Center CLI X/ 2~ > K (4 ~<X—2)
» Secure Firewall Management Center CLI > A7 & 2= R (5§ ~3—)

« Secure Firewall Management Center CLI DJE/EE (8 ~X—1)

Secure Firewall Management Center CLI [ZDUNT

SSH % {# ] L C Firewall Management Center {22 7 A > 25 &, CLIIZCT 7B AL E T, expert
a< REHHLTLInXx V2 VT 7B RAT AL TEXETN, Zoa~vy ReH LA
W2 L ERSHELEL £,

A

ZEE  Cisco TAC F 721Z Cisco Secure Firewall D2 —W—~ = = 7 )V O R FNEIC L AFRA 780
FRV . Linux ¥ =/WZIET 7B A LW &R BEIO LET,

¢l

Secure Firewall Management Center DY > K 5S4 > )77 L 2R .
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Secure Firewall Management Center DY > K SA > Y77 L VR |
. Firewall Management Center CLI E— F

A

AR Linux 2 b~DT I B AMERD D —F — I — MERZEEGETE 2720, EX2UT5 4 F
DY R PECBAEEMERH Y T, VAT AEX2UT 4 FOBEND ., RO SE R BE)
HLET,

5’* BERAEZMEN, LA 0T, Linux =)V T 7 B AR EENLa2—Y—D Y X b &)
WZHIBR L TL 72 &0y,

e BETERR SNT- admin =2 —HF—{THM % T, Linux ¥ = /b 2—HF—Z L LN T FE
VY,

ZOfERCIBl & T\ b 2= K& L T Secure Firewall Management Center % 77~x L C K
TINY a—T 4 T xLTH L EBHIT, RESINTREBRIELFITTEET,

Firewall Management Center CLI E— K

CLIIZIZ4 2DE— RRFENTWET, 774/~ EF— FTh D CLIEEIZIX, CLI HED
WNHZBET 57200 a~v 2 RREERTWET, %Y OF— FIZiX, Firewall Management
Center DEERED 3 DD R AFEIRICKHLT b a~y RREGENRTVWET, ZHHDE— RHD
o< Rit, — K4 Dsystems, show, ER e configure THEEY £,

FT—REANTDHE, CLIE, BIEDET—REMNMTLIOIEFEZROLNET, 72L& %
. VAT A aLyE—R }\0)/\*—“/3 UIEREERT AL, BEECLI Va7 MIsES
pa<wr REANTLET,

> show version

INE T show B— RIZASTZZ &3 H D5 B1E, show T— RO CLI 71 > 7 b T show ¥ —
— REfHEFIca~ry FEALTEET,

show> version

Secure Firewall Management Center CLI X< > F

CLIBHa~ FEMALT, CLIERN E VTR ENTEET, Znboawy RigTA
A AN L FH A,

exit

CLI2VTFA M2, RIZEBWCLI 2V TF AN L-bA~BEILET, T 740 5 T— )
LZDawr RERITTLHE, 22—V —13BITOCLI vy aryhoue s 77 hLET,

X

exit
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expert

? (REREF)

expert .

il

system> exit
>

Linux > = /V&EE L F T,

X

expert

1

> expert

CLI ==y K& CLI ST A — X OWRPEGF~N T 5 FRLET, UTO XIS ) =
< REFEHALET,

CHIEDCLIa T HFA M THHATES a2~ RONVTEERTDHITE, =< KT
o7 NCERIFF (o) ZATILET,

cRFENLTFE Y FBIBELEMAER I~ FOY X M E2RRT DI, BE/F (2) I
e CEM SN ca~ry RE A LET,

e v ROERBRFIBDO~NNT2ERTHIZIE, a~r K7 a 7 hoj|Eofib VIl
R () # A LET,

BERIEF (2) 13, Y= a— RNy IRV EIEEL T EEN,

(378

?

abbreviated command ?
command [arguments] ?

1
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. Secure Firewall Management Center CLI @) show 2 < > K

Secure Firewall Management Center CLI @ show O < > ~

Show 2~ R, 77747V AOREICETHEREZIBMELET, ZhbDavy NET
TIALT VAOMEE—RELEHR LFEFRA, £/-. 206D~ REFETLTH, VAT A
DOENEITRT B BB T iR/ NRIZ R Y £,

version
BGONR—=T g VBIOENLRE, UUID 2 EDIE#REFERLET,
5378

show version

1

> show version
——————————————————— [ fmc-austin ]J----------------——-

Model : Cisco Secure Firewall Management Center for VMware (66)
Version 7.6.0 (Build 1385)

UUID : a904b8b2-ca%a-1lee-ab583-5e804cleb2fd

Rules update version : 2024-05-13-001-vrt

LSP version : 1lsp-rel-20240513-1955

VDB version : 380

- L 5

Secure Firewall Management Center CLI ZX a3~ >
aryZ4Falb—varavry FeALT, AT LEREBIOEFRT LN TEE
T, INBDOavY RIIVAT LAOBEICEELY 52 £7,

password
BUED CLI 2 — Y — [T AH D NART — R ZEH T £,

A

AR VAT LAEX2V T4 LOHABICEY, W RABT T IAT U ATYH, FHHIER I 7-admin
2% T, Linux ¥ =/b 22— —ZfT L2V 2B LET,

a<y R&EFHITTHE, CLITBAED (FW) RRAU—REANTL LI ) 2—HF—|ZERL,
FOHBTHLVWRRAT—REZ208ANTEILOTERLET,
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Secure Firewall Management Center CLI & X 74 O< Y K .

X

configure password

1

> configure password

Changing password for admin.

(current) UNIX password:

New UNIX password:

Retype new UNIX password:

passwd: password updated successfully

Secure Firewall Management Center CLI > X 7L a< > k

system 2~ REH LT, VAT LAE2EKO7 7 A NVBIOT 78R a2 ha—LVORREL
BHIT L ENTEET,

generate-troubleshoot
SAANTIAEI T D T INY a—T 4 T TR AR LET,
B
system generate-troubleshoot optionl optionN
FT Y a VRO 1 DFEITEBOSHAIE, A=A TRE Y £7,
calL : IROTRTOAT v a v aFEITLET,
« SNT : Snort DT F—< L A LFRIE
*PER: N— R =T DN T p—<ALtn s
esys: VAT ARIE, R —, BILORrT
eDEs : RHRE, RV —, BXons
eNET: AV H—T 2 Af ALy NT— T —X
evoe : MR, WH, VDBT—%, BLUr 7
cupG 1 T s OT v L— K
*DBO : TRTDT —HRX—R F—H
c10G: TRTOBY F—X

enMp ¢ XY NU—7 < v EHR
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. lockdown

il

> system generate-troubleshoot VDB NMP

starting /usr/local/sf/bin/sf troubleshoot.pl..

Please, be patient. This may take several minutes.

The troubleshoot options codes specified are VDB, NMP.

Getting filenames from [usr/local/sf/etc/db updates/index]
Getting filenames from [usr/local/sf/etc/db updates/base-6.2.3]
Troubleshooting information successfully created at
/var/common/results-06-14-2018-222027.tar.gz

lockdown

expert o< ]\%‘fé'”g/%b\ ?\/ﬁ/l) A @ Linux )L ~\T A L/iwgpo

FE O ZoavwlrRiE PR— LD E Y N7 4 v 7 AR WEEAITERVIET I ST TE EE AL
EAZITEE R LETT,

(=378

system lockdown

1

> system lockdown

reboot

T FSAT L ADY T — |k,
XX

system reboot

1

> system reboot

restart
TFIAT AT TV r— g HESHLET,
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shutdown .

X

system restart

1

> system restart

shutdown
TITIGAT U ATy 8 XU LET,

X

system shutdown

il

> system shutdown

- :\I

TEHE
N R RTATF = kAl E L E T
Zoavy REFEHT L0, U 7R — b & H L C Management Center (ZH2f5¢ 9 2 2
BHYVET, TOavr FEFTTLE, TAALARHEB L, TXTOT—FNERITHIR
ENFET, TREARETTHETICEFILLL BBV ET, RIATOFENKE N
FE, R0 9, BRPEHET v Ao a <ol EREZHER L TES
W, HERFETLEL, HILWY 7 R =T A A—=V% A VA =L TEET,

A

EFE O N—KRRFRIATOMEELETIT, TTIAT L ADTRTOT—Z (ISOA A—ThETe) N
KbnEd,

YR—bENBZTNIR
* Firepower Management Center 1600, 2600, 4600

* Firewall Management Center 1700, 2700, 4700

X

secure—-erase

Secure Firewall Management Center DY > K 5S4 > )77 L 2R .



Secure Firewall Management Center DY > K SA > Y77 L VR |
. Secure Firewall Management Center CLI 0D & F

il

> secure-erase
hkkkhkkhkkhkhkhkhkkhkhkhkkhkkhkkhkkx* Cqubtilon Fr*xrkhkhkkhkhkhkhkhkhkhkhkhkhkkxkx

If you run this command:
- The management center hard drive data, including configurations
and bootable images, will be permanently erased.
- The device will reboot and reinitialize.
Note: Do not power off your device during this procedure.

R R R e

Do you want to proceed? (Yes/No)

Secure Firewall Management Center CLI O & &

113 =/ =/ B3]

Firewall Firewall

Management | Threat

Center Defense
WaExtGE LA |65 TE SSH % fif F§ L C Firewall Management Center (22 71 > 95 & CLIZ
CLI 7 7 & A Firewall (Any) HEIMIZT 7B A LEF, CLIexpert 2> K& LT Linux =
Management Center T 7B ATHZELTEETN, Coavr FaffLnwz e

IR HERE L £97,
GE)

Firewall Management Center > CLI 7 7 & 2 Z 80 & 72130295
N= g 63 OEEIIEILSNET, 2047 v a vREIESh
FER. {48 Firewall Management Center /X, [ X T4 (System) >
[E%7E (Configuration) 1>[2 >V —ILDERFE (ConsoleConfiguration) ]
N=UERR LB RV E L, ZOX—=U1E, ¥ Firewall
Management Center Tl35| & i & Zr SN E T,
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Secure Firewall Management Center CLI 0D F& & .

HERE =/ =/ 0
Firewall Firewall
Management | Threat
Center Defense
Firewall Management | 6.3 Eo=x HLUVAR SN HEE :
Center ® CLI 7 7 & X
;%(;;Jﬂiﬁ T O (Any) Firewall Management Center > Web A > % — 7 = A A T A Ml H 7]
7 pistE BERBTLWF =y 7Ry 7 A [YARATL (System) | > [RE
(Configuration) ]>[3 > —JLE&TE (ConsoleConfiguration) ]-~—
O [CLI 7O EADE#E (EnableCLI Access) ].
« 4> 1 SSH %{#i fl L C Firewall Management Center (2172 7' > 7§
HECLLIZT 7E®ALET,
« 47 : SSH % f#i § L T Firewall Management Center {Z ©2 7' >~ 5
& Linux ¥ =/WZT7 7 8ALET, ZHud, A=Y 363 O
BA LA R—= e LHIOY U —=ANnHNR"—=T 5063107 v
7= RLIEBEDT 7 40 FORIETT,
PR—FEINTWAETT v b7 4 —2A : Firewall Management Center
Firewall Management | 6.3 1= N SN T-RERE,
Center CLI (Any) o
HHIREE T, RO A<y RRFR— SN TWET,
®exit
® expert

®* show version

® configure password

® system generate-troubleshoot
® system lockdown

® system reboot

¢ system restart

® system shutdown

PR—FENTNWDHT T~ N7 4 —24 : Firewall Management Center
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. Secure Firewall Management Center CLI 0D & F
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CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



