TJ7AINARKNTILDIT AR B E
2 RT—0 T7A4IL b5 FY)

WO RE Y7 TlE, 7740~V T 2T A2 b, a—0 <Ly =T 50, B,
Xy I FYENTET AN, BEOXKY NI —27 77440 vV =7 M) OBEEARLET,

e T 7 ANANRYNZNVT 2T AR Xy NT—2 7740 7V =7 RYIZHON
T (1—=Y)

T T ANBLIIwNLT =T AR R (28—Y)

s T ENTZT7 7 A NWVICEHT AR R (26 X—)

XX TTF X ENTTTAN U= Tu—Df (29 —)

c SHTHZ 7 A VOFETOKEE (34—

eIy hT—=T TrAN v TV=F b (358—=Y)

T TANBIIIN T =T A X MRy NU—T 7740 TV =7 MY ORERE (43
~N—=)

TJ7AILARKNTILOD9TT AR ERY ND—5
TJ74IL kS FYIZDNT

TrAN KR —iE, —BLIZ T T4y I DT 7 AN AR REBLRYLT =T A X2 b
FHEWICAER L, ¥ T Frx INTET7 A VERER SICEELET, 2. T ANARY
V=TI 7 AN AR NERIFINT 2T AR IBRERINDED, 77 ANVBXY ST
Shn &, VAT ATBET 28D T % Secure Firewall Management Center 7 — & X — A [Z
BB LE T, 20T —Z 20 LT, BEEE~OMUL LONSROKED T 0y 7 %
THZLENTEET,

T 7 ANGHHERICIESNT, ¥ T Fy ST 7 A0, ERSNTEvAT =T &7 7 AL
A X2 N, [598F (Analysis) 1>[7 7 A /v (Files) | A == —CEHAGERX—VOEREZFEHH
LCHERT D2 &N TEET, MHFRERGEIL. 77 A VO, WE, ZBA =7, BIiY
IO~V — LAR—FEZFHR, w7 =7 0 E S OICFEMICE T £7,

T7ANARYKIILVIZT AR LERYRT—=D D741 5D R .



TF7ANARYNILITIF ARV RERY RT—2 T74L 5224 Y |
B o rssu=nmz7axur

DD E =7 M SHIZKRDIALT=DIZ, vV =T 774 VD [Fy NT—7 77 ALk
7Y =27 bV (network file trajectory) | (SESERT 7 AL T XT 4 1TMx, 77 A NH
oL Zxy hI—2 %@L, FA MITEINTEXrd T~y ) AL T, &
A METOME 2 DZBEOILHNR Y KR TBHTE T, UKD, &bRORT7 T T
LA 7 il & B RIC P T E £,

T AN = Ta— I AT 2 T S ERITEN ST 2R ETHE, VAT AIZLE-T
N— AT BT 7 A ADEFIDESIN., 77 A NMER LR — M ERINET,

#Hi# C Cisco Secure Endpoint 723 B S 41 TWN T, £ DJEBHAS Secure Firewall Management Center
ERAESRTOAHAIE, ZORBICLEY, AF vy, v AT TR, BIOBREO L a—
FEREOIKBE I0C) 2A »R—FFT252 b TEET, ZOTF—XE, Xy hV—2 LD
VT =T OREGE K0 EEITERET 572912, Firepower (2 L > TNE SN2 XV b T —
2L HITRRINET,

AYTFHRRAP I AT BRIOVAR— MEREZENTL L, Bi/Fvy I Fr/7m v
SN T7ANEINANT 2 TICONWTRVFE LB TEET, Flo, AU MEHLTH
BRY @K AE Y H—L720 ., B A—/, SMTP, £7zidsyslogiZKDT 77— FEFIT
Lz dszsbTcaEd,

\)

G ~nAo=TxRHL, 77 ANVBIOIAVT =T AN FEAERT D E IV AT AE2BRET
5IZI%, Cisco Secure Firewall Management Center 7 /N1 A4 A K@D Network Malware
Protection and File Policies] ZZ ML T 72&0,

T774ILELVIILDIT AR+

Secure Firewall Management Center [, S EISERF A TOT7 7 A NBLRNL T =T A4 X2k
Eu ISR CEET, lx DA Xy MIBET HIERIT. A N2 NOARITIE L ARERRIZIG
CCHRZ2D F7,

e T ANARNEIZ, VAT LA (AT =T ko T ENT-w LY =T 52 S
77 ANEEWRLET, 77 A0A 2 MZIX, Cisco Secure Endpoint B D 7 ¢ — /L
KiZ&EENFEHA,

s NT =T AR EIE, v = T A F 721 Cisco Secure Endpoint {2 & - TR S 4
TN 2T EEWRLET, £, wAT T AR NI, AFy UoR0ME R L, Cisco
Secure Endpoint A7 & DFB LSO T — X L8 TE £ 7,

L hBaRARRIT T 4T N T 2T AR T, WE (T AR T 2T E D)
NEFINTZ, ~ VU7 L~ TREESNEZ7 7 ANVEERLET,

. T7ANARYKIILIIT ARV LERY ET—=D D741 k5D H Y


http://www.cisco.com/go/firepower-config

| Z7ANARVKRLIIT ARV RERY FT—Y T7AN FSDTH R
Jran A~ rssveLyz7 41~y roiEE |

\)

GE) N =T HIIC Lo Tv AT =T L LTSN 7 A ML, T AV AN R
N =T AR MO EAR L E T, Cisco Secure Endpoint |2 X » TAER S iz~ L
DT AN ME KIETDHT 7 ANARY M EFFo THVER A,

e NetBIOS-ssn (SMB) R 7 4 v 7 DAV ART L g N Lo TEBRIND T 7 A/ A

voMEL BTG A N FERAER LER A, T 7 T4 T b &N — g
MR A ML T D720 TT, VAT NI TAT v bERITY—R_—Rty i a &7
L7=BIC8E A <> baAkLET,

o A7 LTCIE, Unicode (UTF-8) XFEMHT 57 7 A Wb DOFRRIB L OASINH AR — K
XNET, 7272 L. Unicode D7 7 A L4 IZPDF LiR— MIEHINT-ENTEREINE
T, /2. SMB 7’1 Fa ko T, 77 A NVADHIRBARRER CFNE Y 4 RICE X #
ZHNET,

TJ7AILAREBEUTILYDIT AR FDIELE

2741 ARY b
VAT AN, BERB SN TWD 7 7 AV R Y =D —UHE S T, BEEXRIRT S AN
Xy NT—=2 v T 74 v NOT7 7 ANERBELZT 0y 7 Lzt ZIZAERSINZ7 7 A4V
ANV NEFERLET,
VAT LANT 7 AN AR FEART DRI, R LEITO) T 7 ER a3 hr—L Lb—)b
Dnr TEREICERIR L. AT AT Secure Firewall Management Center 7 — & +~X— A ~ D 589
LEEOKDY HitsE L 9,

I T A4~ + (Malware Events)

VAT L (RIS v T = T OBERE) 13, BT /A3y hr— A @REO—HE L
THxY U=V T T7 4w 7HNOXNAL T =T 2T, v =T AX a4k LE
T, N T2 T AR ML, FERELTECTEARY POWES, WorXZTloLiicL
TN =7 BBREESNZCET a7 A N T—2REENFET,

RITOIILITT AN FDERIFTIAL

DATLMNIT7AIERB L, ROKREIZH - [ HE
=15&
AMP 7 57 RIZ7Z 7 ANDHEIZOWTI/ = (v u=xT, 7 U—r, F£EEARH
V2T (V22T 759 R Ay I T v
FAT) . 7 VIR LTSS

T7AIWNARKILVNDIT ARVEERY NI T7AIL k5D H MY .



TF7ANARYNILITIF ARV RERY RT—2 T74L 5224 Y |
B o ronmcLyzTaR BB TFALT IV Y

DATLNIT7AIERB L, ROKREIZH - [ HE
=

AMP 7 T A RIZZ7 =) 47572 b DO, B |G/ A
B ST i OBy 7 A FE SOMRERA <2 MES TR E

a3 NEELAN
AIRE TR WS REMENRH Y I, ZuE T SnZ8ETY,

77 AMZEEMT SN TV A BEA TR, |~y T
Ty ANERB L7 7 AV ARY O—TERS
Nz~ 27 LEWVEOBEA T 2827
ﬁu\itiu—ﬁwvwWITAWTVW
EIY 7 RV gWiek

Ty AN AR DEHY A MIEEIN T | I AX AR
A (FEICeLT=2T L LTv—2 ST
WAHEE)

Tr7ANNDT V=2 U A RNMIBEEEINTWDHY | ES (Clean)
A& FEHTIs V=L Te—2r &N TW5H

7)

T7A4ILDHEEERILDITARY MIBITET77A4ILT I3y

BT 7 ANN— I, V=V DRI —ET DT 74 v IRV AT AL -TED LI
WEENDNERET H1207 7 v a ryRREEMTOREST, 77 AV —AT 7 avk
LT[~V =77u>7 (BlockMalware) | £/ [V V=T VTR AT v
(Malware Cloud Lookup) ] Z3i®&IR3 25 &, VAT AX, AMP 7 77 RIZlWEbHET, *v
NI =2 BT 57 7 A MITNVT 2T REENTNDENE I DEHEIL, &EZERLTW
L77ANETay 7 LES, 77U KV T v T EMERTSE, SHA-256 N ¥ 2 fHIZ
DNTT7 7 ANVOWEZESG L Ca ZIZREEk T £77,

WDETIE, AMP 7 50 RiIZL > TREND 7 7 A VO ICEEMITONTZT 7 ANVT 7
g A OWTEIALE T,

. T7ANARYKIILIIT ARV LERY ET—=D D741 k5D H Y



| Z7ANARVKRLIIT ARV RERY FT—Y T7AN FSDTH R
Liazxs7sTnmz7 41~v+ |

R2Z:IT7ANDHEEIILIITARY MIBIFET7ANT I ay

BIREINFE=T7A4IL | T 74 ILDMHE YILDITARYMIBITET7AILTHI 3
IW—ILT o3y >
N T =T T | T 7' a7 (Block)
v 7 (Block — -
Malware) « = 7T RNV IT T
C YT « B GE) 77ANVKRY —xF 4 X O [FEMERE

(Advanced Settings) | T, [AMPZ 7 7

NS SANIRY %oy R ORI AR 72 A . B A =

7y : 0 HHA=
(Malware * NA TIZEASWTHER R AL A —"—F 1 |
Cloud Lookup) 9% (If AMP Cloud disposition is

Unknown, override disposition based upon
threatscore) |47 3 »d L & VWMEZE
AT ERETEET, BWATTOL
SVEEZRET D & BRI A a7 R
LEWEL T THL%5E. AMP 7 77
KFOHED [AB] (Unknown) ] 7 7 A
MI= VT =T L RSN ET,

LEABARGF 4T IILIITT AR B

Fy NU—7 NI 7 4w THRILENTE~AY =27 OGE, WEREDLDIZ LBV ET, 72
ExIE AMP 7 7 U RICK D HEDRER, UANLZ V—rThodrEeEZE2x b TN T7 7 AL
N~ NLT 2T E L THEIEND KO 720, Z0ii, DED~ LT =T LIS
T ANDEERIZIZZ V=2 Tholc VT 5RMENRH Y 3, Ll I7=V L7 7 A4 VO
BNEbDHE, AMPZ 77 RNV AT MZEHMLET, TOHA, LLFO2o08TbivEd,

» Secure Firewall Management Center 38T LW\ N B AT 7 47 <7 =7 A X F &g
L ET,

ZOHLWL R AR T 4 Ty =T A2 MM, BIOBICHE S, [7 T SHA-256
Ny VafiEFORIUTRTCO7 7 A VOMWEEREEXLET, TOD, ZNHDAX
VMR SN2 1EH  (Secure Firewall Management Center (2228 58 23 &1 S 4u7z H IR,
FLWEE, 77 A0 SHA-256 /Ny v afl, BLXOVEEAL) BNEENnET, IPT FL
AR D 2T XA MERIZTEENTEA,

Secure Firewall Management Center (XL h 2 A7 7 ¢ 7 A X s OR#E$ 5 SHA-256 /™~
Vafl xR O TR A D T s AND T A NHEEERELET,

7 7 A )VOMWE D Malware (ZZH X315 & Secure Firewall Management Center (387 LUV~
N =T AN T =2 _R—ZTE LET, HTLWEEZERE, 2oLy =
T AR NOERIE, T AARROICHRH SN E X ICERSNTZT 7 AV A2 b
DHLDOLFALTT,

T7AIWNARKILVNDIT ARVEERY NI T7AIL k5D H MY .



TF7ANARYNILITIF ARV RERY RT—2 T74L 5224 Y |
. Cisco Secure Endpoint [T & > TERSINIZTIILI T TARY b

T ANVOWEN [7 V) —2 (Clean) | IZZEH I7=%4 . Secure Firewall Management
Center (IZ D~ N T =7 A XV REHIBRLEFA, ROV, A X2 MIHEEOEENK
MEInET, 2FEV, AU =T T—TVTIIHEN [Z Y —2 (Clean) | D7 7 A /LR
EOONAZENHY ETH, ZIUEEDT 7 A NVPERYI~NLT =T LS T8
BT TT, vV =T ELTHBENTZZ DR T 7 A VT, 77 ANDT—T T
DIHEHHIET,

Cisco Secure Endpoint [Tk > TERSINI=TILI T4 R K

AT 923 Cisco Secure Endpoint Z{HH L T\ 454, Hx OD=2—H—|Z=> FHKRA 2k (D
EFD, AU —FRENRAL LT NA R) | @%37\75724’ VA= LET, IRITHXT
X, 7y 7 e—FR, Foura—K ST, =T, at— BELLEDOLXIIT A NVER
BETEET, MENREO 7 7 A M~ T 2T RNEENINE I NEHTT 572012, Znb
DAXT ZTAMP 7 70 RE@ELET,

Ty ANN=NT =T & UTERINENTSE. AMP 7 7 7 RIZEBEOFFENE % Secure Firewall
Management Center (2350 £, S HIZAMP 27 77 Rk, A%y | i, FETOTryF
7. 779K Ua—nipl OO T — 4 % Secure Firewall Management Center (2252 Z
L HTE E ¥, SecureFirewall Management Center | X Z AL 5 DIFRZEZ~ /LT =T A X FE LT
g R L E T,

\)

(G¥)  Cisco Secure Endpoint |Z L > THEREINTE~v LT =T A X N THRESIND IP T L AX
Xy MU= <=y (BLOEHENGEX Y NU—27128) GENRWEELHY T, B
B, 27947 ADL~L BILOEDMOERIZ &L - TiL, Cisco Secure Endpoint {2 & -
TE=Z—SNDHMBNOT S REA VIR, =TTk TE=F—SNTW5 b
DEFRUARA N TIHRWATREMERH Y £7,

Secure Endpoint ZEA L /=T IL I 74 R hO#T
Cisco Secure Endpoint %23 A L TW AL, RO Z ENTEET,

« Secure Endpoint|Z kX » THRH &Nz~ A T 2T A X0 b e, <Ly = THEIC XL - T
SifeA X2 b & & HIZ Management Center DA X2 h_X— NIRRT DL IICT AT A
ETRETEET,

cAMP X7V 7 750 R&EfH LT 554 1%, Secure Endpoint OFFE D SHA (ZRH9 %
T77ANET V7 NIRZOMOERZFR R TEES,

AR DOBERE 2 BX B3 5 1Z1%. Cisco Secure Firewall Management Center 7 /3 AR A KD
lntegrate Flrepower and Secure Endpoint] ZZ L TS 7230,

Secure Endpoint N5 DA R kT —4

HfkC~ T = TR O 72 812 Secure Endpoint & EBA L TV 535413, Secure Endpoint 7> 5 D
Tr7ANBLOYwLY 77‘ % %Ml U7-1E3 % Management Center F CTX 25 L H IV A
TLAEBRETEET,

. T7ANARYKIILIIT ARV LERY ET—=D D741 k5D H Y


http://www.cisco.com/go/firepower-config

| Z7ANARVKRLIIT ARV RERY FT—Y T7AN FSDTH R

Secure Endpoint 5D A N> kT —4 .

Y/ 4PN SecureEndpointﬁ>60)77/1'/1/:1‘/34:()““\7/1/'717? B L VAT AD <) =T B
BENODTZ 7 ANBIRY VY 2T 7 =2 OMERICEET HDHERH Y £7,

BHNRT AN ATy NU—T T 7 4 v 7 DO~V T =7 B LET M, Secure Endpoint
DO~NT = TR Z 7 or— RREELIFFATRICZ Y RARA U N TiThbhd7cd, ZO2F
BHON T 2T A4y NOBFERITR/ZY £9, /=& 21E. Secure Endpoint |2 L » TR S vz
AT 2T AR ([ZURRA L IR=2ADV T =7 | ) IZiE, 77 AARZ BEOH
L2 9A T v b T 7TV r—2a b R EDEERNEGEENIDOICH LT, Xy "NIT—=F F T 7 4
JTCONAVY = TRMICIE, 77 A MR b #EROR— N, 77V r—ar7a b
an, FEILIPT RLAERDNEENET,

ZOMICH, vV =T Lo TRiESNTe~v Ay =T A XU b (TRy U= =2
DINVT =T AR M) OE, 2—F—iFRiE. xRy NV—7BETHISh Tz, v v
VT DEFEHRTHDHHEA M @ ny Ay Llca—Y—2 R I ENETFoONET, —
J7. Secure Endpoint THE S D2 —V—iL, v~ VU= T RSN/ RiRA v MIHFE
a4y L TWnhHL—HF—%2RLET,

\}

GE)

JEBHIZ)S U T, Secure Endpoint [IZ L > TE=F SLH T RARA > MI ~w /L0 = 7Rl TF
=HAEINDEDOLEEILAR MIRLRWIEERH Y £9, D7, Secure Endpoint (2 & - T
ERINTZ~NT 2T AR MIR Yy NV =7~y FICHRA M BNLERA, 2720, VX
TAEIIPT RVABLUMACT RLADOT —# % LT, Secure Endpoint ™ J&5f 7> & Bif5
LR EORBEEZE=ZMRORA MIE TFITFLET, B0 =2T7 V) a—va il
FoTE=XEIND2O0DRLDBFANBRERITCIPT KLAEMACT FLAZFEFSTWDHE;

. ¥ AT Al Secure Endpoint @ I0C % E =X XRDHE A MIGR-> TH If(HTT 25601 H
DET,

WORIT, <5 = T B 74 2 A% G 5 HA1C Firepower 2 ko TAR SN B A
~ 7 —2% & Secure Endpoint (2 & > TERSNDA N2 T —F DEWEZER L X7,

R IAMPEGFE DT —4% DEERDEN

HaE

<)L = PR Secure Endpoint

EREnB Ak

Tr7ANARNY I XY TFrINT77 |V =T A2 h
AN, N T2T ARV, BEXOL b
ARTTF 4T 2N T =T Ak

TN T AR NMIE
ENDIHH

HRMp~N T 2T A2 MEH, BLO |~ L o =T A2 MER T —
e —% IPT RLVA, R—b, 77U [Z72L)
r—g > Fua haj)

Fy hNIT—7 TZ7 A0 K
VxR

Management Center ~~— & Management Center & Secure Endpoint & E
A= MZE, ENERER Y NU—T T
AN RV NURHYET, VT
FERFRE T,

T7AIWNARKILVNDIT ARVEERY NI T7AIL k5D H MY .



TF7ANARYNILITIF ARV RERY RT—2 T74L 5224 Y |
B o ssvmnvz7arvr09—H 70—0EA

ESPEREY=]

Cisco Secure Firewall Management Center 7 /34 AR A K@ [ntegrate Firepower and Secure
Endpoint |

TJ7AILEELVINLD I T AR DT — 720—DER

WOFIEEFEHAL T, T—TNAHNOT7 7 ANLBLIRL T 2T A X hEFR L, SO BEE
TAHERICESNTAR R E2—ZBELET, ANV RITI7EBALEZEXIZEREIND

—VF, V27—l TRRVET, U—r T7u—I, KENRE 22— 637

—IZBE L CA X FEFHMET A 7DIEATE S, —HEORXR—UTT, 72, FFED
== R EWE TR T EE R T A AZ L V= TJu—2ERT5Z b TEET,
TIVF RAAL VRHBRETII, BIEEO FAAL VB RNAL VDT — R 2R RTHILENTE
T, L~V D RAAL ETREIRB RAL DT —F 2 FKrmTHZLITTEEEA,

CDORAT ERITT AL, BHE 22—V —F1dx=2VT7 40 THI A 2= —Th?
VBN F9,

FIE

RONWTNINZEITLET,

« [2#F (Analysis) |>[Z 74 )L (Files) 1>[Z 744 X2k (FileEvents) ]
s [42#7 (Analysis) |>[Z 74 L (Files) 1>[YILoxzT7A X2+ (MawareEvents) |

EVbk AR DT — 7/I/t;wfb . THEBD T 4=V RIZT 7 4L FTCIHERRICEN TN E
T, AUk Ba— 3'52%/1“74*‘/1/}\75_’2'%7“'?‘6 I, BREHIZ R L, [
EN7=#H 7 & (Disabled Columns) | D FDT 4 —V K&% 7Y v 7 LET,

EVhFFEDT 7 AP SN HEE 3 ICERTHITE, T— TN TTF v IRy 7 R
EHEALTZ7 7 ANV EEBRL D, [Yr 7 (Jumpto) | Rry X7 JART
[#56i1 X b (Connections Events) ] Z3&R L £,

EVbh A g mFRT AR, TINVNOERELE Y v LET (Vg R
SNBBVWHILEH Y ET)

BMELEYY
Tr7ANVBLRIYNLT 2T A XN 74—V K (9X—=2)
ERHEL T 7 ANDT —7 T a—
EREL~N T 2T DT —J T 11—
AR Ea—0DRE

. T7ANARYKIILIIT ARV LERY ET—=D D741 k5D H Y


http://www.cisco.com/go/firepower-config
management-center-admin-74_chapter27.pdf#nameddest=unique_833
management-center-admin-74_chapter27.pdf#nameddest=unique_832
management-center-admin-74_chapter4.pdf#nameddest=unique_112

| Z7ANARVKRLIIT ARV RERY FT—Y T7AN FSDTH R
Jranssveryz7 4Avk 74—k |

T7ALELVILIZT ARV T4—ILE

U—7 7u0—%HLTERBIORBETE LT 2T A XV NI, 20732
ANTBET 4=V ERHY E9, [HBDOA X M THAMRERGERIL. WO, DX HITARK
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CHE & XBAR B Y FEE A

7TV — 3> 774 )L SHA256 (Application File SHA256)
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s [HETXEHATLE (Notlnspectable) | : AN IEFIZFET SN E LN, 77 AV
IR ARETHLMEHE L TOET

ESRREDBEM (Business Relevance)
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TrANEATO— 27 TV (Office K¥x=2 A b, T—HAT, wVFAT 4T, &
IFTAREZ 7 AV, PDE 77 A0, = a— R T2 A0, TTF3T 490, YATA T 7 AN
E‘) o

[254 7>k (Client) ] (syslog : Client)

1 DODHREANCTEITSN, 77 ANERET DO —AN—KGET 2774 T 7T
r—va v,

9547k ATTYERIEE S (Client Category or Tag)

TV = a  OMRERBET D OIS, 77— a U OREE R AL,

Connection Counter (Syslog D &)

HDEREFORIEREZXT 2%, ZO7 40—/ Rid, TNERIZITZE®RRH D F
H A,

[DeviceUUID]. [#AID /3%~ FH§fE (First Packet Time) . [#fiA > A & > AID (Connection
Instance ID) ], 3 KOV [#E#Hi4 7 7 > &% (Connection Counter) | 7 4 —/L ROIEFREHRET D
L REDTZ 7 ANETNI~NT =7 A X MBI BB X & — BT
TET,

Connection Instance ID (Syslog D #+)

PEgi A X R EAPRLT- Snort f VAKX AR, ZDT 4 —/b Rk, THHEEICITE®RRSH Y £
B A,

[DeviceUUID]. [ @D/ >~ NEE (First Packet Time) ], [#fic A > A % > AID (Connection
Instance ID) . B L O [$#Ekidk 7 >4 (Connection Counter) | 7 4 —/L RDIEHRERET D
LV REDT 7 ANEINT=NT =T A R MTEEMT DLk N b &2 —EISEH T
TET,

A2~ (Count)

BE DR CAT 2B DA 28 L2 D SATOERIC B 514~ PO,

214 (Detection Name)
BH S~ 7 OL4TI,

T4 7774 (Detector)
~ /v =7 %kl L7z AMP for Endpoints 7 « 7 7 % (ClamAV, Spero, SHA 72 &)

T7AIWNARKILVNDIT ARVEERY NI T7AIL k5D H MY .



TF7ANARYNILITIF ARV RERY RT—2 T74L 5224 Y |
B - rssvmnyz7arvr 70—

FINA R

7 7 A NA X b X O Firepower 7 /3A AT Lo TERS NI~ L T =7 A X2 hOBFEIL,
77 A NERH LT S 2 D4,

TV RRA VM AMP I L > TAER SN~V 2T A XV FE AMP 7 70 Rick - T
ERENTZL AR T 4T <y T A2 hOEA L, Management Center D4 Hil,

DeviceUUID (Syslog M #)
A R k&R LTz Firepower 7 734 A D—E OB 1,

[DeviceUUID]. [&#ID 3% MEEE (First Packet Time) . [#Efe A > A % > AID (Connection
Instance ID) ], 35 X OV [#%#i% 7 > &% (Connection Counter) | 7 4 —/L RDOIFHREHRAET D
L REDT 7 ANETIIYNT =T A4 X2 MIBEMT b8 A~ & — B IS T
EET,

[ZA0EE/ D 7 1 JLD%AIE (Disposition /File Disposition) ] (syslog : SHA_Disposition)
T7ANLDWE :
EQIAVE 4

AMP 7 57 RTEDTZ7 7 ANB~NLoT & LTHEINE, a—h <vy =700
TN u=T7 LTSN, FRE77AN0KRY U—TCTERBINZ~L T T LEW
BE 77 ANDEBRAITNBLZ-Z A2 RLET,

ALY
AMP 7 5 RTEDT7ANNI V= LTHEEINTWED, 2—FRT7 71 0%
JV—2 URANMIBMLIEZZEEZRLET, 27— D77 AR~ T 2T T—T )
WZEDENDIDIE, FDOT 7 ANNT )= IIEBINEHEEETT T,

Unknown
VAT APNAMP 7 77 RIZEWAEbEE LR, 7 A VOWERED Y THATHE
TATL, BWZ 5L, AMPZ 7D R 7 7 AN EELS B L THWERATL,
Custom Detection
D= PRAAZ LY A NI T 7 ANV EBMLIZZ & 2R LET,
Unavailable

VAT LNAMPY T U RIZEWEDETER ol 2R LET, ZOWEIZET S A
Ny RN, DT RVROIFET D REMENDH Y £, ZIUITFH SN -8ETT,

[BZLA L (N/A) ]

[7 7 A i (Detect Files) | £721X [7 7 A/ 7 1 v 7 (Block Files) | /V—/37 7 A
JVEALELL | Secure Firewall Management Center 75 AMP 7 7 7 RIZflWA b7 no72 2

LERLET,
T ANDHBUEIL, VAT AN AMP 7 70 R/ 2 Y B2FT LT 7 A 2O TDORE
RENET,
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| Z7ANARVKRLIIT ARV RERY FT—Y T7AN FSDTH R
Jranssveryz7 4Avk 74—k |

syslog 7 4 — /L RIZIZEAIOZRLBLDO BB KBS NE T, L b AT T ¢ 7 7E & Rk
DEITITEHINEE A
KA

7 7 A A X R X W Firepower 7 /3A AT K o TAER SN~V T =7 A X2 FOSETR,
T ANERBLIZT A ZADRAAL 2, =2 RKRA 2 MallF AMP IZ X » TAER Sz~ b
VT AR MBI RAMP Y 77 RIZE > TERSNDIBR~IL T =T A4 X2 FOBFA,
AN NEWE LT AMP 7 7 U REGRICEREM T bz RAA

DT 4=V RiX, v ATF T —D7-HIZ Management Center 5%/ E L72Z &N dH D55
IZFRRENET,
DstlP (syslog &)

RIS ELEZARA ROIPT KL A, ZiX. FileDirection 7 4 —/V KOfEIZ L > TT7 7 A /L
DEGBHEELIZEFEDOIP T RLALRLGANHY £7,

FileDirection 7% Upload D&, ZAULT 7 A VZEHEDIP T RL AT,

FileDirection 7% Download D&, ZiULT7 7 A NWVEEEDIP 7 KL AT,

SralP 2L T 230,

A =T —FVARCE | FETEERE. BIOKREE/ZEE 7 4 — AV NICETL2EELS
LTS ESN,

DstPort (syslog @ #+)

DstIP TR STV O T S o A — |k,

[H A28 /)L—% (Egress Virtual Router) ]

BN —T 4 TR T 53y NU—7TiE, FT7 7497 B3y NU—I b EEIT

I B ARV —Z DA,

AR kY TS AT (Event Subtype)

<L = T IS 72 5 72 AMP for Endpoints 7 27 3 = > ([{E% (Create) ]. [FEAT
(Execute) ]. [#B#) (Move) ]. [AF¥ ¥ (Scan) ]72&) .

AR EAT

NI 2T AR NOYTE AT,

[Z 74 L% (File Name) ] (syslog : FileName)
7 7 A VDA,
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774 )L /8K (File Path)

AMP for Endpoints |2 X > THRH SN~V T =T 77 A NDT 7 AN XA (T 7 A VG EE
ER) .

[Z 74 LK) >— (File Policy) ] (syslog : FilePolicy)
TrANERBLIEZZ 7 AL R v—,

[Z74IR L—MREFH (File Storage / Stored) 1 (syslog : FileStorageStatus)
ARy MTHEEMT ONZT 7 A NVDA N L — AT —H A
Stored

B2 7 7 A VBRBERTEISNTOETRTOAL R b ERLET,
Stored in connection

B2 7 7 A ANBERFES N TN ENE I IR, BE#ET2 77 A VBT AT
INFY T F v BLIMRELZTRTOAS R FEIRLET,

Failed
BT D7 7 ANEV AT ABMRETERPSTZTRTOARY M EIRLET,
syslog 7 4 —/V RIZIE, FIHIOAT —Z ADHLNEENTVET, TNHDAT—HF A IEH
BORAT =2 AZ RS2 LX) ITITEF SN EE A,
T7ANLDE A LRXR T (File Timestamp)
AMP for Endpoints M H L7z~ /AT =7 7 7 A VHMERR S 7z H B,

FileDirection (syslog ®D#+)

B 7 7 ANVBE T rm— RENTH, EET vy 7r— RENTh, HIFROEEY T
h@‘O

» Download : 7 7 A /LiZ DstIP 7% SrclP ([Z#zit S 41 E L7,

» Upload : 7 7 A /L& SrcIP 75 DstIP [ZHE% S E Lz,

FileSandboxStatus (syslog D #)
T 7 AN DH DT DITEE INTENEZOHREDAT —F AR LET,

First Packet Time (Syslog D #)
VAT DRI DO N N E R U2,

[DeviceUUID]. [&A#ID /34 > MR (First Packet Time) . [#Efe1 > A % > AID (Connection
Instance ID) ]. B L ON[#Efisih v > % (Connection Counter) ] 7 4 —/L ROFERERAET D
ELFFED 7 7 ANETITNN T =T A XY MIBEAT DB A X b E—REIZERRI T
% i .ﬁ‘o
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| Z7ANARVKRLIIT ARV RERY FT—Y T7AN FSDTH R
Jranssveryz7 4Avk 74—k |

FirstPacketSecond (syslog ®#)
TrANDE T =R 7a—%37 v u— K 7 a—23Ehh S R,
ARV IR ELTERZABDA v =Y N X —DF A LAZ L TIZxR Yy T T v SNET,

HTTP 5% 32— K (HTTP Response Code)
77 ANVDERERFIZ 7 T AT 2 MO HTTP Z RIS U TEESND HITP A7 — 4 2 a— K,

[AAHR%E/)L—% (Ingress Virtual Router) ]

BN —T 4 T RT3y NU—7TiE, b T 74 9By NU—JICAD EX|ZE
B DAL — & D4 HL

10C

VN =T AN R, BERICE G LA A MR AR AOER (10C) % R U H— L7
£ 97, AMP for Endpoints 7 — % 23 10C /b—/V % kU H—L7=8A. ¥4 7 AMPIOC C, 5%
BTN T =T AR SPERENET,

A wt— (Message)

YT =T ARy MIBES T S 5BMER, 7 7 A A X2 I KO Firepower 7 /3 A
ko TERSNIZ~L T =T A X F T, ZDO7 04—V Rk, BUENEEINT-, oF
DBEEMT SNV b AR T 4 TARCIRHDE T 7 A ML TORADENET,
MITRE

7V w7 LTE—HNEREETEHHENOE, Zhix., TOMENIZH 5 MITRE ORI & H
o) 2 MERLET,

Protocol (syslog D)

B EH &=~ e =L (TCPXUDP 72 &)

Z{S@IMDKFE (Receiving Continent)

T 7 ANEZAET DR A P OKEE,

Z{E8IDE (Receiving Country)
Ty ANEZETDHRA FOHE,

{181 IP (Receiving IP)

Management Center ® Web A > % —7 = A A TlL, 7 7 A /A X I L Firepower 7 /3 A
A Ko TEBRENTZY VT 2T AR FOYE, 77 ANVEZIETHHRANDIPT RLA,
A=V —=F|VARL | REIUEGE. BEORMEE/ZEE 7 A — LV FICET2EE LS
LT IZEw,
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TV RBEAY MAT AMP IC L o> TAR SN AT 2T DA Ry FOEE . aRT XA N
VRERE LT REA U ROIP T RLA,

syslog DA DA Xk (Firepower 7 /NA A THEK S L7z A X2 hDO&H) (220 TIE, DstIP
BLUOSCPZZHLTIEEN,

Z{EBDAR— + (Receiving Port)

Management Center ® Web 1 > % —7 = A ATIX, 77 ANVDBPRHESNTZ RN T 74 v 71285
THEH SN D50 — b,

Syslog & [A1%572 & DIZ- DWW TIE, DstIP 38 LU SrclP & DstPort 35 X O SrcPort 228 LT <
7230,

[tF*a2)T« a2TFX b+ (Security Context) ] (syslog : Context)

N7 4 @B LT T 7 A T O — NV T N—TERTHA LT —H, HEDOa T
FARE—RTHEITLTND | BLED ASAFirePOWER 7 /34 2 FHT 555, VAT A
LZD7 4 =NV ROHZERRLET,

EEAIDOKEE (Sending Continent)

T ANEFEET DHRANOKEE,

#%{ERIDE (Sending Country)
T 7 AINEFEETHHRAFDE,

XS] IP (Sending IP)

Management Center ® Web 1 > % —7 = A ATIX, 77 ANVEEETDHHEAIDIPT KL A,
A=V E—H|VARUH EETERE. BLOREH/ZEE 74—V RICET ERE LS
L TLIEEN,

[Al% 72 syslog IZ DWW TiL, DstIP & SrclP # &M L T 72 &0,

EERIDR— + (Sending Port)

Management Center ® Web > % —7 = A4 AT{X, 77 ANAVDPHHEINTZNT 7 4 v 71L& o
THEHAESNDEFETR— |,

[A]% 72 syslog I DWW Ci, DstIP 3 L UNSrelP & DstPort 35 L UV SrcPort 22 L CTL 72 &0,

[SHA256/~ 7 1 JLSHA256/ (SHA256/File SHA256) ] (syslog : FileSHA256)

7 7 A LD SHA-256 /™ ¥ 2 AH,

SHA256 A5 2121%, 7 7 A L DBROWT AN L > TR STV OLRERH Y £7,
[ 77 A IVDRTE (Store files) | AR > TWBH T 7 A AT 7 AV L—)L,

o [7 7 ANVDORLE (Store files) | AN/ >TNWDLT 7 AN Ty d 7y A b—)b,
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| Z7ANARVKRLIIT ARV RERY FT—Y T7AN FSDTH R
Jranssveryz7 4Avk 74—k |

NI T VTR I T T Ty A —)b
N T Tyl Ty AL —)L
* AMP for Endpoints
Flo, ZOFNEREZICHRH SN 7 7 ANV AR PBLOT7 7 A VOB ER L, Fv b

U= 774NV NIV NIV I FTDHRYy NT—T T34V IV N T A ay
bERINET,

[H4 X (KB) /774 ILHY4X (KB) (Size(KB)/File Size (KB)) ] (syslog : FileSize)
Management Center ® Web A > % —7 = A ATiL, 77 A /LDH A X (KB HAL)
In syslog messages: The size of the file, in bytes.
T 7 ANVPREEICKESNDOANS S AT LINT 7 ANDIA TERELIZGAE, 77 A Y
A ZABFHEINBRWEERHY £, ZORWTIE, 2074 —LF i/I“EI“C‘To
SperoDisposition(Syslog 0 #)
SPERO BN T 7 A Vo CEM ShizinE S v R LES, A27ME

« 7 7 AL TELT ST Spero Dt

o 7 7 A VTET SR Do T2 Spero DR

SrclP (syslog D& )

Wl A B L2 AR A RDIP T R A, ZH, FileDirection 7 4 —/V ROEIZ L > TT7 7 A /L
DEEZHEETIIZEZEDOIP T LR LERIEERH Y £,

FileDirection 7% Upload D4, ZiUL7 7 A /WViEEEDIP 7 RLATY,

FileDirection 7% Download D% &, ZALET 7 A VZEEDIP 7 KL AT,

DtIP H 2R L T &0,

A= —F|VARCE | FETUEER . BEOKREE/ZEE 7 4+ — AV NICETEELS
L TL7EEN,

SrcPort (syslog D &)

SrclP Tl SN TV D E TR S LD A— b,

SSL Actual Action (Syslog: SSLActualAction)
VAT ARSI NTE N T T v ZICHEA LT 7 v a v,
Block & =3 Block with reset

Tny s Sl seER e £ LET,
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(55 (BE4) (Decrypt (Resign)) ]
HEAT— NEHEAFEH L CES SR EERE R LET,
[EE (F—D3H) (Decrypt (ReplaceKey)) ]

EEHZONTARF—L HEBEA T — EEHEL M L TE S LSRG e £ L
£

(185 (BXEDF—) (Decrypt (Known Key)) ]
BEHMOWEXF—2 N L TE b INTEGEERER L ET,
[T+ 753> (Default Action) ]
BT 74NV N T 7 valllo T SN Z L EZRLET,
[€5 LA Ly (Do not Decrypt) ]
VAT ABNEFL Lo T A R LET,
74—V R, RBEYV—7 7u— =D [SSL AT —H A (SSL Status) ] 7 1 —/b RiZ#
RENET,
[SSLEFEAZ1E%R (SSL Certificate Information) ]
N7 T4y 7 AT DI DR F—REAFEICRFE SN DROER
e TVl N TILHES  (Subject/Issuer Common Name)
« 7Yz NFEITIOMME (Subject/Issuer Organization)
BTV NEITIUARREAL (Subject/Issuer Organization Unit)
« AR OBHAA/HE T (Not Valid Before/After)
« U 7 )VE S (Serial Number) . fEWE~ ¢ > H—7Y >k (Certificate Fingerprint)

s ABF— 7 4> —7VU > I (Public Key Fingerprint)
syslog D;E1%, SSLCertificate # 5 L T 72 &\,

[SSLEBX DI (SSL Failure Reason) ] (syslog : SSLFlowStatus)
VAT ARKEFALENTE N T T 4 v 7 OE A RI L T B,
NG
« "—%# (No Match)
* Success
e ¥y v a2 IR TWARWE v a > (Uncached Session)
« REA7e#5 B A4 — & (Unknown Cipher Suite)

o PR — R EINTWARWEFE A1 — b (Unsupported Cipher Suite)
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o PR — R N TWRW SSL /N—37 5 & (Unsupported SSL Version)

o i S 4172 SSLJEAE (SSL Compression Used)

e Ry VT F— R THEBILTE /W v 3 > (Session Undecryptable in Passive Mode)

e /N R¥x=A 2 =7 — (Handshake Error)

« #i5- =7 — (Decryption Error)

cREEF OV — =5 BT Y OfF (Pending Server Name Category Lookup)
RETOHESL T Y OFFE (Pending Common Name Category Lookup)

« N#— 7 — (Internal Error)

« ERARFAIREZR R v R U —27 /3T 2 —4% (Network Parameters Unavailable)

o 72— N —FEEEDOLLEE (Invalid Server Certificate Handle)

o AR ATRE 72— N —REHE 7 ¢ W —7"U | (Server Certificate Fingerprint Unavailable)
72”7 DN ZF ¥ v 2 T&E72 (Cannot Cache Subject DN)

« BITIEDN Z % ¥ » 2 TE 72\ (Cannot Cache Issuer DN)

s N7 SSL /3—37 = > (Unknown SSL Version)

o AR FTREZRSMMEERE U X b (External Certificate List Unavailable)

o AR FTREZRIMIBRERE 7 « > H—7 U > I (External Certificate Fingerprint Unavailable)
o M 72 NERERE Y 2 & (Internal Certificate List Invalid)

o AR ATREZR NETRERE U 2 I (Internal Certificate List Unavailable)

o i A FTREZR NESRERAE  (Internal Certificate Unavailable)

o [ AR FTREZRINEBRERAE 7 « > #—7Y > b (Internal Certificate Fingerprint Unavailable)
« fEFARATREZR Y — X —FEB] DO RGE (Server Certificate Validation Unavailable)

o P — N —FEIEDORMGET 7 — (Server Certificate Validation Failure)

o ME5H72T 7 3 =3 (Invalid Action)

74—V FEIE, R Y—27 71n— =D [SSL A7 —H% A (SSL Status) | 7 4 —/V KiZF
IRSNVET,

SSL R 7—% R (SSL Status)

B b S - Bke &2 sigk L=, [SSLOFEFEEOENE (SSL Actual Action) | (fE=5/LV—/L, 77 4
WRT I vary, $T3EFTERW NI T4 o T 7 ay) ZHELEZTY 7V ay, By
7 (Lock) 174 =22 () %, TLS/SSLAERAEDFEMICY > 7 LTCWET, aEEZFHTE
RVEA (Tl Z2IE, TLS/SSL NV Ry =A 7 =T —IC XV #Emn 7o v 7 ShDH5EA) |

Oyl TA NI L —FRICR ) T,
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VAT AR L SN EROE SRR L5 E . TSN [SSL OEBEOT 7 v a v
(SSL Actual Action) | (5L TERWETF 7 w7 T ay) & [SSLEEFEOHM (SSL
Failure Reason) | NFERINET, =& 21X, RAARKESA A — MZXo THElbEn b7
T4 T EVATAPBIH L, FRLLEDA AT g AP NETFA LSS, o
D7 4 —)b RIZIZ[ES L7y (RS A1 — k) (DoNotDecrypt (Unknown Cipher Suite)) ]
DRRINET,

ZDT7 4=V REMRBZET H5AE L. [SSL OEEEOEME (SSL Actual Action) ] & [SSL R
(SSL Failure Reason) ] D 1 DLL EDEZ AL, AT ADME L2, FI13E 512K L
e st b7 7 4 v 7 B FRLE T,

[SSLY T2 9 ~EITRE (SSL Subject/Issuer Country) ]

W5 B ALRERA T2 BT B AL 44 £ 72 13T e E D 2 350D 1SO 3166-1 alpha-2 [EHFE 5,

SSLCertificate (syslog D& )
TLS/SSL ¥ —/"—=DFEHED T 4 =7V > b,

[EB D% (Threat Name) 1 (syslog : ThreatName)
B ENT-~/LY =7 O4H,

[BE A7 (ThreatScore) ] (syslog : ThreatScore)

D7 7 AVCEEMT BTV DR OB A 2T, Zhud, BRI PIcBlg s m
D38 ATRENEDS & 2 EEIZ ISV 0 ~ 100 DE T,

BEA AT T A 2%, [BSHTER (Dynamic Analysis Summary) ] LAR— M2V > 27 &
TWET,

Time

AR IBERSNTZARE, 207 4 — /L RIZRBCTEEHA,

syslog A »&—TlX, FirstPacketSecond # &M L T 72 &0y,

(24 TI774IL32 4T (TypefFile Type) 1 (syslog : FileType)
T AINDH A7 (HTML =2 MSEXE 72 &)

[URI/Z 7 - JLURI (URI/File URD) ] (syslog : URD)

Ty AN TV v a VAT STV AERIO URL, 72 & 2 iE, 2—HF =BT 7 A b
X7 —RLIZURL 72 &,

[2—+— (User) ] (syslog : User)

PR BIMG L2 IP 7 RLAICBEMA T R TV A2 —F—4, ZOIP 7 RLANKy hT—
7 O H DA, BEMT ST D 2 —H =A@ E AT,
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FETHGE,. 22—V —FORNTIE <realm>\ BfFWVTWET,

77 ANA R B LD Firepower 7 /3 AT Ko TERS NI~V T =27 A X2 FOE
ZOT7 4=/ RiiE DAY —FRFHROH D1 7 A Ko TRES N2 —F—4
MERINET, IDRY —D20GE, RAEHINED Y FHAERRINET,

T RARA 2 MATFT AMPICE > TAERBR SN~V T =27 A X FOBE., =2 RARA 2 M
i AMP R —HF =5 HRILET, ZhbOa—W —% o —W —f F 7= 1 THAE BT
HZlizTaEHAL, TNHIE[2—F— (Users) | 7T—7MZ&ENT., ThHD2—HP—
DifMEFRTITLHELTEERA,

Web7 7'1) #— < 3 > (Syslog: WebApplication)

Pt TR SAVZHTTP F 7 7 4 v 712D T, NEERTEIFURLEZER LT 7Y 7r—
va Y,

Web 7 74— a3 >DhTa)E1=1&2 %4 (Web Application Category or Tag)

TV a COBRREBEET 2 DIRNL D, T r—a ORI AT LU,

TILIIT AR DY TRAT

RO, N T =T AR DO TEZAT <Ay =T ( [Ry NU—=7 XR=2D=< )L
7 =T A b ) 7 Cisco Secure Endpoint ( [ RARA ¥ bAR—ZAD< /LT =27 A R
b)) ODELLTEOYTEZATHIBETEDMNE I NG, ZOYVT XA TEERL TRy b
T—7 774N 87227 NUDPHEEININE I E—BETRLET,

RAEILIZT AR LDEAT

RILITT AR DY TAA THEFE | <)Ly = 7iH#  |Secure Endpoint | J7 ()L bS5
B kY
Xy NT—27 77 A JVEERHIRH S (10 AT B
7= B (Threat Detected in Network

File Transfer)

Fw NI —2 T 7 A VEEERR TR E [ 1T AAY-4 [
=& M&r))  (Threat Detected in

Network File Transfer (retrospective))

Wit & 7= B (Threat Detected) AYAY-4 =LA A
FRAVEE N TR SN =& B (Threat | W\ )% EQA EUR
Detected in Exclusion)

W I 7= (Threat Quarantined) |V U2 A U
AMP IOC (RFDJEME) (AMPIOC |Wx A AYAY-4
(Indications of compromise))
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INYITARY CDYTHAA TR <Y = 75 |Secure Endpoint | J7 ()L FS5T

fie AN
7y 7 iz 3ET (Blocked A4 A AAY-4
Execution)

WEBED 7 7 K U 22—/ (CloudRecall | VM2 [ AAY-4
Quarantine)

WREED 7 57 B U 22— L OFRITITRM | WD 2 A Y4

(Cloud Recall Quarantine Attempt
Failed)
fREED 7 77 KU a— /L OBth (Cloud | W\ Z [ELA AV

Recall Quarantine Started)

R0 7 70 F ) a—Lrofx (Wi (=R AIAY-4
(Cloud Recall Restore from Quarantine)

Bt DD 27 Z 7 KU a—LOEITIC | W Z [EA AAY-4
ZB (Cloud Recall Restore from
Quarantine Failed)

MEEDNS D7 T KU 23— LOEITLD [ WDz = AVAY-4
BH4E (Cloud Recall Restore from
Quarantine Started)

MEEft— < — (Quarantine Failure) AAY-4 QA ANAY-4
fRlfE S =7 A 7 LD T AV BTN A4
(Quarantined Item Restored)

MREfE D eI (Quarantine Restore | VM) % EA Y4
Failed)

fREEDIE D BELE (Quarantine Restore | W)Y Z T IAYAY-4
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ANEZATI v I OMRRE LTI 7T RIZEEFELET, 272 L, a—IA0hn7 7 AL
R —THMNZ2>TEOLT, OO 7 A Ve FECTEETLHEE. 7 7 A VN8R
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« [53#7 (Analysis) 1>[Z 74 JL (Files) | >[¥+ FF+ 774 )L (Captured Files) ]

b) [A X N¥ AT E21E7 714V (Eventtypeor files) | D [T —7 /L E = — (Table View) ]
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AN (VT =T Tr7ANEET) Zinkliche~y 7 LET, v Fv=7 MU,
Ty A MBET =X T ANVOWE, Ty A MBERT Oy 7 INTZNE I, T AR
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Evh BETETrANAXRS NEFRRTHIINL, 74—V FNEDOV 2% 7 ) v LET, 774
WAXRY DT T ANV NDT—7 70 —DHRPDOX—URH LT 0 U TS, @®R L
HEELTXTOT 7 ANV AR M ERREINET,

. T7ANARYKIILIIT ARV LERY ET—=D D741 k5D H Y



| Z7ANARVKRLIIT ARV RERY FT—Y T7AN FSDTH R

w2y kT—9 7740 r30z o ruodey—EE ]

REXYLT—=Y T7AIL +SD MDY —ERT 4 —IL K

ARl

B

ATV DT— AT
(Archive Contents)
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Files) 1 /V—/37 7 A L& MLER L, Secure Firewall Management Center 25 AMP 77 7 7 K
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D 7 7 A VAR SHA-256 /N ¥ 2 HIZBEEAM T 5N TV A EE. &RBRICKRE SN 7 7
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77 AN %A (File
Type)

T ANDH AT (aTML R° MSEXE 72 F)
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NEPIOTT v 7a—RLIERARDIPT RLA, BLOMET 52— —0ikBIEHR,

Last Seen

~ L7 = 7 [l & 721 Cisco Secure Endpoint |Z X 2 & H D7 7 A MRHIZMZ T, 77 AV
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BLOX v o— N2 BICLTITOHANRH D720, RA NOEFEN, [EZEHR A
N XD WNFR (SeenOnBreakdown) | 7 « —/L ROEGEM ORI & ZEMOBREOEF & —
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AT9 T2 VAND[7 7 A/ SHA256 (FileSHA256) (V> 27 %27V v7 LET,
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TrAND—HAR FeFRT D T7AND—BARY O LKA v 2 E2BbE5
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FIE

ATFwT1 HiEl:
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by T—TINTIITYRLEEIY v LET,
ATvT2 Hik2:
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