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2 bearch (Cmd+/) « [i] Delete & Endpoints [ Preview features

L) Ble i) @ Got a second? We would love your feedback on Microsoft identity platform (previously Azure AD for developer) —

& Quickstart

#" Integration assistant A Essentials
Manage Display name just-a-test Client credentials - Add a certificate or secret
= ‘ Application (client) ID : 449af2cda " M @™  "H. m HumM32 Redirect URs : Add a Redirect URI
Branding 8 properties
Object ID R TR R R oY Application 1D URI : Add an Application ID URI

3 Authentication
Directory (tenant) ID Scd5ade me™ e e w Bel™ ol ".97b90 Managed applicatien in |... : just-a-test

Centificates & secrets
Supported account types : My organization only

1I! Token configuration
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A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.
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My role 1 Owner Currency - USD
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EHBA (Description) M T vay)
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i@ 9,

HYTRH )T aID (Subscription Id) (WZE) Azure V7 A7 U7y arID# A LET,

T+ > MID (Tenant 1d) (WZH) 7 FIDEASLET,

25472 k1D (Client1d) (WZH) 7947 NIDZASLET,

2347 bD—=Y Ly b (ClientSecret) | (A1) 7747 hOY—2 Ly hEANLET,

ATV TS aRx 7 XERETDHENC, [T AL (Test) 1% 27 U v LT, Test connection succeeded 2AFE /RSN 5 Z &
AR LET,

ATv 6 [fRfF (Save) 1227V v LET,
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FHNATWD IP 7 FL AL, GitHub IZ X > THEHINTWET, BREMET 4 L& 2B

HBEIIH D FH A
ZEHZOWTIL, TGitHub @ IP 7 KL R IZDOWT] 2R LT 7Z&E,
A\

GE) IPT7 FLAOEBIZKIT D70, URLIZEE LARWTL7ZE,
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ATYTI ROWTNNEEITLET,

cHLWaxZ ZOEM: B (Add) 172> (B) 27097 LThb, X7 XOL4HEZ Vv
7[_/&#0

c IRV XOMEETITHIR : Z0M G 22U v LThb, (TORRBICH S [HE (Bdit) | £7-0%
[HIBE (Delete) 1227 V27 LET,

ATy T4 [4ET (Name) | & A7 a > d [ (Description) 1% ASLE7,
ATy TS (7 ar) [ZAHE (Pulllnterval) ] 7 4 —/v KT, BifgEMEa %27 Z8 GitHub 5 IP 7 KL A %
BAST 2 BELAZHRMNCTERELET, 7 74/ ME 21,600 7 (6 KEfE) T,

RTYT6 AR ZERFT LRI, [TAK (Test) 1227 Vw27 LT, TAIBEINT D & E2MERLET,
ATy FT [R1F (Save) 1227 U w27 LET,
ATY T8 [AT—H A (Status) |FIZ [OK] BERINTNDZ L ZHERLET,

Google Cloud Y % : A—HF—1ER LA Vi R—bENf=T—2IZD
VT
CiscoSecure BB %7 Z 12, 7278 Ax a2y bu—L KU —THHT 570D, Google
Cloud 7> management center ~EIRJJEIEE A AR — M LET,
A4 viR— kIhi-ERESE
W OEHENE % Google Cloud 725 A ' iR— F LET,
« 7L : Google Cloud V V' —AZHEHT 57 OICHEH TE 5% — LfHORT,

FEAMIZ OV TIE, GoogleCloud RF = A2 b [T ~ULDIERREEHL) 2L TS
AN

e Xy NU—I Z T k. T NF—, EET e s MIBEEMT O — Sl

~7,
FERIZ OV TIE, Google Cloud K = 2> hd TX ZOIERLEEH) 2L T ES
A

* Google Cloud NDRAE~ > D IP T KL A,
HERINEDHER

Cisco Secure BB a7 # CTid, 27 b, BMEMNZ2 A VR — N T 2 ERHEES
(Basic Viewer) HEfRZ O —V —0NNETT, >
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https://cloud.google.com/resource-manager/docs/creating-managing-labels
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&M
ATy T2

ATvT3

ATy T4
ATy TH

ATvT6
ATy T17

ATvT8
ATvT9
ATv710

ZOH AT TIX, BHYJEM: % management center [Z15(F T 5 72D D/ NROMER Z FFo— B
AT AT NERET DHEZOWTHHLEST, ZNHDEED Y 2 MIOW T, Google
Cloud 27 X : 2—HW—HER L A VAR — F ST —ZIZHONT (105—) ZHZHLT
STEEW,

1R BHEIIZ

GoogleCloud 7 7 7 o R R T TIZREIN TV AHMENRH Y 9, RTEHFIEICBET 5 MG R
\Z2OWTIX, Google Cloud K= 2> b [EREFRE] 22 L T ZE0,

A — L& o2 —W—L LT Google Cloud 7 77> MMeua 74 v LET,

IAMBLUVEEE (AM & Admin) |>[Y—EX7HD >k (ServiceAccounts) |>[H—EXT7HI >
FDYERL (Create ServiceAccount) 1 %27 U v LET,

WONEHREANTI L ET,
e H—EXT H 7 4 (Serviceaccountname) : ZDT H 7L NEFERBIT A DOLEL, - & 21T,
CSDAC,

e —E A7 H 7 FD (ServiceaccountID) : V—EARTH UL NEEATI LR, —EOEEZ AT
TAVENRH Y £,

e = RT7 AU FOFH] (Service account description) : AT a O E A LET,

P—ERAT T ROFEMIZOWTIE, Google Cloud K¥ =2 A hd [H—E X T H o MIDOWT]
EBRLTIEE,

[fER% L CHifT (Create and Continue) ] %27 V v 27 LE T,

[ZOY—ERAT AT b~DT 7 A% 2—H—|ZF 95 (Grant users access to this service account) ]
YT a UBREIRESND ET, BHEHOHERICENET,

2 — T HARESE (Basic Viewer) = — /L&l HLE7, >

[527 (Done) 127 Vw7 LET,

P—EATH T DY A NBRERENET,

ERR L= — AT H o FOIFTORRBICHS 0 ¢ 227V v 7 LET,
[F—DEHE (ManageKeys) |7V 7 LET,
[*+—®m3:EM (ADDKEY) ][> [#HLWWF—0DERL (CreateNewKey) 1227V v 27 LET,
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https://cloud.google.com/run/docs/setup
https://cloud.google.com/iam/docs/understanding-service-accounts
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¢ JustaTest

DETAILS PERMISSIONS

Keys
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[E] HELP ASSISTANT

METRICS LOGS

A Service account keys could pose a security risk if compromised. We recommend you avoid downloading

service account keys and instead use the Workload Identity Federation . You can leam more about the best
way to authenticate service accounts on Google Cloud here .

Add a new key pair or upload a public key certificate from an existing key pair.

Block service account key creation using organization policies.
Learn more about setting organization policies for service accounts

ADD KEY ~

Create new ke =
Key creation date Key expiration date

ATy 7N [ISON1%Z227 VU vZ7 LET,

ATFw 712 [fEk (Create) 1227V v 27 LET,
JSON F—Rarta—H | IXvro—REnET,

ATYT13 GCP a7 ZaMlT 2L ElE, F—&FLICEN TN TSN,

RDEZRY

Google Cloud 2 %7 # DERL (12 °—) ZZRMLTLIEE N,

Google Cloud 2 %> # DERL

48O SRS

Google Cloud JSON FEXDH —E AT AU v T —2 WL ET, T X7 X OFREICHLET

‘a_o

ATy BEEaxs Zica s A LET,
ATvF2 [2x27# (Connectors) 1 %7V w7 LET,

ATYT3 ROWTNNEFEITLET,

cH LW axs ZOBEM: BN (Add) 172> B) 27097 LThb, axZZ045H%7 ) v

7 LET,

c AR BZOHREETITEIG  FOM () 22U v LTb, [TORRBICHS [ (Edit) ] E7-21%
[FIF% (Delete) ]2V >27 LET,

ATV T4 ROWEHREALET,

]

B

48 (Name)

(WZH) Zo=axr 2z —gIlWild 2401z A LET,
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office 365 7+ 2 D1ER [

fEe

B2l

£%BA (Description)

Bl (F7vary) .

ZILRERE (Pull Interval)

(F7H/MI30H) AWS D IP v v B 72 BS+T 2ME T,

GCP1J—< 3> (GCPregion)

(W7H) Google Cloud 23EdiE SN TWAH GCP U —v a v &2 AN LET,
FEABIZ DWW T, Google Cloud D K = A b [ —U g by —u
EHZRLTLLEEN,

Y—EZX 7HYY

Google Cloud H—E A7 7> h® JSON 22— R&RE0 15 97,

AT TS ax 7 ZERFETHENS, [TA L (Test) 1227V v 7 LT, TAMBKIITDHZ LR LET,
ATvT6 [R1F (Save) 1227V v LET,
AT T [AT—H A (Status) ]FIC [OK] BNERENTWNWDZ EEEERLET,

Office 365 O~ X M{ERKL

IDHARI T, T7®Aay ba—LiRY —THHT 5 7=8HDT —# % management center
(ZEE9 %, Office 365 2 7 D a2 X 2fEld 2 HIECOVWTHHALET, Zhbox 7
BEEAT T S 72 1P 7 R L AL, Microsoft IZ X » CTHEEFRSNET, T— 22T 5720
WZEIRY BT 4 V2 B ERRT D BT H D £E A,

<TEZEvy,

FEHNZ DU TUIL, docs.microsoft.com @ [Office 365 URL B L NIP 7 KL A#PH| #&ML C

ATy Tl @EEax 7 Zlcu 74 LET,
ATv T2 [2x27 % (Connectors) ] &7V v LET,

RATYT3 WOWTNNEFITLET,

cHLWaxZ ZOBMN: BN (Add) 17 A= B) 27097 LThb, axZ X042 7 Y v

y Li—g—o

c ARV XDOEETITHIG : ZOM G 22U v r LThb, (TORRBICHD [FE (Edit) ] £7-0%
[HIBR (Delete) 1227 Vv LET,

AT T4 ROEREANDLET,

[}

3558

£ 8 (Name)

(WAB) ZDaxy ZE—BICHINT 2482 AN LET,

£%B8 (Description)

S (=),

ZILRERE (Pull Interval)

(T 74V MI30F) Azure B IP~ v B2 7 2B T AR T,
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https://docs.microsoft.com/en-us/microsoft-365/enterprise/urls-and-ip-address-ranges?view=o365-worldwide

Cisco Secure BIFEIE IRV 2 DFE |
B ocener x5 5 1—v—EBE A UR— b ENEF—SIIO0T

fEe A

AN—X APIURL (BaseAPIURL) | (WH) 57 4V k& B H38410%. Office 365 15 #H 4 iS5+ % URL
ZATTUFET, FEMIZ OV TIE, Microsoft K¥F = X M A D

[Office 3651P 7 KL AL URL ® Web —bE 2| Z#HBBLTLFX
U,

AR AL (Instancename) | (MZEH) VAR RIBA LV AZ AL ZEZT7 Y v 7 LET, sHMICHONWT
1%, Microsoft K= A2 b4 A k@ [Office 3651P 7 KL 2 & URL
D Web hF—E 2] 2ZHLTIEIN,

T avmIPEENCTD (W) trueE7zifalsed AJ,

RT9TS aRx I ZERFET LRI, [TAK (Test) 1227 Vw27 LT, TAIBENT D EE2MERLET,
ATYT6 [fR17FE (Save) |27 U w27 LET,
AT9 T [AT7T—X A (Status) |FIZ [OK] BERINTND Z L Z2MHERLET,

vCenter IRV A : A—HF—1ER LA VR—FESN=T—2IZDWT
CiscoSecure BB %7 21X, 772 ar ba—/LRY o—CHEHT 572912, vCenter
7> 5 management center ~EEMEZ A AR — M LET,
4 UR— b Shi-BIRENE
vCenter 7 IR DENEMEZ A AR— M LET,
ARV =T 4 T VAT A
*MACT RL A
< IP7 FL A

*NSX % 7

WERINEDOMHER
Cisco Secure BIEME a7 ¥ Tid, A7 &b, BMEMN 2 A VR — T 53HRA&AIMYER
MEBR A& Ff o> — P — BT,

vCenter 2R 2 DYERK

ZDOHARTTIE, T7E8A L hr— R —THHT 57027 —F % management center
IZEE 95 VMware vCenter @D 2R 7 X ZAER T 5 IFIEIZ DWW TRRIA L £97,

[ Cisco Secure BitIEME IRV & DEE


https://docs.microsoft.com/en-us/microsoft-365/enterprise/microsoft-365-ip-web-service?view=o365-worldwide
https://docs.microsoft.com/en-us/microsoft-365/enterprise/microsoft-365-ip-web-service?view=o365-worldwide
https://docs.microsoft.com/en-us/microsoft-365/enterprise/microsoft-365-ip-web-service?view=o365-worldwide

I Cisco Secure EIfIEME IR U 2 DT
vCenter IR & MDYERL .

1R BHHIIZ

FEIN TV WIEAEZ @A L CvCenter & W5 T 235G 1%. iR (CA)F = — 2 OFHIT
OEfE (23 X—=2) #ZRLTIEEN,

ATy 71 BEEax s 2ice s/ LET,
ATw T2 [2x27 % (Connectors) ] &7V v LET,
ATV T3 RONTNPEFEITLET,

cH LW axZ ZOEM: BN (Add) 17142 (B) 27097 LTonb, ax7XO4HE7 ) v
7[./35?‘0

c ARV ZDOEETITHIG : FOM G 22U v r LThb, (TORRBICHD [ (Edit) | £7-10%
(MR (Delete) 1227V v27 LET,

ATy T4 ROEREASLET,

fiE BT

4 (Name) (WH) Zoaxs ¥ &k —EITHNT 2402 A LET,

5%B3 (Description) EETHHEZADLET,

ZILRERE (Pull Interval) (77 4V MZ30F) vCenter 25 IP~ v B 7 G T 2 MR T,
AR b (Host) (W) ROWT P E AT LET,

« vCenter DFEEEAAR A N4
e« vCenter ® IP 7 KL A

e (T ar) FA—F

AFX—2A (https:// L) FREFRBEDOAT v a2z AT L7 TL

EEN,
72 & 213, myvcenter.example.com F£72/3192.0.2.100:9090
A—4— (User) (W) BIERTHHAERY SH— L oo —F—Da—F—4 %
AN LET, =PRI F/INCFZ2 KR L ET,
IXRT—F (Password) (MH) 2—P =02 T —RFE2 AN LET,
NSX I P

vCenter Network Security Visualization (NSX) Z{EH 3 254813, D IP
T RV AEZ AN LET,

NSXa—4— (NSX User) KIERTHEAEAR— L EZFFONSX 22— —Da—F -2 AT L E
—g_qO

NSX% 4 7 (NSX Type) NSX-T # A LET,
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. vCenter 219 2 DIERL

& E

NSX/SR T — F (NSX NSX 2 —H—DR2 T — RE AN LFET,
Password)

vCenterfEBAZ (vCenter ORI N H Y F97,

Certificate)

s (IFAZ #HS (Get Certificate) |>[H4§ (Fetch) 1227V v 7 L<C
FERAEZ HEWICEUES 320, TR ARARERG AT, FRRER) (CA)
F—rOFEHTORS 23 4—) THHINLTWD LT
B CREAEZ RS L7,

[(EBAE A HNSG (GetCertificate) |>[Z7 7 A ILH DS (Browsefrom
file) |27V >»27 LT, FHZF v a— R LZEAETS =— %
Ty 7u—RLET,

w2, EHEF == ZIEWICHG T 562 L ET,

Add FMC Adapter

Secondary User |

Secondary Password |

Name’ @ Certificate chain was successfully fetched. . |
Here are certificate details (priority order descending) —
. > firepower - 1 certificate —
Descfi E /|
> firepower - 1 certificate
Domai |
IP* | firepower |
Port* [ 14733 |
User* | rest |
Password* | ........ |
Secondary IP | firepower |
Secondary Port | 14833 |

FMC Server Certificate* |Upduhd 3IN CERTIFICATE---

| Test | ‘ Cancel |

AT TRy 7 AD EBIZHLHFEHECA Fo— U FRHATH L, RO XD RIEHERRRINET,

o Certificate chain was successiully fetched. ¥
Here are certificate details (priority order descending):

> firepower - 1 certificate

> firepower - 1 certificate

. Cisco Secure EIfIEMEI RV 4 DEE
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ra7s0t8 |

ZOHETIHERAZELZES TEX 2 WEAE. RIER (CA) F2—rOFFHTORE (23 2—) TmHsn
TW5 L9512, FEHEF =— 2 FEHCTRGTE 7,

RTY TS ax 7 ZERFETHANS, [T AL (Test) 1227 Y v 2 LT, Test connection succeeded NFE RSN H Z &
R L £,

ATvT6 [fRTF (Save) |22 U7 LET,

RDEZRY
THETEZ O (17 ~—)

73 T2 DER

THTHX, Tr7EA =R —TCHEAT LD T RET V=7 b bRy
hU— 7 1§ % 7~ 3 29 5 Management Center -~ 72472 25t T9,

ESCEN 21‘7 Va Y CRRERTF = — ARG TE £9, ZiUX, management center | AT HEGE
THEDITHETT,

PRRERT = — v OBUSIC M E 2 6 O1F, managementcenter I8 A N DI TT, T X 7 X wAERK
THIE, 2=V =4, AT — R, BLOZOMOERSLE T,

ERIEE D o 2 D Secure Firewall Management Center L —+ — D1k
B EME R 7 X T X7 HIZE ] O management center L — W —&ER T Z L AHERE L E
7. £ JH management center = — % —Z{Ef 9 % & . management center 76D T L 72
TU N EORBEEERETE £, Jhud, BREME =R 7 Z HSREST APL 2 [l L TEHIRY

a7 4L, FiBIOEHESNZH AT v/ A7 Y2 N T management center % 55T
T 57D TT,

management center =— % —(Z|%, IR TH T 7 & AEHE (Access Admin) FERSMLEET
ED

AT w71 %72 management center |12 7' A L CWRWEEIT, v/ A LET,
AFyT2 YRATFL ) >[aA—H— (Users) 122V v 7 LET,

ATY T3 [2—FDIER (Create User) | %27V v 7 LET,

ATY T8 22—V —FERT D7D E R EREATILET,

ATy TS5 [2—W—o— LD (User Role Configuration) ] T, IRDT 7 # /L ha—/LOWTF o, 720X F CHe
RLASLDOHAZ e —L%EF v 7 LET,

« EIEZE (Administrator)
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. BRI 2 4+ - # O Secure Firewall Management Center 11—+ — D&k

cTHEREERE
e Xy hI—HEEE

ROMIFHZ R L TOET,

User Configuration
User Name
Real Narme
Authentication
Password
Confirm Password
Maximum Mumber of Failed Logins
Minimum Password Length
Days Until Password Expiration

Days Before Password Expiration Warning

Options

User Role Configuration

Default User Roles

| csdac-sample |

| csdac-sample |

Use External Authentication Method

I} < |

Force Password Reset on Login
Check Password Strength
Exempt from Browser Session Timeout

Administrator

External Database User (Read Only)
Security Analyst

Security Analyst (Read Only)
Security Approver

Intrusion Admin

Access Admin

Network Admin

Maintenance User

Discovery Admin

Threat Intelligence Director (TID) User

RESTT 7 > a U H AT AT DI+ R o A Z sa—)L E1-13+0 R EREZEORIOT 7 +
N hBE—LERIRT S ZEHLTEET, T 740 b —LOFEMIC WL, 22— —Th v MIBT
HED [z—PF—a—L] 73 a2 L TN,

RDEZRY

THETEOER (17 X—)

. Cisco Secure EIfIEMEI RV 4 DEE
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74 > 7L = X Firewall Management Center 7 5 7% £ ¥ 5 Ak .

# > 7L = X Firewall Management Center 7 % 732 Z k9 5 A%

ORI T, XA FTIv I ATy M @ifgEMN 2 X7 % /)5 management center |Z
T ad DT BT E BT D HEC O TR LET,

1a s BRI
FJEPE 2 % 7 & O Secure Firewall Management Center = —% —D{ERk (17 X—) 25 L
TLIEEY,

ATy 71 BEEaxs 2ice /4 LET,

AT T2 [7H7H (Adapters) | &7V v LET,

AT T3 KOWTNERITLET,
cFHLWnax sz ZOBNM: B (Add) 7 A= (B) 220y 7 LThb, axX7XO4FTEZ Y v
7 LET,

c ARV XDOREETITHIG : FOM G 22U v LThb, (TORRBICHD [ (Bdit) ] £7-0%
[HIF® (Delete) 1227 VU > LET,

AT T4 ROEREANDLET,

[ BT

45 (Name) (W) ZOT X T2 a2 T 50 —804HTE AN LET,

AR FTva 0T ETEOHY,

kA4 > (Domain) HAFI v I ATV =r b&AEKT % Secure Firewall Management Center

Virtual FXA VAN LET, Fa—V RAAL NIFAFIvI AT V=
7 NEERTDHIZIE, 74—V FEEHOEEICLET,

5] : Global/MySubdomain

IP (#48) Secure Firewall Management Center Virtual DR A M4 £721L P 7 K
LAZ AT LET,

ANTDHRA L EILIP X, BRI T 272D SN % CAFEH
EOIHFH LB B L TWAHLERH Y 9,

HR— + (Port) (W7H) Secure Firewall Management Center Virtual 23#i 9% TLS " — k%
AN LET,
a1—H— (User) (W) BAKETH R v b U — 7 EHH 1 — /L% FFD Secure Firewall

Management Center Virtual == —%#— D4 Fi1%4 A LE T,

INATJ— K (Password) (WE) 22— —DN_NAT—REAHLET,
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. %4> 7L = X Firewall Management Center 7 % 72 £/ ¥ 5 5%

& &5t BA
th2% 1) IP (Secondary (B A MDA, ) &% U Secure Firewall Management Center Virtual ¢
IP) RARNGERLIZTIPT RLAZATILET,

ANFTDHRA NGETILIP IR, ZRIHR T D7D S5 CA FiEl
FOMEA LRI B L TWDOIRERDH D 77,

thUFYR—b

(B AMEDH, ) B &V Secure Firewall Management Center Virtual 23

(Secondary Port) 425 TLS R— b &2 AN LET,
thoF)1—H— (B AR, ) HIEBRTHLRy NV —7EHE o — L 2ot &
(Secondary User) U Secure Firewall Management Center Virtual = —%— D4 fiiZ A L 77,
ThoHF ) IRRT—F (B AEDH, ) 2= —DOXRT—=READLET,
(Secondary Password)
H—/\—3[HE WOFEIRE N H Y £97,

« [EEBAE IS (Get Certificate) | >[ER1§ (Fetch) %2 VU v~ L CiF
HEL BEIICESGT 50, TR AREZRG AL, FRER (CA)T = —
YOFETORE 23 2—Y) THHIN TS L9 ICFH CIEH
EERELET,

* [REFAZ #EUiF (Get Certificate) 1>[7 7ML S8 (Browsefrom
file) 1227V v 7 LT, Al v ra— RLIZEAETFz— %27 v
Tu—RLET,

WRIZ, GEAEF = —ZIEFICRET 262 R L E7,

[ Cisco Secure BitIEME IRV & DEE
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I Cisco Secure BRI RV 2 D
49 59 Fi2{4 2 Firewall Management Center 7 % 7 2 D ek .

Add FMC Adapter

Name* Certificate chain was successfully fetched %
Here are certificate details (priority order descending)
Descri
)
Domai
IP* firepower
Port* 14733
User® rest
Password®™ | .
Secondary IP firepower
Secondary Port 14833

Secondary User
Secondary Password

FMC Server Certificate” | updatea 3IN CERTIFICATE-----

ama e eiaes w e e A

| Test | | Cancel |

AT TRy 7 AD EBIZHLHFEHECA F o — U FRHATH L RO XD R ERRRINET,

Certificate chain was sucecessfully fetched. ¥
Here are certificate details (priority order descending):

COHIETHEAZFZ IR TE R2WEA 1L, RGER (CA) F=— OFHFTORSG 23 ~—Y) THHIh
TWb ko1, fEAEF =— 2 FEH THRHRTE £,

AT TS THTEERGET DRI, [TAF (Test) 1227V w7 LT, TAMIERNTLZ L E2MHERLET,
ATYT6 [1F (Save) 127V v LET,

7 59 FiZ{4£ 2! Firewall Management Center 7 % 7' 2 D{ERKL

Z®D Yy 7 T, Cisco Defense Orchestrator CTEH SN A EH X —I12, #@fEtaxy
ENOIATIvI ATV VaeT v addT 4T EENERT D HIEC OV THBA L&

7,

7 7 U REHR Firewall Management Center Z {ERCT D RIZ, ¥RD ~X—A URL & APl h—7
OESG (22 X—) OFREBIGL T EIN,

Cisco Secure EIFIEMHEI RV 2 DEE
I
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B ~—xuwean -y oms

AN—X URL & API —9 > DERIF

ZDOHX AT TIE, 7 77 REEHH Firewall Management Center 7 % 7 % OAERIZ M3 72 URL &
API b —2 > % CDO 76 HGF 9 2 HIEIZ DWW TR L 7,

1R BRI

ORI varTHIATAX AT BE T T HI2E, CDO DA—R—EFHETHILERDH Y
F9,

ATYv 1 2y NU—IEHER—LERFFO2—P—L L TCDOICRT A LET,
RT9 T2 X—=UDF EMT, [E (Settings) %27 Vv 7 LET,
ATv T3 [&f%%E (General Settings) 127V v 7 LET,
RTw T4 [APLh—72 > (APIToken) | DFEICH 5 [HHT (Refresh) 1 %27V w7 LET,
ATV TS HBCHEHT LI, APL b=V VA2 TF AN T 7 A Zat—LET,
AT9T6 [Y—ILEH—ER (Tools& Services) ] > [Firewall Management Center] 27 U v 7 L %7,
ATy BEE a7 ¥ T e RETHIERE Y —D4AFE 7 ) v LET,
AT v T8 [https://] ThEE D [ A b4 (Hostname) | DfEIEL, ~X—A URL T,
WIZH 2R L ET,

sl Cisco-mmull m
Q & = = @ 2t = § "ycisco.com =

> Firewall Management Center
Hostname e [ ] ] e . LR}

Software Version s u =" 10

RDERY
7 Z 7 REgHUH Firewall Management Center 7 % 7° % & {ERK 9 5 HikE (22 =*—Y)

27 59 FiZ4£ 2! Firewall Management Center 7 5% 74 # 4k 3 5 A%

ZDHATTIEL, CDOIZE > TEHINTNDT A AZEWENEa R ¥ N T — X &k
9% 777 R Firewall Management Center 7 % ~7° % & B35 HIEIZ W TR L £
—g‘o

1R BRI

TDRARIEETTAHAFNC, BB X —DO_X—ZURL & API h—7 > % CDO 5 HET %
VERH Y £, FEIZONTILZ, X—AURL & APl h—27 OIS (22 2—) 2W
LTL7EZEW,

ATy BEEax s Zica s LET,
AT T2 [7H7H (Adapters) | &7V v LET,

[ Cisco Secure BitIEME IRV & DEE
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iR ca) F r—oFnconEg i

ATYTI RONWTNNEFEITLET,

cH LW axZ ZoEM: B (Add) 172> (B) 27097 LThb, X7 XOL4HEZ Vv
y I_/i‘ﬂ—o

c IRV XOEETITHIR : 20 G 227U v LThb, (TORBICH S [HE (Bdit) | £7-0%
[HIBE (Delete) 1227 V27 LET,

ATy T4 ROWEHREANTILET,

& EHBA

41 (Name) (W) ZOT X T X EHINT HT-DO—ED4RTE AT LET,

#%EA F T a DT ETEZOHH,

[~~—AURL (Base (WZH) ~_X—AURL & APl h—7 > OEfs (22 °—) THROTFHE—2X

URL) ] URL ZfiH L £

[API Token] (WZH) ~X—AURL & APl b—7 DA (223—) THRDIF7ZAPI h—
7R LET,

ATYTS THETZERAFT DN, [T AL (Test) 1227V v 27 LT, TARMPERATDHZ LR LET,
ATv 76 [fR1F (Save) 1227 U w7 LET,

RDBERY
BRI 4 V2 DR (26 <—)

3E (CA) F T — > OFBHTHRIE

PALRT = — & BHICER TERWEEIL. ROT 7 U FEREOFIEOWTNZHEH L
T, vCenter, NSX, 721X ManagementCenter (2222 HeE T 5 72 OIEH S HREIET = —
ERGELET,

AEHETF = — %, b— FREE &3 TO TAGEHE T,
WICHEET HI2iE. ZRODOFIEOWTNLEERTEHERH Y £,
« vCenter £ 7213 NSX
Azure 7213 AWS (T D T-OIZGEAE T = — 2G5 423 H 0 £ A,

* Management Center

ZOFEEFERT HEN, ROBFERT =— OHBBSHICET 27 a2 L T2
él/\o

e vCenter =1 % 7 Z OVERL (14 ~2—)

Cisco Secure BB+ 2 OFE |
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B zischns—rosmcons

SEBHZEF T — 2 DEYS : Mac (Chrome 3 & U Firefox)

Mac OS C Chrome 35 L (N Firefox 7 7 V¥ & #HH L CGGEET = — 2 2 BGT 211X, Z0OF
NEZfEH L3,

1. =37V U4y RUuzhlEEd,
2. Woa<xr FaeANJLET,

security verify-cert -P url/[:port]

Z ZC. url iZ vCenter F 7213 Management Center ~@ URL (A¥—2A%EFTr) TH, KIZ
Bla R LET,

security verify-cert -P https://myvcenter.example.com

NAT F 7213 PAT % L T vCenter & 7213 Management Center |27 7 & A 5515, K
DEIICH— M EZBEMTEETS,

security verify-cert -P https://myvcenter.example.com:12345
3 FETF - BERET LT XA RN T A MR LET,

e T RTD ————- BEGIN CERTIFICATE--——- BIO - END CERTIFICATE----- X4y

« MERR/R T XA b (& 2EL GEHFEOLHL o2 («BLUS) ZEELDLTF
A b, BEROWD > ZBEEZRALET,

4. vCenter & Management Center Dl /7 C, ZHHDHX AT Zf ) iK L E7,

SERAEF = — > DELE : Windows Chrome

Windows C Chrome 7' Z V¥ 2 H L CiEAEF = — U 2BETDHI2E. ZOFIEZHEHL F
ﬁ—o

1. vCenter 721X Chrome ZfiH L Tr 271 > L %7, Management Center
2. TIUPDT RLAN=T, KA MMOEMI®LIwy 7227 ) v 7 LET,
[REBAE (Certificate) 1 &2 27 U v 7 LE T,

> w

[REAH /X2 (Certification Path) | # 7% 27 U v 7 LT,

5. Frx—r O AL (DFEY ., &) OEHEZZ Y v 7 LET,
6. FBAZORTEZZ Vv LET,

7.  [FfA (Details) | #7 %27 Vv 7 LET,

8 [ZrAMIatE—75% (CopytoFile) 127V v7 LET,

9. Tar 7 M- T, GEAETF = — 2R 2 ET CERIERXOGEHEY 7 A VA2 ER L £
ER

T AR—= T 7 ANVEROBERZ RO GNTZH, IROBIZRT X 512, [Base 64 =
21— K X.509 (.CER) (Base 64-Encoded X.509 (CER)) 1% 27 U v 7 L%,

[ Cisco Secure BitIEME IRV & DEE
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10.
11.

12.

13.

FELER (CA) F z— > OFEHTOME .

& ¥ Certificate Export Wizard

Export File Format
Certificates can be exported in & variety of file formats,

Select the format you want to use:
(") DER encoded binary X.509 {,CER)
(®) Base-64 encoded X, 509 {.CER)
() Cryptographic Message Syntax Standard - PKCS 7 Certificates {P7E)

Include all certificates in the certification path if possible

Personal Information Exchange - PKCS #12 (.PFX)

Include all certificates in the certification path if possible
Delete the private key if the export is successful

Export all extended properties

Enable certificate privacy

Microsoft Serialized Certificate Store ((S5T)

Mext Cancel

BRI Ty AR— &% T LET,

AEAEEZ T XA =7 ¢ X THE X7,

F = NOTRTOIERAFIIH L TZOT rE A& Y IRLET,
THANTT 4 ZICAFEHEZ A O % £ CTIRFICHE D T 2 0 ERH Y £7,
vCenter & FMC O FCZNHDH A7 Z# DR L £,

SFEAZEF = — > MERE : Windows Firefox
Windows = 7213 Mac OS T Firefox 7' 7 VW DFEHET = — U ZHET 512X, ROFNEEfE

HALET,

1. Firefox Zf#H L T vCenter ¥ 7= (% Management Center {22 7'+ > L £ 7,

2. ARAMOEMNIHLZuy &7 v LET,

3. HARHE (DMl 2 £k (Showconnectiondetails) 1) #7 U v 7 LE9, ROXIIHF

R LTWET,

Cisco Secure BB+ 2 OFE |
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B ooEno L sonm

B O https:/ or vsphere.core.inventory.se

Site Information for

Connection verified by a certificate issuer
that is not recognized b)' Mozilla. Show connection details

Clear Cookies and Site Data...

4. [£#0 (More Information) | %27 U >~ 27 LET,
5 JRAEORTEZ Vv LET,

6. MEROXAT TRy 7 AIETR=U RS H550%., & AL CAICKIGT B X T ~_X—
CEI7 Vv LET,

7. [P (Miscellaneous) |7 v arFTAZn—L LET,
8. [# 7> r—K (Miscellaneous) ]47® [PEM (F=—>) (PEM (chain)) [%#27 VU 7 L
9, ROKIIHZRL TWET,
Miscellaneous

Serial Number 50:E0:3D:46:00:C9:A6:A6:87:AA:DA:BA:3C:C4:11F:71:7D:BF:D1:E2

Signature Algorithm SHA-2586 with RSA Encryption
Version 3

Download

9. T ANVERTFELET,

10. vCenter & Management Center D[fj 5 C, TN HDHX A7 ViR L E T,

BIRIRIET « ILF DIER

Cisco Secure B)fJJEME R 7 Z M L CEXRT HBHBEMET 4 L 21E, 77 8A a3 br—
NARY —THEATELHXAFI v 747 V=2 b LT managementcenter CABH S E 7,
=& 20X, MBI O AWS —/R—~D7T 7 & A %, Microsoft Active Directory T X172
MBI N—T DA N—=OIHITHIBTEET,

\}

GE¥)  GitHub, Office365. Azure 4 — Y R ¥ 7 CIXEMBEIET 4 VX Z{ERRTE FHA, ZNRHDOX
ATDI T RETT V=7 NI, MEADOIP T RLUAZRERM L F5,

Cisco Secure EIFIEMEI R~V 2 DEE
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wrEt 7 Laons [

77 ARV OFERIZOW T, BIEMSE T o v Z 2R LT 7 ' A IEL— L OE

REZHRLTIES N,

Jhed BRI
a7 2 DOVERR

ATy BEEa R Zicn A4 LET,

AT w72 [Dynamic Attributes Filters (¥ A+ v 7 @7 v %) 1227V v 7 LET,

cHLWaxZ ZOBEMN BN (Add) 17 A= B) 27097 LThb, axZ X042 7 Y v

7 Lij—o

c ARV ZDOEETITHIG : FDM G 22U v r LThb, (TORRBICHD [ (Bdit) | £7-0%

(MR (Delete) 1227V v27 LET,

ATY T3 ROEREASLET,

IHH

Ll

Ean|

77 A ar hue—/)LRY —IF L management
center 47 Y=/ h~Fx— v ([4EEMH (External
Attributes) 1>[#4F 2 v oA TS xH b (Dynamic
Object) 1) TEWNZ A NHE(FAFTIvIF TV
7 b ELO) AT 2720 0—E D4R,

VAo, AT ax7 20401227 v 7 L
i‘j‘o

cH LW 4 L Z OB B (Add) 174 =
v @) 27U LET,

« T4 VB OREFETITHIG : FoM () E2
Uo7 LTHE, ITOXRRICH S [fRE (Bdit) ]
E72IL [HIBR (Delete) 1227V v 7 LET,

ATy74 7> ) 2 BNEIEHRET DITIE, KROEREADLES,

I5H BLL]

F— (Key) YA RO xF—%7 )y LET, F—ldaxrs
MOBFENET,

B

ROWTNNET ) v 7 LET,

o F—ZfEICIEMEIC—E ST DI1I2iE, [FELW
(Equals) ],
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cisco-secure-dynamic-attributes-connector-v220_chapter4.pdf#nameddest=unique_38
cisco-secure-dynamic-attributes-connector-v220_chapter4.pdf#nameddest=unique_38

B ouEno L s06
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IHH Bl

AEDOWT IO BB D HBEIT.
EIC—E w5121, [ZT> (Contains) ],

¥—%

il UEE (Any) | E720X[TT (AID) 12270 v 7

7 U\ ZEZBMLET,

L. UAMPB1IDOUEDEZZ Y v 7 LET, [H
DOfE%BI (Add another value) 1 %2 U >~ 2 LC,

ATY TS [ Ea—%FER (ShowPreview) |27 Vv 27 LT, 72V IZXoTiRENZFy hT—27 72X 1IP T

FLADY A MERRLET,
ATvT6 FETLESL, [RIF (Save) 1227V v 7 LET,
RATwF1 (A7 =2>) managementcenter DX A F I v I/ ATVl N EMERLET,

a) KR TH Ry N7 EEE o — /LA FFO2—H & LT management center (1 27 A > LE T,

b) [A7PxH b (Objects) |>[ATP VU hIRx—T % (Object Manager) 127V v/ LET,

c) EMlo~A T, [4MEREM (External Attributes) |>[# 4+ 3w oA T4 kb (DynamicObject) |

Vv LET,
VR L7=BM a7 = Dk, A4 F 30747V hELTERINET,

EIRIRME T 1 L7 DA

O Ry s TR, BB T 4 V2 OBREFEZ N DR LET,

151 : vCenter
WOHIE, 1 >OREHEL R L TWET : VLAN,

Edit Dynamic Attribute Filter

Name*

Query*

@) network eq (any) myVLAN

—

> Show Preview

‘ Cancel ‘

wOFNL, OR THEEENTZ 3 2OFMEZRLTWHWET, 72U IL3 DDOKRARA FDOWTNT

—HLET,
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Add Dynamic Attribute Filter

Name*

nuEE7Lzon

Connector*

| vcenter nosts

| | vCenter |

Query*®

Type Op.

[

host

> Show Preview

51 : Azure

Value

host-2868
host-2869

host-3780

Cancel ‘

WOBHNE 1 ODDOEMZRLTWET « —R—=RMHET 7V r—ar bt LTHZ 7T &

2o

Add Dynamic Attribute Filter

Name*

Connector*

‘ Azure Finance

‘ ‘ Azure |

Query*
Type op

Finance eq
L

> Show Preview

51 - AWS

Value

App
L

Cancel ‘

WOBNL, 1 DOHEHEEZ R L TWET @ A 1 @ FinanceApp,

Add Dynamic Attribute Filter

Name *

Connector*

| aws

| [aws |

Query*
Type Op.

FinanceApp eq

> Show Preview

Value

(any) 1
L

Cancel ‘
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B z2zscns—osncons

n-L.\nIEFJ (CA) 9: I — /@%E’J—Cd)ﬂy

RALRT = — & BHICER TERWEEIL. ROT 7 UV FEREOFIEOWTNZEH L
T, vCenter, NSX, 721X ManagementCenter |2 2RI HEfET 27O H S HFEHHET = —
vERGLET,

FEAET = — %, b— MEE LT RTO FMAEAETY,
IR T A1, 2RO DOFIEOWIT NN EHERHTAMLENH Y 9,

e vCenter ¥ 7213 NSX

Azure £721T AWS IZHft T D T2 OICGEAETF = — U 2 BGT 2 MEITH Y £ A,

* Management Center

@?]llﬁ%’fﬁﬁﬁj‘éﬁu k@muniE)%’a:I“‘/@Q%bE& Eg—g—é-{zyf‘/ﬂ VEBRLTLE
éb\o

e vCenter 21 % 7 % OAERL (14 _—)

SERAEF T — 2 DS : Mac (Chrome & & U Firefox)

Mac OS C Chrome ¥ & O Firefox 77 U 2 L CGiEBAEF = — L 2 HET 512 ZDOF
EZfEH L EI,

1. #—IXFT VU FUEEET,
2. koa~vw s REANLET,

security verify-cert -P url[:port]

Z ZC. url IX vCenter % 7-1% Management Center ~® URL (AF— A% ETe) TI, KIT
flErRLET,

security verify-cert -P https://myvcenter.example.com

NAT F 7213 PAT Z{#H L T vCenter ¥ 7213 Management Center |27 7 & A 5515, K
DEIITH—NEBENMTEES,

security verify-cert -P https://myvcenter.example.com:12345
3. FFAEF - RRE TS LT XA NI A NMIHRFELET,

D I 7p J— BEGIN CERTIFICATE---—- b ) J— END CERTIFICATE----- ERFIRIEE

« WEIRRT XX b (oL 2, GEAFOLHET, ol («BLUS) IZE&ENDLTF
A M, BEOW» > ZHEREZRSNLET,

4. vCenter & Management Center Dflj 5T, ZINHDH A7 DKL E7,
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FELER (CA) F z— > OFEHTOME .

SEBEF = — > DEF : Windows Chrome
Windows C Chrome 7' 7 VW& L CGGEHEF = — L 2S5 21215, ZOFIEAFHLE

B

vCenter ¥ 721% Chrome ZffH L Tr 71 L ¥7, Management Center
TIUHEDT RLANR=T, KA MOEMcHIry 2 &7 ) v 7 LET,
[FEFIE (Certificate) 122 U v 7 LET,

[REF D/ A (Certification Path) | # 7% 27 U v 7 L £,

Frx—r O b (DFEV &) OEIEELZ Y v 7 LET,
SEEREDERRL VYV v/ LET,

[FEMl (Details) | %7 %27V w27 LET,
[77ANMZae—32% (CopytoFile) ]2V v 7 LET,

Tu 7 M- T, iEAET = — 2 E2 ST CEREROGERAEY 7 A L EER L £
7,

T AR—= 77 ANERXOBIRE RO LN H, RORIZART L HIZ, [Base 64 — 2
21— K X.509 (.CER) (Base 64-Encoded X.509 (CER)) 1% 27 V v 7 L £,

*
& ¥ Certificate Export Wizard

Export File Format
Certificates can be exported in & variety of file formats,

Select the format you want to use:
(") DER encoded binary X.509 {,CER)
(®) Base-64 encoded X, 509 {.CER)
() Cryptographic Message Syntax Standard - PKCS 7 Certificates {P7E)

Include all certificates in the certification path if possible

Personal Information Exchange - PKCS #12 (.PFX)

Include all certificates in the certification path if possible
Delete the private key if the export is successful

Export all extended properties

Enable certificate privacy

Microsoft Serialized Certificate Store ((S5T)

Mext Cancel
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B z2zscns—osncons

10.
11.
12.

13.

RIS T AR— E5ETLET,

AEAEAZ T XA h=7 ¢ # THHEET,

F 2= NOTRTOFEHEIZH L TCZOT o A2 iKLET,

TH A NTT ¢ ZITAGEEE B A0 & etk F CIEFICAE Y (41 2 LERH Y £37,
vCenter & FMC O FCZNHDH A7 Z# DR L £,

SEBAEF = — > MEF : Windows Firefox
Windows F 721X Mac OS T Firefox 7 7 VW DFEHET = — ST 5I121%. ROFNEEfE

MALET,
1. Firefox Zffi /] L T vCenter ¥ 7-(% Management Center ([Z 2 271 > L £ 7,
2. RANLOEMIZHA ARy 757 Y v 7 LET,
3. AXRH (o3t A £ R (Showconnectiondetails) ) #7 UV v 7 LE3, ROXKIEH
ERLTHET,
Site Information for
Connection verified by a certificate issuer
that is not recognized by Mozilla. Show connection details
Clear Cookies and Site Data...
4.  [Ff# (More Information) %727 U v/ LE7,
5. JEAEORTEZ VU v LET,
6. MROFATRITRY 7 AL TR=URb55EEIE, i b CA RS T 54 7 ~—
CEIY I LET,
7.  [ZDf (Miscellaneous) | &7 v arFTCAZu— L LET,
8. [# 7> r—FK (Miscellaneous) ]47® [PEM (F=—2) (PEM (chain)) %27V >»7 L

F£9, ROKIHZRLTHET,
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Miscellaneous

Serial Number 50:E0:3D:46:00:C9:AB:AB:B7:AAISA:BA:3C:CAF71:7D:BF:-DT'E2

Signature Algorithm SHA-256 with RSA Encryption
Version 3
Download PEM (cert] PEM (chain)

9. TrANEREFLET,
10.  vCenter & Management Center D )7 C, ZHHD X A7 Zf) KL £,
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CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
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