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FEH Y B2 — P —,

cRDOA T a VAR LT SNMPY3 22— 2 Ep L £,
s [BX¥ =2 VUT 4 LUl (Security Level) 1& LT [ (Priv) | 23R L 97,
o [R5 B /XA T — K& A 7 (Encryption Password Type) | & LT [K575k (Encrypted) ] Zi®IR L £ 7,

FEMIZ2 FNEIZOWCIE,  [Cisco Secure Firewall Management Center 7 /XA AFREHN A K] @ [SNMPv3 —H—D
BN ZZRLTEEN,

[ 5y

EZE Firewall Management Center 7> 5 SNMP H— N—~DY F o 7 P 4 N5 Z L3 T 92, BIiEEY 2—
JVIZ FIPS IZHEL L TV EE A,

TXaTHEAY NT—0 7 RLRZE#E (NAT)

BE, Fy NI —J RSN zarEa—Xd, xy NT—Z@ENOREEITTIP T RL AL IP 7 KL A ZFHED
WMTTDHEDICNAT ZEH L ET, EBHZME#EL, NAT ICESSEHANO Ry NI =7 A V7T ANT 7 F v 2K
BRHET AT, EFRORZA NS TV T 4 ARNAT 70 A =05 OHEREREIEIC/E- T, % v 7 —27 INOD NAT
P—ERERELET,

NAT 85 CEIMET 2 L O ICTF 7 uA A2 M ERET D HIEICHOWTIE,  [Cisco Secure Firewall Management Center 7 <
S=AMb—var A4 R © INATERE] 2ZR L TS, ZOEHRIE, BEZMHNLT DBRICIRO 2 DOERE
THHLET,

s BEWO/N— T =7 EFF /LD [Cisco Firepower Management Center Getting Started Guide] DFnHIIZHE > T, Firewall
Management Center D AR E & FEATT 556,

+ [Cisco Secure Firewall Management Center 7 /31 AgXE A K] @ [Add a Device to the Firewall Management Center
Using a Device Template] DFEiRIZHE> T, Firewall Management Center |2 B BT 5RT /A A 88T DA,

BRARADT T534T7 o ADRE

JEBHIZ X, Firewall Threat Defense &, Firewall Management Center (2 X > TEEHINL X2 U T 4 T34 ARG ENT
BY., TNETNWNRERDT VB AFEARM L 3, EFEXRT /3 A AL Firewall Management Center & O il CIE#H %

KWL ETH, T AOEFa U T A IIRESEOEX 2V T 410 THETT, BENICHLT I I7A4 TV A%
SHLT, =P — 77 B 2ADRECARERBER— PO 70— Y LEIZSETHRILOREXZ#ET LTS

AN

>y hDJ—4 7O Ra)LBENMEIE

Firewall Threat Defense 7 /3 A AL, W< OO 7 ha Lz EH L THO Ry U —7 TRALA ALY TEFET,
Firewall Threat Defense 5 /XA AX° FTD NiEZ(ET 5T — X ZHR#ETH1-2DI2, Xy NUY—JBIEORTEEZEINL TL
77 &0,
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5 7 # /)b kT, Firewall Threat Defense 7 /XA AL 1 DD IP /N7 > MIODEHRK24DT7 T T A M HFFRI L, &%
RK200DZ7Z 7 A v THTIFRELEFAILET, EMICATy N2T7 T 7 A MuT 2770 r—a
v (NFSoverUDP 72 &) MNHHEARIEL. Xy NU—2 ETT7 T A NeFA[T50ERHLLE1H 0 97,
elZL. 777 A MeEnie gy NI —E 2% (DoS) WEIZHMEND Z ENREZ N d, 777 Ak
IR L7V L ERHERE L £,

» Firewall Threat Defense 7 /NA A D7 7 7' A - MR E &R T 521X, [Devices> Platform Settings] C Firewall
Threat Defense 77 > N 7+ — LARERY o —Z R L, Z£~3A )25 [Fragment Settings] 2 &R L £,

* Firewall Threat Defense 7 /3 A A2 Lo TR EN DRy MU —Z7@BEND T T 7 A M aEEIkd 51203, [Chain
(Packet)] 47> a v % 1 ITEELET,

SR FNEIZSW T, [Cisco Secure Firewall Management Center /34 ZAREHN A K] @ (75 7 % MaRE)
EERLTLLIEEN,

Firewall Management Center (Z & > TEH XL TV 5 Firewall Threat Defense 7 73 A T, Firewall Threat Defense
EDOHTTPS#ift1Z, NI 7Ny a—T 4 Z7OHMTYy hFZ ¥ FF v 77 A VE2FZ 7 a— RT5841C0
HEHTEET,

NRry My T FxyOL Yy ra— REFATL50ERHLIPT R Rk L TORHTTPS 7 7 B AZFF A5 K
9 |Z Firewall Threat Defense % 3% & L £ 9, Firewall Management Center Web > % — 7 = A A ® [Devices> Platform
Settings] C Firewall Threat Defense 77 > N 7 4+ — AR ER U o —%AEk L, B/ 5 [HTTP Access] %R L £
7, [Cisco Secure Firewall Management Center 7 /34 Zg&EHN A K] @ THTTP 7 7B A | B LTI ZE 0N,

7 7 /v b Ci. Firewall Threat Defense I IPv4 7> IPv6 i L CTHEED A X —7 =4 ATICMP /X7 v b &%
ETxxd, L. 2000523 H 0 9,

« Firewall Threat Defense X, 72— K% ¥ A b7 FL A% TD ICMP = a2 —FRIZSE L EH A,

« Firewall Threat Defense 1X. F 7 7 4 v I MNFETHA v F—T 2 A A TDICMP b T 7 4 v ZIZDOIEE L
F9, ICMP ~7 7 v 71X, Firewall Threat Defense 1 > % — 7 = A AfEH THEEINTZA ¥ —7 = A RAIZEE
TEFEHA,

ICMP (2555 < B~ b Firewall Threat Defense 7 /3 A 2 Z i § 2 72012, ICMP /L—/L 2] LT, IR L 72K
AR, Ty FU—7 FILICMP ¥ A FIZICMP 7 7 A % [RE T £, Firewall Management Center Web - >~
4 —7 = A AD [Devices > Platform Settings] C Firewall Threat Defense 7°7 » b 7 4 — AR ER Y o —&ERk L.
HX225 [ICMP Access] Z iR L 97, FEMIZ DWW TIE,  [Cisco Secure Firewall Management Center 7 /31 A G IE
TA Rl © TICMP 7 7% 2] #BRLTLEEW,

Firewall Threat Defense %2, DHCP 35 J. U DDNS #— bt 2 2 42t4+ 2 L 5 IZZET&x £ ( [Cisco Secure Firewall
Management Center 7 /34 ZAFXEH A K] @ TDHCP ¥ —E X &L DDNS #—E R (ZHONWT] 2L T ZEW)
oo a haEFEoE . BWEIZx LTS8 T9, Firewall Threat Defense ¢ DHCP = 7213 DDNS % @& &
THHEEE, X2 VT 4 ICETIERORR NI T 7T 0 A2WA L, v NU—7 B YEMIIAET D%
HE%4 & L. Firewall Threat Defense 5 /3 A~D 2 —F—T 7 ¥ X %5l 5 2 L NEETT,

Firepower 1000 2 U — X 2100 U — X, 3 L T Secure Firewall 3100 T, LLDP Z#F%hc+ 52 LnT&£d, 2
DOFEREIZ X U | Firewall Threat Defense (% LLDP %GBT &3 NERZHTXE9d, 7 74/ N Tlid, LLDP %%
fEIXAR— M CHEIC /2> TWET, LLDP 241 L TR SN D IEHIL. WBITKE L CHaF T3, Firewall Threat

Defense 7 /3 A CTLLDP X ET 2561, EX 2V T 4 ICBAT2ERDORANTF 77 ¢ A% H L, Firewall
Threat Defense ~D 1 —H—7 7 2 &5t 25 Z L NEETT, EX =2V T 4028 T 57D, 7747 Ut —
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IVRET NHLLDP A v aZIETELLICTHZL2BEM LET, ZOT 7 a ik, 7747 74—
M. ZOBAEREMOET T ANA ZZRTEHZ L2, BT T AL RETHEREZEBUS TS L5127
F9, FEMIZOWTIX,  [Cisco Secure Firewall Management Center 5 /3 AR EHN A K] @ A o 2 —7 = A
ADFEB LA —F v MREOHRK] 2L TSN,

HFa2T7VPNH—EX

Firewall Threat Defense |X, UV E— N7 7 EAEMT 74 X—rxv hT—2 (RAVPN) &L%o MERBET T A X— |k
Fv NT—7 O2FFHDE T T A _X— Ry hT—27 (VPN) $—bERZ#HETHLIICHETEET, T340 AD
TA B AIZE S TIE, A FME BELORA VPN X ICB NI 2 S b2 CE 256060 £9, MRS (L%
i 272 VPN AZIZHE 72 7 A 2o A3 METF, [Cisco Secure Firewall Management Center 7 KX =A hL—a v
A K] @ TgHRBROMRED 7 A B A 2L TS0,

JE—+T7OEAREBITSAR— Ry FT—4

RAVPN#fiZ M L CYE— 7 747 METEZEEND A v =V DORELR#ET 555G, Firewall Threat Defense
IZ Transport Layer Security (TLS) 7213 IPsec IKEv2 2 TX £7,

Firewall Threat Defense (Z RA VPN &% & % Ji£Bf 9 5 AlllZ, Firewall Management Center | 7 A & > 2 DRIHESF T2 S
TWAZ LR LET, FHMIC DUV TiE, Cisco Secure Firewall Management Center 7 /34 A 227 4 X2 b—3 3
HA R [FEEEZSHR L TLEIN,

Firewall Threat Defense ® RA VPN 1%, #FEH D AD, LDAP, SAMLID 7' m/\Af Z—_ B X ORADIUS AAA H— 3—
%%ﬁ—bbiﬁon—%~ﬁRAWN®AAm§E%%E#é%Q\ﬁ%;)74%ﬁmﬁét 2, IROFBFEHE
DOWTNNEEHT D2 E2HER L F7,
«[7 T4 7T FREE L SAML (Client Certificateand SAML) | : & —H—%27 T 4 7 FiE#E & SAML H—/3—
DS L CHRIESNE T,

«[Z7 T4 7T MAEAE L AAA (Client Certificateand AAA) | : 22—V —|27 T A 7 > MiEHE & AAAY — N— DTl
FaH L CRIESILET,

RA VPN |Z, v — B /VE8GE & BEGEERGEE AR — L TWVET,

i — 71 VEdiE (Local Authentication) ]: ZOFRGESRIT, I A4~V E/cid v o F VBT RE LT, £
REINTZY E— M—r3—| iﬂéf%fib‘%/ﬁ@77k—/w\/7 ELTHERTEET, =m—HVRRREICIE, 3R
RNNAT— REMHT L2 LaBE0 LET, FHMIC OV T, [Cisco Secure Firewall Management Center 7 /3 A
AREHAR] O Ta—A VLV AEYE— KT Z7EAVPNAKRY O —OBEMT )] 22 L TES0,

[ FEH E785E  (Multi-certificate Authentication) | : Z OFBFESF R AMH LT, H—OFEHEREZHEH L=~
VERIET AL ZAOGEAEELRFECE T, ZORFRCKL Y, TS ARRETGOT ANA ATH D Z & AR
L, 22— —IDFEAELZFFEL CVPNT 7 B A& #H A LET, ZORGESFREHEHT S 2 k%k@@biﬁo#
O\ T, [Cisco Secure Firewall Management Center 5 /3 A AR EHN A K] O MEEGEAEREORE] &5
LTS Z&EN,
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YA MEREBETSAR— Ry FT—9

A4 MEVPNERAZ N L CUE— bRy hT—Z W TEZEIND A vE—VOREEZIR#ET 5854, Firewall Threat
Defense % IPsec IKEv1 & 7213 IPsec IKEV2 Z{#iH Tx £ 9,

HFA P VPNIZIE, B v—_—2 (BB~ ) EA— =2 R L ZAA v X —T =24 A (VTI) ) ®2
FEHENH Y FT, X2 T 40 2M{bd 272012, b— b_"—2D VTI VPN 2425 2 L Z2HE L £4, FEHico
W CiE, [Cisco Secure Firewall Management Center 5 /3A AGREN A K] @ T4 R VPN] 22 LT Z&E0,

Firewall Threat Defense VPN IKE 3 X OV [Psec 47> 3 AR ET 585418 ([Devices> VPN > Site To Site > Add] % 7
Uo7 L, [IKE] £721X[IPsec] # 7% 27V v 7)) | IROEEHEREL 97,

« IKEV2 238 L TL 72 & 0,
s FEIHAE FEF TR DR —E2FH LTI E X0,

TNV EDIKEV2 R —%FHL TS, 72¢& 21X, AES-GCM-NULL-SHA-LATEST 72 & DR Y o —T
ﬁqo

[EXxa VT 47V —ar (SA) OBEEADOEHZME (Enable Security Association (SA) Strength Enforcement) ]
Frxy IRy 7 A% A AL TLTEIN,

ZOF T a BT DHE, FIPsec SA TR SN DM 57 L TY X L3, BLIKESA KV $< 252 &
TH 0 EEA,

.

.

[Perfect Forward Secrecy ®H #h{t. (Enable Perfect Forward Secrecy) 147 a v &4 I LET,

ZOFT v a Rk WS bENT R T LI —EOEy v a xR — AR L TEMNLEYS, Zo—Eokyiay
F—lT kD, T, BEOE AN OR#ESNE T, ZOFT v a VEBIRT 25513, R v—7 (Modulus
Group) | Rr vy 7 X U A Rk, PFS & vy a X —0OAKRHIZfE 3 % Diffie-Hellman S —&H 7 /LY X
LR L E,

_EFE D Firewall Threat Defense VPN IKE 47" a > OFEfIIZ DWW Tid,  [Cisco Secure Firewall Management Center 7 /31
ARETA R 2B LTI,

INHOY—EREHET HITIL,  [Cisco Secure Firewall Management Center 5 /31 AR EN A K] @ VPN DR
EZRLTLLEEN,

Firewall Management Center [, ME/AVEE (LT /LT Y XL bony a7 /3T A LEHR— LTV, Diffie-Hellman
ITN—TwRINTEET, WERKEELIZIV AT LAONRT 3y —v U AR T IG5 0[N H D720, 2R 2
LR AR RBET DX 2 VT 4 ENT =~ ADNT U R E BT HERDH Y £, FEMIC OV T,

['Cisco Secure Firewall Management Center 7 /XA AFRTEH A K] @ VPN # O R EMEE MR T 5 5% 221 T<
[E={AN

Firewall Threat Defense 1—H— 7 4 + X D&k

Firewall Threat Defense (LR D 2 FiM DO 2 —W — % H R — F L TWET,
s Nz —H— : TRA R, = I T —HZ_RXR—=ACa—P 2R L £,

e A — Y — == e— )L T —FR=RFE L2 WA, AT LIS LDAP % 7213 RADIUS OF8
SEH— N IZR VSR E T,
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2P —FHERY N =V BRIREOBFOA 7T ANT 7 F X &G LTe 0, ZEERAR EOBREZIEH L7207
% HHT, LDAP <> RADIUS 7¢ EOINHBFRGEA N = A L% Lica—H— 7 7 E RO A RFHT 2560300 %
I, HMBERREE MESL T D121, Firewall Management Center Web 1 > &% — 7 = A AN THFRIEAS 7 ¥ = 7 N &1EKT
HRERHY T, INBFEFEA T P =2 & ILFH LT, Firewall Management Center 72 (F C72 < Firewall Threat Defense
THANBL— P —Z WAL TE E T,

NERFREE AT 5121, B R AL % —Lb 3 AT L (DNS) ZRETIMLENHDHZ LITHEELTLEE N,
DNS D3Iz B A HEEFIRIC ML TS TSIV, RAA Y F—L4 VAT L (DNS) OfF#E B ~—) 2K
LTLEEW

Firewall Management Center (Z £ - T B S 415 Firewall Threat Defense |3, H—D a2 —%—7 7 A FE L L Ta~vy

RIAL A B =T oA 2RI LES, WET A ZAOHEIE, SSH, YU T b, FloidF—=R—NLeE®=F—0Df
BiEFHALCav >y R I A0 F—T a2 A AT V7R ATEET, FEOREZHYNATH>ZE T, ZnbD=2—
P —I Linux > = VIZHE T 7B ATEET,

2% T HE R D IR

57 4L b Tl&, Firewall Threat Defense (%92 T @ Firewall Threat Defense CLI =2~ > NiZxt L Coe /R B A MEIR 2 £
S, H—o admin 2—¥—Z2# L E3, Zox—F—iL, BMNMOTH T N E/ERTE, configure user access CLI
avy REFHLT, RO2OOLLDT 7B AMEROWT AN EFETE LT,

e Basic : = —H—%. VAT AERRICEE % 5 % 720 Firewall Threat Defense CLI =~ > K& fEH CT& £,
« Config : = —W—(X, BHERT AT MERMEREZIRILT 2 a2~ REE® T, 33T Firewall Threat Defense CLI
av U REMFHTEET,

T 57 MT Config 7 7 & AMEREIV M T HHAR, Config 77 ¥ AMELE ST WY v b ~DT 7 & AMEE 5T 5
2= P2 RIRT B HA, BEICRI LTS,

Linux > T JLADT 9 £ XDHFIE

Firewall Management Center |Z & - C& Bl X415 Firewall Threat Defense (3, HEDEH A > ¥ —7 =4 A% LT,
SSH, ¥ U7 /v, £3F—R—FEE2=FOEHEMMH LIZCLI 77 EADAZYR—FLET, ZOT 7R
ladmin) 7H v b, Niflz—HF =T, M2 —VF—ICbHEHEZFFAITEET,

config LX)V DT 7 & AMEE RO —H —(X, CLI Texpert 2~ R L T Linux > = /UIZT 7 A TEET,
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FE T RTOTNA AT, CLI D Config L)L DT 7 AMEF 721% Linux ¥ = /L ~DT 7 2 AELEZFFOT I b
i%. Linux > = /L0 sudoer HelRZHUGCTE £3, 207D, ¥X2 VT4 L0V R BNAECLAREERSH Y £
T, VAT LDOEX 2V T 4 (LT AT, ROZ EERELEL E9,

« Firewall Threat Defense FODAHZRIEINT=T H T h~DT 7 v AbeHm 2 —Y — 215425 L Firewall
Threat Defense = DAEFRIE S N2 T XTDOT H 7> b3 CLI Config LNV DT 7 AEEFFHOZ LITHEE
LTL7Z&EW,

cHLWT DY M Linux ¥ = /VZEFEEI L2 T 72 &0, Firewall Threat Defense T, configure user
add CLI v FOZEMHEH L TH LW T By FAfER LT ZEW,

* Firewall Threat Defense @ CLI =2~ >~ K configure ssh-access-list % {# ] L "C., Firewall Threat Defense /% H &
WHA =T A ALTSSHERAZITAND IP T RLAZFIRL T 2S00,

HHE T E 2, system lockdown-sensor CLI =+ > R&fiH L C Linux ¥ = /b ~DFTXTOT 7R %T 0y 735 &
9T Firewall Threat Defense Z5% €452 & b TEFET, VAT LD v I X7 N58 T4 5 L., Firewall Threat Defense
\Za 7' A LTWAD—H—|3 9T, Firewall Threat Defense ® CLI 2~ RIZDOAT 7B ATEE T, ZIUIKE
IR LI L e D ATREME DS B D T, CiscoTAC D DRy b7 4w 7 ARRNETIZRT Z LM TE RN,
Rz 7z > TIIEEICHRFTT L T2 &0,

REBL—F—TFho o D&

il # DN —F —%FHET D% E. Config 7 7 & A% Fi->=— —|Z configure user Firewall Threat Defense CLI =
2 REMEHATAHZET, Web A o X —T A0l A2 A= ALEFRA LIZBEIZK LT AT AOR#EE R
fbc&xEd, UTOREEZHEHTEET,

ca—H—PNry 7Y NINDLETITHFTEND BT A RO FEREEZFIRL £,
e NAT— ROg/NNESZ#A LET (configure user minpasswdlen)

« NAT— ROFRHEZRELET (configureuser aging) .

« BRI AT — RENMZEIZLE T (configure user strengthcheck)

e =P —RNUELET LT I ADIA SIOHME LT 2—Y— T 7 2AHERZEI Y 24 TEF (configure user
access) ,

cRIBlDOT T A V=P —ZT AT b RAT—FD Y ¥y h&FEI L £ 9 (configureuser forcereset) .

BETYALFTF Lo —2FH L TWAESIT. T AND2—YF—T 7 RAEFFA$+ 5 L X2, Firewall Threat
Defense 23895 KA A NZDOWTERELTLEEV,

FEAMZ OV TCIL,  [Cisco Secure Firewall Management Center 7 KX =A hb—a >y A R O T RAAL VEBOE
&l SR TL a0,
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NERL—Y THO U bDRRIE

Firewall Threat Defense = —WFBFEICIMAB — 2T 25513, FMT=— PR HF |2 Config HERZFF > T\ 5 Z &
WWHERELTLESN, iox—WF a— 3R — h & T EHR A, [Devices) > [Platform Settings] > [Add/Edit Policy]
> [External Authentication] C Firewall Threat Defense 77 > N 7 4 — A ER Y > —%/ER L, Firewall Management
Center Web - > % — 7 = A A/ Firewall Threat Defense = —% —OANBIRGEEZ X E L E T, IMB2—HF T h o b %
RET DITIE, INTRRIEA 7 ¥ = 7 M &AM LT LDAP £ 7215 RADIUS H— & OB A fNL T 2L ERH D £,
FEMEIZ DUV T, [Cisco Secure Firewall Management Center 7 /34 AFXEAN A F] @ ISSHEB L WSSHT 7 AU A k
DRE] ZBZRLTIEZSVY,

[ 5y

EE LDAP £ 721X RADIUS $r— 3— & O % = 7 72t 13 Firewall Management Center 72 5 > b 7w 7 C& 973,
FRFEE Y 22— /WL FIPS ICHELL TV EH A,

+ 3°~_XT D Firewall Threat Defense 4} — ' 1Z Config 7 7 & AMe & K1, system lockdown-sensor =1~ > K& L
TLinux = b ~DT7 782272y 7 LBRWRED, 2o a—P I Linux > = /VIZT 7 BEATEAZ EICER
LTCL &V, Linux ¥ = /b 2 —W(Xroot MR Z UG TE £7, 20D, EX=2VT7 40 EOV R BETET,

o SNERERAEIZ LDAP 29 2 5A1%. [#E8E4 72 a2 > (Advanced Options) ] CTLS F721% SSLIF 5{b &2 7% & L £
R

twial 34 LT FOFEIL

Firewall Management Center ~D#f5tRE[#] & HIIR T2 & | HEROBRWa—V—RNEAE Yy a v 27 27 a1 M5
BB L ET,

Firewall Management Center 7 /N A ATl w v a U ¥ A AT U NaiRET 5121, [Device> Platform Settings] > [Add/Edit
Policy] > [Timeouts] C Firewall Management Center 77 v b 7 4 — ALK EAR Y U —ZEk L E 9, 572 FIEIZ OV T
I%. [Cisco Secure Firewall Management Center 7 /NA AFRENTA K] O 2 A L7 0 b 2ZRLTIEIN,

Firewall Threat Defense REST APl (D& EE£ 18

Firewall Threat Defense ® REST API |Z, V— K X—F ¢ 77U —3 3 TREST 7 74 7 v F B L OUEYE HTTP A
Yy REFERLTCT 7 I9A4 T VARELZREBLIOERTLH7-0OOREDA VX —T7 oA AL FET, APLIZOW
TIZ [Cisco Secure Firewall Threat Defense REST APl Guide] T#HBI L CTWE 4,

[

BEE TLS Zf£H L T Firewall Threat Defense & RESTAPI 7 74 7 ME T ¥ o 7 B A ML CTX £42, FGET
¥ 2=/ FIPS IZHEHL L TV EH A,

9 R T D RADIUS [ &~ & (T % Message-Authenticator & 14 0 78 il

9T D RADIUS 5% T Message-Authenticator JBPEZ ZR TE 5 X 51278V £ L7, ZHITK Y, Threat Defense VPN
F—=hx2AT, VE—=FTZ7EBAVPN HTHLT A ZAAK~DT 7 AHTH, RADIUS —/R—=N 50T O
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IGEHEREIBRFIECTE A X 912720 £9, #H LUV RADIUS #—/3—"TE, [RADIUSH —_—X%fIGEA vE—T A4 —F
7 4 %7 —% (RADIUS Server-Enabled Message Authenticator) |14 73 a N T 7 4/ h THIZ 2> TWET, BEHFD
= N—TEEMITHIEEZHRELET, BT DL, T7 AT U —ADPHRIISOINDATRENRH Y £7,

ZONT A= %, RADIUS iRGEA 7 V=7 MaRET HHE M TE £9 ([Administration > Users> External
Authentication > Add External Authentication Object > RADIUS] %R L £9) .

NV DTy TDIRE

VAT A T—2 O AR R#ET 5729, Firewall Threat Defense O EHI) 72Ny 7 7 v 7% FATL T EE 0,
Ny 77y THEREIX, Firewall Management Center Web A > % — 7 = A A ? [System > Tools > Backup/Restore] |2 %K/~ &
NET, ZOFMI OV TIE, [Cisco Secure Firewall Management Center 7 KX =X hL— g > A R @ /Xy 7
7y TET) SR LT E &V, RTFE S I TS Firewall Threat Defense D% iE % #5595 121%, Firewall Threat Defense
CLIrestore =~ RZEHLET,

Firewall Management Center (X, U E— bk 7/3f ATy 77 » 7% HBWICRFT D2REL 2 CTOVET, ik X
T LTI OMEELZH AT S Z L I13BEIM T& £ A, Firewall Management Center & V) E— k A f L— T34 A D
i e R CE RV TT,

Firewall Threat Defense 7/\f XD 7 v T L— KZxTITET

7 v 77— Rt 30 HLANIZ Threat Defense 23Tkt L THESI TH D Z E DN olcimald, 7y 77 L— RHIC

WA Ty 7y ay MERELTHIVUTE L TE £ (LT . Firewall Threat Defense 2 td2&, Y7 b =7

iE, mEDOA DY —T v 7T L= RELEA T F AT v 77 L— ROERIOREIZEY £9°, /Sy FlEH®%RICET
T5HE, Ny TFHUARIICHIBRS N E T,

BEIRINDHRELEILINBRWVRE, @A HE (HA) 731 ABLIONY FAZ LT A ZREJ LT DDA R
TA 2 BIOE e EOEITLOFEMIZ OV TIE, Firewall Management Center CHIEFATE N TNHNN—T 3 DT
TV —FRIA FEBRLTIZIN,

FT—RDIHAR— FDFRE

Firewall Threat Defense CLI (%, %FE D 7 7 A1 /L % Firewall Threat Defense 72> 12— /)L a L B a—X | IX U a— g
HREREZ R 2 CTWET, ZOMREIX, AT LD KT Ty a—F 4 VR CiscoTAC ICHRE T 2 E M A IVETX 5
It WAL TH Y, BERGADSMIMER LW T 72 &V, Firewall Threat Defense 7> H % 7 > 1 — N
THT77ANERET HIOOTPHHEEEZHE L TIEEN, ¥ Uro— RRHIERTRERA 7 v a bbb EE b
DEFR L, T—ZOREHITIE b0 —h) 3 Ea—ZaE# L TIEEN, £72, TACIZZ 7 A VEXRET D
BRIIEATRER 7 2 ha ok EERbOEMAL T EIW, FFIZ, ROa~vy REHEATLIHESICEZD 95
UATIZHEBELTLLIEEN,

* show asp inspect-dp snort queue-exhaustion [snapshot snapshot_id] [export location]

export 47> a2 > TIL TFTP OHZ YR — T ET,

« file copy host_name user_id path filename_1 [filename 2 ... filename n]

Zoawr R Ex 2T 4 TRESNTWARWFTP 2R LTV E—F RA M7 7 A NV EIRELET,
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« copy [/noverify] /noconfirm {/pcap capture:/[buffer_name] | src_url | running-config | startup-config} dest_url
sc url BEOdest_url DRDOA T a iE, a—SN=T — X 2 5#T 5 ke Rt £4,
CHE T T va AEY
o VAT A AEY
A TvarONET Ty a RIA4T
« NAU— N T{RG# S L7z HTTPS
¢ NRATU— R TIRFE SN2 SCP (SCP Hr—"—TH =5 N f L F—T = A ZA&HFHIE)
¢ NAYU— R TR S 7z FTP
¢ NATU— FTRE SN TFTP (TFTP H—N—TH =7 v b f Z—T = A ZA&$5TE)
S AT AT, scurl BE WV dest_url TROAT > a v wEHA LN EE2BEIOLET,
* SMB UNIX Hh—_—Da—H)L 77 A )b AT A
I TAL PR T AN VAT A (Ex 2 T 4 BEERP AN 2> TNWD VAT LA TIEZ 7 AZ 13
R—hShEHa)
* cpu profiledump dest_url
dest url DIROA T v a ik, 77— X7t Xa VT 4 CHRET D HiEERILLET,
7Ty AED
A TarOMET T v a FIAT
« NAYU— R C{RG# S 7z HTTPS
e SMB UNIX %r—/_"—Dua—H /v 77 A )V AT A
¢ RAT— RCRFEESNTZ SCP (SCP H—N"—TH =5 v b f ¥ —7 = A A%IFIE)
« NATU— TR S U7 FTP
¢ NATU— FTR#E SN TFTP (TFTP H—N—TH =7 v b [ F—T = A ZA&$5IE)

by AT AT, scurl BEOdest url 047> a T ITAX T AN VAT AEEH LN EE2BEID
LET,

- file secure-copy host_name user_id path filename 1 [filename 2 ... filename _n]

SCPEZHEAHLTYVE—F KRA NI T 7 ANV Eat —LFE T,

Secure Syslog

Firewall Threat Defense X, syslog A v & — Z4MNBOD syslog —/NIHEFETE ET, syslog EEZ X ET A LA, &
XaT et 7va v ERIRLET,
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1. [Devices> Platform Settings| C Firewall Threat Defense 7°7 > b 7 4+ — LG ER Y O —ZAERK L, £~3A 25 [Sydog)
ZIRIR L E 9, [SydogServers] # 7 Csyslog h—S—%BN¥ 25 & &2, TCP 7' v h2/L &R L, [Enablesecure
sydog)] F = v IRy 7 AA NI LET, ZNODOF TV aid, T AREDHOLGHTC EEEX Uik,
Firewall Threat Defense |2 & > TR S 415 syslog A v E—VICHEH I ET,

A

GE) T 74N bMTIE, BF 2772 syslog WA/ > TWD & TCP T 5 syslog h—"—nF 0> Li-HGE
\Z Firewall Threat Defense (% 7 7 ¢ v 7 Zinik LEH A, ZOBEEL LT 5I2IE, [Allow user trafficto pass
when TCP syslog server isdown] &= v 7 /R v 7 A% A4 2 LET,

INB2ODRELEMMAT S &, Firewall Threat Defense O syslog (ZK D X 9 IZEMEL £97,

« T Ty N7 A —LARERY —D syslog REIX. T3 AL VAT LO~NVAIZEHIET S syslog A vbE—, B
FORy N =7 REICEHIET 5 syslog A v E—VICEAINET,

+ [Cisco Secure Firewall Management Center 7 KX = A hL—y a3 > HA K] @ [sysloglZEF =V T 04Xk
TR EFETDIIZDDVAT AOFEIZDNT) IS THODNTNLDEFTT 78R a2 hr—/L K
VO —OREEA—N—=T A FLRZWRY, 7T v F7 4+ —LG&ED syslog ix Bl #HEfk L OtX=2U7 1 A
TV A AR RO syslog IZHEHASNET, ZNHDOF—/"—=F A4 RTIHEF 27 72 syslog 772 = U
RSN NoD, EX 2T RBRE TOMEMIIBEID TEEEA,

+ ['Cisco Secure Firewall Management Center 7 KX = A fL—ya > HA K] © [2x2 VT 4 42 hD syslog
DFEZHT ] ISR SN TODINTRDNOHFTTT 7R ar ba—L RY V=D EEA— =T A KL
RO, 77y h 7 —L&ERY —DsyslogiREIL. RAA XY FDsyslogiZHHINET, ZNHDA—/—
T4 RTIlEEF 2T 72 syslog 47 v a VERfit sz, X o 7 RRE COEMITB#O T A,

A4 INF—DHREIARX

I—PFNRCLIIZR A T2 L EIZa—PFITHEREREE A D X DT, Firewall Threat Defense 7 /XA A & 5% E TX
9, X2V T DOBANS, B A 0 NP —TIEARET 7 R EHIETALERDY £4, ROFIO LS 72T F
A FEEZEEBLTLLITEN,

BRBRT NAAn A LE LT, TOT AL AT 78 ATHHEREZF > TOWRWEEIE, 7 <Iice 7ok
LWL LR SN BENRH Y £77,

Firewall Threat Defense 7 /XA A D v 7' A >3 F—%RET 5121, [Device> Platform Settings] C Firewall Threat Defense
Ty b T F—ARERY —FEAER L, 3 05 [Banner] 238N L £97, FEMZRFNEIC W TiE,  [CiscoSecure
Firewall Management Center 7 /34 A EHT A K] O [ F—) 2L T EE0,
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Y RI— A—H—DEROHAOT4 >, BE. HKUHIHE
EHHR— b A3 —/IN\—~Dtx 17 HIES

DRV —E, TATT 474 Y —A%EEHL TRy V=7 a—F =L, =2 —F—%Ri#k L. H#E+5H
MCa—H—FT—HZWNELET, 2=V TAT T 47 4 V—RA&EMLT HITIX, Firewall Management Center & 7=
BB RT SA AL ROWVTINNDZ A T OV —3 L ORIOEERE LI T,

* Microsoft Azure AD

* Microsoft Active Directory
* Linux OpenLDAP

* RADIUS

(&

EE LDAP. Microsoft AD, F 721X RADIUS ¥ —/X—~D¥ & = 7 728587 % Firewall Threat Defense 7> HiRE CTx £4°
ﬁi\ PGIETE > 2 —)LIZ FIPS | E%L’Cb\iﬁ‘/\/

\}

GE)  AMMEEEEIC LDAP £ 7213 Microsoft AD {14 2413, [4MF—~— 7h v bosifk (155—) | ©
iz R LT EEn,

\)

() Firewall Threat Defense (X, ZHHDKY—N—%2HH LT, 2=V —TA T T 4 T 4 BREOBEMO S ETIE 72
MABDLEESFR— N LET, FEHICOWTIX,  [Cisco Secure Firewall Management Center 7 /34 AR E W A
Kl @O Ta—W—=TAFoT 4T 4 V—RAZONT] 2R LTLIEEN,

Active Directory H—/3—§ & U LDAP H—/\— L DIEHDRH#E

LV EWMEEND AT V=7 MiE, Active Directory (AD) F721% LDAP —/3— LD KA A ZBH#fHT 50T
W B E AR 5 b O TY, FEMNC OV TIE,  [Cisco Secure Firewall Management Center 7 /31 A& EH A R
D TV h] ZZBLTITEEN,

(Firewall Management Center Web - > % — 7 = A A @ [Integration > Other Integration >Realms] T) L /L AZERKT 5
Baid. AD —/ S—F 72T LDAP ¥ —— L O 2 R#ET 5720, ROFITERELTIZEW,

Active Directory H—/N\—[ZE&EF (T 55 LILLDIEZSE :

* [AD Z/lI/SA T — K (AD Join Password) ] & [7 4 L2 b U /XA T — R (Directory Password) | CH/J72/8A D —
RAZBRIRL £,

« Active Directory LV AIZT 4 L7 R U ZBMT 5RO LS ICLET,

o [5 51t (Encryption) ]%€— K& LT [STARTTLS] 721X [LDAPS] Z&R L £ 9 ([7e L (None) ] IFEIR L 72
WTLIZEWY)
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* Active Directory R A A > 22 b —F ~OFRFEIZMHE AT 25 [SSL GiEIZE (SSL Certificate) ] #fHE L £7, i
RN BN T TR TE DR AER LIZiEAE LT 5 2 L 268D LET,

LDAP H—/N\—([ZBEMF T 5D LILLDIGE :
[T 4 L2 FY SAT—F (Directory Password) ] TR/ R AT — K& L F7,
*LDAP LV AZT 4 L7 b ZBINT Ak D L ST LET,

o [ 51t (Encryption) ]%€— K& LT [STARTTLS] F£721% [LDAPS] Zi#IR L £ ([7e L (None) ]IFEIR L 72
WTLZEW)

* LDAP ¥ — X —~OFBFEICMH 35 [SSL FFAZE (SSL Certificate) ] Z#f5E L 7, HAMIZHM LN TWTE
?E“C%5%&)%75)%5521/71&%%%1%%?5 &%%@J&) L/ij‘

RADIUS H—/\— & DG DRE

RADIUS $—/N— L OFf & X ET HI21E, Firewall Management Center Web - > % — 7 = A A @ [Objects > Object
Management > AAA Server > RADIUS Server Group] TRADIUS H—/"\— ' V—T" 47V =7 FEERL, D7 N—
ZIZRADIUS Hr— =% B0 L £ 7, RADIUS H—/ & D54 R+ 5121, [HT LV RADIUS #—~% (New RADIUS
Server) | ¥ AT R TCROFT v a @R LET,

« BEXIGT N A A L RADIUS H— —[{TTF — % 5T 572D [Key] & [Confirm Key] Z#8E L £7°,
X2 T RT —HAEEEI R N TELIEGHOAL L F—T oA ZREEELET,

)

(G¥)  Firewall Threat Defense |, VE—FT77EA VPN (=Y —T AT T 474V —ALLTHEAIND) ZiE
H9% X 9 ITEBAN O B Firewall Threat Defense 7 /3 AN EINTWBEEIZDHR, 22— =T AT
YT AT A DIZOIZRADIUS — "= L5 LEd, VE— T 27 A VPN OEHIZOWTIZ, Ry FT—7
7u b alREDEL (9%—Y) EZBLTIEIN,

t X% 2 7R BAE R i%

Enrollment over Secure Transport (EST) Z{#f L /=iIBAZZERDKXTE

4272 F v %IV %I L7 Firewall Threat Defense O FIEH D %65 % §% & T & £ 9, Enrollment over Secure Transport (EST)
1T, CAS IDFEAELZ IS T 572DICT A AT Lo T SNUET, ESTIE, BF =277 X v & — VlAkIC TLS
ZEHLET,

EST O EHIE -

1. [#T2x¥ k (Objects) [>[ATP x4 HEHE (Object Management) | > [PKI1] > [EEBAE &k (Certificate
Enrollment) Z&IRL F7,

2. [Add Cert Enrollment] 22 Y » 7 L. [CA Information] ¥ 7% 27 U v 7 L7,
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3. [B#kZ A 7 (Enrollment Type) | K>y 7 XU X Mt [EST] &I L £,

Firewall Threat Defense |Z & > C EST $—/N—ZEBE A MRGE L 72 W 551X, [Ignore EST Server Certificate Validations]
Tz IRy I AEF AT LW EEHERE L E T, 5 74/ b Tl Firewall Threat Defense (% EST ¥-— /3 —ZERAE
ZMEEL £9, EST B8k¥ A 71X, RSA $¥—& ECDSA ¥— DA% H AR — kL, EdDSA ¥—% ¥ R—hLEHA, 7
#IZDUWTik,  [Cisco Secure Firewall Management Center 7 /34 AR EN A K] @ [FEBEORERA TV =7 N BST A
Trvarv] EZRLTIEIN,

Firewall Management Center & Firewall Threat Defense Tld, RSA F—H 1 X732,048 £ v MR OFEHE L SHA-1 &
EHT 2 —1I8ECEETAL, ZNODHIRE A —3—TF A FJ25IZ1E. [EnableWeak-Crypto] A7 = > ([T/\
4 X (Devices) ]>[3EBAZE (Certificates) ) /AL Ed, 774 /L FTiE, Weak-Crypto 47" L a T E)IT /> T
WET, weak-crypto ¥ — A HINCT D Z LIFHELE L £ A, weak-crypto ¥ —1X, F—H A ANPKENF T ELET
X722 D TT, weak-crypto Z AN T H &, ETiEHEDOKGER ENFIRRIZ/R D £9°, 72720, ZOREILIEHE
DBEGIITHEN S EE A,

FEBAZE DIRFIDERTE
KD CAGEHEZMEMN L TSSLRIPSec 7 7 A 7 > b &k L7z W | CAGEAE A L T SSL $— 3= b D¢
ZRGELTZY TEE9, MEHMEMEOREEZHET 5 515
1L [#72z5 b (Objects) >[4+ TP s FEE (Object Management) ] > [PKI] > [EEBAEZ S} (Certificate
Enrollment) [Z&IRL £7,
2. [Add Cert Enrollment] 2 U > 7 L. [CA Information] ¥ 7% 27V v 7 LE7,
3. [MRFEEHE (Validation Usage) | : VPN Bt HICREIEZMGET 247 > a U B#IRL £ 7,
s [IPsec” 7 A 7> & (IPsec Client) ]: ¥+ R~ VPN 5t IPSec 7 7 A 7 > M EEZMGEL £,

«[SSLZ 547>k (SSLClient) ]: UE—h7 27 & A VPN H#HEDRITHIZ SSL 7 T4 7 FiEHEEMGEE L
E7,

* [SSL#—,3— (SSL Server) ] : Cisco Umbrella % —/N—FEB &g & SSL % — N—GElE A MEET 256105
RLUET,

SR oW CIE,  [Cisco Secure Firewall Management Center /34 ARTEN A K] @ [FEHEORGA TV =7 FDiB
mny #2W LT IEEN,

AT NTIL—TREZREDERL

Firewall Threat Defense 7 /34 A{X, 77 BAL— LV THEHENDLI Ry NT—IFT V=l VERIFA LV H—T = A
F7 V=7 NONFIZESNT, T/ 8RN —NVEZEHOT 72 ZHI# ) A ho= FUIZERLET, A7V =
I NITN—TRBEANCTHZ LT, 77 BRI —VORBICLER AT ZMRDHIENTEET (TN
X (Devices) | > [T /31 REH (DeviceManagement) ], [fa% (Edit) |1 (&) %27 U > 27 LE7, KIZ, [Device>
Advanced Settings| DIEICZ UV v 7 LET, A7 V=7 NI NA—TRBEADNC LGS, VAT AIE->Txy hT—
IFTV =l VERIFA LV E =T A AFT V=7 MILRENE AR, A7V =7 b NA—TDERITESNT—
T AT 7 EANL— BB BINET,
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ATV NTNVN—TRBETIE, V= I T T ORT p—< U AREK T LT, CPU SRR 5 AREMEDN
HDHZEITHEELTEEY, CPUILKIT AEBL, BEDT 78X ar ba— /LR Y U—IZT 25 AE U B0k
WEDNT A% L LMHERHY £3, 10002V —X, 2110, 212072 & D v —x > KO Firepower 7 /31 A Tlx, CPU
EHREOWKRIZE D T AL ZAPEL RV ET, ZEALEDSRE, A7 V=7 FIA—TRBRERINCTLH L, *y Ml
HAnEINET, 7740 8TIE, A7V 27 NTA—TREBOREDAN /2> TWNET,

FTV 2 NIN—TORBEANCLT0D, 7L RAEREL, LIEHL OMBELIZEE. ZoELS BRI
HE, BELLLARWRERIZARDAREENHVET, 7027 NIN—TOMRBENT DL, BBTFOT 7 & AH|#H
W= IVWTNRAADFEITAL T 4 Fab—a U THBRENET, T ATHEHAEER AT LV OAF TR
TEARIC LB R B A T8 ANRREESRIBIZAR 0 | N T 3 —~ U R TS HAREMENH D £, T34 AN IERIZH)
ELTCWAHEEIL., —EAINC LA TV I A—TRBEZEDL 2N TL I, FElic 20Tk, [Cisco
SecureFirewall Management Center 7 /N AR ETA K] @ (77 M7 V—TRREBEOHER] 2SR L TIEIN,

HR— bk a3 iR—3%2 D1k

Firewall Threat Defense ¥ 7 bV = 7%, R MHRT7 7 —2 02T EAXVL—T 4 VT VAT LAY T vy T
WEFELTWET, ChODEBERAY 7 =T avR—3%y MIIMADOEXF 2T 4 URIZREBALTEY,
ST BMERH D £,

cbtxF 2 VT 4 LOMEEZER LT, Xy NV—7DENEX2V T4 TR &ML LT EEN,

* Firewall Threat Defense <€ 7 /L 2100, 4100, 3 X 19300 7 /31 A TiX, Firewall Threat Defense % 32173 % Firepower
Extensible Operating System % {7 L C < 72X\,  [CiscoFirepower 4100/9300 FXOSHardening Guide] % £PR L T<
ZE,

Firepower 1000 5 & U Cisco Secure Firewall 3100/4200 DR/ N1 JL
USB-A /R— FDEE

R—=HMIT 74NV ETHYZ>TNDHTED, BXxa V7 ¢ EOBHIZ LY Firepower 1000 35 £ U Secure Firewall
3100/4200 DO FijEI /3R /L USB-A AR — b Z (b9 2 2 L 2 HEE L £,

+ USB A" — K OHEDOEBLIRRER L OEMEIRAEZ FR" T 5 121%, system support usb show ==~ > K&l L 7,
o HijfE 23RV USB AR — b 2 M2k~ 521X, system support usb port disable =~ > K& H L 7,

ZEAMIZ DU T3 [Cisco Secure Firewall Threat Defense =~ > R 77 Lo A ] 2B L T 7E &V,

X2 F7HHTTP 70X 8F

Threat Defense 7 /34 A & A > 2 —F v F OMICEHEERS 2WVIGE1E, FHA V7 —7 =4 AO HTTP 7’0 % U2k
ETEET, 2LV AT AL, T RTCOFHEERICEO 71X v % LE 9, Threat Defense 7 /34 A D CLI T
configure network http-proxy 2~ RZHHA LT, HTTP 7u X v 2R ETEET, 7o F I /RRATU—RERETDH
B, PR AU — REHHA LTS EEN,
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TXRATHRIIL—TNY P A3 —T (4R

N—T Ry 7 A B —T oA AT, WA X —T A AT I 2 — T BV T NI =2TEHERA A —T =2 AT
HY ATEOYWHRA L —T 2 A ANLT IV BATELD, BREOEELZIERTILDOICELHET, HDHA L Z—
T2 A ANE T LIEEEIE, BOAL v B —T 2 A ANPBIL—T RNy LB —T 2 AT VB ATEET,

N—T R o H—T x4 AL, AAA. BGP. DNS. HTTP., ICMP. IPsec 72— 47 1@ — K (Secure Firewall 3100
B LV4200 DFA) | NetFlow, SNMP, SSH, #ik LN A F I v 7 VTI b %L, Syslog 72 EDV—ERIEH T
EFET, N—T NI A HF =T 2 ATiH, LBV —ERDOLEFIMIL T TEIN,

SRR DWW CiE,  [Cisco Secure Firewall Management Center 7 /NA AGKTEHT A K] @ Th—FNw 7 f o H—T A A
DERE] B LTI,

— » : = - — N
TNNARBFRF—FEEVI)T7ILESZFERALETNNMADEFx
7 158 A%l

TNA AD Y T NFE FE T3 EERF — % L T, Firewall Management Center [Z %75 7 734 A DI ANEfj 4 fj HLIZ
TAET, o, 7T AM AT U—REFHLT, FANCTREY a =0V SNERETT A AL EBTEET,
HARE 7 0w ADRNS, TS AT T AFGEIBEF— 2 R#ET DI L 2HR L £,

FEMIIZ DWW T, [Cisco Secure Firewall Management Center 7 /3 A% E W A K] @ [Add a Device to the Firewall
Management Center Using a Device Template] % 2/ L T< 72 &0,
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THE SPECIFICATIONS AND INFORMATION REGARDING THE PRODUCTS IN THIS MANUAL ARE SUBJECT TO CHANGE WITHOUT NOTICE. ALL STATEMENTS,
INFORMATION, AND RECOMMENDATIONS IN THIS MANUAL ARE BELIEVED TO BE ACCURATE BUT ARE PRESENTED WITHOUT WARRANTY OF ANY KIND,
EXPRESS OR IMPLIED. USERS MUST TAKE FULL RESPONSIBILITY FOR THEIR APPLICATION OF ANY PRODUCTS.

THE SOFTWARE LICENSE AND LIMITED WARRANTY FOR THE ACCOMPANYING PRODUCT ARE SET FORTH IN THE INFORMATION PACKET THAT SHIPPED WITH
THE PRODUCT AND ARE INCORPORATED HEREIN BY THIS REFERENCE. IF YOU ARE UNABLE TO LOCATE THE SOFTWARE LICENSE OR LIMITED WARRANTY,
CONTACT YOUR CISCO REPRESENTATIVE FOR A COPY.

The Cisco implementation of TCP header compression is an adaptation of a program developed by the University of California, Berkeley (UCB) as part of UCB's public domain version of
the UNIX operating system. All rights reserved. Copyright © 1981, Regents of the University of California.

NOTWITHSTANDING ANY OTHER WARRANTY HEREIN, ALL DOCUMENT FILES AND SOFTWARE OF THESE SUPPLIERS ARE PROVIDED “AS IS" WITH ALL FAULTS.
CISCO AND THE ABOVE-NAMED SUPPLIERS DISCLAIM ALL WARRANTIES, EXPRESSED OR IMPLIED, INCLUDING, WITHOUT LIMITATION, THOSE OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT OR ARISING FROM A COURSE OF DEALING, USAGE, OR TRADE PRACTICE.

IN' NO EVENT SHALL CISCO OR ITS SUPPLIERS BE LIABLE FOR ANY INDIRECT, SPECIAL, CONSEQUENTIAL, OR INCIDENTAL DAMAGES, INCLUDING, WITHOUT
LIMITATION, LOST PROFITS OR LOSS OR DAMAGE TO DATA ARISING OUT OF THE USE OR INABILITY TO USE THIS MANUAL, EVEN IF CISCO OR ITS SUPPLIERS
HAVE BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

Any Internet Protocol (IP) addresses and phone numbers used in this document are not intended to be actual addresses and phone numbers. Any examples, command display output, network
topology diagrams, and other figures included in the document are shown for illustrative purposes only. Any use of actual IP addresses or phone numbers in illustrative content is unintentional
and coincidental.
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