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AT 5561, WOEEFHIHEL TIEEW,

c HRIE XN DR ETEH 2 R#E T 572, Firewall Management Center & Web 77 7 VR Di#(E 2 {#7# L £ 9, Firewall
Management Center & Web 77 U DOROEF 2 7ilfE (15 X—) 2R LTI ZI0,

T AR— N ENTERET 7T ANLNBMMEESN TSR —H)L AL Ea—F DT V2R #ELET, 2077
ANERHET L LR, BEREEOE X2 T 42> TEETT,

B —H G PKIA T V2l VT AREE T AR— T 5HE, =7 AR— FORNIMEF—NEHF X
NHZEITHEBLTLEEN, T AR—FENTEMEXF—IZ7 VT TFA NTREEINET, 1 KR — MRFIZ,
X—E T X AERSI N —TTRE LS ET,

REDT Y AKR— K& AR — NOBEEEIX, Firewall Management Center Web f > % — 7 = A 2D [EH
(Administration) | > [F¥#E%%E (Advanced) |>[4 v/R— k&I Y XR—k (Import & Export) [ ICERINET,
Z OREREDFEMIZ OV TIE,  [Cisco Secure Firewall Management Center 7 KX = A hL— a3 > HA K] @ [ o R—

M7 AR—=1 ] 2ZR LTS,

BEIA—ILAN\Y I ZERAL-EBEROKE

JE£BAIZ & > T Management Center & Threat Defense [ D BlEREN X 7 o LTEGE I 2 T, sEOHEI R — /Ly 7
AT TE ET, ManagementCenter ~DT 7 AT —H A L H—T oA ZAZMMEHLTWDIRIWT, 7 —F A F—
T A A&Bo THET D &, BEOBAE o — Ly 7 BFEELET,
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[T/31 X (Devices) 1> [T/31 REHE (DeviceManagement) | #fiH L CHEIm — LNy VR EEZHN L, [k

(Edit) 1 (#) 2270027352 L& LET, KIC, [T31 A (Device) ]>[JEBF%E (Deployment Settings) ]
iz 27V 7 L, B2 —MRERELET, BB —A Ny 713, SRR, 522 ) v 7R, B
N7 AXRT LY b E— RTIEHAR— PSR THERA, FEMIZONTIL,  [Cisco Secure Firewall Management Center
THRAAREAA ] © TRAREDORwE] 22 L TIIEIN,

LR— FD{RE

Firewall Management Center (2 /XN DD X A 7O LAR— FBHEINTOWET, ZbT_XTITIE, HEROLWA
BT 7B ANLRETDILERND DEEHFRPEENTVET, §XTO L AR— FF A 7, Firewall Management
Center b B =/ AL Ea—F AL ENTHWRWEXTY Ve — FT&£Y, WMASNDEheRiET D7
W, VLAR—hEX U m— KT 5HH1IZ, Firewall Management Center & Web 77 w7 [ D815 2 &5 L £ 7, Firewall
Management Center & Web 7 7 U DO DO F 2 7iEE (153—) #ZMLTIEZIV, ) SHIZ, LAR— F3fR
fFaEnTWHR—H)L v Ea—H~DT 7 A% RH#ELET,

AEUEL R — ME, VAT LAORMHEICET HEMTAH A Z ~ A Xa[fE/2 LR— kT, HTML, CSV. PDEEXTA
FCTEFET, YR LAR— NI, i)Y 27 0o E A HTML BT RLE T,

Firewall Management Center Web A > % —7 = A A TlX, fEHELR— L VX7 UR—FOWGTN A1 M
AN— I (Insights & Reports) ]>[L7"— MERL (Reporting) ]>[LAR— k (Reports) JIZFETRENET, Zhbolb
A—MZE, B— AT — RIIMZC2ODRGEAT v a v B’bh, TRt x =T 1 U A7 BN
\i—a—o

s LAR— M AR L2 — NICEFA— LV THERETE ET, B A—AERETE VWD, ikanzy
AT LTZOMREZH M5 Z L3 @Eld LEEA,

s LAR— &2 VE— K TS RCHERSFTE £, Firewall Management Center & J E— F X f L—F /3
A O A RETE WD, BILSNTE VAT A ZOBREZEHAT 2 2 L i3B#» LERA,

AL R— FBIOY X7 LR — FOFRFHEB L OEROFEMIZ OV TiE,  [CiscoSecureFirewall Management Center
TRI=ZARb—=var A R] o TLR—F 28R LTLIEEN,

s hTTNT =T 4 T DIV F=S LAR— MO, VAT LSRN A LT25E ORZENC Cisco TAC 23Mf
HTE5E®MNE £ T ET, Firewall Management Center Web A > % — 7 = A A5 26O LiR— b &4ARK
THIZE, [FS T a—T 4 >4 (Troubleshooting) ]1>[~NJLR (Health) [>[E=%— (Monitor) ] ZfEH L
T, [CiscoSecureFirewall ManagementCenter 7 RX =A hb—a > HA Rl O T v Ty a—T 0 THO
ANIVAE=H Y T VR— ) OFNEEFEITLET, Firewall Management Center (%, .tar B LW .gz B D 77
Ny a—=T AT T ANEERLET,

ARV T— LAR— ME, BIERFEINTNDLIRY V—DOREICHODWTOFMEZRT PDF 7 7 A L TT, LAR— %
PAR—=FTERY =D A MIOWTIL, [Cisco Secure Firewall Management Center 7 KX =A hL—3/3
AR @O TBHEORY — VU AR—bDAERK] 2SR L TIEI0,

c R L AR — R L CL MEROEERIE A~ OISV AT b RT g —~  AD R E B E LioR Y v—%
BAMERTEET, 220K Y U—DMHERR, REISNTER) =L ETar 7 Xab—ra VOMHESEH
RHZENTEET, LA — K (PDF EROATAFARE) ZAMT DI, T LK) >— Z A4 TOE
HAR—IZT7 78 AL, [RY T —0Ok# (Compare Policies) | Z3#R L %9, [Cisco Secure Firewall Management
Center 7 /3 ZARENA K] © TRY > —DH#] #ZM LTI ZI0,
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EFATHENEBT S5 — k

IR U ToA N IRRAELTZ L ET, SN —"—~DT T — MRE &I 2 8H 25179 5 X 9 I Firewall Management
Center x X ETCEET, TNHDT TF—NMNI, VAT AT VT4 ET A DE=Z Y TSSO REMERH D £03,
IR — "=~ DR A RETERNGE, EX2 U T 4 VA PEL D RetErnd D £,

Firewall Management Center (X, R 3 DDEXTT 7 — MEEDEELZ IR —FLET,
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e Syslog lIZERFEENDHT 7 — MnBEERi#ETHZ LI1XTEX £ A, Firewall Management Center Web 1 > % — 7 = A A
T[E¥E (Administration) [>[7 35—k (Alerts) 1 ZEIR L, [T 7 — FOIERKL (Create Alert) ]>[Syslog 77— b
ZERK (CreateSyslogAlert) 1227 Vv 7 LET, MILSNTZRIETZIOL D7 79— N2 EFT 5 & 9 (T Firewall
Management Center & &3 5 Z & ITHER I N EH A,

« A= UL — KRR N &EOERICK G (TLS £721LSSLv3) #fHL, 2—¥—Z &R T —RF&ERTLH LD
WCRIET H 2 & T, FlrewallManagementCenter75> B A — /LTINS — =X ET D RERET D LN TE
F9, ZIUL[EE (Administration) ]>[E%E (Configuration) ]>[E*—JLi@%01 (Email Notification) ] Zf#H L
“C Firewall Management Center Web A > % — 7 = A A THATL £ 9, FHMIZOWTIEL,  [Cisco Secure Firewall
Management Center 7 KX = A ML —3aHA K] O [ A=Y L—FRA MBIOWEMT NLADORE] 22
LTLIEENY,

A=) U b— KA K& ZR# T 5 L. Firewall Management Center 25K DISFEA T H L CEET 57 — & 2
REINET,

¢« BETLA—NT T — Min&iL, [Cisco Secure Firewall Management Center 7 KX = A hL—3 3> A K] @
[T A =T T — MNEEOIERS] TS TWET, (ZOREZ[EE (Adminigtration) [>[7Z— b
(Alerts) | =M L CEE L. Firewall Management Center Web f > % — 7 = A AT [7 7 — M D1ERL (Create
Alert) 1> [BFA—ILT7 35— bDOERL (CreateEmail Alert) | %27 U v 27 LET, )

o T —HX T )N—= U@L, [Cisco Secure Firewall Management Center 7 KX = A hb— 3> A K] @

[F— R R A R ]\iﬁ(@ﬁ%ﬂ[ﬂﬁ@ XE ] TS TWET,  (ZOFKEIL, Firewall Management Center

Web A > 5% —7 x4 2D [EE (Administration) ]>[5%% (Configuration) ]>[7T—% "—X (Database) ]
DFTZOREEHELLET, )

C SNMP #— A [CE(E &5 T F— L. [ (Administration) [>[F7S5— k (Alerts) ] CLLFO 474 2 2%
fffl L. Firewall Management Center Web 1 > % — 7 = A AT [7 7— b D{ERK (Create Alert) 1>[SNMP7T 7 — k®
fER% (Create SNMP Alert) [ #27 Vv 7§52 &L CIRETEET,

o [/3—=Ta ¥ (Version) JIZDOWTIESNMP V3 Z&IRLET, 207w ha/Vidll FadR—FLET,
« SHA. SHA224, SHA256. SHA384 72 DI T /LY X A,
« AES256, AES192. ¥ X TN AES128 (Z Xk A5 51k,

« DL B — Y —,

o B a5 ET AR A Ol (MD5 £721L SHA) ZEIRL T, ISRAT—FEZ AN LET,

s [T A" —71 ka3 (Privacy Protocol) | & LC DES, AES, F£721X AESI28 Z IR L, [/SAT— R
(Password) |Z AN LET, F—NEWEELZRIZRY ETN, X7+ —v AFETFTLET,
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VAT ANA =YD a— RIEHATLIIVP Y IDEEE L ET, Firewall Management Center @ IP 7
RLAD 16 R N—T a VafT5 2 L 2H#5E L £9, 72 & 21X, Firewall Management Center @ IP 7 K L/
AN 10.1.1.77 Th 584, 0a01014D0 ZEH L £ 7,

SNMP 772 AD7T 7% AU A k% Firewall Management Center 3 SNMP 7 7 — bk & 2%[5 T D5 E DA A MMIHl
R 20BN HY £, [EE (Administration) ] >[E&FE (Configuration) ]>[7 27X 1J X+ (AccessList) 1%
IR LEJ, [CiscoSecure Firewall Management Center 7 KX = A hL—v a3 > A K] 2SR LTIEI0,

Firewall Management Center (X, SNMP AR— U 7 HH AR — F L TWET, ZOMEARET HICIE, EXaT7 7
SNMP R—V 7 (7X—=2) ZBRLTIEIN,

S

EZE Firewall Management Center 7> SNMP $—/N—F 72X SMTP — _— DX o 7P AR ET HZ LI T
SETH, BREET Y 2 — /LT FIPS ([ZYEMLL T EH A,

SET T — b OEFEMIZ OV TIE,  [Cisco Secure Firewall Management Center 7 KX = A hL—va > A4 K| © 7
T — hDISEELR LTANBT 77— #ZRLTIZIV,

EXOTDRE

Firewall Management Center [, [-f X2 k& w2 (Events & Logs) > [/0#T (Analysis) ]>[B#& = 2 (Audit Logs) ] %
FHLCRESNT 2= =T 77 4 €7 ¢ OftHAH ) e 7% R/FF L £ 7, Firewall Management Center O A E Y

VY =258 T 5720, Zhbon 7 &4 (Syslog £72FHTTPH—/N—~DRA N —I ) THRIFTDHZ & B
TEET, 2L, ZOFETIEH, TLSEAEDNC L, TLSAEAELZ A L CHAGRIEA M2 2 LICk-o T, BEhR
TAM) =T DF ¥ AXNERELRVED  £X 2 VT 0 VAT PECDARERH Y £7, FEMIC OV T,

['Cisco Secure Firewall Management Center 7 KX = A hL—y g A4 K] O [BEEa /7O X2 772 AR —I
7] ZZRLTITEE N,

eStreamer ~DIEFZ D {RE

Event Streamer (eStreamer) % f{i /9% &, Firewall Management Center 2> 5 OBFEIHD A X b T—H & I AKX L
RINIZITAT L N T TV r—va ATA M) —ARETEET, FEMcO VWL, ZHEHDOAA—T 3 0 [Secure
Firewall eSreamer #5574 Rl ML T 2 &0, B2 eStreamer 7 714 7 > M OER L Z IR L7255, &K
DT PHEEZHE L T ZIN,
X2 VT AT EAERORA NI Z VT A RAEERH LT Y —a 2% T 5
o T X INEARITIE(E S5 L 91T, Firewall Management Center & eStreamer 7 7 4 7 > MEOBw AR E L £,
[#A (Integrations) ]> [+ HIZF R (+ Show more) ]> [eStreamer] DJEIZEER L, eStreamer 7 74 7 > b & F1T
FTHRALE DR IRET DIEAE T 7 A NV SLT DD DN AT = REEELT, [ 747 FOVER
(CreateClient) %7V v 7 L¥9, #FEMIZ oW TIL, [CiscoSecureFirewall Management Center 7 KX =& k L—
var A4 R @ TeStreamer 7 74 7 > MBEDRTE] 2L TS,
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Cisco Security Analytics and Logging ~ DIE#HE D 1€

L0 EWERFFIICA b L— U %0972 9D1Z, Firewall Management Center - “X > b7 —# Z{&(73 % L 9 IZ Cisco
Security Analytics and Logging (A 7L I X) Z#RETE£T,

/5 Firewall Management Center Cisco Secure Network Analytics Manager ~ 27 = Y X, TLS K5t 2 N L TiTbi
F9°, 7 7 #/L FTiX. Security Analytics and Logging %, Firewall Management Center 2% HEhfJiIZ# V> n— R TX 5 H
CEAREIFE LM L E 7, Security Analytics and Logging ~D#ft & R T 272, KON EHEE L £7,

BRI T v VA L CREW#E % FE) THat L, Firewall Management Center |27 v 7’12 — R LT &0,
« HHRANCH SN T TEB T E 2FEBBN AR LZGEREZ M L T2 S0,

A~ M. syslog Zf#i ] L T Cisco Security Analytics and Logging (4> 7 L I ) (ZXfE SN E T, syslog HEAE % 7%
ETDHEEL, BEAEAT v a v EBRL TR,

NERT—RAR—RAT7HOEADEIL

WERT —H =T 7R ADFR—bRFEIESNE L, = F=T A DVR—= Y=L DRI LT TV r—=
V. BE O RunQuery 72 £ D v X gty — L %4 ] L C Firewall Management Center D7 — % X—A|ZT7 78 AT 5H 2
LIFTERSRYELL, T—HIR=AT 7 A2, MlElY -1y v rn—RE547 a3, Y AT A
RETIHEHTE <R LT

SMRT =S X—=AT 7 B ABREDBEILIZ LD | = FR=FT A D VR = Y= ARH AL LT TV fr—2 2 VI
DIETERI 7R BB R IR A3 HEBR S v, Firewall Management Center 7 — & ~N— A DREEG MR DD U A7 MRS v, &
Fa T NREICRIESNET, BRIDEAT D20, T—FXN=Z2~DT 7t AL LU = V37§~ Firewall
Management Center Dt &5 BIFEHE 208 U CEIT L, WSR2 H 2R 2 & & ISt Y 27 2 L T 7Z &0,

O0A2NF—DHRETAX

Firewall Management Center ~D 7 7 Z ANRFFR[ S TWENE I Db bd, 2—WF I AT La0u s A _—Y
ERRCTEET, BT A U NFT =N AZA ALT, #ERATHEELILZRVEROALDRREND L IICLET,
Firewall Management Center Web { > % — 7 = A 2 C, [EI¥ (Administration) ]>[§%%E (Configuration) |>[R¥ A >
/NF— (LoginBanner) ] Z8R L £3, FHMIZ-DOWTIEL, [Cisco SecureFirewall Management Center 7 KX =& K L —
ar ARl o Targrn"g—) 28RLTIESN,

2y bIT—=0 A—HF—DERDHLOT74 2, 5. &K UHIHE
ZHR— b5 —N\—~DEFX1T75ER

Firewall Management Center ID 7R U > —(X, 7 A 7T 47 4 V—RA&EFHL Xy NV —7 2—PF—ZFiIEL, =—
P—2i@ik L, T80 T2—Y—FT =2 2L LET, 2=V TAT T 47 4 V—REMLT 2T, Firewall
Management Center 72 |3EHRGT NA 2L IROWT DD Z A T DY —3 & O OB LETT,

¢ Microsoft Azure AD
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* Microsoft Active Directory
* Linux OpenLDAP
* RADIUS

| B

EE LDAP. Microsoft AD, F72/Z RADIUS #—/3—~D& ¥ = 7 728t % Firewall Management Center 7> 5 5% i C &
FTH, AT Y 2 — /WL FIPS IZHERLL TV ER A,

A\

GE)  SMEBREFEIC LDAP 7213 Microsoft AD Z 4 /3~ 23551%, N2 —% 7 v hosft (12°—) J @
fEREMER L TSN,

(G£)  FirewallManagementCenter (X, ZALHDEY—N"—%ZFEH LT, 22—V =T AT T 4 T 4 EREOBGHOIE I
FERMHAGDEEY AR — N LET, FEMIZOWTIX,  [Cisco Secure Firewall Management Center 7 /3 A AFEE
ARl O Ta—Y—=TAToT 4T 4 V—ARZONT] 2L TLIIEIN,

(£)  Firewall Management Center (X, RADIUS $——% AL Txy bV —2 |2 VPNHREA R T 2 2 L b Tx &
T, FEAIICOWTCIE,  [Cisco Secure Firewall Management Center /34 A2 227 4 Falb— gy A4 K] ©
VPN O | 22 L TS,

Active Directory H—/3\—& & U LDAP H—/\— & DEHDIRE

Firewall Management Center 4" > = 27 hE, L /LA EBEEAL, Active Directory & 721X LDAP H—/3— ED KA A 2R
BT BTV DB E ALl LE T, sl >\,  [Cisco Secure Firewall Management Center 7 /34 A% E 4
A R] D TLrh] OBEFBBLTLIEEN,

(Firewall Management Center Web f > % — 7 = A A® [#f (Integration) ]>[Z DDA (Other Integration) ]>[L-
b2 (Realms) ] C) LIVAZEAERT H5E1E, AD —/3—F 21X LDAP — — L OB A Ri#ET 5720, RO
IHEBELTLEE,

Active Directory —/N\—[ZEEF T o d LILLDEZE :

* [AD Z/1/XA T — K (AD Join Password) 1 & [T 4 L2 U /SATU— R (Directory Password) | T /j72/X AT —
FZaZIR L £7,

* Active Directory LV AIZT 4 L7 b U ZBIIT 2BRICRO X H I L ET,

o [5 54t (Encryption) ]%€— K& LT [STARTTLS] 721X [LDAPS] Z3&IR L £9 ([7e L (None) ]IFEIR L 72
NWTLZEY)

s Active Directory KA A > 22> b a—F ~OFFEIZMHH 3% [SSL AEHIE (SSL Certificate) | ZfiE L9, i
RN BN TV EETE DRGERNAERK LIZiEELHHT 5 2 L 2 BEIO LE T,
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LDAP H—/N\—ICEEM T oh D LILLDISE :
[T4 V2 FU NZTU—F (Directory Password) | THR/J7R/NA T — RARIRL £,
*LDAP LV AT 4 L7 R U ZBMT HBICKD X HIc LE T,

o [ 54t (Encryption) ]%€— K& LT [STARTTLS] £721% [LDAPS] Z&R L £ 9 ([7e L (None) ]IFEIR L 72
WTLIZEWY)

* LDAP H— " —~DFBFEIZfE 5 [SSL sEIE (SSL Certificate) | #f5&E L 7, RIS TN TE
FHCE DGRV AR LIFEELEHT 2 L2 BEIO L E T,

RADIUS H—/\— & DEHFDRE

RADIUS $r—/3 & Ot 5% E 3 521X, Firewall Management Center Web { > % —7 = A AD[# TP x4 + (Objects) ]>
[AAAH—/3— (AAA Server) |>[RADIUSH—/3—%4')L—TF (RADIUS Server Group) ] T RADIUS #—/ 7 )L—7
FTV 7 NEfER L, D7 V—7IZ RADIUS $— 3% B0 L £9, RADIUS $— & Okt & R4 H121%, [#r
LV RADIUS #—/% (New RADIUS Server) | # A 7 a7 CIROA S+ a U EEIRLET,

« WX RT NA X & RADIUS H— [ TTF — & Zl 5 kT 57200 [F— (Key) ] & [F—DHER (ConfirmKey) ]
HRELET,

X TR T A EEFEET R N CEX RO A —T oA AEEELE T,
* Microsoft Azure AD

tF AT REEAE B

Enrollment over Secure Transport (EST) Z{ff L /=iIBAZEZERDHKRTE

LT TF % IV %I L7z Firewall Threat Defense DR E8$k A 5% & T X £ 9, Enrollment over Secure Transport (EST)
(T, CADS IDREREEZIUGT 212D T A AL > THAIENET, ESTIE, X =772 A v —VHRkIC TLS
ERHEALET,

EST ORETIE

1 [#T2x% b (Objects) 1>[PKI]> [FEBAEZE & (Certificate Enroliment) 12 ER L 9,
2. [Add Cert Enrollment] #27 Y » 27 L., [CA Information] ¥ 7% 27 U v 27 LET,

3. [B#k¥ A7 (Enrollment Type) | Rm v /XU X )b, [EST] @R L £,

Firewall Threat Defense (& &2 > TEST h—/N—FEHEZMEE L 2 WA X, [ESTH— N —FEEHOMRGEL T2 (Ignore

EST Server Certificate Validations) | = v 7 R v 7 A& A4 NI LW L2 BEIO LET, 77 4/L hTiE, Firewall

Threat Defense (X EST $—/3—iEBHE A MGE L £ 9, EST k¥ A 71X, RSA ¥—& ECDSA ¥ —DHZ ¥ A — kL,

EdDSA ¥—% %R —h LEHA, FEMIOWTIEL,  [Cisco Secure Firewall Management Center 5 /3 A AFREN A K] @
[GERAEOBRGEA 7Y 27 FESTAF Y a v 28BLTLIIEEN,

Firewall Management Center & Firewall Threat Defense T, RSA F—1 A X732048 £~ MR OFEHE L . SHA-1 & fif
AT 6% —138HTEEEAL, INHOHIRE EEXT HI2IE, [Weak-Cryptox 2029 % (Enable Weak-Crypto) |4
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7> a v (T4 R (Devices) | > [REBAE (Certificates) |) # i Tx£9, 7 7 4/L h TiX, Weak-Crypto =7 3
NTEEIHIZ 7 > TOET, weak-crypto F—ZF T H T L IFHELEL 8 A, weak-crypto F—I%, F—H A1 AR KX
NWF T ELRTIIRWED T, Weak-Crypto Z AN LT, BT EAEORGER E X FREICTHZ N TEET,

72720, ZOREIFAEAZEORGFIITEA SN EH A,

SEFAE DIRFLDEXTE

FRED CAFEAEZMH L CSSLRCIPSec 7 74 7> hEMFELTZ Y . CARERAEZMH LT SSL — =025 Ot
ERMEELTZY TEET, BEHEREOREERET D H1E

1. [#72xz% b+ (Objects) ]>[PKI]> [REBAZEE % (Certificate Enrollment) %43 L £ 7,
2. [Add CertEnrollment] #27 Y » 27 L., [CA Information] ¥ 7% 7 U v 7 LET,
3. [MRFEEME (Validation Usage) ]| : VPN £t HUICREIEZRGET 247 v a U BRI L £ 7,
«[IPsec” A 7> b (IPsec Client) ]: ¥ ~ VPN #55:0 IPSec 7 7 A 7 > M EZMFEL £7°,
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