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Cisco Secure Firewall 6100 O EJF %2 F 12 B/ SRV D LED TEFEB LR AT LADRAT —H R & ik
wuﬁ—}:) kf IEI% E@LVCU\%) &%ﬁ; ﬁ—éﬁff
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7 hMEMARMELET, ZNICED, VAT LADTV—AT Ny NE T URYER— NI, VAT A
V7 U 2TBLOT—HOMEDO Y R BRI NET,
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T AT U F—)LZ0 CEIT 5 & XX, Firewall Threat Defense O FIHLIZH) 15 ~ 30 50300 £,

T AT UMK U TEBEEO B WENZMIIGT 5 2 ENEETT (EEEEREE (UPS) ZiHT
5708) o WO ¥y NE T EITORWTEINRKRDND & Ek&774w/XTA®%@%ﬁ%
EZTREERSV T, Ny 77T FTRFIZHO T o ANRFETINTNT, EHNRKbIRD
L VATAE T L —RA TNy NE T UTEERAL

1. B2 —F 27747 U3 — Vi8R L, BRa VB MTEHRLET,
2. V¥ —YOEMHET, ﬁﬂ%blﬁﬁﬁéﬁﬁT&/%ﬁﬁbf BRALT I LET,
1:

€IS€o
Secure Firewall
6100 Serles

Power button —Q
(V)

3. LED OHED AT —F AW L E 7,
2:LED

Py
O
SO
<

€

<

<

€

(

o

@)

@'

=0
=

)
3

System LED ——————o»

)
> G
]

Power LED ———

FEPRLED @ FEEATHRAT L TCWDIGAIE, 77 AT VA —VOERDA N> TNDHZ L2 ERLE
TO

VAT A (S) LED : ROEMEEZ S L T 7ZE 0,

Cisco Secure Firewall Threat Defense | Updated NaN,



[ C® DA | 4

1: SLED

LED DO E)F B TINA ADEREANT-ZRDE
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ok €8 T AT TV r—varir— K3k 15:00 ~ 30:00

FL

F LU TEAT (=T 0k TV rr—v g rom— RIZHR 15:00 ~ 30:00
e BLELE

Firewall Threat Defense ASA

oY —)LR— MIER L, CU a7 N &R 25 Z & T, Cisco Secure Firewall 6100 73 Firewall Threat
Defense 721X ASA #FAT L TV AN E I N EMERT 2 HFIEICHOW T L E 3,

Firewall Threat Defense & ASA O D7 7Y r— g VN, N— R =27 THR— SN TWET,
V= LR— M L, HARHICA VA =L ENTWAET 7 r— a U aHRLET,

1. oY —)LR— MR LET,
3:

RJ-45 console

Sesasces
e %e e
HOOZOZ0
HOEOR00

0262626}
Ve Ve UaGal

=
‘L/O

O
@
0
N

0o

2. CLIZa 7 2R LT, 77 A7 74—/ Firewall Threat Defense % 7= 1% ASA N FEFT I LTV S )
EIYMEMERLET,
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Firepower 7 74 > (FXOS) 'm o7 I RFRINET, B AV LTH LVWIRAT— R%EE Eﬁ?i
U352 MR TEET, B A U2 TTHHMENS H5E 1L, Firewall Threat Defense CLI ~D 7 7
A (5R—=Y) 2L TLTEIN,

firepower login:

ASA
ASA 7o o7 FIRFERENFET,

ciscoasa>

3. M7 T7 7Y r—3 3 URNEITENTWBEAIL. Cisco Secure Firewall ASA 35 12 O% Secure Firewall Threat
Defense f5 A A —AbTA REZBL T IV,

Firewall Threat Defense CLI

VEIZINCTEX0SiZue 7 A L, FIDCLLZYI W B2 D7D, By N T v T7RNT TN a—T 4 7
1T 9 7812, Cisco Secure Firewall 6100 = Firewall Threat Defense CLI \Z7 7 & 24 % J7ik,

BEEII N T TINY a—TF 4 T OEDICCLUICT 72T A0LERHLEERH Y £,

1. oY — R — NI L E7,
4:

RJ-45 console

sseiese
Plesecess s
gogogogego

0o

2. FXOS ic#ike LE4, == —H¥—4 admin £ S2 U — K (57 4/ FZ Admin123) #ff L T CLl 2=
TJA L LET, FlOTu s A Lizd&x, RAV—FREEETLL9ROLNET,

firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[oool

Hello admin. You must change your password.
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Enter new password: *kxkxkxx
Confirm new password: ***x*x*xxxx
Your password was updated successfully.

[oool

firepower#

3. Firewall Threat Defense CLI [ZZ5F L £ 47,

connect ftd

Firewall Threat Defense CLI (Z#)&h CHEfi T D &, #IflE Y N7 v 7 2% TT 5L 21Tk ET,

Example

firepower# connect ftd
>

Firewall Threat Defense CLI % #& 79521, exit £7=id logout =~ REZ AN LET, Zoa~vwr RiZk
. FXOS 7r > 7 MIED 7,

Example

> exit
firepower#

FREZBRIAT D ENC. BED Firewall Threat Defense ¥ 7 b 7 = 73— g U 2R+ 5 5%, B L W Cisco
Secure Firewall 6100 % % —7%7 > b U U —X{ZHEA A—MbT DN E I 0ERET D HEIIHOWTHREALE
Er

T7AT U —VERETHRNIHGNN—a v B A VA =L THIEE2BEIDLET, BlOFEEL
T, BBRICT v 77— REFEITTAHIEHTEETN, REEZRFIDHT 7 L—RTiE, Z0F
B2 X0 GEEMRLNDEAENH Y £97,

ETTEN—Day

VIR zT Xyra—RX=UD) ) —=2AFSOMICH D, @ADRNIMPWTWS GoldStar UV V) — 2 %
FEITTHZ L2 BEID L ET, https://www.cisco.com/c/en/us/products/collateral/security/firewalls/bulletin-c25-
743178.html TSN TWDH U U — R A SRS 5 L L TE £,

1. oY —R— MNIERELET,
5:
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2. FXOSCL T, FEfTHoNR—Va vz L ET,
scope ssa

show app-instance

Example

Firepower# scope ssa
Firepower /ssa # show app-instance

Application Name Slot ID Admin State Operational State Running Version Startup
Version Cluster Oper State

ftd 1 Enabled Online 7.6.0.65 7.6.0.65
Not Applicable

. HLWA=T g a2 A A N=ATH5EIE. ROFIREZETLET,
a) 774N TR, BHA LU H—T oA RLDHCP L £, BHA L X —T oA ATHIP T
RUVRAZRETDHDVLERDHGEIL, ROa~r ReE AN LET,

scope fabric-interconnect a
set out-of-band static ip ip netmask netmask gw gateway
commit-buffer
b) FXOS D N7 7N a—T 4 7 A FIZRRBMSNTND A A= MEDFIEZFATLET,

BFHA L H—T 2 A ANLT VT EATEL == LA A=V 52X T a— N 50813 H
DET,

Ty AT VA —/VRFEEE) L7 5, FXOS CLINZ FEHHE L £7,
¢) FXOSCLI T, HFHE NSAV — FZHERET L L O RO LN ET,

Cisco Smart Software Manager 33 = O* Cisco Commerce Workspace T Cisco Secure Firewall 6100 Z 1 &z > 2 % HY
BT HHEZONTHHALET, TR, BRI B AZA T BINOWHERZFELT 5 72O H
THIA4 L APD DEELEENET,
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TA B A, VAIERIFRBREENST AL AEEA LB, Av— b Y7 =T T4
YT THU MY 7 STV ET, Smart Software Manager (7 U 2 R WAL, YL B
Vo Z LTHLWT I hERELET,

£ 72084 1%. Smart Software Manager (Z Firewall Management Center % %%k L £9°, &&%% 47T 921X, Smart
Software Manager CHgk h— 727 VA AR T HMERH D 9, FEM7ZR FIEIZ-OWTIX, Cisco Secure Firewall
Management Center 7 KX = A hL—3 3> A RESR LTI EEN,

Firewall Threat Defense (ZIZIRDZ A £ AN H D £7,
Essentials : W/ ZH
IPS
~ /v = 7 B
URL 7 4 &Y
Cisco Secure Client

% U7 (Diameter. GTP/GPRS., M3UA. SCTP)

1. B TIA B AZBINT 508N H 5 A 1L, CiscoCommerce Workspace T[4 THkiZZ (SearchAll) ]
T4 — NV REHFEHLET,

6:

= v SearchAll.. Q

f Catalog Estimates Deals & Quotes Orders Subscriptions & Services Software

2. AU APD #BBFELET, LERPDICHOWTIE, BELTA REZEML T EE N,
3. FEEMD, 85 E Y —E 2 (Products & Services) | Z&EIR L £9°,

7:

e All Results
T Orders 6
[ Invoices 2
fZ, Software Subsc... 1

© Products & Ser... 1

FXOSCLI D> ¥ v ¥ v a~<wy RERX FirewaII Management Center D> ¥ v NX ¥ /U 7 70 —%f#
HLT, 77 A AT LOHEEE AT % 72912 Cisco Secure Firewall 6100 O EJR 4 %2 F7CT 5N
%

VAT AEWMUNI Y Yy N UTHTENEETYT, BMICER YT VAR, BRAA v FEH
L7328, BERRT77ANVATLAOBREESIZH T ZENHVET, Ny 77707 RTIEFIC
EEDOT v ANFETENTEBY, BRI 72wz, BEZUMLIZ045E, 77 AT 74—
VAT LETL—AT LTy NETUTEER AL
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CLI

FXOS CLI % {iti » T Cisco Secure Firewall 6100 2> v v b X 7 L, HBREWVIA LD, T ZAE2BEL
72T BRI, VAT LB V=B IETE D LI T D HECHO VDT LET,

FXOSCLI Z 32L&, VAT LELRRIIV Yy UL LTI 7 AT VA —LVOERLOIMTE E7,

1. oY —iR— NI LET,
8:

RJ-45 console
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2. FXOSCLl Cu—h V' E#H T — NIz L £9,
firepower # connect local-mgmt
3. VAT LTy Yy MF U LET,

firepower(local-mgmt) # shutdown

Example

firepower (local-mgmt) # shutdown

This command will shutdown the system. Continue?
Please enter 'YES' or 'NO': yes

INIT: Stopping Cisco Threat Defense...... ok

4. 77 AT T —NDI vy NE TRV AT ATe L TP 2= —LFT, vy N T UMNET
THE, ROTa T IRERINET,

System is stopped.
It is safe to power off now.
Do you want to reboot instead? [y/N]

5. VBT LCERAL v F a4 71T L, BT T 7 2 K0T v — 2 DY ERE R A 2 &
MCEET,

Firewall Management Center

VE—FCTEHLTWDIHEETHLT N ZADERELZEITA 7IZ2TE 5 & 512, Cisco Secure Firewall 6100
% Firewall Management Center 2>5 3 v v b & 7 4 5 J5ik,
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Firewall Management Center Z (il L T AT LA Z @Iy v v hF v LET,

1. 77 A7 Ur— VT yy NETLET,
a) [T/Y1 X (Devices) ]>[7T/314 XE¥E (Device Management) ]%i&{R L £7°,
b) FHEBEIT 57 31 ADMICH S [ (Edit) | (&) 227V v 7 LET,
c) [7/34 & (Device) | #7527V v LET,
d [2F 2 (System) |27 aT[F AL ADY v v F&Z 7 (ShutDownDevice) | (D) 227U v
7 L/iﬁ—o
e) a7 IRFERINTZL, TR ADY Y v N T U EHERLET,

2. 2V AT AT VA —ICER L TWDAGERIE., 77 AT V4= ARy y MU THEE
VAT AT T NeE=F—LET, Yy NMEUVRETTLE, ROT a7 MRERINE
75

System is stopped.
It is safe to power off now.

Do you want to reboot instead? [y/N]

Y=L ER L TOWRWEEE. R30MFEF- TV AT AR Yy Yy NI T LTI L 2R LE
TO

3. MBS L THEIFEAA v FE2A7IZL, BT 7 7KW Ty — I bWBERICERAZ R 442 &
MTEET,
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L

Cisco Secure Firewall 6100 % % v b U — 7 [ L, ~ % — 3 ¥ (OB
]\/iﬁ—o

T7AT U r—NET—T N L, 77 AT U+ —/L% Firewall
Management Center {2 &%k L £,

*  Firewall Management Center
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M= =Ty N7y 7 EHFET L, RERNIR Y MY — 7 EHlc B e AR — M EHEFTE 5 L 512,
Cisco Secure Firewall 6100 ® /7 — 7 V825 H1EIZ DWW CRA L £ 97,
Firewall Management Center ZEL OB 1/1 4 > X —7 = A AZEEHRELET, BHxy bU—27(2iE, B

DDA B —Fy hADT T RBANKETT, 2 z21E, 77 A7 v+ —VEHEZMN LT (=& 2013,
WERR Y T =728 52 L1k » Q) HH XY NIV —0 %A X —Fy MR TEET,

aV =N —TNEAFLET, TN ITIET AT U=l ary =L —T M E LT
Wiz, Y— Ko%—F ¢ O USB-to-RJ-45 2 ) 7 )L — T NI EEBEAT DL ENH Y £,
FEY1IZSFP 20 fFir£9, Ziix. SFP/SFP+/SFP28 & = —/L & /B & 9% 1/10/25 Gbps SFP28
A—kTT,

TR A H =T A AR—MISFPEZEfHTFET, £ —V v b 11~ 112 DEER— NI,
SFP/SFP+/SFP28 & ¥ = — /L Z W% & 45 1/10/25/50 Gbps SFP28 " — T4, A —H %~ b 1/13~1/16
I%. SFP/SFP+/QSFP+/SFP28/QSFP28 £ = — /L Z ¥ % & 4% 1/10/25/50 Gbps QSFP28 7K — b T,

FMIZOWTIE, N FU =T RETA F2ZRLTIES,
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CLity N7 w7227 Y7 h%&{#HH LT Cisco Secure Firewall 6100 FH 7 NL v v 7 Z2FE L., HEA v

H—=T 2 A ASRZ—T% T HAEHEL T, T/31 A% Firewall Management Center [Z 8k T 5 X 9
T 5 Hik,
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CLity h7 v 7227 VX v LT, EHOEHIPT FLA, Y= FUxA, BEORZOMDIERR »
D= BREEITVET,

1. =Y —)LiR— MZHEg: L C Firewall Threat Defense CLI (27 7 & A L %4, Firewall Threat Defense CLI ~
DT 7EA (5R—) LTI EIN,
2. BHA LA —T 2 A ADKREMDOCU LY b T v 727 ) F 25T LET,

( N\

B =

BEZEIZ VT (e, A A—VEEERTDHZEICLY) LannhED, CUty T v 7 AT
U7 hERYIRTZLIITEERA, 2L, ZRODORETTIL, %25 CLI T configure
network =~ K& fEH L CEE CT& £, CiscoSecure Firewall Threat Defense =~ > K1) 7 7 L' >/ A
LT ZEN,

You must accept the EULA to continue.
Press <ENTER> to display the EULA:
Cisco General Terms

[...]
Please enter 'YES' or press <ENTER> to AGREE to the EULA:

System initialization in progress. Please stand by.

You must configure the network to continue.

Configure at least one of IPv4 or IPv6 unless managing via data interfaces.
Do you want to configure IPv4? (y/n) [y]:

Do you want to configure IPv6? (y/n) [y]l: n

HAZVR : ZNBDEATDT RLADDRLLE S 12O Ty ZANLET,

Configure IPv4 via DHCP or manually? (dhcp/manual) [manual]:

Enter an IPv4 address for the management interface [192.168.45.61]: 10.89.5.17
Enter an IPv4 netmask for the management interface [255.255.255.0]:
255.255.255.192

Enter the IPv4 default gateway for the management interface [data-interfaces]:
10.10.10.1

Enter a fully qualified hostname for this system [firepower]: 1010-3
Enter a comma-separated list of DNS servers or 'none'
[208.67.222.222,208.67.220.220,2620:119:35::35]:

Enter a comma-separated list of search domains or 'none' []: cisco.com
If your networking information has changed, you will need to reconnect.
Disabling IPv6 configuration: managementO

Setting DNS servers: 208.67.222.222,208.67.220.220,2620:119:35::35
Setting DNS domains:cisco.com

Setting hostname as 1010-3
Setting static IPv4: 10.89.5.17 netmask: 255.255.255.192 gateway: data on
managementO
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Updating routing tables, please wait...

All configurations applied to the system. Took 3 Seconds.

Saving a copy of running network configuration to local disk.
For HTTP Proxy configuration, run 'configure network http-proxy'

Setting hostname as 1010-3

Setting static IPv4: 10.89.5.17 netmask: 255.255.255.192 gateway: data on
managementO

Updating routing tables, please wait...

All configurations applied to the system. Took 3 Seconds.

Saving a copy of running network configuration to local disk.

For HTTP Proxy configuration, run 'configure network http-proxy'

Configuring firewall mode

Device is in OffBox mode - disabling/removing port 443 from iptables.
Update policy deployment information

- add device configuration

- add network discovery

- add system policy

You can register the sensor to a Firepower Management Center and use the
Firepower Management Center to manage it. Note that registering the sensor
to a Firepower Management Center disables on-sensor Firepower Services
management capabilities.

When registering the sensor to a Firepower Management Center, a unique
alphanumeric registration key is always required. In most cases, to register
a sensor to a Firepower Management Center, you must provide the hostname or
the IP address along with the registration key.

'configure manager add [hostname | ip address ] [registration key ]'

However, if the sensor and the Firepower Management Center are separated by
a

NAT device, you must enter a unique NAT ID, along with the unique registration
key.

'configure manager add DONTRESOLVE [registration key ] [ NAT ID ]'

Later, using the web interface on the Firepower Management Center, you must
use the same registration key and, if necessary, the same NAT ID when you add
this sensor to the Firepower Management Center.

>

. Firewall Management Center Zf§7& L £,
configure manager add {hostname | IPv4_address | IPv6_address | DONTRESOLVE} reg_key nat_id

{hostname | IPv4_address | IPv6_address | DONTRESOLVE Firewall Management Center & FQDN & 7=13 IP
7 R L A%Z4$5%E L £9, Firewall Management Center # [ELf% 7 K L AF5E T Z2WEE 1%,
DONTRESOLVE Zfi i L £9, ZDFEIE. 77 A4 7 U4 —/V3, BEERRERIPT KL AEZER
A NG EFFS TCOWDRENH Y 7,

reg_key : Firewall Threat Defense % %7~ % & X |Z Firewall Management Center CTHI5ET HEE DO T v
A A DR —FHELET, BEXF—I122~36 LFTHHLERH Y I, A FITE, ¥
¥ (A~Z, a~z, 0~9) | BXUOANA 7Y () ZREBRBY ET,

nat_id : Firewall Management Center CH{5E79 5, (LR T—ED 1FHIR Y OFHZFEE L £7, NAT
DiX2~36 XLFTHLILENRDY T, AR FITIEL, #5F (A~Z, a~z, 0~9) | BLUAN
A7 (=) BRENHY £, ZoIDIX. Firewall Management Center |88k 3 2D T /3 A A (2 1EAE
Hc&EE®i,
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Example

> configure manager add fmc-1.example.com regk3y78 natid56
Manager successfully configured.

Firewall Management Center

TNAADFEARGEZIZIPT LA L BEEF—B I O'NATID i/ L C. Firewall Management Center
NDTINA AR E R ELET,

HEAREROBREXF—ENATIDIC LA FEH Fu by g = 7% H L. Firewall Management Center [~ /3
A A&EBIMLET,
7 7 A 7 v 4 —/v% Firewall Management Center |2 &%k L 97,

1. Firewall Management Center |22 7’1 > L £,

a) WO URLEATTLET,

https://fmc_ip_address

b) = —H—4 2T —RFE AN LET,

c) [/ 14> (Loghn) 1227V v7 LET,
2. [T/814 X (Devices) ]>[7T/34 REHE (Device Management) ] Zi®{R L F7,
.[B (Add) ] ey F&E T A =a—nb, [T/A4 X (Device) ] &R L £,
4. [Registration Key]. [Basic]. [Next] DJEIZZ V v 7 L9,

9:

w
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Add device

o Device registration method Device registration method

2 Device details Registration key

Identify the same one-time registration key on the device and in
the management center.

Choose the

@® Basic

Apply basic configuration, including the access control policy.

al device configuration method:

O Device template

| 77 AT 0 =D —T7 VA L k| 17

Serial number
Identify the device by serial number. On the device, you don’t
have to configure anything (zero-touch provisioning)

Preconfigure settings using a template. A compatible template must exist (either a default template or one you added) before continuing.

Cancel

5. 7 ADFEMAREL T [Next] 227 V v 7 LET,

10:

Add device

@ Device registration method Device details

Domain *

a Device details | [GIobaI/Leaﬂ ® V]

Hostname or IP address

[ 10.89.5.41 ]

e.g. server.example.com or 192.168.1.1

Display name *

[ 3110-1 ]

Registration key *

Enter the same registration key you set on the
device. This key doesn't have to be unique per
device. Use alphanumerical characters (A-Z, a-z, 0~
9) and the hyphen (-), between 2 and 36 characters.

Unique NATID @
[ 31101

Enter the same NAT ID if you set one on the device.
This key needs to be unique per device. Use
alphanumerical characters (A-Z, a-z, 0-9) and the
hyphen (-), between 2 and 36 characters.

D Analytics-only management center

When using Security Cloud Control as your primary manager, you can use an On-Prem management center for analytics.

Cancel

+ [Domain] : ¥ /VF RAAL VEREET, V—7 FAAL U ZBIRLET,
- [Device group] : H— N A A VEREET, 7 /31 A% [Device group] [ZiEM L £,
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[Hostname or IP address] : BT 5T XA ZADIPT RLAEIIHRA M EANLET, T34
AZADIPT RUABRARARIGET (NAT OBERIZHLHGERE) | ZO7 4 —/V REZEMOEEITL
E3 N

[Display name] : Firewall Management Center (2R /K357 /S AD4HIZAT LET, ZOARNIE
HTxEHA,

[Registration key] : ¥ & Al U &gk —2 AL E T,
[Unique NAT ID] : #JHIERERRE & [ Ui+ 2 A LE T,

[Analytics-only management center] : ,

6. 73 ADYIIREZATNE T,
11:

Add device

@ Device registration method Initial device configuration

Access control policy *

@ Device details [Defau\( Access Control Policy ® v ] +

o Initial device configuration _
Smart licensing

Ensure that your smart licensing account has the required licenses.

Is this device physical or virtual?

@ Physical device () Virtual device

License type Includes

Base firewall capabilities

Carrier GTP/GPRS, Diameter, SCTP, M3UA
1PS Intrusion Policy

Malware Defense File Policy

URL Filtering URL Reputation

RA VPN [Premler ® v ] RA VPN

Transfer packets
For each intrusion event, the device sends event information and the packet that triggered the event to the management center for inspection. If
you disable it, only event information will be sent to the management center; the packet will not be sent

[72tAa>r rO—JLR1) o— (Access control policy) | : BEEHIT A RTEBT 501w
UVo—%BIRT 2500, LR —%2ERLET, HHTINERSHDZ LR TWNED A
oA RFEHORY) =BT TIChbDBAZERE, (BN (Add) 1(T), [TRTOBIEEITOYY

(Block alltraffic) |DJRIZEIRLET, B CINEERLTCIN T 74 v 7 2R TH5ZENTEE
75

[RAYX—FS5 4t R (Smartlicensing) |: 7 4 o A &R L £,

[#38 T /314 AR T /314 & (Is this device physical or virtual?) | : [#3# 5 /34 X (Physical
device) |

[SA4 2 ADFELE (Licensetype) |: T3 ACEIV B THETA B ADZ A FEHERLE
—a—o
FNRA 2B BMLTEBIZTA L 2EHWHATHZ LB TEET,

[/3% v FDERE (Transferpackets) |: ZOAF T a U EANCTDHE, BAAL RV R4S S
T2 ONZ, T ARRED 721234 » bk % Firewall Management Center (2535 L 7,
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BAAXR NT LI, T RE, AR MEREARVNE RY T —LTeRT Yy MEREDTZDIZ
Firewall Management Center [Z26(5 L £3, ZOA4 7 v a U E L LIZGAE. 4 X2 MEBRZTRN
Firewall Management Center [Zi5{8 S, /N7 v MIFEINEE A,

7. [Add device] # 7 V v 7 L7,

Firewall Management Center 737 /XA AD/~— b B — k28 L CilE 2 ML 9 5 £ TIlT, K 25000
DLEENDHY T, BEPEITHE, 7L ARY A MIBMENET, KRLELEIE, =7 —
AvB—=URNFRENET, T3 AOBEITKM L72HA1E, ROEHZHERE L T ZE0,
ping : 734 ADCLHZT 7EAL, RO =~ R&fEH L T Firewall Management Center ® IP 7 R L/
A~D ping & FEITLET,
ping system jp_address
ping 23 E%Eh L 722 W 541X, show network =~ > RZFEH L TRy N = RELZHERLET, 72
AADIPT RVAZERTHMEN D HYA1E. configure network {ipv4 | ipv6} manual =~ > K%
FHLET,
ek —. NATID, 33 2 U Firewall Management CenterIP 7 KL A : [ 5 DT /A A TR UBEkF—%

AL TS Z 2RI, AL THAEAIINATID 24 AL C\Dd Z & 2R L E3, configure
manager add =~ > RZFEH LT, 751 A THEF—L NATID 258 ETHZ ENTEET,

NI TN a—T 4 T OFEMIZOWTIL, https://cisco.com/go/fme-reg-error 25 LT 72 X0,
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b
=5
3
=~
=1
Cisco Secure Firewall 6 100 % {2 L TR S 572012, ANt %2
UVFr 4R o—%RELET,
«  DHCP WORELEEH L TEAN X2V T 4R —2FELET,
. NEA o B —T 2 AL, B —T = A NEfA X —T =
« NAT ARZAZT 47 IPT RLAZED YT, A F—T AR

\ZDHCP 2 L £,

DHCPH— N—: 7 T4 7 > N OWNHEA % —7 = A ATDHCP ¥ —
N—%EHLET,

FIFIN I —h A E—T 2 A RAENLTT T+ FL—
FEBEMLET,

NAT : SN A o B —T = A ATA o H—T = A APATEAEH L £,
TRy hu— s NENBINBA~D N T T 4 v 7 ZFFR L E
TO

X2V T 4R —2 D AZA AT, LD EERBRELZED D
TEHTEET,
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NE — v &Y — DBV BT, v—T v REBRHADOIPT FLy v 7o

6100 1 > % —7 = A ADFREHFIEZHOWTHRIA L ET,

==

ixX AE

72 &, Cisco Secure Firewall

ROBITIE, §FHT R AZFFON—T v FE— FONIA v X —7 = A X & DHCP 24 5/ —7 »
RE—ROHNEA o F—T = ARELET, £/, NEWeb Y ——JHJODMZ A ' F—7 =1 A b8

j][] Lij_o

1. [7/34 % (Devices) ]>[7 /31 A% # (Device Management) | DIEICEIR L., 7 74 7 04—/ [

(Edit) ] (&)

IV LET, >

2. [1 % —7 AR (nterfaces) 1 %7V v 7 LE9,

12 :

Device  Routing

nterface

® Management0/0

GigabitEthernet0/0

GigabitEtherneto/1

GigabitEthern
GigabitEthern
GigabitEthern
GigabitEtherny
GigabitEthern

GigabitEthern

et0f2

et0/3

et0/d

et0/5

€t0/6

et0f7

Interfaces

Inline Sets DHCP VTEP

Q_ Search by name

Logical Name Type Security Zones MAC Address (Active/Standby) IP Address

Physical

Physical

Physical

Physical

Physical

Physical

Physical

Physical

Sync Device

Path Monitoring Virtu:

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Global

Add Interfaces v

al Router

L N N S

3. 40GbLLEDA =T 2 A ANBT L —27 T 7 hAR— hZERT DI, A VX —T A4 AD[TL—
2 (Break) |7 A&7 Vv s LET,

BETINA L H =T 24 AT TIHEH L TWDEAIL. 7 V—2 7T 7 EHITT DANIERE & HIER
TAHALERHD FT,

4. WIRIEERT 24 v 4 —7 =4 20 [tk Edit) ] (&) 227Uy LET,
13 : [General]
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Edit Physical Interface

General IPv4 IPv6 Path Monitoring F

S

Name:
inside

Enabled

Management Only

Description:

Mode:

None v

Security Zone:

inside_zone v

nterface 1D:

MTU:
1500

Priority:
0

Propagate Security Group Tag:
NVE Only:

a) [Ex=VUF 4> —> (SecurityZone) | " v 7 X R NDBLBEFONHREX2 )T 4 — 0%
BIRT 20, [F (New) |27 Vw7 LTHLWWEF2 VT 4 V=0 ZBMLET,

7= & 21X, inside_zone &t WO A HIDY —2ZBMLET, V—rFRE /N —TI2K oSN TEx=
VT 4R —%EHALET, 72&20E, NEY — v oS —o~D ST 7 4 v ZIXENIT 5
DINER S = INBNERY = ~D T 7 4w ZITENCLWnWT 782 ary ba—L R —%i%
ELET,

WERA > F—7 = A ADRFANIRESN TV DEE, ZIL6DT =/ FOKRY O34T a
T,

b) 48 X FETo [4nT (Name) | Z AT LET,
2z A F—7 A AT inside &\ D LT A2MT ET,

c) [£%) (Enabled) 1 F=v 7Ry 2%F I LET,

d [£—F (Mode) ]ix[72L (None) JIZRHELI-EFICLET,
e) [IPv4]l %7, [IPv6] % 7, FiciZiliiox 7% 2710 v 7 LET,

(IPv4] : Ry 7 HZ T VA NML[AXT 4 v 7IPEfEHAT S (UseStaticIP) JZ=IRL, IPT N
LALY TRy bR EBRAT v a R TANLET,

el ziX, 192.168.1.1/24 72 L L A/ L £,
14 : [IPv4]
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Edit Physical Interface

General IPv4 IPv6 Path Monitoring
I
IP Type:
Use Static IP -
IP Address:

I 192.168.1.1/24 ]

[IPv6] : A7 — kL 2 HERREDH A X [A % E (Autoconfiguration) | F = v 7R v 7 A% 41T
LET,

15 : [IPv6]

Edit Physical Interface

General IPv4 IPv6 Path Monitoring Hardware Configu
I
Basic Address Prefixes Settings DHCP
 —
Enable IPV6:

Enforce EUI 64:

Link-Local address:

Autoconfiguration:

Obtain Default Route:

f) [OKIZ2 U >27 LT,
5. SN T 514 v 2 —T7 =4 2D [fatk (Edit) | (£) 227 Vv 27 LET,
16 : [General]

Cisco Secure Firewall Threat Defense | Updated NaN,



Edit Physical Interface

General IPv4 IPv6 Path Monitoring Hardware

Name:

outside

Enabled

Management Only

Description:

Mode:

None v

Security Zone:

outside_zone v

nterface ID:

MTU:
1500

Priority:

0
Propagate Security Group Tag:
NVE Only:

| ARY >—D

a) [Ex=2VUF ¢ —> (SecurityZone) | Ky 7 X U R MBEEFEONBEX2) T 4 — 0%
ARG A, [ (New) 227 UV w7 LTHLWEXF 2 T4 —ZBMLET,

7=& %1%, Toutside_zone] LW HLEIDY — ZBMLET,
GNERA > B —T = A ANFEFNIRE SN TV DA,

<7,

b) 48 LFETO [4AET (Name) | = AL ET,
T2l ziE, A v X —7 A AT lToutside] EWHARTEATET,

c) [6%) (Enabled) | F=v /Ry 7 A4 iz LET,
d [F—F (Mode) 11&[72L (None) JIZREL/-FFIZLET,
e) [IPva] # 7', [IPv6] % 7', £7-ixili DX 7% 27V v 7 LET,

[IPv4] : [DHCPDfEH (Use DHCP) 1 ZEER L, KDOA T a v DRT A —X %

INBEDT 4 —)L ROFEY OEFIIA T a v

BELET.

[DHCP 2 L CT 7 # /v ks b— ks ZE45 (Obtain default route using DHCP) ] : DHCP H-—/3—

MBET 74V b b— N EEREGELET,

[DHCP/V— K~ A U w2~ (DHCProutemetric) |: 7 KX =AML —TFT 47 T 4 AKX L A%2H
L7z — MZEID ¥ TES (1~255) , FEHLIEA—FDT 74V DT RI=A ML—

FA4T T4 AZ AT 1T,

17 : [IPv4]
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Edit Physical Interface

General IPv4 IPvE Path Mc
S
IP Type:
Use DHCP v |
Obtain default route
using DHCP:

DHCP route metric:
1

[IPv6] : 27— b L AHEEREDOHAIL[HENERE (Autoconfiguration) | T = v 7R v 7 A% 40T
LEY,
18 : [IPv6]

Edit Physical Interface

General IPv4 IPv6 Path Monitoring Hardware Configu
I
Basic Address Prefixes Settings DHCP
 —
Enable IPV6:

Enforce EUI 64:

Link-Local address:

Autoconfiguration:

Obtain Default Route:

f) [OK] &2V v o LET,
6. /=& ZI1E, Web r—R—%RA T DHLICDMZA o H—T = AEHRELET,

a) T o402 =74 2D [ (Edit) ] (&) 227V v 27 LET,
b) [E¥=VUTF ¢ —2 (SecurityZone) | RKe v 77X U URXA NPLBEFODMZ X2 T 4V — %
BRGS0, [ (New) 122V w7 LTHLWLWEF 2T 4y —0FBMLET,

7= & 21X, dmz_zone LW H L4RTD Y — 2 EEBML T,
c) 48 XFFE TD [4FT (Name) 1 Z AT LFE T,
FeziE, A2 —T 14 212dmz LW D ARTETET,

d) [£%) (Enabled) | F=v 2Ry 7 A& F 1 LET,
e) [E—F (Mode) ]iZ[7ZL (None) JIZ&EELI-FFICLET,
f) MEIZISU T, [IPva] Z 7L [IPv6] Z 7O WFnnEzidili sz 27 Uy 7 L, P7 RLAZRELE

j—‘O
g [OK]#27 VU v2Z LET,

7. [fR{% (Save) | &2V v 7 L&,

DHCP

Cisco Secure Firewall 6100 f % —7 = A ATDHCP H—_—%FZh L, WEZ AT FBIPT KL A
BIOBEERy NV—REXEBEIMICZETE D L2755k
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JIA T NTCDHCP AL TC T 7 AT U+ — NS IPT RLAZEET S X 5129 5841%. DHCP
P—N—ZHHZLET,

1. [7/3A4 2 (Devices) ]. [7 /34 A% FE (Device Management) | DIEIZER L, 731 2D [ffHtE (Edit) ]
(@) 27V vy7LET, >

2. [DHCP] > [DHCPH—/3— (DHCP Server) ] #3iR L £,
19 : DHCP

Device Routing Interfaces Inline Sets DHCP VTEP SNMP

Ping Timeout
DHCP Server [ 50 ] (10 - 10000 ms)
DHCP Relay Lease Length
DDNS [ 3600 ] (300 - 10,48,575 sec)

C] Auto-Configuration

Interface

[ ]
Override Auto Configured Settings:
Domain Name

[ )

Primary DNS Server Primary WINS Server

[ o+ v +
Secondary DNS Server Secondary WINS Server

[ | s | v +

Server Advanced

+ Add

Interface Address Pool Enable DHCP Server

3. [r—3— (Server) | =V 7 C, [[B (Add) |27 Vw27 L, UFOATvara&ELET,
20:

Add Server ®

Interface*

[ inside v ]

Address Pool*

[ 192.168.1.2-192.168.1.55 ]

(2.2.210-2.2.2.20)

Enable DHCP Server

Cancel ﬂ

[fv#—7 =A% (nterface) |: Fa vy 7 X T JRNNSA U H—T oA AL EFEIRLET,

[7 FL 27—/ (AddressPool) 1:IP 7 KL Z2D&EFHAZRELET, IP7 RL AT, BIRL7=A v
H—T 2 A AR UV TRy b ECTFETILERHY, A F—T =2 ABHDIPT NL2A%2E
OHZEITTEEREA,
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[DHCPH— 3—% %0129 % (Enable DHCP Server) ] : iR L7=A > % —7 = A A®D DHCP ¥ — " —%
A LET,

4. Kl 227 Vw7 LET,
5. [fR1F (Save) 122V v 7 LET,

Firewall Management Center T7 7 /L h/b— M &l £ 72138 L. Cisco Secure Firewall 6100 7344551+
B—=T 2 A AN LTT v T AR —A Xy NU—ZIZEETE D LT 2 HELCOVTHIILET,

T 7 & Mb— MIIEE, SNBA L F—T = A ADDEEARERT v T AN — A — 2 B LR LET,
DHCP 7> HAMMBT N L A ZBfG L7c i ald, T35 ANRTTILT 740 bb— R &5 LTV L AIREMER H
DVET, FEITL—MEBNTOLERD L5813, ROFIEZFATLET,

1. [7/34 A (Devices) ], [7 /341 A% EE (Device Management) | DJIEIZER L, 7 /351 2D [fftk (Edit) ]
(@) 27V r7LET, >

2. [JL—F« >4 (Routing) ]>[###/L—  (Static Routes) 1% &R L 9,
21:

Device Routing Interfaces Inline Sets DHCP VTEP SNMP

+ Add Route
Manage Virtual Routers
Global w7

Virtual Router Properties

Leaked from

Network + Interface Virtual Router

Gateway Tunneled Metric Tracked

“IPv4 Routes
ECMP

BFD
GebE “ IPv6 Routes
OSPFv3
EIGRP
RIP
Policy Based Routing
v BGP
IPv4

IPv6

I Static Route I

v Multicast Routing
DHCP % — =67 7 4L b — b &% E LIZHEIE, 207 —7/MIFRSnET,

3. JL— h%&EM (Addroute) 1227 U v 7 LT, ROA T arB2RELET,
22
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Add Static Route Configuration ®
|

Type:

Interface*

EE

(Interface starting with this icon @signifies it is available for route leak)

Available Network - Selected Network

=) | ﬁ
anv-ipv4

gateway

IPv4-Benchmark-Tests
IPv4-Link-Local

IPv4-Multicast

|Pv4-Private-10.0.0.0-8

A-

[oworsr ] +
Metric:

L ]
(1-254)

Tunneled: C] (Used only for default Route)
Route Tracking:

[ ]+

Cancel m

(#1477 (Type) |: BINTDAZT 4 v 7 — DX A ST LT, [IPvA] £721%[IPv6] 47> a R
HForEI7Vv I LET,

[f % —7 A% (Interface) |: H1A v Z—T = A ZAZRIR LU F9, @FIINBA L F—T =4
AT,

[ ATBE72 % >~ b U —2 (Available Network) ] : IPv4 5 7 /L bk /L— h D41 [any-ipvd] 23841 L,
IPv6 5 7 # /b b Jb— bk DA [any-ipv6] 23R L. BN (Add) |22V v 27 LCEIRLZ% > b
7 —7 (Selected Network) ] U 2 MzBEh S F4,

[ —+T =4 (Gateway) ] £7-1%[IPv6— 7 =1 (IPv6 Gateway) |: ZD/NL—rDFRT A hK v

TCHDLT— P2 AN—FE ANEITRIRLET, P7 FLREZIERY NIV —J[HRA AT
Y/ bEBRETEET,

4. [OK]#27 U v 27 LET,
V= KMRAZT 4 v 7 V— T =T NZBMENET,
5. [t£17F (Save) %27V v 27 LET,
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NERYZ FA T "IN A L Z—T 2AAIPT RLAZBEHLTHE R Y NU—Z 12T 7 BATXAL9
2. A Z—7 x4 APAT (NAT) RV > —ZAERT 2 HECOOWTHBAL £,

ZOFIETIH, WE 7 AT bBPRNET RLRAENBA L F—T 2 A ZADIPT KL ADR— MIEHT
ANAT L— NN EER LET, ZOXA TONATA—NDZ LB AL X —TxA A R—F T RL ALK

(PAT) LIFUNET,

1. [T/34 X (Devices) ]> [NAT] DJIEIZER L, [#H LUK — (NewPolicy) 122V v 7 LET,
2. NV —IZAFT T, R =2 T 575 2AEBIRL, [fRfF (Save) |22V v 7 LET,

23:

New Policy

Name:

[ FTD_policy ]

Description:

[ )

Targeted Devices

Select devices to which you want to apply this policy.

Available Devices and Templates

[ Q. Search by name or value ]

192.168.0.124
192.168.0.155

Add to Policy

Selected Devices and Templates

192.168.0.124
192.168.0.155

AR U 2 —73 Firewall Management Center [ZiEI S E 9, Sl&ficx, AU U —I— V& BINT 5 MLEHR

HYET,
24 : NAT
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FTD_Policy (e (3 (=)

Enter Description

NAT Exemptions Policy Assignments (1)

Rules
[ Filter by Device ] [ Y Filter Rules ® ] [ Add Rule ]
Original Packet Translated Packet
Source Destination - . ot
" ;. Original Original Original T "
D # Direction  Type g\é?erzat:e g‘;?e':;a‘;e Sources Destinations Services Sources Destinations Services Options

~ NAT Rules Before
~  Auto NAT Rules

~ NAT Rules After

3. Jv—roiEl (AddRule) 1227V v 7 LE1,
4, RNV —NDF TV a rEHFRELET,
25

Add NAT Rule

NAT Rule:
Auto NAT Rule v
Type:
Dynamic V]
Interface Objects Translation

[NAT/L—/L (NATRule) ] : [E@INAT/L—/L (Auto NAT Rule) ] Z %R L £,
[# 47 (Type) 1:[#AF 2 >7 (Dynamic) ] R L £,
5. [ 1% —7xAAAT7 =2 F (Interface objects) | ~—C, [fEMFRERA >V F—T = A AF TV x

27 I (Available Interface Objects) ] I 5 [585614 > % —7 = A A4 7 =7 b (Destination Interface
Objects) | fEHIEIZAMES Y — > ZBIML 97,

26 :
Interface Objects Translation PAT Pool Advanced
Available Interface Objects Source Interface Objects (0) Destination Interface Objects (1)
[ Q. Search by name ] Al outside o

. | Add to Source I
inside
Add to Destination

2

6. [Z#: (Translation) | X—C. DA T a v EHRELET,
27 :
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Interface Objects Translation PAT Pool Advanced
Original Packet Translated Packet
Original Source:* Translated Source:
[ all-ipv4 v ] + [ Destination Interface IP v ]
— @ The values selected for
Original Port: Destination Interface Objects in

'Interface Objects' tab will be
used

[TCP v]

Translated Port:

[SEDXETE (Original Source) ]: [EM (Add) [(T) 22U w2 LT, +_COIPVA T 7 4 v 7
(0.0.0.0/0) DXy NT—IF TVl FEBMLET,

28 :

New Network Object ®

Name

(ators )

Description

Network

O Host O Range

C] Allow Overrides

Vs

R =

HEINAT L— L3 A7 V=7 FERDO—BE L TNAT ZBIT 57280, AT AEFKRD any-ipvd
ATVl VAT HILIITEERA, $70. VAT LAERDOAT V=7 Feffd b LT

TEEH A,
\_ J
[Z5#a35 7 D %12 50 (Translated Source) | : [56561 » % —7 = A ZIP (Destination Interface IP) | % &R
Lij‘o

7. [fR1F (Save) 1227V v 7 LTL— L &BIMLET,
=L [Jb—/L (Rules) | 7—7 WMIRfFENE T,

8. NAT X—UC[{R7FE (Save) |27V v/ LTEFERELET,

Cisco Secure Firewall Threat Defense | Updated NaN,



| AR Y > —DFRE | 32

Cisco Secure Firewall 6100 OPNE Y — 2 N BINEY — 2 ~D 8T 7 4 v 7 BFFa] 57 7 & AL — %
BIL, A7 varoexa V7o mERY —%2wmAT 5 HiE,

Tr7AT VA —NVERGELIZLE XL, HAD[TXTONT 7 427 %712 (Blockalltraffic) | 77 &

Aay ba— bR Y —FER LT EIE, 7747 U= ERBBTDHNT 74 v EFTFAT DI
RY == ZBINTH20ERHY £, 778 R ar ba— LR —2id, BRI 58
BON—NEEDH ENTEET,

WOFNETIX, NERY =2 DB — 2 ~DT_XTD N T 7 4 v 7 AT 57T 7 & Al — & {E
L E T,

1. [[R1) — (Policies) 1> [t¥ 21T 17K >— (Security policies) 1> [7 Y X #lfHl (Access
Control) ] Z3®IR L. ¥4 RZHEID Y THNTWAT 7R a2y be—L R >—o [fE% (Edit) ]
(@) 2707 LET,
2. L= v %&BM (AddRule) %27 Uy 27 L, RONTA—F R TELET,

29: Source Zone

Add Rule

Name [ inside-to-outside]| ] Action e Allow v B Lc
Insert |into Mandatory v @ Intrusion Policy | None

Q Zones (1) Networks Ports Applications A Users URLs Dynamic Attributes VLAN Tags

Clear Selections [ Q_ Search Security Zone Objects ] Showing 2 out of 2 | Selected 1 Selected Sources: 0

m & inside  (Routed Security Zone)

[:] o outside  (Routed Security Zone)

Any

+ Create Security Zone Object 3 Add Source Zone

. 2DV AT EMTET (72 & 21X, inside-to-outside) .
2.[V—> (Zones) | HWNHERY — v IR L E T,
3. [EEL Y — DB (Add Source Zone) | %27 VU v 7 LE9,

30: Destination Zone

Name [ inside-to-outside ] Action | @ Allow v B Logging OFF B Time Range Ru

Q Zones (2) Networks Ports Applications A Users URLs Dynamic Attributes VLAN Tags

Clear Selections [ Qs rity Zone Objects Showing 2 out of 2 | Selected 1 Selected Sources: 1 Selected Destinations and Applications: 0
B inside (Routed S Collapse All Remove All
m S outside (Routed Zone | ~ 10bject
& inside

Any

+ Create Security Zone Object Add Source Zone 5 | Add Destination Zone
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4.[V—2 (Zones) 1 BAMNEBY —r ZIBIR L 77,
5. 5045 — %38/ (Add Destination Zone) | %27 U v 27 L £,
fOBREIFTZFOEFICLTHBEET,

A Tvari R’y hTu TR =2 AT E2 7Y v LT, EEMSTONTEARY —E A~
A XLET,

[Zv = % (Prefilter) . [#8%5 (Decryption) ]. [E¥=V T4 427U =2 (Security
Intelligence) . BE [T AT 7 47«4 (dentity) | RV —i%, 77 &AL —/LORNZHEH S
FT, INLORY V—% NAZA RTHLEIHD FHAN, Xy NV —7O=—X %R L1z
%, BEECED N7 7 4 v 7| fastpath Zi@H (JLEEENSAR) LD 8 T 747 %7 vy 7 LT
ZDOHDUENARENIIRD L OICTHIET, Xy NIV—T DONRT =< A% M EEE5H T LN TE
*7,

31:

L' Packets » @ PrefilterRules » () Decryption » @ Security Intelligence » () Identity » @ Access Control ‘

[FL 7 4% — (PrefilterRules) ]: 574/ hDF L7 4 L ZEY —%, o — L35
I (O T5) I_XCDOMNT 74 w7 BBt ET, 72NV R =Nz 52 LR TE
HME—DEEL, bRV T T vl [Tuy s3T5 2T, TNUATE, Lo
TANERY) =2 ER LT, o8 Glis) | fastpath LFE (LI F = v 7 23 2% R) | £721%
Ty TCELT /A ay ha—)L R —ICBEfT S 2 ENTEET,

TV 4 NE AT DL, Tay 7 izt fastpath WO WNF NI LT, P T 74 v 7 RED
WCHETANZAEE T 52 & C, N7 43— RAEMESELZENTEET, HLOAKRY —TiE,
[hy ) =k [T 7408 V= VEBINTEET, PRV —NEHERTLE, 7
L—rT7 %A (FERFE L) DO/RARAL— h R V% fastpath JLEE, 7o v 7 F7203H Y — LT
XFT, TVLITANEN—NEFERHTHE, PT RLA, A—F, BLOT v ha LTl 53
MRV NT 7 4 v 7 % fastpath WWER F 7= 137 0 v 7 TE £,

7z, Fy NT—T EOFTRTCOFIP T 7 4w 7 %7y L, BHENODSSH N T 7 ¢ v
T @R ATAEAIE. LW LT o xR —FBTTxE T,

[#5% (Decryption) ]: 574/ hTlE, EEITEHSNLETA, EESZ. XY bV —2 T 7407
BT A4 —TA AR v a NIRRT AHETT, FEAEDRA. VT T 4 v 7 EEST MBI
B, HERICEF T SN TV AL EICOREFTTEET, Xy NI —7 2K KBIIRET L7012, &
B —N—=~D T T 4 w70, BEHTERWVWRY NT—T BT AL NNLDNT T 4w 7120,
BER) U —%HTHIZE2BEID LET,

[E¥=2VFT 4 427V =2 (Security Intelligence) ]: (PST7A B ARME) X220 F 4 A
VTNV AT 7 ANV B TAEDNI RS> THET, EX 2T 4 AT I V2R E, EBEOL
DT 7T AT ICKT D9 1 OORMGHEIT, OO DICHRET 7 A3y ha—
R —IZETINCEASNET, EX2 T4 40T VP2 AT, LE 2T —ar A0 T
UV AEMALT, Y AIOREA LT YV = AT H 5 Talos 2EHES 2 IP T R L2,
URL, BEORAAL 4 LR ERHICT ey 7 LET, HEISCT, IPT KLA, URL, KA
A v EIBINEFITHIBRETE £9,
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( N\

Q =

PS 7 A B ARRWEE., ZORY —F, 77ER arra—L R —THEGEFRREH
TWTHEREINETA,

\§ J

(747747« (dentity) |: 7AT T 47T 41 ET7 74NV FTIT#EHINEEAL, 778X 2
fa—V ARV —IZXD T 7 4 v 7 DUBREFFA T 2R, 22— —ICFRGEEERTX £,

4. 7 a0 T 7B AHIEAL—ALOBICEAISNAEARY —2BINL £1,

BARV =X, N7 74927 0x2) T 4@ EZRET 2ERFAHO—EHOR AR L ORA
1EF%7E T9, Firewall Management Center (213, DY AT LEEOR Y > —NEGENTEBY, D%

FENTHIELIAIYARTHIL L TEET, ZOFIATIE, VAT ARBEEORY o—%2F8)
WZLET,

a) [RARY > — (ntrusionPolicy) | ey 7% o U A &2 v 7 LET,

32:

@ Intrusion Policy [|None A]

ags
Balanced Security and Conne
Selected Sources: 1

Connectivity Over Security
Collapse All

ZONE | v 10Object Maximum Detection

% inside_| Security Over Connectivity

b) VA NS I AT AREDORY > —% 1 O@IRL E3,

FEALEDZ—R T —ATiE, [RNT 20Nzt xa V7 ¢ L8 (Balanced Security and
Connections) ] Z#ELE L T\ E T,

5. A7 v a i TR AL =NV ORICER SND T 7 A NVRY —2BIMLET,

a) [77A4 AU — (FilePolicy) ] kevy 7 X URA N2V w7 L, BEFEORY —%RIRT 5
M [Z7ANERY —U R M%&BI< (Open File Policy List) ] 38R L TR Y > —ZBMLET,

33: File Policy

Ee File Policy [None A]

Open File Policy List” |
ns and Applicatio

FLWAR U —DEAIE, [R1) o— (Policies) ]>[t¥ 2 ) 7178 >— (Security policies) ]
>[Iz T7ET 74/ (Malware & File) | X—URBD % 7 CHE £,

b) AU > —DIERRDFEAMZ SV TIL, Cisco Secure Firewall Device Manager Configuration GuideZ 218 L

TEEW,
c) Pvr—oiEh (AddRule) | <X—TIZKEY, Fay 7 Xy A MNBHLIIERLERY —% ik
WLEF,
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6. [Apply] =27 U » 27 LET,
L=V b— v (Rules) 17— 7 /VIZiBMELET,

7. [f~1F (Save) | &2V v LET,

A B —7xA A NAT, DHCP, LU 7 & AHIHDOEE BT A ATHEIMI 2D KO, AU —%
T % Cisco Secure Firewall 6100 |2 /EBE4 % 71k,

REDER 2T NA XA LES, BEREZRHATLIETIE. 7/ AMALTEDERLT 77 4 712720
FHA,

1. HLED [ (Deploy) 1227V v 27 LET,
34:

pepioy| @ & @ \

£

2. HGEHZREBDOEAIT, BEDT A, ADF = v 7Ry 7 A4 LT [ERR (Deploy) 1227V v 27 L
\iﬁ—O

35:

A D Ignore warnings T[4

1010-2 I Ready for Deployment

Q Advanced Deploy

D 1120-3 I Ready for Deployment

Fizix, [TTEE (DeployAll) 1527V v 7 LTTXTOT A RZEBELET,

36:
Q Advanced Deploy | A D Ignore warnings ST [0 |

D 1010-2 I Ready for Deployment
D 1120-3 I Ready for Deployment
D 1120-4 I Ready for Deployment
D ftd-cluster1 I Ready for Deployment
D ftd1 I Ready for Deployment

® 5 devices are available for deployment :0)
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FNUSNDOLEL, BIMORERA v a %
7 LET,

37:

WET DO, [EEEE] (AdvancedDeploy) 1% 7 U v

1 device selected

=

Pending Changes Reports

Deploy time: Estimate Deploy

Q, search using device name, user name, type, group or status

() Device Modified by Inspectinterru..  Type Group Last Deploy Time Preview
> [ frd rboersma, System FTD Feb 26, 2024 11:09 ... B | Ready for Deployment
> C] ftd-cluster1 rboersma, System FTD Feb 22,2024 10:36 ... @ I Ready for Deployment
v 1010-2 rboersma, System FTD Feb 22, 2024 11:09 ... B | Ready for Deployment
e + Access Control Group.
Access Control Policy: in-out R rboersma, System
®
Intrusion Policy: No Rules Active A System
R Network Analysis Policy: Balanced Security and Connectivity R system
~ Device Configurations
Interface Policy A rboersma
 Flex Configuration
Template Policy: Unassigned R rboersma
 NAT Group
Manual NAT Rules: interface_PAT R rboersma

~ Security Updates
Rule Update: (Isp-rel-20240311-2013)

3. BRI LI Z L EMER L ET, BEAOAT —F A2FRT DL, A=2——0D[EB (Deploy) ]

RELOEMCHDET A a0 w7 LET,
38:

Deployments  Upgrades A Health @ Tasks 2 ‘ a Show Pop-up Notifications @
H 1running 6 success 0 warnings O failures [ Q Filter ]
¢ 1010-2 Deployment - Policy and object collection 10% == s
complete.
©® 1120-3 Deployment to device successful. 2m 39s
©® 1120-4 Deployment to device successful. 2m 43s
© 3110-1 Deployment to device successful. Tm 38s
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