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firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...]

Hello admin. You must change your password.
Enter new password: ****xkkxx

Confirm new password: ****xkxxx%

Your password was updated successfully.

[...]

firepower#

FXOSCLI T, EfTHoNR—V g v 2FRRLUET,
scope ssa

show app-instance
£l

Firepower# scope ssa
Firepower /ssa # show app-instance

Application Name Slot ID Admin State Operational State Running Version
Startup Version Cluster Oper State
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Procedure

T AT I+ —VOERE ANET,
Note Threat Defense % #)& CTRREIT 2 & XX, FIHULISK 15 ~ 30 0000 F7,

1Y) —)LiR— b T Threat Defense CLI (ZH5%: L £9°,
2 —)LiR— NE FXOS CLI (285 L £,
2—H—4 admin BLOVIZATU — K Admin123 Te /' 1 > LE,

WHTFXOSIZu 7 A Lzt &id, WAUV—REEFETLILH>KRDONET, 2O/ AT —
RKi%. SSH @ Threat Defense = 71 b SN E T,
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Note IRAT— FNT TIEEINTWHTONLRWESIL, T3 AZ2FHA A—V kL
THRAT—=RET 75V My NTOHIXLERHY 3, HA A —TLDOFIEIC
DNWTIE, FXOSD h T TNy a—F 40 HA RESBRLTLLIEEN,

Example:

firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...]

Hello admin. You must change your password.
Enter new password: **kkkxkkx

Confirm new password: **kkkkk*

Your password was updated successfully.

[...]

firepower#

Threat Defense CLI (2855 L £,
connect ftd

Example:

firepower# connect ftd
>

ThreatDefense (Z#]OCua /A4 45L, = Ra—P—F v 28% (EULA) IZFEEL.
SSHEEmZ M L CWAIEEIT, BHERRAT—RNEZETTL LRk onEd, 2Dk,
BHA LR —T 2 A ADREHDOCLIEY T v 7227 VP IERrENET,

F—=HBAH =T 2 AT R =V XY T I BAEZANILIEHAETH, BHA VA —T A A
DOFEMEFHENFE T,

Note REZZVT (L zE AA—VEFERTL2ZLI2KY) LAWnnED | CLI
vy T T U= REHVIETZ LI TEETA, 2L, ZNHOERET
TIX. %25 CLI T configurenetwork =~ > K& L CA®E T& £9, Cisco
Secure Firewall Threat Defense =~ KU 77 LU A SR LTL &N,

T 7 MEETILENC AN LIZERN D v aNICFR RIS E T, URICAN LIZEEZEDFE
FHEHT L8601, Enter #H L E 9,
WDITA RTA L EBBLTLITEIN,

o [IPv4% &% E LETH? (Do you want to configure IPv4?) ], [IPv6%F%E L 92?2 (Do you
want to configure IPv6?) |1: ZHHDX A TDOT KL ADL2 EHh 1Dy H AN LE
T, BHA X =T 2 AEFRTLTERRVEETH, 774 X=F T RLARED
IP7 RLAZRETDMLEDRHY £,
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FEHOENTHRELEIHN?  [FH (manual) [ZBIR L, HFEA X —T = A AN
DHCPIZRE SN TWAHEE, BHAOT — XA X —T 2 A AERETH LT TEE
B, Ziud, data-interfaces THOINLENH DT 7 4/ Fb— K5 DHCP — 3= 5
ZELIENLV— R CLEEXINDAREERH HT2DTT,

EEA A—TIARDIPVATIAIL T — b DA EANE L IBEEBAI V2 —T x4
ADIPV6T— DA% AN : ¥ — U =A M data-interfacesiZ7e b L O IR E L E T,
ZOREE, X =V Y TIBAT—H A F—T oA AZ@LTCHETED LT,
Ny L= BN LCE NI 7 4 v 7 Zlinik LET,

[T AT A —E— REFRELETH? (Configure firewallmode?) ] : routed & AJJL
F9, A~ F—T XTI/ ®REI, V—T v K 77 AT U F—/LET— RTOHRVF—
SNTWET,

Example:

You must accept the EULA to continue.
Press <ENTER> to display the EULA:
End User License Agreement

[...]

Please enter 'YES' or press <ENTER> to AGREE to the EULA:

System initialization in progress. Please stand by.

You must configure the network to continue.

Configure at least one of IPv4 or IPv6 unless managing via data interfaces.

Do you want to configure IPv4? (y/n) [y]:

Do you want to configure IPv6? (y/n) [y]l: n

Configure IPv4 via DHCP or manually? (dhcp/manual) [manuall]:

Enter an IPv4 address for the management interface [192.168.45.61]: 10.89.5.17
Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.255.192
Enter the IPv4 default gateway for the management interface [data-interfaces]:
Enter a fully qualified hostname for this system [firepower]: 1010-3

Enter a comma-separated list of DNS servers or 'none'
[208.67.222.222,208.67.220.220,2620:119:35::35]:

Enter a comma-separated list of search domains or 'none' []: cisco.com

If your networking information has changed, you will need to reconnect.
Disabling IPv6 configuration: managementO

Setting DNS servers: 208.67.222.222,208.67.220.220,2620:119:35::35

Setting DNS domains:cisco.com

Setting hostname as 1010-3

Setting static IPv4: 10.89.5.17 netmask: 255.255.255.192 gateway: data on managementO
Updating routing tables, please wait...

All configurations applied to the system. Took 3 Seconds.

Saving a copy of running network configuration to local disk.

For HTTP Proxy configuration, run 'configure network http-proxy'

DHCP server is already disabled

DHCP Server Disabled

Configure firewall mode? (routed/transparent) [routed]:
Configuring firewall mode

Device is in OffBox mode - disabling/removing port 443 from iptables.
Update policy deployment information

- add device configuration

- add network discovery
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- add system policy

You can register the sensor to a Firepower Management Center and use the
Firepower Management Center to manage it. Note that registering the sensor
to a Firepower Management Center disables on-sensor Firepower Services
management capabilities.

When registering the sensor to a Firepower Management Center, a unique
alphanumeric registration key is always required. In most cases, to register
a sensor to a Firepower Management Center, you must provide the hostname or
the IP address along with the registration key.

'configure manager add [hostname | ip address ] [registration key 1'

However, if the sensor and the Firepower Management Center are separated by a
NAT device, you must enter a unique NAT ID, along with the unique registration
key.

'configure manager add DONTRESOLVE [registration key ] [ NAT ID '

Later, using the web interface on the Firepower Management Center, you must
use the same registration key and, if necessary, the same NAT ID when you add

this sensor to the Firepower Management Center.
>

VR —=Ux T VR AHOHNEA =T A AERELET,

configure networ k management-data-interface

LD’ IMIA L H =T = A ADIEKR A Y VY= BIEEIT O L OITKRO LT T bR

FRINET, ZOa~xr FOEMIZONTIE, ROFFMESRLTIZIN,

T A B =T A AERENT 25, BHA ¥ —7 = A XA TIEDHCP Z{EH]
TEFEHA, 9Ty 8T v TRRICIPT RLAZFEICRIE L > 728451, configure
network {ipv4|ipv6} manual =~ > RZEH L CHANCHKETEET, BHA V¥ —T =
A A7 — FU A % data-interfaces|\ 2R E L2 o AT, 22 TZoavwy RTHRE

Li‘é‘o

Threat Defense % Management Center (ZiB/19 % & | Management Center (A1 > % —7 = A1

ARE (S B =T 2 A A/ EPT RLA, = T = A ~DOFFHL— K, DNS ¥—
/3=, DDNS #—s3—72 &) Zfith L TR L £9°. DNS I — S—BIEDFEMIC DN T
1L, WEZSMW L T 7Z 3V, Management Center ClX, B TR —T % 77 E8A A & —
7 = A AN A AT CE& £33, Threat Defense ¥ 7213 Management Center 23N & FR4%f5¢ D F
MENLZWE T D X ) e BEREZMA /2N E DI LT EE, FEEN il S 5Ha.
Threat Defense (ZIZLLRTO JERH 2185t 9 % configurepolicy rollback =~ > R23& v E

‘ﬂ—o

DDNS ¥ —/"—HF D URL % ET 5 & . Threat Defense i Cisco Trusted Root CA /N2 K

NS TRTOEE CA OFEFAEA BEIYIZ BN 5729, Threat Defense | HTTPS #5¢
@ DDNS H—/3—ZEBE % MEE T & £9°, Threat Defense (X, DynDNS U E— k API {1k
(https://help.dyn.com/remote-access-api/) #3259 TD DDNS —/—ZHR—F L

i‘j—o

Zoavw Rt T—%] A =T 2 ADNSY—NR—%ZHTELET, B T v

A7 U7 T (F£721F configure network dnsservers =2~ > K& L C) RELLE
FLDNS Hh—_—(%, FH N7 7 ¢ v 7 IS ES, 7 —% DNS #—,3—|%, DDNS

1) E— b Threat Defense = & % Management Center O & .


https://help.dyn.com/remote-access-api/

1) £— k Threat Defense [= & % Management Center D& |
B cuzemLr-snge

(BRESNTWVEES) FRIFIOA v Z—T oA ACHEAEINS X2 T 4R —
W &S ET,

Management Center ClX, Z @ ThreatDefense (ZEIV 4 TH7 T v 7+ —LFKERY > —
TTF—# A4 —7 x4 AXDNS P — =5 E I FE T, Management Center |~ Threat
Defense BT 2 &, m— N /VREDHER 4L, DNSH— =377 v F 7 4+ —LRE
RNY —IBIMENE A, 7272 L. DNSERIE % 5 Le Threat Defense ([Z% T 7 > b7+ —
LRER) =BV Y THE, TORFEICL>Tr—IAREN EEZINET,
Management Center & Threat Defense Z [l S 2 121%, ZOREIZ—ET 5 L 92 DNS
Ty N T A —LBREET VT A TIIRETHI EEBEIDLET,

$72, m—7/L DNS % —3—(F, DNS P — =G EGK TR S = Ha s o4
Management Center CEREFSNET, 72L& 2L, BHA VX —T = A ZAEFEHALTT A
A %45k L. & C configure network management-data-interface =~ > K& H L TF—
HALUH—T 2 A RAERE LTHE . Threat Defense X E & —E9 % X 512, DNS H—
N—2% G Z N5 DOFRE DT T % Management Center CTFE) T ET 2 ML ENH Y £,

BELA ¥ —7 = A AL, ThreatDefense % Management Center (2% 6k L7-121, EEA >
H—=T 2 A AFEFNOT —H A L —T 2 ADWTINDICEETEET,

Tty N T T 4P =R THELTZEQDN N DA H—T = A AEAENET,

aw L RO—EE LTT NS AREREE 7 VT TEET, Z0FTva iz h "y
FUATHEHATEETN, Pty 7y 70l E OB LN T EEN,

T— X EHE 2T HITiE, configure network management-data-inter face disable =1~
Y REANLET,

Example:

> configure network management-data-interface

Data interface to use for management: ethernetl/1l

Specify a name for the interface [outside]:

IP address (manual / dhcp) [dhcpl]:

DDNS server update URL [none]:
https://deanwinchester:pa$$w0rdl7@domains.example.com/nic/update?hostname=<h>&myip=<a>
Do you wish to clear all the device configuration before applying ? (y/n) [n]:

Configuration done with option to allow manager access from any network, if you wish to
change the manager access network
use the 'client' option in the command 'configure network management-data-interface'.

Setting IPv4 network configuration.
Network settings changed.

>

Example:

> configure network management-data-interface

Data interface to use for management: ethernetl/1l
Specify a name for the interface [outside]: internet
IP address (manual / dhcp) [dhcp]l: manual

IPv4/IPv6 address: 10.10.6.7

Netmask/IPv6 Prefix: 255.255.255.0

. 1) £ — b Threat Defense |Z & % Management Center O &
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ATy T17

ATvT8

ATy

cuxwmL-Baae [

Default Gateway: 10.10.6.1

Comma-separated list of DNS servers [none]: 208.67.222.222,208.67.220.220

DDNS server update URL [none]:

Do you wish to clear all the device configuration before applying ? (y/n) [n]:

Configuration done with option to allow manager access from any network, if you wish to
change the manager access network
use the 'client' option in the command 'configure network management-data-interface'.

Setting IPv4 network configuration.
Network settings changed.

>

(Optional) £ & D+ v b U—7 L ® Management Center ~DT —% A L X —T = AT 7 &R
ZHIR L £,

configure networ k management-data-interface client ip_address netmask

FT7 X/ NTHE, TRTCOXy NU—7 BFTENET,

Z @ Threat Defense % & 9% Management Center % FFE L 97,
configuremanager add {hostname| IPv4_address| IPv6_address| DONTRESOLVE} reg_key [nat_id]

* {hostname | IPv4_address | IPv6_address| DONTRESOLVE}—Specifies either the FQDN or IP
address of the Management Center.Management Center % [E#27 R L Z$5E TE WAL,
DONTRESOLVE Z i L 3, WMo SSL 5 BALil{E T ¥ RV % 2 BT A AT
ST T 2121E, D7 TH 1 BULEDT /34 A (Management Center & 7213 Threat Defense
) ICBEFRERIP T RVARKETY, ZDa~2 KTDONTRESOLVE #fRE7 51
I, BIEERIGEZR IP 7 R U A E 721378 A 4 2 Threat Defense (23T,

» reg_key : Threat Defense % %#k3 % & % |Z Management Center CHIEET HIEED YV ¥
A LG —ZEELET, B8 1337 LFUTICTH2RERH Y £3, AR CF
ZiE, 3 (A~Z, a~z, 0~9)  BRUOANA Ty () olhdb £,

* nat_id : Management Center CHIEET 5H, (EET—ED 1 BIRY OXFHNEEELET,
FHIZT =2 A 8 —T oA ZA&MEHT 5561, B8k Threat Defense & Management
Center D)7 T NAT ID ZH5ET 2 LEAH Y £9, NATID (& 37 LFLUFICT 245N
B FET, ARRICFITE, BT (A~Z, a~z, 0~9) . BLOANA T2 (1) ZEN
HY FE9, ZDIDIE, Management Center (2 & EkT HMMDT A A ZIFMEHTE FH A,

Example:

> configure manager add fmc-1.example.com regk3y78 natid56
Manager successfully configured.

FRA 2% ) FT— N TAEITIEE TE B L 91T Threat Defense #> % v FE 7 LET,

VAT AEBEUNI YV Yy N T H I ENEETT, HMICERT T 72k, ERA
Ay FEMLIEVTDE, ERR T AN VAT LAOBERBIERITIENHY T, Ny
7Ty RTCIEFEIZEZHOTav ANFETEINTEY, BRT 7 VW2, EIRZ YK
L7e0 T 5L, VAT LEBTL—RATNT ¥y MU UTERNIEEZRZ TEBNTLES
AN
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XEA~DA

1) £— k Threat Defense [= & % Management Center D& |

a) shutdown =2~ R&EZ A LET,

b) ®EIRLED & A7 —4% A LED ##8£ L C, ¥ —YOBFEDUIB SN TND T & 2MERL
£9° (LED 23H4T) o

¢) V¥ —VOERNEFICURENTLS, REIOSCTERT 7 7E2kE, v —3 0o
HAICEREZID AT Z N TEET,

AR =L

D AR #)> 5 Threat Defense 52 1Tl -7 6, ANA X —T = A AIpHA X —F v T
TIRATEDLLIE, 77 AT U=V —T7 Va5 L CERE A T 5720 T,
FOTDHE, HROEHEFIIREETE T TEET,

274 T 94— ILDr—TILES

Management Center & PR B2 —Z LV E— FOALEIZH U | Threat Defense (213 A > % —
T MEHRTHETX 7, Cisco Secure Firewall 4200 % 7 — 7 V54 5 121%, RO FIEE
SZHRLTLZE0,

K3:)E— FEBERAOT— T ILIES

outside .
(management center access) Ouitside/

_ Internet |
Console port — - W

O]

QO00000AC0O00

00000000000

Management
Computer

( Inside

Other Data Networks

4RO HREIIC

o T —H A H—T A AR— MISFPEEY 73, HIALKR— ML, SFPEY 2 —
LA VB L 42 1/10/25 Gb SFP AR — h T,

e (ATFvayv) ar—nNr—TNEAFLET, TIFN T T AT U F—Ia
=N —TRSE LT ienied, = Ro8—F ¢ D USB-to-RJ-45 ' U TV lr—7
NI ERATOMLENDH Y 3,
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ATv T
ATvT2
ATvT3
ATvT4
ATvTH

77179+ —LoEREA [}

FIE

X —vEROVMITET, N~ R TRETA FEZRLTIEI N,

SNERA > H —T = A A (Ethernet 1/1 72 &) ZAEIN—F ICHHE L £9,

WA > 2 —7 = A A (Ethernet 1/2 72 &) ZWNEAA v FE7TV—FITHHE L £7,
YDA LB =T A ATOR Y NT— 7 EHER L ET,

(EE) BHarYa—FEary—IR— MR LET,

THTIE, BERIERT 7200230 Y — 8RN ELH Y A, 7Z7EL, T T a—
T4 TICRBRGENDD £77,

TJ7A4AT7 04— ILOERKXA

VAT LADERIL, 77 AT VA= NVOFHEICH DA v H—EBFEAL v FICLoTHIFEI SN E
T, BIRAA v FIL, V7 MBEHMAAL vF L L THEREINTWET, LY, VAT LD
TUL—AT7) Ty NEDURHR— NS, VATA V7 My =27 BT —X%OfHED
URAZREERSIVET,

)

(GE¥)  Threat Defense Z ] CiEENd 5 & 1%, WIHMLIZK 15 ~ 30 53000 £97,

ATy I
ATvT2

ATvT3

188 BRI

T AT U F— kU TEEEOESWE N 2 MG T2 2 ENEE T (BRI
(UPS) 2T 57E) . BWIOT Y > NE U U ETORWTEINKDNS & ﬁk&
T ANVAT LAOBREEFIEETAREERHY £, Ny T RTIEEICEED
BEANFETINTNWT, BHBKbNWNLSE, VAT LETLV—RATINY Yy NE TV TEE
A,

FIE

BRI— R 7747 U+ —/VIER L, Bty MR L £,

Y=Y OBET, B — NIZHEE 5 R » D — 5 o T OBIRA L IFT AL v F
2R L CIIRE AT LET

T7 AT UA—/LOFEIZHHER LED 2R LET, EEICSTLTWDAEAIE, 774
T U —IVDEFERNP A TWET,
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1) &— b Threat Defense |Z & % Management Center O & |
B irosmscsamnne

4: R T LB FVER LED

System LED ——
Power LED ——

ARTFYTE 77 AT T4+ —IVONEHIHHY AT ALED ZHER LET, FEICAIT L TWAESITZ. &
B AZWNZEHE L TWET,

GE) AA v F % ONMNMDL OFF IZYIV 2B &, VAT AOBERNPREINZEINS £ T
BmadZ End0 £+, ZoMIL. v — DR/ SRV OEIE LED AFEIC
FIE L ET, BIRLED BNERICA 7R A2 ETCERZUL RN TEEN,

PROEEEICKLDFRETE

WA B =T 2 A ADDA VB —Fy NIT 7 EATED LSV E— b3HtOE AN
Threat Defense % 77— 7 Vi3 5 & . Threat Defense % Management Center |28 &k L TT /31
ADEEETET TEET,

Management Center~D O 4 A >

Management Center % {# f] L T, Threat Defense % i &3 L O L E 5,

4RO HREIIC
PR— b SN TWDLT T UFOFEMIONTE, AT L2 3—Ya o) I—2/7—F
(https://www.cisco.com/go/firepower-notes) » &M LT 72 &),

FIE

ATV T FR=FENTWDHT T UHFEMEA LT, kKO URL ZASLET,
https://fmc_ip_address

ATV T2 2—HW—Z L\ 2AU—REAHLET,
ATy T3 [vr A4y (Loghh) 127V v7 LET,
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| 1) &— | Threat Defense [Z & % Management Center O &
Management Center D 5 A 2 > X D .

Management Center D 5 1 & > X DEF

T _TD T A 2 AL, Management Center (& L > T &I xtd B IcffkSnE 4, 7
var T, WOBETA L AZBATEET,

 Essentials (78) Essentials 7 1 & 2 A,

“IPS: X2 UT 44TV VALK IPS
« TILD T TRAf : ~ LT = T REE

sURL : URL 7 4 VX U 7

« Cisco Secure Client : Secure Client Advantage, Secure Client Premier, ¥ 7213 Secure Client
VPN @ #

« X+ U7 (Diameter, GTP/GPRS, M3UA, SCTP)

VAT A AOBMEIZOWTIEEEL <IE. cisco.com/go/licensingguide # S L T 7281,

4R8O SRS
* Smart Software Manager (IZ~¥ A X —T H 7 a2 FHLET,

EETHAT L REBRLTRVERIE. Vo2& 7 )y 7 LTHLWT AUy FERIEL
TL &V, Smart Software Manager Cl&, MO~ A ¥ — T o MEERTEET,

s a2 TIAT AT T T EEHLTEMEEIND) WEEEMEHT 121X, ZHHO
Aw—hN VT NTO=2T T4V T ThU L N TR S (3DES/AES) 71 &
VAEBATEAMLENLY £,

FIE

ATy Tl BEORAY—F TA® T ThHT NI, BRERIA VARG ENLTWD Z L 2
BLTLEEL,

TA AR, VAIERIFRERIIENS T AL ZAEWA LB, Av—FY 7 by =T
TARL T TAT MY 7 SRTWES, 2L, BETIA v A2BNT 5535
M 5556 1%, Cisco Commerce Workspace T [t & Y U 22— 9 Ok (Find Products and
Solutions) |REE 7 4 —/V REFEHLET, WOTA B APID Z#RBELET,

R5:54 2 RARE

Find Products and Solutions

L-FPRZK-ASASC-10=

Search by Product Family | Search for Solutions
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https://cisco.com/go/licensingguide
https://software.cisco.com/#module/SmartLicensing
https://software.cisco.com/smartaccounts/setup#accountcreation-account
https://apps.cisco.com/Commerce/home

1) £— k Threat Defense [= & % Management Center D& |
. Management Center ® 5 1 2 > X DEF

GE) PID RO HRWEEIT, HESUCTFEITPID 2 BMMTEE7,

* Essentials 7 1 &2 A :
* L-FPR4215-BSE=
* L-FPR4225-BSE=
* L-FPR4245-BSE=

«IPS, ~ /L7 = TR, BELOVURL 7 A &2 ADMAG DY :
+ L-FPR4215T-TMC=
* L-FPR4225T-TMC=
+ L-FPR4245T-TMC=
EFEDPID OWFNZEFEUTIEMNT D & ROWVT IO PID KIS D ]~ — 2 D
TRV T a v EBIRTEET,
* L-FPR4215T-TMC-1Y
« L-FPR4215T-TMC-3Y
« L-FPR4215T-TMC-5Y
+ L-FPR4225T-TMC-1Y
* L-FPR4225T-TMC-3Y
« L-FPR4225T-TMC-5Y
« L-FPR4245T-TMC-1Y
+ L-FPR4245T-TMC-3Y
* L-FPR4245T-TMC-5Y

XY UT T4 A
» L-FPR4200-FTD-CAR=

« Cisco Secure Client : [Cisco Secure Client ZE{EH A K] #HR L T &,

ATw 72 FEO%E1E,. Smart Software Manager (& Management Center % 58k L £,

BEkZAT 9 121X, Smart Software Manager TH &k h— 27 U 2K T A2 ENH Y £7, FHMIIC

DWW TCIE, [ManagementCenter 2> 7 4 7' L— 3 v A R] 28 LT &N, o—% v
Fru LY a =7 OYA L, Smart Software Manager |28 Ek 5 & & F o IIBER LI21ZIC,

A—2yFTOEDIZVIDITVRTVREVREHENCTHLERHY £, [V AT

2 (System) ]>[7 A > A (Licenses) |>[A~— k7 A > AX (Smart Licenses) | ~X— %
ZIRLTLLZEN,
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| 1) &— b Threat Defense |Z & % Management Center O &
Management Center ~ 7/ X DB .

Management Center ~D T /314 X DB

TNRAAZADIP T RUVAEIIHRA M & &Gk — %8 L. FE)T Threat Defense %
Management Center
188 BRI
» Threat Defense DOWIHAFRE CHE L7IROEWMEINE L £,
o Threat Defense D& IP 7 RL A E - I1IHR A M. BLUNNATID

 Management Center ® % §% % —

FIE

AT w71 Management Center C, [7 /34 A (Devices) ]>[7 /31 A& H (Device Management) ] DJIE|Z
IR L ET,

ATv T2 B (Add) 1 Fay 7 H oy URARNNL, [T 20BN (Add Device) ] Z#IR L 9,
BRYX—FADRT 7 4L FTEBRENATWET,
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. Management Center ~0 7 /X4 X DB

6:BHFX—ZERALIET/NM XDEM

Add Device &

Select the Provisioning Method:
®) Registration Key ) Serial Number

|| CDO Managed Device

Host:t
10.89.5.40

Display Name:
10.89.5.40

Registration Key:*

Group:

None ¥ |

Access Control Policy:™

inside-outside v |

Smart Licensing

Note: All virtual Firewall Threat Defense devices require a performance tier license.

Make sure your Smart Licensing account contains the available licenses you need.

It's important to choose the tier that matches the license you have in your account.

Click here for information about the Firewall Threat Defense performance-tiered licensing.
Until you choose a tier, your Firewall Threat Defense virtual defaults to the FTDv50 selection.

Performance Tier (only for Firewall Threat Defense virtual 7.0 and above):
Select a recommended Tier v |

Carrier
Malware Defense
IPS
URL

Advanced
Unigue NAT ID:t
I test

Transfer Packets

[ cancel

WDINT A =R EBELET,

o[/ A b (Host) ]:iBNNJ % ThreatDefense W IP 7 KL AR A M &2 AJJLE T, Threat
Defense D HIDFE T Management Center D IP 7 KL A & NATID Ofj 5% 5E L7-%

B, ZOT7 4=V REZEOFFIZLTEBL ZERNTEET,
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Management Center ~ 7/ X DB .

GE) HA BRBZCiL. 7 /5 ® Management Center 78 NAT DERICHLGE. 7T7A4~
U Management Center D75 A k IP & 72 (344 A7 L C Threat Defense % %% T X
%9, 7272 L. Threat Defense % &% % U Management Center (Z8$%9 5 (2
%, Threat Defense D IP 7 KL AMNMKRA MG ERETHILERH Y £,

[ =4 (Display Name) | 7 4 —/V RIZ, Management Center {Z3%7~9 % Threat Defense ™
LHiE AT LET,

o [B8%%— (Registration key) ] : Threat Defense DI FIDOFHE THE L1=H D & [F Uk
F—H AN LET,

*[RAA Y (Domain) ]: </VF RAL VBEZHHLTWLEEE, 734 22U —7 K
AA AZHID B TES,

s [Z V=" (Group) |: ZNV—TZMEH L TWDLEEE, T/ AT N—7 28D Y CE
R

[T/ A hr—/LRY v — (Access Control Policy) |: #JHIAR U o —% IR L E,
1T 5 BB DS 2 E RTINS A Y A REHOEY L — i Tlob 558
FRONT, BT LWAR Y > —DFERK (Create new policy) ] Z#3IRL, [T XTDO LT T 4 v 7
“7 17 (Blockalltraffic) ] Z##IRL &, HTINEZERLTHT 7 4 v 7 ZFFAT
HZEMTEET, [WELLINT~D NT 7 4 v 7 OFFF) ZZRLTITEEN,

7: New Policy

New Policy Q

Name:
| ftd-ac-policy|

Description:

Select Base Policy:

None A4

Default Action:

® Block all traffic

Intrusion Prevention

MNetwork Discovery

(o) (N

cRT—FSA VR EHT A LB R A — N T AEE DS TET, S
SNA BB LT, [YRTL (System) 1>[54 YR (Licenses) ]>[RT— k54
2R (SmartLicenses) | ~—Uhb €%aT 2 I T b UE— 77 EAVPNDT
Ly A E@ATEET,
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1) £— k Threat Defense [= & % Management Center D& |
B zxonerausokys—omE

* [~EONATID (Unique NAT ID) ] : Threat Defense DHE#IDiRE CTHE L7z NATID % &
E l./ \i j—O

s [’ v b Oi#EE  (Transfer Packets) ] : 7 73A A7 Management Center ~0 /X7 Mgk
EIHFALET, 2O T a U EAMIL TIPSO Snort 72 EDA X "3 U H—& i
THalE. T ABRRER E LTA XY M AZ T =25 E X v N7 — ¥ % Management
Center |25 LET, ZOF TV a VBN LA, A X MER T 23 Management
Center [ZIXE &4, N7y MTF—HZITEEINLET A,

AT9 73 [BE Register) |27V v 7 L, EFICEEINZZ LR LET,
BEPKDT DL, TAALANY A MBS ET, KRLESGEIE, =7 —AyE—UN
FREAVE T, Threat Defense 7238 ERICKRIM L 725G 13, IROEH Z#HER L T IZS W,
« ping : Threat Defense CLI(Z7 7 &AL, IRD =~ N4 L T Management Center O IP

7 KL A~ ping Z#FE4T7 L £,
ping system ip_address
ping 23N L 72V A0E, shownetwork 2~ > REMH L CTxry NU— 7 REL MR L F
7, Threat Defense HHIP 7 KL A ZZEH T 5 MR & 5556 1%. configure network
management-data-interface =~ > K& L 7,

BEk¥—. NATID, 3L Management Center IP 7 K LR : [l DT /A A TlA] Uk
FoHEHL TV aMR L, AL TVDHEAIEINATID 2 H L T\ Z & &
7 LEJ, configuremanager add ==~ > R4 i L T, Threat Defense Tk — & NAT
ID#RETDHIENTEET,

N TN a—TF 0 7 OFERIZ- DUV TIL, https://cisco.com/go/fme-reg-error & ZfR L TL 72X
AN

ERNGEX1)T4R) O—DFE
DI T KOBREEMI LTIANRE R 2 ) F 4 Y R BIET BRI CH L
\i—a_ﬂo

A v A =T =2 A AL A A —T 2 A N, L H—T = A ATAZT (v 7 1P
T RULRAZED LB TES, v K=V ¥ TV EAREDO L LTA L H—T =2 A AD
BEARBRELER LE LN, FEZ0A 0 H—T 2 A Fa )T 4= 2EI) 4T
LMENRHY £,

*DHCP Y —/"—: 7 547 FOWEA »F—7 = A ATDHCP Y —"—ZfEH L £7,
«NAT : SMBA v H—T 2 A ATA U X —T =2 A APAT A L7,
TR hr—b NEWOIE~D T T v 7 ZFFAI L LT,
*SSH: ¥~ —V ¥ 77 8A A F—Tx A ATSSHEZHMZLET,
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https://cisco.com/go/fmc-reg-error

| 1) &— | Threat Defense [Z & % Management Center O &

AV8—T 14 RADEE .

A28 —TJ14 ADETFE

ATv I

ATy T2

ATvT3

ATvT4

ThreatDefense f & X —7 = A AZ BN L., TNbr2EFa T4/ —ZEVYTTIPT
RLAZBRELET, 7= T U R, E—T oA AbRELET, @FIL, VAT LATE
Wodhs N7 7 4 v 7 EBRSELLIIC, D 2004 U F—T oA AEHRET DM
ERHYFT, @EIE. Ty TAN) =2 —FF0FA X —F v MMTE LTZANERA v &2 —
T AL, MEOXY NI D1OUEONTA L X —T = A AEEHLET, ZHIDHD
AU BE—=T A ZAD—HEE, Web— "= EDNRT Y v 77 7R ANTHERT ¥y FAEE
T 5 [FEfEHA ] (DMZ) L7868 0860 7,

— R =T 4 T OARBUE, NEA X —T 2 A A TAET 4 v I T RV AR EFR
35 LREIBFIZ, ISP 2> DHCP 2/ L CHERA v X —T = A AT L RAZ BT 52 & TY,

WOFITIE, DHCPIC LA AXT 4 v 7T KL AL L—FT v RE—ROHWEA v H—T = A A
FEHLT, V=7 v FE—FRONA v X —T =2 AERELET,

FIE

[7 /34 A (Devices) |>[7 /A A& H (Device Management) [DNEIZEINL, 77 A T 74—
o 7y 7 LET,

[f 5 —7xAA (Interfaces) | %7 Vv 7 LET,
X 8:[1 53— AR (Interfaces) ]

Device  Routing  Interfaces  Inline Sets ~ DHCP  VTEP
—
Q Search by name Sync Device Add Interfaces

Interface Logical Name Type Security Zones MAC Address (Active/Standby) IP Address Path Monitoring Virtual Router

@ Management0/0 management Physical Disabled Giobal Q<
GigabitEthemet0/0 Physical Disabled i
GigabitEthernet0/1 Physical Disabled s’
GigabitEthemet0/2 Physical Disabled d
GigabitEthernet0/3 Physical Disabled ya
GigabitEthemeto/4 Physical Disabled s
GigabitEthemeto/s Physical Disabled s
GigabitEthemet0/6 Physical Disabled p
GigabitEthernet0/7 Physical Disabled s

(—EDOEFIVTHHREER) 40Gb A v X —T oA ANH 45D 110G T L—T T 7~ A
H—T oA AE{ERRTHIZIE, AV F—T 2 A ADT VL —I T U NTAa %7V v LE
—é‘o

RETA0GOA LV F—T 2 A AT TIHEHA L TWDEAIX. 7T L—2 77 &7 DRI
REEHIRTHLERH Y £,

WNEICERT 24 v =T =4 2D %7V v 27 LET,
[&M% (General) | % 7 RERRIINET,
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B s—ozrzoux

9:[General] 3 7

Edit Physical Interface

General IPv4 IPv6 Path Monitoring F

S

Name:
inside

Enabled

Management Only

Description:

Mode:

None v
Security Zone:
inside_zone v

nterface 1D:

MTU:
1500

Priority:

0
Propagate Security Group Tag:
NVE Only:

a) 48 LFETO 4T (Name) | Z AN LET,
FlexiE. A F—T x4 RZinside & WS &ARTEFTITET,

b) [£%) (Enabled) | T = 7Ry 7 A%EFNILET,

¢) [FT—F (Mode) J1x[72L (None) JIZHEHELI-FFIZLET,

d [EF=VT 41— (SecurityZone) | Ka v 727 U A R LEEFEONTEF =) T 4
V=BT D0, [ (New) 1227 U7 LTHLWEX=2 YT 40— ZBL
£

7= & 21E, indde zone L WHLFIOY —r ZBIMLET, KA X —T = AL, X
V74— BIOAS v F—T A AT N—TZE )Y THEMLENDLY T, o F—

TxARF, 100X 2VT 4V —VIORRETH L, DA X —T A AT
N—TBTHEHTEET, Vv FRIFZIN—TZESNTEF 2T R —
ZEALET, e xIE WA v X —T = A AWNE ) —AZE ) BT, HMNBA v H—
T A AEIES = AZED B THZENTEET, ZOHA. N T T 4 v 7 BNENS
BB CE D LT 78R avrbe— L KR U—52RETDHZ EIXTE T,

AP ERFIZHENT TR ETEEHA, IFEAEORY v—i3tx=2 T4~ DH
PHR—FLTWET, NATHRY v—, L7 4 0Z K — BEILOWQoSHY T —T,

S FRFA AT oA AT N—T HEHTEET,
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e) [IPv4] # 7, [IPv6] ¥ 7, Fi=ldWi DX 7% 27V v 7 LET,

s[IPv4]: Ra vy X7 URA NG [AZT 4 v ZIPEEfT 5 (Use Static IP) ] %%
WU, IPT RLALEYT Ry "RV EAT v aKi TAILET,

7= & z20E, 19216811247 EE AT LFET,
10:[IPv4] 3 0

Edit Physical Interface

General IPv4 IPv6 Path Monitoring
I
IP Type:
Use Static IP -
IP Address:

I 192.168.1.1/24

s [IPv6] : A7 — M L ZAHEIREDOS AL [HEEE (Autoconfiguration) ] F = v 7 4
JA%EF N LET,

11:[IPv6] 3 T

Edit Physical Interface

General IPv4 IPv6 Path Monitoring Hardware Configu
I
Basic Address Prefixes Settings DHCP
 —
Enable IPV6:

Enforce EUI 64:

Link-Local address:

Autoconfiguration:

Obtain Default Route:

H [OK]Zz27 Vv LET,
ATy TS B AT 202 —T A A% 7 ) v 7 LET,
(4% (General) | % 7 RFERSNET,

1) E— b Threat Defense = & % Management Center O & .
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12 : [General] % T

Edit Physical Interface

General IPv4 IPv6 Path Monitoring Hardwart

Name:

outside

Enabled

Management Only

Description:

Mode:

None v

Security Zone:

outside_zone v

nterface 1D:

MTU:
1500

Priority:
0

Propagate Security Group Tag:
NVE Only:

TR =X T I BRI IDA VB —T 2 A ZAEBEFICRELTWSEED, AV F—T A A
WX T TIZAFIRMHT O TEY ., AMEE T RLREEENZE T LTWET, b DOFEARH
EBIXER LN TL &, BB 95 L, Management Center OFFE AP S E T, =
OEETH, WRBrN T 74 v 7RI —DEFa VT 4V — U 2RETHLERHY F7,

a) [EF=VUTF 1Y —> (SecurityZone) ] Fr vy 7 HZ 0 U X RMLEBAFOINEEF 2 T 4
V= EBRIRT S0, i (New) 1227 Uy 7 LTHLWWEXF=2U T 0V —r%BINL
£7.

7=& 21X, loutside zone| &EWHLARIOY — 2 ZBIMLET,
b) [OK]%7 Vw2 LET,
ATy T6 [{#1fFE (Save) 127V v LET,

DHCP H—/\—DEE

7747 > N TDHCP 2 L CEBICKT D058 MO IP T RLAZEST L9127 55
A%, DHCP —R_—%FZh LE T,
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FIE

DHCP H—/\— DR E .

ATYF1 [T/A4 R (Devices) |>[T/31 AEHE (DeviceManagement) | ##IR L, T4 2% 27 VU v

7 LET,

AT 72 [DHCP]>[DHCPH#—/\— (DHCP Server) ] Z#R L £,

13: DHCP H—/\—

Device  Routing Interfaces

DHCP Server

DHCP Relay

DDNS

ZF v T3 [H—nN— (Server) | ~<—T T,

‘3‘0

Inline Sets DHCP VTEP
—

Ping Timeout

50
Lease Length

3600

Auto-Caonfiguration

Interface
[ v
Override Auto Configured Settings:
Domain Name

Primary DNS Server Primary WINS Server

v | + v =
Secondary DNS Server Secondary WINS Server
v | + v |+
Server Advanced
Interface Address Pool Enable DHCP Server

14: 9 —/N\—®D:EN (Add Server)

Add Server

Interface™
inside

Address Pool*
10.9.7.9-10.9.7.25

(2.2.2.10-2.2.2.20)

Enable DHCP Server

R —
Cancel m

+ Add

[EM (Add) |22 Y v 7 LT, ROFT T a v akEL

(A H—T7x AR (Interface) |: Ry FX L VA RNOA U F—T x4 ZAETRLE

j—o

«[7 RL A7 —/ (Address Pool) ]: DHCP ¥— "= 325 IP 7 KL AD& FALD
e EAL OB O AR E L ET, IPT FLAOMIT, BRL/IA o F—T = ZAL[FET

1) E— b Threat Defense = & % Management Center O & .
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Y72y b FITFEETAUNERHY, A —T A ZAHHFDIPT RLAEZEDL L
I TEERA,

« [DHCPY— "—%FHMZ9 5 (Enable DHCP Server) | : iR L7=A > % —7 = A A7 DHCP
= N—Z BN LET,

ATy T4 [OK] &7V 7 LET,
ATYT5 [fRT7F (Save) |27 U7 LET,

NAT D% E
NAT D& FE

—WEE 72 NAT L— L ClE, N7 RLRAENEA v Z—T =2 A ZADIP T RL ADR— MNIE
LET, ZOXATONATV—NVDIZ tEA LA =T AKR—K T KL RZEH (PAT)
EIENE T,

FIE

ATFYF1 [T/AM R (Devices) |>[NAT] %22 U v 7 L, [#LLVRYJ >— (NewPolicy) ]>[Threat Defense
NAT] %227 U v 7 LET,

ATY T2 RV =2zt RNV o—2 AT 257/ ZAZERL, [fR1F (Save) 227V v 7 L
£7,

. 1) £ — b Threat Defense |Z & % Management Center O &
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NAT D& E .

15: New Policy

New Policy (7]

Name:

interface_PAT

Description:

Targeted Devices

Select devices to which you want to apply this policy.

Available Devices Selected Devices

o)

Q_ Search by name or value 10.10.0.6

Add to Policy 10.10.0.7

o)

=3 s |

AU 2 —7% Management Center |ZIBM S ES, Gl&fE, N —I—nZ2BNd 5058
NdHYET,
16: NAT K1) o —

interface_PAT

Enter Description
NAT Exemptions  Policy Assignments (2)

Rules
Filter by Device Y Filter Rules X Add Rule
Original Packet Translated Packet
Source Destination Original Original Original Translated Translated Translated
¥ Direction Type Interface Interface Blets Options
a Sources Destinations Services Sources Destinations Services
Objects Objects

~ NAT Rules Before
*  Auto NAT Rules

~ NAT Rules After

ATy T3 [—LDENM (AddRule) 1227V v LET,
[NAT/L—/L DB (AddNAT Rule) | XA T R TRy 7 ANRFRINET,

ATFYT4 EAL— NS a BB ELET,

1) &— | Threat Defense [Z & % Management Center 0 J& B .
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177: EXKIL—ILDOA T3y

Add NAT Rule
NAT Rule:

Auto NAT Rule v
Type:

Dynamic v

Interface Objects  Translation  PAT Pool  Advanced

« [NAT/L—/L (NAT Rule) ]: [HEINAT/L—/L (Auto NAT Rule) ] Z#4R L £,

o [#A4 7 (Type) 1:[# AT > (Dynamic) | ZEEIR L 7,

AT TS [A ¥ —TxA A4 7= b (Interface objects) |X—C, [HHAHERA X —T = A A
47 =7 K~ (Available Interface Objects) | fHIK O 56 A v F—T = A AF TV =7 |
(Destination Interface Objects) ] SEIIZAMER Y — 2 A BN L £7,

18: 4B —TARFA T b+

Add NAT Rule ]
MNAT Rule:

Auto NAT Rule v
Type:

Dynamic v

Interface Objects  Translation PAT Pool  Advanced

Available Interface Objects C Source Interface Objects (0) Destination Interface Objects (1)

Q, Search by name o outside_zone
inside. zone . Add to Source
1 outside_zone ) Add to Destination

wfxAutomationZone

L1l

AT v T 6 [Z# (Translation) | X— T, WDOA T a R ELET,

. 1) £— I Threat Defense [~ & % Management Center D & 5
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nat oz [l

19: + 5 VR L—3 3> (Translation)

Add NAT Rule o

NAT Rule:
Auto NAT Rule v |
Type: )
Dynamic v

Interface Objects Translation PAT Pool Advanced

Original Packet Translated Packet

Translated Source:

Original Source:*

all-ipv4 Destination Interface IP

@ The values selected for
Destination Interface Objects in
‘Interface Objects’ tab will be used

« [TD%fETT (OriginalSource) 1: 227 U w7 LT, T XTCDOIPv4 F 77 ¢ v~ (0.0.0.0/0)
DRy NT—=0F TV =7 MNiBMLET,

B20:#FHLWARy bO—9FTPH b

New Network Object (]

Name

" all-ipva

Description

Network
) Host Range ® Network FQDN

[ 0.0.0.0/0

| Allow Overrides

Cancel Save

G¥) HEINAT L — VI A 7 V=7 MEFEO—EE L TNAT 28T 5720, VA
TLAEROany-ipvAF TV =7 NeEATAHZ LIXTEERA, Fo, VAT
AERDODAT V2l NefRETHLIFTEERA,

o [ F D IC (Translated Source) | : [S855A > % —7 = A AIP (Destination Interface
IP) | Z &N L E7,

1) &— | Threat Defense [Z & % Management Center 0 J& B .
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ATy FT [RAF (Save) 1227V v LTLA—EBINLET,
=L b—/b (Rules) | 7 —7 MR SET,

ATY T8 NAT X—TU T [{RfFE (Save) |27 U v 7 LTEREEZRELET,

RNERD S HEBAD ~F T 1 T DFFHE

BB K T D 288k L& X2, BAD [T R_RTONT T 4 v 7 %717 (Blockall

traffic) | 77 ®A arbra— L R —FERLIZGEEIL. T AZ@BRTAH T 7 4 v
I EFTATDHEOICRY —I— AV ZBINTH20ERH Y E3, IROFIATIE, NHY —
NI — ~D T T 4w I EFATHNL— BB LET, e —r RNk 584,
W2ty NI =T ~D T T 47 AT 5/L—LEBINMLTIEEN,

FIE

ATvF1 [R)I— (Policy) 1>[7YERK1 — (AccessPolicy) ] >[7 U 2RKR) — (Access
Policy) 1Z R L, ZEICKIT A8 ICH DV B TOHNTWET 78R v br— KU o—
D EI7YvT LET,

AT9 72 [JL—ILEEM (AddRule) |27V v 7 L, IRO/NTA—XERELET,

B 21:[)L—)LDEM (Add Rule) ]

_ Create Rule (]

Name | inside-to-outside Action Allow B Logging Iy Time Range | None Rule Enabled @)

Insert | into Mandatory @ Intrusion Policy | None Ee File Policy | None

Q Zones Networks Ports. Applications Users URLs Dynamic Attributes VLAN Tags
Showing 3 out of 3 Selected Sources: 1 Selected Destinations and Applications: 1

=) <k inside_zone Collapse All Remove Al Collapse All Remove All

ZONE

=) <& outside_zone ~ 1 object ZONE | v 1 object

<4 wixAutomationZone

[&81 (Name) | : ZD/L—LiZ4RTEAMIT£T (72 & 21E, insdeto-outside) ,

[FEIRL1-#EIET (Selected Sources) | : [V —2 (Zones) | MBNIE Y — U Z®IN L, 1%
fExY— > %EBM (Add SourceZone) | %27 YV v 7 LET,

[BIRLT=585E&ET7 T r— 3> (Selected Destinationsand Applications) ] : [V—
(Zones) | MBAMRY — U AR L, [FBEY — 2 FIEBM (Add Destination Zone) | # 7
Vw7 LET,

MORTEITZOEFIZLTEBEET,

AT T3 [Applyl 227 U v LET,
JL—L3 Jb— v (Rules) | 7 —7 /WIS ILET,

. 1) £ — b Threat Defense |Z & % Management Center O &
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v x—Sr 7oA T8 4 v8—T x4 2T ssHozE [

ATy T4 -7 (Save) 1227V w7 LET,

IR—Ov TIORRAT—E A3 —T 24 XTOH SSH DEETE

A v H—T 2 A AT EDT —H A X —T = A AT Management Center 7 7 & A & AN
L7eBa1E, ZOFIEICHESTEDA v ¥ —T =4 ATSSH ZANCTHHERH Y 7,

Z Z TlE. ThreatDefense T 1 DL EDF —Z A v Z—7 = A 2% LT SSH #5# 2 A 023
% HFECOWTHALET,

\)

GE) SSHIZBEHA L Z—T A A LTTF 740 b THINZ > TWETA, Z O A ILE P SSH

TR A LER A,

BHA L F—T oA AL, T ADOMDA o Z—T = A AL ITHBESI TV ET, Management
CenterlZ 7T NA AZFHRE L, BT D70 SNET, T—F A ¥ —T = A AD SSH
X, BHEA X —T 2 A AD SSH ENFEB L OB —Y VA N E2HFLET, 2Otk
EITBEPNCRESNE T, T—F A F—T A ATE., ZOHEHAHEHLTSSH &7 7 &
AYARNEANILES, T—HF 24— 7:4x®%Hb?74/7iLﬁ@w—%4V
TEREEFEHL, BERICERESNIZAZT v 7 — R CLI CRESNZAXT 4 v 7
J— MIFEHLEREA,

BEHA 2 —T A AOA, SSHT 72 AU A k& T 5 I121F Cisco Secure Firewall Threat
Defense =~ KU 77 L . A @ configuressh-access-list =~ > RZSMML TS, A¥
T A w7 — NEFRET HITIL, configure network static-routes =~ > KA LT 72
WV, T 74V FTIE, PIHIERERICEREA VAT A ANBT T A b — N ERELE
7

SSH #3521, FARIP T RLREZHFTHT 78R LV—LIHVEHY FHAL, ZD
Y7 arOFMEIES>T, SSHT 7 B2AEZRTETHILERH LHET T,

SSHIZ, ZEERRERA L F—T = A AZOAEHTE LT, SSHAEA MDA o F—T = A
ANZHDEGE . ANA B —T 2 A A~DEBEE RGO BB TE 97,

N

GE)  SSH Zfif L7z CLL ~® 1 7' A E4T28 3 [mhdife U TR 2 & /354 A SSH #5513 #&

TLET,

Threat Defense #EED B
©74:SSHDNV—T Ny T LB —T x4 ADHR—]K,

1R BRI

« SSH N —H—(%. configureuseradd =~ > RZHH L CCLITOARETEET,
T 7 v F T, PIERERHI XA Y — RERE L7ZAdmin—V —23FE L £ 7, LDAP

1) E— b Threat Defense = & % Management Center O & .
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1) £— k Threat Defense [= & % Management Center D& |
B <~+—>v70ex 55 1408— 42 TOSSHORE

F£ 721X RADIUS LA —H—1%, 77 v N 74— L5 E T [IMHBFRAE (External
Authentication) | ZHETH I EICIL > THRETEET,

« TNA ZA~D SSH #fi 2 #F [T DR A PERIEFR Y NV—J BEHRTLIF Y hU—2 %
T2 FRMETYT, A7V ATy DO LTEBMTEEIN, IPT
RLADITN—TZETH0ICA TV =7 v =T 2T 58581%, V—/LT%
B SN —T NI IS HZ L 2R LET, (A7 b (Objects) [>[A#T>x
2 FEH (Object Management) | ZiEIR L T, A7 V=7 FERELET,

\}

G RFABEET Sany kv hT—2 AT Ve MNIEHTE
A, bV IT, any-ipvd £7213 any-ipve ZfH L £ 9,

FIE

AT T [TINA4 R (Devices) |>[FT Ty b7+ —LEKTE (Platform Settings) ] #1384R L. Threat Defense
R — T ERRE T ISRE L E T,

RTw T2 [SSH7 VR (SSH Access) | ##IR L 9,

ATw T3 SSHES AT T HA4 X —T A ALIPT RLAZEELET,

TOFEFFEH LT, SSHEmMEZZ T ANDSA v F—T 24 A, BIOENLOEGELIFT I
H7FAT L DOIPT RUAZHIRLET, fLXDIPT LR, xvy hU—2 7T KL
2EfEATEET,

a) [BI (Add) 1227V v 27 LTE LWL—AZBINT 50 [fedE (Edit) 1227V vy 27 LT
BEfFON— NV EfRELET,
b) N—ADTaNRT 4 EHELET,
* [IP Address] : SSH#%#i 2 #F 3 DR A hEiZry NTV—F 2EET L1y hU—7
ATl NERFIN—T, ATV N Ry T A = HERT D
M FERFHEZYV 7 LTH LRy NYV—2 AT V=7 FEBMLET,

« [ERTATREAR Y — 24 VB —T 4 X (AvailableZones/Interfaces) | : SSH ##5i & 7 7]
THA LV HE—T oA AeBLY = 2BMLET, Y=l X —T A AT
E. [BIRLFEY—2/4 28— 124X (Selected Zoned/Interfaces) | U 2 hdD F oD
TA—=NVRIA L E—T A 2% % AL, BN (Add) 122V vy 27 LET, L—
TRy I A HE—T oA AEBNTHIEHTEET, BRI TWDHAS X —T =
ARETNL =V DTN RCEENTND EXIZDH, ZIHDIL—)LINT /34 A
WA S ET,

) [OK]%Z7 VU vz LT,
ATy 74 [Save (RE) 127V vr7 LET,

. 1) £ — b Threat Defense |Z & % Management Center O &
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zzorn [

ZiC, [EBE (Deploy) 1>[ER (Deployment) 1227 VU w7 L, B Y THT A ATHY
V—EREHTEDRL IRV E LT, BEEFRY O—FREATHIETHEIICRY THA,

RED R

RIEDEE 2 BT 20 ISR L £, AHEZREMATLETIE, 7 A LETEDOE
BHT 7T 470 £X A,

FIE

AT9 1 A0 [EB (Deploy) 127V v27 LET,
B 22:[RF (Deploy) ]

Q @ # @ adminv Ul SeCURE
ATw T2 [TRTERM (DeployAll) 1227V v 7 LTERTOT /A ZTEHT D0, [HE R

(Advanced Deploy) 1% 7 UV v 7 L CGEIR LT A RIZEH L E T,
B 23: X TEM

‘ Q, Advanced Deploy Deploy All

1010-2 I Ready for Deployment [=2)
1010-3 I Ready for Deployment &
1120-4 I Ready for Deployment [=2)
nodel I Ready for Deployment £
node2 I Ready for Deployment £
0 5 devices are available for deployment iz
A:EELER
1 device selected
[@ search using device name, user name, type, group or status | Depioy tme: Estmate
Device Modified by Inspect Interruption Type Group Last Deploy Time Preview Status
> node1 System FTD May 23, 2022 6:49 PM E I Ready for Deployment
> 1010-2 admin, System FTD May 23, 2022 7:09 PM § I Ready for Deployment
> node2 System FTD May 23, 2022 6:49 PM B I Ready for Deployment
> 1010-3 System FTD May 23, 2022 6:49 PM B I Ready for Deployment
> 1120-4 System FTD May 23, 2022 6:49 PM [ I Ready for Deployment

1) &— | Threat Defense [Z & % Management Center 0 J& B .
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B theatDefense &5 5 U FXOS CLL~AD 7 2 £ 2

ZTFVT3 BESRS L EEMRLET, BROAT —4 A2 FRT 5101, A=2—"—0 JEH
(Deploy) | R% v DAEMICHBT A2 %2 v LET,

25 BREART—42 R
Deploy Q @ adminv il SECURL
() Show Notifications

es Objects Integration

Deployments Upgrades @ Health @ Tasks

m 0 running 5 success 0 warnings 0 failures Filter

@ 1010-2 Deployment to device successful. 2m 13s
© 1010-3 Deployment to device successful. 2m 4s
© 1120-4 Deployment to device successful. 1m 45s
© nodel Deployment to device successful. 1m 46s
© node2 Deployment to device successful. 1m 45s

Threat Defense 5 KU FXOSCLI~AD 7o 2 X

avw R4 A F—=T x4 A (CLI) ZFEH LT AT LDy T v 72TV, AR
VAT LD NI TNy a—T 4 T E2ITVWET, CLITy Y a v bR U—%2RETHZ
LIFTEE A, CLIICH, 2> Y — bV F— ML 7 7 B A TE £,

NN a—T 4T DHIZE FXOSCLIWZ T 7 BATXE9,

)

G¥)

F771%. Threat Defense 7 /3A ZADEMRA L F—T = A AT SSH T C&x £4, =2V —)b
ToalliZE Y, SSHE® v a 35 7 4/ b T Threat Defense CLI [Z72 Y . connect
fxos 2~ R&fiH L CFXOSCLIIZEf C&x £9, SSHERHDOA v 4 —7 =4 A% T
WHIBA, BTT =4 A =T 2 A A LEDOT FLAICHERTE XY, T—F A X —T A
A~DSSHT 7 v 23T 7 40 FTEHC/R>TWEST, ZOFIETIE. 5 7+ h TFX0S

CLIL 25— Vi R— T 7B AIZOWCEHBH L1,

FIE

ATY 1 CLIicu /4 o452, BHa v Ya—HFa2ary/)—)LiR— MR LET, T 74V FT
I Cisco Secure Firewall 4200 (2222 Y — )L/ — T I)LRFHE L TNz, b — RKX—F 4 D
USB-to-RJ-45 L U TN — T N7 PR EATAMLERH Y 3. SHEHOARL—F
VAT BB USB VY TV RTIANRNEMTA A R—L LT EE, T Y —)LR—
MET 74V R TFXOSCLLIZ/A2 D 3, ROV U TAREEHEH L ET,

* 9600 R —

8 F—% vk
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—\‘

ATy T2

ATvT3

F—BAUE—T A ATOEEEHDO LS5 TLva—F1>7 [}

e NUT 4721

sl ALy 7 Ewh
FXOSCLIZHHr LE T, =—H—F admin &, ¥ty b7 v THRICHRTE LIZ/SA Y — K&
fEILCCLIicnZ A LET (5744 MMd Adminl23)
B -

firepower login: admin

Password:

Last login: Thu May 16 14:01:03 UTC 2019 on ttySO
Successful login attempts for user 'admin' : 1

firepower#

Threat Defense CLI (27 7 & A L £,
connect ftd

51

firepower# connect ftd
>

0 A %IC, CLI CHEAFRER a2~y NOEREZMHEZRT DI, hdp £ 22 AL E
4, AT DOV TIL,  [Cisco Secure Firewall Threat Defense av RV T77 LAl &5
LT EEN,

Threat Defense CLI % #& 79 2121%, exit £721% logout 2~ K& AL LET,

Zoavy RIZE Y, FXOSCLI 7 u v 7 MIREY 3, FXOS CLI T mfe/s o< RIZ
DWNTIE, 22 AL TL7Z &0,

1 -

> exit
firepower#

— B3 A VA —TIARATOEBEGED S I a—TFTa2Y

HHAOERA LV H—T 24 ZAZFEHTHRDVIC, ~ 32—V ¥ T 7 RRCT—F A 4 —T =
4’%%fﬁﬁﬁﬁ’éia/\ %, Management Center C ThreatDefense DA > % —7 = A AL F v kU —

DREEEETHEE, Bz W L7 L 9123 E LE T, Threat Defense % Management
Center BN U RICEEA VX —T 2 A AZA T HERTHEE (T 2008~ £
FEHENST —F~) A —=T oA ALy P =T OREDEL LIS L TH2RD
b BHPERN KD FREERH D £7,

IO My ZiE, BHERD KON ED N T TN a—T 4 TR E T,

1) E— b Threat Defense = & % Management Center O & .
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B s s—orrzxcoemEEGEO ST A—F 100

EEERAT—2 ADRT

1) £— k Threat Defense [= & % Management Center D& |

Management Center C, [Devices] > [Device M anagement] > [Device] > [M anagement] >
[Manager Access- Configuration Details] > [Connection Status]~<— ¥ C& B A T — X A

ZfEE L £

EHEBHG DO AT — X A% FRwT 511X, Threat Defense CLI T. sftunnel-status-brief =~
VREASILET, sttunne-status 2 LT, LV BeRBFREsR T TEE

‘a_o

Z0 RO OB B ZRITRLET, E7 F v 1o e HHRen—he—

MERPFTRSNTOER A,

> sftunnel-status-brief
PEER:10.10.17.202
Registration: Completed.
Connection to peer
Last disconnect time
Last disconnect reason :
down

'10.10.17.202"
: Mon Jun 15 09:19:09 2020 UTC
Both control and event channel connections with peer went

Attempted at Mon Jun 15 09:21:57 2020 UTC

7y TREBOEROH A 2 RITRLET, E7F v rbin—he— MERRFR SN

TWET,

> sftunnel-status-brief
PEER:10.10.17.202

Peer channel Channel-A is valid type (CONTROL), using 'eth0O', connected to
'10.10.17.202" via '10.10.17.222"

Peer channel Channel-B is valid type (EVENT), using 'ethO', connected to
'10.10.17.202" via '10.10.17.222"

Registration: Completed.

IPv4 Connection to peer
Heartbeat Send Time:
Heartbeat Received Time:

'10.
Mon Jun 15 09:02:08 2020 UTC
Mon Jun 15 09:02:16 2020 UTC

10.17.202' Start Time: Wed Jun 10 14:27:12 2020 UTC

Threat Defense v k7 —J BERD KT
Threat Defense CLI T, BHBI VN3 =% T/ VA T—H f X —T =2 ADF v

Y= REEFRRLET,

show networ k

> show network

Hostname

DNS Servers

Management port

IPv4 Default route
Gateway

IPv6 Default route
Gateway

[ brl
State :
Link
Channels
Mode

System Information

5516X-4
208.67.220.220,208.67.222.222
8305

: data-interfaces

: data-interfaces

]

: Enabled

: Up

: Management & Events
: Non-Autonegotiation
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MDI/MDIX

MTU

MAC Address
Configuration
Address
Netmask
Gateway

State
Authentication

System
DNS Servers

Interfaces

MTU

MAC Address
Configuration
Address
Netmask
Gateway

Configuration

F—BAUE—T A ATOEEEHDO LS5 TLva—F1>7 [}

: Auto/MDIX

1500
28:6F:7F:D3:CB:8D

: Manual

[ Proxy Infor

Information -

10.99.10.4
255.255.255.0
10.99.10.1

Disabled

mation ]
Disabled
Disabled

Data Interfaces

: GigabitEthernetl/1

[ GigabitEthe

rnetl/1

: Enabled
. Up

outside
1500
28:6F:7F:D3:CB:8F

10.89.5.29
255.255.255.192
10.89.5.1

Disabled

Management Center ~® Threat Defense D& §xDHEED

Threat Defense CLI C, Management Center SExN5E T L2 2 L2 fERLE T, ZDa~v v
RiZ, BEBEROBEDO AT —F A2 FRTHHLOTIIRNZ LIZERE LTI EE N,

show managers

> show managers
Type

Host

Display name
Identifier
Registration
Management type

: Manager

10.10.1.4
10.10.1.4
f7ffad78-bfl6-1lec-a737-baa2f76e£602

: Completed
: Configuration

Management Center [ ping 95

Threat Defense CLI C, RO =2~ REEH LT, 7—% A ¥ —7 = A A5 Management
Center |Z ping L £,

ping fmc_ip

Threat Defense CLI T, kD~ REHH LT, HHA > ¥ —7 = A A5 Management
Center [Z ping LET, ZhiZ, No 7 FL—r &N LTTF—4 A F—T oA AT)—
TArTEINET,

ping system fmc_ip
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B s s—oz1zxcosEggo ST a—F10Y

Threat Defense RERA VB3 — T T A A TDINT Y DX v TF ¥

Threat Defense CLI G, Wi/ Nv 7 7L —> 4 X —T x4 A (nlp_int tap) T/ > b
Xy 7Ty LT, HEAT Y PBRFEESNTWDLNE I AR LET,

capture nameinterface nlp_int_tap trace detail match ip any any

show capturename tr ace detail

REA B —T A ADAT—E R, #fidt. BELVNT7 Y FHDOHER

Threat Defense CLI T, Wiy 7 FL—r 4 X —7 A A (nlp_int tap) (2B 51
WEZBL T ZE0,

show inter ace detail

> show interface detail

[...]

Interface Internal-Data0/1 "nlp int tap", is up, line protocol is up
Hardware is en vtun rev00, BW Unknown Speed-Capability, DLY 1000 usec
(Full-duplex), (1000 Mbps)

Input flow control is unsupported, output flow control is unsupported
MAC address 0000.0100.0001, MTU 1500

IP address 169.254.1.1, subnet mask 255.255.255.248

37 packets input, 2822 bytes, 0 no buffer

Received 0 broadcasts, 0 runts, 0 giants

0 input errors, 0 CRC, O frame, O overrun, 0 ignored, 0 abort
0 pause input, 0 resume input

0 L2 decode drops

5 packets output, 370 bytes, 0 underruns

0 pause output, 0 resume output

0 output errors, 0 collisions, 0 interface resets

0 late collisions, 0 deferred

0 input reset drops, 0 output reset drops

input queue (blocks free curr/low): hardware (0/0)

output queue (blocks free curr/low): hardware (0/0)

Traffic Statistics for "nlp int tap":
37 packets input, 2304 bytes

5 packets output, 300 bytes

37 packets dropped

1 minute input rate 0 pkts/sec, 0 bytes/sec
1 minute output rate 0 pkts/sec, 0 bytes/sec
1 minute drop rate, 0 pkts/sec

5 minute input rate 0 pkts/sec, 0 bytes/sec
5 minute output rate 0 pkts/sec, 0 bytes/sec
5 minute drop rate, 0 pkts/sec

Control Point Interface States:
Interface number is 14

Interface config status is active
Interface state is active

IL—T 1 > 5 & NAT ORER

Threat Defense CLI T, T 7 4/ hLb— Tk (S*) DNBMENTWEZ &, BXOEHE A
2 —7 x4 A (nlp int tap) (NI NAT L— L I3FIET D 2 L 2B LET,

show route

> show route

Codes: L - local, C - connected,

. 1) £ — b Threat Defense |Z & % Management Center O &

S - static,

R - RIP, M - mobile, B - BGP
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g
C
L

F—84 28— T4 ATOEREGDO LS5 TLva—T17 ||

D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, V - VPN

i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route

SI - Static InterVRF
Gateway of last resort is 10.89.5.1 to network 0.0.0.0

0.0.0.0 0.0.0.0 [1/0] wvia 10.89.5.1, outside
10.89.5.0 255.255.255.192 is directly connected, outside
10.89.5.29 255.255.255.255 is directly connected, outside

show nat

> show nat

Auto NAT Policies

1

service tcp 8305 8305

2

(nlp_int tap) to

(Section 2)

(outside) source static nlp server 0 sftunnel intf3 interface

translate hits =
(outside) source static nlp server 0 ssh intf3 interface service

(nlp_int tap) to

tcp ssh ssh

translate hits

3 (nlp_int tap) to

ipve

translate hits

4 (nlp_int tap) to
translate hits
5 (nlp_int tap) to
translate hits
>
T DD ERTE DHEER

(
(

0, untranslate hits = 6

0, untranslate hits = 73

(outside) source static nlp server 0 sftunnel ipv6 intf3 interface
service tcp 8305 8305

0, untranslate hits = 0

outside) source dynamic nlp client 0 intf3 interface

174, untranslate hits = 0

outside) source dynamic nlp client O ipvé intf3 interface ipvé

0, untranslate hits = 0

ROa<vy RESBLT, MOTRTOREMAETHI AR LET, Zhbnaw
>~ FD %< 1%, Management Center @ [Devices] > [Device M anagement] > [Device] >

[Management] > [Manager Access - Configuration Details] > [CLI Output]»*— " TH R T
TET,

show running-config sftunnel

> show running-config sftunnel
sftunnel interface outside
sftunnel port 8305

show running-config ip-client

> show running-config ip-client
ip-client outside

show conn addressfmc_ip

> show conn address 10.89.5.35

5 in use,

Inspect Snort:
preserve-connection: 0 enabled, 0 in effect, 0 most enabled, 0 most in effect

16 most used

1) E— b Threat Defense = & % Management Center O & .
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TCP nlp_int tap 10.89.5.29(169.254.1.2):51231 outside 10.89.5.35:8305, idle 0:00:04,
bytes 86684, flags UxIO

TCP nlp int tap 10.89.5.29(169.254.1.2):8305 outside 10.89.5.35:52019, idle 0:00:02,
bytes 1630834, flags UIO

>

DDNS DE#FHMNETI LIz E S I EHERERT S
Threat Defense CLI G, DDNS O EH 23N L7120 E 2 &R L £ 7,
debug ddns

> debug ddns

DDNS update request = /v3/update?hostname=domain.example.org&myip=209.165.200.225
Successfuly updated the DDNS sever with current IP addresses

DDNS: Another update completed, outstanding = 0

DDNS: IDB SB total = 0

RN L7285 A1, debug http 2~ > K& debugsd 2~ > RaMA LEd, fEAE
DORRFEDR R L2 5A51E, b— RREERT ANA R VA F—L SN TWD I & AR
[_/iﬁ‘o

show crypto ca certificates trustpoint_name
DDNS O EZ iR 21213

show ddns update interface fmc_access_ifc_name

> show ddns update interface outside

Dynamic DNS Update on outside:
Update Method Name Update Destination
RBD DDNS not available

Last Update attempted on 04:11:58.083 UTC Thu Jun 11 2020
Status : Success

FODN : domain.example.org

IP addresses : 209.165.200.225

Management Center 0% 7 7 A JLDFEER
https://cisco.com/go/fmc-reg-error &S L T 720,

Management Center DN EHONT-IZEDERDA—)L/NY D

Threat Defense C¥ R —V ¥ 7 7 AT —H A X —T oA AL, xv NU—7
ﬁ/L {222 % Management Center 7> > DA T 2 BB~ 535, Threat Defense DK % fx %

B Lokl e — "y 7 LT, BEERAZELTEET, T0%, Xy NI —78kn
HEFF S 415 X 9 1T Management Center CHERGREZ T L, HEMTEET, m—n Ny 7
BEIE. B RO TV RWEATHHATE, 2O NI TNy a—T 4 VT ORBLISNTH
fEHCcEET,

WDHTA RTA BB L TLIEEN,
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ATy I

Management Center DA R HONI-HEDEEDOO—IL/NY ) .

* AifElDJEBH D 7+ Threat Defense TH— B /WA TE £9, S HIZLIRTORMICZE —/
Ny 7452 LEFETEEEA,

e =Ny 7 F, ESAHAETIEY R FSNTOETH, 7T RZ Y T DOREMTIEY
R—FESnTWEEA,

e 2 —/L3y 7%, Management Center CTa /& CX HDAERICOALEELET, 72L& 2E, v—
V23 71X, Threat Defense CLI TOAGKETE HZHHEHA ¥ —7 = A AZHET 5
o — 7 VRERRICIZ RS L E 4 A, configurenetwork management-data-interface =~ K%
fifi JH U 7= 5 #% 0 Management Center JEBRF (T — X A L # — 7 = A AFREHEZEH L. rollback
av REFEHTLHE ENOOREIFRFINRNT LIZERLTLEIN, ®ZICE
Bl & 7172 Management Center % E 2 H —/L N> 7 SILE T,

* UCAPL/CC E— FiFr— /LNy 7 TEEH A,

 URIDEEICEHR SN-T 7 M4 7N RSCEPGFHEF — X Zu— Ny 7 TX FH
Ho

e m—/L Ny ZJHNZ, BUEDRENZ VT ST, #fiR Fu vy 7ShET,
FIE

Threat Defense CLI T, PARIOHEK~a—L "y 7 LET,
configure policy rollback
7 —/L3y 7% Threat Defense (37 —/L 3y 7 3 IEFIZ5E T L7 Z & % Management Center |Z

%1 L E 9, Management Center Clt, #EEN T — /Ny 7 Sfc Z & & $ /38— 23 BB
AR SIET,

G¥) 02—/ Ny 7 3R L, Management Center /& BE23ME JC S Ve, — A 7e B
D RI-EIZ DV Thittps://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw-virtual/
215258-troubleshooting-firepower-threat-defense.htmlz 2 L T 72 &V, HFHIT L -
TlX. Management Center E LT 7 ¥ ADEITLHZIZ v — 3w 7 PRRT D Z LA
bV ET, DA, Management Center /531 O [H#H % fi#k L T, Management Center
MOEEATE E£7,

1 :
X=X T I RRAIT—H A v F—T = A A% T D Threat Defense DIGA :

> configure policy rollback

The last deployment to this FTD was on June 1, 2020 and its status was Successful.
Do you want to continue [Y/N]?

Y
Rolling back complete configuration on the FTD. This will take time.

Policy rollback was successful on the FTD.
Configuration has been reverted back to transaction id:

1) E— b Threat Defense = & % Management Center O & .
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B - 7vr—rosroums

ATy T2

Following is the rollback summary:

BRSNS ML SN MEGE L ET,

Management Center C, [Devices] > [Device M anagement] [Device] > [M anagement] > [M anager
Access - Configuration Details] > [FM C Access - Configuration Details] > [Connection Status]-~—
VTEBEERA T — X AR L ET,

EHEE D AT — X A% FRkT 521X, Threat Defense CLI T, sftunnel-status-brief =~ > K~
T ANTTLET,

Pt DTN 10 0L D581, B NI TNy a—T 4 VT EITHOLER DV F
T T—HA L H =T 2 ATOEEHRDO VT TN a—T 47 37T—=V) ZBHL
TLTEEWY,

TJ7AT7 A —ILOEIREDUIER

VAT LAEBUNC Y Yy NI ENEE T, BMICERT T 2Rz EBIRA
Ay FEMLIZVT DL, BRRT7ANV AT LOBRELGIEE-TZENRHY £, Ny
I 7Ty RTEFIZSEEOT o ANFATINTEY, &R 7 72k \izv | EIRZ YW
L7z dBE, 774 T VANV ATLAETL—RAT NV Yy NI TERVWIEERZ
TEBWNWTLEEN,

Management Center D7 /NA ZAEBR— V2 L CTT /3 ADOEFRZYIWr9 252>, FXOS CLI
EHTEET,

Management Center Z{FFH L= 714 7 0 4+ — LD ERD LB

ATvI1
ATvT2
ATvT3
ATv74

VAT AEBEYNI VY v N T HIENEETY, BMICERT T 7 2Ry, ERA
AyFEMLIENVTDHE, BERRT7ANL AT LAOBEEASEEZT RV T, Ny
77T 0y RTIEFIZEZEO T v ANFELTINTWT, BIRT 7 72K EIRZ O
L7 d2E, 775AT IA—NETL—RATAT Yy NETLUTEXRNI EEEZTHBENT
<IEEW,

Management Center Z ] L TV AT A& @O v v N T TEET,

FIE

[T/34 X (Devices) | >[T/\1 REE (DeviceManagement) ]4 &R L £,
HERET 2751 20MICH 5 [fmE (Edit) ] (#£) 227V v 7 LET,
[T/34 A (Device) | #7 %27 Vw7 LET,

[ AT L (System) |2 v a U TITNARADY vy k&> (Shut Down Device) ] @
7V w7 LET,

. 1) £ — b Threat Defense |Z & % Management Center O &



| 1) &— b Threat Defense |Z & % Management Center O &
cuizs3277479+—roERoms I

AT TS Tur T EREREINTEL, TAADY Yy v MU U EERLET,

ATFYT6 T Y= ANET AT 4=V L TCWDEAIE. 77 AT U+ =Ny hE T
TAHLEWLZ VAT AT e T et =4—1LFET, ROTa 7 IRFRREINET,
System is stopped.

It is safe to power off now.

Do you want to reboot instead? [y/N]

TN BEER L TR WEAIE, K30 TV AT ANy Yy RE TV LD &%
MR LET,

RT YT T BB L THERAL v F oA 71, RS T 7 &80Ty — 2 D YR iR E Y
AT LmsTEET,

CLIICEITFZ 77470+ —ILOEIRDUIM

FXOSCLIZMifd 5 &, VAT AELEIIV Yy NE ULV LTT A, ZADEREZUINCE £
9, CLIIZIE, ot —)LiR— MIEHE L C7 Z B AL $9, Threat Defense 35 22 OV FXOS CLI
~DT TR A (36 3—) LTI,

FIE

AT 71 FXOS CLI T local-mgmt (285 L 9,

firepower # connect local-mgmt

2T T2 shutdown =~ RZEITLET,

firepower(local-mgmt) # shutdown

1 :

firepower (local-mgmt) # shutdown

This command will shutdown the system. Continue?
Please enter 'YES' or 'NO': yes

INIT: Stopping Cisco Threat Defense...... ok

ATFVT3 T AT IA—NDU vy NI UV AT AR e —LFET, kOF a7
MRFRENFE T,

System is stopped.
It is safe to power off now.
Do you want to reboot instead? [y/N]

ATy T4 VEISUTERAL v T 24720, BRI 7 7 2R Ty v — LI ERE Y
Sz N TEET,
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. — )

RDAT YD
Threat Defense DFXE % i1 521X, [Cisco Firepower R = A > 8| (ZH HBHEVD
VT RT 2T R_R—a D= T VRSB LT X,

Management Center O FIZ B3 2 IFHIZ DV T,

[Firepower Management Center =X > 7 o
Fal—var 4K 22RLTIESN,
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BERICDOWT

CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



