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Threat Defense #JHARRE D FEITORET (15X—=) | 2L TLZEW, T 74/ 8T
1T, EHA X —T7 A AT DHCP ZfEH L E9,

BEHA LA =T 2 A AMDBT I BATE V==L LA A=V a2 Xy rn— KT
HVERH Y £,

b) FXOSD T TNy a—TF 47 A RIZEEHINTWEHA A =IO FIREZFEITLE
-éAO

T AT U —/LFERE L5, FXOS CLIIZFHERER LET,

CLI Z{£ A L /- Threat Defense #EIZRENDEITDTET

ATv 1

ATvT2

Threat Defense CLI (282 L CHIMIRR EA RITLET, i, By b7 v 74— K%
ERHLEZEERIP T LA, F—hoxzA, BIOZFOMOEARAR Yy NT—IREDEERE
NEENET, FHOEHEA V4 —T7 oA XX, MEAOR Y NU—IREEZFFORBIZA >

H—T 2 ATT, v F—Vx TV RAEEA X —T oA AMH LWEgGEE, DY
WCLL AL TT —4 A v ¥ —T7 oA AZRETEET, E7-. Management Center i#{5 D
REZEITVET,

Procedure

aL—)LiR— "G FRITEHA X —T = A A~ SSH il L T. Threat Defense

CLICEH LET, T 74/ N TDHCP Y —"—MSIPT FLADNEREENET, Xy hU—
JREERBERETLHEEIL, GIrEn 20k olcary— R —  2EHAT5Z L 2H#E L

7,

2 Y —) LR — ME FXOS CLIIZ#2fkt L £ 47, SSH & v 2/ 3 »1% Threat Defense CLI (T [EL#4%
BLET,

2 —H#—4 admin B LUVER T — K Adminl23 Tr /A > L ¥,

a2 —)LiR— M CFXOSCLI I LE7, MO TFX0Sicn /A Lzt &, R"RxT—
REEFTHELIRDOONET, ZDO/XATU— K&, SSH @ Threat Defense 7 7 1 21 %
EhExd,
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Management Center T 0 Threat Defense DB |

. CLI %A L 1= Threat Defense #¥)HAZX EDEITDET

ATvT3

RTv74

Note WRAT— RRTTIZEFEINTWT, NAT— KB bLARNESIT. T/ 2%
HARA—=LTRAT—=RKE2T 74 MUy hTALERNHY £, FHA
A —=UEDOFEINEIZDOWTIE, FXOSDO T TNy a—T 4 7 HA REHRLTL
7230,

Example:

firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...]

Hello admin. You must change your password.
Enter new password: ***kkkkk

Confirm new password: **kkkxkkx

Your password was updated successfully.

[...1]

firepower#

2> —)LAR— T FXOS (28t L 7255413, Threat Defense CLI IZHEGE L 97,
connect ftd

Example:

firepower# connect ftd
>

ThreatDefense ()T /A 95 ¢, = Ra—WF—F 14 28K (EULA) IZRIE L.
SSH# 2 L TWAEEIX, BHERRTU—REERTLH LIk bNET, TDk,
CLIty b7 v A7 VT EREREINET,

Note REZRI7 VT (Tl xlE, A A=TVEZHERTLHZ&ICXKD) LgnmnED | CLI
vy Ty T U= REHVIETZ LI TEETA, 2L, INHOHRET
X, #%2>5 CLI T configurenetwork =~ > K& L CA®E T& £9, Cisco
Secure Firewall Threat Defense 2~ > KU 7 7 LU A &SR L T 2S00,

T 7 AV MEFETZIFLAENI AT LT2ER T v aNICERENET, BEICAN LIzEx 0 F
AT 28 E 1. Enter L 4,

ROTA RTA L HZRLUTIZSN,

o [IPv4% & E LETH? (Do you want to configure IPv4?) ], [IPv6%i%E L £ 9 22? (Do you
want to configure IPv6?) |: TNHDX A T DT RLADDRL LB 120y EZ AN LE
j_o

BB A —TIARDIPVATIAI T — DA EZANE L IIBEEBAV2—T A
ADIPV6T— kA% AN EH K~ U —2 TManagement 1/1 D7 — 7 = A IP7T
FLREZRELET, Ry U= DOEA] OHITRINTWDH Ty VRERHOHF T

WA X —T oA AFEBR S~ by oA E LTHELE T, Z0BAE, FY—hv=AIP
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| Management Center O Threat Defense O &

CLI Z {3 A L 1= Threat Defense F]HAX ENETDET .

T RLVAZHBONEA X —T7 2 A AP T RLARIZRETHIVLERHY I, % T
Management Center Z i ] L THEBIP 7 L A AR ET D4 ENH Y £9°, data-interfaces
EIL, U E— b Management Center FHIZDOAMWH I E T,

2 b=V EBRAERSNEREBERABE | SSH THRL TV 202, A1t »

N7y TCEDIPT RLVAZERTLH &, BEEBlrsnnEd, HrLWIP 7 KL R LN
AT — RTHEERE LT TEEW, av Y — 85I 22 T £8 A,

[TFAT T —LE— RERELFETH (Configure firewallmode?) | : FIMRE T 7 A

T —ILE— RERETHZEABAO LET, VHRERIC T 7 AT U —/LE—R
EEFETAHE, FfTar 74 X2 b—a URNHEEIRET,

Example:

You must accept the EULA to continue.
Press <ENTER> to display the EULA:
End User License Agreement

[..

-]

Please enter 'YES' or press <ENTER> to AGREE to the EULA:

System initialization in progress. Please stand by.

You must change the password for 'admin' to continue.

Enter new password: ***xxkkk*

Confirm new password: **x*kxkix

You must configure the network to continue.

Configure at least one of IPv4 or IPv6 unless managing via data interfaces.

Do you want to configure IPv4? (y/n) [y]:

Do you want to configure IPv6? (y/n) [y]l:n

Configure IPv4 via DHCP or manually? (dhcp/manual) [manuall]:

Enter an IPv4 address for the management interface [192.168.45.45]: 10.10.10.15
Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.255.192
Enter the IPv4 default gateway for the management interface [data-interfaces]: 10.10.10.1
Enter a fully qualified hostname for this system [firepower]: ftd-l.cisco.com
Enter a comma-separated list of DNS servers or 'none'
[208.67.222.222,208.67.220.220,2620:119:35::35]:

Enter a comma-separated list of search domains or 'none' []:cisco.com

If your networking information has changed, you will need to reconnect.
Disabling IPv6 configuration: managementO

Setting DNS servers: 208.67.222.222,208.67.220.220,2620:119:35::35

Setting DNS domains:cisco.com

Setting hostname as ftd-1l.cisco.com

Setting static IPv4: 10.10.10.15 netmask: 255.255.255.192 gateway: 10.10.10.1 on
managementO

Updating routing tables, please wait...

All configurations applied to the system. Took 3 Seconds.

Saving a copy of running network configuration to local disk.

For HTTP Proxy configuration, run 'configure network http-proxy'

DHCP server is already disabled

DHCP Server Disabled

Configure firewall mode? (routed/transparent) [routed]:
Configuring firewall mode

Device is in OffBox mode - disabling/removing port 443 from iptables.
Update policy deployment information

- add device configuration
- add network discovery
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. CLI % {#F L 1= Threat Defense #EAZEDEITDTT

ATvTH

- add system policy

You can register the sensor to a Firepower Management Center and use the
Firepower Management Center to manage it. Note that registering the sensor
to a Firepower Management Center disables on-sensor Firepower Services
management capabilities.

When registering the sensor to a Firepower Management Center, a unique
alphanumeric registration key is always required. In most cases, to register
a sensor to a Firepower Management Center, you must provide the hostname or
the IP address along with the registration key.

'configure manager add [hostname | ip address ] [registration key 1'

However, if the sensor and the Firepower Management Center are separated by a
NAT device, you must enter a unique NAT ID, along with the unique registration
key.

'configure manager add DONTRESOLVE [registration key ] [ NAT ID '

Later, using the web interface on the Firepower Management Center, you must
use the same registration key and, if necessary, the same NAT ID when you add
this sensor to the Firepower Management Center.

>

Z O Threat Defense % ‘& #i9~% Management Center ZFFE L 97,
configuremanager add {hostname| IPv4_address| IPv6_address| DONTRESOLVE} reg_key[nat_id]

+ {hostname | IPv4_address | IPv6_address| DONTRESOLVE}—Specifies either the FQDN or IP
address of the Management Center.Management Center % [ELf 7 R L A{5E TX 72WEAE1T,
DONTRESOLVE Z{#H L £9, £/, natid bfEE L x93, WIFHD SSL i 2(LiEE
F ¥ XNE2EDT A AMITHENLT HI2IE, D7 TH 1R EDT /34 2 (Management
Center £ 721% Threat Defense ) [ZEZEFFE/RIP 7 RLARMKETY, ZDa<w L KT
DONTRESOLVE ##5E ¥ 51213, BERRE/RIP T N L A £ 721378 A [ 4475 Threat Defense
BT,

» reg_key : Threat Defense % %#k3 % & % |Z Management Center CHIFET HIEED Y 4
A LG —ZEELET, B8R 1337 LFUTICTH2RERH Y £3, AR CF
i3, T (A~Z, a~z, 0~9)  BLOANA T2 () R £T,

enat id : — ORI TELGEAFE/R IP 7 R L A E7213HR A MABRE ST RWEEIT,
Threat Defense % %¢#k 3" % & & (Z Management Center |Z bR T T HDEED —ED T X A L
XFHNERELET, ZOXTHE, Management Center Z DONTRESOLVE [Z3%E L 7=
BAICKLE T, NATID (37 LFLUTFICT 2 HENH Y 3, AR CFITIE, ST
(A~Z, a~z, 0~9) . BXUOA 7> () Z2ERHY EF, ZDIDIX, Management
Center [ZBEXT HMDOT A RZIFEHTE £ A,

Example:

> configure manager add MC.example.com 123456
Manager successfully configured.

Management Center 73 NAT 7 /34 ADHEZIZH HTETL, IROBUIRT L HIZ, —FE D NAT
ID & & HIEEF—2 AL, FA MO Y I DONTRESOLVE % #57E L £,

Example:

[ Cisco Secure Firewall 42200 R 3 — F 7 v TH 4 K
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Management Center~D 05’ 1 > .

> configure manager add DONTRESOLVE regk3y78 natid90
Manager successfully configured.

Threat Defense 23 NAT 7 /31 ADEHZIZH H5H 1. ROFINITRT L OIZ, —EDNATID &
& 12 Management Center [P 7 KL A F 72 1IHR A M E AT LET,

Example:

> configure manager add 10.70.45.5 regk3y78 natid56
Manager successfully configured.

What to do next
Management Center (Z 7 7 A 7 U 4 —/LZ 85k L £ 77,

Management Center~D 0% A >

Management Center % {# f] L T, Threat Defense % i &3 L O L £,

1R BRI
PHR—EINTWDT T UFOFEMICONTIE, T2 N—Ya>o) ) —x/—F
(https://www.cisco.com/go/firepower-notes) & &M L T 72 &0,

FIE

ATV FAR—PFENTVWELT T UFEFEHLT, IROURLEASLET,
https://fmc_ip_address

ATFYT2 2—HF—LZ L X2RTU—REAHLET,
ATF9 T3 [mr A4y (Loghn) 127V v7 LET,

Management Center D 5 1 & > X DE&E

T RXTDT A XX, Management Center |Z & > T &EUZxHT D58 12t s Ez 3, kD
TA B AZMATE ET,

» Essentials (78) Essentials 7 1 & A,
cIPS: EF 2V T 4 AT UV A LRI IPS

s TILD T TR . <~ v = T A
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Management Center T 0 Threat Defense DB |
. Management Center ® 5 1 2 > X DEF

eURL : URL 7 4 V&2 U T

» Cisco Secure Client : Secure Client Advantage, Secure Client Premier, ¥ 7213 Secure Client
VPN @ #

« X+ U7 (Diameter, GTP/GPRS, M3UA, SCTP)

VAT A AOBBEIZOWTIEEE L <IL. cisco.com/go/licensingguide # S L T 7281,

4R8O SRS
+ Smart Software Manager |2~V A X —T H 7 b &L ET,

EETAT RNEBRLTRNERIE. Vo2& )y 7 LTH LW AUy FERIEL
TL &V, Smart Software Manager Cl&, MO~ A ¥ — T o v M EERTEET,

s a2 T IAT AT T T EEHLTEMEEIND) WEEEMEHT 121X, A
Aw—h VT 2T TARY T T UL N THRAZRE S (3DES/AES) 71 &
VABREHTEDMNENDY FT,

FIE

ATY Tl BENORY—F TV T ThHT U M, BERITA VU AREGEENLTWD Z L &
RLTLEEN,

FA B AT VA IETIBGERIEN ST AN, AZWA LTS, Ax— Y7 by =T
TARL T TAT MY 7 SRTWES, 2L, BETIA v 22BN 5535
D& 5556 1%, Cisco Commerce Workspace T [t & Y U 22— 9 O (Find Products and
Solutions) MR ~7 4 —/V REHEHLET, KOT A& APID B LET,

R7:54 2 RABE

Find Products and Solutions

L-FPRZK-ASASC-10=

Search by Product Family | Search for Solutions

GE) PID 2N RO b2 WAL, BSUZFEH CTPID BN TE 17,

* Essentials 7 1 &2 & :
e L-FPR4215-BSE=
* L-FPR4225-BSE=
* L-FPR4245-BSE=

«IPS. vV =T HE, BXOURL 74 o AOMAEHE

[ Cisco Secure Firewall 42200 R 3 — F 7 v TH 4 K
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| Management Center O Threat Defense O &
Management Center ~ Threat Defense 0 % £ .

* L-FPR4215T-TMC=
* L-FPR4225T-TMC=
* L-FPR4245T-TMC=
EFEDPID OWFNZFEUTIEMNT D & IROWVTHD PID (KT 5 HlEl~— A D
YTA7 YT a v EBRTEET,
* L-FPR4215T-TMC-1Y
* L-FPR4215T-TMC-3Y
* L-FPR4215T-TMC-5Y
* L-FPR4225T-TMC-1Y
* L-FPR4225T-TMC-3Y
* L-FPR4225T-TMC-5Y
* L-FPR4245T-TMC-1Y
* L-FPR4245T-TMC-3Y
* L-FPR4245T-TMC-5Y

XY VT TR
* L-FPR4200-FTD-CAR=

« Cisco Secure Client : [Cisco Secure Client ZE{EH A K] 2R L T 7E &V,

AT T2 FERELTWARWEAIL, A~— bk 74 L7 % —,3—(Z Management Center % 535 L
£

BEkA1T 9121, Smart Software Manager THEk b — 72 VA BT HLENH Y £9, FHMI7R
FNEIZ DV TIX, Cisco Secure Firewall Management Center 7 KX =A hL—Y3 > A N&%&
LT 7ZEN,

Management Center ~0) Threat Defense % &k

TNAADIP T RLANKRA &M LT, F#) T Threat Defense % Management Center |Z
Bk LET,

1R BHHIIZ
* Threat Defense D EPIDFRE TR E LI IRDOTER A UNE L £9,
e Threat Defense DEBIP 7 L A FE - 1IHR A M. BILUNATID
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Management Center T (D Threat Defense 0 & |
. Management Center ~ @ Threat Defense M & %

+ Management Center (% §% 3 —

FIE

AT w71 Management Center T, [7 /34 A (Devices) ]>[7 /31 A& EL (Device Management) ] DJEIC
BER L £,

ATv T2 B (Add) 1 Fay 7 H oy URARNML, [T ZADEN (Add Device) | Z#IR L £,
EHRX—FANT 74 BRI TOET,
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Management Center ~ Threat Defense 0 % £ .

8:BHBF—EEALILT/NM ADEM

Add Device &

Select the Provisioning Method:
®) Registration Key () Serial Number

|| CDO Managed Device

Host:t
10.89.5.40

Display Name:
10.89.5.40

Registration Key:*

Group:

None i |

Access Control Policy:™

inside-outside v |

Smart Licensing

Note: All virtual Firewall Threat Defense devices require a performance tier license.

Make sure your Smart Licensing account contains the available licenses you need.

It's important to choose the tier that matches the license you have in your account.

Click here for information about the Firewall Threat Defense performance-tiered licensing.
Until you choose a tier, your Firewall Threat Defense virtual defaults to the FTDv50 selection.

Performance Tier (only for Firewall Threat Defense virtual 7.0 and above):
Select a recommended Tier v |

Carrier .

Malware Defense

IPS

URL
Advanced

Unique NAT ID:t

I test

Transfer Packets

[ cancel

WDINT A =2 BB ELET,

o [ A K (Host) ]:iBNN4 5 ThreatDefense D IP 7 KL A7) A b4 & AL %3, Threat
Defense D HIDFE T Management Center D IP 7 KL A & NATID Ofj 5% 5E L 7=

B, ZOT7 4=V REZEOFFIZLTEBL ZERTEET,
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. Management Center ~ O Threat Defense 0 & £k

GE) HA BRBZCliL. 7 /5 ® Management Center 78 NAT DERICHLGE. 7T~
U Management Center D745 A bk IP & 72344 A7 L C Threat Defense % %% T X
%9, 7272 L. Threat Defense % &% > % U Management Center (28 §% 95 (2
%, Threat Defense D IP 7 KL AMNMKRA M ERETHILERHY £,

[ ~4 (Display Name) | 7 4 —/V RIZ, Management Center {Z3%7~9 % Threat Defense ™
LHiE AT LET,

o [B8%*%— (Registration key) ] : Threat Defense DI AIDFHE THE L7=H D & [F UGk
F—x2 AN LET,

s[KAA Y (Domain) |: ¥/ F RAAL VEBREZFEHALTCWAEAIL. TXAM A& —7 K
AATEID HTET,

s [Z V=" (Group) |: ZNV—TZMEH L TWDLEEE, T/ AT N—F 28D Y CE
R

«[77&®AaY hr—/LR Y ¥ — (Access Control Policy) |: #JHAAR U > —&@IR L £,
FHTEZLERDHD Z NN TNDEHRAZ A RFEHLDRY —NTTIZh H5EE
BROT, [T LW YU —DFER (Create new policy) ] IR L, [T_XTHO T T 4 v 7
71 v 7 (Blockalltraffic) | ##IRLET, BCINELEELTCRNT 74 v 7 ZFFA[T
HZENTEET, THNENOIB~D NTF 7 4 v 7 OFF] 38X—) | #BHLT
TEEW,

9: New Policy

New Policy Q

Name:
| ftd-ac-policy|

Description:

Select Base Policy:

None A4

Default Action:

® Block all traffic

Intrusion Prevention

MNetwork Discovery

(o) (N

e AX—FSAM R BT OEEICHNERAY— I AZEDYTES, F: T
NA AZBIM LT, [P RTL (System) 1>[54 2R (Licenses) | >[AR— kS5 A
2R (SmartLicenses) | X—V o tX=2T7 7747 N VE—FT7EAVPND T
A B AZEHATEET,

[ Cisco Secure Firewall 42200 R 3 — F 7 v TH 4 K
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gxmntray 74y o—nEE ||

+ [~EDONATID (Unique NAT ID) ] : Threat Defense DHE#I DR E CTHE L7z NATID % &
E l./ \i j—O

s /N7 v b Oi#EE  (Transfer Packets) ] : 7 73A A7 Management Center ~0 /X7 Mgk
EHFRLET, 2O T a U EAMNIL TIPSO Snort 72 EDA X kS U H—& i
THaE. T ABRRER E LTA XY M AZ T =25 E X~ N7 — ¥ % Management
Center |Z25 LET, ZOF TV a VBN LA, A X MEHR T 23 Management
Center [ZIXE &, N7y MTF—HXITEEINET A,

AT9 73 e Register) |27V w7 L, EFICEEINZZ LR LET,

BERMRIN T 5L, T AN A2 MaBmanEzd, RIRLEGSIZ, =9 —A v®—UMN
FREZHNFE T, Threat Defense 23 BGRIZKW L7-5HE1L. ROEHEZHER LT 7Z IV,

* ping : Threat Defense CLIIZ T 7 A L, kD a~ > R&fH L T Management Center IP 7
KU A~ ping ZF4T L ET,

ping system ip_address

ping 23 L 72V A0E, shownetwork 2~ > REMH L CTxry NV — V7 REL MR L F
9", Threat Defense ZHEIP 7 K L A2 H 95 121%, configurenetwork {ipv4|ipv6} manual
av s REHLET,

ek —. NATID, 3 J O Management Center IP 7 K LA : [l 5 DT /A A TR Uk

F—ZHHL TS EE2MRL, AL TWDEAIENATID Z#HEHLTWDH Z & &5k
B L EJ, configuremanager add =~ > K% {#H L T, Management Center THERF— &
NATID #f%ETHZ LN TEET,

NI TNY a—T 4 7 DFFRIZ- DWW TIE, https://cisco.com/go/fime-reg-error Z 2 L T 72 &
AN

EXMGEXa) T4R)O—DERE

T ROREEMA L THEANREX 2V T AR —E2RET D HIECHOWTHEA L
\i—g—o

A v H—T 2 A ALIBA L H—T 2 A A NEA A —T 2 A AZAZT v 7 IP
T RLVAZBEID YT, AEA v H—7 = A AT DHCP 2 L7,

*DHCPH—/"—: 7 A7 FOREBA »F —7 = A ZATDHCP Y —"—ZfEH L £,
T T HNIN— R A =T 2 A AN LTT TV b— P EBINLET,
*NAT : M A v 2 —T = A ATA U F—7 = A ZAPAT M L £7,

TR hr—v NI ~D ST T v 7 ZFFAILET,

EARB X2 )T 4 RY —2RET DT, ROF AT ZFTLET,
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(| A F =7 =4 ZDFE (26 =) |

() |DHCP #—_—0DFE (31 ~—Y) |

::’/3\] 57 b hb— @B (33 X—) ,

(4) |[NAT OFE (35 ~—2) |

(B) | HEBIBAEA~D £ 57 1 v s OB (38 ~—)

(o) |REDREE (39<—v) .

A3 =4 ADHEE

ATy T

ATvT2

Threat Defense > % —7 = A4 A% HHZL, ZnbrEFXa VT 4y —ZE0 Y TTIPYT
RLAZRELET, 7= 77 MAR—MERELET, BFIE, VAT LATEKROH D b
T4 v EmBEEDL LI, D L2000, A —T oA AEBRETIHILENDH Y F
T, BEIEL, Ty T AN == FEEA U F—Fy M LT A v —T = A R
L. MOy FU—7D1OUEONEA v X —T =2 ABEHLET, ZNEDA X —
T2 A AD—HE, WebW— =72 EDNRT Y v I T IR ANARERT By FERET D T
ity (DMZ) ER55Ea060 £7°,

— PRIy D —TF 4 T OARTUE, NEA A —T 2 A A TRAET 4w I T R AR ESR
9% L[EIFIZ, ISP 225 DHCP 2 L THMATA > X —T7 = A AT RLAZRIGTHZ & T,

WOFITIE, DHCPIC LA ARAET 4 v 7T KL R )L—FT v RE— KOS v X —T = A
EPHALT, VT v RE—FOHNFA v F—T = AEHRELET,

FIE

[T /34 A (Devices) 1>[7 /3 A& H (Device Management) |DNEIGERIRL, 77 AT V4 —
ND &2y LET,

[ % —7=xAA (Interfaces) | &7 U v 7 LET,
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10:[4 >R —7 A4 X (Interfaces) ]

Device  Routing

Interface
@ Management0/0

GigabitEthemet0/0
GigabitEthernet0/1
GigabitEthernet0/2
GigabitEthemet0/3
GigabitEthemet0/4
GigabitEthemeto/5
GigabitEthemeto/6

GigabitEthemeto/7

Interfaces
—

Inline Sets DHCP

Logical Name

management

VTEP

Type

Physical

Physical

Physical

Physical

Physical

Physical

Physical

Physical

Physical

Security Zones

AB—T 1A ADHKTE .

Q_ Search by name [ Sync Device | [ Add Interfaces v
MAC Address (Active/Standby) 1P Address Path Monitoring Virtual Router

Disabled Global Q<
Disabled e
Disabled 4
Disabled /’/
Disabled rd
Disabled rd
Disabled ra
Disabled ra
Disabled s

ATFYT3 4G ULDA L F—T oA AMDST L —I T 7 FR— FEERT AT, A v E2—T A A
DO[TL—% Break) |74 arvx=r7 Vv 7 LET,

RETTINA LV E—T oA AT TIEA L TWALEAIE. T L—2 77 Nkt 5%
EXHIRTIVNENRHD £7,

ATv74

WEIZEH T4 > 2 —T A AD 27V v 7 LET,
(4% (General) | % 7 RFERSNET,

Cisco Secure Firewall 4200 2 2 — +7 v 7/ 4 K |}
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11:[General] % 7

Edit Physical Interface

General IPv4 IPv6 Path Monitoring F

S

Name:
inside

Enabled

Management Only

Description:

Mode:

None v
Security Zone:
inside_zone v

nterface 1D:

MTU:
1500

Priority:

0
Propagate Security Group Tag:
NVE Only:

a) 48 LFETO 4T (Name) | Z AN LET,
FlexiE. A F—T x4 RZinside & WS &ARTEFTITET,

b) [£%) (Enabled) | T = 7Ry 7 A%EFNILET,

¢) [FT—F (Mode) J1x[72L (None) JIZHEHELI-FFIZLET,

d [EF=VT 41— (SecurityZone) | Ka v 727 U A R LEEFEONTEF =) T 4
V=BT D0, [ (New) 1227 U7 LTHLWEX=2 YT 40— ZBL
£

7= & 21E, indde zone L WHLFIOY —r ZBIMLET, KA X —T = AL, X
V74— BIOAS v F—T A AT N—TZE )Y THEMLENDLY T, o F—

TxARF, 100X 2VT 4V —VIORRETH L, DA X —T A AT
N—TBTHEHTEET, Vv FRIFZIN—TZESNTEF 2T R —
ZEALET, e xIE WA v X —T = A AWNE ) —AZE ) BT, HMNBA v H—
T A AEIES = AZED B THZENTEET, ZOHA. N T T 4 v 7 BNENS
BB CE D LT 78R avrbe— L KR U—52RETDHZ EIXTE T,

AP ERFIZHENT TR ETEEHA, IFEAEORY v—i3tx=2 T4~ DH
PHR—FLTWET, NATHRY v—, L7 4 0Z K — BEILOWQoSHY T —T,

S FRFA AT oA AT N—T HEHTEET,

[ Cisco Secure Firewall 42200 R 3 — F 7 v TH 4 K
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AVB—T A ADKE .

e) [IPv4] # 7, [IPv6] ¥ 7, Fi=ldWi DX 7% 27V v 7 LET,

s[IPv4]: Ra vy X7 URA NG [AZT 4 v ZIPEEfT 5 (Use Static IP) ] %%
WU, IPT RLALEYT Ry "RV EAT v aKi TAILET,

7= & z20E, 19216811247 EE AT LFET,
12:[IPvd] 3 0

Edit Physical Interface

General IPv4 IPv6 Path Monitoring
I
IP Type:
Use Static IP -
IP Address:

I 192.168.1.1/24

s [IPv6] : A7 — M L ZAHEIREDOS AL [HEEE (Autoconfiguration) ] F = v 7 4
JA%EF N LET,

13:[IPv6] 3 T

Edit Physical Interface

General IPv4 IPv6 Path Monitoring Hardware Configu
I
Basic Address Prefixes Settings DHCP
 —
Enable IPV6:

Enforce EUI 64:

Link-Local address:

Autoconfiguration:

Obtain Default Route:

H [OK]Zz27 Vv LET,
ATy TS B AT 202 —T A A% 7 ) v 7 LET,
(4% (General) | % 7 RFERSNET,

Cisco Secure Firewall 4200 2 2 — +7 v 7/ 4 K |}
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14 : [General] % T

Edit Physical Interface

General

IPv4 IPv6 Path Monitoring Hardwart

Name:

outside

Enabled

Management Only

Description:

Mode:

None v

Security Zone:

outside_zone v

rface ID:

MTU:

1500

Priority:

Propagate Security Group Tag:

NVE Only:

a) 48 XFETO [4H

b)

d)

e)

(Name) ] # AJJLET,

el ziE A H—T7 A4 R Toutside] &\ ARTEATET,

[£7%) (Enabled) | F = v 7Ry 7 A%t 2 LET,

[F— K (Mode) 1iZ[72L (None) JICREL-FFIZLET,

[Ex=VU7 ¢V —>2 (SecurityZone) | K v 7X 7R NOLBEFEONBEF= U T «
= EIBIRT D, [ New) 1227 Uy 27 LTHLWEXF2 YT 4 —2ZBML
£

7= & 203,
[IPv4] # 7, [IPv6] ¥ 7, EildWi 0% 7% 7 Vv LET,

* [IPv4] : [DHCPOfEH (Use DHCP) | Z##IRL, IROF T a L D/NT A —F ZFIE
LET,

« [DHCP #fEH L CTF 7 4 /L ks /b— K ZHf% (Obtain default route using DHCP) ] :
DHCP #— =" H7 7 4L b b— MBS LET,

loutside zone| & WD ARTDY —ZBMLET,

[ Cisco Secure Firewall 42200 R 3 — F 7 v TH 4 K
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phep H—i—nzE |

« [DHCP/L— A U » 7 (DHCProutemetric) ]: 7 RX =AML —7 47 7 1 A
BUREFE LT — MCEID S TET (1~255) , FHLIEA— DT 7
WD RI=ZA RN —T 4T T4 AX AT 1 TT,

15:[IPvd] 3 0

Edit Physical Interface

General IPv4 IPvE Path Mc
S
IP Type:
Use DHCP v |
Obtain default route
using DHCP:

DHCP route metric:
1

« [IPv6] : A7 — F L AHBEEREDSGA X [HEERE (Autoconfiguration) | F = v 7R v
JAEF AT LET,

16 : [IPv6] 3 T

Edit Physical Interface

General IPv4 IPv6 Path Monitoring Hardware Configu

Basic Address Prefixes Settings DHCP

O ——
Enable IPV6:
Enforce EUI 64:

Link-Local address:

Autoconfiguration:

Obtain Default Route:

) [OK]Z27 Vw7 LET,
ATvT6 [{#1FE (Save) 127V w7 LET,

DHCP H—/\—D & E

7547 FTDHCP ZH L CE&BICHT D 225 1P 7 RLAZESGTA L5105
A%, DHCP »— _—ZH8 L E T,

Cisco Secure Firewall 4200 2 2 — +7 v 7/ 4 K |}
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ATYF1 [T/A4 R (Devices) |>[T/31 AEHE (DeviceManagement) | ##IR L, T4 2% 27 VU v

7 LET,

AT 72 [DHCP]>[DHCPH#—/\— (DHCP Server) ] Z#R L £,

17: DHCP H—/\—

Device Routing Interfaces Inline Sets DHCP VTEP
—

DHCP Server Ping Timeout
50

DHCP Relay

Lease Length
3600

DDNS

Auto-Configuration
Interface

[ v
Override Auto Configured Settings:
Domain Name

Primary DNS Server

Primary WINS Server

|+
Secondary DNS Server Secondary WINS Server
|+
Server Advanced
Interface Address Pool

-+

o+

+ Add

Enable DHCP Server

ATw T3 [H—n\— (Server) | <—I T, [{BM (Add) |22 Vv 27 LT, ROFTva v &RELE

7,
18: 9 —/N\—®DE/ (Add Server)

Add Server (2]

Interface™
inside v

Address Pool*
10.9.7.9-10.9.7.25
(2.2.2.10-2.2.2.20)

Enable DHCP Server

R —
Cancel m

(A H—T7x AR (Interface) |: Ry 7 Xy VA RNLA U F—T x4 ZAETRLE

j—o

«[7 RL A7 —/ (Address Pool) ]: DHCP ¥— "—2MEH 325 IP 7 KL AD&K FALD
e EALOBOFHAZRE L ET, IPT FLAOMIL, BRL/IA v F—T = ZLFET

[ Cisco Secure Firewall 42200 R 3 — F 7 v TH 4 K
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Forntn—troen [

Y72y b FITFEETAUNERH), A —T A ZAHHFDIPT RLZAZEDL L

FTEEEA

« [DHCPY—/"—%FH%hZ9 5 (Enable DHCP Server) | : IR L7=A > % —7 = A A7 DHCP

Y= =T AL ET,

ATFYT4 [0OK] %27V v LET,
ATY TS5 [{R7FE (Save) |27 U w27 LET,

—

&

ATvT2

T4 MIL— FDEN

FZ 4 b — MNMIEE ., A F—T = A ADBRFEARER T v A N — A — X B

LRLET, A1 v % —7 =4 RIZDHCP AT 25615, T8 ARTTIZT 741 b

N— EZELTCWDHHEERH Y £3, FEITL— F2BNT2LERH L5GEIE, ROF
JIEZ 54T L EF, DHCP H— =57 7 4L hb— b aZE LTEHEIE, [T/AM4 R

(Devices) | >[T/31 REHE (Device Management) ]>[JL—T « % (Routing) ]>[A %

FIE

Inline Sets DHCP  VTEP
Manage Virtual Routers
Global v Network Interface Lasked from Gateway Tunneled Metric
Virtual Router Properties ¥ IPv4 Routes

ECMP

BFD

¥ IPv6 Routes
OSPF

OSPFv3

EIGRP

RIP

Policy Based Routing

¥ Multicast Routing

ATv 73 [JL—hr%EM (Addroute) 1227 U v 7 LT, ROXLHITHEELET,

T4 v I)IL— bk (SaticRoute) [“X—® [IPvd4/L— bk (IPv4Routes) | F 721 [IPv6/L— K (IPv6
Routes) | 7—7 MZEREINFET,

[T/84 X (Devices) |>[T/\/ REHE (DeviceManagement) | Zi®IR L, T XA A% 7V v
7 LET,

[JL—T«1 >4 (Routing) |>[8#)L— k (Static Routes) & ER L £,

19: Static Route

+ Add Route

Cisco Secure Firewall 4200 2 2 — +7 v 7/ 4 K |}
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20: &)L — FEIMOHRE

Add Static Route Configuration (7]
|
Type: ® IPv4 IPv6
Interface*
outside v

(Interface starting with this icon [%signifies it is available for route leak)

Available Network C + Selected Network
Q, Search any-ipv4

IPv4-Benchmark-Tests

o)

IPv4-Link-Local
IPv4-Multicast
IPv4-Private-10.0.0.0-8

IPv4-Private-172.16.0.0-12

Gateway*

default-gateway v | 4+
Metric:

1
Tunneled: {Used only for default Route}

Route Tracking:

v |+

I. Cancel l

(AT (Type) 1: BT DAXT 4 v 7 )—bDHEA ST U T, [IPv4] £ 7213 [IPv6]
FTarvRB Y v LET,

o[f X —TxAA (Interface) |: HI1A X —T oA A&ERLET, BEIIIEHLA >
H—T A ATT,

s [fEFFTREZR R » R U —72 (Available Network) ]: IPv4 7 7 4L & Jb— kDA [ipvé4]
ZIEIR L, IPv6 T 7 4 /L b b— FOHA T [any] 2R L, 1B (Add) 1227V v L
T[®IRL7=* v hU—7 (Selected Network) | VU A MIBBEI S FE T,

[F— b x=A (Gateway) | £72IX[IPv6”7— h 7 = A (IPv6 Gateway) |: Z D/L— hDF
JARNRy T THLTF = T oA N—FEZAETITETIRLES, IPT FLRAEIERY
NI —=ZRANFT TV =7 FEBETEET,

o [A MU w7 (Metric) ]: 3801y NT—T ~DKy 7O EANTTLET, HMEOHFH
1L 1~255T, T 74/ MEIZX1TY,

[ Cisco Secure Firewall 42200 R 3 — F 7 v TH 4 K
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NAT D

ATvT4

ATy TH

=L =2

axX A&

ATy T

ATy T2

NAT D& E .

[OK] %227 U »7o LE9,
= WA T 4 T N— T —TBMENET,
[fRTF (Save) |27 U w7 LET,

—WEE 72 NAT L—/LClE, N7 RLRAENEA v Z—T =2 A ZADIP T RLADER— MNIE
BLET, TOXATONATLV—NVDIZtEA LA —T A AR—KT KL RZEH (PAT)
EIENE T,

FIE

[T/31 R (Devices) ]>[NAT] %2 U v 2 L, [#LLVKRY > — (NewPolicy) ]>[Threat Defense
NAT] 227 U v 27 LET,

RY =4 EMNT, RN =2 T 273 28R L, [IR1F (Save) |22 U v L
£7,

21: New Policy

New Policy (7]

Name:

interface_PAT

Description:

Targeted Devices

Select devices to which you want to apply this policy.

Available Devices Selected Devices
Q, Search by name or value 10.10.0.6 ]
Add to Policy 10.10.0.7 ]

Cancel Save

Cisco Secure Firewall 4200 2 2 — +7 v 7/ 4 K |}
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B wozz

AN U 2 —7% Management Center [ZIBIISNE T, SI&FEE, RY —I— L ZBINT 5 0E

WY £,
B0 22: NATH 1) & —

interface_PAT

Enter Description

Rules

Filter by Device Y Filter Rules

~  NAT Rules Before
v Auto NAT Rules

~ NAT Rules After

ATv T3 =DM (AddRule) 1227V v 27 LET,

[NAT/L—/L DB (AddNAT Rule) | ¥ A 7 07 Ry 7 ANRFRINET,

ATFYTE EALV—NOF T arEBRELET,
X 23: ERIL—ILDATay

Add NAT Rule
NAT Rule:

Auto NAT Rule v
Type:

Dynamic v

Interface Objects  Translation  PAT Pool  Advanced

Show Warnings

Cancel

NAT Exemptions Policy Assignments (2)

X Add Rule |

« [NAT/L—/L (NAT Rule) ]: [HENAT/L—/L (Auto NAT Rule) ] Z =R L £,

«[#A 7 (Type) |:[# 4+ 27 (Dynamic) | Zi&IR L 7,

ATV TS [A X —T A A4 TP =2  (Interface objects) |X— T, [HHAEERA VX —T =4 A
F 7Y =2 (Available Interface Objects) | fHI NG [5ideA v F—T = AA AAT V=7 |k

(Destination Interface Objects) | BEIKICAME Y — L Z BN L £37,

[ Cisco Secure Firewall 42200 R 3 — F 7 v TH 4 K
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R24: €43 —TARFTPxy b+
Add NAT Rule

NAT Rule:
| Auto NAT Rule v |

Type:
| Dynamic v|

|
Enable

Interface Objects

Translation PAT Pool Advanced

NPETN |

Available Interface Objects C

Source Interface Objects

(0) Destination Interface Objects (1)

Q, Search by name

] Add to Source
1 outside_zone 4 Add to Destination

wfxAutomationZone

inside_zone

L]

o outside_zone

AT v T 6 [ZH (Translation) | X— T, WOA T a rERELET,

25: 5 R L—% 3> (Translation)

Add NAT Rule

NAT Rule:
| Auto NAT Rule v |

Type:
i Dynamic v |

:s.:'-

Interface Objects

Translation  PAT Pool  Advanced

Original Packet

Original Source:*

| all-ipva

Translated Packet

Translated Source:
Destination Interface IP

@ The values selected for
Destination Interface Objects in
‘Interface Objects' tab will be used

s [FtDEIETT (OriginaSource) |: #27 U v 27 LT, XCOIPv4 b7 7 1 v 7 (0.0.0.0/0)

DRy NT—=0F TV x7 FEBMLET,

Cisco Secure Firewall 4200 R 2 — + 7 v 744 K ||
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B26:FH LAy bO—9F TPy b

New Network Object (7]

Name

all-ipv4d

Description

Network
Host Range ® Network FQDN

I 0.0.0.0/0

Allow Overrides

GE) HEINAT L— Vi34 7 V=7 FEZRO—EE LTNAT ZBINT 5720, A
T AERDany-ipvaé 47V =7 NeFERATLHZ LiIxTEEYA, 2. VAT
LAEFTDAT V=l NaefRETDHZEITTEEREA,

o [~ D%E(E5C (Translated Source) | : [#855A > % — 7 = A AIP (Destination Interface
IP) | Z &R L E7,

ATv T [URAE (Save) 1227 U w7 LTL—L%EBMLET,
Jo— L3 Pb— v (Rules) |7 — 7 WAARIESILE T,

ATY T8 NAT R—TU T [ffFE (Save) |27 U v 7 LTEEEZREFELET,

NEBNSHEAD T T 4 v U DFFFA]

BB KRT D5 ARk LT X0, BAD [TRTDO NI 7 v 7 %7y 7 (Blockall

traffic) | 727X ar buo— L RY —&ER LIESEIE. T AZBRT DT T4 v
I HFTATHTOITARY ==V Z BT 2 0ERH Y £, ROFIETIL, NEY —
MBI = ~D ST T w7 AT HA— BB LET, i — BN SEAIT.
W2ty NI =T ~D T T 47 T 5L—LEBINMLTIIEEN,

FIE

ATy F1 [R)I— (Policy) 1>[7Y2RKR — (AccessPolicy) 1> [7 U 2RKR — (Access
Policy) 1ZTR L, ZEICKT 25 ICE D U TOHNTWDHT 78 A ary bta—L KU o—
D Ty LET,

[ Cisco Secure Firewall 42200 R 3 — F 7 v TH 4 K
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zzorn [

ATv T2 [JL—IL%EEM (AddRule) 1227 U v/ L, IRONTA—=FERELET,
B 27:[)L—)L D&M (Add Rule) ]

_ Create Rule

Name | inside-to-outside Action Allow B Logging I Time Range | None Rule Enabled @)
Insert | into Mandatory @ Intrusion Policy | None By File Policy | None
Q Zones Networks Ports Applications Users URLs Dynamic Attributes VLAN Tags
Showing 3 out of 3 Selected Sources: 1 Selected Destinations and Applications: 1
=) L inside_zone Collapse All Remove Al Collapse Al Remove Al
=] <& outside_zone ZONE | v 1 object ZONE | v 1 object
it wixAutomationZone

« [&H8T (Name) | : ZO/L—iZ4 T ZfHT£7 (72 & 21X, inddeto-outside) .

s ER LI=FEIET (Selected Sources) | : [V —2 (Zones) | nHLNEEY — iR L, [&
fETY— > %EBM (Add SourceZone) | %2V v 7 LET,

[BIRLI=FEEET T r— 3> (Sdected Destinations and Applications) | : [V —Y
(Zones) | MBANIEY — U &I L, [3B5E Y —> %iBM (Add Destination Zone) | % 7
Vv 7 LET,

oFETZFOEFICLTEBEET,

ATY T3 [Applyl 227 U v 7 LET,
=L [b—/b (Rules) | 7 —7/WZBISIET,

ATy T4 -7 (Save) 1227V w7 LET,

5% TE O R B

REDET & BT o8 SR LET, BREAZERTLIETIE, A ALETEOE
BT 7T 0 T FEH A

FIE

ATy 1 L LD [EE (Deploy) 127V w7 LET,
X 28:[RR (Deploy) ]

—
l Deploy IQ @ & @ adminv

ATw T2 [TRTER (DeployAll) 1227V v 7 LTTRTOT /A ZTEBT D0, [ =
(Advanced Deploy) %7 U v 27 L CRIRL=T A RZEBLET,

Cisco Secure Firewall 4200 2 2 — +7 v 7/ 4 K |}
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REDER

29:$ ~NTERM

node1

node2

1010-2

1010-3

1120-4

@ 5 devices are available for deployment

Advanced Deploy [l

Ready for Deployment
Ready for Deployment
Ready for Deployment
Ready for Deployment

Ready for Deployment

B B 0B B

i3

& 30: 5 E TR

1 device selected

[ @ Search using device name, user name, type, group or status

l Deploy time: Estimate Deploy

(] Device

> nodel
> [ 1010-2
> [J node2
> [ 10103
> [ 1204

Modified by Inspect Interruption  Type Group

System
admin, System
System
System

System

FTD

FTD

FTD

FTD

FTD

Last Deploy Time
May 23, 2022 6:49 PM
May 23, 2022 7:09 PM
May 23, 2022 6:49 PM
May 23, 2022 6:49 PM

May 23, 2022 6:49 PM

Preview

o

[Ful 0 M ~U R 1)

Status

I Ready for Deployment

I Ready for Deployment

I Ready for Deployment
Ready for Deployment

I Ready for Deployment

ATY T3 BENKSD LI L e LET, BEOAT X 2E2FRT 5121, A=a——0 [EH

(Deploy) 1R > OAMCHLT A 2% 27 ) v 7 LET,

M EEART—ER

es Objects

Integration

atliailie

csce SECURE

1010-2

1010-3

1120-4

nodel

node2

Deployments Upgrades @ Health O Tasks

Deploy Qm} @© adminv

0 running 5 success 0 warnings 0 failures

Deployment to device successful.
Deployment to device successful.
Deployment to device successful.
Deployment to device successful.

Deployment to device successful.

.:) Show Notifications

| Fitter

2m 13s

2m 4s

1m 45s

1m 46s

1m 45s

. Cisco Secure Firewall 4200 R 2 — +7 v T HA K
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Threat Defense 5 & U FX0S cLL~0 7 £ 2 ]

Threat Defense 5 LU FXOSCLI ~ADT7 Y X

avw L RIA A F—T x4 A (CLI) A LTV RAT LDy bT v 7TV, FEARK
WY ATLDRNT TN a—T 4T HITVET, CLITy v a bR —2RETDHZ
LITTEFERA, CLIICIE., 2 Y — A R— R NIEEFELTT 78X TEET,

NIV a—T 4T DEHIZE FXOSCLIWZL T 7B ATEx£7,

Y

GE)

F 721X, Threat Defense 7 /34 ADEBA ¥ —T = A AZSSH THfi CExF7, 2V —L
tyvarEid®ERY, SSH v g LT 7 # /b b T Threat Defense CLIIZ72Y . connect
fxos 2~ RZfiH L TFXOSCLIICHHf CE £, SSHEHD A v 4 —7 = A4 Z &N T
WA, B TTF— A —T A A LOT LA TE XY, T—F A L8 —T A
ASDSSHT 7B AXT 7 4V hTHEHZIR>TWET, ZOFIATIL, 7 7 4/ F TFXO0S

ATy T

ATy T2

CLI ¢ 7B ay Y —)LiIR— 7 72 RIZOWTIHHLET,

FIE

CLIiZu 7 A 32512, BHarvYa—HEary Yy — L R—NMNEHELET, 774V ET
IZ Cisco Secure Firewall 4200 (Z 22>V — )L r — T )V fHE L CUWVvieW=d, r— RKX—F 4 D
USB-to-RJ-45 > U TNV —T NI EREATHVERH Y 3, THEHOAL—FT 47
VAT LB USB Y U TN RIANRESLT AU A =L LT EE, a2 —LR—
MET 74/ R TFXOSCLLIZZe W £F, ROV Y TAREEZHEHLET,

* 9600 7R —

87 =% L b

e NUT 472 L

1 Aby 7 Ev b
FXOSCLIIZ#fe L £9, =—HF—% admin &, ¥ty b7 v 7RICRE LI NAY— K%
EHLTCCLIICr A LET (F 740 M Adminl23) .
B -

firepower login: admin

Password:

Last login: Thu May 16 14:01:03 UTC 2019 on ttySO
Successful login attempts for user 'admin' : 1

firepower#

Threat Defense CLIIZ7 7 & A LEd,

connect ftd

Cisco Secure Firewall 4200 2 2 — +7 v 7/ 4 K |}
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B - 7or—rozr0us

ATy T3

1 -

firepower# connect ftd
>

77 A %I, CLI CEREEZR a2~ FOIEFREMERT DI, hdp £ 22 AT LE
T, RIS OV T, [Cisco Secure Firewall Threat Defense a<v RV 77 L0 RA] #&
LTS 7EEN,

Threat Defense CLI Z# 73 51213, exit £72id logout 2~ KE AN LET,

Zoa<wy RIZEY, FXOSCLI 7r v 7 MIEY £9, FXOS CLI T fRIGE/Z s 2= RiZ
DOWNTIE, 2B AN LTLLEEIN,

&1

> exit
firepower#

TJ7AT0A—ILDEIRDYIET

VAT LEMEEYNC Y vy N UTH T ENEETY, BMICERT T VAR EIRA
Ay FEHLEVTALE, BRI ANV ATLAOREES XTI ER”HY T, Ny
7770y RTCIEEICEEO T o ANFETINTEBY, BRT 7 7V &k\i-0 ., &Rz U
L7088, 774 T VANV AT LDETL—RAT Ny Yy NI TRV EERZ
TBWTLEEWN,

Management Center D7 /NA ZAEBR—V 2 L CTT 3 ADOERZYIWr3 %2>, FXOS CLI
A TE £,

Management Center Z{FFH L= 714 7V +— LD EIRED LI

VAT LEEEYNCY vy N T H I ENEETY, BMICERT T V2K EIRA
A FEMLIZVTDE, BRRTV AN VAT LIAOREAFISBITZENHY 4, Ny
77Ty RCIEEILZEOTaw ANFATEINTWT, BRT 7 7 &8\ -0, BIRZ U
L0 ThE, 774 T7 U4 INETL—ATNI ¥y NETLUTERNWI LERZTEBNT
TIZ&EW,

Management Center Z ] L TV AT AZ @MU v v hA T TEET,

FIE

ATYF1 [T/A4 R (Devices) 1> [T/\1 AEHE (Device Management) & &R L £,
ATy T2 BEHT L7 A0BICH S [k (Ediv 1 (£) &2V v LET,

[ Cisco Secure Firewall 42200 R 3 — F 7 v TH 4 K
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ATv73
ATy T4

ATy TH
ATvT6

ATy FT17

cuizs3277479+—roERoms I

[7 /3 A (Device) | #7 %7 Vv 7 LET,

[ AT & (System) ] f/“(“[?/(’fxa):/‘\"‘y kA& (Shut Down Device) ] (o)
Vv LET,

Tua T INRRRENTEDL, TNARADY Y v MUV EHRLET,

AUV =AMET AT U VICER L TCWDERIE. 77 AT UA— AR Yy R D
THEZWL VAT AT B S M= —LET, ROV T MRRRINET,

System is stopped.
It is safe to power off now.

Do you want to reboot instead? [y/N]
=i BEERE L TR WEIR, RI3aMIREo TU AT AR Yy y MU LD L%
ERLET,

RELECCRRAL v FaF 712 L, RS T 7 &80T — 3 b B YBiI A 1Y
ATz TR ET

CLIZHETA 7747 74— ILOERDYIE

ATv T

ATy T2

ATvT3

FXOSCLI Zfifd 5 &, VAT ARLERIIV Yy MA UL LTT NS ZAOEREZYIW TE %
4, CLIIZIE, o —)bih— NMIEHE L CT7 7 AL E9, Threat Defense 35 22 TN FXOS CLI
~DT 7B A (41 X—) SR LTLIEEV,

FIE

FXOS CLI C local-mgmt (Z#%f5¢ L £ 7,

firepower # connect local-mgmt

shutdown =~ > K& 347 L £,

firepower(local-mgmt) # shutdown

1

firepower (local-mgmt) # shutdown

This command will shutdown the system. Continue?
Please enter 'YES' or 'NO': yes

INIT: Stopping Cisco Threat Defense...... ok

Tr7AT I — DYy NET U AT AT u L e E=F—LFE T, kOTar 7
MRFERENFE T,

System is stopped.
It is safe to power off now.
Do you want to reboot instead? [y/N]
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B xozx727

ATy T4 VEISUTERAL v TF 24720, EERT T 7 2Rk Ty v — LI ERE2 Y
NN TEET,

RDATY T

Threat Defense DFXEZ i1 521X, [Cisco Firepower R = A 8| |ZH HBHEVD
VIR 2T NR—= g0 D=2 T VEBRLTLLIEE N,

Management Center D FIZB 3 B 1FMIC- DOV CTik,  [Firepower Management Center = > 7 ¢
Falb—rvary AR Z22RLTIIZE,
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BT DAL, N T T 0y 7 ZHIE, A, B B KOV LT i Management
Center |Z¥% L £ 9", Management Center (X, V—EADEH, W, LAR— DX AT &2HE
ITTCEL Web A o F—T = A Az A EPEHa Y — L2 L, n—DLxy FU—
7R L ET,

T7AT724—ILIZDONT

/N— R =7 TlX, Threat Defense ¥ 7 b7 =7 £71XASA Y 7 MU =T 2 FITTEET,
Threat Defense & ASA O] THI Y B X 217 2 BRIZIL, T3 ADFHA A — LRI F
T BEA VAPV ENTODODEIIRRDY T MU 2T A=V a U RBERGAE LA
A —UALD M ETF, Cisco Secure Firewall ASA and Secure Firewall Threat Defense Reimage Guide
LTS TEEN,

7 7 A T 74—/, Secure Firewall eXtensible 4L —7F ¢ > 7 v A7 & (FXOS) &I
LRI LI DA RV —T 4 VT VAT AEFATLET, 774 T U A+ —/LIXFXO0S Secure Firewall
ChassisManager # 7R — F L TWEHA, TV a—T 4 0 7HELTROLIIZCLIOAR
MY HR— P ENTHWET, FEMIZOWVWTIE, CiscoFX0S N7 7Ny a—F 4 7 AR

(Firepower Threat Defense % 5217 L C\ % Firepower 1000/2100 33 L (X Cisco Secure Firewall
310074200 [fi)) ZZML T IZE0,

TS3AND—WERT—RAD N 77 AT 74— VIIEENGESERITAREC, FEmRAYIZIL
L£TH2HVERA, L, 2= AR EORETIE, BAFIEFRAMEHTE X
T, ZO%AE. REMEERFC SNMP ORI, BHEEDEABIEHREZHER TE 25505
D ET,

« UE— MEHOMAHA (46 X—)

XU D AR (48 =)

e LU RY—Z U RDH AT (49 ~—)
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s FROEHEFICLDFBRRE (60 X—)

JE— FEEOMHLHEA

Management Center CA % —> > k%4 L C Threat Defense #EBLTE 5 X 92T 51213,
Management Center ¥ % —3 % 7 7 B AZOWNWTERA V¥ —T7 = A4 ADRD Y IZHMNBA v —
T A REERLET, FLALEDY E— FGEITIE 1 DDA X —Xy MMERE LRV
O, 4N 5 Management Center (27 7 B A L CHREBEZITXH LI LET,

)

GE) FHEHBERT. ThAH LT A ADMORE TLS-1.3 B bi@f5F v * /T3, EX=
74 EOFEMNS, VA FE VPN R EOBMOR S o XU TID N T 7 4 v 7 & E
TT208EHY FHA, 2E2IE, VPNRE T T L BHERNKDODND D, v
IWIREB R A BRI LET,

o FILDARFDOEFE N, CLI 24 L T Threat Defense ZFHEFREL THnH, VE— K
#1Z Threat Defense Z3%/E L £

« SHEOEBREN, BB T L0 2 —7 Tkt L CTERE A I LET,
o FRAF PR (X, Management Center % i ] U C &It 3 206 OBEkE52 T LET,

Threat Defense Y *—T v 7O LR A 3 —T (4 R
ZDHA RTIEINBA v X —T 2 A AT 7ROV THHALET, v, VE— MrEdl
JCRAT AR KR LEWVWS TV A THLIT-O T, v~ 32— % 7 7 A 341 o 2 —
T2 A ATRELETY, HHAOEFHA L X —T o4 AL &ExEELE 1+, T X —
7 = A A%, Threat Defense & — X A > Z—T7 = A4 AL ITBNCREINDER /A X2 —T =
AATHY, MADORY NTU—TERERDHY 7,
CFeHA U H =T 2 A AT R TN T SRR LA T, BHA LS —T =
AADF Yy NT—TBRENMEHEINET,
T RTCOEHENT 7 4 v 71X, BIEHEEEA V¥ —T oA ARELE 3k LE
KR
o TF—H AR =T 2 ATIX—X% T 7B RAEHFMICT S &, Threat Defense (X3 7
TL—r BN LTERA X —T oA AIERER N T 74 v 7 A LET,
REEHNT T4 v I ORE, BEA LI =T 2 A RFRNy I T o= Z N LTT =44
VHE—T 2 AT T 4 v EERELET,

IF+r—TvDTIEREH
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Fe B A B =T 2 APEDTR—T % T 78 AIZIE, ROFIRNH D £97,

eI X—=U X T VB REAEMITELDIL, | DOMFNIRT —H A L H—T =2 ADBT
¥, ¥ 7 A % —7 = A AL EtherChannel (FHAT& A, TTRMEEZAKE LT,
Management Center DH—DE XV A L 2 —T 2 A AT R—V ¥ T 78 AZHHIZ
THZEHLTEET,

c IDAUH—T A ATEHEHICTEER A,
=T RV H—T oA AEERTHINV—T v K77 AT U4 —LE— RDOATT,

¢ PPPOE [TH R — K ENLTWEHR A, ISP TPPPoE N MLERIEA L. PPPOoE Z AR — 15
JL— & % Threat Defense & WAN 5 ADOBICEE T AMLERH Y £9°,

A F =T A AEBET DMENH DH DL v —s3L VRE DH T,

¢ SSHIZT —# A X —T = A ATIET 7 4/ N THZ 785> TR\ 2o, % T Management
Center ZfFH L CSSH ZGNCTHHXERH Y £, Fiz, BEHA X —T oA A F—
N2 A BT —H A B —T A AEHEINDH7%, configure network static-routes =
~ VU REMALTERS =T oA A ORI — R BN LRWRY . VE— Ry
NI = DHEEA 2 —T =2 A AT SSHERIT D Z LIX TE EH A,

cEEA =T 2 A AL AR ML U E =T = A RER AT LFTEEY

Ao
IV TARZY T R—-FESNEFA, ZOHRG, FHA U F—T oA AT HME
NV ET,

N TFTRASE) T+ EH

TNRAZADNAT A FZENT 4 AR TeT — 2 A v F—T = A AT 5513, ROE
HFaZRLTIES N,

e X=X T 7R AIZIK, WMHFDTNAAATR LT =X A X —T A AR LET,
CEYX—V Y TIBAT—H A F—T oA AT R—FENTWERE A,

«DHCP M CxEH A, BHHIP T FLADHNYR— XN TWET, DDNS 01—
ZyFFabrag=F7pY, DHCP ITIKIFT HHEREIIE Cx £ A,

cRWUY TRy PRNICRZRZFRHIP T RLARHY £77,
s IPv4 72X IPV6 OWT N EFEHALET, MAFEHRETDHI LI TEERA,

c A L~F—Y v T (configuremanageradd =~ K) &AL T, #HARLETHDL Z
LEMERLET,

T HA BT 2 A R T 2 A F—N— Y L EFAT— ) vy L LT
ZLIFTEER A,

JE—FITSUF RV IT—4H
WORNZ, 77AT T4 —NLDO— R ry hT—J EBHEEZRLET,
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B scozm-

* Management Center [ RAFIZH D F 37,
* Threat Defense |~ R—T % 7 7B AN A v X —T = A ZA&EFHLET,

* Threat Defense & ManagementCenter TIZEHLH G, A U\ > REHEEEGEZ AT 5729
DONRT Y7 IPT RVAEZITIHRA NABPMETHY . WIHIREDZOIZZ DL D72 1P
7 R AZHE L TEN UL £ A, DHCPIP OEID ¥ CTOEFLIIXIET D729
W, A7 ar TN v X —T 24 ADHFA4F v/ DNS (DDNS) #RETHI &b
TEET,

[ 32:

DDNS
Server

L

Internet Headquarters

Management
Computer

outside (Manager Access)

Threat
Defense

r 1

FZCHSHIC

Management Center ODFJHIFXE X B L CIFITLET, FHETNVNDOAZ— T v 7 HA F&
ZHLTIEIN,
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TVRY—IVFDZRY

Management Center % i ffl L C Threat Defense Z BT 51213, ROXZ A7 B LT X
AN

K33:TVKY—IFDARY

0 )
CLI '-\_1_‘ J Pre-configura-
~ tion
(Central admin)

o

Physical L 2/_.1 Install the '\\3 ) Cable the ( 4 ) Power on the
Setup — firewall — firewall ~ firewall

— —
(Branch admin)

./ é\ . + I_/é'\l . -/5\'-, . ﬁ_{\}\l |

Management \ 2 /Log into the \ .© /Register the \ ¥ /Register the \'U)Configure a
Center management mgmt center firewall with basic security

center with the Smart —p the manage- —p policy
(Central admin) Software ment center

Manager
i A

Cisco \ 6 JObtain Base
Commerce license and
Workspace optional

feature
(Central admin) iCEHSS
Smart 7 Generate a
Software license token
Manager for the

management
(Central admin) L

(1) |cU o I VT RU T OMRETLWA—Ta DA A =L (50 <—)
L4
(RROFEH) | CLIAAEA Ll e (52 5—9)
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Wty bT v

T7AT A= NEL L A=V LET, "~ RU=THEIA FERRLTLEE

2
(et ) o
3) MBIy VT T |\ T AT OO =T M (58 )
Gt B
a) | BNy T T | T AT U d = VOB (59 <)
G Tankg:iky)
é ) Management Center Management Center~D 1 74 > (19 ~X—7) |
| o)
() |Cisco Commerce ERIA VAT T a OET A B A2 A LET ( [Management Center D
| Workspace TA L ADTG (61 5—) | )
(PR DEPRE)
( 7 ] Smart Software Manager | Management Center D A > A h—72 > %A L L £ 9 ( [Management Center 7 A
: (th s 0> /5 B ) TUAOES (61 =) ] ) .
(g |Management Center Av— b T4k 7 #—s3—(T Management Center % ¥$k L £9 ( [Management
— (thde DA TR Center D7 A L ADEHE (61 X—) | ) ,
;:""g”\‘_; Management Center Management Center ~D7 /34 ZDEH1 (63 <X—) |
| thromEE)
(10) |Management Center EARNZREXF 2T 4R ) —0ORE (66 X—) |

(Fr R DE L)

FROEEEICK DBRHETE

Threat Defense 1. /0L EICEET AN TFEN CTHEANCRET A LERH Y 7,

(EE) VIrOzT7OHEEEHFLLVN—23 004 VA =L

VTR TOR=Y 3 EHER L, BECE LTI S =Y 3 v E A VA AT BITH,
ROFIREFATLET, 7747 0 — A ERET HHIK G =Y 3 v oA VA F—T D
SLEBEDLET, BIOJEE LT, BIBRICT v 77 L KEFATTH L b TR ET
B REERET DT v 77 L= RO, ZOFIREMAT S L0 SHHAD DB A5 Y

3279‘*0

ET9 SN —T3y
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| 1) &— | Threat Defense [Z & % Management Center O &

&

ATvT2

B vItvrrorBRLHFLLA—Cavor v b—L [

Y7 T Fyru—R_X=Y0) ) =AKTOMIIH D, 2OOEPTNTH S Gold
Star U U — A& FE(T9 5 Z &2 BEID LET, https://www.cisco.com/c/en/us/products/collateral/
security/firewalls/bulletin-c25-743178. html ICFEEH SN TV A Y U — XK H SR L T 7E S0,
Tl 21X, ZoEHRTIE, (EHFEEEZEE) FEHR) )V —2FKE, BHNRY IV —2FKE
(LFOVRWIMOA T F o2V Y —=RENyTF) | ERIEFICRENR Y U —23F5 (BUF
RBEEZTDHEODOREHMEDOA LT F AV Y =2 LNy F) [ZOVWTHBLTWET,

FIE

=) R— M LE T, /2O TIE, Threat Defense 35 J2 TN FXOS CLI ~D 7 7
A (80 X—) EBREL TN,

admin 2—H & F 7 4L h23Z2 T — RO Adminl23 # L Tr 71 LET,

FXOSCLIICHEG LET, fldbTuas A Li-bx, RRAUV—FE2EETLILIRDONET,
ZD/RAT— RiZ, SSH ® Threat Defense 2 7 A 2 bEHINE T,

GE) PRAT— RRTTIERESNTNT, NAT— RRDMLARVEAIT. WIHRRE~
DYty FEFATLT, NRAT—=RET 74V MYy bTO0ERHY 77,
VIR E~D VU ¥~ R FIEIZOWTIX,  [FXOS troubleshooting guide J % &M L T
TEEW,

&1

firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...]
Hello admin. You must change your password.
Enter new password: ****xkkxx

Confirm new password: ****xkxxx%
Your password was updated successfully.

[...]

firepower#

FXOSCLI T, EfTHoNR—V g v 2FRRLUET,
scope ssa

show app-instance
£l

Firepower# scope ssa
Firepower /ssa # show app-instance

Application Name Slot ID Admin State Operational State Running Version
Startup Version Cluster Oper State
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1) £— k Threat Defense [= & % Management Center D& |

ftd 1 Enabled Online 7.4.0.65
7.4.0.65 Not Applicable

HLWAR—=Ta v A =L T B85, WOFIEEZEITLET,

a) BHA L HZ—T oA ATHMIPT RLAZHRETILEND D5E1F. TCLIZMEH L
HETHRE (524—) | ZBRLTLEEN, 74V FTlE, BHA L2 —T oA A
!X DHCP B L £,

BHA =T 2 A APBT IV EATEDLY == H LA A=V F Xy a— T
HVHENRHY FT,

b) FXOSD T TNy a—TF 47 A RIZEEHINTWEHA A= MLOFIRZFEITLE

-g‘o

T AT U —/LFERE L5, FXOS CLIIZFHERER LET,
¢) FXOSCLI T, BHENAU—REHERET LI IICROLNET,

0O—XyF7Iaeya=r ITORRIE. T AT R—T 0 7T BB TTITRA
U= RRRESNTND D, SRAT— KDYty b (Password Reset) | = 7 T
[LWWVZ (No.) ] ZBIRL TS 7ZE0,

d) T A 2%&v vy T LET, CLIKKBIT L7 747 U4 —/LOEFROUIE (89 <—
V) mZRLTSES Y,

CLl Z{EH L I=HRiR<E

ATy T

ATvT2

ATvT3

Threat Defense CLI (282t L CHIMIER E 21TV E T,

Before you begin
Threat Defense % &~ N7 v 79 2 HilZ, Management Center O IP 7 KU AE/2ITHR A M %
HERELTBMERHY £7,

Procedure

T AT I+ —VOERE ANET,
Note Threat Defense % #)& CTRREIT 2 & XX, FIHULISK 15 ~ 30 0000 F7,

1Y) —)LiR— b T Threat Defense CLI (ZH5%: L £9°,
2 —)LiR— NE FXOS CLI (285 L £,
2—H—4 admin BLOVIZATU — K Admin123 Te /' 1 > LE,

WHTFXOSIZu 7 A Lzt &id, WAUV—REEFETLILH>KRDONET, 2O/ AT —
RKi%. SSH @ Threat Defense = 71 b SN E T,
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| 1) &— | Threat Defense [Z & % Management Center O &

RTv74

ATy T5

cuxwmL-Baae [

Note IRAT— FNT TIEEINTWHTONLRWESIL, T3 AZ2FHA A—V kL
THRAT—=RET 75V My NTOHIXLERHY 3, HA A —TLDOFIEIC
DNWTIE, FXOSD h T TNy a—F 40 HA RESBRLTLLIEEN,

Example:

firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...]

Hello admin. You must change your password.
Enter new password: **kkkxkkx

Confirm new password: **kkkkk*

Your password was updated successfully.

[...]

firepower#

Threat Defense CLI (2855 L £,
connect ftd

Example:

firepower# connect ftd
>

ThreatDefense (Z#]OCua /A4 45L, = Ra—P—F v 28% (EULA) IZFEEL.
SSHEEmZ M L CWAIEEIT, BHERRAT—RNEZETTL LRk onEd, 2Dk,
BHA LR —T 2 A ADREHDOCLIEY T v 7227 VP IERrENET,

F—=HBAH =T 2 AT R =V XY T I BAEZANILIEHAETH, BHA VA —T A A
DOFEMEFHENFE T,

Note REZZVT (L zE AA—VEFERTL2ZLI2KY) LAWnnED | CLI
vy T T U= REHVIETZ LI TEETA, 2L, ZNHOERET
TIX. %25 CLI T configurenetwork =~ > K& L CA®E T& £9, Cisco
Secure Firewall Threat Defense =~ KU 77 LU A SR LTL &N,

T 7 MEETILENC AN LIZERN D v aNICFR RIS E T, URICAN LIZEEZEDFE
FHEHT L8601, Enter #H L E 9,
WDITA RTA L EBBLTLITEIN,

o [IPv4% &% E LETH? (Do you want to configure IPv4?) ], [IPv6%F%E L 92?2 (Do you
want to configure IPv6?) |1: ZHHDX A TDOT KL ADL2 EHh 1Dy H AN LE
T, BHA X =T 2 AEFRTLTERRVEETH, 774 X=F T RLARED
IP7 RLAZRETDMLEDRHY £,
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B cuzemLr-snge

«IPV4 (X DHCP BB FLIEIFHNDELLTHEE LEFI M ?IPV6 X DHCP, JL—% . Ff=I&
FEHOENTHRELEIHN?  [FH (manual) [ZBIR L, HFEA X —T = A AN
DHCPIZRE SN TWAHEE, BHAOT — XA X —T 2 A AERETH LT TEE
B, Ziud, data-interfaces THOINLENH DT 7 4/ Fb— K5 DHCP — 3= 5
ZELIENLV— R CLEEXINDAREERH HT2DTT,

EEA A—TIARDIPVATIAIL T — b DA EANE L IBEEBAI V2 —T x4
ADIPV6T— DA% AN : ¥ — U =A M data-interfacesiZ7e b L O IR E L E T,
ZOREE, X =V Y TIBAT—H A F—T oA AZ@LTCHETED LT,
Ny L= BN LCE NI 7 4 v 7 Zlinik LET,

[T AT A —E— REFRELETH? (Configure firewallmode?) ] : routed & AJJL
F9, A~ F—T XTI/ ®REI, V—T v K 77 AT U F—/LET— RTOHRVF—
SNTWET,

Example:

You must accept the EULA to continue.
Press <ENTER> to display the EULA:
End User License Agreement

[...]

Please enter 'YES' or press <ENTER> to AGREE to the EULA:

System initialization in progress. Please stand by.

You must configure the network to continue.

Configure at least one of IPv4 or IPv6 unless managing via data interfaces.

Do you want to configure IPv4? (y/n) [y]:

Do you want to configure IPv6? (y/n) [y]l: n

Configure IPv4 via DHCP or manually? (dhcp/manual) [manuall]:

Enter an IPv4 address for the management interface [192.168.45.61]: 10.89.5.17
Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.255.192
Enter the IPv4 default gateway for the management interface [data-interfaces]:
Enter a fully qualified hostname for this system [firepower]: 1010-3

Enter a comma-separated list of DNS servers or 'none'
[208.67.222.222,208.67.220.220,2620:119:35::35]:

Enter a comma-separated list of search domains or 'none' []: cisco.com

If your networking information has changed, you will need to reconnect.
Disabling IPv6 configuration: managementO

Setting DNS servers: 208.67.222.222,208.67.220.220,2620:119:35::35

Setting DNS domains:cisco.com

Setting hostname as 1010-3

Setting static IPv4: 10.89.5.17 netmask: 255.255.255.192 gateway: data on managementO
Updating routing tables, please wait...

All configurations applied to the system. Took 3 Seconds.

Saving a copy of running network configuration to local disk.

For HTTP Proxy configuration, run 'configure network http-proxy'

DHCP server is already disabled

DHCP Server Disabled

Configure firewall mode? (routed/transparent) [routed]:
Configuring firewall mode

Device is in OffBox mode - disabling/removing port 443 from iptables.
Update policy deployment information

- add device configuration

- add network discovery
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ATvT6

cuxwmL-Baae [

- add system policy

You can register the sensor to a Firepower Management Center and use the
Firepower Management Center to manage it. Note that registering the sensor
to a Firepower Management Center disables on-sensor Firepower Services
management capabilities.

When registering the sensor to a Firepower Management Center, a unique
alphanumeric registration key is always required. In most cases, to register
a sensor to a Firepower Management Center, you must provide the hostname or
the IP address along with the registration key.

'configure manager add [hostname | ip address ] [registration key 1'

However, if the sensor and the Firepower Management Center are separated by a
NAT device, you must enter a unique NAT ID, along with the unique registration
key.

'configure manager add DONTRESOLVE [registration key ] [ NAT ID '

Later, using the web interface on the Firepower Management Center, you must
use the same registration key and, if necessary, the same NAT ID when you add

this sensor to the Firepower Management Center.
>

VR —=Ux T VR AHOHNEA =T A AERELET,

configure networ k management-data-interface

LD’ IMIA L H =T = A ADIEKR A Y VY= BIEEIT O L OITKRO LT T bR

FRINET, ZOa~xr FOEMIZONTIE, ROFFMESRLTIZIN,

T A B =T A AERENT 25, BHA ¥ —7 = A XA TIEDHCP Z{EH]
TEFEHA, 9Ty 8T v TRRICIPT RLAZFEICRIE L > 728451, configure
network {ipv4|ipv6} manual =~ > RZEH L CHANCHKETEET, BHA V¥ —T =
A A7 — FU A % data-interfaces|\ 2R E L2 o AT, 22 TZoavwy RTHRE

Li‘é‘o

Threat Defense % Management Center (ZiB/19 % & | Management Center (A1 > % —7 = A1

ARE (S B =T 2 A A/ EPT RLA, = T = A ~DOFFHL— K, DNS ¥—
/3=, DDNS #—s3—72 &) Zfith L TR L £9°. DNS I — S—BIEDFEMIC DN T
1L, WEZSMW L T 7Z 3V, Management Center ClX, B TR —T % 77 E8A A & —
7 = A AN A AT CE& £33, Threat Defense ¥ 7213 Management Center 23N & FR4%f5¢ D F
MENLZWE T D X ) e BEREZMA /2N E DI LT EE, FEEN il S 5Ha.
Threat Defense (ZIZLLRTO JERH 2185t 9 % configurepolicy rollback =~ > R23& v E

‘ﬂ—o

DDNS ¥ —/"—HF D URL % ET 5 & . Threat Defense i Cisco Trusted Root CA /N2 K

NS TRTOEE CA OFEFAEA BEIYIZ BN 5729, Threat Defense | HTTPS #5¢
@ DDNS H—/3—ZEBE % MEE T & £9°, Threat Defense (X, DynDNS U E— k API {1k
(https://help.dyn.com/remote-access-api/) #3259 TD DDNS —/—ZHR—F L

i‘j—o

Zoavw Rt T—%] A =T 2 ADNSY—NR—%ZHTELET, B T v

A7 U7 T (F£721F configure network dnsservers =2~ > K& L C) RELLE
FLDNS Hh—_—(%, FH N7 7 ¢ v 7 IS ES, 7 —% DNS #—,3—|%, DDNS
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1) £— k Threat Defense [= & % Management Center D& |
B cuzemLr-snge

(BRESNTWVEES) FRIFIOA v Z—T oA ACHEAEINS X2 T 4R —
W &S ET,

Management Center ClX, Z @ ThreatDefense (ZEIV 4 TH7 T v 7+ —LFKERY > —
TTF—# A4 —7 x4 AXDNS P — =5 E I FE T, Management Center |~ Threat
Defense BT 2 &, m— N /VREDHER 4L, DNSH— =377 v F 7 4+ —LRE
RNY —IBIMENE A, 7272 L. DNSERIE % 5 Le Threat Defense ([Z% T 7 > b7+ —
LRER) =BV Y THE, TORFEICL>Tr—IAREN EEZINET,
Management Center & Threat Defense Z [l S 2 121%, ZOREIZ—ET 5 L 92 DNS
Ty N T A —LBREET VT A TIIRETHI EEBEIDLET,

$72, m—7/L DNS % —3—(F, DNS P — =G EGK TR S = Ha s o4
Management Center CEREFSNET, 72L& 2L, BHA VX —T = A ZAEFEHALTT A
A %45k L. & C configure network management-data-interface =~ > K& H L TF—
HALUH—T 2 A RAERE LTHE . Threat Defense X E & —E9 % X 512, DNS H—
N—2% G Z N5 DOFRE DT T % Management Center CTFE) T ET 2 ML ENH Y £,

BELA ¥ —7 = A AL, ThreatDefense % Management Center (2% 6k L7-121, EEA >
H—=T 2 A AFEFNOT —H A L —T 2 ADWTINDICEETEET,

Tty N T T 4P =R THELTZEQDN N DA H—T = A AEAENET,

aw L RO—EE LTT NS AREREE 7 VT TEET, Z0FTva iz h "y
FUATHEHATEETN, Pty 7y 70l E OB LN T EEN,

T— X EHE 2T HITiE, configure network management-data-inter face disable =1~
Y REANLET,

Example:

> configure network management-data-interface

Data interface to use for management: ethernetl/1l

Specify a name for the interface [outside]:

IP address (manual / dhcp) [dhcpl]:

DDNS server update URL [none]:
https://deanwinchester:pa$$w0rdl7@domains.example.com/nic/update?hostname=<h>&myip=<a>
Do you wish to clear all the device configuration before applying ? (y/n) [n]:

Configuration done with option to allow manager access from any network, if you wish to
change the manager access network
use the 'client' option in the command 'configure network management-data-interface'.

Setting IPv4 network configuration.
Network settings changed.

>

Example:

> configure network management-data-interface

Data interface to use for management: ethernetl/1l
Specify a name for the interface [outside]: internet
IP address (manual / dhcp) [dhcp]l: manual

IPv4/IPv6 address: 10.10.6.7

Netmask/IPv6 Prefix: 255.255.255.0

[ Cisco Secure Firewall 42200 R 3 — F 7 v TH 4 K
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ATy T17

ATvT8

ATy

cuxwmL-Baae [

Default Gateway: 10.10.6.1

Comma-separated list of DNS servers [none]: 208.67.222.222,208.67.220.220

DDNS server update URL [none]:

Do you wish to clear all the device configuration before applying ? (y/n) [n]:

Configuration done with option to allow manager access from any network, if you wish to
change the manager access network
use the 'client' option in the command 'configure network management-data-interface'.

Setting IPv4 network configuration.
Network settings changed.

>

(Optional) £ & D+ v b U—7 L ® Management Center ~DT —% A L X —T = AT 7 &R
ZHIR L £,

configure networ k management-data-interface client ip_address netmask

FT7 X/ NTHE, TRTCOXy NU—7 BFTENET,

Z @ Threat Defense % & 9% Management Center % FFE L 97,
configuremanager add {hostname| IPv4_address| IPv6_address| DONTRESOLVE} reg_key [nat_id]

* {hostname | IPv4_address | IPv6_address| DONTRESOLVE}—Specifies either the FQDN or IP
address of the Management Center.Management Center % [E#27 R L Z$5E TE WAL,
DONTRESOLVE Z i L 3, WMo SSL 5 BALil{E T ¥ RV % 2 BT A AT
ST T 2121E, D7 TH 1 BULEDT /34 A (Management Center & 7213 Threat Defense
) ICBEFRERIP T RVARKETY, ZDa~2 KTDONTRESOLVE #fRE7 51
I, BIEERIGEZR IP 7 R U A E 721378 A 4 2 Threat Defense (23T,

» reg_key : Threat Defense % %#k3 % & % |Z Management Center CHIEET HIEED YV ¥
A LG —ZEELET, B8 1337 LFUTICTH2RERH Y £3, AR CF
ZiE, 3 (A~Z, a~z, 0~9)  BRUOANA Ty () olhdb £,

* nat_id : Management Center CHIEET 5H, (EET—ED 1 BIRY OXFHNEEELET,
FHIZT =2 A 8 —T oA ZA&MEHT 5561, B8k Threat Defense & Management
Center D)7 T NAT ID ZH5ET 2 LEAH Y £9, NATID (& 37 LFLUFICT 245N
B FET, ARRICFITE, BT (A~Z, a~z, 0~9) . BLOANA T2 (1) ZEN
HY FE9, ZDIDIE, Management Center (2 & EkT HMMDT A A ZIFMEHTE FH A,

Example:

> configure manager add fmc-1.example.com regk3y78 natid56
Manager successfully configured.

FRA 2% ) FT— N TAEITIEE TE B L 91T Threat Defense #> % v FE 7 LET,

VAT AEBEUNI YV Yy N T H I ENEETT, HMICERT T 72k, ERA
Ay FEMLIEVTDE, ERR T AN VAT LAOBERBIERITIENHY T, Ny
7Ty RTCIEFEIZEZHOTav ANFETEINTEY, BRT 7 VW2, EIRZ YK
L7e0 T 5L, VAT LEBTL—RATNT ¥y MU UTERNIEEZRZ TEBNTLES
AN
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XEA~DA

1) £— k Threat Defense [= & % Management Center D& |

a) shutdown =2~ R&EZ A LET,

b) ®EIRLED & A7 —4% A LED ##8£ L C, ¥ —YOBFEDUIB SN TND T & 2MERL
£9° (LED 23H4T) o

¢) V¥ —VOERNEFICURENTLS, REIOSCTERT 7 7E2kE, v —3 0o
HAICEREZID AT Z N TEET,

AR =L

D AR #)> 5 Threat Defense 52 1Tl -7 6, ANA X —T = A AIpHA X —F v T
TIRATEDLLIE, 77 AT U=V —T7 Va5 L CERE A T 5720 T,
FOTDHE, HROEHEFIIREETE T TEET,

274 T 94— ILDr—TILES

Management Center & PR B2 —Z LV E— FOALEIZH U | Threat Defense (213 A > % —
T MEHRTHETX 7, Cisco Secure Firewall 4200 % 7 — 7 V54 5 121%, RO FIEE
SZHRLTLZE0,

34:) E— FEBEROY—JILiER

outside .
(management center access) Ouitside/

_ Internet |
Console port — - W

O]

QO00000AC0O00

00000000000

Management
Computer

( Inside

Other Data Networks

4RO HREIIC

o T —H A H—T A AR— MISFPEEY 73, HIALKR— ML, SFPEY 2 —
LA VB L 42 1/10/25 Gb SFP AR — h T,

e (ATFvayv) ar—nNr—TNEAFLET, TIFN T T AT U F—Ia
=N —TRSE LT ienied, = Ro8—F ¢ D USB-to-RJ-45 ' U TV lr—7
NI ERATOMLENDH Y 3,
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| 1) &— | Threat Defense [Z & % Management Center O &

ATv T
ATvT2
ATvT3
ATvT4
ATvTH

77179+ —LoEREA [}

FIE

X —vEROVMITET, N~ R TRETA FEZRLTIEI N,

SNERA > H —T = A A (Ethernet 1/1 72 &) ZAEIN—F ICHHE L £9,

WA > 2 —7 = A A (Ethernet 1/2 72 &) ZWNEAA v FE7TV—FITHHE L £7,
YDA LB =T A ATOR Y NT— 7 EHER L ET,

(EE) BHarYa—FEary—IR— MR LET,

THTIE, BERIERT 7200230 Y — 8RN ELH Y A, 7Z7EL, T T a—
T4 TICRBRGENDD £77,

TJ7A4AT7 04— ILOERKXA

VAT LADERIL, 77 AT VA= NVOFHEICH DA v H—EBFEAL v FICLoTHIFEI SN E
T, BIRAA v FIL, V7 MBEHMAAL vF L L THEREINTWET, LY, VAT LD
TUL—AT7) Ty NEDURHR— NS, VATA V7 My =27 BT —X%OfHED
URAZREERSIVET,

)

(GE¥)  Threat Defense Z ] CiEENd 5 & 1%, WIHMLIZK 15 ~ 30 53000 £97,

ATy I
ATvT2

ATvT3

188 BRI

T AT U F— kU TEEEOESWE N 2 MG T2 2 ENEE T (BRI
(UPS) 2T 57E) . BWIOT Y > NE U U ETORWTEINKDNS & ﬁk&
T ANVAT LAOBREEFIEETAREERHY £, Ny T RTIEEICEED
BEANFETINTNWT, BHBKbNWNLSE, VAT LETLV—RATINY Yy NE TV TEE
A,

FIE

BRI— R 7747 U+ —/VIER L, Bty MR L £,

Y=Y OBET, B — NIZHEE 5 R » D — 5 o T OBIRA L IFT AL v F
2R L CIIRE AT LET

T7 AT UA—/LOFEIZHHER LED 2R LET, EEICSTLTWDAEAIE, 774
T U —IVDEFERNP A TWET,
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1) &— b Threat Defense |Z & % Management Center O & |
B irosmscsamnne

35: VAT LB LUVENR LED

System LED ——
Power LED ——

ARTFYTE 77 AT T4+ —IVONEHIHHY AT ALED ZHER LET, FEICAIT L TWAESITZ. &
B AZWNZEHE L TWET,

GE) AA v F % ONMNMDL OFF IZYIV 2B &, VAT AOBERNPREINZEINS £ T
BmadZ End0 £+, ZoMIL. v — DR/ SRV OEIE LED AFEIC
FIE L ET, BIRLED BNERICA 7R A2 ETCERZUL RN TEEN,

PROEEEICKLDFRETE

WA B =T 2 A ADDA VB —Fy NIT 7 EATED LSV E— b3HtOE AN
Threat Defense % 77— 7 Vi3 5 & . Threat Defense % Management Center |28 &k L TT /31
ADEEETET TEET,

Management Center~D O 4 A >

Management Center % {# f] L T, Threat Defense % i &3 L O L E 5,

4RO HREIIC
PR— b SN TWDLT T UFOFEMIONTE, AT L2 3—Ya o) I—2/7—F
(https://www.cisco.com/go/firepower-notes) » &M LT 72 &),

FIE

ATV T FR=FENTWDHT T UHFEMEA LT, kKO URL ZASLET,
https://fmc_ip_address

ATV T2 2—HW—Z L\ 2AU—REAHLET,
ATy T3 [vr A4y (Loghh) 127V v7 LET,
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| 1) &— | Threat Defense [Z & % Management Center O &
Management Center D 5 A 2 > X D .

Management Center D 5 1 & > X DEF

T _TD T A 2 AL, Management Center (& L > T &I xtd B IcffkSnE 4, 7
var T, WOBETA L AZBATEET,

 Essentials (78) Essentials 7 1 & 2 A,

“IPS: X2 UT 44TV VALK IPS
« TILD T TRAf : ~ LT = T REE

sURL : URL 7 4 VX U 7

« Cisco Secure Client : Secure Client Advantage, Secure Client Premier, ¥ 7213 Secure Client
VPN @ #

« X+ U7 (Diameter, GTP/GPRS, M3UA, SCTP)

VAT A AOBMEIZOWTIEEEL <IE. cisco.com/go/licensingguide # S L T 7281,

4R8O SRS
* Smart Software Manager (IZ~¥ A X —T H 7 a2 FHLET,

EETHAT L REBRLTRVERIE. Vo2& 7 )y 7 LTHLWT AUy FERIEL
TL &V, Smart Software Manager Cl&, MO~ A ¥ — T o MEERTEET,

s a2 TIAT AT T T EEHLTEMEEIND) WEEEMEHT 121X, ZHHO
Aw—hN VT NTO=2T T4V T ThU L N TR S (3DES/AES) 71 &
VAEBATEAMLENLY £,

FIE

ATy Tl BEORAY—F TA® T ThHT NI, BRERIA VARG ENLTWD Z L 2
BLTLEEL,

TA AR, VAIERIFRERIIENS T AL ZAEWA LB, Av—FY 7 by =T
TARL T TAT MY 7 SRTWES, 2L, BETIA v A2BNT 5535
M 5556 1%, Cisco Commerce Workspace T [t & Y U 22— 9 Ok (Find Products and
Solutions) |REE 7 4 —/V REFEHLET, WOTA B APID Z#RBELET,

H36:54 s AEER

Find Products and Solutions

L-FPRZK-ASASC-10=

Search by Product Family | Search for Solutions
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1) £— k Threat Defense [= & % Management Center D& |
. Management Center ® 5 1 2 > X DEF

GE) PID RO HRWEEIT, HESUCTFEITPID 2 BMMTEE7,

* Essentials 7 1 &2 A :
* L-FPR4215-BSE=
* L-FPR4225-BSE=
* L-FPR4245-BSE=

«IPS, ~ /L7 = TR, BELOVURL 7 A &2 ADMAG DY :
+ L-FPR4215T-TMC=
* L-FPR4225T-TMC=
+ L-FPR4245T-TMC=
EFEDPID OWFNZEFEUTIEMNT D & ROWVT IO PID KIS D ]~ — 2 D
TRV T a v EBIRTEET,
* L-FPR4215T-TMC-1Y
« L-FPR4215T-TMC-3Y
« L-FPR4215T-TMC-5Y
+ L-FPR4225T-TMC-1Y
* L-FPR4225T-TMC-3Y
« L-FPR4225T-TMC-5Y
« L-FPR4245T-TMC-1Y
+ L-FPR4245T-TMC-3Y
* L-FPR4245T-TMC-5Y

XY VT TR
* L-FPR4200-FTD-CAR=

« Cisco Secure Client : [Cisco Secure Client ZE{EH A K] #HR L T &,

ATw 72 FEO%E1E,. Smart Software Manager (& Management Center % 58k L £,

BEkZAT 9 121X, Smart Software Manager TH &k h— 27 U 2K T A2 ENH Y £7, FHMIIC

DWW TCIE, [ManagementCenter 2> 7 4 7' L— 3 v A R] 28 LT &N, o—% v
Fru LY a =7 OYA L, Smart Software Manager |28 Ek 5 & & F o IIBER LI21ZIC,

A—2yFTOEDIZVIDITVRTVREVREHENCTHLERHY £, [V AT

2 (System) ]>[7 A > A (Licenses) |>[A~— k7 A > AX (Smart Licenses) | ~X— %
ZIRLTLLZEN,
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| 1) &— b Threat Defense |Z & % Management Center O &
Management Center ~ 7/ X DB .

Management Center ~D T /314 X DB

TNRAAZADIP T RUVAEIIHRA M & &Gk — %8 L. FE)T Threat Defense %
Management Center
188 BRI
» Threat Defense DOWIHAFRE CHE L7IROEWMEINE L £,
o Threat Defense D& IP 7 RL A E - I1IHR A M. BLUNNATID

 Management Center ® % §% % —

FIE

AT w71 Management Center C, [7 /34 A (Devices) ]>[7 /31 A& H (Device Management) ] DJIE|Z
IR L ET,

ATv T2 B (Add) 1 Fay 7 H oy URARNNL, [T 20BN (Add Device) ] Z#IR L 9,
BRYX—FADRT 7 4L FTEBRENATWET,
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. Management Center ~ 7 /X4 X DB

37:BHX—ZFERALE=T/N1 RDEM

Add Device &

Select the Provisioning Method:
®) Registration Key () Serial Number

|| CDO Managed Device

Host:t
10.89.5.40

Display Name:
10.89.5.40

Registration Key:*

Group:

None i |

Access Control Policy:™

inside-outside v |

Smart Licensing

Note: All virtual Firewall Threat Defense devices require a performance tier license.

Make sure your Smart Licensing account contains the available licenses you need.

It's important to choose the tier that matches the license you have in your account.

Click here for information about the Firewall Threat Defense performance-tiered licensing.
Until you choose a tier, your Firewall Threat Defense virtual defaults to the FTDv50 selection.

Performance Tier (only for Firewall Threat Defense virtual 7.0 and above):
Select a recommended Tier v |

Carrier
Malware Defense
IPS
URL

Advanced
Unigue NAT ID:t
I test

Transfer Packets

[ cancel

WDINT A =R EBELET,

o [ A K (Host) ]:iBNN4 5 ThreatDefense M IP 7 KL AR A b4 & A L %3, Threat
Defense D HIDFE T Management Center D IP 7 KL A & NATID Ofj 5% 5E L7-%
HlE. ZOT7 4=V REEOEFFIZLTE I ENTEET,

. Cisco Secure Firewall 4200 R 2 — +7 v T HA K



| 1) &— b Threat Defense |Z & % Management Center O &
Management Center ~ 7/ X DB .

GE) HA BRBZCiL. 7 /5 ® Management Center 78 NAT DERICHLGE. 7T7A4~
U Management Center D75 A k IP & 72 (344 A7 L C Threat Defense % %% T X
%9, 7272 L. Threat Defense % &% % U Management Center (Z8$%9 5 (2
%, Threat Defense D IP 7 KL AMNMKRA MG ERETHILERH Y £,

[ =4 (Display Name) | 7 4 —/V RIZ, Management Center {Z3%7~9 % Threat Defense ™
LHiE AT LET,

o [B8%%— (Registration key) ] : Threat Defense DI FIDOFHE THE L1=H D & [F Uk
F—x2ANLET,

s [KAA Y (Domain) |: ¥/ F RAAL VEBREZFEHALTCHWAEAIL. TXAM A% —T7 K
AATEHID HTET,

s [Z V=" (Group) |: ZNV—TZMEH L TWDLEEE, T/ AT N—7 28D Y CE
R

s [T7®AzZY bu—/LKR Y T — (Access Control Policy) | : #IH#IAR Y > — %@L £7,
FHTEZMLERD DL Z NN TNDEHRAZ A RFEHLDRY =N TIZh H5EE
BROT, [T LW Y —DFER (Create new policy) ] IR L, [T_XTHO T T 4 v 7
71y 7 (Blockalltraffic) | ##IRLET, BCINELEELELTCRNT 74 v 7 ZFFA[T
HIZEWTEET, HENLIE~D T T 1 v 7 OFFR] 38 ~—) | ML T
<TEEW,

38: New Policy

New Policy Q

Name:
| ftd-ac-policy|

Description:

Select Base Policy:

None A4

Default Action:

® Block all traffic

Intrusion Prevention

MNetwork Discovery

(o) (N

e AX—FSAM R BT OEEICHNERAY— I AZEDYTES, F: T
WA AZBIM LT, [P RTL (System) 1>[54 2R (Licenses) | >[AR— kS5 A
2R (SmartLicenses) | X—V b tX=2T7 27747 N VE—FTI7EAVPND T
A B AZEHATEET,
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1) £— k Threat Defense [= & % Management Center D& |
B zxonerausokys—omE

* [~EONATID (Unique NAT ID) ] : Threat Defense DHE#IDiRE CTHE L7z NATID % &
E l./ \i j—O

s [’ v b Oi#EE  (Transfer Packets) ] : 7 73A A7 Management Center ~0 /X7 Mgk
EIHFALET, 2O T a U EAMIL TIPSO Snort 72 EDA X "3 U H—& i
THalE. T ABRRER E LTA XY M AZ T =25 E X v N7 — ¥ % Management
Center |25 LET, ZOF TV a VBN LA, A X MER T 23 Management
Center [ZIXE &4, N7y MTF—HZITEEINLET A,

AT9 73 [BE Register) |27V v 7 L, EFICEEINZZ LR LET,
BEPKDT DL, TAALANY A MBS ET, KRLESGEIE, =7 —AyE—UN
FREAVE T, Threat Defense 7238 ERICKRIM L 725G 13, IROEH Z#HER L T IZS W,
« ping : Threat Defense CLI(Z7 7 &AL, IRD =~ N4 L T Management Center O IP

7 KL A~ ping Z#FE4T7 L £,
ping system ip_address
ping 23N L 72V A0E, shownetwork 2~ > REMH L CTxry NU— 7 REL MR L F
7, Threat Defense HHIP 7 KL A ZZEH T 5 MR & 5556 1%. configure network
management-data-interface =~ > K& L 7,

BEk¥—. NATID, 3L Management Center IP 7 K LR : [l DT /A A TlA] Uk
FoHEHL TV aMR L, AL TVDHEAIEINATID 2 H L T\ Z & &
7 LEJ, configuremanager add ==~ > R4 i L T, Threat Defense Tk — & NAT
ID#RETDHIENTEET,

N TN a—TF 0 7 OFERIZ- DUV TIL, https://cisco.com/go/fme-reg-error & ZfR L TL 72X
AN

ERNGEX1)T4R) O—DFE
DI T KOBREEMI LTIANRE R 2 ) F 4 Y R BIET BRI CH L
\i—a_ﬂo

A v A =T =2 A AL A A —T 2 A N, L H—T = A ATAZT (v 7 1P
T RULRAZED LB TES, v K=V ¥ TV EAREDO L LTA L H—T =2 A AD
BEARBRELER LE LN, FEZ0A 0 H—T 2 A Fa )T 4= 2EI) 4T
LMENRHY £,

*DHCP Y —/"—: 7 547 FOWEA »F—7 = A ATDHCP Y —"—ZfEH L £7,
«NAT : SMBA v H—T 2 A ATA U X —T =2 A APAT A L7,
TR hr—b NEWOIE~D T T v 7 ZFFAI L LT,
*SSH: ¥~ —V ¥ 77 8A A F—Tx A ATSSHEZHMZLET,
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| 1) &— | Threat Defense [Z & % Management Center O &

AV8—T 14 RADEE .

A28 —TJ14 ADETFE

ATv I

ATy T2

ATvT3

ATvT4

ThreatDefense f & X —7 = A AZ BN L., TNbr2EFa T4/ —ZEVYTTIPT
RLAZBRELET, 7= T U R, E—T oA AbRELET, @FIL, VAT LATE
Wodhs N7 7 4 v 7 EBRSELLIIC, D 2004 U F—T oA AEHRET DM
ERHYFT, @EIE. Ty TAN) =2 —FF0FA X —F v MMTE LTZANERA v &2 —
T AL, MEOXY NI D1OUEONTA L X —T = A AEEHLET, ZHIDHD
AU BE—=T A ZAD—HEE, Web— "= EDNRT Y v 77 7R ANTHERT ¥y FAEE
T 5 [FEfEHA ] (DMZ) L7868 0860 7,

— R =T 4 T OARBUE, NEA X —T 2 A A TAET 4 v I T RV AR EFR
35 LREIBFIZ, ISP 2> DHCP 2/ L CHERA v X —T = A AT L RAZ BT 52 & TY,

WOFITIE, DHCPIC LA AXT 4 v 7T KL AL L—FT v RE—ROHWEA v H—T = A A
FEHLT, V=7 v FE—FRONA v X —T =2 AERELET,

FIE

[7 /34 A (Devices) |>[7 /A A& H (Device Management) [DNEIZEINL, 77 A T 74—
o 7y 7 LET,

[f 5 —7xAA (Interfaces) | %7 Vv 7 LET,
K 39:[41>%—2 x4 X (Interfaces) ]

Device  Routing  Interfaces  Inline Sets ~ DHCP  VTEP
—
Q Search by name Sync Device Add Interfaces

Interface Logical Name Type Security Zones MAC Address (Active/Standby) IP Address Path Monitoring Virtual Router

@ Management0/0 management Physical Disabled Giobal Q<
GigabitEthemet0/0 Physical Disabled i
GigabitEthernet0/1 Physical Disabled s’
GigabitEthemet0/2 Physical Disabled d
GigabitEthernet0/3 Physical Disabled ya
GigabitEthemeto/4 Physical Disabled s
GigabitEthemeto/s Physical Disabled s
GigabitEthemet0/6 Physical Disabled p
GigabitEthernet0/7 Physical Disabled s

(—EDOEFIVTHHREER) 40Gb A v X —T oA ANH 45D 110G T L—T T 7~ A
H—T oA AE{ERRTHIZIE, AV F—T 2 A ADT VL —I T U NTAa %7V v LE
—é‘o

RETA0GOA LV F—T 2 A AT TIHEHA L TWDEAIX. 7T L—2 77 &7 DRI
REEHIRTHLERH Y £,

WNEICERT 24 v =T =4 2D %7V v 27 LET,
[&M% (General) | % 7 RERRIINET,

Cisco Secure Firewall 4200 2 2 — +7 v 7/ 4 K |}
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40: [General] % 7

Edit Physical Interface

General IPv4 IPv6 Path Monitoring F

S

Name:
inside

Enabled

Management Only

Description:

Mode:

None v
Security Zone:
inside_zone v

nterface 1D:

MTU:
1500

Priority:

0
Propagate Security Group Tag:
NVE Only:

a) 48 LFETO 4T (Name) | Z AN LET,
FlexiE. A F—T x4 RZinside & WS &ARTEFTITET,

b) [£%) (Enabled) | T = 7Ry 7 A%EFNILET,

¢) [FT—F (Mode) J1x[72L (None) JIZHEHELI-FFIZLET,

d [EF=VT 41— (SecurityZone) | Ka v 727 U A R LEEFEONTEF =) T 4
V=BT D0, [ (New) 1227 U7 LTHLWEX=2 YT 40— ZBL
£

7= & 21E, indde zone L WHLFIOY —r ZBIMLET, KA X —T = AL, X
V74— BIOAS v F—T A AT N—TZE )Y THEMLENDLY T, o F—

TxARF, 100X 2VT 4V —VIORRETH L, DA X —T A AT
N—TBTHEHTEET, Vv FRIFZIN—TZESNTEF 2T R —
ZEALET, e xIE WA v X —T = A AWNE ) —AZE ) BT, HMNBA v H—
T A AEIES = AZED B THZENTEET, ZOHA. N T T 4 v 7 BNENS
BB CE D LT 78R avrbe— L KR U—52RETDHZ EIXTE T,

AP ERFIZHENT TR ETEEHA, IFEAEORY v—i3tx=2 T4~ DH
PHR—FLTWET, NATHRY v—, L7 4 0Z K — BEILOWQoSHY T —T,

S FRFA AT oA AT N—T HEHTEET,

[ Cisco Secure Firewall 42200 R 3 — F 7 v TH 4 K
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AB—T 1A ADHKTE .

e) [IPv4] # 7, [IPv6] ¥ 7, Fi=ldWi DX 7% 27V v 7 LET,

s[IPv4]: Ra vy X7 URA NG [AZT 4 v ZIPEEfT 5 (Use Static IP) ] %%
WU, IPT RLALEYT Ry "RV EAT v aKi TAILET,

7= & z20E, 19216811247 EE AT LFET,
41:[IPva] 3 D

Edit Physical Interface

General IPv4 IPv6 Path Monitoring
I
IP Type:
Use Static IP -
IP Address:

I 192.168.1.1/24

s [IPv6] : A7 — M L ZAHEIREDOS AL [HEEE (Autoconfiguration) ] F = v 7 4
JA%EF N LET,

42:[IPv6] 3 T

Edit Physical Interface

General IPv4 IPv6 Path Monitoring Hardware Configu
I
Basic Address Prefixes Settings DHCP
 —
Enable IPV6:

Enforce EUI 64:

Link-Local address:

Autoconfiguration:

Obtain Default Route:

H [OK]Zz27 Vv LET,
ATy TS B AT 202 —T A A% 7 ) v 7 LET,
(4% (General) | % 7 RFERSNET,

Cisco Secure Firewall 4200 2 2 — +7 v 7/ 4 K |}
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43:[General] % 7

Edit Physical Interface

General IPv4 IPv6 Path Monitoring Hardwart

Name:

outside

Enabled

Management Only

Description:

Mode:

None v

Security Zone:

outside_zone v

nterface 1D:

MTU:
1500

Priority:
0

Propagate Security Group Tag:

NVE Only:

TR =X T I BRI IDA VB —T 2 A ZAEBEFICRELTWSEED, AV F—T A A
WX T TIZAFIRMHT O TEY ., AMEE T RLREEENZE T LTWET, b DOFEARH
EBIXER LN TL &, BB 95 L, Management Center OFFE AP S E T, =
OEETH, WRBrN T 74 v 7RI —DEFa VT 4V — U 2RETHLERHY F7,

a) [EF=VUTF 1Y —> (SecurityZone) ] Fr vy 7 HZ 0 U X RMLEBAFOINEEF 2 T 4
V= EBRIRT S0, i (New) 1227 Uy 7 LTHLWWEXF=2U T 0V —r%BINL
£7.

7=& 21X, loutside zone| &EWHLARIOY — 2 ZBIMLET,
b) [OK]%7 Vw2 LET,
ATy T6 [{#1fFE (Save) 127V v LET,

DHCP H—/\—DEE

7747 > N TDHCP 2 L CEBICKT D058 MO IP T RLAZEST L9127 55
A%, DHCP —R_—%FZh LE T,

[ Cisco Secure Firewall 42200 R 3 — F 7 v TH 4 K
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FIE

DHCP H—/\— DR E .

ATYF1 [T/A4 R (Devices) |>[T/31 AEHE (DeviceManagement) | ##IR L, T4 2% 27 VU v

7 LET,
AT 72 [DHCP]>[DHCPH#—/\— (DHCP Server) ] Z#R L £,

44: DHCP H—/\—

Device  Routing Interfaces  Inline Sets ~ DHCP  VTEP
—

DHCP Server Ping Timeout

50

DHCP Relay

Lease Length
3600

DDNS

Auto-Configuration
Interface

[ v
Override Auto Configured Settings:
Domain Name

Primary DNS Server Primary WINS Server
v | + v |+
Secondary DNS Server Secondary WINS Server
v | + v |+
Server Advanced
Interface Address Pool Enable DHCP Server

+ Add

ATw T3 [H—nN— (Server) | <—T T, [{BM (Add) |22 Vv 27 LT, ROFTva v 2RELE

7,
45: 9 —/N—m3EN (Add Server)

Add Server (2]

Interface™
inside v

Address Pool*
10.9.7.9-10.9.7.25

(2.2.2.10-2.2.2.20)

Enable DHCP Server

R —
Cancel m

(A H—T7x AR (Interface) |: Ry FX L VA RNOA U F—T x4 ZAETRLE

j—o

«[7 RL A7 —/ (Address Pool) ]: DHCP ¥— "= 325 IP 7 KL AD& FALD
e EAL OB O AR E L ET, IPT FLAOMIT, BRL/IA o F—T = ZAL[FET

Cisco Secure Firewall 4200 2 2 — +7 v 7/ 4 K |}
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Y72y b FITFEETAUNERHY, A —T A ZAHHFDIPT RLAEZEDL L
I TEERA,

« [DHCPY— "—%FHMZ9 5 (Enable DHCP Server) | : iR L7=A > % —7 = A A7 DHCP
= N—Z BN LET,

ATy T4 [OK] &7V 7 LET,
ATYT5 [fRT7F (Save) |27 U7 LET,

NAT D% E
NAT D& FE

—WEE 72 NAT L— L ClE, N7 RLRAENEA v Z—T =2 A ZADIP T RL ADR— MNIE
LET, ZOXATONATV—NVDIZ tEA LA =T AKR—K T KL RZEH (PAT)
EIENE T,

FIE

ATFYF1 [T/AM R (Devices) |>[NAT] %22 U v 7 L, [#LLVRYJ >— (NewPolicy) ]>[Threat Defense
NAT] %227 U v 7 LET,

ATY T2 RV =2zt RNV o—2 AT 257/ ZAZERL, [fR1F (Save) 227V v 7 L
£7,

[ Cisco Secure Firewall 42200 R 3 — F 7 v TH 4 K
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NAT D& E .

46 : New Policy

New Policy (7]

Name:

interface_PAT

Description:

Targeted Devices

Select devices to which you want to apply this policy.

Available Devices Selected Devices

o)

Q_ Search by name or value 10.10.0.6

Add to Policy 10.10.0.7

o)

=3

AU 2 —7% Management Center |ZIBM S ES, Gl&fE, N —I—nZ2BNd 5058
NdHYET,
47:NATRY) o —

interface_PAT

Enter Description
NAT Exemptions  Policy Assignments (2)

Rules
Filter by Device Y Filter Rules X Add Rule
Original Packet Translated Packet
5 Source Destination Original Original Original Translated Translated Translated
¥ Direction Type Interface Interface Blets Options
a Sources Destinations Services Sources Destinations Services
Objects Objects

~ NAT Rules Before
*  Auto NAT Rules

~ NAT Rules After

ATy T3 [—LDENM (AddRule) 1227V v LET,
[NAT/L—/L DB (AddNAT Rule) | XA T R TRy 7 ANRFRINET,

ATFYT4 EAL— NS a BB ELET,

Cisco Secure Firewall 4200 R 2 — 7y THA K .
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8B EXKIL—ILDFTay

Add NAT Rule
NAT Rule:

Auto NAT Rule v
Type:

Dynamic v

7
Vv

Interface Objects  Translation  PAT Pool  Advanced

« [NAT/L—/L (NAT Rule) ]: [HEINAT/L—/L (Auto NAT Rule) ] Z#4R L £,

o [#A4 7 (Type) 1:[# AT > (Dynamic) | ZEEIR L 7,

AT TS [A ¥ —TxA A4 7= b (Interface objects) |X—C, [HHAHERA X —T = A A
47 =7 K~ (Available Interface Objects) | fHIK O 56 A v F—T = A AF TV =7 |
(Destination Interface Objects) ] SEIIZAMER Y — 2 A BN L £7,

E49: A B —TARATSH +

Add NAT Rule ]
MNAT Rule:

Auto NAT Rule v
Type:

Dynamic v

|

Interface Objects  Translation PAT Pool  Advanced

I
Available Interface Objects C Source Interface Objects (0) Destination Interface Objects (1)
Q_ Search by name o outside_zone i

1) outside_zone ) Add to Destination

wfxAutomationZone

AT v T 6 [Z# (Translation) | X— T, WDOA T a R ELET,

[ Cisco Secure Firewall 42200 R 3 — F 7 v TH 4 K
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nat oz [l

50: 5 R L—3 3> (Translation)

Add NAT Rule o

NAT Rule:
Auto NAT Rule v |
Type: )
Dynamic v

Interface Objects Translation PAT Pool Advanced

Original Packet Translated Packet

Translated Source:

Original Source:*

all-ipv4 Destination Interface IP

@ The values selected for
Destination Interface Objects in
‘Interface Objects’ tab will be used

« [TD%fETT (OriginalSource) 1: 227 U w7 LT, T XTCDOIPv4 F 77 ¢ v~ (0.0.0.0/0)
DRy NT—=0F TV =7 MNiBMLET,

B51:#HLWARY D=9 F T o b

New Network Object (]

Name

" all-ipva

Description

Network
) Host Range ® Network FQDN

[ 0.0.0.0/0

| Allow Overrides

Cancel Save

G¥) HEINAT L — VI A 7 V=7 MEFEO—EE L TNAT 28T 5720, VA
TLAEROany-ipvAF TV =7 NeEATAHZ LIXTEERA, Fo, VAT
AERDODAT V2l NefRETHLIFTEERA,

o [ F D IC (Translated Source) | : [S855A > % —7 = A AIP (Destination Interface
IP) | Z &N L E7,

Cisco Secure Firewall 4200 R 2 — 7 v THA K .
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ATy FT [RAF (Save) 1227V v LTLA—EBINLET,
=L b—/b (Rules) | 7 —7 MR SET,

ATY T8 NAT X—TU T [{RfFE (Save) |27 U v 7 LTEREEZRELET,

RNERD S HEBAD ~F T 1 T DFFHE

BB K T D 288k L& X2, BAD [T R_RTONT T 4 v 7 %717 (Blockall

traffic) | 77 ®A arbra— L R —FERLIZGEEIL. T AZ@BRTAH T 7 4 v
I EFTATDHEOICRY —I— AV ZBINTH20ERH Y E3, IROFIATIE, NHY —
NI — ~D T T 4w I EFATHNL— BB LET, e —r RNk 584,
W2ty NI =T ~D T T 47 AT 5/L—LEBINMLTIEEN,

FIE

ATvF1 [R)I— (Policy) 1>[7YERK1 — (AccessPolicy) ] >[7 U 2RKR) — (Access
Policy) 1Z R L, ZEICKIT A8 ICH DV B TOHNTWET 78R v br— KU o—
D EI7YvT LET,

AT9 72 [JL—ILEEM (AddRule) |27V v 7 L, IRO/NTA—XERELET,

B 52:[JL—)LD3EM (Add Rule) ]

_ Create Rule (]

Name | inside-to-outside Action Allow B Logging Iy Time Range | None Rule Enabled @)

Insert | into Mandatory @ Intrusion Policy | None Ee File Policy | None

Q Zones Networks Ports. Applications Users URLs Dynamic Attributes VLAN Tags
Showing 3 out of 3 Selected Sources: 1 Selected Destinations and Applications: 1

=) <k inside_zone Collapse All Remove Al Collapse All Remove All

ZONE

=) <& outside_zone ~ 1 object ZONE | v 1 object

<4 wixAutomationZone

[&81 (Name) | : ZD/L—LiZ4RTEAMIT£T (72 & 21E, insdeto-outside) ,

[FEIRL1-#EIET (Selected Sources) | : [V —2 (Zones) | MBNIE Y — U Z®IN L, 1%
fExY— > %EBM (Add SourceZone) | %27 YV v 7 LET,

[BIRLT=585E&ET7 T r— 3> (Selected Destinationsand Applications) ] : [V—
(Zones) | MBAMRY — U AR L, [FBEY — 2 FIEBM (Add Destination Zone) | # 7
Vw7 LET,

MORTEITZOEFIZLTEBEET,

AT T3 [Applyl 227 U v LET,
JL—L3 Jb— v (Rules) | 7 —7 /WIS ILET,

[ Cisco Secure Firewall 42200 R 3 — F 7 v TH 4 K
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v x—Sr 7oA T8 4 v8—T x4 2T ssHozE [

ATy T4 -7 (Save) 1227V w7 LET,

IR—Ov TIORRAT—E A3 —T 24 XTOH SSH DEETE

A v H—T 2 A AT EDT —H A X —T = A AT Management Center 7 7 & A & AN
L7eBa1E, ZOFIEICHESTEDA v ¥ —T =4 ATSSH ZANCTHHERH Y 7,

Z Z TlE. ThreatDefense T 1 DL EDF —Z A v Z—7 = A 2% LT SSH #5# 2 A 023
% HFECOWTHALET,

\)

GE) SSHIZBEHA L Z—T A A LTTF 740 b THINZ > TWETA, Z O A ILE P SSH

TR A LER A,

BHA L F—T oA AL, T ADOMDA o Z—T = A AL ITHBESI TV ET, Management
CenterlZ 7T NA AZFHRE L, BT D70 SNET, T—F A ¥ —T = A AD SSH
X, BHEA X —T 2 A AD SSH ENFEB L OB —Y VA N E2HFLET, 2Otk
EITBEPNCRESNE T, T—F A F—T A ATE., ZOHEHAHEHLTSSH &7 7 &
AYARNEANILES, T—HF 24— 7:4x®%Hb?74/7iLﬁ@w—%4V
TEREEFEHL, BERICERESNIZAZT v 7 — R CLI CRESNZAXT 4 v 7
J— MIFEHLEREA,

BEHA 2 —T A AOA, SSHT 72 AU A k& T 5 I121F Cisco Secure Firewall Threat
Defense =~ KU 77 L . A @ configuressh-access-list =~ > RZSMML TS, A¥
T A w7 — NEFRET HITIL, configure network static-routes =~ > KA LT 72
WV, T 74V FTIE, PIHIERERICEREA VAT A ANBT T A b — N ERELE
7

SSH #3521, FARIP T RLREZHFTHT 78R LV—LIHVEHY FHAL, ZD
Y7 arOFMEIES>T, SSHT 7 B2AEZRTETHILERH LHET T,

SSHIZ, ZEERRERA L F—T = A AZOAEHTE LT, SSHAEA MDA o F—T = A
ANZHDEGE . ANA B —T 2 A A~DEBEE RGO BB TE 97,

N

GE)  SSH Zfif L7z CLL ~® 1 7' A E4T28 3 [mhdife U TR 2 & /354 A SSH #5513 #&

TLET,

Threat Defense #EED B
©74:SSHDNV—T Ny T LB —T x4 ADHR—]K,

1R BRI

« SSH N —H—(%. configureuseradd =~ > RZHH L CCLITOARETEET,
T 7 v F T, PIERERHI XA Y — RERE L7ZAdmin—V —23FE L £ 7, LDAP

Cisco Secure Firewall 4200 2 2 — +7 v 7/ 4 K |}
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1) £— k Threat Defense [= & % Management Center D& |
B <~+—>v70ex 55 1408— 42 TOSSHORE

F£ 721X RADIUS LA —H—1%, 77 v N 74— L5 E T [IMHBFRAE (External
Authentication) | ZHETH I EICIL > THRETEET,

« TNA ZA~D SSH #fi 2 #F [T DR A PERIEFR Y NV—J BEHRTLIF Y hU—2 %
T2 FRMETYT, A7V ATy DO LTEBMTEEIN, IPT
RLADITN—TZETH0ICA TV =7 v =T 2T 58581%, V—/LT%
B SN —T NI IS HZ L 2R LET, (A7 b (Objects) [>[A#T>x
2 FEH (Object Management) | ZiEIR L T, A7 V=7 FERELET,

\}

G RFABEET Sany kv hT—2 AT Ve MNIEHTE
A, bV IT, any-ipvd £7213 any-ipve ZfH L £ 9,

FIE

AT T [TINA4 R (Devices) |>[FT Ty b7+ —LEKTE (Platform Settings) ] #1384R L. Threat Defense
R — T ERRE T ISRE L E T,

RTw T2 [SSH7 VR (SSH Access) | ##IR L 9,

ATw T3 SSHES AT T HA4 X —T A ALIPT RLAZEELET,

TOFEFFEH LT, SSHEmMEZZ T ANDSA v F—T 24 A, BIOENLOEGELIFT I
H7FAT L DOIPT RUAZHIRLET, fLXDIPT LR, xvy hU—2 7T KL
2EfEATEET,

a) [BI (Add) 1227V v 27 LTE LWL—AZBINT 50 [fedE (Edit) 1227V vy 27 LT
BEAED L — L 2Rt L £,
b) N—ADTENRT 4 ERELET,
* [IP Address] : SSH#%#i 2 #F 3 DR A hEiZry NTV—F 2EET L1y hU—7
ATl NERFIN—T, ATV N Ry T A = HERT D
M FERFHEZYV 7 LTH LRy NYV—2 AT V=7 FEBMLET,

« [ERTATREAR Y — 24 VB —T 4 X (AvailableZones/Interfaces) | : SSH ##5i & 7 7]
THA LV HE—T oA AeBLY = 2BMLET, Y=l X —T A AT
E. [BIRLFEY—2/4 28— 124X (Selected Zoned/Interfaces) | U 2 hdD F oD
TA—=NVRIA L E—T A 2% % AL, BN (Add) 122V vy 27 LET, L—
TRy I A HE—T oA AEBNTHIEHTEET, BRI TWDHAS X —T =
ARETNL =V DTN RCEENTND EXIZDH, ZIHDIL—)LINT /34 A
WA S ET,

) [OK]%Z7 VU vz LT,
ATy 74 [Save (RE) 127V vr7 LET,

[ Cisco Secure Firewall 42200 R 3 — F 7 v TH 4 K
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zzorn [

ZiC, [EBE (Deploy) 1>[ER (Deployment) 1227 VU w7 L, B Y THT A ATHY
V—EREHTEDRL IRV E LT, BEEFRY O—FREATHIETHEIICRY THA,

RED R

RIEDEE 2 BT 20 ISR L £, AHEZREMATLETIE, 7 A LETEDOE
BHT 7T 470 £X A,

FIE

AT9 1 A0 [EB (Deploy) 127V v27 LET,
[ 53: [FRF (Deploy) ]

Q @ # @ adminv Ul SeCURE
ATw T2 [TRTERM (DeployAll) 1227V v 7 LTERTOT /A ZTEHT D0, [HE R

(Advanced Deploy) 1% 7 UV v 7 L CGEIR LT A RIZEH L E T,
B 54: 9 RCTEMF

‘ Q, Advanced Deploy Deploy All

1010-2 I Ready for Deployment [=2)
1010-3 I Ready for Deployment &
1120-4 I Ready for Deployment [=2)
nodel I Ready for Deployment £
node2 I Ready for Deployment £
O 5 devices are available for deployment 2
55: & E G RR
1 device selectsd
[@ search using device name, user name, type, group or status | Depioy tme: Estmate
Device Modified by Inspect Interruption Type Group Last Deploy Time Preview Status
> node1 System FTD May 23, 2022 6:49 PM E I Ready for Deployment
> 1010-2 admin, System FTD May 23, 2022 7:09 PM E I Ready for Deployment
> node2 System FTD May 23, 2022 6:49 PM B I Ready for Deployment
> 1010-3 System FTD May 23, 2022 6:49 PM B I Ready for Deployment
> 1120-4 System FTD May 23, 2022 6:49 PM [ I Ready for Deployment

Cisco Secure Firewall 4200 R 2 — 7y THA K .
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B theatDefense &5 5 U FXOS CLL~AD 7 2 £ 2

ZTFVT3 BESRS L EEMRLET, BROAT —4 A2 FRT 5101, A=2—"—0 JEH
(Deploy) | R% v DAEMICHBT A2 %2 v LET,

56: BEART—4 R
Deploy Q @ adminv il SECURL
() Show Notifications

es Objects Integration

Deployments Upgrades @ Health @ Tasks

m 0 running 5 success 0 warnings 0 failures Filter

@ 1010-2 Deployment to device successful. 2m 13s
© 1010-3 Deployment to device successful. 2m 4s
© 1120-4 Deployment to device successful. 1m 45s
© nodel Deployment to device successful. 1m 46s
© node2 Deployment to device successful. 1m 45s

Threat Defense 5 KU FXOSCLI~AD 7o 2 X

avw R4 A F—=T x4 A (CLI) ZFEH LT AT LDy T v 72TV, AR
VAT LD NI TNy a—T 4 T E2ITVWET, CLITy Y a v bR U—%2RETHZ
LIFTEE A, CLIICH, 2> Y — bV F— ML 7 7 B A TE £,

NN a—T 4T DHIZE FXOSCLIWZ T 7 BATXE9,

)

G¥)

F771%. Threat Defense 7 /3A ZADEMRA L F—T = A AT SSH T C&x £4, =2V —)b
ToalliZE Y, SSHE® v a 35 7 4/ b T Threat Defense CLI [Z72 Y . connect
fxos 2~ R&fiH L CFXOSCLIIZEf C&x £9, SSHERHDOA v 4 —7 =4 A% T
WHIBA, BTT =4 A =T 2 A A LEDOT FLAICHERTE XY, T—F A X —T A
A~DSSHT 7 v 23T 7 40 FTEHC/R>TWEST, ZOFIETIE. 5 7+ h TFX0S

CLIL 25— Vi R— T 7B AIZOWCEHBH L1,

FIE

ATY 1 CLIicu /4 o452, BHa v Ya—HFa2ary/)—)LiR— MR LET, T 74V FT
I Cisco Secure Firewall 4200 (2222 Y — )L/ — T I)LRFHE L TNz, b — RKX—F 4 D
USB-to-RJ-45 L U TN — T N7 PR EATAMLERH Y 3. SHEHOARL—F
VAT BB USB VY TV RTIANRNEMTA A R—L LT EE, T Y —)LR—
MET 74V R TFXOSCLLIZ/A2 D 3, ROV U TAREEHEH L ET,

* 9600 R —

8 F—% vk

[ Cisco Secure Firewall 42200 R 3 — F 7 v TH 4 K
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—\‘

ATy T2

ATvT3

F—BAUE—T A ATOEEEHDO LS5 TLva—F1>7 [}

e NUT 4721

sl ALy 7 Ewh
FXOSCLIZHHr LE T, =—H—F admin &, ¥ty b7 v THRICHRTE LIZ/SA Y — K&
fEILCCLIicnZ A LET (5744 MMd Adminl23)
B -

firepower login: admin

Password:

Last login: Thu May 16 14:01:03 UTC 2019 on ttySO
Successful login attempts for user 'admin' : 1

firepower#

Threat Defense CLI (27 7 & A L £,
connect ftd

51

firepower# connect ftd
>

0 A %IC, CLI CHEAFRER a2~y NOEREZMHEZRT DI, hdp £ 22 AL E
4, AT DOV TIL,  [Cisco Secure Firewall Threat Defense av RV T77 LAl &5
LT EEN,

Threat Defense CLI % #& 79 2121%, exit £721% logout 2~ K& AL LET,

Zoavy RIZE Y, FXOSCLI 7 u v 7 MIREY 3, FXOS CLI T mfe/s o< RIZ
DWNTIE, 22 AL TL7Z &0,

1 -

> exit
firepower#

— B3 A VA —TIARATOEBEGED S I a—TFTa2Y

HHAOERA LV H—T 24 ZAZFEHTHRDVIC, ~ 32—V ¥ T 7 RRCT—F A 4 —T =
4’%%fﬁﬁﬁﬁ’éia/\ %, Management Center C ThreatDefense DA > % —7 = A AL F v kU —

DREEEETHEE, Bz W L7 L 9123 E LE T, Threat Defense % Management
Center BN U RICEEA VX —T 2 A AZA T HERTHEE (T 2008~ £
FEHENST —F~) A —=T oA ALy P =T OREDEL LIS L TH2RD
b BHPERN KD FREERH D £7,

IO My ZiE, BHERD KON ED N T TN a—T 4 TR E T,
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1) £— k Threat Defense [= & % Management Center D& |

Management Center C, [Devices] > [Device M anagement] > [Device] > [M anagement] >
[Manager Access- Configuration Details] > [Connection Status]~<— ¥ C& B A T — X A

ZfEE L £

EHEBHG DO AT — X A% FRwT 511X, Threat Defense CLI T. sftunnel-status-brief =~
VREASILET, sttunne-status 2 LT, LV BeRBFREsR T TEE

‘a_o

Z0 RO OB B ZRITRLET, E7 F v 1o e HHRen—he—

MERPFTRSNTOER A,

> sftunnel-status-brief
PEER:10.10.17.202
Registration: Completed.
Connection to peer
Last disconnect time
Last disconnect reason :
down

'10.10.17.202"
: Mon Jun 15 09:19:09 2020 UTC
Both control and event channel connections with peer went

Attempted at Mon Jun 15 09:21:57 2020 UTC

7y TREBOEROH A 2 RITRLET, E7F v rbin—he— MERRFR SN

TWET,

> sftunnel-status-brief
PEER:10.10.17.202

Peer channel Channel-A is valid type (CONTROL), using 'eth0O', connected to
'10.10.17.202" via '10.10.17.222"

Peer channel Channel-B is valid type (EVENT), using 'ethO', connected to
'10.10.17.202" via '10.10.17.222"

Registration: Completed.

IPv4 Connection to peer
Heartbeat Send Time:
Heartbeat Received Time:

'10.
Mon Jun 15 09:02:08 2020 UTC
Mon Jun 15 09:02:16 2020 UTC

10.17.202' Start Time: Wed Jun 10 14:27:12 2020 UTC

Threat Defense v k7 —J BERD KT
Threat Defense CLI T, BHBI VN3 =% T/ VA T—H f X —T =2 ADF v

Y= REEFRRLET,

show networ k

> show network

Hostname

DNS Servers

Management port

IPv4 Default route
Gateway

IPv6 Default route
Gateway

[ brl
State :
Link
Channels
Mode

[ Cisco Secure Firewall 42200 R 3 — F 7 v TH 4 K

System Information

5516X-4
208.67.220.220,208.67.222.222
8305

: data-interfaces

: data-interfaces

]

: Enabled

: Up

: Management & Events
: Non-Autonegotiation
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MDI/MDIX

MTU

MAC Address
Configuration
Address
Netmask
Gateway

State
Authentication

[ Proxy Infor

System Information -
DNS Servers

Interfaces

[ GigabitEthe

MTU

MAC Address
Configuration
Address
Netmask
Gateway

Configuration

F—BAUE—T A ATOEEEHDO LS5 TLva—F1>7 [}

: Auto/MDIX

1500
28:6F:7F:D3:CB:8D

: Manual

10.99.10.4
255.255.255.0
10.99.10.1

Disabled

mation ]
Disabled
Disabled

Data Interfaces

: GigabitEthernetl/1

rnetl/1

: Enabled
. Up

outside
1500
28:6F:7F:D3:CB:8F

10.89.5.29
255.255.255.192
10.89.5.1

Disabled

Management Center ~® Threat Defense D& §xDHEED

Threat Defense CLI C, Management Center SExN5E T L2 2 L2 fERLE T, ZDa~v v

R, BHEBGOBAED AT —

show managers

> show managers
Type

Host

Display name
Identifier
Registration
Management type

Management Center [ ping 95

RAEFTRTHLEDOTIIRWNWI LIZEBELTLFE N,

: Manager

10.10.1.4
10.10.1.4
f7ffad78-bfl6-1lec-a737-baa2f76e£602

: Completed
: Configuration

Threat Defense CLI C, RO =2~ REEH LT, 7—% A ¥ —7 = A A5 Management

Center |Z ping L £,
ping fmc_ip

Threat Defense CLI T, kD~ REHH LT, HHA > ¥ —7 = A A5 Management
Center [Z ping LET, ZhiZ, No 7 FL—r &N LTTF—4 A F—T oA AT)—

TATEINET,
ping system fmc_ip
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B s s—oz1zxcosEggo ST a—F10Y

Threat Defense RERA VB3 — T T A A TDINT Y DX v TF ¥

Threat Defense CLI G, Wi/ Nv 7 7L —> 4 X —T x4 A (nlp_int tap) T/ > b
Xy 7Ty LT, HEAT Y PBRFEESNTWDLNE I AR LET,

capture nameinterface nlp_int_tap trace detail match ip any any

show capturename tr ace detail

REA B —T A ADAT—E R, #fidt. BELVNT7 Y FHDOHER

Threat Defense CLI T, Wiy 7 FL—r 4 X —7 A A (nlp_int tap) (2B 51
WEZBL T ZE0,

show inter ace detail

> show interface detail

[...]

Interface Internal-Data0/1 "nlp int tap", is up, line protocol is up
Hardware is en vtun rev00, BW Unknown Speed-Capability, DLY 1000 usec
(Full-duplex), (1000 Mbps)

Input flow control is unsupported, output flow control is unsupported
MAC address 0000.0100.0001, MTU 1500

IP address 169.254.1.1, subnet mask 255.255.255.248

37 packets input, 2822 bytes, 0 no buffer

Received 0 broadcasts, 0 runts, 0 giants

0 input errors, 0 CRC, O frame, O overrun, 0 ignored, 0 abort
0 pause input, 0 resume input

0 L2 decode drops

5 packets output, 370 bytes, 0 underruns

0 pause output, 0 resume output

0 output errors, 0 collisions, 0 interface resets

0 late collisions, 0 deferred

0 input reset drops, 0 output reset drops

input queue (blocks free curr/low): hardware (0/0)

output queue (blocks free curr/low): hardware (0/0)

Traffic Statistics for "nlp int tap":
37 packets input, 2304 bytes

5 packets output, 300 bytes

37 packets dropped

1 minute input rate 0 pkts/sec, 0 bytes/sec
1 minute output rate 0 pkts/sec, 0 bytes/sec
1 minute drop rate, 0 pkts/sec

5 minute input rate 0 pkts/sec, 0 bytes/sec
5 minute output rate 0 pkts/sec, 0 bytes/sec
5 minute drop rate, 0 pkts/sec

Control Point Interface States:
Interface number is 14

Interface config status is active
Interface state is active

IL—T 1 > 5 & NAT ORER

Threat Defense CLI T, T 7 4/ hLb— Tk (S*) DNBMENTWEZ &, BXOEHE A
2 —7 x4 A (nlp int tap) (NI NAT L— L I3FIET D 2 L 2B LET,

show route

> show route

Codes: L - local, C - connected,

[ Cisco Secure Firewall 42200 R 3 — F 7 v TH 4 K

S - static,

R - RIP, M - mobile, B - BGP
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g
C
L

F—84 28— T4 ATOEREGDO LS5 TLva—T17 ||

D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, V - VPN

i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route

SI - Static InterVRF
Gateway of last resort is 10.89.5.1 to network 0.0.0.0

0.0.0.0 0.0.0.0 [1/0] wvia 10.89.5.1, outside
10.89.5.0 255.255.255.192 is directly connected, outside
10.89.5.29 255.255.255.255 is directly connected, outside

show nat

> show nat

Auto NAT Policies

1

service tcp 8305 8305

2

(nlp_int tap) to

(Section 2)

(outside) source static nlp server 0 sftunnel intf3 interface

translate hits =
(outside) source static nlp server 0 ssh intf3 interface service

(nlp_int tap) to

tcp ssh ssh

translate hits

3 (nlp_int tap) to

ipve

translate hits

4 (nlp_int tap) to
translate hits
5 (nlp_int tap) to
translate hits
>
T DD ERTE DHEER

(
(

0, untranslate hits = 6

0, untranslate hits = 73

(outside) source static nlp server 0 sftunnel ipv6 intf3 interface
service tcp 8305 8305

0, untranslate hits = 0

outside) source dynamic nlp client 0 intf3 interface

174, untranslate hits = 0

outside) source dynamic nlp client O ipvé intf3 interface ipvé

0, untranslate hits = 0

ROa<vy RESBLT, MOTRTOREMAETHI AR LET, Zhbnaw
>~ FD %< 1%, Management Center @ [Devices] > [Device M anagement] > [Device] >

[Management] > [Manager Access - Configuration Details] > [CLI Output]»*— " TH R T
TET,

show running-config sftunnel

> show running-config sftunnel
sftunnel interface outside
sftunnel port 8305

show running-config ip-client

> show running-config ip-client
ip-client outside

show conn addressfmc_ip

> show conn address 10.89.5.35

5 in use,

Inspect Snort:
preserve-connection: 0 enabled, 0 in effect, 0 most enabled, 0 most in effect

16 most used

Cisco Secure Firewall 4200 2 2 — +7 v 7/ 4 K |}
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TCP nlp_int tap 10.89.5.29(169.254.1.2):51231 outside 10.89.5.35:8305, idle 0:00:04,
bytes 86684, flags UxIO

TCP nlp int tap 10.89.5.29(169.254.1.2):8305 outside 10.89.5.35:52019, idle 0:00:02,
bytes 1630834, flags UIO

>

DDNS DE#FHMNETI LIz E S I EHERERT S
Threat Defense CLI G, DDNS O EH 23N L7120 E 2 &R L £ 7,
debug ddns

> debug ddns

DDNS update request = /v3/update?hostname=domain.example.org&myip=209.165.200.225
Successfuly updated the DDNS sever with current IP addresses

DDNS: Another update completed, outstanding = 0

DDNS: IDB SB total = 0

RN L7285 A1, debug http 2~ > K& debugsd 2~ > RaMA LEd, fEAE
DORRFEDR R L2 5A51E, b— RREERT ANA R VA F—L SN TWD I & AR
[_/iﬁ‘o

show crypto ca certificates trustpoint_name
DDNS O EZ iR 21213

show ddns update interface fmc_access_ifc_name

> show ddns update interface outside

Dynamic DNS Update on outside:
Update Method Name Update Destination
RBD DDNS not available

Last Update attempted on 04:11:58.083 UTC Thu Jun 11 2020
Status : Success

FODN : domain.example.org

IP addresses : 209.165.200.225

Management Center 0% 7 7 A JLDFEER
https://cisco.com/go/fmc-reg-error &S L T 720,

Management Center DN EHONT-IZEDERDA—)L/NY D

Threat Defense C¥ R —V ¥ 7 7 AT —H A X —T oA AL, xv NU—7
ﬁ/L {222 % Management Center 7> > DA T 2 BB~ 535, Threat Defense DK % fx %

B Lokl e — "y 7 LT, BEERAZELTEET, T0%, Xy NI —78kn
HEFF S 415 X 9 1T Management Center CHERGREZ T L, HEMTEET, m—n Ny 7
BEIE. B RO TV RWEATHHATE, 2O NI TNy a—T 4 VT ORBLISNTH
fEHCcEET,

WDHTA RTA BB L TLIEEN,

[ Cisco Secure Firewall 42200 R 3 — F 7 v TH 4 K
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ATv I

Management Center DA R HONI-HEDEEDOO—IL/NY ) .

* AifElDJEBH D 7+ Threat Defense TH— B /WA TE £9, S HIZLIRTORMICZE —/
Ny 7452 LEFETEEEA,

e =Ny 7 F, ESAHAETIEY R FSNTOETH, 7T RZ Y T DOREMTIEY
R—FESnTWEEA,

e 2 —/L3y 7%, Management Center CTa /& CX HDAERICOALEELET, 72L& 2E, v—
V23 71X, Threat Defense CLI TOAGKETE HZHHEHA ¥ —7 = A AZHET 5
o — 7 VRERRICIZ RS L E 4 A, configurenetwork management-data-interface =~ K%
fifi JH U 7= 5 #% 0 Management Center JEBRF (T — X A L # — 7 = A AFREHEZEH L. rollback
av REFEHTLHE ENOOREIFRFINRNT LIZERLTLEIN, ®ZICE
Bl & 7172 Management Center % E 2 H —/L N> 7 SILE T,

* UCAPL/CC E— FiFr— /LNy 7 TEEH A,

 URIDEEICEHR SN-T 7 M4 7N RSCEPGFHEF — X Zu— Ny 7 TX FH
Ho

e m—/L Ny ZJHNZ, BUEDRENZ VT ST, #fiR Fu vy 7ShET,
FIE

Threat Defense CLI T, PARIOHEK~a—L "y 7 LET,
configure policy rollback
7 —/L3y 7% Threat Defense (37 —/L 3y 7 3 IEFIZ5E T L7 Z & % Management Center |Z

%1 L E 9, Management Center Clt, #EEN T — /Ny 7 Sfc Z & & $ /38— 23 BB
AR SIET,

G¥) 02—/ Ny 7 3R L, Management Center /& BE23ME JC S Ve, — A 7e B
D RI-EIZ DV Thittps://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw-virtual/
215258-troubleshooting-firepower-threat-defense.htmlz 2 L T 72 &V, HFHIT L -
TlX. Management Center E LT 7 ¥ ADEITLHZIZ v — 3w 7 PRRT D Z LA
bV ET, DA, Management Center /531 O [H#H % fi#k L T, Management Center
MOEEATE E£7,

1 :
X=X T I RRAIT—H A v F—T = A A% T D Threat Defense DIGA :

> configure policy rollback

The last deployment to this FTD was on June 1, 2020 and its status was Successful.
Do you want to continue [Y/N]?

Y
Rolling back complete configuration on the FTD. This will take time.

Policy rollback was successful on the FTD.
Configuration has been reverted back to transaction id:

Cisco Secure Firewall 4200 2 2 — +7 v 7/ 4 K |}
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B - 7or—rozr0us

ATy T2

Following is the rollback summary:

BRSNS ML SN MEGE L ET,

Management Center C, [Devices] > [Device M anagement] [Device] > [M anagement] > [M anager
Access - Configuration Details] > [FM C Access - Configuration Details] > [Connection Status]-~—
VTEBEERA T — X AR L ET,

EHEE D AT — X A% FRkT 521X, Threat Defense CLI T, sftunnel-status-brief =~ > K~
T ANTTLET,

PR DO FRENLIZ 10 0L LD D580, D N7 TNV a—T 4 U T EITOMERSH D F
T, T—HAH—T 2 A ATOEBREGO N T TN a—T 07 @1 =) ZHRL
TLTEEWY,

TJ7AT7 A —ILOEIREDUIER

VAT LAEBUNC Y Yy NI ENEE T, BMICERT T 2Rz EBIRA
Ay FEMLIZVT DL, BRRT7ANV AT LOBRELGIEE-TZENRHY £, Ny
I 7Ty RTEFIZSEEOT o ANFATINTEY, &R 7 72k \izv | EIRZ YW
L7z dBE, 774 T VANV ATLAETL—RAT NV Yy NI TERVWIEERZ
TEBWNWTLEEN,

Management Center D7 /NA ZAEBR— V2 L CTT /3 ADOEFRZYIWr9 252>, FXOS CLI
EHTEET,

Management Center Z{FFH L= 714 7 0 4+ — LD ERD LB

ATvI1
ATvT2
ATvT3
ATv74

VAT AEBEYNI VY v N T HIENEETY, BMICERT T 7 2Ry, ERA
AyFEMLIENVTDHE, BERRT7ANL AT LAOBEEASEEZT RV T, Ny
77T 0y RTIEFIZEZEO T v ANFELTINTWT, BIRT 7 72K EIRZ O
L7 d2E, 775AT IA—NETL—RATAT Yy NETLUTEXRNI EEEZTHBENT
<IEEW,

Management Center Z ] L TV AT A& @O v v N T TEET,

FIE

[T/34 X (Devices) | >[T/\1 REE (DeviceManagement) ]4 &R L £,
HERET 2751 20MICH 5 [fmE (Edit) ] (#£) 227V v 7 LET,
[T/34 A (Device) | #7 %27 Vw7 LET,

[ AT L (System) |2 v a U TITNARADY vy k&> (Shut Down Device) ] @
7V w7 LET,

[ Cisco Secure Firewall 42200 R 3 — F 7 v TH 4 K
88
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AT TS Tur T EREREINTEL, TAADY Yy v MU U EERLET,

ATFYT6 T Y= ANET AT 4=V L TCWDEAIE. 77 AT U+ =Ny hE T
TAHLEWLZ VAT AT e T et =4—1LFET, ROTa 7 IRFRREINET,
System is stopped.

It is safe to power off now.

Do you want to reboot instead? [y/N]

TN BEER L TR WEAIE, K30 TV AT ANy Yy RE TV LD &%
MR LET,

RT YT T BB L THERAL v F oA 71, RS T 7 &80Ty — 2 D YR iR E Y
AT LmsTEET,

CLIICEITFZ 77470+ —ILOEIRDUIM

FXOSCLIZMifd 5 &, VAT AELEIIV Yy NE ULV LTT A, ZADEREZUINCE £
9, CLIIZIE, ot —)LiR— MIEHE L C7 Z B AL $9, Threat Defense 35 22 OV FXOS CLI
~DT A (80 N—) ZHEL TLIEEN,

FIE

AT 71 FXOS CLI T local-mgmt (285 L 9,

firepower # connect local-mgmt

2T T2 shutdown =~ RZEITLET,

firepower(local-mgmt) # shutdown

1 :

firepower (local-mgmt) # shutdown

This command will shutdown the system. Continue?
Please enter 'YES' or 'NO': yes

INIT: Stopping Cisco Threat Defense...... ok

ATFVT3 T AT IA—NDU vy NI UV AT AR e —LFET, kOF a7
MRFRENFE T,

System is stopped.
It is safe to power off now.
Do you want to reboot instead? [y/N]

ATy T4 VEISUTERAL v T 24720, BRI 7 7 2R Ty v — LI ERE Y
Sz N TEET,

Cisco Secure Firewall 4200 2 2 — +7 v 7/ 4 K |}
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B xozx7v7

. — )

RDAT YD
Threat Defense DFXE % i1 521X, [Cisco Firepower R = A > 8| (ZH HBHEVD
VT RT 2T R_R—a D= T VRSB LT X,

Management Center O FIZ B3 2 IFHIZ DV T,

[Firepower Management Center =X > 7 o
Fal—var 4K 22RLTIESN,

[ Cisco Secure Firewall 42200 R 3 — F 7 v TH 4 K
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4.
=% =R

CDO T Threat Defense O E [

CDEOXMRHE

AR T R COT SV r—ya v bwRr—V Y 2RnT DI, @7 7)) r—yayv
EvRX—=Ux B RlHOT5HE (1—=Y) #2RLTEE, ZOEE, Cisco Defense
Orchestrator (CDO) @ 7 7 7 R Firewall Management Center % {# 9~ 2 &%t 5B
M ExtgRE L TVET,

K BB KT D L, T T 4 v 7 BRI, R, B, BXOYAHTLET, CDO I,
P —EADEHH A 2 FITTEDL Web A v X —T oA A&z -ETEHa L Y — L%
L, o—b L%y hU—7 REL £,

T7A4T04—IJLIZDLNT

/N— R =7 T, ThreatDefense ¥ 7 b7 =7 £721XASA V7 v =T 2 EITT&EE7,
Threat Defense & ASA O] THI Y 2 17 2 BRIZIZ. 7T/3 ADOFHA A —UALBR MBI F
T BUEA VA R—AERNTWD LD LIEFRRDY T MY =T RN—=V 3 VBBBERGE L EA
A=A MEETF, Cisco Secure Firewall ASA and Secure Firewall Threat Defense Reimage Guide
ML T TZEN,

7747 U4 —/WL, Secure Firewall eXtensible XL —7 ¢ > 7' > 27 A (FX0S) &N
DEMLIRDARV—=T 4 VAT LI TLES, 7747 U4 —/LIEFXO0S Secure Firewall
ChassisManager # F R— N L CWEH A, N 77V a—T7 0 7HELTRLACLIDA
DY R— R IR TWET, FHMIZOVWTIE, CiscoFXOS F 77V v a—F 7 A R
(Firepower Threat Defense % 5217 L TV % Firepower 1000/2100 35 & OF Cisco Secure Firewall
3100/4200 [A]1}) ZZMLTIZEY,

TIAND—WERT—RADV R 77 AT U4 —VIZIIE NGB ERITARE T, BRI
ETHEHVERFA, HFEL, 22— —LA7EORETIE, EAFREREEHCTE E
T ZO%A. EEHERFC SNMP O HEFFIC, FHEEDNMEANEBIE R HER T 255806
nE1,

» CDO |Z & A Threat Defense EHIZOWNWT (92 X—)

e T RY—Z U RDZ AT (93 —)

s PROBFHFIZ L DEARE (95 3—)

e R—=TFT 4 T 4= R EGHA LY 7 A T U —/LORERR (103 X—)

s AR X2V T 4R U—DFKE (112 8—)
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CDO T Threat Defense DER |
B oo =& % Threat Defense &Iz DL T

s "I TN a—T 4T RA T IR (126 %—2)
cIRDAT w7 (135 =)

CDO [Z & % Threat Defense BIE[(ZDILVT

42 59 K12 %! Firewall Management Center [Z DL\ T

7 7 v K42 Firewall Management Center (X, 4> 7 L I A Management Center & [A] UHERE
DEL EREEL, WAy 7T RT7 4=V EHZTWET, CDOET T4~V I vH—T¥
ELTHEMT %A, 47 L 2 A0 Management Center % 0 OAIEH TE £4, 407
L I A @ Management Center X, AU > —DHERLT v 77 L— K& R —KF L TWEEA,

TR —=T 4 T 4= RECLIBGEEMFHA LTINS AL VR —T T TEET,

Threat Defense Y ~—2 ¥ 7O R A3 —T (4 R
ZDHA RTIINEA v Z—T =2 A AT 7B RZOWTEMHALET, 2T, VE— Mydde
HTORAT AN R LBV T UL THEHZD T, ~F—I% T 7 BRI A v Z—
T2 A ATRAELETH, HHOEHA L X —T o4 AL 5| S EE L £4, FFA ¥ —
7 = A AL, Threat Defense T —Z A L Z—T = A4 AL INCRESNHERRA L X —T =
AATHY, MEHDOR Y NU—=IHRENH Y £7,
T BB =T 2 AT R =% T VB AZEHC LSS TH, B A VA —T =
A ADX Yy NT—IBREMEH S NET,
T RTCOEBINT 7 4 w713, BI&SmEEEA L X —T oA ABRECEIImAL L LE
j—o
e TF— R AR —T 2 AT RX— % T 7B RAEHMNZT S L. Threat Defense (L3 7
T—=r e LTS, U =T = A RTEREH T 7 4 v 7 2l LET,
CHREBHINT T4 v DS, BEHA LA —T 2 A AIN I T L —0 BN L TT—4 A
VH—T 2 A AT T 4w T EEELET,

IF—OFYDTIEREH

FeBA BT 2 A APEDTR— % T 7B AR, ROFIERH Y 97,

eI X—=T N T VB REAEMNITELDIL, | DOMFHRT —H A L H—T =2 ADBT
¥, Y7 A% —7 = A AL EtherChannel (Il CE £ A, TUEMEZ A E LT,
Management Center D —DE D XV A L H—T 2 AT X —T % T 7 BRAEHHIC
THILEHLTEET,

I DA UH—T A ATEHHEHICTEER A,
c—FT 9 RA VB —T oA AZHEHTHZIL—T v RT77 AT U+ —/LEF— ROIKRTT,

e PPPOE [TH AR — K ELTWEHR A, ISP TPPPoE N MLERIEA L. PPPoE Z AR — 15
JL— & % Threat Defense & WAN £7 ADOBICEE T AMLERH Y £97,
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Cisco !/ Obtain
Commerce licenses
Workspace
CLI \ 2 ) (Optional) ( 8 ) Perform initial
~ Check the ~ configuration

software and

install a new

version
CDO \.3 JLog into CDO \./_JOnboard the \.9 JConfigure a

device using basic security
the onboard- policy
ing wizard
N i N P T
Physical Tasks | |4 install the (5/'Cable the {6 JPower on the
firewall ~ firewall ~ firewall
— > —>

!'/'T\‘ Cisco Commerce SAY L ARTETS (95 2—) |
/| Workspace
5 |CLI UEE) Y7 R =T OMEREFLVA—Ta DA VA b—L (97 =)
I/'é‘\_l CDO CDO ~Da 7 Ay (98 ~=2—3) .
=/
(a) |PEGRE 2T TIAT TA—NEA VAR LET, AN R TRESA FEBELTIRS
i
Uy,
(5) | R E X7 T I AT A DT R (103 <—)
Vo
(6) |HEMRE 27 77 AT VA~ LOBFHEA (1043—2)
(7) |€PO FYR—=F AT Y P R LI T A ADF U R—F 1 27 (10554—2)
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BEIA B AEBATEET,
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“IPS: ¥FX a2 UT 4 AT VY= ALK IPS
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*URL : URL 7 4 V& Y 7
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VPN @ 7~
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Solutions) |FRER 7 4 —/V REFEHLET, WOTA L APID ZRBELET,

X 58: 54 U RIRE

Find Products and Solutions

L-FPR2ZK-ASASC-10=

Search by Product Family | Search for Solutions

GE) PID N RO B2 WAL, BUCFEH CTPID BN TE 17,
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* L-FPR4245-BSE=

<IPS, w7 =T Bl BEUURL 74 £ ADMAHEDHE
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* L-FPR4215T-TMC-1Y
* L-FPR4215T-TMC-3Y
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ATy T
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ZLEBEIOLET, BMoFEE LT, B#%RICT vy 7L — REFETTLHIE L TEET
B, HEXZRFFT LT v 77 L—RTiX, ZOFIEZEHT 2 L0 LFHIBA2ND5603H 0
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(LOVERHRDOA T TRV Y =R LRy F) | FBERFICRMNR D U —2%5 (BUF
BEEZTD-ODOHKEHBOA LT F 2V Y=Ly F) ITOVWTHHLTHET,

FIE

Ty AT T —INTF A ADERE A N L, 22— R— MR LE T, ZEAICONT
X, 77 A7 U —/LOEFRKEA (104 2—) L OThreat Defense 3 L NFXOS CLI ~D 7
A (126 X—) EHBELTIEEN,

admin =—H¥ & F 7 3L kAT — RO Adminl23 2L Tre 71 LEd,

FXOSCLIIZE#fi LT, wlbTu s/ A Lizt&, RRAU—REEFETLILIROLNET,

Z DA T — R, SSH @ Threat Defense = 7' A X HEH &£,

GE) NRAT—=FPRTTIELTINTNTC, NRAT— RKBONLRWVGEAX, PIRRE~
DYy FEFITLT, WAT—FET 74 /L MYty hTHXLERS Y 97,
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firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[..

-1

Hello admin. You must change your password.
Enter new password: **kkkxkkx

Confirm new password: **xkkxkkx

Your password was updated successfully.

[..

-]

firepower#

FXOS CLI T, E{THoONRR—T g V2R RLET,

scope ssa

show app-instance

1 -

Firepower# scope ssa
Firepower /ssa # show app-instance

Application Name Slot ID Admin State Operational State Running Version
Startup Version Cluster Oper State

1 Enabled Online 7.4.0.65
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b)
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VIR EDFEIT (1073—) | 2BRL L&Y, T74/V T, BHA LV —T =
A AZ DHCP i L £,

BEHALVZ—T 2 A AMBT VB ATE LY —NR=n6H LN, A=V Xy n— 9
DHENRH D FT,

FXOSD T TN a—T 4 7 A RIZEHENTWAEHA A= {LOFIEEZFEITLE
j—o

T AT U4 —/LERE L5, FXOS CLIIZHERER LET,

CDO ~DOY A >

CDOIZ, Cisco Secure Sign-On 27 A 7 7 4T 4 a3 X —L L L. Duo Security %
S BEFWGE (MFA) (2 LE 9, CDO IZIX MFA AL ETY, MFA (X, =—H—7 AT
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TAT A ERET DO T 4 2L LET, MFADO—ETH 5 _FHRFRFETIL,
CDO Ll A v 3Ha—YF—DID ZHERTHT-DIZ, 22002 R—3 bFELITEZNLS

=HTY,

BAIDERT 2 —H =4 L /XAT— T, 2% HOEIHEIL Duo Security 22H A7~ RTA

Cisco Secure Sign-On 7 L7 > x LA ST L7= 5, Cisco Secure Sign-On & > ¥ 2 7R — R b
CDO (za 7' A T& F£7, Cisco Secure Sign-On % v ¥ =R — FKnn | AR — R ER T 51
DA AT HIELTEET,

» Cisco Secure Sign-On 7 1 7 o R &2 FBFF 6 DA 1%, Cisco Secure Sign-On % {# ] L 7= CDO
~or T Ay (102 5—2) (TR FET,

« Cisco Secure Sign-On 7 7 7 > k372 WA 13X, 7 L Cisco Secure Sign-On 7 5 7 & kD
TER (99 _—) (AT IE S0y,

# L L\ Cisco Secure Sign-On 7 h o > DYERK

BV A Ay T —r 70— T4 BEOT ot AT, 4 BETRTEZTTALERDD
9,

4a & SRS

« DUO Security @A > X b—JL : Duo Security 77V 7 —3 3 VA EFRERRICA A b—)L
THZEEBEIOLET, DuoDA VA M= MZHOWTIERIZRS 55615, [DuoGuide
to Two Factor Authentication : Enrollment Guidel]] ZZ&/ L T 72 &0y,

cHERDREE : ENANANT AL ABMEH LTI H A LNAT— RE4AR LET, OTP IR
BR—RTHEI-D, TRAADI7 0y IR TAEZALERHL TS Z ENEET
T TAAADIT 2y I BNIELWRZNIHESNTWD Z 2R LET,

e Firefox F 721% Chrome DEH/A— a 2 FEH L £9,

FIE

ATw 71 #HLL CiscoSecureSign-On Z7ho v YA V7 v TLET,
a) https:/sign-on.security.cisco.com {27 7 A LE T,
b) [YA A (Signln) JHEED FEIZHD [VA T v (Signup) 1227V v 7 LET,
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59: Cisco SSO~DHY A VT v

i
CIsCo

Sign In

Username

Password

Remember me

c) [THwr FOER (Create Account) | XA 707 D7 4 —/L RIZATIL, BEk (Register) |
27 )y 7 LET,

60:7 ho > bDYERL (Create Account)

NMIT
CISCO

Create Account

Evk CDO~Du T A NMEHTDHTFEDEFA—NLT RLABZATL, Sta2E£T
Rk 2B L £,
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ATy T2

ATvT3

ATy T4

#1 L L\ Cisco Secure Sign-On 7 17 > FDERK .

d) [B&k (Register) (227 Vv 7 35&, BELEZT RLRAIZHERA —ADBEEFESNET, &
FA—NVERE, [TAHT 2 FOFERME (Activate Account) &2 U > 7 LET,

Duo #{#H L'ngiwnl—l:’ét' vy b7y TLET,

a) [ZEFEEFEOFRE (Set up multi-factor authentication) ] i T, [fXE (Configure) ] % 7
Uy 7 LET,

b) [ty b7 v 7 DB (Startsetup) (227 V27 L, a7 MIESTT A A%EEIRL
T, ZDTHRARET AT MOXT Y v 7 & LET,
FEAZ OV CiE,  [Duo Guide to Two Factor Authentication : Enrollment Guide] % Z [ L T
SIEEW, TAALRCDuw 7 PV r—a VN T TIA VA P—ILENTWAEAIE. &
DTATY NOT 7T 4 _X—varya— RREEINET, Duo L1 BOT /A A THEE
DT I NetR—FLET,

o) VAP —ROFEHZT, [RIA U %%KiAiTT 5 (Continue to Login) %27V v 27 LET,
d) TEFFRFEAEH L T Cisco Secure Sign-On (212 74 > L ¥ 7,
(EE) BMOA—trT45—2ELT Googedr—toT45—2%%RELET,

a) Googled—t T 47— LTV T FTEHENRAILTNA ZAEFRL, [k~ (Next) ]
7 Vv LET,

b) By b7y T U4 —RKOT T M- T, GoogleA—k> T 4 r—F%ty hT v
FLET,

Cisco SecureSign-On 7 A DT HD U E) AN DA T a U EERELET,

a) [RRAT—REE=HA (forgot password) | DB & [AI% 28R L £,

b) %m%ﬁ%bfTﬁﬁ/%%)k/b?ét@@%f@ RER AR L E T,

) EXaVT 4 A A—VEBEBIRLET,

d) [vAT7Hv>r bOVERK (Create My Account) %27 U w27 LET,

Z#UC, Cisco Security Sign-On % v > 2 78— RIZCDO 7 7'V r—3 3 DX A )VHRFER S
NET, o7 7V r—ra VAL NVBEERRINDGEDRH Y £7°,

Evk Ty alR—RETIANE FT v 7 LTCHENERTZY, ZFTHERRLTHA
N T N—TLic), ZTOAMEER LY TEET,
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. Cisco Secure Sign-On Z{FA L1=-CDO~DO S 1 >

Cisco Secure Sign-On Z{EA L= CDO~DB T A >
CDOICuaZ A L. TNAAL ADF L B— K EEMEITOET,

18 BRI
Cisco Defense Orchestrator (CDO) (%, Cisco Secure Sign-On %7 A 7 7 4 7 4 T 0/ A X —
ELTHEML, Z2EEWRGE (MFA) (2 Duo Security ZfH L £,

+CDO IZu 7' A 95121k, F£ Cisco Secure Sign-On T7 # 7> b Z{ER L. Duo % {#H
L CMFA 2R ET HMENH Y £9, H L Cisco Secure Sign-On 7 7 7 > b DERL (99
R=) EZRL TSN,

* Firefox % 7-1% Chrome D/ N\— a V&R L £,

FIE

AT v 7T1 Web 77 U T, https://sign-on.security.cisco.com/% B & £ 7,

ATv T2 [2—¥—4 (Username) | & [/3A U — K (Password) JICAHLET,

ATFwF3 v A4 (Login) 1227V v 27 LET,

AT w74 Duo Security Z il L THIORAEE R ZZ T, v/ A V&R LET, VAT AL -T
07 AV HERR ZFL. Cisco Secure Sign-On % v ¥ 2R — RNFRRINET,

AT 75 Cisco Secure Sign-on % v ¥ = /R — R Cili)72 CDO ¥ A V%27 U » 7 LET, CDO ¥ A V%7
U w74 % & https://defenseorchestrator.com [IZB#E) L, CDO (EU) # A V&7 Uy 745
https://defenseorchestrator.eu (CBE) L £3, £7-, CDO (APJC) #AN& /7 Vv 745
https://www.apj.cdo.cisco.com (28 L £,

62: Cisco SS0 5y & 1 1R— K
il . -
Cisco

Work +

CDO CDO (EV) CDO (APJC) CDO Docs SWC

RTFYT6 WHOA—L LT 4 r—2EHELTVDIEAE, A~k v T4 r—2ouazs) v LT
[Duo Security] 7> [Google Authenticator] Z 3R L ¥ 7,

HFFEDOT I MITTCICa— =L a— R IE/RIT. TOTF M s A LE

7,
T T DT F v Ma—Y—L a— RRH LA, B/ CDO 7T F 2 b & %R
TEET,
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BEFOT T MZa—Y—La— FRRWEEIE, CDO OFFMAMEET 52, £2iE b
FATNANT AT NEERTEET,

AoR—T AT D4 F—KREFERLE7747 04—
LD R B

DB arTIE, CDO DAY R—F 4 T4 P —REFHLTHrR—F 1 7RI
T 7 AT VA —NVERETDHHECHOWTIHHLET,

274 T 94— LDy —TILES

O Ry 7 Tit, CDO WEPFLTX 5 X 91T Cisco Secure Firewall 4200 % % > b U — 7 |28
T B HFECHOWTEH LT,

63: Cisco Secure Firewall 4200 O 7 — 7 L%

outside .
(CDO access) Outside/. ____~ cpo
Consoicnor _ Internet ]
onsole port — . W .
o Ky S SN SRV} ™
@» 00 o 4 - py= (@

QOODOONO0OO0Q 0OO0A00000O00

inside —
Management
Computer

B s ps

Other Dala Net'wor.ks

1R BHHIIZ

T =LA H =T A AR— MISFPEZIY FHiTET, MAALR— NI, SFPEY 22—
Va4 1/10/25 Gb SFP AR — - T,

e oLV =N —TNEANFLET, TIAN NI T 7 AT U —MIary ) —)Vir—7
ILMTIE L TN, — K2%—F ¢ O USB-to-RJ-45 ) 7L — T )L 7p VAl A4
DUENRH Y T,

FIE

ATVl Vv —VEROMTES, "~ F U2 THREIA RESRL T,
AT T2 HERA 2 —T7 = A4 A (Ethernet 1/1 72 &) ZAMNE/L— Z 128 L £,

Cisco Secure Firewall 4200 2 2 — +7 v 7/ 4 K |}


https://cisco.com/go/secure-firewall-4200-install

CDO T Threat Defense DER |

B o 7vr—rommEEA

ATvT3
ATvT4
ATy TH

Wil A > % —7 = A A (BEthernet 112 72 &) ZWNEAA v F E£21T N —F IR L ET,
FRODA L H—T oA AZMORy MU — 7 28 L £,
BHoaL Yo —FEar Y —)LiR— MIEERELET,

CLIZBEA LYY T v 752 EITTHMENHY 4, aY—LFR—FI, FTFT
Va—T 4T DOBNTOMEIRDGENRH Y £,

T77AT7OA—ILOEIREA

VAT LAOERIE, T AT A AOEEIIH DT v D—EFBRAA v FITL o THII S L E
T, BEFRAA vTIE, V7 MBEHAAL v T L LTCHREINTWET, T2k, VAT L40
TUL—AT) ¥y hETURYR— I, VAT A V7 2T BIOT—XOED
U2 RS ET,

Y

(GE)  Threat Defense Z ] CHEENT 5 & 1%, WIHALIZK 15 ~ 30 530000 £97,

ATy T
ATy T2

ATy T3

1R BHEIIZ

T 7 AT U —MIH L TEEEOEWENEZMET 22 ENEETT (BEEEREE
(UPS) AT 272E) . mAIDOY ¥ v NE UL EITORWTEDNRKRDNLD & Ek&
T AN AT AOBRE A X ITHREMERNHV £4, Ny /I RTIXEICEEO 7
OB ANFITINTNTC, EIRKRDNDE, VAT LETL—RAT Ny vy NIV TEE
A,

FIE

Uy —vOEBT, BRI —F %%?éﬁﬁ%ﬁm/ﬁ B AT DE ﬁﬁ/utfxf/%
AL CEREA IZLET,

T AT VA —I/VOEEIZH HEIR LED R LET, SEAICKIT L TWAEAIE. 774
T —IVDEIFRBP A TWET,

64: R TLELVER LED

System LED ——
Power LED ——»
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Xij4774?7¢%W® EEIZH DT AT A LED Z#HER L ET, FEAIET L TWAEAT

ToR—Ta420T04H—

ATy T

AT T2
AFvT3

ATvT4

ATy Th

FoR—F 428 ¥ — RERRALEFACROA v R—F 125 |

W
W]

BN ZENZ G L TWET,

GE) AA v F % ONS OFF [ZHI D #Ex B & AT ADOEBFEDEEAIZEIND ET
BB Z ENHY E4, ZOBIE. Vv — VORISRV DOEP LED 23k
IR L ET, EIFE LED NI A 7R 5 TERAY L2V TLEE N,

REFA LTS ROF o R—F 4 25

CLI &k —% A L7z CDO DA v R —F 1 7 U 4 W — K& L T Threat Defense % A4
YIR—KLET,

FIE

CDO DF s — a7 4 RUT[A Y (nventory) 1227 Vw2 L, HADTT

ARH () 7V w7 LTCT/NA A% [A>A—F (Onboard) ] LET,

[FTD] # A V&R L £,

[FHE— K] C, [FID] BRI TND Z & 2R LET,

EHE—FL LTFID] Z BN L2ZITNHOTH, [Av—F I/ 2ADE#E| 22U v/ L
T, T ACHRARERBTFEOA~Y— T4 B AR EIIEE CE £7, HHTRER
TABRAZOWTUL, T B AZHGT D (95 =) ZZRLTIEZIN,
FoR—=F 4 7 HiEE LT [CLIR SR F — % H] (Use CLIRegistrationKey) ] Z %R L £7,
B 65: CLI B4 — %5

Important: After onboarding your FTD, it will be managed by Firewall Management Center in CDO. Note that use of the firewall device
manager will not be available after onboarding, and all existing policy configurations will be reset. You will need to reconfigure polices
more

Firewall Threat Defense

@ Fro0] O romo el iy -
Use CLI Registration Key Use Serial Number Deploy an FTD to a cloud

Onboard a device using a registration Use this mathad for low-touch environment
key generated from CDO and applied Depiloy an FTD to a supported cloud
on the device using the Command environment; AWS, GCP and Azure

provisioning er for onboarding
configured devices using their serial
Line Interface. number.
(FTD 7.0.3+ & 7.24) {cdFMC: 7.2+, OnPrem: 7.4+)

[T /34 24 (Device Name) ] 2 AJ1L T,

66: 7 /N4 A% (Device Name)

[k~ (Next) 1227 U v 7 LET,

Device Name

l ftd1
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B Aot T - FEERLET A RO VK= T 4 v

ATvT6

ATy T17

ATvT8

[RY 2 —%EY 4T (Policy Assignment) ] ICOWTiX, Ry 7¥ 7 A=a—% LT,
TAZAOT 78X Ay bu—R) —ERRLET, KNI —DRBREINLTORNEE
. [TV DT VA3 hr—LR Y 2 — (Default Access Control Policy) ] %% L &
ﬂ—o

®67:7YR Ay O—ILKRYI—

'\;‘_,fj;.f:' Policy Assignment Access Control Policy

| Default Access Control Policy ~ ]

[V 7 A2 VT aT A+ A (Subscription License) ] (22Tl [#EL FTD 7 /31 A
(Physical FTD Device) | 7 VA4 RZ %27 Vw7 L, AT HEEET A B A ETF =
7 LET, [Next] 27 U w7 LET,

68:94TRY 1) FLa>54tR (Subscription License)

Please indicate if this FTD is physical or virtual:
@ Physical FTD Device
O Virtual ETD Device

License Type Includes

Base Firewall Capabilities

Carrier (7.3+ FTDs only) GTP/GPRS, Diameter, SCTP,

M3UA
IPS % Intrusion Policy
Malware Defense Cs File Policy
URL URL Reputation

[CLIE k= — (CLI Registration Key) ]IZ2\TiX, CDO L, BEkF— L ZDMDI/RT A —F
AL Ca~r REARLET, Z0a<w Rz abe— L T, Threat Defense DRI E T
EHTHLER™DY 5,

[ Cisco Secure Firewall 42200 R 3 — F 7 v TH 4 K
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69: CLI &5 +—

o
'\1." Ensure the device's initial configuration is complete before trying to apply the registration key. Learn more (£

i:-;;l Copy the CLI Key below and paste it into the CLI of the FTD

configure manager add cisco-security-docs.app.us.cdo.cisco.com
BanyIZoaT@ewlJTpCoP2w3xEBnVVkfZv x7R7dwcm43JCMzwGY3ZzCfoFmZhW97my cisco-security-
docs.app.us.cdo.cisco.com

configure manager add cdo_hostname registration_key nat_id display_name

AB—RNT v TA7 YT NE5ET Lictk, ThreatDefense CLITZ Oa~vy Kzab—LET,
CLI ZfE M L7 IR E D FEAT (107 ~—2) ZZHLTIIZ &N,

15'] .

CLIty b7 v 7OH T ra<w R

configure manager add accountl.app.us.cdo.cisco.com KPOOPOrgWzaHrnjlV5ha2g5REf8pKEFXIE
LzmlHOynhVUWhXYWz2swmkj2ZWsN3Lb accountl.app.us.cdo.cisco.com

ATFYT9 AR —T 4 T4 F=RTRS (Next) 1527 U w27 LT, TA ARG Z LG L £
j—o

ATYTI0  (EE) [1 >~ Y (Inventory) ]»X—YDW~_EEZ &7 4 VHIBIESIHOE D, T3
ATV EBMLET, LB ANL, BT TARK () PERLET, TV

L. CDO ~DE AR T NA A A S nE T,

X 70:%%T (Done)

Your device is now onboarding.

@ This may take a long time to finish. You can check the status of the device on the Devices and Services page

Add Labels @

[ Add tabers | =
oo

RDEZRY

[f > X R UTR=Unb, BAME L7ZIE00 OFT S, ZA&RIR L, AANZH D [ERH] A
VNIC—ERRENTWAT S a v OWNT N E RN LET,

CLl £/ L 1B E D RAT

Threat Defense CLI (Z#zf5¢ L CHIHIEX E ATV E T,

Cisco Secure Firewall 4200 2 2 — +7 v 7/ 4 K |}
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B cuzemLr-anzEoss

ATv T

ATy T2

ATvT3

ATy T4

Procedure

=1 — LR — | C Threat Defense CLI (55t L £,
a2 —)LaiR— ME FXOS CLI IZ#Es: L £,

Z—H—% admin B L OVIRA T — K Admin123 Tr 74 > L7,

WD TEXOSICR 7 A v Li-E &iE, NAT—FEEFTHIIROONET, 202U —
Ri%. SSH @ Threat Defense = 7' A T HHEH SN E T,

Note PNRAT = RRTTIEFEN T TONLRWEEIE, T35 2 &HA A—I{kL
TRRAT—=RET 753V My NTHAXLERHY 3, HA A—JLOFIEIC
SWTIE, FXOSD KT TNy a—TF 4 7 HA REBRLTLITEE N,

Example:

firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...]

Hello admin. You must change your password.
Enter new password: **kkkxkkx

Confirm new password: ****xkxxx%

Your password was updated successfully.

[...]

firepower#

7Y

Threat Defense CLI 1285 L %97,
connect ftd

Example:

firepower# connect ftd
>

Threat Defense I[ZfJOCa /A v 95E, = Ra—F—F 4 28 (EULA) IZEET
ArokdonET, F0%, BEHA X —T 2 AOBEMADOCLIEY N7 v F 27 17 K
NERINET,

T HA U H =T 2 A AT X=X T IV BAEZANNILTIZGATH, BHA VX —T (R
DOREMEH S FET,

Note REZRI7 VT (Tl zlE, A A=VZHERTLHZ&ICXED) LgnnED | CLI
vy T v T U= REHVIETZ LI TEETA, 2L, ZNHORET
TIL, %55 CLI T configurenetwork =~ > K& L CTAERE CX £7, Cisco
Secure Firewall Threat Defense =~ KU 77 LU ZAEZ B L TL &N,

[ Cisco Secure Firewall 42200 R 3 — F 7 v TH 4 K
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T 7 AV MEETZIFZLAENC AT LTZER T v aNICERESNET, BEICAN LIZExF 0 F
FHEHT L5601, Enter L E 9,

WDOHA RTA4 BB TLIZEN,

 [IPv4% &% E LETH? (Do you want to configure IPv4?) ], [IPv6%F%E L £922? (Do you
want to configure IPv6?) |: TNHDX A T DT RLADDRL LB 120y Z AN LE
T, BEHA V=T oA RAEZHEHT L TENZVGAETH, 774 X—s7 RLARED
IP7 NLRAZRETDHMLERDHY £,

IPV4 [ DHCPBHEFLIIFHDELLTEHELEFI N ?IPV6ILDHCP, IL—4 ., FilE
FHOENTHRELETTHN? : [FE (manual) | Z&IRL£4, BHA LV H—T oA AN
DHCPIZFRE SN TV ARG, BHHOT —F A v X —T oA AERETHZLILTEE
A, AL, data-interfaces ThHAHMENRHHT 7 4 /L hb— K53 DHCP H—/3—0 5
ZE LIV — M T EEZINDARERH D7D T,

EEA VA—TIARDIPVATIAI T — b DA EZANE L TBEEBA V2 —T A
ZG)IPvG’f— FYTA%AD: ¥— b U= A MNdata-interfacesiZ7e b L 5 IR E L £,

DREITZ, ~F =¥ TI AT —H A =T 2 A AZBLCHRETESL LT,
/\‘/77 L=V BN LCEBR N 7 4 v iRk LET,

(T AT VA —LE— RERELETH? (Configure firewallmode?) ] : routed & AJJ L
FT, B~V —T XTI/ ERAEL, V=T v K 77 AT 74—/ EF— KTOHLYFR— |
SNTVET,

Example:

You must accept the EULA to continue.
Press <ENTER> to display the EULA:
End User License Agreement

[...]

System initialization in progress. Please stand by.

You must configure the network to continue.

Configure at least one of IPv4 or IPv6 unless managing via data interfaces.

Do you want to configure IPv4? (y/n) [y]:

Do you want to configure IPv6? (y/n) [y]l: n

Configure IPv4 via DHCP or manually? (dhcp/manual) [manuall]:

Enter an IPv4 address for the management interface [192.168.45.61]: 10.89.5.17
Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.255.192
Enter the IPv4 default gateway for the management interface [data-interfaces]:
Enter a fully qualified hostname for this system [firepower]: 1010-3

Enter a comma-separated list of DNS servers or 'none'
[208.67.222.222,208.67.220.220,2620:119:35::35]:

Enter a comma-separated list of search domains or 'none' []: cisco.com

If your networking information has changed, you will need to reconnect.
Disabling IPv6 configuration: managementO

Setting DNS servers: 208.67.222.222,208.67.220.220,2620:119:35::35

Setting DNS domains:cisco.com

Setting hostname as 1010-3

Setting static IPv4: 10.89.5.17 netmask: 255.255.255.192 gateway: data on managementO
Updating routing tables, please wait...

All configurations applied to the system. Took 3 Seconds.

Saving a copy of running network configuration to local disk.

For HTTP Proxy configuration, run 'configure network http-proxy'

Cisco Secure Firewall 4200 2 2 — +7 v 7/ 4 K |}
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DHCP server is already disabled

DHCP Server Disabled

Configure firewall mode? (routed/transparent) [routed]:
Configuring firewall mode ...

Device is in OffBox mode - disabling/removing port 443 from iptables.
Update policy deployment information

- add device configuration

- add network discovery

- add system policy

You can register the sensor to a Firepower Management Center and use the
Firepower Management Center to manage it. Note that registering the sensor
to a Firepower Management Center disables on-sensor Firepower Services
management capabilities.

When registering the sensor to a Firepower Management Center, a unique
alphanumeric registration key is always required. In most cases, to register
a sensor to a Firepower Management Center, you must provide the hostname or
the IP address along with the registration key.

'configure manager add [hostname | ip address ] [registration key 1'

However, if the sensor and the Firepower Management Center are separated by a
NAT device, you must enter a unique NAT ID, along with the unique registration
key.

'configure manager add DONTRESOLVE [registration key ] [ NAT ID '

Later, using the web interface on the Firepower Management Center, you must
use the same registration key and, if necessary, the same NAT ID when you add
this sensor to the Firepower Management Center.

>

ATV TS v F =TT VB AHOHNMA v A —T oA AEFHELET,
configure networ k management-data-inter face

LDk, IMIA L F =T = A ADIEKR A Y VU= FIEEIT O L OITKROLH T T b
TRINET, ZOa~xy FOEMIZOWTIE, ROFFMESRLTIZIN,

T A B =T A AERENT 205G, BHA ¥ —7 = A XA TIEDHCP ZEH]
TEFEHA, Iy N7 vy TRRICIPT RLAZFEICRIE L > 72451, configure
network {ipv4|ipv6} manual =~ > R ZfH L CTRETEH L2 £ L7, BHEA
H—T = A A — T A %&data-interfaces|\ T E LR -T2 HAIL, 22 CTZnavy
RCERELET,

» Threat Defense % CDO |[ZiBMT 5 &, CDOFA v H—T 2 AA ARE (L X —T =R
LEIPT RLA, F—F T xA ~OFHL— ., DNS #—,3—_ DDNS th——72 L)
R U CHERF L E 9, DNS ' — N—FREDOFEMIZ DN T, REZRL T EEN,
CDO Tlt, B TR =Ty T/ VA A H—T = A AR EEE CTE £9725, Threat
Defense & 7213 CDO DNEBRBEEDO ML AT D X O BRELZ MR eI I LT
SV, EHEREGE ST S 7235A . Threat Defense (ZIXLARTD R 21859 % configure
policy rollback === > R & ENET,

¢ DDNS J— "—# ¥ URL %X Ed 5 & . Threat Defense I Cisco Trusted Root CA /X K
LIS _RT O CA OIFHE %A B BR8N 5 72 . Threat Defense X HTTPS #4554
@ DDNS H— N —GEREZ FRFE T £9°, Threat Defense (£, DynDNS U E— k API {14k

[ Cisco Secure Firewall 42200 R 3 — F 7 v TH 4 K
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(https://help.dyn.com/remote-access-api/) Z {9 5§ <T?D DDNS % — \—Z PR — KL
\i ‘g—O

Zoavwr NI, [F—=%] A X =T 2 A ADNS Y —N—%2FELET, By T v
722 )7 T (£7-1% configurenetwork dnsservers =~ > K& L C) #&%E LI2%
BDNS —_—i%, FH T 7 4 v 7 IEHINLET, 7 —4 DNS H— 3—(X, DDNS

BEESNTWDELEE) £HEF 0 =T o AHEAENE2EX 2V T 4R v—
WEHSNET,

CDO Tli%. Z® ThreatDefense (ZHIV M TDH 7T v h 7+ —LRERY —TTF—F A
B —7 x A A DNS P — N—GE I ET, CDO T Threat Defense ZiBMT 5 &, 72—
TINVEREDHERF S, DNSH— =37 T v 87 3 — LAFRER U > —ITBMSvEE A,
7272 L. DNS&XIE % & ¢» Threat Defense |2 T 7 v M7 4+ —ALGKERY v —%EID YT
e, FOHRTEBICEL>Ta—INAFEN EEEX SN ET, CDO & Threat Defense % [FIHf X
FHIE, ZOREIC—KTDHEIICDNS 7T NI+ —LREET 77 4 TITHET
HT LEBEIOLET,

F£72. B—A/VDNS #—s3—{F DNS ¥ — =3 GG THiH S 725812 D 4 CDO
THREESNET, 2exE, BEHA LY —T oA RAEHEHLTT A AZBEL, % T
configurenetwork management-data-interface =~ > FZFH L CTTF—H# A v X —T = A
ZRGE L7286, Threat Defense il & —#9™% L D12, DNSH— =& &1 2 b DRk
ETXT% CDO CFHTHRET HLENRH Y £7,

EHLA X —T7 = A A%, ThreatDefense & CDO |Z& Gk L7-1%Ilc, WA L X —T oA A
FHIROT—H A H—=T 2 ADWVT NN EE TE F1,

Ty N T T 4P =R THELTZEQDN N DA F—T oA AMEHENET,

Gy RO—8E LTF AL ARERAEZ VT TEEF, COF T a3 hAY
FUATHATEETN, Oy b7y 7R OB LR T S0,

T2 EH AT 5L, configure network management-data-interface disable =~

Y REANLET,
Example:

> configure network management-data-interface

Data interface to use for management: ethernetl/1l

Specify a name for the interface [outside]:

IP address (manual / dhcp) [dhcp]:

DDNS server update URL [none]:
https://deanwinchester:pa$$wOrdl7@domains.example.com/nic/update?hostname=<h>&myip=<a>
Do you wish to clear all the device configuration before applying ? (y/n) [n]:

Configuration done with option to allow manager access from any network, if you wish to
change the manager access network

use the 'client' option in the command 'configure network management-data-interface'.

Setting IPv4 network configuration.
Network settings changed.

>

Example:

Cisco Secure Firewall 4200 2 2 — +7 v 7/ 4 K |}
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&
it

> configure network management-data-interface

Data interface to use for management: ethernetl/1l

Specify a name for the interface [outside]: internet

IP address (manual / dhcp) [dhcpl: manual

IPv4/IPv6 address: 10.10.6.7

Netmask/IPv6 Prefix: 255.255.255.0

Default Gateway: 10.10.6.1

Comma-separated list of DNS servers [none]: 208.67.222.222,208.67.220.220

DDNS server update URL [none]:

Do you wish to clear all the device configuration before applying ? (y/n) I[n]:

Configuration done with option to allow manager access from any network, if you wish to
change the manager access network
use the 'client' option in the command 'configure network management-data-interface'.

Setting IPv4 network configuration.
Network settings changed.

>

CDO 73 5% L 7= configure manager add =2~ > K& L C, Z ® Threat Defense % & H9 5
CDO ## Il LET, a2~y ROAERITOWTIX, A AR—T 47 U P —=FEH LT
INAADF VU R—F 47, onpage 105 ZHH L T ZE 0,

Example:
> configure manager add accountl.app.us.cdo.cisco.com KPOOPOrgWzaHrnjlV5ha2q5Rf8pKFX9E

LzmlHOynhVUWhXYWz2swmk j2ZWsN3Lb accountl.app.us.cdo.cisco.com
Manager successfully configured.

EXMGEXa) T4KR)—DERE

ZITIE ROREZMA L THEANREXF 2V T AR —2RET D HECHOWTHH L
=7,

cNERA v H—T 2 A REINHFA L H—T oA A N A U H—T = RAZAZT 4 T 1P
T RLAZEDYCTET, v XV XTIV BAREO—HE LA v H—T A AD
FEARBELHERLE LN, FEZOA L H—T 2 A Xa VT 4/ — 28D 4T
HOENHY FT,

«DHCPH—/N—: 7 5347 FOWHA ¥ —7 = A4 ATDHCP ——%fEH L £7,
«NAT : SMEBA v H—T 2 A ATA U Z—T7 = A APAT M L £ 7,
T BRI br—b WEINBINA~D N T T v 7 BRI LET,
*SSH: ¥~ —Vx T/ RA A X =T A ATSSHEZHHZLET,

[ Cisco Secure Firewall 42200 R 3 — F 7 v TH 4 K
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AV8—T 14 RADEE .

1V3—J 14 ADKE

ATy T

ATy T2

ATvT3

ATy T4

Threat Defense f v ¥ —7 = A AZHINZI L., TNbHE2EF 2V T 40— BN Y TTIPT
RLAZBRELET, 7= T U A F =T ALBRELET, BFIL. VAT LATHE
Wobhs 77 4 v 7 BRI ELEIC, DR (20D U F —T oA RAERET DI
ERHY ET, @EIL. Ty T AN —bN—F E003A X —F%y M LA A v & —
TrxA AL, MHEORY NT—=7 D12 EOWNEA v F—7 oA AZFHLET, ZHHOD
A H =T 2 ADO—HEL, Web— _—~72 E DTV w7 T 7B ANREERT vy M EEHE
35 UEditiny) (DMZ) &7 28%E60nH0 £97,

— AT UN—T 4 T ORPE, WEA v H—T 2 ATARAAET 4 v I T RV AEER
35 L[EIIFIZ, ISP225 DHCP 2 L CANEA v X —T = A4 AT RLAZRETHZ & TY,

WOH T, DHCPIZLAARAZT 4w 7T RL AL IL—FT v RE— RONHAL L X —T = A A
PHEAHLCT, =7 v RE—ROWNEA v X —T7 =2 AZHRELFET,

FIE

[T /34 A (Devices) |>[7 /A A& H (Device Management) JDIEIZEINL, 77 A T 74—
NO sy LET,

[f > X% —7xAA (Interfaces) ] &7 VU v 7 LET,
B 71:[4 >3 —27 A X (Interfaces) ]

Device Routing  Interfaces Inline Sets ~ DHCP  VTEP
—
Q Search by name Sync Device Add Interfaces

|||||| face Logical Name Type Security Zones MAC Address (Active/Standby) IP Address

® Management0/0 management Physica Disabled Global Q<
GigabitEthemet0/0 Physical Disabled ’
GigabitEthernet0/1 Physical Disabled Vi
GigabitEthernet0/2 Physical Disabled v
GigabitEthemet0/3 Physical Disabled 4
GigabitEthemet0/d Physical Disabled rd
GigabitEthemet0/5 Physical Disabled rd
GigabitEthemet0/6 Physical Disabled rd
GigabitEthernet0/7 Physical Disabled rd

(—ERDOEF N THEHARER) 40Gb A v Z—T oA AN 45D 10Gb T L—2 T 7k A
H—T oA ABERTHDINE, AV F—T 2 A ADTV—I T NT A a7 Vw7 LE
7,

RETAOGh A v X —T =2 A AZTTIHEA L TCWBEEIX. T v—20 T U ST RIS
REZHIRTALEND Y £7°,

WEBIZHEH T 24 v 4 =T =2 A ZAD %7V v 7 LET,
[&#% (General) | ¥ 7 HRFRINFET,
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d)
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72:[General] % 7

Edit Physical Interface

General IPv4 IPv6

Path Monitoring F

Name:
inside
Enabled

Management Only

Description:

Mode:

None
Security Zone:
inside_zone

ace ID:

nterf

MTU:
1500

Priority:

0
Propagate Security Group Tag:
NVE Only:

48 LT FE TO [4HT (Name) | Z AN LET,
ez, A F—T A AT indde W IL4HETESITES,

[£%) (Enabled) | TF =y 7Ry 7 AEF NI LET,

[E— K (Mode) 1iX[72L (None) IZF&ELZEFIZLET,

[E¥x=VU7 1Y —> (SecurityZone) | Ky 7 XA RMLEEFONTHEX 2 U 7 4
V=BT D0, [ (New) 1227 U7 LTHLWEX=2 YT 40— ZBL
£

7= & 21E, indde zone L WHLFIOY —r ZBIMLET, KA X —T = AL, X
V74— BIOAS v F—T A AT N—TZE )Y THEMLENDLY T, o F—

TxARF, 100X 2VT 4V —VIORRETH L, DA X —T A AT
N—TBTHEHTEET, Vv FRIFZIN—TZESNTEF 2T R —
ZEALET, e xIE WA v X —T = A AWNE ) —AZE ) BT, HMNBA v H—
T A AEIES = AZED B THZENTEET, ZOHA. N T T 4 v 7 BNENS
BB CE D LT 78R avrbe— L KR U—52RETDHZ EIXTE T,

AP ERFIZHENT TR ETEEHA, IFEAEORY v—i3tx=2 T4~ DH
PHR—FLTWET, NATHRY v—, L7 4 0Z K — BEILOWQoSHY T —T,

S FRFA AT oA AT N—T HEHTEET,

[ Cisco Secure Firewall 42200 R 3 — F 7 v TH 4 K
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e) [IPv4] # 7, [IPv6] ¥ 7, Fi=ldWi DX 7% 27V v 7 LET,

s[IPv4]: Ra vy X7 URA NG [AZT 4 v ZIPEEfT 5 (Use Static IP) ] %%
WU, IPT RLALEYT Ry "RV EAT v aKi TAILET,

7= & z20E, 19216811247 EE AT LFET,
73:[IPv4] 2 T

Edit Physical Interface

General IPv4 IPv6 Path Monitoring
I
IP Type:
Use Static IP -
IP Address:

I 192.168.1.1/24

s [IPv6] : A7 — M L ZAHEIREDOS AL [HEEE (Autoconfiguration) ] F = v 7 4
JA%EF N LET,

74:[IPv6] 2 T

Edit Physical Interface

General IPv4 IPv6 Path Monitoring Hardware Configu
I
Basic Address Prefixes Settings DHCP
 —
Enable IPV6:

Enforce EUI 64:

Link-Local address:

Autoconfiguration:

Obtain Default Route:

H [OK]Zz27 Vv LET,
ATy TS B AT 202 —T A A% 7 ) v 7 LET,
(4% (General) | % 7 RFERSNET,
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75:[General] % 7

Edit Physical Interface

General IPv4 IPv6 Path Monitoring Hardwart

Name:

outside

Enabled

Management Only

Description:

Mode:

None v

Security Zone:

outside_zone v

nterface 1D:

MTU:
1500

Priority:
0

Propagate Security Group Tag:
NVE Only:

TR =X T I BRI IDA VB —T 2 A ZAEBEFICRELTWSEED, AV F—T A A
WX T TIZAFIRMHT O TEY ., AMEE T RLREEENZE T LTWET, b DOFEARH
EBIXER LN TL &, BB 95 L, Management Center OFFE AP S E T, =
OEETH, WRBrN T 74 v 7RI —DEFa VT 4V — U 2RETHLERHY F7,

a) [EF=VUTF 1Y —> (SecurityZone) ] Fr vy 7 HZ 0 U X RMLEBAFOINEEF 2 T 4
V= EBRIRT S0, i (New) 1227 Uy 7 LTHLWWEXF=2U T 0V —r%BINL
£7.

7=& 21X, loutside zone| &EWHLARIOY — 2 ZBIMLET,
b) [OK]%7 Vw2 LET,
ATy T6 [{#1fFE (Save) 127V v LET,

DHCP H—/\—DEF

7 A7 > N CTDHCP i L CEBICKTT A5 225 1P 7 RLRAZESET 5L 512958
A%, DHCP —_—ZHFZ LE T,
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F

RT9T1 [T/ R (Devices) | >[T/34 REE (Device Management)

J

]

Liﬁ‘o

AT 72 [DHCP]>[DHCPH#—/\— (DHCP Server) ] Z#R L £,

76 : DHCP H—/\—

Device  Routing

DHCP Server

DHCP Relay

DDNS

ZF v T3 [H—nN— (Server) | ~<—T T,

‘j—

o

Interfaces

Inline Sets DHCP VTEP
—

Ping Timeout

50
Lease Length

3600

Auto-Caonfiguration

Interface
[ v
Override Auto Configured Settings:
Domain Name

Primary DNS Server Primary WINS Server

.| + v |
Secondary DNS Server Secondary WINS Server

v | + v |+

Server Advanced

Interface Address Pool Enable DHCP Server

77:9—/N\—MiEM (Add Server)

Add Server

Interface™

inside

Address Pool*

10.9.7.9-10.9.7.25

(2.2.2.10-2.2.2.20)

Enable DHCP Server

R —
Cancel m

DHCP H—/\— DR E .

| ZBIRL, T, 2%V

+ Add

[EM (Add) |22 Y v 7 LT, ROFT T a v akEL

(A H—T7x AR (Interface) |: Ry FX L VA RNOA U F—T x4 ZAETRLE

j—o

«[7 RL A7 —/ (Address Pool) ]: DHCP ¥— "= 325 IP 7 KL AD& FALD
e EAL OB O AR E L ET, IPT FLAOMIT, BRL/IA o F—T = ZAL[FET
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7y N RICHFET ORNENRHY, A =T =2 AAHDIP T RLAZEZDLH T L
FTEEEA

« [DHCPY— "—%FHMZ9 5 (Enable DHCP Server) | : iR L7=A > % —7 = A A7 DHCP
= N—Z BN LET,

ATy T4 [OK] &7V 7 LET,
ATYT5 [fRT7F (Save) |27 U7 LET,

NAT D% 7E

—f&BI72 NAT V—/L Tk, WET RV RAENEA LV H—T 24 ADIP T KL ADKR— MIE
WLET, ZOXATONATL—NDZ tEA L H—T oA R—KT KL RAEH (PAT)
LIEONE T,

FIE

RAT9FT1 [T/A4 R (Devices) ]>[NAT] %27 U v 7 L, [ LUK > — (NewPolicy) ]>[Threat Defense
NAT] %27 U v 7 LET,

ATw T2 R —IZL4RIEFMT, R —%2FHTET A ZAE@ER L, [R1E (Save) 127V v 7 L
ij_o

[ Cisco Secure Firewall 42200 R 3 — F 7 v TH 4 K
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NAT D& E .

78 : New Policy

New Policy (7]

Name:

interface_PAT

Description:

Targeted Devices

Select devices to which you want to apply this policy.

Available Devices Selected Devices

o)

Q_ Search by name or value 10.10.0.6

Add to Policy 10.10.0.7

o)

=3

AU 2 —7% Management Center |ZIBM S ES, Gl&fE, N —I—nZ2BNd 5058
NdHYET,
79:NAT R >—

interface_PAT

Enter Description
NAT Exemptions  Policy Assignments (2)

Rules
Filter by Device Y Filter Rules X Add Rule
Original Packet Translated Packet
5 Source Destination Original Original Original Translated Translated Translated
¥ Direction Type Interface Interface Blets Options
a Sources Destinations Services Sources Destinations Services
Objects Objects

~ NAT Rules Before
*  Auto NAT Rules

~ NAT Rules After

ATy T3 [—LDENM (AddRule) 1227V v LET,
[NAT/L—/L DB (AddNAT Rule) | XA T R TRy 7 ANRFRINET,

ATFYT4 EAL— NS a BB ELET,

Cisco Secure Firewall 4200 R 2 — 7y THA K .
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80: EXIL—ILDA T3y

Add NAT Rule
NAT Rule:

Auto NAT Rule v
Type:

Dynamic v

7
Vv

Interface Objects  Translation  PAT Pool  Advanced

« [NAT/L—/L (NAT Rule) ]: [HEINAT/L—/L (Auto NAT Rule) ] Z#4R L £,

o [#A4 7 (Type) 1:[# AT > (Dynamic) | ZEEIR L 7,

AT TS [A ¥ —TxA A4 7= b (Interface objects) |X—C, [HHAHERA X —T = A A
47 =7 K~ (Available Interface Objects) | fHIK O 56 A v F—T = A AF TV =7 |
(Destination Interface Objects) ] SEIIZAMER Y — 2 A BN L £7,

H8: A VB —TTARATSH +

Add NAT Rule ]
MNAT Rule:

Auto NAT Rule v
Type:

Dynamic v

|

Interface Objects  Translation PAT Pool  Advanced

I
Available Interface Objects C Source Interface Objects (0) Destination Interface Objects (1)
Q_ Search by name o outside_zone i

1) outside_zone ) Add to Destination

wfxAutomationZone

AT v T 6 [Z# (Translation) | X— T, WDOA T a R ELET,

[ Cisco Secure Firewall 42200 R 3 — F 7 v TH 4 K
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NPETN |

82: b5 VR L— 3> (Translation)

Add NAT Rule o

NAT Rule:
Auto NAT Rule v |
Type: )
Dynamic v

Interface Objects Translation PAT Pool Advanced

Original Packet Translated Packet

Translated Source:

Original Source:*

all-ipv4 Destination Interface IP

@ The values selected for
Destination Interface Objects in
‘Interface Objects’ tab will be used

« [TD%fETT (OriginalSource) 1: 227 U w7 LT, T XTCDOIPv4 F 77 ¢ v~ (0.0.0.0/0)
DRy NT—=0F TV =7 MNiBMLET,

H83:#H LRy kI—94 TSy b

New Network Object (]

Name

" all-ipva

Description

Network
) Host Range ® Network FQDN

[ 0.0.0.0/0

| Allow Overrides

Cancel Save

G¥) HEINAT L — VI A 7 V=7 MEFEO—EE L TNAT 28T 5720, VA
TLAEROany-ipvAF TV =7 NeEATAHZ LIXTEERA, Fo, VAT
AERDODAT V2l NefRETHLIFTEERA,

o [ F D IC (Translated Source) | : [S855A > % —7 = A AIP (Destination Interface
IP) | Z &N L E7,

Cisco Secure Firewall 4200 R 2 — 7 v THA K .
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ATy FT [RAF (Save) 1227V v LTLA—EBINLET,
=L b—/b (Rules) | 7 —7 MR SET,

ATY T8 NAT X—TU T [{RfFE (Save) |27 U v 7 LTEREEZRELET,

NEBNSHEAD T T 4 v U DFFFA

BT D00 2 Rgk LTz L X, BARD [TRXTONT 74 v 7% Ty 7 (Blockall

traffic) 1727 8RA a2 ha— L RY =& ELTELEE. T A 2@RT5 877 1
T HEHFA[T DDA ==V Z BT H24ERHY £9, ROFIETIZ, N —>
MO = ~DNT T 4y T EHTFATHL—AEBIMLET, o —o 0N d DA,
W72 Rry NT—=T~D TG T 4w I BFFR[THL— NV EZBIML T ZEN,

FIE

ATy 1 [R)I— (Pdicy) 1>[7YERKR — (AccessPolicy) 1> [7 U 2RKR — (Access
Policy) 1R L. BEICKHT A (2B 4 TH N TWAET 78 A ar ha—L R o—
O &7V vrLET,

ATv T2 [JL—ILZEM (AddRule) 1227 VU w7 L, IRONRTA—=FERELET,

X 84:[)L—)LDEN (Add Rule) ]

|. Create Rule (]

Name | inside-to-outside Action Allow B Logging I Time Range | None Rule Enabled @)
nsert | into Mandatory @ Intrusion Policy | None e File Policy | None
Q Zones Networks Ports Applications Users URLs Dynamic Attributes VLAN Tags
ty Zo Showing 3 out of 3 Selected Sources: 1 Selected Destinations and Applications: 1
=) &t inside_zone Collapse All Remove Al Collapse All Remove Al
=) & outside_zone ZONE | v 1 object ZONE | v 1 object
% wixAutomationZone

[&R/T (Name) ]: ZON—LiZAHiZ AT £7 (72 & 21X, inddeto-outside) .

[EIRL7=#EIET (Selected Sources) | : [V —2 (Zones) | HNERY — 2 ZI&IR L, [iE
{ExJ/—%EBM (Add SourceZone) |27V v L%,

LERLT=385E &7 T r— 3 > (Seected Destinations and Applications) | : [V —Y
(Zones) 1 OISR — AR L, [3B5% Y —>2 % BN (Add Destination Zone) | % 7
Vw27 LET,

MOREFZFOEFIZLTRBEET,

AT T3 [Applyl 27 Vv 27 LET,
=L Jb—/b (Rules) | 7 — 7 /VITIBMEVET,

[ Cisco Secure Firewall 42200 R 3 — F 7 v TH 4 K
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v x—Sr 7oA T8 4 v8—T x4 2T ssHozE [

ATy T4 -7 (Save) 1227V w7 LET,

IH—T TIOEVRATFT—RA2B—T 24 ATH SSH DKTE

SNERA ‘/5~7:/{X73? EDFT—H A X —7 x4 AT Management Center 7 7 & A & N
LEGAE, ZOFIECHES>TEDA v H—T = ATSSH ZHNNCTHLERH Y £,
::T!:I Threat Defense C 1 DLAEDT — 4 A % —7 = A R |ZxF LT SSH &~ AT
% HFEICOWTEH L E 9,

N

GE)  SSHITEHA L X —Tx2A A LETTF 74V b THIIZR > TWETA, 2 OEAEITEFE SSH

T RACEELER A,

A A —T A AL, TS 20){1@0)/1' V=T A R ELITHBES LTV ET, Management
CenterlZ 7 /A AZFHE L, BET DToOIEHINET, 7—H% ¥ —7 = A AD SSH
%, BEA o H—T A4 AD SSH ENEB LOSNB2—H U X hE2FG LET, TOMDR
EITEINCRESNE T, T—F AV F—T oA AT, ZOEEZEHLTSSH &7 7%
AYANEAHILES, T—F A4 — T RDSSH 77 4 v 7 HBHEDOA—T 1 >
UREERMM L, REFICRESNIZAZT 4 v 7 =R CLI TRESNIZAZT 4 v 7
— MIEHLEEA,

BHA L Z—T 2 A ADE, SSHT 778 A Y A N EHERT 5 IZ1% Cisco Secure Firewall Threat
Defense =~ KU 77 L > A @ configure ssh-access-list =~ > REHRLTLEEN, AH
T4 v — NEBRET HITIE, configurenetwork static-routes 2~ > REZZH L T Z &
Ve T 740 FTE, WIHIRERICERA L H =T 2 A ANDT T x L b — FERELF
R

SSH #fi 9 5i2id. A RIP T RVREHATAHT 7R V—/LEIVEDHY FHA, TD
v a DOFEEICHES T, SSHT 7B RAEZRET ALERH L1 T,

%Hi BEARERA VH—T 2 AZDOMEHATE £, SSHEAR MWEA X —T = A
WZH DA AL F—T oA A~OESEHEPEE O RBEGETX 3,
%,

GE)  SSHZHEHA L CLI~Dnu 7 A ERTH 3 |l L CERT 5 &, 751 2D SSH ##t1X
TLET,

1

Threat Defense ##ED &R
74 :SSHDON—T RNy 7 LB —T 2 A ZADYR— b,

1R HHEIIZ

« SSH N —# —{%, configureuseradd =~ > R&ZfH L CCLI TOARETZTET, .
T 740 Tl WIIERERFIC N A Y — F&2RGE L7zAdmin— ¥ —723F(E L £ 9, LDAP

Cisco Secure Firewall 4200 2 2 — +7 v 7/ 4 K |}
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CDO T Threat Defense DER |
B <+ r7rex75—5108—Tz12TnSSHOEE

F£ 721X RADIUS LA —H—1%, 77 v N 74— L5 E T [IMHBFRAE (External
Authentication) | ZHETH I EICIL > THRETEET,

« TNA ZA~D SSH #fi 2 #F [T DR A PERIEFR Y NV—J BEHRTLIF Y hU—2 %
T2 FRMETYT, A7V ATy DO LTEBMTEEIN, IPT
RLADITN—TZETH0ICA TV =7 v =T 2T 58581%, V—/LT%
B SN —T NI IS HZ L 2R LET, (A7 b (Objects) [>[A#T>x
2 FEH (Object Management) | ZiEIR L T, A7 V=7 FERELET,

\}

G RFABEET Sany kv hT—2 AT Ve MNIEHTE
A, bV IT, any-ipvd £7213 any-ipve ZfH L £ 9,

FIE

AT T [TINA4 R (Devices) |>[FT Ty b7+ —LEKTE (Platform Settings) ] #1384R L. Threat Defense
R — T ERRE T ISRE L E T,

RTw T2 [SSH7 VR (SSH Access) | ##IR L 9,

ATw T3 SSHES AT T HA4 X —T A ALIPT RLAZEELET,

TOFEFFEH LT, SSHEmMEZZ T ANDSA v F—T 24 A, BIOENLOEGELIFT I
H7FAT L DOIPT RUAZHIRLET, fLXDIPT LR, xvy hU—2 7T KL
2EfEATEET,

a) [BI (Add) 1227V v 27 LTE LWL—AZBINT 50 [fedE (Edit) 1227V vy 27 LT
BEfFON— NV EfRELET,
b) N—ADTaNRT 4 EHELET,
* [IP Address] : SSH#%#i 2 #F 3 DR A hEiZry NTV—F 2EET L1y hU—7
ATl NERFIN—T, ATV N Ry T A = HERT D
M FERFHEZYV 7 LTH LRy NYV—2 AT V=7 FEBMLET,

« [ERTATREAR Y — 24 VB —T 4 X (AvailableZones/Interfaces) | : SSH ##5i & 7 7]
THA LV HE—T oA AeBLY = 2BMLET, Y=l X —T A AT
E. [BIRLFEY—2/4 28— 124X (Selected Zoned/Interfaces) | U 2 hdD F oD
TA—=NVRIA L E—T A 2% % AL, BN (Add) 122V vy 27 LET, L—
TRy I A HE—T oA AEBNTHIEHTEET, BRI TWDHAS X —T =
ARETNL =V DTN RCEENTND EXIZDH, ZIHDIL—)LINT /34 A
WA S ET,

) [OK]%Z7 VU vz LT,
ATy 74 [Save (RE) 127V vr7 LET,

[ Cisco Secure Firewall 42200 R 3 — F 7 v TH 4 K
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zzorn [

ZiC, [EBE (Deploy) 1>[ER (Deployment) 1227 VU w7 L, B Y THT A ATHY
V—EREHTEDRL IRV E LT, BEEFRY O—FREATHIETHEIICRY THA,

5% TE O B B

WRIEDEE 2 BRI T D0 IR LET, EEZREMTL2ETIE, 71 A LTEDE

BEHLT 7T 4 TR0 A,

FIE

ATy 1 HLEO[EB (Deploy) 127V v27 LET,

[ 85:[RF (Deploy) ]

Q ¢ & @ adminv s

ECURE

AT9 72 [TRTER (DeployAll) 1227V v 7 LTTRTOT /A AZET D0, [ 72 =B
(Advanced Deploy) %27 U v 27 L GRIRLT=T 34 ATEBHLET,

8: 4 ~TEH
‘ a
1010-2
1010-3
1120-4

node1

node2

D 5 devices are available for deployment

Advanced Deploy Deploy All

I Ready for Deployment
I Ready for Deployment
I Ready for Deployment
I Ready for Deployment

I Ready for Deployment

= 0= 0= @

I+

& 87: 5 E TR

1 device selected

[ @ Search using device name, user name, type, group o status

| Deploy time: Estimate Deploy

Device Modified by
> noded System
> 1010-2 admin, System
> node2 System
> 1010-3 System
> 1120-4 System

Inspect Interruption  Type Group

Last Deploy Time

May 23, 2022 6:49 PM
May 23, 2022 7:09 PM
May 23, 2022 6:49 PM
May 23, 2022 6:43 PM

May 23, 2022 6:49 PM

review Status

B | Resoy for Deployment
[ I Ready for Deployment
2 I Ready for Deployment
B I Ready for Deployment
B |

Ready for Deployment

Cisco Secure Firewall 4200 R 2 — 7y THA K .
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B 'sora—35omex7402

ATY T3 BEANKIILIZZ L 2R LET, BEOAT—Z 22 £ T DHI21E, A=a—"—0 [EH
(Deploy) 1 RZ > OEMICHDLT A 2% Y v LET,

8:RRAAT—2 X

es Objects Integration Deploy Q © adminvy | uih o

Deployments Upgrades @ Health O Tasks (}I Show Notifications

P

m 0 running 5 success 0 warnings 0 failures Filter

@ 1010-2 Deployment to device successful. 2m 13s
@ 1010-3 Deployment to device successful. 2m 4s
© 1120-4 Deployment to device successful. 1m 45s
2 nodel Deployment to device successful. 1m 46s
® node2 Deployment to device successful. 1m 45s

NSO aAa—TFT42F0EFAVTFHFIRX

Threat Defense 5 XU FXOSCLI~ADT7 U X

avw RIA4 A F =T x4 A (CLI) ZHEHA LT AT LDy T v 72TV, AR

WYATLDRNT TN a—T 4 T EITVET, CLITy v a bR —%2RETDHZ
LITTEEHA, CLIIZIE, avY— L R—PEGELTT 7 ERATEET,

NN a—T 4T DEHIZE FXOSCLIWZ T 7B ATEET,

)

(GE)  F7-1%. ThreatDefense T3 ZADEHA X —T = A AZSSH CHEFi C& F£4, =2V —)b
Twiag TR, SSHE v g %5 7 4V kT Threat Defense CLI 1272V . connect
fxos 2~ REZMHH L CFXOSCLICEH i CEx £, SSHERHD A v ¥ —7 = A4 A %[N T
WAEBE, B TT—HA A H =T 2 A A LDOT RLAICERHTEET, T—F A X —T = A
A~DSSHT 7 ¥ 2137 7 + /L F TEDZ > TWET, ZOFIETIL, 57 +/L F TFXO0S
CLI 7B ay ) — iR — T 7 BRZOWTHB LET,

FIE

ATV T CLIIcu /A o3 5100F, BHaL va—FEbary ) —LR— MR LET, 74T
IZ Cisco Secure Firewall 4200 (Z 22> Y — )L r — T )L MHE L TWVRW=, h— R 8—F 4 D
USB-to-RJ-45 L U T A — T N7 PR EATAVLERH Y 3. SHEHOARL—F 7
VAT BB USB YU TV RIANRELTA A R—LLTLEEN, a2V —)LiR—
MET 74/ R TFXOSCLLIZZ2 W £F, ROV Y TAGREZXLEHLET,

[ Cisco Secure Firewall 42200 R 3 — F 7 v TH 4 K



| ©DO T Threat Defense D ERA

—

T —

ATy T2

ATvT3

F—BAUE—T A ATOEEEHDO LS5 TLva—F1>7 [}

* 9600 7R —

87 —X By b

NUT 4R

*1Aby7 Ev b
FXOSCLIIZ#ft L ¥, +—% —H admin &, #IlE > b7 v TRHICRE L2/ AT — N &
AL TCLLIZr 7 A LET (57740 MEAdminl2l) |
fl :

firepower login: admin

Password:

Last login: Thu May 16 14:01:03 UTC 2019 on ttySO
Successful login attempts for user 'admin' : 1

firepower#

Threat Defense CLI (27 7 & A LE 7,

connect ftd

1 -

firepower# connect ftd

>

77 A %I, CLI TR 2~y FOBREMET 51T, hep £723? 2 A L%
9, HHAJTEIC OV, [Cisco Secure Firewall Threat Defense =~ > KU 77 L Al &
L TLEEN,

Threat Defense CLI /& T3 5121%, exit £72id logout =2~ > RE AN LET,

Zoawr Rk, FXOSCLI a7 MIEY £9, FXOS CLI TEARER 2~ RiZ
DNTIEL, 2?2 AL TLIEENY,

1 :

> exit

firepower#

BRAVA—T A RATHOEBREGED STV a—TFT12T

HHAOEHA L H—T 2 A AZFEHTHRDVIC, ~ 32—V T 7 RRALT—H A 4 —T =
A A& T 55A1E. CDO T ThreatDefense DA ' H—7 oA AL Xy NT—T DREEE
FET AR, HEa P LAV E IR LE T, ThreatDefense % CDO (B L 72 R IZEEEA
VHE—T 2 A AXA THEERT LGS (T—2NEEBA ERFEENST—H ) | AV
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CDO T Threat Defense O &R |
B s s—orrzxcoemEEGEO ST A—F 100

HF—=Tx2 A ALRXy PU—=7 OBRENPEL R STV & EBEER 2 kb 5 rTRENE
NV ET,

IO Ry iE, FEERBRONIGBED N T TN a—T 4 TSI E T,
EEBEHRAT—2 ADERTR

CDO T, [T/3 R (Devices) | > [T/ 1 AEHE (Device Management) ]>[T/\1f X
(Device) 1> [&EE (Management) |>[Y¥Rr—2 v 7Y X - #EREM (Manager Access
- Configuration Details) ] > [#&#t&X T—% X (Connection Status) ] ~X— " T Bl#HfkE A
TR AR LET,

EHEHE D AT — X A FKoxd HIZIE, Threat Defense CLI T, sftunnd-status-brief =<
Y REASLET, stunne-status 2 LT, LV eeRBFWEsRr+s2LbTaE
R

Z 0 AREOHER OB RITTRLUES, BT F v 320 THEEkk] HHRen—he—
MEBRNFE RSN THEE A,

> sftunnel-status-brief

PEER:10.10.17.202

Registration: Completed.

Connection to peer '10.10.17.202' Attempted at Mon Jun 15 09:21:57 2020 UTC

Last disconnect time : Mon Jun 15 09:19:09 2020 UTC

Last disconnect reason : Both control and event channel connections with peer went
down

Ty TREBOEROH I 2RI LET, E7F v rbén— b= MEERRFRESN
"Cl/\i‘é—o

> sftunnel-status-brief

PEER:10.10.17.202

Peer channel Channel-A is valid type (CONTROL), using 'ethO', connected to
'10.10.17.202" via '10.10.17.222"

Peer channel Channel-B is valid type (EVENT), using 'ethO', connected to
'10.10.17.202" via '10.10.17.222"

Registration: Completed.

IPv4 Connection to peer '10.10.17.202' Start Time: Wed Jun 10 14:27:12 2020 UTC
Heartbeat Send Time: Mon Jun 15 09:02:08 2020 UTC

Heartbeat Received Time: Mon Jun 15 09:02:16 2020 UTC

Threat Defense v b7 —J RO KRR

Threat Defense CLI T, BRIV N~ —V % TV R T—H A L HF—T 24 ADR Y
NI — I BEEFRTLET,

show networ k

> show network
===============| System Information ]===============

Hostname . ftd-1
DNS Servers : 208.67.220.220,208.67.222.222
Management port : 8305
IPv4 Default route
Gateway : data-interfaces

IPv6 Default route

[ Cisco Secure Firewall 42200 R 3 — F 7 v TH 4 K
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Gateway

[ mana
State :
Link
Channels
Mode
MDI/MDIX
MTU

MAC Address

Configuration
Address
Netmask
Gateway

===============[ Proxy Infor
State
Authentication

======[ System Information -
DNS Servers :
Interfaces

——————————————_ [ Ethernetl/l

MTU

MAC Address :
—————————————————————— [ IPv4
Configuration

Address

Netmask

Gateway

Configuration

F—BAUE—T A ATOEEEHDO LS5 TLva—F1>7 [}

data-interfaces

gement0 ]
Enabled
Up
Management & Events
Non-Autonegotiation
Auto/MDIX

1500
28:6F:7F:D3:CB:8D

10.99.10.4
255.255.255.0
10.99.10.1

Disabled

mation ]
Disabled
Disabled

Data Interfaces ]======

Ethernetl/1

Enabled
Up
outside
1500
28:6F:7F:D3:CB:8F

] ______________________
Manual
10.89.5.29
255.255.255.192
10.89.5.1

Disabled

CDO A Threat Defense D& EFDFER

Threat Defense CLI T, CDO BN E T LIz Z ¢ 2R LET, Zoa<wr Rk,
COBAED AT —H A FoRkT D HDO TRV LITHERE LTI EE N,

show managers

> show managers
Type

Host

Display name
Identifier
Registration
Management type

CDO ~M ping

Manager
accountl.app.us.cdo.cisco.com
accountl.app.us.cdo.cisco.com

f7ffad78-bfl6-1lec-a737-baa2f76e£602

Completed
Configuration

.
&

B iEPA

Threat Defense CLI C, kD a~ > REHEHL T, T—X¥A X —7 A A5 CDO I

ping L7,
ping cdo_hostname

Cisco Secure Firewall 4200 2 2 — +7 v 7/ 4 K |}
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Threat Defense CLI C, RO a2~ REH LT, A 4 —7 =14 AH) 5 CDO IZ ping
LET, ZHUL, N7 TP Lb—0 2N LTCT—F A EZ—T oA RAIV—TFT 4 VT EINFE

R

ping system cdo_hostname

Threat Defense REA 2 —T A ATOD/T Y FOF v TF v
Threat Defense CLI G, WXy 7 7L —> 4 ¥ —7 x4 A (nlp_int tap) T/ > b

XY TTF X LT, FEAT Yy FBRREINTODEINE I NEERLET,

capture nameinterface nlp_int_tap trace detail match ip any any

show capturename tr ace detail

REA VEZ—T A RADRAT—R R, #idt. BLU\Try FEOHER
Threat Defense CLI T, NNy 27 7L —> A X —7 =4 A (nlp int tap) (ZE$ 51

WMEBZRLTIZEN,

show inter ace detail

> show interface detail

[...]

Interface Internal-Data0/1 "nlp int tap", is up, line protocol is up
Hardware is en vtun rev00, BW Unknown Speed-Capability, DLY 1000 usec

(Full-duplex), (1000 Mbps)
Input flow control is unsupported,
MAC address 0000.0100.0001,
IP address 169.254.1.1,
37 packets input, 2822 bytes,
Received 0 broadcasts, 0 runts,

MTU 1500

output flow control is unsupported

subnet mask 255.255.255.248
0 no buffer
0 giants

0 input errors, 0 CRC, 0 frame, O overrun, 0 ignored, 0 abort
0 pause input, 0 resume input

0 L2 decode drops

5 packets output, 370 bytes, 0 underruns

0 pause output, 0 resume output

0 output errors, 0 collisions, 0 interface resets

0 late collisions, 0 deferred

0 input reset drops, 0 output reset drops

input queue (blocks free curr/low): hardware (0/0)

output queue (blocks free curr/low): hardware (0/0)

Traffic Statistics for "nlp int tap":
37 packets input, 2304 bytes
5 packets output, 300 bytes
37 packets dropped
1 minute input rate 0 pkts/sec,
minute output rate 0 pkts/sec,
minute drop rate, 0 pkts/sec
minute input rate 0 pkts/sec,
minute output rate 0 pkts/sec,
5 minute drop rate, 0 pkts/sec
Control Point Interface States:
Interface number is 14
Interface config status is active
Interface state is active

o 0=
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F—BAUE—T A ATOEEEHDO LS5 TLva—F1>7 [}

IW—TF 4 20 & NAT OHESR

Threat Defense CLI T, T 7 4/ hLb— T (S*) DBMENTWEZ &, BXOEHEA
4 —7 x4 A (nlp_int tap) ([ZWNHE NAT L— A3 FET H 2 L &2t LET,

show route

> show route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN
i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route
SI - Static InterVRF
Gateway of last resort is 10.89.5.1 to network 0.0.0.0

S* 0.0.0.0 0.0.0.0 [1/0] via 10.89.5.1, outside

C 10.89.5.0 255.255.255.192 is directly connected, outside
L 10.89.5.29 255.255.255.255 is directly connected, outside
>

show nat

> show nat

Auto NAT Policies (Section 2)
1 (nlp int tap) to (outside) source static nlp server 0 sftunnel intf3 interface
service tcp 8305 8305
translate hits = 0, untranslate hits = 6
2 (nlp int tap) to (outside) source static nlp server 0 ssh intf3 interface service
tcp ssh ssh
translate hits = 0, untranslate hits = 73
3 (nlp int tap) to (outside) source static nlp server 0 sftunnel ipvé intf3 interface
ipv6 service tcp 8305 8305
translate hits = 0, untranslate hits = 0
4 (nlp int tap) to (outside) source dynamic nlp client 0 intf3 interface
translate hits = 174, untranslate hits = 0
5 (nlp_int tap) to (outside) source dynamic nlp client 0 ipvé6 intf3 interface ipvé
translate hits = 0, untranslate hits = 0
>

Z DD TE DHERR

WKDa<y REZR LT, MOTXCORENTFETHI 2R LET, Zhbnav
> FD% <%, CDO O[T /314 X (Devices) |>[T/31f X EHE (Device Management) |>
[T/314 R (Device) 1>[B#E (Management) |>[Y¥r—I ¥ 7V X - 1Bl (Manager
Access - Configuration Details) ]>[CLIH 1 (CLI Output) | ~—Y THiEETE LT,

show running-config sftunnel

> show running-config sftunnel
sftunnel interface outside
sftunnel port 8305

show running-config ip-client

Cisco Secure Firewall 4200 2 2 — +7 v 7/ 4 K |}
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> show running-config ip-client
ip-client outside

show conn addressfmc_ip

> show conn address 10.89.5.35
5 in use, 16 most used
Inspect Snort:
preserve-connection: 0 enabled, 0 in effect, 0 most enabled, 0 most in effect

TCP nlp int tap 10.89.5.29(169.254.1.2):51231 outside 10.89.5.35:8305, idle 0:00:04,
bytes 86684, flags UxIO

TCP nlp int tap 10.89.5.29(169.254.1.2):8305 outside 10.89.5.35:52019, idle 0:00:02,
bytes 1630834, flags UIO

>

DDNSDOE#HNEI L =M E SN EHERT S
Threat Defense CLI T, DDNS O FFHBH L= E ) D EfER L E 7,
debug ddns
> debug ddns
DDNS update request = /v3/update?hostname=domain.example.org&myip=209.165.200.225
Successfuly updated the DDNS sever with current IP addresses

DDNS: Another update completed, outstanding = 0
DDNS: IDB SB total = 0

TSR L 72858 1%, debughttp =~ R & debugss =~ > R&H L £9, GEHAE
DORRFEN TR L T2 E51%, b— RREEDR T SA RZA VA R — /L EN TS Z L &R
Liﬁ—o

show crypto ca certificates trustpoint_name
DDNS O#hi{EZ gzt 4 51213 -

show ddns updateinterface fmc_access ifc_name

> show ddns update interface outside
Dynamic DNS Update on outside:
Update Method Name Update Destination
RBD DDNS not available
Last Update attempted on 04:11:58.083 UTC Thu Jun 11 2020
Status : Success

FODN : domain.example.org
IP addresses : 209.165.200.225

cbo a4y J7AILDHER

https://cisco.com/go/fmc-reg-error & 2 L TL 72 &0y,
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00 i L b BEoHEON—L v [

CDO DiFEHmMAKONI-ZEDEEDOO—IL/INY D

&

Threat Defense T~ 32—V ¥ 7 7 v AT =4 A 2 —T =24 A&FEHL, 2y T —7 8
LIRS D CDO D b ORERRZE % JEBH 3 5854, Threat Defense DAL & % (BB L 74
Rlce—ny 7 LT, BHERAE T TEET, TO%, Fy N —J BRSNS X
I CDO CHEER EZ RS L, B CX 7, v— Ny ZHREIX, B kbhv e
WIEATHHATE, ZON I TNy a—TF 4 ITORBUSNTHETE £,

WROTA RTA BB LTLITEIN,

o Fif[A] D R BH D F» Threat Defense T — W /VIZEACTE 9, X HIZLIRIOREBIZT —/1
Ny P FTHZELITTEEEA,

e —Ny 71X, CDOTHRECTEDIRTBICOAFELET, 2L 2L, v—nA Ny 7,
Threat Defense CLI TO LK E T AHEMAEHA L X —T = A AZEHHET 5 12— b UL
\ZITEEE L £H A, configurenetwork management-data-interface =~ > R & fli [l L 7= fc %
DCDO EHBRICT —H A v 2 —T oA AREEETE L, rollback 2~ > FEFEHT5 &,
ZNHDORTITMEFF SN LICEE L TLIEE N, &EICER SN CDORTEIZ T —
Ny 7 SnET,

« IETORBRAPICEF N7 7 b+ 78 RSCEPFFHET —ZIu—L Xy 7 TE 4
Po

e m—/L Ny ZJHNZ, BUEDRENZ VT SNdTo, #iN Fa vy 7ShET,
FIE

Threat Defense CLI C. LLEIORER~a —1L "y 7 LFE T,
configure policy rollback

17— LNy 7% Threat Defense (T2 —/L 3w Z BNIERIZSET L2 2 & 2 CDOWZHEE LE T,
CDO TlE, #lkn o —n Ry 7 &N & 2R =N BB IR I ET,

GE) m—LNy 7RI L. CDO FELNE L SN a I, — AR o fEIZ >
VN TChttps://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw-virtual/
215258-troubleshooting-firepower-threat-defense.htmlz 2 L T 72 &V, HHEIZ L -
Tli&. CDO BT 7 ADETLRIZ T — ANy I RRIET L2 DY £9, 2
DpE . CDO MR DRI A fiF LT, CDO bR TE £,

&1
TR XTI BRICTF—F A B —T A ZA&EHE T B Threat Defense DA :

> configure policy rollback

The last deployment to this FTD was on June 1, 2022 and its status was Successful.
Do you want to continue [Y/N]?

Y
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Rolling back complete configuration on the FTD. This will take time.

Policy rollback was successful on the FTD.
Configuration has been reverted back to transaction id:
Following is the rollback summary:

ATy T2 ERHERNFML SN2 L AR LET,

CDO T, [T/3M R (Devices) |>[T/3\1 REHE (DeviceManagement) ]>[7T/31 X
(Device) 1> [&EHE (Management) |>[¥Rr—2 v 7YX - HERkEEM (Manager Access-
Configuration Details) ] > [### X T—% X (Connection Status) | ~— 2 TE B A T — &
AxHERLET,

BB D AT — X A% Fx9 5HI121E. Threat Defense CLI T. sftunnel-status-brief =~ > K
AN LET,

PG OEMEIIZ 10 LA LD D581, RO N T TN a—T 4 VT EITIOIMERH D F
To T—HAUH—T 2 A ATOEHEGO N T TNV a—T 17 (1275—2) 5L
TLIEEW,

CDO #ERALI-7 74 7o +—ILOERDYIB

VAT LAEBUNC Y vy NI ENEE T, BMIZERY T S 2Rz EBIRA
Ao FEMLENTEE, BRI 7AN VAT AOBEEREIXE-FTR/BYET, Ny
I 7Ty RTEFILEEOTa ANFITINTWT, EIRT 7 72k \i=0, EIRZ Y
L7 T2E, 77A4T U4 NETL—ATN Ty y NETUTERNIEERZTEBNT
<&V,

Management Center Z £/ L C A7 A& WYY v~ hE T TEET,

FIE

ATY 1 [T/INA R (Devices) |>[T/34 REHE (Device Management) &38R L £,

ATy T2 HEBTLT A 20MICH 5 [fRE (Bdit) 1 () 227U v27 LET,

RAT9 T3 [FT/31 A (Device) |47 %27 Vw7 LET,

AF T8 [VAT L (System) | &7 2 v TIFNALADY %y b4™H > (Shut Down Device) ] (@)
7 Vv LET,

ATYTS Tar T IRERENTEDL, TRAADY Y v MUV EHRLET,

ARTYT6 AV I—=AnoT 7 AT T4 — VIR L TWDEEE., 77 AT UA—ABY Yy hE T
THEZWL VAT AT By S Met=F—LET, ROTB T IMRRRINET,

System is stopped.
It is safe to power off now.
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ATy T17

RDRAT Y

zozx7y7 ||

Do you want to reboot instead? [y/N]

Y= BEERE L TWRWGAIE, R3O TV AT ANV Yy N T LD %
MR LET,

VIR U CEIRAA v T 24720, BIRT 7 7 &KW T v — v bW ERICEIRZ ELY
NdzZncxxd,

O

5

CDO % fi [ L 7= Threat Defense DFXE % HifT79 H1Z1%. Cisco Defense Orchestrator 78— L ~3—
TESHRLTLIEEN,
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B,
=% =R

ASDM Z {£ A L 7= ASA O &R

COEOHRRE

ERARER T _XRTCOARNL—T 4 VT VAT AE R =V MR T A1, [KEe 7T 7
g—varvbkerx—UxEROT5HE 1—) | E2RLTIEIN, ZOEONE
IX. ASDM %325 ASA IZ#H I NE T,

ZOETIE, BEARNR X2 )T 4R V—OREFIBICOWTHHALET, LV EERE
HNRHDGEITHRETA R LT EZE0,

F27AT724—IIZDONT

N— K7 =7 Ti&, ThreatDefense ¥ 7 bV =7 £72I1XASA V7 b =T #Ef7C&x £,
Threat Defense & ASA O] THI D B 2 21T 5 BRICIL, T35 ADFHA A—UAL RN BEZ/R D F
T BUEA VA R—=AENTWDEHEDEITRRD YT MY =T A=V a UBRRBLERGE LA
A=A MEE T, Cisco Secure Firewall ASA and Secure Firewall Threat Defense Reimage Guide
EHLTIZEEN,

7 7 AT U4 —/E, Secure Firewall eXtensible XL —7 ¢ > 7 L A7 A (FX0S) &FEEH
HHI LI DA RV —T 4 VT VAT AEFITLET, 77 A 7 U4+ —/LITFXO0S Secure Firewall
ChassisManager # R — r L TWERA, FTFTTN T a—T 4 Z7HELTRERLAZCLIDOA
WY R—FESNTVET, FEMITONTIE, CiscoFX0S N7 7Ny a—F 47 A R

(Firepower Threat Defense % 5217 L C\> % Firepower 1000/2100 33 & Of Cisco Secure Firewall
3100/4200 1) Z2ZW LTI 2SN,

TSAN—ERT— R AV 77 AT U4 —/VIZITEAGESIE SIERE T, FEmAYIZIY
ETHZLELHVERFA, L, 2—VF—LAREORETIE, MAFENEREMHEHTEE
T ZO%A. REMEERFC SNMP O HRFIC, BHEEDEABOIIGTHEZHER TE 25605
nEF,

e ASA 2DV T (138 ~X—3)

s LU RY—Z U ROHX AT (139 X—7)

e Xy NT—VEELT 7 4L FREDORHET (141 <—)

« T 7 AT U —NDr—T NV (143 X—)

« T AT 4 — L DOEIFELAN (144 =—)

o« (EEB) IP7 RLADER (145 2—)

« ASDM ~Du 7 A > (146 ~—7)
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B ssazouc

ASDM %A L1- ASADER |

e TABLUADRE (147 =—)

* ASA DFRTE (154 ~—)

* ASA BEXOFXOSCLI ~D7 7 & A (155 _—)
CWRDAT w7 (157 X—2)

ASA [CTDUNT

ASA 5500-X

ASAE, 1 DDTNRA ATEHETAT— N INR T 7 AT U4 —VIEREB L VPN a2t
hL—& —EREARAE L £,

E DT

ASA 5500-X OF%E% =2 &' — LT, Cisco Secure Firewall 4200 (2R 0 HiF 2 Z &t Cc&x F9, 7=

L, REAZELETLHMNERNHVES, £72. 77 v M7+ — LM OBEEOMEAIER LT

<TIEENVY,

1. ®EZ 3 —7 5HITIE, ASA 5500-X T moresystem:running-config 2~ > K& A L &
j—O

2. MEIISULCHREZWELET UTEZZH) .

3. DALY — LR—NIBREL, Fa— L ar 7 4 FX¥al—YarET— REBBLET,

ciscoasa> enable

Password:

The enable password is not set. Please set it now.
Enter Password: **%%xx

Repeat Password: ***%x*x*x

ciscoasa# configure terminal

ciscoasa (confiqg) #

4. clear configureall =~ > RZEH LT, BUEOREEZZ VT LET,
5. ASACLI TEH SN EZ D AT £,

ZDOHA RTIE, LHHEAEREOT 74V FEEEZRHELE LTWAH7D, BEFOREICHEY 17
HEE. ZOHA RO—EBOFIATL ASA IZHEH SN FEH A,

ASA 5500-X % E

Cisco Secure Firewall 4200 D% E

PAK 71 A

Av—h T4 R

REEZ I —LTHEW T 5 &, PAK 74 &2 A ILEH
SNFE¥A, TZHNMVITIETIA B ARFA VA F—L X
NTnWEHA, Av— 74T TIE, Av—F
T4V U T = N—TE R LT TA B ARG T
LZMERHY T, Av—FrTF7A4 871X, ASDM %
TIEXSSHT 7 BRICHELET (UUTE22H) |
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| AsDM % & L 1= ASA DERE

EST PR T YICN |

ASA 5500-X %

Cisco Secure Firewall 4200 D% E

A ASDM 7 7 & A

ASDM |[ZEfi CTX 72y, A~w— K S4BT H—
IN—ZBEETERWEAIT, BB DR ERTE L5
BTH, VPN L7232 DO 58S e SLHEE DRUE &
HIBRL £,

7Sk 3DES) TA B AEEMS LRI, Zh
SOMREEHERNCT LI ENTEET,
ZOMEORIRIE, ASA IZiE, FHT 7R IR LTD
FHT 7 /v N TIDESHERENZENTNWDHZ & TT, iy
e LREZ A ohic T D & ASDM B L OVHTTPS k&7
T4 vT (Av—hTA VT ==L D2 L)
N7y ISNET, ZOA— L0, EE1/1 L
DEMERA L Z—T oA AR SN TWABRETT,
SSH 1T B L Z T £8 A,

A H—=T7xAAID

HLONA—Ry=71ID & —EHTLEICA v F—T A
AID AR LTLIZEWN, & xiE, ASAS5525-XITiE,
Management 0/0, GigabitEthernet 0/0 ~ 0/5 238 £ T\ E
7, Firepower 1120 (21X, Management 1/1 33 X O Ethernet
1T ~18 BNEENTVET,

boot system =~ >

ASA 5500-X Tl&. K 4O boot system =< > K Z i ]
LT, T A A=V EBETEET,

Cisco Secure Firewall 4200 Tl 1 -2 boot system =2~ > N
DHPBFFRISND T2, B AT 2 RIS 1 DESh 03T
Da<y REHIRTOILERHD ET, 7— " A—T%
B 5 72 OIT BRI HEAA ENRN T FEERITTE
DA~y REgEIlHOL0EITH Y £ A, bootsystem
Ur— FRHZIE, &Rl — RS 7—h £ A=)
HIZFITSNET,

boot system =~ > ik, AARFIZT 7 v a v &FATLE
To VAT AFIA ATV EBEEL TR L, 7 — MNEIT

(FXOS I L » TEH EIND disk0 DN 7 — 3 V)

Cat—LET, ASAZVr—RT5&, HLnA A—
Una— RINET,

ITVRY—IVFDZRY

Ux— VT ASA B L TERET DICIE, ROF AT ZZMLTIIZE,
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- EPIEEIYYEY

89: TV KFY—TIVFDRRY

N N ¥\ N
Pre- 1 )install the (2 ) Review the (3 cable the 4 ) Power on the
Configuration firewall network and firewall firewall
default config —p —>
v
ASA CLI 5 ) (optional)
Change the IP
Address
2 . l ¥ o . 72 ]
ASDM (.6 )Log into (9 ) Configure \10) configure the
ASDM feature ASA
licenses —»
l A
/=N
Cisco \.7 ) Obtain
Commerce Standard
Workspace license and
feature
licenses
Smart ::\__8_,:3 Generate a
Software license token
Manager for the chassis
(1) | FiEE TIAT T A= EA VAP LET, N FY =T REAA FESR LTS
L4 W,
(o)) | FHIRE Xy MU=V EE LT 7 40 FEREOHE (141 X—) |
&
(3 | FHIERE T AT T r—NDr—T NV (143 X—2) |
9
(a) |FFARE 77 AT U —AOBRBEA (144 3—2)
5 |ASACLI (fEE) IP 7 FLADZEHE (145 <—) ,
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| AsDM % & L 1= ASA DERE
v ro—sEEeF oL rEE0RE [

i/é--\: ASDM ASDM ~D a7 A > (146 ~—) |
/5 |Cisco Commerce EATA RV RLAT Y a v OBIET A L AR TG LET ( (54 Lr ADRE
\/ | Workspace (147 ~—2) 1) o

(8 Smart Software Manager | & v —3 DT AL A =7 U EERLET ([T 20F%E (1475—) 1) .

(g |ASDM MRES AL AERELET ( (94 BL20HRE (1472—) 1) .
Ay
10) |ASDM ASA DFGE (154 ~—=2)

—_— =L == =

2y RI—OFEET IAI FEREDIEE
WOKIL, ASATDOT 74V rDOFRy NU—7BEZRLTCHWET (T 74V MREXMHH) .
NERA B —T 2 A AT —T T T ADDSLET AMIEEET A8 A X, ASARHNELR >
NI =7 DFTRTCON—T 47 ENAT ZEITTHEH1C, ETL%E2T7 Y v VE—RIZTD

TEEBEIOLET, A —T = A AWNISPITREET D 72 DIZ PPPoE A iR ET D BN
HOHBEENT. FOREE ASDM AF— T v 70 4 PF—RNTITH Z &N TEET,

)

CE) ASDM ~DT 7RV AT 74/ FONEIP 7 LR ZFEH TR 0WEEA1%. ASA CLI THES
IP7 RLAZBRETEZET, (LE) IPT RLADOET (1453—2) 2B L TIHEIN,
72l 21X, OX I BRRBMITBNT, NEIP 7 RLRAOEERKBEICRIBENH Y £7°,

A H—T 2 A AR T T ANV E Ry R TH 5 192.168.1.0 k> hT—7
FDIP 7 FL2OEEEZRAL DA, DHCP U — AN KL L, SNBA v Z—T = A AN
IP7 RLAZEAELERA, ZOREEIX. ASARFRIUCRY hU—27 EIZ225oDA % —
T2 A AERFOZENTERWEOICEAELET, ZOEA, WP 7 RLARH LW
Xy NI =2 BICHFET AL OICERTHMLERD D £97,

s ASA ZEETFONE R » N U —ZIZIBIMT 25681F. WEIP 7 RUARBEFEO R Y U —
I FICIFET ALY ICEFHTALERH Y 3,
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( Outside

outside
Etherneti/
DHCP from outside nw

DHCP from
management nw

inside
Ethernet1/2
192.168.1.1

Management Computer
DHCP from inside ifc: 192.168.1.x

Cisco Secure Firewall 4200 D7 7 # )L &5

ASDM %A L1- ASADER |

b

(Optional)
Manag
Computer

Cisco Secure Firewall 4200 @ T3 HIMEED T 7 4V FEREIT. RO LBV T,

e REBMSHEBAD ST 1 w45 70— : Ethernet 1/1 (A4F) . Ethernet 1/2 (INER)

« DHCP ODHERIP 7 FL A, REBIP 7 FL R :192.168.1.1

« B8 : Management 1/1 (%F2E) . DHCP "D IP 7 RL-A

« WA > #—7 = A AD DHCP H—/\—

o #L¥8 DHCP., &3 DHCP 7>5DT 74 )L b JL— k

«ASDM 77t A : HHIER A b ENEIR A MIFFA SN E T, NERAR A MiE 192.168.1.0/24

Xy NT—=ZIZREINET,

* NAT : WESNBAEE~DTXTD N T 7 4 v 7V HDA X —7 = A A PAT,

¢ DNS #—/3— : OpenDNS #— 3— [T dH 50 LD S TWET,

ZDarZ4Xal—va ko avy RTHERINWTOWET,

interface Managementl/1
management-only
nameif management
security-level 100
ip address dhcp setroute
no shutdown

[ Cisco Secure Firewall 42200 R 3 — F 7 v TH 4 K



| AsDM % & L 1= ASA DERE

|
interface Ethernetl/1
nameif outside
security-level O
ip address dhcp setroute
no shutdown
|
interface Ethernetl/2
nameif inside
security-level 100
ip address 192.168.1.1 255.255.255.0
no shutdown
|
object network obj any
subnet 0.0.0.0 0.0.0.0
nat (any,outside) dynamic interface
|
http server enable
http 0.0.0.0 0.0.0.0 management
http 192.168.1.0 255.255.255.0 inside
|

dhcpd auto_config outside

T7AT I+ —ILDr— TV .

dhcpd address 192.168.1.20-192.168.1.254 inside

dhcpd enable inside

|

dns domain-lookup outside
dns server-group DefaultDNS

name-server 208.67.222.222 outside
name-server 208.67.220.220 outside

274 T 94— LDy —T)LES

[ 90 : Cisco Secure Firewall 4200 0 — 7' )45

(Optional) Console port —]

Ethernet 11
management,
DHCP from outside nw

i

Y

N oo Frwwnll [
@ all o= &
I ~ A it o
LO00O00A0OA0A o] o 2 00O0A0N0ACA00
© O
[
——
L Ethernet1/2 L——— (Alt.) Management 1/1
inside, 192.168.1.1 management,
DHCP from mgmt nw
[ Outside 3\ 3\ 3\
Management Computer \ » ¥ » N )
DHCP from inside ife: 192.168.1.x Other Data Networks

Management 1/1 F 72131 —3 % >~ b 1/2 D402 T Cisco Secure Firewall 4200 2 & E L £ 97,

T 7 )V FERE T, Ethernetl/l 4L LT

1R BHHIIZ

RELET,

T BB —T A ABLOF S a3 OB AR— NMTSFPEIRY 173, AR
A— I, SFPEY 22—V ENE LT 5 1/10/25 Gb SFP "— F TT,
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ASDM %A L1- ASADER |
B o 7vr—rommEEA

s (ATvay) ary—nNr—TNEAFLET, TIFNV T T AT U F—I2
V=T BMER LT RN, R8—F ¢ D USB-to-RI-45 L U 7L —7
NI EREATDMNENDY T,

FIE

ATVl vy —VEROMITET, "~ RV =TRETA RESHLTIEIN,

ATYT2 EHa L Ea—FE2RONTNNDA L F—T = A ZATHRLET,
* Management 1/1 : Management 1/1 Z&Hxy U — 7 1CHH L, HEHa L o —Z NEH
Xy NU—27 B2 D, T 7B ATEDZ & 2R LE 3, Management 1/1 13,
FHA Y hU—27 EODHCP — =5 P 7 RLAZRGLET, ZOAf ¥ —T =
A AEEAT2561F, FHa L Ea—2n5 P T RURICHERTE 5 L 912, ASA LD
FOBTONDIPT RLAZRETIHLENH Y 7,

BIDOERA B —T = A ARMEIRA 1L, % T Management 1/2 #5%E TX £ 97,

Ethernet 1/2 : IR EDT=HOIZ, HFB 2 ¥ o —H % Ethernet 1/2 ICEBHEHE LET,
721X, Ethernet12 ZWNEiry U —71ZHH LET, WiEiry hU—2 LDV 747
FPUMNASAILT 7V BATEL-D, BHaVE2—2RNFOXy NU—7 RIZhbHZ L
iR LE 9, Ethernet 12 \ZIXT 74/ D IP 7 KL A (192.168.1.1) RAHV., 774
Trh (BHa Ea—X%E5T) [ZIPT FRLAZEMT 572912 DHCP —/3— ¢, 5
ITENDTD, ZNHDOFREPBFEONIHLLR Yy hU—7 ORELHHELRNEHITLTL
72 &\ (Cisco Secure Firewall 4200 D7 7 /L hi%E (142 X—) ZHH) |

. A=y NR2DIPT RLAEZT 74/ b OERETINLEN S HEEIL. &8
arv¥a—FEaryy—R— NIIr—7NERTH0ELHY ET, ((FER) IPT7T KL
ADEE (145 =) R LTI,

BTHDOA B —T oA 25 ASA BT VB2 EHETEXF T, ASA O—EKRI R ED%
EHA RESRLTLEEN,

ATw T3 HERR y U — 2 % EBthernetl/1 A v Z — 7 = A AZ#HE L £,

Av—h VT =T AV TDOEA, ASA I License Authority (C7 7 £ A T& 5 &
INZT DDA Z—Fy T 7B RAEZLELE LET,

ATV T4 YDA L H =T oA RO Ry NU—7 ZHE L £7,

274 T 24— ILDOERERZRA

VAT LDOERIE, T AT VA= NAOEHEICHLT v I —EFBRAAL v FICL o THIIS I E
T, BRAA v FIE, V7 MEHAA v F L L CHERES R TWET, Zhicky, VAT 240
TL—ATI v x%y NETUNRYR—FEN, VATAL V7 Ny =2TBIOF—Z OMEO
URAT7 BB SET,

[ Cisco Secure Firewall 42200 R 3 — F 7 v TH 4 K


https://cisco.com/go/secure-firewall-3100-install
https://www.cisco.com/go/asa-config
https://www.cisco.com/go/asa-config

| AsDM % & L 1= ASA DERE
& P7rLzozE ||

FIE

ATFYT1 BFEa—RE2 77 AT U r— I8 L, BEa v MoERELET,
AT T2 vy —rOFET, BRa— NICHET 2EEN 0 v h—2 A TOERAL I T AL v F
AL CERE L I LET,

ATYT3 T7AT U+ —LOYEmEIIHHERLED R LET, BAICSITLTWAESIE. 774
T 73— IVOBEIRN A > TUVWET,

91: R T LE S VER LED

System LED ——
Power LED ——

Z?W7477477?%”@%@K%5V1?Aum%%uLi? BEIZEIT L TWAEAIL, &
TRBEAZWNIZ AR LTV ET,

Gx) AA v TF % ONDS OFF IZEIN 25 &, VAT LAOERNPEEIZEINS £ T
BRI NABZERHV FET, ZOfIE. > v — O/ SR DOER LED 23k
MR L ET, B LED N4 7R 5 E TERAT L2V TEE N,

EFE) P7RLADEHR

ASDM 7 72 RIZT 74NV FDIP T RLAEZMHTER2WEEIL, ASA CLI THERA v & —
T2AADIPT FLAZRETEET,

)

CE) ZoFIETIE., ?7ﬁwbﬂiéﬁﬁb BIRLZZIP T FLALERELET, 20D, £
9D ASARTEICEFZMZ =561, ZOFEEZFEHALRNTL S0,

FIE

ATFYT1 ASA 2LV —)LR— MNIEGEL, Fa— ar 7 4 X2l —3 gy B— RIADET, 5
MizoWTIE., TASABLXOFXOSCLI~DOT7 7k A (1552—) | ZR LT &,
AT T2 BRLZIPT RLAREHLTCT 74V bREEZETLET,

configure factory-default [ip_address [mask]]

Cisco Secure Firewall 4200 2 2 — +7 v 7/ 4 K |}



B ssov~onsqy

ATvT3

ASDM %A L1- ASADER |

1 -

ciscoasa (config)# configure factory-default 10.1.1.151 255.255.255.0
Based on the management IP address and mask, the DHCP address
pool size is reduced to 103 from the platform limit 256

WARNING: The boot system configuration will be cleared.

The first image found in diskO:/ will be used to boot the
system on the next reload.

Verify there is a valid image on disk0:/ or the system will
not boot.

Begin to apply factory-default configuration:

Clear all configuration

Executing command: interface ethernetl/2

Executing command: nameif inside

INFO: Security level for "inside" set to 100 by default.
Executing command: ip address 10.1.1.151 255.255.255.0
Executing command: security-level 100

Executing command: no shutdown

Executing command: exit

Executing command: http server enable

Executing command: http 10.1.1.0 255.255.255.0 management
Executing command: dhcpd address 10.1.1.152-10.1.1.254 management
Executing command: dhcpd enable management

Executing command: logging asdm informational
Factory-default configuration is completed

ciscoasa (config) #

FIFN AT 4 X2 L= a3 BT Ty a AEVITIRELET,

write memory

ASDM ~DO 5 1 >

ASDM Z#EEI L T, ASAZHRETE D LHIICLET,

ASAIZIX, BT 7 ¥ ADH A XRIT LT 3DESHERENNT 7 4+ /L F TEHENTVDH DT, Smart
Software Manager |24/t C&, 7T <IZASDM ZfiHT 5 Z & & T&£7, £IC ASA TSSH 7
7B AERET DAL, SSHEBXLUSCP M+ 52 L b T ET, mERK S {ba L
LT HEOMOERE (VPN 72 &) Tld, & #IZ Smart Software Manager (28 $k T 2 LB & 5
EER AN E N> TV D RLERDH Y £9,

N

CE) BT DANCEmERE S LA TE DO EZRA D & (HEg8 2 SO AFE L T

HEATYH) . HITPS B2 DA v 2 — T =4 AT Ruy 73, B TEXEEA,

DON— OB, BHEI 72 EOEREHA L F—T = A AR SN TN D5ATY, SSH
I L Z T8 A, HTTPS BN Kb =851%, 22> Y — /L AR — MO L T ASA % 7F
WIET DD, BHERA VX —7 oA ARG T D0, ETRILEER SAEEEA IR E ST

WRWA U H—T = f A TEERT D ENTEET,
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| AsDM % & L 1= ASA DERE

ATy

ATy T2
ATvT3

ATvT4

sttvzoiz |

1R BHHIIZ

« ASDM % EATT 5 72 DBELEIZ DWW TlE, Cisco.com ® [ASDM U VU —=2 7 — L] 2#&H
LTL7EEN,

FIE

7T IO URL Z# A LET,
* https://192.168.1.1 : W (Ethernet 1/2) A > ¥ —7 A ADIP T KL A,
« https://management_ip : DHCP &I D U THONTZEHA V¥ —T oA ADIP T KL A,

G¥) http:// °IP 7 KL A (57 4/ ME HTTP) TiE/2< . %3 https:// Z8E L TL
72&W, ASA X, HTTP U 7 =& + % HTTPS (CHEIMIZEEE L ¥ A,

[Cisco ASDM] Web ~2— U MNF R S E T, ASAIZZEHENR A 2 b —L ENTWVRNTZDIZ,
TS DEX2 )T 4 EENRKREINDIZERHY T, 20 OEEITEN L T, Web
R—IZT IV EATXFET,

[ASDMS v F ¥ —®D4A X b—)L (Ingtall ASDM Launcher) 1 %27 U 27 L&,
[ OFERIZHEVY, ASDM Z i@ L 3,

[Cisco ASDM-IDM 7 > % — (Cisco ASDM-IDM Launcher) ] 23#/R S E T,
A== L RAT—RDT 4 — )V REZEDOFEFIZLT, [OK]Z27 VU v 7 LET,
AA L ASDM U ¥ RUBRFRINET,

SAtE U RADETE

ASA A —hF T4 BV AZEHALET, BHROA~Y—F 74807 (A F—Xy b
TR ANKE) BERATEET, 3 A7 TS VEHOES, KETA B ATREE
I Smart Software Manager On-Prem (LLRTDY 7 Z 4 h¥—N) ZRETEET, ZNHDL4 7
TA TR ATROFEMZONTIEL, [CiscoASA VU —XDET A B A 2B L
TLEE, ZOHA RIZBFEDOA~— IA IS ET,

VAT A AOHEIZOWTIEEE L <IL, cisco.com/go/licensingguide & &M L TL 72 &1,

Uy — & BEkT 5 &, Smart Software Manager (X7 7 A 7 U 4 —/L & Smart Software Manager
FOEEHOIDFEAELFITLET, o, EETON—F XY AT IV NI 7 AT U4 —
AREID Y THIVET, Smart Software Manager (2887 5 £ Tld, SRELEZITH T LIET
ST FHRRTA B A LE LT HAE~, BIEITOMO R TIIREELZTEEA, T4
A E SN HERRITIRD LB TT,

* Essentials
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ASDM %A L1- ASADER |
B >t xozx

et FX2UT 4 arTHFAL
EE RSl (3DES/AES) : A~— RhT H UL CTEERRE SALAEF A S TWVDRNDN,

BRI EALOF AN SN TS &R ap il L7-BE . SEREE LT A 2 R
BTy MIFEITEBMTE 7,

* Cisco Secure Client : Secure Client Advantage, Secure Client Premier, ¥ 721 Secure Client VPN
D F

ASAZIE, BT 7 B ADH 55T L2 3DESHERENS T 7 4 /L P TEHEN TV H DT, Smart
Software Manager ([Z#Hift C&, T <IZASDM 2fHHT 52 T&EE§, KIZCASATSSHT
IR AERET 2581, SSHBIOSCP 2T 25 2L b TEET, @ERES Lz L
LT HZOMOBEEE (VPN 72 &) TlE. AT Smart Software Manager (28 &k 5 L E N H 5
FER SR A D> T DILERH D £7,

)

GE) BRI HANCEE R S b2 CE 2B EORELZRA D & (MEFH 2R B{L DA E LT
LA TYH) . HTTPS #feldF DA v X —T = A AT Ry 78, B TEEEA,
D=L OB, B 72 EOEBREHA ¥ —T7 = A TEH SN TV DA TT, SSH
T EZZ T EE A, HITPS#ERN Kb 1E, 2 Y — /L A— MIHEHE L T ASA &
BRET D, BEHEMA U F—7 A ATHERT 20, E7IEmER SRR E SN T
WA U H—T o f AT D EMTEET,

Smart Software Manager 7* 5 ASA D% §k b — 7 2 FRT D565, [2O h—7 U Z2EH L TH
gk L7 8L Cm 7 AR — NIlEBERE 2 FF 7] (Allow export-controlled functionality on the products
registered with this token) | F = v 7Ry 7 A& F LT, MARKSLDOTERT A & AN
WHINDEHICLET (THEHOT D P TEOFERPTFAI SN THWDILERHY £T)
WAREFET A B A, =V TR NV U ERHEAT D L [HBL R DBEMEOSE
BEIMICHEME SN D T2 OBIMOBEIAE T, A~v— T H U2 K THRDEEBAL 7]
SNTWRND, B REBALOERANTFRI SN TWD & X an il L7za. W)k s
WA 2T AU MCFBTEBMTEET,

1R BRI

* Smart Software Manager IZ~¥ A X —T7 B 7 N2 FLET,

ERETAT MERBLTRVERIL. Vo2& 70y LTHLWT Iy MEREL
TL 72 &V, Smart Software Manager CTl&, kDO~ A X — T ho v M EERTEET,

s WH=a 7747 AT TR L TREMEEND) HREEEHT 21X, ZHEAD
Smart Software Manager 7 % 7 o~ Ti /) 72551k, (3DES/AES) 7 A B A& TE %
PVENH Y F7,
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| AsDM % & L 1= ASA DERE
sttvzoiz |

FIE

ATvT1 THHAOARA~—N TAR VAT ML, RERIABVANREGEN TS (Dl b
Essentials 7 A4 B ANEGENTWND) T AR LTI TEEN,

TABRE, VAT EITRERIEDN ST A A% REA LTZBEIZ, Smart Software Manager
THY MY 7 SRTWET, 2L, BETIA B AZBNT 208N H 55613,
Cisco Commerce Workspace C [/ & >V U = —3 3 > OiFE (Find Products and Solutions) ] i
K74 —NVREHEHLET, KOTA L APID ZHRBLET,

2:54 € A %EEK

Find Products and Solutions

L-FPR2ZK-ASASC-10=

Search by Product Family | Search for Solutions

» Essentials 7 - A : L-FPR4215-BSE=, Essentials 7 1 & X {IMNHET A L ATI,
* Essentials 7 - © A : L-FPR4225-BSE=, Essentials 7 1 & X {IMNET A L A TI,
« Essentials 7 - £ A : L-FPR4245-BSE=, Essentials 7 1 ¥ A IMBE T A & A TY,

53T FARMT AL A L-FPR4200-ASASC-5=, T F R~ T A & A LB T
HY, =—XEDLETHEEDOTA B AEFEALET,

10 2T %A MT AL A L-FPR4200-ASASC-10=, =T F A ~ T4 & A XBIMHKY
ThHY, =— X HEDLETHEDODTA B A BALET,

« X U7 (Diameter, GTP/GPRS, M3UA, SCTP) : L-FPR4200-ASA-CAR=

« S5 (3DES/AES) T A &1 A : L-FPR4200-ENC-K9=, 7 7 o NI 72mgE
NHGR I I TV WEAIZOHNETT,

« Cisco Secure Client : [Cisco Secure Client JE{EH A Kl #&M L T 72 &V, ASA T,
ZDITA BV AEZEEANIILRNTIEI N,

AT w72  Smart Software Manager C, Z DT /A A& BINTHEMBT DT FOBGE —27 v &2ERL
Tav—LFEd,
a) [Inventory] %7 U v 7 LET,

Cisco Software Central > Smart Software Licensing

Smart Software Licensing

Alerts Inventory License Conversion Reports Email Notification Satellites Activity

b) [General] # 7 T, [New Token] #7 U v 7 LE 7,
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https://apps.cisco.com/Commerce/home
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https://software.cisco.com/#module/SmartLicensing

ASDM %A L1- ASADER |

General Licenses Product Instances Event Log

Virtual Account
Description:

Default Virtual Account: No

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances to this virtual account.

Token Expiration Date Description

NWU1IMzY 1MzEtZ]NmOS00MjF..8  2018-Jul-06 14:20:13 (in 354 days) FTD-5506

c) [B&kbh—7 > &/ER (CreateRegistrationToken) | %A 7 0 /Ry 7 AT, L FOREME
AL THE [ F—7 »Z&/E (Create Token) (%227 U v 7 LET,

Create Registration Token -
This dialog will generate the token required to register your product instances with your Smart Account.

Virtual Account:

Description:

= Expire After: 30 Days

Enter the value between 1 and 365,.but Cisco recommends a maximum of 30 days.

Allow export-controlied functionality on the products registered with this token €

Create Token Cancel

* [E%BA (Description) ]
s [AZhIR (Expire After) ] : #EL3EI1X 30 B T4,

[Z2D b= TGRS LT B Tl A PRBERE 2R T 9% (Allow export-controlled
functionality on the products registered with this token) |: #2774 72 757
AN LET,

M= 3 A Ry MIEmEnET,

d) b= OFRMIHIREITAar %7 )y 7 LTC[b—2 (Token) | #4707 HRy
JARBRE, b= IDE7 Vv TR—=RIZart—T&5L2CLFET, ASA DBEN
VB L ZIZHOFIETHERAT A0, 2O M7 028 LTBE £1,

. Cisco Secure Firewall 4200 R 2 — +7 v T HA K



ASDM % {#FA L 7= ASA D EFRH

ssevzngz |

93: b—U VDR

General Licenses Product Instances Event Log

Virtual Account
Description:

Default Virtual Account: No

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances to this virtual account.

New Token...
Token Expiration Date Description Export-Controlied Created By Actions
M]MlZJIhYTITZGOdOSDDY]KEL@ 2017-Aug-16 19:41:53 (in 30 days) ASAFP 21101 Allowed Actions =

K9Y4: b= rDaE—

Token 0 X

MM3Z]IhYTIZGQ40S00Yjk2L TazMGItMThmZTUy Yjky
NMVHLTE1MDISMTI1 %0AMTMxMzh8YzdQdmazMiAZY
mFJN2dYQjIEQWRhOEdscDU4cWISNFNWRUtsa2wz%
NAMDANSTNSAANANA

Press cfrl + ¢ fo copy selected text to clipboard.

ATwv 73 ASDM T. [Configuration] >[Device Management] > [Licensing] > [Smart Licensing] MDIJIEIZ5&R
LET,
ATv T4  [Register] 7 U v 27 LET,

Cisco Secure Firewall 4200 R 2 — 7 v THA K .



ATy Th

Configuration > Device Management > Licensing > Smart Licensing

ASDM %A L1- ASADER |

smart licensing.

[[] Enable Smart license configuration
Feature Tier: —MNone —

Throughput Level: | —None -

Privacy Host Mame Version

Transport Call Home Smart Transport
Configure Transport URL -
Default URL
Registration
Utility
Proxy URL
Proxy Port
Configure Utility Mode
Enable Standard Utility Mode
Custom ID
Customer Company Identifier
Customer Company MName
Customer Street
Customer City
Customer State

Customer Country

Customer Postal Code

Registration Status: UNREGISTERED

Register Renew ID Certificate

Effective Running Licenses -

Renew Authorization

To configure an HTTP proxy for smart licensing, see the Smart Call-Home page. Note that Smart Call Home is automatically enabled and is required for

License Feature

License Value

Smart License Registration

[ID Token] 7 ¢ —/V RIZ¥ Gk h—2 > & AT LET,
[ JoN ]
ID Token:

Force registration

Help

Maximum YLANs 200
Inside Hosts Unlimited
Failover Active fActive
Encryption-DES Enabled
Encryption-3DES-AES Enabled
Security Contexts 2
Carrier Disabled
Apply Reset

'MzV8eHpYYOSEMGg2aDRYakOybmZNVnRaSW5sbmSXVXVIZkk2RTdGTW)6%0AZVBVWT0%3 D%0A|

MEZIS UC, [k & TEH] (Forceregistration) |7 = v 7 4R v 7 A% A2 L"C, SmartSoftware
Manager & [FIH] S AL TWVZRUWNGRTREVEDY 8 2 B ek 7D ASA Z2 8@k L3, 7& 21T, ASA N

7> C Smart Software Manager 7> 5 HIBR S 7= 5512

LE7,

Cisco Secure Firewall 4200 R 2 — 7 v TH A K
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| AsDM % & L 1= ASA DERE

ATvT6

ATy T1

ATvT8

ATvT9
2Fv 710

sttvzoiz |

[Register] #7 U v 7 LE7,

ASA VX, FRHIRRE SNTINBA » Z—7 = A A% L T Smart Software Manager |28k L |

RRIEWHHY 7 N = 7RI G OFAEE BR L E 9, Smart Software Manager 1%, ZfEHD 7

B0 v RS AUT R ER St B3DES/AES) TA B ABHEHMLET, T A XT—

FABPEHSND &, ASDMIZ L > TR=UNHHENET, £io, BEP/KBELGARLY

Wi, [E=4#—1 2% (Monitoring) 1>[ZRA/87 4 (Properties) |>[AY—F+rS54 VR
(Smart License) ] DIAIZEIR L T, A BV ARZ = A xfEd TE £,

Registration Status: REGISTERED

Unregister Renew ID Certificate Renew Authorization

RDINT A= ZFELET,

To configure an HTTP proxy for smart licensing, see the Smart Call-Home page. Note that Smart Call Home is
automatically enabled and is required for smart licensing.

Enable Smart license configuration

Feature Tier: standard a
Context: 3 (1-38)

Enable strong-encryption protocol

Registration Status: REGISTERED

Unregister Renew ID Certificate Renew Authorization

a) [Enable Smart license configuration] % 4 12 L 97,
b) [f&REfE (Feature Tier) | Rm v 7 X U X k)5 [Essentials) 28R L7,

i & % Dlx Essentials E721T T,
¢) (EE) [Context] 7A B ADEFH, aLTHFAMOEKEANLET,
* Cisco Secure Firewall 4200 : 100 = > 7 &% X k
7= & 21, Cisco Secure Firewall 4215 THR KX 100 D2 T F A hEFHT 121X, 207 F
ANDOEELTIEANLET, ZOMEIE, T 74V D2 ITEBMEIET,
[Applyl 7 U v 27 LET,

V= N—D [Save] TA 2 %7 U w7 LET,
ASDM % #4717 L., FE#EILET,

TA R AEEES D56, HH SHIZEiE 2 &R 51213 ASDM 2 HEB 7 2 L8B3 H Y
£7,

Cisco Secure Firewall 4200 2 2 — +7 v 7/ 4 K |}



ASDM {5/ L= ASADERM |

B rsaozms

ASA @

=JL =
X B

ASDM 3 DB, HEARRER L OLRHBREORTEICV 4 VP —FE2FEHATEEd, v ¥—
RIZEENTWARVWHERERZ TEITHRET A LB TEET,

FIE

AT F1 [Wizards] > [Startup Wizard] DJIEIZEIR L, [Modify existing configuration] 47> 2 > R ¥ % 7

Uy 27 LET,

@& Launcher File View Tools m Window Help
ece Startup Wizard...
VPM Wizlirds
) High Availability and Scalability Wizard...
—Device List- hooiilialic | Unified Communication Wizard...

Cisco

o S F 7 id Co
(’-’ Configuration @ MonltoT _ard‘ ? Help ‘TVI‘JE topid Go

000 Device List _ ASDM Identity Certificate Wizard... [
% Add [ Delete ¥ Connect { Packet Capture Wizard...
e o BRibere > bl s e

.|
| Cisco ASDM 88.28(0)4 for ASA - 10.83.45.103 - Startup Wizard
Startup fﬂizard Starting Point (Step 1 of 10)

Choose a starting point for the wizard.

© Modify existing configuration

Reset configuration to factory defaults

+| Configure the IP address of the management interface

IP Address:

Subnet Mask: 255.0.0.0

<

5 w M
Cisco ASDM 88.28(0)4 for ASA - 10.83.45.103 - Startup Wizard
Startup fﬂizard Basic Configuration (Step 2 of 10)

Enter the host name and the domain name of the ASA. If your Internet Service Provider (ISP) reguires
that your host uses DHCP, you may need to use the device name supplied by the ISP as the host name
of the ASA.

ASA Host Name: ciscoasa

Domain Name:

Privileged Mode (Enable) Password

The privileged mode (enable) password is required to administer the ASA using ASDM or the
Command Line Interface (CLI).

_| Change privileged mode (enable) password
Old Password:
New Password:

Confirm New Password:

AT w72 [Startup Wizard] Tlx, FlEZB-> T FE2RETEET,

e A R—=T NIRRT — R

. Cisco Secure Firewall 4200 R 2 — +7 v T HA K



| AsDM % & L 1= ASA DERE
R YR T |

e A HE—TxA A (NEBIUONFDA L Z—T A AIPT FLADHBERA VZ—T =
A ADHFEMEIR E)

s AST 4 v 7 —F
* DHCP #—/3—
- ZOAl...
ATv73 (EE) [Wizards] A== —0b, ZOMOT ¢ = NE2FTLET,

RATY T8 ASA DFEEEFATT HI2i1E,  [Navigating the Cisco ASA Series Documentation] TY 7 b =7
RV g UG LI~ =a T VEBB LTS EEN,

ASA E LU FXOSCLI~ADT7 VX

ASDM ZfEHT 2012, ASACLIZEH L TASAD N T TNy a—TF 4 UV ITRREELT
IZEMNTEET, CLIKIE, a2 Y —VR—NMNIEHRLTT 7 EATEET, B TTEEDOA
VB —=T 2 A ATASA~DSSHT 7 BRAEZRETEET, SSHT 7 & AIXT 7 4 /v THEL)
W25 TWET, FEIZ OV TIX, ASA O IXIIRBEORET A 2B L T 7E &0,

KNG TNY a—F 4 T D=DIZ, ASACLINS S FXOSCLIIZT 7 B ATE £,

FIE

ATy Tl FHarva—HEary)—LiR— MR LET, SHEHOASXL—T 4 VTV AT AT
BRIV TN RITANRELTA A =L LTLIEEN, ROV TAREEFEHALET,

* 9600 7R —

$8F—4 By k

e NUT 472

1 Aby 7 Ev b
ASACLIIZHEE LE T, T 74/ Tk, av Y — AT 7 v AN ER2—F— T LT vy
MEH Y A,

ATY T2 FHEEXEC E— NIZT 7R LET,
enable
enable 2~ REBUIZAN LI X2, RRATU—RELEET L LHROSNET,
1 -

ciscoasa> enable
Password:

Cisco Secure Firewall 4200 2 2 — +7 v 7/ 4 K |}
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ASDM %A L1- ASADER |

B ssassumoscu~o7swz

ATvT3

ATy T4

The enable password is not set. Please set it now.
Enter Password: *****x*

Repeat Password: ****x*xx*

ciscoasa#

ASATRELIEA X —T N2 T — Rid, FXOSBEBEDA—— 12T —RFTHH Y, ASA
OEENZ KL LT EE1E, FX0S 7= —/LE—7 F— RIIBITLET,

RELSNDT X TOa~vr R, FHEEXECE— R THATE 4, HHEEXECE— R b =
V74X al—iarET—RIABILELTEET,
F5HE EXEC B— R&#& 79 5121, disable, exit, F£7ziT quit 2~ KE AL ET,

Jau—r\)b a7 4 Fal—ary EB—RNIT7EALET,
configureterminal

1 -

ciscoasa# configure terminal
ciscoasa(config) #

Ja—n\) a7 4FXalb—vgrET—RNPHASADHRTELERBCEES, Ju—rL o
TA4FXalb—vary T— REKTTHITIE, exit, quit, £/zidend a~> REANLET,

({£E) FXOSCLIIZH L E 1,

connect fxos[admin]

sadmin : FHEFL-NVOT VAR LET, ZOF T a v ERELRVE, 22— —
DT 7 ZHETFHALMOERT 72220 £, BHET—FTHoTH, =74
Xal—Yayawry FIMEATERWZ LIZEELTLLEE N,

2P —Z 7 LTy VD AN RO BNFER A, BIED ASA = —H —4 73 FXOS |28 X
NH7ED, BiMoa A 30 EHY 8 A, ASACLIIZEDIZIE., exit & AJTT 50,
Ctrl+Shift+6 Z# L. x & AL E7,

FXOS N T, scopesecurity/show audit-logs 2~ > K& L Ca2—Y—T 277 4 T 4 &%
RTEET,

&1

ciscoasa# connect fxos admin

Connecting to fxos.

Connected to fxos. Escape character sequence is 'CTRL-"X'.
firepower#

firepower# exit

Connection with FXOS terminated.

Type help or '?' for a list of available commands.
ciscoasa#
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| ASDM %fEF L1- ASA DRRA
zozx7y7 ||

N — o

RDAT I
¢ ASA DR EZFHATT HITIE. CiscoASA ) —XDEME~ =2 7 L DOHF NG, B0 Y
TR 2T R g NG L~ T A EBR LT EE N,

s hT TNV a—T 4TI OWVWTE, [FXOS b7 7Ny a—T 47 HA4 K] #51L
TLEEW,
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http://www.cisco.com/go/asadocs
https://www.cisco.com/c/en/us/td/docs/security/asa/fxos/troubleshoot/asa-fxos-troubleshoot.html
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