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FIE
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R 1:EREARE
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Power button

ATV T3 77 AT U4 —/VOYHEIZHDHERLED iR LT, HAICHAITLTWEHEAIEX. 774 T 74+ —LD
FBIRBA-> TWVET,

2: VRATLBELUVERLED

System LED ——
Power LED ——

ATFYTE T AT 74— VOYRIZH DY AT LALED MR LE T, OIS LTV EEAIT. EBREAZK
AR LTWET,

AR R=ILENTWST7 TS5 —< 3> (ThreatDefense
EEj;‘jﬂASAQ ODHEWU

Threat Defense & ASA D FOT 7V r— g 0N, N— Ry =27 THAHR—k éﬂ“(b\i@‘
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j‘o

. Cisco Secure Firewall 4200 Threat Defense R 2 — 7 v FH A K : O—HILEE R v k7—% LD Management Center



| FLoswic

FIE

ATy T

ATy T2

ATvT3

Threat Defense CLI ~0 7 7 £ 2 ]

oY — )R — MCEEGE L £,

K3:avy—ILKR—F

RJ-45 console

e

CLIL a7 " 2B LT, 77 A7 7+ —/LT Threat Defense £7-1% ASA DNETINTWNEMNE S %
R LET,

Threat Defense

Firepower 2 274 (FXOS) 7w U7 "PRERRINET, B A LTH LWRRAY — REZREETIC,
YIWidT 22 EMTEET, vl A28 TTHHEND DAL, Threat Defense CLI ~O 7 7 7 A (3
NR—=) EZRLTIZIN,

firepower login:

ASA
ASA 7 7 FRERRENE T,

ciscoasa>

MhES =7 7V r—a UIRFATIN TV A AL, Cisco Secure Firewall ASA 35 J U8 Secure Firewall Threat
Defense ff 1 A —fb A RESRLTIEE0,

Threat Defense CLI ~D7 o7 X

FIE

ATy I

REFETI N T TN 2a—T 4 T DDICCLICT 7 B AT HUENLLZEENH D 77,

oy —biR— MR L E T,
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. Threat Defense CLI ~D7 ¥ £ X

ATy T2

ATy T3

4:a3>— L KR—F

RJ-45 console

otlootfoe

e

FXOS IZ#Hife LE T, =—H—4% admin £ XA T —F (F7 /b MI Adminl123) #{#EHLTCLIIca
AL LET, HlbTurs A LiztE, RATU—REZEETLHLI>RDODOENET,

firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...]

Hello admin. You must change your password.
Enter new password: ***xkxkkk*

Confirm new password: **xkkxkkx

Your password was updated successfully.

[...]

firepower#

Threat Defense CLI IZZEH L £,

G¥)
Wt >~ BT v 712 Device Manager & ffi 19" 545413, Threat Defense CLIIZT 7 E A L22NTL 7230
(T778AFDE, CLIEY N7 v IRRMBSNET) o

connect ftd
Threat Defense CLI (ZAJD CTHEE T D&, WYy NT v 7 2% TT 5L 9IZROBNET,
51

firepower# connect ftd
>

Threat Defense CLI /& 79 5 121%, exit £7zidlogout =~ FEZ AN LET, ZOa~v NiZkD, FXOS
a7 MR £

1 -

> exit
firepower#
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N—TaVDEREBAA—T1E

FIE

ATvT1

ATy T2

ATvT3

T7AT T A= NVERETDANIKHGNN—a v EA VAN VTHT BRI LET, Hl
DHEE LT, BBRIZT v 77— REFETTLH2 L TEETRN, REXZRFETLT v
JL—RTIE, ZOFIEEZHEHT 2 L0 bREIRPDLL25E1HY 9,

X i B VAC D N

Y7 hUxT Fyru—RX=U0) ) =AFK5OMIIH D, @OOEPTNTH S Gold
Star UV — A% FE(TT 5 Z &2 BEID LET, https://www.cisco.com/c/en/us/products/collateral/
security/firewalls/bulletin-c25-743178.html TR ST\ 5 U U —RAEIKZ BT 52 L TX
i—a_o

gLV —)AR— MNIEELE T,

K5:0>yY—)LR—

RJ-45 console

FXOS CLI T, E{THDO =V a v 2R R LET,
scope ssa

show app-instance

il -

Firepower# scope ssa
Firepower /ssa # show app-instance

Application Name Slot ID Admin State Operational State Running Version Startup Version Cluster Oper
State

ftd 1 Enabled Online 7.6.0.65 7.6.0.65 Not Applicable

FHLWWA—Ta & AN LT85T, ROFIEEZEITLET,
a) 774N BMTE, BHAF—T A REDHCP I LET, FHA 7 —7 = A ZTHIIP T
VAGZRETDHDULENSDEAILZ. kOoa<wr REATILET,

scope fabric-interconnect a
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B - tozxzmavs

b)

<)

set out-of-band static ip ip netmask netmask gw gateway

commit-buffer

G
wDxF— w%iﬁéﬁAi KH =3y M4 5HHEIC DHCP 2 88029 2 M2 0 % Y £9°, DHCP
ZINT DI, ROFMECHENE T,
firepower /fabric-interconnect* # commit-buffer
Error: Update failed: [Management ipv4 address (IP <ip> / net mask <netmask> ) is not
in the same network of current DHCP server IP range <ip - ip>.
Either disable DHCP server first or config with a different ipv4 address.]
firepower /fabric-interconnect* # exit
firepower* # scope system
firepower /system* # scope services
firepower /system/services* # disable dhcp-server
firepower /system/services* # commit-buffer

FXOS D N T TNy a—TF 4 7 A FIZRBE SN TWBEHA A= LD FIEEZFITLET,

BHA L =T 2 A ADET IV EATELY == LA A=V %Xy n— RT 508N D
D\i‘a_(]

T AT U4 —/LNERE L7z 5, FXOS CLIIZHERR LET,
FXOS CLI T, HFHE AU — RE2HERETH LI ICRDENET,

FJAL ARG T S

TAB AT, VATEIFRBEREIENLT AL ZAEEA LRI, A~— Y7 by =T
FGAL T TH T MY 7 ESNTWET, Smart Software Manager (27 4 ¥ 2 kA3 7
WAL, V2 &B 7V LTHLWT AU FERELET,

F72DOYA 1L, Smart Software Manager (Z Management Center % &k L £ 77, BEka 17T 9 121X,
Smart Software Manager THk b — 7 VA AENT D2MLENH Y £9, FHMARFIEIZOWTIL,
Cisco Secure Firewall Management Center 7 KX = A2 hL—3 3 A RZZR LTI,

Threat Defense (ZIZIKRD T A B ARH Y 7,
» Essentials : #4728
* [PS
RSV T
cURL 7 4 V2 U 7
* Cisco Secure Client

« X U7 (Diameter, GTP/GPRS, M3UA, SCTP)
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1. BHETIAAZBNT28ENH 556 1%, Cisco Commerce Workspace T [~ THE
# (Search All) 17 4 —/V R&MH L £,

R6: 514 RRER

= v SearchAll.. Q

f Catalog Estimates Deals & Quotes Orders Subscriptions & Services Software

2. DOFAEAPID #HRRLET,

N

GE)  PID BMHEOMLZRWEAEIE, EXCTFEICTPID ZEMTX £,

« Essentials :

« HEIMIZE O D

«IPS. v /LU =T BHH, 3 K OVURL OFAE DY -
« L-FPR4215T-TMC=
+ L-FPR4225T-TMC=
+ L-FPR4245T-TMC=
EFED PID OWFNNZEEUTIBINT S & ROWFT IO PID (5T 2 M ~—
ADYT A7 Y Fa s BBIRTEET,
« L-FPR4215T-TMC-1Y
« L-FPR4215T-TMC-3Y
+ L-FPR4215T-TMC-5Y
« L-FPR4225T-TMC-1Y
« L-FPR4225T-TMC-3Y
« L-FPR4225T-TMC-5Y
« L-FPR4245T-TMC-1Y
« L-FPR4245T-TMC-3Y
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 BIEFEH
* L-FPR4200-FTD-CAR=

» Cisco Secure Client : [Cisco Secure Client Ordering Guide] &M L T 72 &0,

3. fEENL, B P —E R (Products and Services) | Z iR L £,
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7:#ER
e All Results
T Orders 6
[# Invoices 2

&, Software Subsc... 1

© Products & Ser... 1

(WEBLZIFER) 7274704 —ILOEREDYIBE

VAT LEBEEYNCY vy N T H T ENEETY, BMICERT T V2K EIRA
A FEMLIZVTEHE, BERRT ANV AT LAOBRELZIEETZENHY £T, Ny
77T RCRFEIZZEOTa v ARETINTEY, ERT 7 72520 EIRZ YN
LT 2E, Z7AT U=V AT LB T L—AT VT ¥y NEDU U TEER A,

CLIICHITAI7AT7 04— ILDE ﬁd)ﬂ]ﬁ"ﬁ

FXOSCLI #ffHT D5 &, VAT LAERZERIIY Yy MU LTI 7 AT U+ —VOEREZY)
WrcE £,

FIE

ATy Tl oy —LR— MR LET,
®8:a>vy—I K—

RJ-45 console

e

AT v T2 FXOSCLI Cr—H VEE— NoHH LET,
firepower # connect local-mgmt

ATVT3 VAT LEV Yy NE UV LET,
firepower(local-mgmt) # shutdown
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ATy T4

ATy TH

Management Center ZEA L1774 70+ — LD ERD LI .

firepower (local-mgmt) # shutdown

This command will shutdown the system. Continue?
Please enter 'YES' or 'NO': yes

INIT: Stopping Cisco Threat Defense...... ok

Tr7AT I — DYy NEYUIFIZV AT AT a L T NeET=F—LET, vy NEDUUNETT
He, o7 IRFRREINET,

System is stopped.
It is safe to power off now.
Do you want to reboot instead? [y/N]

VI CTERAAL v F 247120, BRT 7 7520 Ty — v bHEAICEREZID S92 & n
TEET,

Management Center Z{EARA L= 714 70+ —ILDEIRED LR

FIE

ATy I

ATy T2

ATvT3

Management Center 2/ L TV A7 A& WYY v~ FE T LET,

T7AT U+ —NVaeT vy NET U LET,

a) [T/ M R (Devices) |>[T/\1 RAEHE (Device Management) %R L £7,

b) HEBT LT A ZAOMIZH D [f (Edit) |1 (&) 227U v 7 LET,

¢) [T/3 A (Device) 1 #7527V 7 LET,

d) [ AT L (System) &7 v 3> T[T ADT ¥ v hZ 7 (ShutDownDevice) | (D) %27V v
7 LET,

) TRUVTERERINZD, TAADY vy N T EfERLET,

ALY =N T AT T —MIER L TV DG EIE. 77 AT U= ARy MU T L EEIC

VATATR T M= —LET, VY MU URETTHE, ROT T NRERINET,

System is stopped.
It is safe to power off now.

Do you want to reboot instead? [y/N]
a2 =BG L TV R WA, K3 CU AT AN Y v N LI L AR LET,

MBEIZS L TCEBIRAA v F 24712, BIRT 7 72K TCU vy — v OWERNCERZER D 432 &N
TEET,
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TJ7ATO4A—ILDT— T ) & &%

Tr7AT OA—NETr—TNEES L, 77 A7 Y4+ —/L% Management Center {258k L £ 7,
c T TAT VAN DT =T (11 =)
« WIIRRE : CLI (12 %—2)
» Management Center ~D 7 7 A 7 U 4 —/L DXk (14 X—2)

274 T 94— LDy —TILiES

Management Center Z 8L HDEBR1/1 A X —T7 = A RAZER LET, By NU—7 121,
BHDIODA L Z—Fy bADT VT EARKETT, Ll ziX, 7747 U4+ —/VEEEZN
LT (FexiE, Wy NU—2IC8T 62 LICk»0) BHERY NU—T %A X —
Xy MR TEET,
s AN —TNEAFLET, T7FNVINTR T AT U=y —Nr—T
VMR L TWR W=, h— FX—F f DUSB-to-RI-45 2 U 7V —7 )V ig B2 fEAT
HMLENHY ET,

o F—H L H—T x4 A R— NI SFP IV T ET, MISALR— NI,
SFP/SFP+/SFP28 & = — /L & W3 & 9% 1/10/25 Gb SFP28 7" — kT3,

CFEMIZOWTIE, N—FY =7 RENA F2ZRLTIZE0,
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TFATIF—LDr—I iR BE |
B oszs o

Management center

Internet
_/ Management computer

N o

" I®

Q000000000000 0000000000000

/ OQutside

Management 1/1
. Ty

>
management,
% % DHCP from mgmt nw
( Inside

- v

) ) |
) A _4

bther data networks

#HAERE : CLI

CLIty 7722 U7 "&HEHLT, BEHOEHIPT RLA, Y—FrYxA, BLIOFD
MOIERR Y NT— I BREEZITOET,

FIE

ATy 1 3/ —LiR— NIk LT Threat Defense CLIIZ7 27 & A L$¢, Threat Defense CLI ~D7 7 & % (3
N=) EZRLTLLEEN,

AT T2 BHA L E—T A ZADOREMDOCLIEY N T v 7227 ) P E258T LET,

GE)

REZIZ VT (L zE, A A=VEFERTHIZLICED) LR EY, CLIEy N Ty A7 Y
MY IRT Z I TEERA, L, ZRHORET N TIL, #7526 CLI T configurenetwork =~ >
RZfHH L CZ# Tx £9, Cisco Secure Firewall Threat Defense =~ > KU 77 LU A BB L TLZ&
A

You must accept the EULA to continue.
Press <ENTER> to display the EULA:
Cisco General Terms

[...]
Please enter 'YES' or press <ENTER> to AGREE to the EULA:

System initialization in progress. Please stand by.

You must configure the network to continue.

Configure at least one of IPv4 or IPv6 unless managing via data interfaces.
Do you want to configure IPv4? (y/n) [y]:

Do you want to configure IPv6? (y/n) [y]l: n

HABUR  ZN6DEATDT RLADLRL EH 121220 TCy 2 AN LET,
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Configure IPv4 via DHCP or manually? (dhcp/manual) [manuall]:

Enter an IPv4 address for the management interface [192.168.45.61]: 10.89.5.17
Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.255.192

Enter the IPv4 default gateway for the management interface [data-interfaces]: 10.10.10.1

Enter a fully qualified hostname for this system [firepower]: 1010-3

Enter a comma-separated list of DNS servers or 'none' [208.67.222.222,208.67.220.220,2620:119:35::35]:
Enter a comma-separated list of search domains or 'none' []: cisco.com

If your networking information has changed, you will need to reconnect.

Disabling IPv6 configuration: managementO

Setting DNS servers: 208.67.222.222,208.67.220.220,2620:119:35::35

Setting DNS domains:cisco.com

Setting hostname as 1010-3

Setting static IPv4: 10.89.5.17 netmask: 255.255.255.192 gateway: data on managementO
Updating routing tables, please wait...

All configurations applied to the system. Took 3 Seconds.

Saving a copy of running network configuration to local disk.

For HTTP Proxy configuration, run 'configure network http-proxy'

Setting hostname as 1010-3

Setting static IPv4: 10.89.5.17 netmask: 255.255.255.192 gateway: data on managementO
Updating routing tables, please wait...

All configurations applied to the system. Took 3 Seconds.

Saving a copy of running network configuration to local disk.

For HTTP Proxy configuration, run 'configure network http-proxy'

Configuring firewall mode

Device is in OffBox mode - disabling/removing port 443 from iptables.
Update policy deployment information

- add device configuration

- add network discovery

- add system policy

You can register the sensor to a Firepower Management Center and use the
Firepower Management Center to manage it. Note that registering the sensor
to a Firepower Management Center disables on-sensor Firepower Services
management capabilities.

When registering the sensor to a Firepower Management Center, a unique
alphanumeric registration key is always required. In most cases, to register
a sensor to a Firepower Management Center, you must provide the hostname or
the IP address along with the registration key.

'configure manager add [hostname | ip address ] [registration key ]'

However, if the sensor and the Firepower Management Center are separated by a
NAT device, you must enter a unique NAT ID, along with the unique registration
key.

'configure manager add DONTRESOLVE [registration key ] [ NAT ID '

Later, using the web interface on the Firepower Management Center, you must
use the same registration key and, if necessary, the same NAT ID when you add

this sensor to the Firepower Management Center.
>

AT 73 Management Center # f§7E L £,
configure manager add {hostname | IPv4_address | IPv6_address| DONTRESOLVE} reg_key nat_id

* {hostname | IPv4_address | IPv6_address| DONTRESOLVE}—Specifies either the FQDN or IP address of the
Management Center.Management Center & [E.£27 N L Z$57E TE 2\ 514, DONTRESOLVE i /H L
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. Management Center ~D 7 7 1 70 4+ — )L D&k

F9, ZOEEIE. T AT UF =N, BEARERIPT RLVAFEZIIEA M EF-> TWDHMEN
&)D ij‘o

« reg_key : Threat Defense % %#k9 % & X |Z Management Center CHIFET HDILED T X A LA SR —
AIRELET, BEEF—II37 LFUTICTORERH Y £, AR FITIE, #8585 (A~Z, a~
z, 0~9) | BEUONA T2 () REBDHY £,

* nat id : Management Center CHfEET 5, [LET—ED 1 FIRY OXFHZHEE L £, NATID i
I UFUTICT D2LENDH Y £, ARRLFITUL, BT (A~Z, a~z, 0~9) . BIUOANA T
(-) 2ERBHBY FEJ, ZDID X, Management Center |(Z 85 EkT HMDOT /A ZIIEHTE £H A,

1 :

> configure manager add fmc-1.example.com regk3y78 natid56
Manager successfully configured.

Management Center ~D 7 7 4 7 )+ — )LD & §%

7 7 A 7 U 4 —/V% Management Center (288 L £7,
FIE

AT w71 Management Center (212 71 > LE T,
a) RO URL ZAHLET,

https.//fmc_ip_address

b) Sk LA T A LET
c) [mFA4Y (Logln) 127 Vw7 LET,

AT9 T2 [TINA R (Devices) | >[T/314 REH (Device Management) | DJIEIZEIR L £7,
ATY T3 B (Add) | Fay 7 F oy URARNNL, [T 20BN (Add Device) | 23R L 97,
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Management Center ~D 7 7 1 7 0 A — LD & .

9: BHF X —FFEALI=T /N1 RDEM

.

Add Device ®

C] CDO Managed Device

Host:t

[ 10.89.5.41 ]
Display Name:

[ 3110-1 ]

Registration Key:*

0= |

Group:

[one 2

Access Control Policy:*

[ wfx_automationPolicy123 v ]

Smart Licensing

Note: All virtual Firewall Threat Defense devices require a performance tier license.

Make sure your Smart Licensing account contains the available licenses you need.

It's important to choose the tier that matches the license you have in your account.

Click here for information about the Firewall Threat Defense performance-tiered licensing.
Until you choose a tier, your Firewall Threat Defense virtual defaults to the FTDv50 selection.

Performance Tier (only for Firewall Threat Defense virtual 7.0 and above):
LSeIect arecommended Tier v ]

Carrier

Malware Defense

IPS
URL

Advanced
Unique NAT ID:t+

[ 31101 ]

Transfer Packets

RDINT A—=Z R ELET,

e[AA L (Host) 1:BMTBT77 AT 74+—ADIPT RLAFFIIHRA MEASLEST (fHrHe
A FHTEXARAVWESIE. 207 4 — LV FEEAOEFICLET,

* [#&74: (Display Name) ] : Management Center (K RT 57 74 T V4 —/VDOLFTIZATILES, =
DAANIEFETE EE A,
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. Management Center ~D 7 7 1 7 7+ — LD EEF

o [B4%F — (Registrationkey) 1: 77 A 7 U4 — VOB ETHELZbD LR UBEF—2 AL
\i‘a—o

s [RAA Y (Domain) ]: ~/VF RAAL VEREZEHL TOWDHEEIL. T4 A2 Y —T7 RAA IZH
DY TET,

[ —T (Group) |: I N—THMEH L TWAEAIE., T3, A7 A—FI2E 0 4 TET,

[T AT hE—/LAR Y y— (AccessControl Policy) |: IR Y > — &R L ET, FHIT L
WD ZENDNOTNDHAT A RFHORY —RNTTIZHDIHEERNT, [HTLWARY >—
DOYER% (Create new policy) ] Z#ER L, [TXCDHO T 7 4 v 7 %71 v (Block all traffic) ] & 3R
LET, BCINEER LTI 7 w72+ 52nTEEd, 1778 XHIHL—LORE

(33 =) | ZBRLTLIEI,

10: 5 LLVKRY > —
New Policy Q

Name:
| ftd-ac-policy|

Description:

Select Base Policy:

None A4

Default Action:

® Block all traffic

Intrusion Prevention

MNetwork Discovery

(o) (N

cAX—bSAM VR BT AEBEICNER AT B R EED S TET, T TS AEB
MU, [P RTL (Sysem) 1>[F4 2R (Licenses) |>[AY¥— k542X (SmartLicenses) ]
R=INE ¥ F2T I I7A4T M VE—= TV BAVPNDODIA B AEEHATEET,

« [~EDONATID (Unique NATID) |: 7 74 7 7 4+ —/LOHIHIFRE THE L7- NATID ##E L £,

o [Ny hDERE (Transfer Packets) ]: [/37 v bk D#E% (Transfer Packets) | = v 7Ry 7 A& A
LT, BAAXRY FT I, T ABRREDTZDIZ/37 » & Management Center |ZHi59 25 K 9
IZLET,

ZOFTvasid, TT7HNFTHENTT, BRAARY FTEIT, T8 A, A2 MEHRE AN
VY RERNYT—=LTNT y N ERE DT 912 Management Center |25 LE T, ZOA T T3 &)
W L7 AE, A X MEH 21T A Management Center (2255 41, 737 v NI E IR EH A,

ATy T4 ek (Register) 1227V v 7 LET,
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Management Center ~D 7 7 4 77 + — LD &% .

Threat Defense 23 EERIZKIR L 7=A 1, IROEH ZER L T EE 0,

» ping : Threat Defense CLI (Threat Defense CLI ~D7 7t A (3X—3) &) (7 7&8AL, &
D=~ K& LT Management Center IP 7 KL A ~® ping % FE(T L £7°,

ping system fmc_ip_address

ping 23 L2 WGA X, shownetwork 2~ REMEH L TRy NV —VREZMHRLET, 77 A
TUF—VOBFEHIPT R A&EZEF 3 5Z1%, configurenetwork {ipv4|ipv6} manual ==~ > K % {#
LET,

« BgkF—. NATID, ¥ LU Management Center IP 7 R LA @ i )f DT /34 A TR UBERF—B LV
NATID #fiH LT\ 5 = & #HEsB L £ 7, configuremanager add =2~ > REFEHLT, 7747
UL CHEEEF— & NATID 2% 8T 5 2 N TEET,

N TN a—T 4 T DOFERIZ DOV TIE, https://cisco.com/go/fme-reg-error ZZ M L T 72 &0,

Cisco Secure Firewall 4200 Threat Defense R 2 — 7 v JH 4 K : O—HILEE R v k7 —7% L Management Center .


https://cisco.com/go/fmc-reg-error

TFATIF—LDr—I iR BE |
. Management Center ~D 7 7 1 70 4+ — )L D&k
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i

EAXR) O—DERTE

ROFBEZFHH L TEAN X2V T 4R —2RELET,

cHNEA v B —T A AL HA L F—T oA A N A X —T 2 A AZAET 7 1P
T RLURZEO YT, AL X —T = A AT DHCP 2 L ¥4,

*DHCPH—/N—: 7 5347 FOWEA v ¥ —7 = A4 ATDHCP —N—%fEHL 7,
T T AN RN — b INBA H =T 2 A RAENLTT 74V Mb— b EBMLET,
*NAT : SN v 2 —T 2 A ATA U F—T = A ZAPAT A L £7,

e T ALY ha—)b: NEDBIEE~D T 7 4 v 7 EfFRl LET,

X2 VT AR —FNAZARALT, LY EERRELZEDDLZEHTEET,
A HE—T A ZADRE (19 2—)
« DHCP #— _"—DHE (25 2—)
« 7T 74 hb— FOEM (26 X—)
« NAT OFEE (29 *X—)
« T U AEIEL— L OFE (33 —)
« REDEM (36 ~—)

N =JL =
A28 —1x4XADETE
WOHFITIE, T RLAZEFONL—T v RE— RONEA X —7 = A A&, DHCP & H
FTHNV—T v FE—ROSMEA V¥ =T = A AEFRELET. Eio, W Web H—/—HD
DMZ A B2 —7 A 2L BIMLET,

FIE

AT T [T/34 2 (Devices) |>[7 73 A& (Device Management) | DEIZER L, 7 74 T 74—/ O [frtk
(Bdit) ] (&) 227V 7 LET, >
ATY T2 [f v H#—7xAA (Interfaces) %7 Vv 7 LET,

Cisco Secure Firewall 4200 Threat Defense R 2 — 7 v JH 4 K : O—HILEE R v k7 —7% L Management Center .



B sz 1z08%

M:A23—214RX

Device Routing Interfaces Inline Sets

Interface
@ Management0/0

GigabitEthemet0/0
GigabitEthernet0/1
GigabitEthernet0/2
GigabitEthemet0/3
GigabitEthemet0/4
GigabitEthemeto/5
GigabitEthemeto/6

GigabitEthemeto/7

Logical Name

management

DHCP

Type

Physical

Physical

Physical

Physical

Physical

Physical

Physical

Physical

Physical

Security Zones

MAC Address (Active/Standby)

Q, Search by name

IP Address

Sync Device

HEAXARY O—D

Add Interfaces v

Path Monitoring Virtual Router

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Global

#x |

ATYT3 WG LD H—T 2 A ANDLT L—2 T U bR — MAERT 2120, A v ¥ —T A AD[TL—V
(Break) | 7 A av %227V v 7 LET,

BMETINA L H—T =24 AT TIHHLTWBIEEIL, Tv—27 70 NeHitT 2N EZHIERT

LWENDHY £,

ATy T4 NEIZHERT A 2 —7 oA A0 [fRE (Edit) 1 (&) 2270 v27 LET,
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| &%Kys—0uE

b)

d)
e)

Cis

AV8—T 14 RADEE .

12 : [General] % T

Edit Physical Interface

General IPv4 IPv6 Path Monitoring F

S

Name:
inside

Enabled

Management Only

Description:

Mode:

None v

Security Zone:

inside_zone v

nterface 1D:

MTU:
1500

Priority:
0

Propagate Security Group Tag:
NVE Only:

[E¥= VU7 ¢ —> (SecurityZone) | K v 7 &7 URXAMNPLBEGFONTEX2 YT 4V — 0 %k
PRI D0, FBl New) 1227 Vw7 LTHLWEF2 VT 4/ —&BMLET,

7= & ZI1E, insde zone L WO LRID Y —  EZBMLET, YV —r F R N—TIHESNTEF2 Y
FA4R)—ZEALET, 22T RN —o oA —o~D T 7 4 ZITHENT 50
NS = BN = ~D N T T 4w ZITENI LT 7R arybe—L R —%REL
F7

48 LFFETO [47T (Name) | Z AT LET,

7~ Z2IE, A v F—T7 A AT insde & WD &RETEATITET,

[£%) (Enabled) | F =y 7Ry 7 AEF NI LET,

[E—F (Mode) 11X [72L (None) JIZHRELI-FFIZLET,

[IPv4] ¥ 7, [IPv6] ¥ 7, ETldWiE D4 7% 7V v 7 LET,

c[IPv4] : Ry T X T YRRNG [AXT 4 v 7IPEMHT % (Use StaticIP) [ # R L, IP 7
RLVALEH TRy N RTBAT v 2Rl TANLET,

7o & xIX, 192168.1.1/24 72 L L AT L ET,
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13:[IPv4] 3 T

Edit Physical Interface

General IPv4 IPv6 Path Monitoring
I
IP Type:
Use Static IP -
IP Address:

I 192.168.1.1/24

« [IPv6] : 27— F L ZAHBEREDSG AL [HEEE (Autoconfiguration) | F = v V7 RNy 7 A& A4
IZLET,

14:[IPv6] 2 0

Edit Physical Interface

General IPv4 IPv6 Path Monitoring Hardware Configu
I
Basic Address Prefixes Settings DHCP
 —
Enable IPV6:

Enforce EUI 64:

Link-Local address:

Autoconfiguration:

Obtain Default Route:

f) [OK]Z7 VU7 LET,
RTFYTE WEIHERTAHA 2 —T =4 2D [fife (Bdit) | (&) 227Uy LET,
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AV8—T 14 RADEE .

15: [General] % 7

Edit Physical Interface

General IPv4 IPv6 Path Monitoring Hardwart

Name:

outside

Enabled

Management Only

Description:

Mode:

None v

Security Zone:

outside_zone v

nterface 1D:

MTU:
1500

Priority:
0

Propagate Security Group Tag:

NVE Only:

b)

[E¥=VU7 1> —2 (SecurityZone) ] K v X7 A RNNLBFOISEX 2 T ) — %58
WT B0, FiHl New) 1227 Vo7 LTHLWWEXF 2V T 4 =0 ZBMLET,

7=& 21X, Toutside zone| &I LEIDY —r ZBMLET,

BERA S =T A APRFERNCRE SN TV DOEE, TNHDT 4 —/L ROKY OETIEA T v a v
<7,

48 LFFTD [481 (Name) AN LET,

el ziE, A v —7 A A Toutside] &VVOARTZEFHTET,

[6%) (Enabled) | F =y 7Ry I XA 2L ET,
[F— K (Mode) 1iX[72L (None) JICRELI-FFIZLET,
[IPv4] ¥ 7', [IPV6] ¥ 7, ETxli 04 7% 270 v 7 LET,
* [IPv4] : [DHCPOfEH (Use DHCP) | ##INL, IROA T v a L DONTFA—F R ELET,

« [DHCP i L CT7 7 # /v b /b— k% HifF (Obtain default route using DHCP) ] : DHCP #—
NR=InBHT 74V h — b 2B LET,

Cisco Secure Firewall 4200 Threat Defense R 2 — 7 v JH 4 K : O—HILEE R v k7 —7% L Management Center .



B2RRY S—0FEE |
B sz 1z08%

« [DHCP/L— A U > 7 (DHCProutemetric) ]: 7 RX=A N —FT 47 T 4 AF L A%F
BLIEA—MZEVECTET (1~255) , FELIEA—F DT 74NV FDOT RI =X hL—
TA4T T A AF AT T,

16:[IPv4] 3 0

Edit Physical Interface

General IPv4 IPvE Path Mc
S
IP Type:
Use DHCP v |
Obtain default route
using DHCP:

DHCP route metric:
1

« [IPv6] : A7 — b L A HBREEDOSE X [BEIEXE (Autoconfiguration) | F = v 7Ry 7 A%k F
ZLETS,

17:[IPv6] 3 T

Edit Physical Interface

General IPv4 IPv6 Path Monitoring Hardware Configu
I
Basic Address Prefixes Settings DHCP
 —
Enable IPV6:

Enforce EUI 64:

Link-Local address:

Autoconfiguration:

Obtain Default Route:

fy [OK]ZZVUvZ L%ET,
ATYT6 EzE, Web V= N—%2 KA NTDHIIIDMZA v H—T = AEFRELET,
a) AT A X —T =24 AD[fRE [Edit) 1 (&) 27 Vv 7 LET,

b) [E¥x=VUTF ¢/ —r (Security Zone) | KR v 7H U A NPLEFODMZ EX =27 40— %
BIRT 20, [FH (New) 1227V w7 LCHLOEXF2 T Y —vEBIMLET,

7o & 21X, dmz_zone & W IH ARID Y — 2 ZBIMLET,
c) 48 LFFETO 4T (Name) | Z AT LET,
e ziE, A F—T AR Tdmz & W) LARTEITET,

d) [£%) (Enabled) | F =y Ry 2% A LET,
e) [F—F (Mode) JiZ[72L (None) JIZFREL-FEFIZLET,
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DHCP H—/\— DR E .

f) MEIZIGU T, [IPv4] ¥ 7 & [IPv6] 7 OWTNnE =iz 27 Vw27 L, IPT7T RLAZRELE
j—o
g) [OK]Z27 V7 LET,

ATy FT -7 (Save) 1227V w7 LET,

N ) ]

DHCP Y —/\—MDXE
7347 FCDHCP ZHEH L CTZ 7 AT U4 =N IP T RLAZIRET S L5127 58
A%, DHCP —R_—%FZh LE T,

FIE

AT T [T/34 A (Devices) ]. [T /31 A& H (Device Management) ] DJEIZIRIR L, T34 2D [fHkE (Edit) ]
@) 27Vvr7LET, >

A5 72 [DHCP]>[DHCPH—/\— (DHCP Server) | ###R L £,
18: DHCP H—/\—

Device Routing Interfaces Inline Sets DHCP VTEP SNMP

Ping Timeout
DHCP Server [ 50 ] (10 - 10000 ms)
DHCP Relay Lease Length
DDNS [ 3600 ] (300 - 10,48,575 sec)

D Auto-Configuration

Interface

[ )
Override Auto Configured Settings:
Domain Name

[ ]

Primary DNS Server Primary WINS Server

[ J o+ ]
Secondary DNS Server Secondary WINS Server
[ o+ v +

Server Advanced

+ Add

Interface Address Pool Enable DHCP Server

ATY T3 [h— 33— (Server) | =UT T, DB (Add) 1227V v 7L, UFOFTvar2RELET,
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19: % —/\—DiEM

Add Server ®

Interface*

[ inside v ]

Address Pool*

[ 192.168.1.2-192.168.1.55 ]

(2.2.210-2.2.2.20)

Enable DHCP Server

Cancel ﬂ

[ H—T7xAA (Interface) |: Ka vy XTI LYV RAINLA L F—T 24 AL ERNLET,

«[7 RLAF—/L (Address Pool) ]:IP 7 RL ADOFPHZZE L E£T, IPT7 FL AL, BIRLIZA v
B —T 2 ARALF LY TRy b FICFETORERHY, A X —T 2 A AAHFDOIPT KL AEED
HIZEIITEEREA,

 [DHCPH— N—%H%hZF % (Enable DHCP Server) |: &R L7-A > ¥ —7 = A AD DHCP H#—/3—
EHZLET,

ATy T4 [OK] 227V vr7 LET,
ATY TS5 [{R17FE (Save) |27 U w27 LET,

T4 RIL— bDIENM

F 7 H N M— MNETEHE ., INEA v F—T oA ANBBERRER T v A N — A — X B
LRLET, DHCP LA T FLAZEE LTS3, T ANT TICT 740 hb— |k
ZZIE L TCWD AH @m%@ifoiafw—b%Lm¢ézgm% DEEIL. ROFIRZEHE
TLET,

FIE

ATY T [T/34 A (Devices) 1. [T /34 A& H (Device Management) | DJEIZEIR L, T34 20 [fwk (Edit) ]
(@) #2 Vv 7 LET, >

ATv 72 [Ib—T 4« >4 (Routing) ]>[FEHIJL— & (Static Routes) |Z# 3N L 7,
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| #xKyv—o
Forntn—troen [

20: &EL— b+

Device Routing Interfaces Inline Sets DHCP VTEP SNMP

+ Add Route
Manage Virtual Routers

[ Global N ]

Leaked from

Network Interface Virtual Router

Gateway Tunneled Metric Tracked

Virtual Router Properties
IPv4 Routes

ECMP

BFD
v IPv6 Routes

OSPF

OSPFv3

EIGRP

RIP

Policy Based Routing

v BGP

IPv4

1Pv6

Static Route

Vv Multicast Routing
DHCP #—/=n67 7 4V bb— b &ZFE LIZHAIE, ZOT =T VCERENET,

ATv T3 b—br&EM (Addroute) 1227V v 7 LT, ROFTvarERELET,
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21:58)L— FEIMOHRE

Add Static Route Configuration ®
|

Type:

Interface*

Cowsoe ]

(Interface starting with this icon @signifies it is available for route leak)

Available Network * - Selected Network

=) | ﬁ
any-ipv4

agateway

IPv4-Benchmark-Tests
IPv4-Link-Local

IPv4-Multicast

|Pv4-Private-10.0.0.0-8

awav*

[
Metric:

L ]
(1-254)

Tunneled: C] (Used only for default Route)

Route Tracking:

[ ]+

Cancel m

o [ZAT (Type) 1: BT DAXT 4 v 7 )— DX AT LT, [IPv4] £7X[IPv6] 47 v a R
ZowT Yy LET,

o [fH—T A A (nterface) |: A Z—T oA ZAEFRLET, BHEIIIHA L X —T A A
V(:‘ﬁ_o

« [ AREZ2 % >~ B U —7 (Available Network) ] : IPv4 T 7 # /L kjb— ks D413 [any-ipvd] 213K L,
IPv6 7 7 4 /L b /b— kDA [any-ipv6] ZIEIR L, GESN (Add) 1% 27 U >y 27 LCHEBRLER Y b
7 —72 (Selected Network) ]V A MZB#SHET,

o [F— U x=A (Gateway) | £/ [IPv67— b7 =4 (IPv6 Gateway) ]: ZD/L— DR T A Fik v
TTHHTF— b T2 A N—F e ANERITRIRLET, IPT RLAERIEIR Y NU—T/RA NET
Tl MNEBEETEET,

ATy T4 [0OK] %27V v LET,
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NAT D% 5E .

N—ERAZT 4 v I )— " T —TZBIENET,
ATy TS5 [fR17F (Save) |27 U 27 LET,

NAT D% 7E

ZOFENETIZ, NEZ 74T 2 FBNERT RV RAEINEA v Z—T =2 A ADIPT KL ADKR—
MZZEHS 5 NAT V—VEAERLET, ZOX A TONAT V=D thb A A —T A A
R— R~ 7 KL AL (PAT) & FMEONET,

FIE

ATYT1 [T/AA R (Devices) ]>[NAT] DIEIZER L, [FLWLKRY >— (NewPolicy) 127V v 2 LET,
AT T2 R —IZLHIEMT, R —%2EHT 573 AR L, [IR7F (Save) 1227 U v 27 LET,
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B wozz

B2z: 8 LLWERY o—

New Policy ®

Name:

[ FTD_policy

Description:

[ )

Targeted Devices

Select devices to which you want to apply this policy.

Available Devices and Templates Selected Devices and Templates
[ Q. Search by name or value ] 192.168.0.124

—_— 192.168.0.155

192.168.0.155

Add to Policy

)

NV 2 —73 Management Center (B SVE T, HI&HE, NV = — A Z2BMT 20ERH Y £,

23:NATR) o —

FTD_POIiCy [ Show Warnings ] m [ Cancel ]

Enter Description

Rules NAT Exemptions Policy Assignments (1)

[ Filter by Device ] [ Y Filter Rules ® ] [ Add Rule ]

Original Packet Translated Packet
Source Destination o - s
i i Original Original Original T T .
D ¥ Direction. Typs: Interface Interface Sources Destinations Services Sources Destinations Services Options

Objects Objects

~ NAT Rules Before
~ Auto NAT Rules

~ NAT Rules After

ATy T3 [—?EM (AddRule) 1227V v LET,
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NAT D& E .

ATFYT4 EAL— DO a BB ELET,
H24:ERL—ILDAFTay

Add NAT Rule
NAT Rule:
Auto NAT Rule v
Type:
[ Dynamic V]
Interface Objects Translation

« [NAT/L—/L (NAT Rule) ]: [HEINAT/L—/L (Auto NAT Rule) ] Z %R L £,
s [# A7 (Type) 1:[#AF > (Dynamic) ] &R L £,
ATYTS [f v F—T A A4 7 =2 b (Interface objects) ] X— T, [EHARERA LV H —T =2 A AL TV =V

I (Available Interface Objects) ] fEIk O [565 A X —7 = A AA 7 V=7 K (Destination Interface Objects) ]
FEIRICAMNER Y — 2B L £,

R25: 4B —DARFTSzH b+

Interface Objects Translation PAT Pool Advanced
Available Interface Objects Source Interface Objects (0) Destination Interface Objects (1)
[ Q. Search by name ] outside g

T Add to Source I
inside
Add to Destination

2

AT w6 [£# (Translation) | X— T, ROA T a rERELET,

Cisco Secure Firewall 4200 Threat Defense 2 2 — ~7 v 7 H A K : O—AHILEE R v kT —7% L0 Management Center .
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B wozz

26: %
Interface Objects Translation PAT Pool Advanced

Original Packet Translated Packet

Translated Source:

Original Source:*

[ all-ipv4 v ] + [ Destination Interface IP v ]
- @ The values selected for
Original Port: Destination Interface Objects in
[ TCP v ] 'Interface Objects' tab will be
used

Translated Port:

« [FEDEIETT (Origina Source) 1: [EM (Add) 1(TY %2V v 2 LT, +_COIPVE RT 7 4 v
(0.00.000) ODxy NU—7 AT V=7 FEBMLET,

B27:#LWAy hT—0F TSy b

New Network Object ®
[ all-ipv4 ]

Description

Network

(O FQDN

O Host O Range

C] Allow Overrides

GE)
HE)NAT V— V347 V=7 FEFRO—EE L TNAT ZBINT 5720, VAT LEFRD any-ipvs 4

T2l VEBHTAZLIITEEHA, Fh, VATLAEREDOF TV NERETHZLIXTE
FH A,

o [ 2 D%E[E 0 (Translated Source) ] : [5E5EA o % —7 = A AIP (Destination Interface IP) ] Z %R
L\ivé—o

ATFvTT [#1FE Save) 127V v 7 L TL—ZBIMLET,
=3 b=/ (Rules) |7 —7 /MTRAFSE T,
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7o ezsimr—nonze [

ATY T8 NAT X—TT[RIF (Save) 127V v 7 L CEREZBEIFLET,

7O 2AFEHIL—ILDOETE

TNA ARG LI &L, RO [T XTCONTF 7 4 v 7 %7y (Blockall traffic) 17
7EA arha— R U—EER LTSGR, T REWRTH NT T v 7 BRI
DDA Y ==V ZBMT 5 0ERH Y 3, 778X 3 ba—LRY r—I2id,
NEZF R S D EHDON— N EZH D Z LN TEET,

ROFINATIZ, WEY = BINY — o ~DFTXTD T 7 v 7 ZfFal$ 27 7 & A
/I/—}l/%ff/ﬁﬁ‘z L/i‘a—o

FIE

ATy 1 [R)I— (Pdicy) 1>[79 AR — (AccessPolicy) ]>[7 YRR 1) — (AccessPolicy) ] DIIEIZ
BIRL, AL RZEO L TOHENATNWET 7R ar ha—L RY —o [tk (Edit) | (&) 227V v
7 Liﬁ‘o

ATv T2 v—n%iBI (AddRule) |27 U7 L, IRONRTA—FERELFET,

28:3%1E5wJ — > (Source Zone)

Add Rule

Name [ins]de-to-outside\ ] Action ?’3 Allow v B Lc
Insert | into Mandatory v @ Intrusion Policy | None

Q Zones (1) Networks Ports Applications A Users URLs Dynamic Attributes VLAN Tags

Clear Selections [ Q search Security Zone Objects ] Showing 2 out of 2 | Selected 1 Selected Sources: 0

m s inside  (Routed Security Zone)

[j & outside (Routed Security Zone)

Any

+ Create Security Zone Object 3 Add Source Zone

1L ZON— AT EMTET (72 21X, insde-to-outside) .
2.[— (Zones) | MHLWNERY — B3R L7,
3. [EEFELY —r DI (Add Source Zone) %27V v 7 LET,
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B 7/exnmr—roms

ATvT3

29:58%J—> (Destination Zone)

. Add Rule

nsert |into Mandatory @ Intrusion Policy B File Policy | None
Q Zones (2) Networks Ports Applications A Users URLs Dynamic Attributes VLAN Tags
Clear Selections [ Qs rity Zone Objects Showing 2 out of 2 | Selected 1 Selected Sources: 1 Selected Destinations and Applications: 0
8 d Collapse All Remove Al
m & outsid JonE | v 10bject
sic
+ Create Security Zone Object Add Source Zone

4.[V'— (Zones) | MHANEEY — BRI L £,
5.[5856 — > %38/ (Add Destination Zone) 1% 7 U v 7 LET,
HMOREITZOEEIZLTBEET,

ER) ~ry b 7= TRI) =247 %27 ) v 7 LT, BEMSTONTER) —2 D AZ~A XL

ij_o

[FL7 4% (Prefilter) ], [{E7%5 (Decryption) ], [EF=UT 4 A>TV Y= A (Security Intelligence) ].
BELO[TAT T 47 4 (dentity) RV > —i%, 77 AHEA—LVORNZEHE INET, ZNHOR
Vo= NAZIA AT HMEZTHY FEAN, Xy NV =7 D=—X%ZRE LI2tk, EETED T

7 4 v 7T fastpath Z i (LEEEZ NSARR) L7eW T 74 v 7 %70y LTEDOHRDOUINARTEZ

BRHEDTTHIET, Ry NI =T DNRT =< A& ESEDLIENRTEET,
®30: 79 AGHORIERENZRY o—

L' Packets » @ Prefilter Rules -+ O Decryption » @ Security Intelligence - O Identity > @ Access Control ‘

[TV T 4 H— b (PrefilterRules) [: 7 74/ DT L7 4 )V Z KR Y —i%, o/ — L &

N5 (GT5) IXNTCTOMNI 74y 7 2BBIEET, T74V IR =MD ENTED
ME—DEHIX, RV NI T 4w 0% [ Tay 5% ZLTT, TRUNATE, HIiLWT L7 o
NWERY —FER LT, o8 (@il) | fastpathLB (IO T = v 7 B /XARR) | Filzid7m v
JTCEDLT VA ay ba—)L R ) — | ZBEMIT D Z &N TEET,

TV 4N EFRTDE, 7 vy 7 Eizidfastpath LEEOWNWT NI L T, b T 74 v 7 BRI HIT
LRI T D2 LT, N T 3= AEAEITEZENTEET, HILLRY —T1E, h
VRN =l T g VB =V EBINTEET, R — BT E, SL—
TX AL GERF L) O/RA A — kU RV E fastpath JLEE, 70w 7 F72EH Y — b TE T,
T T ANEN—NVEFERATHE IPT RLA, A—h, BT 2 ha L TlplsnsIE R xu
N7 7 4 v % fastpath WP FE 72137 0 v 7 TXET,

2z, Ay MU= EOFTRTCOFTP V7 74w o % T7ny 7 L, BHENSDSSH N T 7 4 v
U EEHERAT AL BILWWT L7 4 RY L —FBMNTxET,

« [#% (Decryption) ]: 774 /L hTIE, MEIEEASNEEA, BEE Xy hT—2 b T T (v 7

BT AT A AR v a AZABRT D HETT, REAEDEA. VT T 4 v BEETHIHLET
R ERICHTENTWAEARICORE S TEET, Xy NI —27 2R KBICIRET 72012, '
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| xRy o—nHE
7o ezsmr—ronz ]

B —N—~D T T 470, BEHTERWVWRY NI BT AL LD NT T 4 v 7120,
BER)—2HHTHZ L 2BEIDLET,

c[EX=2VUT 4 A7 Y Y=z A (Security Intelligence) ]: (IPS 7A B ANME) EX=2VUT 1 A
VTV AFT 7 AN N THENCRSTVWET, EX a2V T 4 AT VR, EEOHD
TI7T4ET AT 2H 9 1 DORMPBGET, 5ROl RE T 78X 2> be—b
R —ICETHCEHASNET, X2V T4 ATV V2 A L, VEaT—var 40TV
VL AEMHALT, YAaDEREA LTV VY AR TH D Talos BT HIP T R LA, URL,
BLORAAS 4 L0 REZR#RIZT ey 7 LET, REISUT, IPT FLAX, URL, FAA %

BINEZITHIBRTE £,

G¥)

IPS SABUABRRWES, ZORV—E, 7782 3y ha—LRY S —THEFRREINTW
THEBRINEE A

[ TAT T 4T 4 (dentity) 1: TAT T AT 4T 74/ b TIT#EHENETAL, 778 2
fa—= VRV —ICLD T 7 4y 7 OB ZFFATLHR1IC, 22— —IZRGEAZ ERTE E T,

ATv74 (EE) 77 BAHEAL—NORIENSNDRARY —2iBMLET,

RARY =3, b7 74 v 270tx=2l T ERERET D ERFAOHORAME LORABIE
FXE T, ManagementCenter ([Z1X, ZED T AT LREORY =R EFENTEY, TOEEHENITD
TEBNAZARXTHIEHTEEY, ZOFIETIE, VAT LERHORY —2HMMLET,

a) [EARYU T — (Intrusion Policy) ] Ky 77X o U A 227U w7 LET,

3M: D RTLREDERAKRY >—

@ Intrusion Policy [|Nome A]

ags
Balanced Security and Conne
Selected Sources: 1

Connectivity Over Security
Collapse All

JoNE | v 10bject Maximum Detection

% inside_| Security Over Connectivity

b) UAINLYVATARMORY —% 1 OBIN L F9,
ATvTs  (LE) 77 RAHEAL—ILVORIERSND 7 7 A VRY U —%BMLET,

a) [Z77ANRY T — (FilePolicy) | FryFX D VR NE7 Y w7 L, BEEORY > —%2RIRT 59,
[77ANVARY —U A2 ~&BI< (Open File Policy List) ] Z3#R L TR Y > —ZBML 7,
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#2RRY o—nEE |
| B

32: 774 LR > — (File Policy)

Ee File Policy [Nune /\]

Open File Policy List” '
ns and Applicatio

HLWR Y —DBAIE, [RY — (Policies) 1>[YIL2z7& 774 )L (Maware& File) ] <—¥

MNHlD X 7 CRXxE£9,

b) RV T —DIERRDFEMIZ DV TIE, Cisco Secure Firewall Device Manager Configuration Guide % 28 L C
<TEEV,

c) [V—/vDiBEN (AddRule) [ X—VIZREY, Fry X TR RPBEHLAER LTZAY — 28R
Li‘a‘O

ATv 76 [Applyl 227 U v/ LET,
L= =L (Rules) ] 7 —7/WIZIEME L ET,

AT TT [#RT7F (Save) |22 U w27 LET,

5% TE D B

REDEHE 2T N A AR LEY, ZEEZREATLETIE, TAMALTEDEELT
T AT EE A

FIE

ATy 1 L0 [EE (Deploy) 127V v27 LET,
X 33: R

oorey] @ @ @ | .

AT T2 RELREFHOEEIZ. FHEDOT A ADF =y 7Ry 7 A% A2 LT [JEB (Deploy) 15227V v 7 LE
ﬁ—o
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| #xKyv—o

i
luly

zzorn [

M BRLEDDERRA

Q Advanced Deploy ‘ A D Ignore warnings Deploy

1010-2 I Ready for Deployment

D 1120-3 I Ready for Deployment

E720F. [TTER Deploy Al) 1227V v 7 LTTNTOT A ZTRBALET,
B135: 5 N TR

Q Advanced Deploy ‘ A D Ignore warnings Deploy All

-

D 1010-2 I Ready for Deployment

D 1120-3 I Ready for Deployment

D 1120-4 I Ready for Deployment

D ftd-cluster1 I Ready for Deployment

D ftd1 | Ready for Deployment
® 5 devices are available for deployment :0)

FNLSNOGEIL. BINOREHA T Y a VERET H7-OIC, [mERE (Advanced Deploy) 1 %7 U >
7 LET,

X 36 mER RN

1 device selected

[Q Search using device name, user name, type, group or status ] Deploy time: Estimate m
Pending Changes Reports

() Device Modified by Inspectinterru...  Type Group Last Deploy Time Preview
> [ fuan rboersma, System FTD Feb 26, 2024 11:09 ... @ | Ready for Deployment
> [J  fta-clustert rboersma, System FTD Feb 22,2024 10:36 ... ® | Ready for Deployment
v 1010-2 rboersma, System FTD Feb 22, 2024 11:09 ... B | Ready for Deployment
o= ~ Access Control Group
Access Control Policy: in-out R rboersma, System
®
Intrusion Policy: No Rules Active R system
2

Network Analysis Policy: Balanced Security and Connectivity R System
~ Device Configurations
Interface Policy R rboersma

~ Flex Configuration

Template Policy: Unassigned R rboersma
v NAT Group
Manual NAT Rules: interface_PAT R rboersma

~ Security Updates
Rule Update: (Isp-rel-20240311-2013)

ATy T3 EBEAPEIDLIZZ AR LET, BBEOAT —# 22 RRT 52T, A=2—3—0 [EB (Deploy) ]
NEZDEMCHLZTAar%r ) v 7 LET,
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B2RRY S—0FEE |
BEDER

37:BEART—42 R

Deployments  Upgrades A Health @ Tasks 2 ‘ (D show Pop-up Notifications @
H 1running 6 success 0 warnings O failures [ Q Filter ]
¢ 1010-2 Deployment - Policy and object collection 10% == s
complete.
1120-3 Deployment to device successful. 2m 39s
1120-4 Deployment to device successful. 2m 43s
3110-1 Deployment to device successful. Tm 38s
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