TJ7AT7 9= ILDr—TJIIEGEA
R— K

T AT AV — T )VEEHGE L. Security Cloud Control (24 > AR — R LET,
c T AT U A—NDr—T N (1 3—=)
cFE TRV a =TI T AT U N EFT RN 2 —)
« PIIERE - CLI (4 =X—7)

TJ7A4AT794+— LDy —TILiER:

s =Nl —TNEAFLET, TIFNVDINTIE T 7 AT O =Ny ) —Vr—7
VMR LTV, B— K3—F D USB-to-RI-45 > ) 7V r—T7 V7 AT
HVENH Y F£9,

FeB A B —T = A A F— M SFP 2B T £9, MAALE— ML,
SFP/SFP+/SFP28 & = —/L & M & 5 1/10/25 Gb SFP28 7" — F TT,

FEAZOWTIE, N—RFRU=TRETA FEZRLTIIZSN,

outside :
) Outside/ Security
(Security Cloud Control access) @ icmet /ﬁ*@loud Cont“}')
Console port —
N2 salenalre a3
= ) 4y
0000000000000 o] O g 000000 T000000
4 %, )
inside —

mputer .
compute Inside

O'thefdata networl;s
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TFATIA—LDT—TLEHREA U R—F |
B =v70csa-0r8877 079 r— 1A v k—F

FHIOED A=V FICkD TP A T4 —ILEL ViR—
8

CLIB&EF—%2HHL 77 AT U r—VEF R —RKLET,

FIE

AT w1 Security Cloud Control DF 7 — a4 RUTEFAUTFATNAREZI Vw7 L, HADT 7

ARZ () 7V v LTT A A% [A R —1F (Onboard) ] LFET,

ATwF2 [FID| XA NE7 V7 LET,

ATv T3 [EHE—F] T, [FID] NBERENTWDHZ 2R LET,

RATY T8 FUR—T 47 FikE LT [CLIEGF — % (Use CLI Registration Key) ] Z R L 7,
1:CLIEHZX—%ER

A Important: After you onboard the threat defense device to cdFMC or the Firewall Management Center using the zero-touch provisioning
method, the device will be managed by the corresponding manager it is onboarded to. Note that the firewall device manager will no longer
manage the device, and all existing policy configurations on the device will be lost except for the basic interface configurations. Therefore,

xou must confiﬁure the ﬁolicies rom the corresponding manager.

Firewall Threat Defense

(=) (=] (=] (=)
Use CLI Registration Key Use Serial Number Deploy an FTD to a cloud Bulk Onboard using CSV File
Onboard a device using a Onboard a factory-shipped FTD environment Use this method for adding multiple
registration key generated from 7.2+ device to cdFMC or a 7.4+ On- Deploy a device to supported cloud devices to cdFMC by uploading a
SCC and applied on the device Prem FMC using zero-touch platforms: AWS, GCP, and Azure. .csv file, with template assignment.
using the Command Line Interface. provisioning. (FTD 7.4+)

(FTD 7.0.3+ & 7.2+)

ATv s [T/3( A% (DeviceName) | # A LT, [k~ (Next) 1227 U7 LET,
B2:7/\14 R4

Device Name

l ftd1 ]
=

ATvT6  [RUT—EYHT (PolicyAssignment) [IZOWTIE, FryFE T A=ma—%2FHLT, T34 2D
TI7EAarbr— R —EZFRLET, KU V—DREINTWRWESIX, [T 74 DT
JEAay hra—/LR Y v— (Default Access Control Policy) ] Zi®R L 7,
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M3: 75X arra—)LKRYI—

e Policy Assignment Access Control Policy

[ Default Access Control Policy - ]

ATy Tl [WT A7 YT a4k A (SubscriptionLicense) 1122V TCIL, [#ELFTD 7 /34 A (Physical FTD
Device) |7 VA RZ %7 Vv 7 L, ANITLHHERET AL 2 %2F =y 7 LET, [Next] 227 U v
7 LET,

R4: TR Toavs4tUR

e Subscription License Please indicate if this FTD is physical or virtual:
@ Physical FTD Device
O Virtual ETD Device

License Type Includes

Base Firewall Capabilities

Carrier (7.3+ FTDs only) GTP/GPRS, Diameter, SCTP,

M3UA
IPS % Intrusion Policy
Malware Defense Cs File Policy
URL URL Reputation

ATw S8 [CLIA$k*— (CLI Registration Key) 122V T, Security Cloud Control (%, ¥&k%x— & Z DD 7
A=A AL Ca~vr FeERLET, ZDa~vwr Rz a b — L T, ThreatDefense O & Tl
TOHMENDY 7,

5:CLIZHY—

[ 4 J

o
Kl) Ensure the device's initial configuration is complete before trying to apply the registration key. Learn more (£

CE) Copy the CLI Key below and paste it into the CLI of the FTD

configure manager add cisco-security-docs.app.us.cdo.cisco.com
BanyIZoaT@ew1JTpCOP2Zw3xEBnVVkfZv x7R7dwcm43JCMzwGY3ZzCfoFmZhW97my cisco-security-
docs.app.us.cdo.cisco.com

configure manager add Security Cloud Control_hostname registration_key nat_id display_name

AT I+ — LD r—TLEREF R F




| IEEEE

AFvT9
ATy 710

FIE

&

ATy T2

TFATIA—LDT—TLEHREA U R—F |
cLl

AR =K T v T2 VT &5 T LI-#%. Threat Defense CLI CZ Do~ REZabv—Lx9, &
E:CLI (4X—2) LTI,

1 -

CLIlEY N7y 7OH¥ 7 aw R

configure manager add accountl.app.us.scc.cisco.com KPOOPOrgWzaHrnjlV5ha2g5Rf8pKEFXIE
LzmlHOynhVUWhXYWz2swmkj2ZWsN3Lb accountl.app.us.scc.cisco.com

FoHR—=T 4T T 4P =R T[R~ (Next) 27 Vw7 LT, T8 AOXEERBE L ET,

EE) [BX=YUT 4731 A (Security Devices) | X— Y DM~z &7 ¢ )V Z BN DT~ )L
BTN AZBMLET, 7B AL, HWTTARHT () ZBINLET, 7-ULL, Security
Cloud Control ~03¥E AHEG £ 12T /34 ZNZHH S ET,

X 6:42T

Your device is now onboarding.

@ This may take a long time to finish. You can check the status of the device on the Devices and Services page.

Add Labels @

#HAZRE : CLI

CLIty N7y 727 V7 LT, SFHOEHIPY FLA, F—FU=A, BLOZOD
fDERR Y N —IREZITVET,

oY —)LiIR— MZHEKE L C Threat Defense CLIIZ T 27 & A2 L E£ 9, Threat Defense CLI ~D 7 7 & 2 %%
HBLTIEEN,
BHA L H =T 2 A ZADREHDOCLI® Y b7 v 727 )7 25T LET,

G

REZIZ VT (2 zE, A A—VEFHERTIZLICED) LBROEY, CLIEYy N Ty FRA7 Y

MY IRT Z EIXTEEEA, L, ZRHORET N TIL, #7526 CLI T configurenetwork =~ >
K& L CEE Tx F9, Cisco Secure Firewall Threat Defense =2~ KU 77 L 2SR L TLZX
AN

You must accept the EULA to continue.
Press <ENTER> to display the EULA:

B o7 79— LT LEREA U R—F
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Cisco General Terms

[...]
Please enter 'YES' or press <ENTER> to AGREE to the EULA:

System initialization in progress. Please stand by.

You must configure the network to continue.

Configure at least one of IPv4 or IPv6 unless managing via data interfaces.
Do you want to configure IPv4? (y/n) [y]:

Do you want to configure IPv6? (y/n) [y]l: n

AATVR: ZNHDHATDT RLADLH72 EH 1 DI2NWTYyEANLET, BEA VX —T A
AEMHATETFTENRWVEAETHL, 794 X—=F T RLRREDIPT RVRAERETHLENHY £77,

Configure IPv4 via DHCP or manually? (dhcp/manual) [manuall]:

HAF R [FH) (manual) | ZBIRLET, v~ 2=V v T 7 BRI A v F—T = A AEMHHT LY
&, DHCPIZV AR —bhSNFERA, V=T 4V TOREZESTZOIL, O F—T 2 f AR E—T ¥
TIRAAL LV H =T 2 A ALITRLAV TRy b EICHDZ EE2HER LTI EE N,

Enter an IPv4 address for the management interface [192.168.45.61]: 10.89.5.17
Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.255.192
Enter the IPv4 default gateway for the management interface [data-interfaces]:

HAZBUR  F— b+ 7oA % data-interfaces ICFRE L £, ZOREIL. A v X —T =4 AZWBL T
N—TFT 4T TELLIC, R FL—r BN LTER NI 7 4 v 7 BEELET,

Enter a fully qualified hostname for this system [firepower]: 1010-3

Enter a comma-separated list of DNS servers or 'none' [208.67.222.222,208.67.220.220,2620:119:35::35]:
Enter a comma-separated list of search domains or 'none' []: cisco.com

If your networking information has changed, you will need to reconnect.

Disabling IPv6 configuration: managementO

Setting DNS servers: 208.67.222.222,208.67.220.220,2620:119:35::35

Setting DNS domains:cisco.com

HAF VR EHA A —T 2 ADDNSYP—R"—%HRELET, ZNHIE, WhE IS v F—T =
AAMBT IR AENITZ0, BTHETHINNGA v Z—T =1 ADODNS P —_— L —FJ 5 A REHEN H
nET,

Setting hostname as 1010-3

Setting static IPv4: 10.89.5.17 netmask: 255.255.255.192 gateway: data on managementO
Updating routing tables, please wait...

All configurations applied to the system. Took 3 Seconds.

Saving a copy of running network configuration to local disk.

For HTTP Proxy configuration, run 'configure network http-proxy'

Setting hostname as 1010-3

Setting static IPv4: 10.89.5.17 netmask: 255.255.255.192 gateway: data on managementO
Updating routing tables, please wait...

All configurations applied to the system. Took 3 Seconds.

Saving a copy of running network configuration to local disk.

For HTTP Proxy configuration, run 'configure network http-proxy'

HAFZUR crouted b AT LET, A~ —T % T 7B RF, =T v R T77 AT U4 —/LE— RKTD
Y R—FENTWET,

Configuring firewall mode

Device is in OffBox mode - disabling/removing port 443 from iptables.
Update policy deployment information

- add device configuration

- add network discovery
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- add system policy

You can register the sensor to a Firepower Management Center and use the
Firepower Management Center to manage it. Note that registering the sensor
to a Firepower Management Center disables on-sensor Firepower Services
management capabilities.

When registering the sensor to a Firepower Management Center, a unique
alphanumeric registration key is always required. In most cases, to register
a sensor to a Firepower Management Center, you must provide the hostname or
the IP address along with the registration key.

'configure manager add [hostname | ip address ] [registration key 1'

However, if the sensor and the Firepower Management Center are separated by a
NAT device, you must enter a unique NAT ID, along with the unique registration
key.

'configure manager add DONTRESOLVE [registration key ] [ NAT ID '

Later, using the web interface on the Firepower Management Center, you must
use the same registration key and, if necessary, the same NAT ID when you add
this sensor to the Firepower Management Center.

>

YRV XT IR AMONEA L F =T = AERELET,
configure networ k management-data-inter face

ZD%, WA =T =2 A ADEEKWR Ty N =T REZITO L OIROL T v T M RFoRaSnE
ﬁ‘o

FHIPT LR

> configure network management-data-interface

Data interface to use for management: ethernetl/1l

Specify a name for the interface [outside]: internet

IP address (manual / dhcp) [dhcp]: manual

IPv4/IPv6 address: 10.10.6.7

Netmask/IPv6 Prefix: 255.255.255.0

Default Gateway: 10.10.6.1

Comma-separated list of DNS servers [none]: 208.67.222.222,208.67.220.220

HAFT DR BERIZHNE DNS B — N— % (& FF5 % 121%, Management Center TDNS 77 v k7 o — A%
ExHRETHLENRDY 7,

DDNS server update URL [none]:
Do you wish to clear all the device configuration before applying ? (y/n) I[n]:

Configuration done with option to allow manager access from any network, if you wish to change the
manager access network
use the 'client' option in the command 'configure network management-data-interface'.

Setting IPv4 network configuration.
Network settings changed.

>

DHCPM™L®DIP7 KL R

> configure network management-data-interface
Data interface to use for management: ethernetl/1l
Specify a name for the interface [outside]:
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ATy T4

ATy TH

agsz cu

IP address (manual / dhcp) [dhcpl]:

DDNS server update URL [none]:
https://dwinchester:pa$$wlOrdl7@domains.example.com/nic/update?hostname=<h>&myip=<a>
Do you wish to clear all the device configuration before applying ? (y/n) I[n]:

Configuration done with option to allow manager access from any network, if you wish to change the
manager access network
use the 'client' option in the command 'configure network management-data-interface'.

Setting IPv4 network configuration.
Network settings changed.

>

Security Cloud Control 234:5% L 7= configure manager add =~ > R& il L C. Z @ Threat Defense % & ¥
9% Security Cloud Control Z#s L £7, 2~ ROERKIZONTIE, FEiZneva=v7Icks7 7y
AT U= NEArR—F Q=) 2BRLTIEZEN,

1 :

> configure manager add accountl.app.us.cdo.cisco.com KPOOPOrgWzaHrnjlV5ha2q5Rf8pKFX9E
LzmlHOynhVUWhXYWz2swmk j2ZWsN3Lb accountl.app.us.cdo.cisco.com
Manager successfully configured.

TN A%V E— FEHHICEETE D K HIZ Threat Defense #> v v hE 7 LET,

VAT AEWYNZ Y Yy N T H I ENEETY, BMICER T T 7AW BRAAL v FEM

Lic35L, BERRTZ 7 ANV VAT LAOBEES|IERITZIENRDVET, Ny 77T 00 RTEFIC

EEOT v ANFETENTEY, BRI 72k, BRZEMLZVT5L, VAT LE T L—

ATV ¥y NI UTERNVWIEERATENTLIEEN,

a) shutdown =~ F&Z AN LET,

b) FEJHLED & A7 —X ALED 8L T, ¥y —YOERMUMsNTWDL Z L2 LE7 (LED
DIVHELT)

) V¥ —VOEENEFIHIMSNL, HRBEIOSUTERY 7 7 2kE, vy — Mo WEINICER
FROANTEnTEET,
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CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



