afran]n
CISCO.

'
g
=4
=
[

=

N
2
=
"
o

Cisco Secure Firewall 4200 Threat Defense X % — + 7w THA
K : 257 K22 Firewall Management Center

BIREH 20253 A7 H

VRAVRATLRAEREM

T107-6227 HUABPEIX IRIR9-T-1 T v KA DY -« XU —
http://www.cisco.com/jp

BWSDLEE VR a ¥y heuX—
0120-092-255 (7 VU —=—/L f# - PHSETp)
EEE= I - S H 10:00~12:00, 13:00~17:00
http://www.cisco.com/jp/go/contactcenter/






A1

i

FZ L& BHIIC

DN T 7 A4 T 4+ —)v%&A A h—/L L, Security Cloud Control (IHFF, Cisco Defense
Orchestrator) Z ] L CHMBA 2 —T7 = A4 A TEHEBLE T,

)

GE)  ANBEHEIX, 7 7AZ2 Y 7 TIEAR—FSvEtA, ZO%AIL. . Security Cloud Control
TV RAERA =T 2 A AEFEMLET, ZOHA FTIE, FHSAMTE RSV TR
LETH, BEHA U H—T oA A%MFH LZEBIZ OV TIL, Cisco Security Cloud Control ™ 27
7 U R Firewall Management Center % ] L 7= Firewall Threat Defense D& ¥ % 2 L T
KTEEW, VT AL AZVRAREBIZOWVWTYH, TOHA FEZRL TSN,

« T AT U —LVOEROTN (1 2—)

e f VA RN=ILENTNWALT U r—3 3 (Threat Defense £7-1% ASA) DORER (3 _X—
V)

» Threat Defense CLI ~D 7 7 & & (4 R—)

e N—=Ta VORER E A A= L (5 =)

e TA B AERETD (T_—)

o WERLGH) 774 T VA= NLOEROYIW (8 2—)

F7AT7 04— ILOEBERDERA

VAT LADERIT., VAT UF—NOFHEICHD 0 v h—FBIRAAL v FIC Lo THII SN E
T, By A—&\RAA vFIE, V7 MEAEZRMELET, ZHICEY, AT ADTL—RAT
Ny NETURTR—FEN, VATLAY 7 F =T BIOT—FZOHED Y 2 7 2388
INET,

\}

GE) T AT U —)LEHO TEEIT S & 1%, Threat Defense DO FJHAKITHI 15 ~ 30 2300 £
‘j‘o
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B o 7or—rozrorA

1R BHHEIIZ

77 AT G MK LT OO B R IG5 L AT (I ERERER
(UPS) ZHERIT 572 2) o BOIDS 15 b7 9 AT CRAI RIS & TA:
77 ANV AT KW EG F BT ERIER DY T, Sy 7Ty FCEEICSHOT
BEANFTSNTOT, BABKDND L, VAT AES L—AT VY xy MU TEE
o,

FIE
ATYT1 BRI —FE27 7 A7 U+—/VICHRL, a2y MBS LET,

AT T2 vy —rOFET, BRa— RNCEET 20 v I —ERAAL v F2EH L CERE A ICLET,
K 1:ERARZ >

i (‘ |
7
b IR0

(O —— g ¥

Power button

ATYT3 77 AT U= VOYHEIZHDERLED ZHER L ET, HAIETLTWAEEIE, 774 T U —/LD
BN A S TWVET,

2: VAT LB LUVER LED

System LED ——
Power LED ——

ATYTE 77 AT T —/VOYHIZHD AT LALED ZHER L £T, FREAIST L TWAEAIE., BIREAZENIC
AL TWET,
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A YR F—ILERTWABF T r— 3> (Threat Defense % 1=(% ASA) E [

AR =ILENTWNST7T) 45— 3> (ThreatDefense
F1-I1X ASA) DEE
Threat Defense & ASA Dli DT 7V r— g Vi, N— KRy =7 THR—FEINTHET,

A== MIER L. RIS VA P ERTWE T T r—va U R L E
—é—O

FIE

AT T1 a3 V— R — NI LET,

K3:a>vy—I)LKR—F

RJ-45 console

e

ATw T2 CLI7ay 7 a2BWB LT, 7747 74—/ T Threat Defense £7713 ASA BNFET SN TWENE 970k
TR L £,
Threat Defense

Firepower 2 274 (FXOS) 7w U7 "RERRINET, B4  LTHLWRRAY — REZREETIZ,
Y22 N TEET, v /A V2R TTDHDHEND LA 1L, Threat Defense CLI ~D 7 7 A (4
N=) EZRL TSN,

firepower login:

ASA
ASA 77 FRERENET,

ciscoasa>

ATV T3 WESTT AV r— g UNETENRTWBEA L. Cisco Secure Firewall ASA 3 X U Secure Firewall Threat
Defense ff 1 A —Afb A RESRLTIEE0,
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FLeaanc |

Bl treatnefense cLi~>7 4 £ 2

Threat Defense CLI ~D7 7 X

FIE

ATy T

ATy T2

ATvT3

REETIT N T TN 2 =T 4 VT DIEDIZCLIULT 7B AT HUERO L5501 £7,

oY — )R — MCEEGE L £,

K4:a>y—)LR—F

RJ-45 console

otlootfoe

e

FXOS IZ##e LE 4, = —%—4 admin & X2 U — K (F7 /L MI Admin123) Z{#EfA L CCLIicu
AV LET, IOTal Ay Lt E, RRATV—REEET LI RKDOLNET,

firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...]

Hello admin. You must change your password.
Enter new password: ***kxkkk*

Confirm new password: **kkkxkk*

Your password was updated successfully.

[...1]

firepower#

Threat Defense CLI IZZEH L E1,

GE)
Wt >~ 87 v 72 Device Manager #fEHT 285G i Ens vy Frneya =07 2HT 256
I1Z. ThreatDefense CLIIZ7 7 Z A LARWTL7ZEW (T7®ATHE, CLI®y N7 v 7Nl EINE
7).

connect ftd
Threat Defense CLI (2D Tt D&, Wil Y N7 v 7 2% TTH L 9IZROBNET,
51 :
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n—vavorpsas —ot |

firepower# connect ftd

>

Threat Defense CLI Z#£ T3 5 121%, exit £7-iXlogout 2~ K& AN LET, Tz~ Kizkv, FXOS
a7 MR £,

1 -

> exit

firepower#

N—TaVDEREBAA—21E

FIE

T AT I — N ERETATNCHRENR—a v B VA N—AT AL EBEID LET, 3l
DHELE LT, BERIZT v 77— REFITTHILELTEETN, REEZRFHTIT v
TV —RTiE, ZOFEEZERAT DL BEEBRNDPLDI5E0/HY £,

X G N VACE P N
Y7 U7 Fyru—R_X=U0) ) =ZAFKSOMIIH D5, @OOREPTNTH S Gold
Star U UV —RA&FE(TT 5 Z &2 BEID LET, https://www.cisco.com/c/en/us/products/collateral/

security/firewalls/bulletin-c25-743178.html TSN TWAH Y U — 2K ZZRT 52 L b TE
\i j—O

AT Tl aV— R — MNIEEGELET,

B5:3>Y—ILKR—

ATy T2

RJ-45 console

V]

[]
=

FXOSCLI T, ET7HDOR—Va v 2FRRLUFET,

scope ssa

show app-instance

51
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FLeaanc |

B —vacommemr—vit

ATvT3

Firepower# scope ssa
Firepower /ssa # show app-instance

Application Name Slot ID Admin State Operational State Running Version Startup Version Cluster Oper
State

ftd 1 Enabled Online 7.6.0.65 7.6.0.65 Not Applicable

BLWA=Da A VA =V T 55813, ROFIEZETLET,

a) T 74N FTIE, WA X —T7 oA A IDHCP 2 L £3, BEA X —7 = A AP T R
VAZRETDMEND DGEIL, WOavr RE AT LET,
scope fabric-interconnect a
set out-of-band static ip ip netmask netmask gw gateway

commit-buffer

G
WDOT T —=NRET HHET, AEEZ =2y T 2H0IC DHCP Z 8§ 248035 Y £4, DHCP
NI HI2IE, ROFIRIZHENET,
firepower /fabric-interconnect* # commit-buffer
Error: Update failed: [Management ipv4 address (IP <ip> / net mask <netmask> ) is not
in the same network of current DHCP server IP range <ip - ip>.
Either disable DHCP server first or config with a different ipv4 address.]
firepower /fabric-interconnect* # exit
firepower* # scope system
firepower /system* # scope services

firepower /system/services* # disable dhcp-server
firepower /system/services* # commit-buffer

b) FXOSD T TNy a—TF 47 A4 RICEEHENTHDEHA A= O FIELZFEITLET,

BHA =T 2 A ADET IV EATELY == LA A=V %X Ty n— RTL50ENH
D\i‘a_(]

T AT U —/LNERE L7z 5, FXOS CLIIZHERER LET,
¢) FXOSCLI T, HHENAU—REHERTTHLIIROLNET,

O—XoFFaya = IO, TR BT UR—TFT 4 ST HREE, TTICNA T — RNER
EINTWAEED, [RATU—FD Yty b (PasswordReset) | =V 7 THT Wz (No) ] &38R L
TLIE&E W,

d) 774704 NETyy MU LET, WEREE) 7747 U+ —LOEROUIK (8 <—
V) ESZRLTIIEEN,
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| ELosaic

sqtozemETs [

FAELVRAZTET B

TAB AT, VAIETIFREREIENLT AL ZAEEA LRI, A~— Y7 hy=T
FGARL T TH T MY 7 SNTWET, Smart Software Manager (27 4 W 2 kA3
WEAIE, V2 E 7Yy LTHLWT ATy bERELET,

F72DOYA 1L, Smart Software Manager (Z Security Cloud Control % &k L £ 7, Bika1T 912
I%. Smart Software Manager CX§k h—72 U AR T H2MENH Y £7, FELWFIRIZHOWT
I%. Security Cloud Control D~ == 7 /L ZZML T 2 &0,

Threat Defense (ZIZRDT A B ANRH Y £,
* Essentials : 2K
« IPS
o LT = T RGE
«URL 7 4 V2 U 7
* Cisco Secure Client
«¥x U7 (Diameter, GTP/GPRS, M3UA, SCTP)

1. HETIA B AZBINT 20N H 55561, Cisco Commerce Workspace C [T THi
& (Search All) 17 4 —/V FEMFEHLET,

K6:54 Y ABER

= v SearchAll.. Q

f Catalog Estimates Deals & Quotes Orders Subscriptions & Services Software

2. WDOIFTA L APID ZMELET,

A\

GE)  PID MAOHLRWEAIX, EXCFETPID #BMTE £,

* Essentials :

« HEIICE D D

<IPS. =AU =T P, LT URL OMEAFHE :
+ L-FPR4215T-TMC=
+ L-FPR4225T-TMC=
+ L-FPR4245T-TMC=
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(WERIHE) 77470+ —ILOBERDEIM

FLeaanc |

EFED PID OWFNEESTTEINT 5 &, ROWTIHD PID (%3 2 B~ —
2DV T 27 ) P arBERTXET,

* L-FPR4215T-TMC-1Y

* L-FPR4215T-TMC-3Y

* L-FPR4215T-TMC-5Y

* L-FPR4225T-TMC-1Y

» L-FPR4225T-TMC-3Y

* L-FPR4225T-TMC-5Y

* L-FPR4245T-TMC-1Y

» L-FPR4245T-TMC-3Y

» L-FPR4245T-TMC-5Y

CEEHEES

* L-FPR4200-FTD-CAR=

» Cisco Secure Client : [Cisco Secure Client Ordering Guidel] Z# &M L T 72 &0,

3. RS, [ E Y —E A (Products and Services) | iR L £,

X 7:48

e All Results

T Orders

[E® Invoices

f&, Software Subsc...

‘ © Products & Ser...

)

(WERIHS) 7747704+ —ILOERDYIM

VAT AEBEUNC YV Yy N T H I ENEETT, HMICERY 7 7Rk, ERA
AV TFEHLIZVTHE, BRI 7 ANV AT LAOBRERBIZEZT 2RV T, Ny
77Ty RTIHEICEEOT o ARFATINTEBY, ERT 7 7 EH\i20, EIRE Yk
LT BE, 774 T U — NI AT LB T L—ZAT NI vy hEATLUTEXFERA,
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| FLoswic
cuizs3277479+—roERoms I

CLIICEITAT7 747 04— ILOEIRDUIE

FXOSCLIZffd 5 &, VAT ARV Yy NE UL LT T 74T U —VOEREZY)
WroxE9,

FIE

ATy Tl avy—LR— MIEERELET,

K8:a>vy—)LKR—

RJ-45 console

e

AT w72 FXOSCLI Tr—H/VEBE— Rk L £7,
firepower # connect local-mgmt

RTFYT3 VAT AEY Yy AT LET,
firepower(local-mgmt) # shutdown

1 :

firepower (local-mgmt) # shutdown

This command will shutdown the system. Continue?
Please enter 'YES' or 'NO': yes

INIT: Stopping Cisco Threat Defense...... ok

ATFYTE T7 AT T4 —NDV %y NET UV AT AT P 2T —LFET, vy hETUNETT
L koTa T IRFRREINET,

System is stopped.
It is safe to power off now.
Do you want to reboot instead? [y/N]

ATV TS VBEBIUGNUTERAL vF 24710, BIRT 7 72Ty —3 OB ERZ R 442 &2
T&EET,

Management Center Z{FFH L= 714 7V +— LD EIRED LI

Management Center Z i L T A7 A&@EYIZ ¥ v hE U LET,
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. Management Center ZFFA L1774 70+ — LD ERO LI

FIE

RTVIN T7A4T U4 —NEv Xy hE T LET,
a) [T/31f R (Devices) |>[T/\1 REH (DeviceManagement) %R L £,
b) BE#T L7, ZAOMICH D [feE (Bdit) | (&) 227V v 7 LET,
c) [T/3 A (Device) | #7 %7 Vv LET,

d) [¥AF A (System) | £ 3 a2 T[FAA ADL % v b #7> (Shut Down Device) | (@) %~
Vo7 LET,
e) Iy ERRREINTEL, TS ADY Yy MU U EHERLET,
RTFYT2 a I AN T AT I+ — N L TWAESIT., 7747 9+—ANT vy N T TBHEXIC
VATATu T e —LET, Yy MM UUNRETTDHE, ROT e T IRERENTET,

System is stopped.
It is safe to power off now.

Do you want to reboot instead? [y/N]
Y= ADBEERE L T WGEAIE, R30S TU AT ARV Yy MU LIEZ LR LET,

ATw T3 BEISUTERAL v F 247120, BT 7 72Ty vy — N WHEANCERZ Y 4442 &2
TEFET,
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=9=
=% =R

TJ7AT7 9= ILDr—TJIIEGEA
R— K

T AT AV — T )VEEHGE L. Security Cloud Control (24 > AR — R LET,

« T AT T F =D —T N (11 _2—3)
cFH T a =TIk DB T AT U EFR— R (12 =)
o WIEARRE : CLI (14 ~2—73)

TJ7A4AT794+— LDy —TILiER:

s =Nl —TNEAFLET, TIFNVDINTIE T 7 AT O =Ny ) —Vr—7
VMR LTV, B— K3—F D USB-to-RI-45 > ) 7V r—T7 V7 AT
HVENH Y F£9,

« T —H AU H—T = A A R— NI SFP ZBY [ EF, MAALR— M,
SFP/SFP+/SFP28 & = —/L & M & 5 1/10/25 Gb SFP28 7" — F TT,

CFECZOWTIE, N—=FU = TRETA FEZRLTIES,

outside :
) Outside/ Security
(Security Cloud Control access) T /{/f@loud Contr(zl/w
Console port —
Nz g a3
= £
0000000000000 Q off 2 000000 T000000
& U
inside —

mputer A
compute Inside

O'thef'data networl;s
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TFATIA—LDT—TLEHREA U R—F |
B s970coa-2sices77 4794 —LEF LR~ E

FHIOED A=V FICkD TP A T4 —ILEL ViR—
8

CLIB&EF—%2HHL 77 AT U r—VEF R —RKLET,

FIE

AT w1 Security Cloud Control DF 7 — a4 RUTEFAUTFATNAREZI Vw7 L, HADT 7

ARZ () 7V v LTT A A% [A R —1F (Onboard) ] LFET,

ATwF2 [FID| XA NE7 V7 LET,

ATv T3 [EHE—F] T, [FID] NBERENTWDHZ 2R LET,

RATY T8 FUR—T 47 FikE LT [CLIEGF — % (Use CLI Registration Key) ] Z R L 7,
9:CLIZESRF¥—%EH

A Important: After you onboard the threat defense device to cdFMC or the Firewall Management Center using the zero-touch provisioning
method, the device will be managed by the corresponding manager it is onboarded to. Note that the firewall device manager will no longer
manage the device, and all existing policy configurations on the device will be lost except for the basic interface configurations. Therefore,

xou must confiﬁure the ﬁolicies rom the corresponding manager.

Firewall Threat Defense

(=) =2 (=] (=)
Use CLI Registration Key Use Serial Number Deploy an FTD to a cloud Bulk Onboard using CSV File
Onboard a device using a Onboard a factory-shipped FTD environment Use this method for adding multiple
registration key generated from 7.2+ device to cdFMC or a 7.4+ On- Deploy a device to supported cloud devices to cdFMC by uploading a
SCC and applied on the device Prem FMC using zero-touch platforms: AWS, GCP, and Azure. .csv file, with template assignment.
using the Command Line Interface. provisioning. (FTD 7.4+)

(FTD 7.0.3+ & 7.2+)

ATv s [T/3( A% (DeviceName) | # A LT, [k~ (Next) 1227 U7 LET,
10: TN\ R%

Device Name

l ftd1 ]
=

ATvT6  [RUT—EYHT (PolicyAssignment) [IZOWTIE, FryFE T A=ma—%2FHLT, T34 2D
TI7EAarbr— R —EZFRLET, KU V—DREINTWRWESIX, [T 74 DT
A2y hua—/LR Y 2 — (Default Access Control Policy) ] Z3%R L %9,
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| 771479+—Lor—JLigmetok— R
FHIOECa= 8577479 —LEAVR—F [}

M:79€xarro—)LKRYy—

@ Policy Assignment Access Control Policy

l Default Access Control Policy - ]

ATy Tl [WT A7 YT a4k A (SubscriptionLicense) 1122V TCIL, [#ELFTD 7 /34 A (Physical FTD
Device) |7 VA RZ %7 Vv 7 L, ANITLHHERET AL 2 %2F =y 7 LET, [Next] 227 U v
7 LET,

12:TR5)TFoavs4ErR

Please indicate if this FTD is physical or virtual:
@ Physical FTD Device
O Virtual ETD Device

License Type Includes

Base Firewall Capabilities

Carrier (7.3+ FTDs only) GTP/GPRS, Diameter, SCTP,

M3UA
IPS % Intrusion Policy
Malware Defense Cs File Policy
URL URL Reputation

ATv T8 [CLIE&EF— (CLI Registration Key) ]1Z-2W T, Security Cloud Control I%, &% — & Z D 1Z
A=A L Ca~vy FEAKRLET, Z0a< F&a b — L T, ThreatDefense O #)HIF% & Tl
TOHMENDY 7,

13: CLI &8} ¥ —

@ CLI Registration Key

o
'\l) Ensure the device's initial configuration is complete before trying to apply the registration key. Learn more (£
(5) Copy the CLI Key below and paste it into the CLI of the FTD

configure manager add cisco-security-docs.app.us.cdo.cisco.com
BanyIZoaT@ew1JTpCOPZw3xEBnVVkfZv x7R7dwcm43JCMzwGY3ZzCfoFmZhWI7my cisco-security-
docs.app.us.cdo.cisco.com

configure manager add Security Cloud Control_hostname registration_key nat_id display_name

Cisco Secure Firewall 4200 Threat Defense 2 2 — ~7 v T H A K : £ 57 FiZ{#£E Firewall Management Center .



| IEEEE

AFvT9
ATy 710

FIE

&

ATy T2

TPATIF—LOTr—TLEHREF VR—F |
cu

AL =T v T A7 YT NE5ET Lictk, Threat Defense CLI T2 D=~y Feat—LET, fHE
JE i CLI (14 %—Y) &L TLIZE0,

1 -

CLIty hT vy 7OY 7 rav K.

configure manager add accountl.app.us.scc.cisco.com KPOOPOrgWzaHrnjlV5ha2g5Rf8pKEFXIE
LzmlHOynhVUWhXYWz2swmkj2ZWsN3Lb accountl.app.us.scc.cisco.com

FoHR—=T 4T T 4P =R T[R~ (Next) 27 Vw7 LT, T8 AOXEERBE L ET,

EE) [BX=YUT 4731 A (Security Devices) | X— Y DM~z &7 ¢ )V Z BN DT~ )L
BTN AZBMLET, 7B AL, HWTTARHT () ZBINLET, 7-ULL, Security
Cloud Control ~03¥E AHEG £ 12T /34 ZNZHH S ET,

& 14:427T

Your device is now onboarding.

@ This may take a long time to finish. You can check the status of the device on the Devices and Services page.

Add Labels @

#HAZRE : CLI

CLIty N7y 727 V7 LT, SFHOEHIPY FLA, F—FU=A, BLOZOD
fDERR Y N —IREZITVET,

o) —)LiR— NZHE5E L C Threat Defense CLI (27 27 & A L% 9, Threat Defense CLI ~®D7 7 & Z (4

N—=) EBRRLTIEEN,

BHA L H =T 2 A ZADREHDOCLI® Y b7 v 727 )7 25T LET,

Gx)

WMEEIZ VT (L2, A A—VEFEERTHZEICLY) LAVWhEY, CLIty NT vy 727 V7
MY IRT Z EIXTEEEA, L, ZRHORET N TIL, #7526 CLI T configurenetwork =~ >
K& L CEE Tx F9, Cisco Secure Firewall Threat Defense =2~ KU 77 L 2SR L TLZX
AN

You must accept the EULA to continue.
Press <ENTER> to display the EULA:
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| 77479+ — LDy —TLEHES LK~ F
DEEC RN T

Cisco General Terms

[...]
Please enter 'YES' or press <ENTER> to AGREE to the EULA:

System initialization in progress. Please stand by.

You must configure the network to continue.

Configure at least one of IPv4 or IPv6 unless managing via data interfaces.
Do you want to configure IPv4? (y/n) [y]:

Do you want to configure IPv6? (y/n) [y]l: n

AATVR: ZNHDHATDT RLADLH72 EH 1 DI2NWTYyEANLET, BEA VX —T A
AEMHATETFTENRWVEAETHL, 794 X—=F T RLRREDIPT RVRAERETHLENHY £77,

Configure IPv4 via DHCP or manually? (dhcp/manual) [manuall]:

HAF R [FH) (manual) | ZBIRLET, v~ 2=V v T 7 BRI A v F—T = A AEMHHT LY
&, DHCPIZV AR —bhSNFERA, V=T 4V TOREZESTZOIL, O F—T 2 f AR E—T ¥
TIRAAL LV H =T 2 A ALITRLAV TRy b EICHDZ EE2HER LTI EE N,

Enter an IPv4 address for the management interface [192.168.45.61]: 10.89.5.17
Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.255.192
Enter the IPv4 default gateway for the management interface [data-interfaces]:

HAZBUR  F— b+ 7oA % data-interfaces ICFRE L £, ZOREIL. A v X —T =4 AZWBL T
N—TFT 4T TELLIC, R FL—r BN LTER NI 7 4 v 7 BEELET,

Enter a fully qualified hostname for this system [firepower]: 1010-3

Enter a comma-separated list of DNS servers or 'none' [208.67.222.222,208.67.220.220,2620:119:35::35]:
Enter a comma-separated list of search domains or 'none' []: cisco.com

If your networking information has changed, you will need to reconnect.

Disabling IPv6 configuration: managementO

Setting DNS servers: 208.67.222.222,208.67.220.220,2620:119:35::35

Setting DNS domains:cisco.com

HAF VR EHA A —T 2 ADDNSYP—R"—%HRELET, ZNHIE, WhE IS v F—T =
AAMBT IR AENITZ0, BTHETHINNGA v Z—T =1 ADODNS P —_— L —FJ 5 A REHEN H
nET,

Setting hostname as 1010-3

Setting static IPv4: 10.89.5.17 netmask: 255.255.255.192 gateway: data on managementO
Updating routing tables, please wait...

All configurations applied to the system. Took 3 Seconds.

Saving a copy of running network configuration to local disk.

For HTTP Proxy configuration, run 'configure network http-proxy'

Setting hostname as 1010-3

Setting static IPv4: 10.89.5.17 netmask: 255.255.255.192 gateway: data on managementO
Updating routing tables, please wait...

All configurations applied to the system. Took 3 Seconds.

Saving a copy of running network configuration to local disk.

For HTTP Proxy configuration, run 'configure network http-proxy'

HAFZUR crouted b AT LET, A~ —T % T 7B RF, =T v R T77 AT U4 —/LE— RKTD
Y R—FENTWET,

Configuring firewall mode

Device is in OffBox mode - disabling/removing port 443 from iptables.
Update policy deployment information

- add device configuration

- add network discovery
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ATvT3

- add system policy

You can register the sensor to a Firepower Management Center and use the
Firepower Management Center to manage it. Note that registering the sensor
to a Firepower Management Center disables on-sensor Firepower Services
management capabilities.

When registering the sensor to a Firepower Management Center, a unique
alphanumeric registration key is always required. In most cases, to register
a sensor to a Firepower Management Center, you must provide the hostname or
the IP address along with the registration key.

'configure manager add [hostname | ip address ] [registration key 1'

However, if the sensor and the Firepower Management Center are separated by a
NAT device, you must enter a unique NAT ID, along with the unique registration
key.

'configure manager add DONTRESOLVE [registration key ] [ NAT ID '

Later, using the web interface on the Firepower Management Center, you must
use the same registration key and, if necessary, the same NAT ID when you add
this sensor to the Firepower Management Center.

>

YRV XT IR AMONEA L F =T = AERELET,
configure networ k management-data-inter face

ZD%, WA =T =2 A ADEEKWR Ty N =T REZITO L OIROL T v T M RFoRaSnE
ﬁ‘o

FHIPT LR

> configure network management-data-interface

Data interface to use for management: ethernetl/1l

Specify a name for the interface [outside]: internet

IP address (manual / dhcp) [dhcp]: manual

IPv4/IPv6 address: 10.10.6.7

Netmask/IPv6 Prefix: 255.255.255.0

Default Gateway: 10.10.6.1

Comma-separated list of DNS servers [none]: 208.67.222.222,208.67.220.220

HAFT DR BERIZHNE DNS B — N— % (& FF5 % 121%, Management Center TDNS 77 v k7 o — A%
ExHRETHLENRDY 7,

DDNS server update URL [none]:
Do you wish to clear all the device configuration before applying ? (y/n) I[n]:

Configuration done with option to allow manager access from any network, if you wish to change the
manager access network
use the 'client' option in the command 'configure network management-data-interface'.

Setting IPv4 network configuration.
Network settings changed.

>

DHCPM™L®DIP7 KL R

> configure network management-data-interface
Data interface to use for management: ethernetl/1l
Specify a name for the interface [outside]:
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ATy T4

ATy TH

agsz cu

IP address (manual / dhcp) [dhcpl]:

DDNS server update URL [none]:
https://dwinchester:pa$$wlOrdl7@domains.example.com/nic/update?hostname=<h>&myip=<a>
Do you wish to clear all the device configuration before applying ? (y/n) I[n]:

Configuration done with option to allow manager access from any network, if you wish to change the
manager access network
use the 'client' option in the command 'configure network management-data-interface'.

Setting IPv4 network configuration.
Network settings changed.

>

Security Cloud Control 234:5% L 7= configure manager add =~ > R& il L C. Z @ Threat Defense % & ¥
9% Security Cloud Control Z#s L £7, 2~ ROERKIZONTIE, FEiZneva=v7Icks7 7y
AT A= NEFR—F (123=V) 2BRL TSN,

1 :

> configure manager add accountl.app.us.cdo.cisco.com KPOOPOrgWzaHrnjlV5ha2q5Rf8pKFX9E
LzmlHOynhVUWhXYWz2swmk j2ZWsN3Lb accountl.app.us.cdo.cisco.com
Manager successfully configured.

TN A%V E— FEHHICEETE D K HIZ Threat Defense #> v v hE 7 LET,

VAT AEWYNZ Y Yy N T H I ENEETY, BMICER T T 7AW BRAAL v FEM

Lic35L, BERRTZ 7 ANV VAT LAOBEES|IERITZIENRDVET, Ny 77T 00 RTEFIC

EEOT v ANFETENTEY, BRI 72k, BRZEMLZVT5L, VAT LE T L—

ATV ¥y NI UTERNVWIEERATENTLIEEN,

a) shutdown =~ F&Z AN LET,

b) FEJHLED & A7 —X ALED 8L T, ¥y —YOERMUMsNTWDL Z L2 LE7 (LED
DIVHELT)

) V¥ —VOEENEFIHIMSNL, HRBEIOSUTERY 7 7 2kE, vy — Mo WEINICER
FROANTEnTEET,
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i

AR S —DHE

ROBELMEN L TEANREF 2T AR —2RELET,

A v A =T 2 f ALHNHA L H—T AR N A o H—T = RZAXT 7 IP
T RLURZEO YT, AL X —T = A AT DHCP 2 L ¥4,

«DHCPH#—1_— : 7 IA T FONEA v F—7 =2 A ATDHCP Y —"—ZFEH L £7,
e T 7 F VI —bk A H—T 2 A AN LTT 73 bb— b EBEMLET,
*NAT : SMEfA v X —T =2 A TA L H—T A APAT ZHH L £,
T AT Fa—)L NEHNOLHEE~DNT T (v 7 E2FRLET,

X2 VT 4R = WA~ A ALTC, LVEERREZGEODLZLHLTEET,

A UH =T 2 ADFE (19 X—)

« DHCP H— _—DHE (24 ~2—)

« NAT OFE (25 ~—)

« 7 U AL — L OFE (29 L—)

« HNA B —T = A ATD SSH ODERME (32 ~<2—3)
« WEDE (33 ~—)

N =JL =
A3 —T x4 RADETE
WOHFITIE, T RLAZEFONL—T v RE— RONEA X —7 = A A&, DHCP & H

FTHN—T v RE—ROSIA v 5 =7 = A REBELET, Eiz, P Web F——F0
DMZ A B2 —7 A 2L BIMLET,

FIE

AT T [T/34 2 (Devices) |>[7 73 A& (Device Management) | DEIZER L, 7 74 T 74—/ O [frtk
(Bdit) 1 (&) 27V v LET, >

AT T2 [A % —7=AA (Interfaces) |27 U7 LET,
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Device Routing Interfaces Inline Sets

Interface
@ Management0/0

GigabitEthemet0/0
GigabitEthernet0/1
GigabitEthernet0/2
GigabitEthemet0/3
GigabitEthemet0/4
GigabitEthemeto/5
GigabitEthemeto/6

GigabitEthemeto/7

Logical Name

management

DHCP

Type

Physical

Physical

Physical

Physical

Physical

Physical

Physical

Physical

Physical

Security Zones

MAC Address (Active/Standby)

Q, Search by name

IP Address

Sync Device

HEAXARY O—D

Add Interfaces v

Path Monitoring Virtual Router

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Global

#x |

ATYT3 WG LD H—T 2 A ANDLT L—2 T U bR — MAERT 2120, A v ¥ —T A AD[TL—V
(Break) | 7 A av %227V v 7 LET,

BMETINA L H—T =24 AT TIHHLTWBIEEIL, Tv—27 70 NeHitT 2N EZHIERT

LWENDHY £,

ATy T4 NEIZHERT A 2 —7 oA A0 [fRE (Edit) 1 (&) 2270 v27 LET,
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b)

d)
e)

AV8—T 14 RADEE .

16 : [General] % T

Edit Physical Interface

General IPv4 IPv6 Path Monitoring F

S

Name:
inside

Enabled

Management Only

Description:

Mode:

None v

Security Zone:

inside_zone v

nterface 1D:

MTU:
1500

Priority:
0

Propagate Security Group Tag:
NVE Only:

[E¥= VU7 ¢ —> (SecurityZone) | K v 7 &7 URXAMNPLBEGFONTEX2 YT 4V — 0 %k
PRI D0, FBl New) 1227 Vw7 LTHLWEF2 VT 4/ —&BMLET,

7= & ZI1E, insde zone L WO LRID Y —  EZBMLET, YV —r F R N—TIHESNTEF2 Y
FA4R)—ZEALET, 22T RN —o oA —o~D T 7 4 ZITHENT 50
NS = BN = ~D N T T 4w ZITENI LT 7R arybe—L R —%REL
F7

48 LFFETO [47T (Name) | Z AT LET,

7~ Z2IE, A v F—T7 A AT insde & WD &RETEATITET,

[£%) (Enabled) | F =y 7Ry 7 AEF NI LET,

[E—F (Mode) 11X [72L (None) JIZHRELI-FFIZLET,

[IPv4] ¥ 7, [IPv6] ¥ 7, ETldWiE D4 7% 7V v 7 LET,

c[IPv4] : Ry T X T YRRNG [AXT 4 v 7IPEMHT % (Use StaticIP) [ # R L, IP 7
RLVALEH TRy N RTBAT v 2Rl TANLET,

7o & xIX, 192168.1.1/24 72 L L AT L ET,
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17:[IPvd] 3 T

Edit Physical Interface

General IPv4 IPv6 Path Monitoring
I
IP Type:
Use Static IP -
IP Address:

I 192.168.1.1/24

« [IPv6] : 27— F L ZAHBEREDSG AL [HEEE (Autoconfiguration) | F = v V7 RNy 7 A& A4
IZLET,

18:[IPv6] 2 0

Edit Physical Interface

General IPv4 IPv6 Path Monitoring Hardware Configu

Basic Address Prefixes Settings DHCP

O ——
Enable IPV6:
Enforce EUI 64:

Link-Local address:

Autoconfiguration:

Obtain Default Route:

f) [OK]Z7 VU7 LET,
RTFYTE WEIHERTAHA 2 —T =4 2D [fife (Bdit) | (&) 227Uy LET,
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ATvT6

b)

19:[General] % 7

Edit Physical Interface

General IPv4 IPv6

Path Monitoring

Name:

outside

Enabled

Management Only

Description:

Mode:

None v

Security Zone:

outside_zone v

nterface 1D:

MTU:
1500

Priority:

0
Propagate Security Group Tag:
NVE Only:

Hardwart

AV8—T 14 RADEE .

[E¥=VU7 1> —2 (SecurityZone) ] K v X7 A RNNLBFOISEX 2 T ) — %58
WT B0, FiHl New) 1227 Vo7 LTHLWWEXF 2V T 4 =0 ZBMLET,

7=& 21X, Toutside zone| &I LEIDY —r ZBMLET,
DA EITEELE L2 TLEE, AH 9% L, Management Center O BEFERe 2N H Il S 4L E 7,
[OK] %2V v LET,

7o& 21X, Web h—N—Z R AT HLIICDMZ A v —T oA A%&HELET,

a)
b)

ERT 2400 2—T7 =420 [fR%E (Edit) |1 (&) 227V v 27 LET,
[E%=U7 1> —>2 (Security Zone) | Ry 77Xy JASNOEFODMZ EX 2T 4V — %
HIRT D0, [HH New) 1227V v 7 LTHLOWESF 2T 40— Z&BMLET,

7o & 21X, dmz_zone &\ AFTD Y — 2 ZBIL £,
48 LTETO [4nHT (Name) | Z AT LET,
T2EZE A H—T oA AT dmz E WD ARFTEITET,

[£%) (Enabled) | F =y 7Ry 7 ZA&F I LET,
[E— K (Mode) 1iZ[72L (None) JICREL-FFIZLET,
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f) MEIZIGUT, [IPv4] ¥ 7 & [IPv6] Z 7 OWTNnE =iz 27 Vv 27 L, IPT7T RLAZRELE
j—o
g) [OK]Z27 V7 LET,

ATy T -7 (Save) 1227V w7 LET,

N ) ]

DHCP Y —/\—MDXE
74T FCDHCP ZFEH L CTZ 7 AT U4 =N IP T RLAZIRET S L5127 58
A%, DHCP —R_—%FZh LE T,

FIE

ATY T [T/34 2 (Devices) ]. [T /31 A& H (Device Management) ] DJEIZIRIR L, T34 2D [fHE (Edit) ]
@) 7Vvr7LES, >

A5y 72 [DHCP]>[DHCPH—/3— (DHCP Server) | ###R L £,
20 : DHCP H— 73—

Device Routing Interfaces Inline Sets DHCP VTEP SNMP

Ping Timeout
DHCP Server [ 50 ] (10 - 10000 ms)
DHCP Relay Lease Length
DDNS [ 3600 ] (300 - 10,48,575 sec)

D Auto-Configuration

Interface

[ )
Override Auto Configured Settings:
Domain Name

[ ]

Primary DNS Server Primary WINS Server

[ J o+ ]
Secondary DNS Server Secondary WINS Server
[ o+ v +

Server Advanced

+ Add

Interface Address Pool Enable DHCP Server

ATY T3 [h—— (Server) | =UT T, DB (Add) 1227V v 7L, UFOATvar2RELET,
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21 : 9 —/"—D3En

Add Server ®

Interface*

[ inside v ]

Address Pool*

[ 192.168.1.2-192.168.1.55 ]

(2.2.210-2.2.2.20)

Enable DHCP Server

Cancel ﬂ

[ H—7xAA (Interface) |: Ky FH TV RAINLA L F—T 2 A4 AL ERNLET,

«[7 RLAF—/L (AddressPool) ]:IP 7 RL ADOFPHZZE L £T, IPT7 FL AL, BIRLIZA v
B—=Tx A RALF LY T Hy N EIFETHUNERSY, A X —T A AHHDIPT RLAZED
HZLIITEERA,

 [DHCPY— N—%H%hZF 2% (Enable DHCP Server) |: &R L7-A > % —7 = A AD DHCP H#—/3—
EHZLET,

ATy T4 [OK]Z27 V7 LET,
ATY TS5 [{R1FE (Save) |27 U w27 LET,

ZTOFETIZ. NEZ FAT 2 FBWNET RLRAENFA v X —T =2A ADIPT KL ADR—
MZIZHT B NAT V— LV ZERLET, ZOXA TONATL—LDZ L E AL H—T (A
AR—F 7 R A% (PAT) EMEONET,

FIE

RAT9 71 [T/A4 R (Devices) |>[NAT] DJEIZEIR L, [FLWLKRY >— (NewPolicy) 1227V v 7 LEd,
AT9 T2 RV o—Z4uiattiF, R o—Z2EHT57 34 228" L, [fR1F (Save) 1227 Vv 7 LET,

Cisco Secure Firewall 4200 Threat Defense 2 2 — ~7 v T H A K : £ 57 FiZ{#£E Firewall Management Center .



#2RRY o—nEE |

B wozz

B2z: 8 LLWERY o—

New Policy ®

Name:

[ FTD_policy

Description:

[ )

Targeted Devices

Select devices to which you want to apply this policy.

Available Devices and Templates Selected Devices and Templates
[ Q. Search by name or value ] 192.168.0.124

—_— 192.168.0.155

192.168.0.155

Add to Policy

)

NV 2 —73 Management Center (B SVE T, HI&HE, NV = — A Z2BMT 20ERH Y £,

23:NATR) o —

FTD_POIiCy [ Show Warnings ] m [ Cancel ]

Enter Description

Rules NAT Exemptions Policy Assignments (1)

[ Filter by Device ] [ Y Filter Rules ® ] [ Add Rule ]

Original Packet Translated Packet
Source Destination o - s
i i Original Original Original T T .
D ¥ Direction. Typs: Interface Interface Sources Destinations Services Sources Destinations Services Options

Objects Objects

~ NAT Rules Before
~ Auto NAT Rules

~ NAT Rules After

ATy T3 [—?EM (AddRule) 1227V v LET,
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NAT D& E .

ATFYT4 EAL— DO a BB ELET,
H24:ERL—ILDAFTay

Add NAT Rule
NAT Rule:
Auto NAT Rule v
Type:
[ Dynamic V]
Interface Objects Translation

« [NAT/L—/L (NAT Rule) ]: [HEINAT/L—/L (Auto NAT Rule) ] Z %R L £,
s [# A7 (Type) 1:[#AF > (Dynamic) ] &R L £,
ATYTS [f v F—T A A4 7 =2 b (Interface objects) ] X— T, [EHARERA LV H —T =2 A AL TV =V

I (Available Interface Objects) ] fEIk O [565 A X —7 = A AA 7 V=7 K (Destination Interface Objects) ]
FEIRICAMNER Y — 2B L £,

R25: 4B —DARFTSzH b+

Interface Objects Translation PAT Pool Advanced
Available Interface Objects Source Interface Objects (0) Destination Interface Objects (1)
[ Q. Search by name ] outside g

T Add to Source I
inside
Add to Destination

2

AT w6 [£# (Translation) | X— T, ROA T a rERELET,
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26: %
Interface Objects Translation PAT Pool Advanced

Original Packet Translated Packet

Translated Source:

Original Source:*

[ all-ipv4 v ] + [ Destination Interface IP v ]
- @ The values selected for
Original Port: Destination Interface Objects in
[ TCP v ] 'Interface Objects' tab will be
used

Translated Port:

« [FEDEIETT (Origina Source) 1: [EM (Add) 1(TY %2V v 2 LT, +_COIPVE RT 7 4 v
(0.00.000) ODxy NU—7 AT V=7 FEBMLET,

B27:#LWAy hT—0F TSy b

New Network Object ®
[ all-ipv4 ]

Description

Network

(O FQDN

O Host O Range

C] Allow Overrides

GE)
HE)NAT V— V347 V=7 FEFRO—EE L TNAT ZBINT 5720, VAT LEFRD any-ipvs 4

T2l VEBHTAZLIITEEHA, Fh, VATLAEREDOF TV NERETHZLIXTE
FH A,

o [ 2 D%E[E 0 (Translated Source) ] : [5E5EA o % —7 = A AIP (Destination Interface IP) ] Z %R
L\ivé—o

ATFvTT [#1FE Save) 127V v 7 L TL—ZBIMLET,
=3 b=/ (Rules) |7 —7 /MTRAFSE T,
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7o ezsimr—nonze [

ATY T8 NAT X—TT[RIF (Save) 127V v 7 L CEREZBEIFLET,

7O 2AFEHIL—ILDOETE

TNA ARG LI &L, RO [T XTCONTF 7 4 v 7 %7y (Blockall traffic) 17
7EA arha— R U—EER LTSGR, T REWRTH NT T v 7 BRI
DDA Y ==V ZBMT 5 0ERH Y 3, 778X 3 ba—LRY r—I2id,
NEZF R S D EHDON— N EZH D Z LN TEET,

ROFINATIZ, WEY = BINY — o ~DFTXTD T 7 v 7 ZfFal$ 27 7 & A
/I/—}l/%ff/ﬁﬁ‘z L/i‘a—o

FIE

ATy 1 [R)I— (Pdicy) 1>[79 AR — (AccessPolicy) ]>[7 YRR 1) — (AccessPolicy) ] DIIEIZ
BIRL, AL RZEO L TOHENATNWET 7R ar ha—L RY —o [tk (Edit) | (&) 227V v
7 Liﬁ‘o

ATv T2 v—n%iBI (AddRule) |27 U7 L, IRONRTA—FERELFET,

28:3%1E5wJ — > (Source Zone)

Add Rule

Name [ins]de-to-outside\ ] Action ?’3 Allow v B Lc
Insert | into Mandatory v @ Intrusion Policy | None

Q Zones (1) Networks Ports Applications A Users URLs Dynamic Attributes VLAN Tags

Clear Selections [ Q search Security Zone Objects ] Showing 2 out of 2 | Selected 1 Selected Sources: 0

m s inside  (Routed Security Zone)

[j & outside (Routed Security Zone)

Any

+ Create Security Zone Object 3 Add Source Zone

1L ZON— AT EMTET (72 21X, insde-to-outside) .
2.[— (Zones) | MHLWNERY — B3R L7,
3. [EEFELY —r DI (Add Source Zone) %27V v 7 LET,
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B 7/exnmr—roms

ATvT3

29:58%J—> (Destination Zone)

. Add Rule

nsert |into Mandatory @ Intrusion Policy B File Policy | None
Q Zones (2) Networks Ports Applications A Users URLs Dynamic Attributes VLAN Tags
Clear Selections [ Qs rity Zone Objects Showing 2 out of 2 | Selected 1 Selected Sources: 1 Selected Destinations and Applications: 0
8 d Collapse All Remove Al
m & outsid JonE | v 10bject
sic
+ Create Security Zone Object Add Source Zone

4.[V'— (Zones) | MHANEEY — BRI L £,
5.[5856 — > %38/ (Add Destination Zone) 1% 7 U v 7 LET,
HMOREITZOEEIZLTBEET,

ij_o

ER) ~ry b 7= TRI) =247 %27 ) v 7 LT, BEMSTONTER) —2 D AZ~A XL

[FL7 4% (Prefilter) ], [{E7%5 (Decryption) ], [EF=UT 4 A>TV Y= A (Security Intelligence) ].
BELO[TAT T 47 4 (dentity) RV > —i%, 77 AHEA—LVORNZEHE INET, ZNHOR
Vo= NAZIA AT HMEZTHY FEAN, Xy NV =7 D=—X%ZRE LI2tk, EETED T

7 4 v 7T fastpath Z i (LEEEZ NSARR) L7eW T 74 v 7 %70y LTEDOHRDOUINARTEZ

BRHEDTTHIET, Ry NI =T DNRT =< A& ESEDLIENRTEET,
®30: 79 AGHORIERENZRY o—

L' Packets » @ Prefilter Rules -+ O Decryption » @ Security Intelligence - O Identity > @ Access Control ‘

[TV T 4 H— b (PrefilterRules) [: 7 74/ DT L7 4 )V Z KR Y —i%, o/ — L &

N5 (GT5) IXNTCTOMNI 74y 7 2BBIEET, T74V IR =MD ENTED
ME—DEHIX, RV NI T 4w 0% [ Tay 5% ZLTT, TRUNATE, HIiLWT L7 o
NWERY —FER LT, o8 (@il) | fastpathLB (IO T = v 7 B /XARR) | Filzid7m v
JTCEDLT VA ay ba—)L R ) — | ZBEMIT D Z &N TEET,

TV 4N EFRTDE, 7 vy 7 Eizidfastpath LEEOWNWT NI L T, b T 74 v 7 BRI HIT
LRI T D2 LT, N T 3= AEAEITEZENTEET, HILLRY —T1E, h
VRN =l T g VB =V EBINTEET, R — BT E, SL—
TX AL GERF L) O/RA A — kU RV E fastpath JLEE, 70w 7 F72EH Y — b TE T,
T T ANEN—NVEFERATHE IPT RLA, A—h, BT 2 ha L TlplsnsIE R xu
N7 7 4 v % fastpath WP FE 72137 0 v 7 TXET,

2z, Ay MU= EOFTRTCOFTP V7 74w o % T7ny 7 L, BHENSDSSH N T 7 4 v
U EEHERAT AL BILWWT L7 4 RY L —FBMNTxET,

« [#% (Decryption) ]: 774 /L hTIE, MEIEEASNEEA, BEE Xy hT—2 b T T (v 7

BT AT A AR v a AZABRT D HETT, REAEDEA. VT T 4 v BEETHIHLET
R ERICHTENTWAEARICORE S TEET, Xy NI —27 2R KBICIRET 72012, '
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| xRy o—nHE
7o ezsmr—ronz ]

B —N—~D T T 470, BEHTERWVWRY NI BT AL LD NT T 4 v 7120,
BER)—2HHTHZ L 2BEIDLET,

c[EX=2VUT 4 A7 Y Y=z A (Security Intelligence) ]: (IPS 7A B ANME) EX=2VUT 1 A
VTV AFT 7 AN N THENCRSTVWET, EX a2V T 4 AT VR, EEOHD
TI7T4ET AT 2H 9 1 DORMPBGET, 5ROl RE T 78X 2> be—b
R —ICETHCEHASNET, X2V T4 ATV V2 A L, VEaT—var 40TV
VL AEMHALT, YAaDEREA LTV VY AR TH D Talos BT HIP T R LA, URL,
BLORAAS 4 L0 REZR#RIZT ey 7 LET, REISUT, IPT FLAX, URL, FAA %

BINEZITHIBRTE £,

G¥)

IPS SABUABRRWES, ZORV—E, 7782 3y ha—LRY S —THEFRREINTW
THEBRINEE A

[ TAT T 4T 4 (dentity) 1: TAT T AT 4T 74/ b TIT#EHENETAL, 778 2
fa—= VRV —ICLD T 7 4y 7 OB ZFFATLHR1IC, 22— —IZRGEAZ ERTE E T,

ATv74 (EE) 77 BAHEAL—NORIENSNDRARY —2iBMLET,

RARY =3, b7 74 v 270tx=2l T ERERET D ERFAOHORAME LORABIE
FXE T, ManagementCenter ([Z1X, ZED T AT LREORY =R EFENTEY, TOEEHENITD
TEBNAZARXTHIEHTEEY, ZOFIETIE, VAT LERHORY —2HMMLET,

a) [EARYU T — (Intrusion Policy) ] Ky 77X o U A 227U w7 LET,

3M: D RTLREDERAKRY >—

@ Intrusion Policy [|Nome A]

ags
Balanced Security and Conne
Selected Sources: 1

Connectivity Over Security
Collapse All

JoNE | v 10bject Maximum Detection

% inside_| Security Over Connectivity

b) UAINLYVATARMORY —% 1 OBIN L F9,
ATvTs  (LE) 77 RAHEAL—ILVORIERSND 7 7 A VRY U —%BMLET,

a) [Z77ANRY T — (FilePolicy) | FryFX D VR NE7 Y w7 L, BEEORY > —%2RIRT 59,
[77ANVARY —U A2 ~&BI< (Open File Policy List) ] Z3#R L TR Y > —ZBML 7,
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32: 774 LR > — (File Policy)

Ee File Policy [Nune /\]

Open File Policy List” '
ns and Applicatio

HLWR Y —DBAIE, [RY — (Policies) 1>[YIL2z7& 774 )L (Maware& File) ] <—¥

MNHlD X 7 CRXxE£9,

b) RV T —DIERRDFEMIZ DV TIE, Cisco Secure Firewall Device Manager Configuration Guide % 28 L C
<TEEV,

c) [V—/vDiBEN (AddRule) [ X—VIZREY, Fry X TR RPBEHLAER LTZAY — 28R
Li‘a‘O

ATv 76 [Applyl 227 U v/ LET,
L= =L (Rules) ] 7 —7/WIZIEME L ET,

AT TT [#RT7F (Save) |22 U w27 LET,

HERA B —T 24 ATH SSHDEIE

T TIE, ANEBA v Z—T = A A~D SSH B A BN T 5 B OV T L £ 9,
T 7 )V b TiE, IR ERICRA T — REFRE L7z admin 2 —HF — &2 T& £,

FIE

AT9T1 [TINA R (Devices) | >[F Ty kT +—LEEE (Platform Settings) ] #B8&R L, Threat Defense U > —
EAERCE T2 ITMmE L E T,
ATwF2 [SSHT 7 A (SSH Access) | &R L £,
ATw T3 SSHE AT AT DAL X —T A AL P T FLAZRELET,
a) (B (Add) 12727 U v 27 LTHLWL—A BT 50, [k (Bdit) 1227V v 27 LTEAFOL—
NEmELET,
b) N—ADTENRT 4 EFRELET,
o [IP Address] : SSH ¥t #5373 5K A hEFZRry NU—2 2FETH Ry NU—I 4T V=V
NEZIN—T ', ATV 27 Ve Ry Xy A= a—0nb@IRT 50, £2XHE7 Y
JLTHLWRYy NU—I 3T V=7 FEBMLET,
s fEHAREZR Y — /A o # —7 = A A (Available Zones/Interfaces) | : R L7V — /(v X —T =
A A (Selected Zones/Interfaces) |V A R D FD 7 ¢ —/L NIZHER Y — 2 2B B0 THME) A >
B—T AR ANTIL, BN (Add) 127V >y 7 LET,

. Cisco Secure Firewall 4200 Threat Defense X 2 — ~7 v T H A K : £ 57 KiZ{#£# Firewall Management Center


https://www.cisco.com/c/en/us/support/security/firepower-ngfw/products-installation-and-configuration-guides-list.html

| &%Kys—0uE
zzorn [

33: 548 A B3 —T A XTDH SSHDEHIE

Edit Secure Shell Configuration ®
IP Address*
[any-ipv4 v ] -~
Available Zones/Interfaces (65 Selected Zones/Interfaces
[ Q_ Search ] [ Add ]
DMZ
inside
outside

outside I Add
Cancel m

) [OK]%Z7 VU vz LT,
ATy 74 [Save (RE) 127V vr7 LET,

T, (BB (Deploy) |>[RREA (Deployment) | %27V w27 L, &0 Y ThT A AZHRY —%EH
TEXHE2RVEL, BHREFIRY —%EHTIETHEDRY A,

Y ]

X TED R
REDEF 2T A AIEHLET, BRZREATHIETIE, XA A LTEODEL LT
T4 TR £ A,

FIE

ATy T HLEO BB (Deploy) 1227V 27 LET,
X 34:FER

£

peploy| @ & @
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=

AT 72 BERREMOLEIE. FEDTNAADF =y 7Ry 7 XA A LT [EHM (Deploy) 1227 U v2 LE

o

B ERLEDDERRA

Q Advanced Deploy ‘ A D Ignore warnings Deploy

1010-2 I Ready for Deployment

B

5

D 1120-3 I Ready for Deployment

F2lE, [TXTHEB (DeployAll) 1227 U v 7 LTTRXTOT /A AZEFRALET,
X 36: 9 X TRERH

Q Advanced Deploy ‘ A D Ignore warnings ST [0 |

(7] 1010-2
(] 1120-3
(7] 1120-4
(] ftd-clustert

(1) fta1

Ready for Deployment
Ready for Deployment
Ready for Deployment

Ready for Deployment

Ready for Deployment

® 5 devices are available for deployment D

TNLSNOGEIL, BIORERA T v a U EFET HT-O, [@E/RER (Advanced Deploy) 1 %7 U >
7 LET,

® 37: @ ERERM

1 device selected

Search using device name, user name, type, group or status Deploy time: Estimate  [NSSIS
9 ype, group ploy

Pending Changes Reports

() Device Modified by Inspect Interru..  Type Group Last Deploy Time Preview
> [ fan rboersma, System FTD Feb 26, 2024 11:09 ... 5] | Ready for Deployment
> (J  ftdcluster rboersma, System FTD Feb 22, 2024 10:36 .. B | Ready for Deployment
v 1010-2 rboersma, System FTD Feb 22,2024 11:09 ... B | Ready for Deployment
o= ~ Access Control Group
Access Control Policy: in-out R rboersma, System
®
Intrusion Policy: No Rules Active K System
R Network Analysis Policy: Balanced Security and Connectivity R system

~ Device Configurations
Interface Policy R rboersma

~ Flex Configuration

Template Policy: Unassigned R rboersma
~ NAT Group
Manual NAT Rules: interface_PAT R rboersma

~ Security Updates
Rule Update: (Isp-rel-20240311-2013)
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AT T3 BEPKILIZZ L 2B LET, BEOAT =X ZA2FRTHITIE, A=a2——0 [EH (Deploy) ]
R OFEMNCHDTAarzr7 )y 7 LET,

BRARAT—E2X

Q search Deploy e @ @ ‘ v
VN
Deployments Upgrades A Health @ Tasks 2 ‘ C’ Show Pop-up Notifications (@
H 1running 6 success 0 warnings O failures [ Q Filter ]
¢ 1010-2 Deployment - Policy and object collection 10% == s
complete.
1120-3 Deployment to device successful. 2m 39s
2 1120-4 Deployment to device successful. 2m 43s
3110-1 Deployment to device successful. Tm 38s
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