FZ L& BHIIC

Cisco Secure Firewall 4200 1%, K%, T —4F o Z—, BIOY—bERTFa X/ ¥ —DFEX
V7 4 BHEET XIS A= RO T 7 A4 7 U+ —/VTF, a7 2 1RU

TH—bT 77 FNTENTZERIE AR L T, ERBREEFRIIUTO LB TT,

VT INT 7T L—2a VDT —% T 7 F v LD, SSLELXORVPNEEZOEL
N7 F—< VAR TEET,

e HBAR—RIRUZ7 F—LT 7 X
16 /— NI T AH

A H =T 2 A AEY 2= VXA KB, o H—T = AP R— 1 (HK400G
DA B —T A A XN Fail-To-Wire X NV — 7 F 2 — L& HFR— 1)

A RUPFAPL—UBLEO~ LT 2T SPHO 2 S0 SSD & ik
T aTNVEHMA LA —T A AZEDH LYY R

* Cisco SD-WAN #fJis, AT ~> R R, B8O WAN A X —7 = A AZRilrd
HEAFI 0y TTVr—ar NARREZHEHA LT, 1 FEEE2EEL

cAUML #i#f, Y AaRXAT 4 7DAUML YV a2—ar2EHAL T, BEshmtL, &
WAEBEL, R —2REEbL TE— 7 T p—v A5 FEH

ASDM ZfFH LT ASA #REL E7,

\)

=)

Cisco Secure Firewall 4200 1%, 775 A4 7 v AE— RCOLFETINET, FXOSE > v —3~
=V ELTHEATE 7Ty b7 4 —2F— RiZV R — &R TWEHA, TTIAT A
T— KT, ASADTRTOBREEITHI Z LN TEET, FXOSCLI N HIE, mER N7 7L
Sa—F 4l avy RORMEMTEET,

« T AT U =D —T NV (2 =)
« 77 AT U A —VDOEROEN (2 =)

e A UA M= EINTWSLT 7Y —3 3 (Firewall Threat Defense F 7213 ASA) DR
(4 =)

e
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B - 79r—ror—ores

*ASACLI~D7 7 kA (53—Y)
* TA R ADEG (6 )

TJ7A4T7 94— LDy —TILiER:

s (FFvav) ar VNI —TNEAFLET, TIANINTET AT U —MT
VYN =TABMR LT RN, Y= F8—T ( O USB-to-RI-45 2 U T L —F
NIR EEREANT DHER DD £,

e TF—H A B =T 2 A AB IO T g L OEFER— MISFPZE Y 11T £, #AIAR
AR— MX. SFP/SFP+/SFP28 & = — /L& W% & 9% 1/10/25 Gbps SFP28 77— kT,

cFEMICOWTIE, N— R TRENA FESRL TS0,

Ethernet 1/1
, ——outside,
(Optional) Console port— DHCP from outside nw
T i =E NM3
Q000000000000 O Of
i;:' 000000000000
i !
L Ethernet 1/2 L—— (Alt.) Management 1/1

inside, 192.168.1.1 management,

DHCP from mgmt nw
( Outside
- 2

Management computer
DHCP from inside ifc: 192.168.1.x

Other data networks

== JL
TJ7AT7OA—ILDEBREDIXA
VAT LOBWIT, T AT U A—NOEFmIH LRy —ERAA v FICL o THIEIS L E
T, By D—mERAAL v FIX, V7 bBEMERELET, ZNICKY, VAT LADTL—RAT

Ny NI URYR— NI, YATLAY 7 M7= T BLOT —F OBEO Y 27 H3EjH
SNET,

FIE

ATFw Tl BFRa— 27747 U+— G L, BRa o Mo LET,
ATY T2 V¥ — oOFET, BRa— NCHET 0 v —BRAAL v FE2EHA L CEREZA ICLET,

| EY


https://cisco.com/go/csf-4200-install
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77479 +r—LoEE0RA ]

1:BRAAVF

Power switch

ATv 73 LED OBIED AT —F A &R L E£7,

B 2:LED

System LED ——
Power LED ——

« TBIRLED : $ka THRAT L CWBEGEIE. 77 A T VA —NVDBEIRENA NI/ >TND I EEEWRLE
—a_o
e A2 A (S) LED : ROEMEZ SR L T,

R1:VRATL (S) LEDDEME

LED D EE L] TINNA ZADERE ANT-RDE
M ()
Foke 0, C R R EEh 01:00
FrL o UBTEEAK (=T — |EENKRKRLELE 01:00
/NS
Fa, T AT T — g rna— RER |15:00 ~ 30:00
FL-
FL VTR (T —R8E) |7V — g voue— K2R [15:00 ~ 30:00
BLELE
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. AVAR=ILENTWST TS5 — 3> (Firewall Threat Defense F7-(% ASA) DFER

AR R=ILENTWST7 TS5 — 3> (FirewallThreat
Defense £ 7=1& ASA) DIEER

Firewall Threat Defense & ASA O GF DT ) r—va v, "—RKuxz7 THR—FENT
WET, Y —bAR— MIER L, HERHIA VA R =L SN TWET 7Y r—v a &bl
WLET,

FIE

AT Tl v V— R — NI LET,

K3:a>vy—I)LKR—F

RJ-45 console

e

ATFv T2 CLIZa 7 " 2B LT, 77 A7 7+ —/LT Firewall Threat Defense F 7213 ASA N FE T IN TN L E
IINEHER L ET,

Firewall Threat Defense

Firepower 2 274 o (FXOS) 70 U7 "MRERRINET, B4 LTHLWRRAY — REZREETIT,
U+ sZ N TEET,

firepower login:

ASA
ASA 77 FRERENET,

ciscoasa>

ATV T3 MES7T 7V r—a URETENTWHEAIL. Cisco Secure Firewall ASA 5 L OF Secure Firewall Threat
Defense A A —fbHA FESRLTLIIEE0,

| EY


https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/reimage/asa-ftd-reimage.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/reimage/asa-ftd-reimage.html

| FLoswic

asac~n7s+2 ||

ASACLI~D7 U X

ATy T

ATy T2

ATvT3

ATv74

REETLITI N T TN 2 =T 4 VT DIDIZCLIULT 7 B AT HUERS L5501 £7,

FIE

oY — )R — MCEEGE L7,

K4:a>y—)LR—F

RJ-45 console

otlootfoe

e

2—YP—FEfTE— R TASACLLICEH LET, ZOF—FTiE, < Dshow 2~ FEfEHTE £,

ciscoasa>

BHEEXECE— RIZT 7 ®ALET, ZONAY—RFE#EE—RTIE, 2074 F2lb—rarE— KK~
DT VAR EDEESERT /v a v 2FITTEET,

enable
enable =2~ RERMIIAN LIz ZIZ, RRATU—=REEETBHLHITRDLNET,
B -

ciscoasa> enable

Password:

The enable password is not set. Please set it now.
Enter Password: **x**x*%

Repeat Password: *****x*

ciscoasa#

Jua—)ar7Z 4 Xal—yaryET—RIT778ALET,
configure terminal

&1

ciscoasa# configure terminal
ciscoasa(config) #

e
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ATYTF5 FXOSCLIIZT Z7EALET, ZOCLIE, "— RV =7 L_XLTO NI TNy a—T 4 IR LE
R
connect fxos [admin]
cadmin : HFHELANLVOT 7B AR LET, ZOFT v a VERELRWE ., BAIRYERT 2

BRIV ET, BHEE—FTHoTCH, a7 4 Fal—agravry NIERTERWN LI
EELTLLEE,

=P =TI LT U NLDANEZROENFEE A, BIEDASA 22— —ZNFXOSIZESNH 720, B
W@U74/izg%biﬁhoAMCHk%éki\ahkﬂﬁf%ﬂﬂmﬂ%m%%ﬁb\xkﬂﬁ
LET,

&1

ciscoasa# connect fxos admin

Connecting to fxos.

Connected to fxos. Escape character sequence is 'CTRL-"X'.
firepower#

firepower# exit

Connection with FXOS terminated.

Type help or '?' for a list of available commands.
ciscoasa#

4 ADORIF

TA v A VA IFTIBGERBEN ST A A WA LIS, Ax— Y7 by =T
T4 T T MY 7 ETWET, Smart Software Manager (27 4 W > R A3
WAL, Vo2 %70y LTHLWT AU Y FEaRELET,

Cisco ASA [ZIFIRD T A B AN H Y £,
* Essentials : 2
cEFaUT 4 arTHAL
* X% U7 (Diameter, GTP/GPRS, M3UA, SCTP)

¢ Cisco Secure Client

1. E HTTA B AEBINT 20BN 586 1%, Cisco Commerce Workspace T [T
& (Search All) 17 ¢ —/V KZ&{EH Li‘ﬁ‘o

K5:54 Y ABER

= v SearchAll.. Q

f Catalog Estimates Deals & Quotes Orders Subscriptions & Services Software

B rozaEc


https://software.cisco.com/software/smart-licensing/inventory
https://software.cisco.com/software/csws/smartaccount/accountCreation/requestAccountForCustomer
https://apps.cisco.com/Commerce/home

| ELosaic

st zone ||

2. WDOIFTA L APID ZMELET,

A\

GE)  PID MAOLLRWEAIX, EXCTFETPID #:BMTE 7,

» Essentials : HEIHICE O HILE T,

¢ 535 % A b : L-FPR4200-ASASC-5=, T F A h T4 & ALBMTY, #E5
DIA B AEBALET,

+10 27 % A b : L-FPR4200-ASASC-10=, 22> 7% A M T4 B ATEMETY, &
DG4 AEEALET,

* X U7 (Diameter, GTP/GPRS, M3UA, SCTP) : L-FPR4200-ASA-CAR=

« Cisco Secure Client : [Cisco Secure Client Ordering Guide] #ZM L T 72 &0y, ASA
T, ZOTA B AZEZEADCLRNTIIZEN,

3. fERMNS. [ E Y —E A (Products & Services) | ZiEIR L £,

B 6: 58
e All Results
T Orders 6
[ Invoices 2
f&, Software Subsc... 1

© Products & Ser... 1
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http://www.cisco.com/c/dam/en/us/products/collateral/security/anyconnect-og.pdf
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CORFAAVMNI, KEVRAOARITRF2 AV MDSEMRTYT, YV IBHRICODEFELTIE
. BEREBRBEFAT. REBIRICZY7T—MDHD, VY IFDR=IHBH/TEIN TS
BENDODEIT I EETELLIEZWL, HBLETHESEMREBDEFIOT. ERXBABICDOW
TIFKRET A FDORFIAVNESBIZS,
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