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[...]
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FXOSCLI T, EfTHoNR—V g v 2FRRLUET,
scope ssa

show app-instance
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Settings) ]>[FF 4 # (Central Management) ]>[Management Center] % 3&4R L. [#i1T
(Proceed) 1%7 Vv 7 LTFMC OEHEHRELET, > >

[Management Center/CDOD A  (Management Center/CDO Details) 1> [FMC®#EHH (FMC Details)]
> [FMC DA (FMC Details)] 245 L £,

. JE—kFID [Z& % FMC O & B


secure-firewall-3100-gsg_chapter4.pdf#nameddest=unique_25
secure-firewall-3100-gsg_chapter4.pdf#nameddest=unique_25

| WE—FFDIZ&%FMC OER

rom z@EA L-SaaE

3:FMC D EEHA

FMC Details
Do you know the FMC hostname or IP address?
@ Yes O No
FTD FMC
L I ez 3}
10.89.5.43 10.89.5.35

fe80::2ef8:9bff:fe1e:8fd2/64

FMC Hostname/IP Address

10.89.5.35

FMC Registration Key

sone ®

NAT ID

ovided. We recommend always setting the NAT ID even when

fp21303

Connectivity Configuration
FTD Hostname

fp2130-3

DNS Server Group

CustomDNSServerGroup v

FMC Access Interface

outside (Ethernet1/1) v

Type: Static IP Address: 10.89.5.42 / 255.255.255.192 Edit

@ Before you connect to the FMC, perform additional configuration:

review your current static routes (2 .

* Optional. Add a Dynamic DNS (DDNS). method. Or review your current DDNS methods (3 .
DDNS ensures the FMC can reach the FTD at its Fully-Qualified Domain Name (FQDN) if the
FTD's IP address changes.

CANCEL CONNECT

a) [Management Center/CDOD AR A N4 £/ IFIPT KL A ZHI> TWET ) (Do you know the
FMC hostname or IP address) ]. [FMCO7HR A M EZIIIPT KL A &EH > TWET D (Do

JE— FFID IZ& % FMC D &
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FMC/CDO (ZEFZETE 2581 13 (Yes) 1272 U » 7 L. FMC/CDO 7’ NAT O #%I1Z
BB, NT Vw7 IPT RUAELIFIFRA MR LZOVEARITZ WL (No) 1227 w7
L/i‘g—o

MIFE D SSL b5 EALEBE T v RV & 2 BEDOT A AMICHESLT 5121, 272 TH 1 HLL
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[TV (Yes) 1 2R L7=BE1E. . FMCDHRR REIP 7 KLREZASLET,
FMC &8 —%2fc L £,

ZDOF—%, FIDT A A &%k 5 & ZIZTFMC THIRETAEED 1[EIR Y OB dHkF—
TY, BEF—I1I37 LFLUTICTE2HERNH Y £7, AN CTFITIE, BT (A~Z,
a~z, 0~9) . BLUNA T (1) 2ERBY ET, ZDOIDIL, FMCIZH&T HEED
TN AR TE ET,

[NAT ID] #4587 & L £ 7,

ZOIDIE, FMC THRET HMEED 1 IR Y OSLFHNTT, WTHNDOT /A ZADIP T
RUVADHRERET DHE. ZO7 4=V RIIMATT, WHFDOT/NA ADIPT KL AR
Do TWLEATH, NATID Z248E 725 2 & 232 L £9°, NATID (L 37 CFLLFIC
TOMENRHY T, ARRLFITE, mET (A~Z, a~z, 0~9) | BRUOANA 7~
() ERBYET, ZDOID I, FMC 28T HMDOT A 23 HTE £ A,

NATID (X, ELWTNAANLOER TH D Z L ZMHERT HIZOIZIP T R A LRSS
bETHEHSNET, IPT FLUA/NATID OFEGERZICO R, Bigkx—nF v 7 IhE
7

ATY T [HEHORE (Connectivity Configuration) ] Zi%E L £,

a)

b)

[FTDAR A R4, (FTD Hostname) ] Z45@€ L £,

ZDFQDN X, AEA v X —T A A, FTEFMC 7O ERA VB —T 4 AFITER
LicA v H—T oA ARSI ET,

[DNS#—/3—27")L—=7 (DNS Server Group) ] Z+5E L £,

BEED T N—TF %R IRT 500, HLWTL—F2ERK LET, 574/~ DNS 7 /L—
71X CiscoUmbrellaDNSServer Group & FE(E4U, OpenDNS H— S—RNEE L E T,

COREICEY, T A H =T A ADNS b—R—NEREINET, By T v
74 P—= N THELLLEHEDNS r——i%, BEH N7 70 v 7 IEHENET, T—4
DNS #—/3—{X, DDNS (REZNTWDHE) X0 ¥ —7 oA ATHEHA I
28X VT 4R —IEHENET, BHRINT T4 v I ET—H T T 4 v 7 DMK
WDINEA B —T = A AREH T DNS P —"—(ZHET 5720, FEHICHEHALZL O L
U DNS ==V —T % RIRT D[R H 0 £9,

FMC TlZ, ZOFTDIZEIV ¥ THT Ty F 74— LRER) o—TCT—H A X —T =
A A DNS — R—20NFHEINFE T, FMCIZFTD ZBINT 5 &, v — UL iR EMHERF S
AU, DNS H—"N— 37T v h 74— AFEFR Y U—lTBMSvEHA, 7272 L, DNS &
EEGLFIDIZH T 7y N 74— LARERY U—2EV Y THE, TORTEILLH-T

. JE—kFID [Z& % FMC O & B
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ATy 710

ATy 7N

ATvT12

oM 2 L-saiie [

O— I AEREN FEXIXNET, FMC & FID A S H 51213, ZO0OREIC—HTH L
AIWZDNS T b 74— RELT VT 4 TICRETHI EaBEIOLET,

F72. 7—H/LDNS P —,3—(%, DNS P — _—23 G & THEH SN 725812 DI FMC
TR SN XY,

¢) FMC7HtERA VA —T T4 RITHOWTIE, S (outside) ] 2N L 4,

WEFEHDEFEDA VA —T oA AZBERTEETN, ZOHA RTHEHANBEEHA L T
HZ EEFIHEE L TWET,

LT DOT =2 A4 v =T oA AZRERLIZGAIE. 774V M— FEBILET,

AVHE—T oA AZBBT DT 74NV M—ERDDH I EEHRTHEIICRDDLA -V

DERINET, IMBERINLIZGAX, By Ty 7 U —RFO—8RELTZONL— IR
TTICRESINTWVET, E'JIJOM’/& T A AR LU GA1E. FMC I8 DRI T
T AN MV— NETEICHRETAMLENRHY £9, FDM | kj“éx&74/7ﬂ/~b@§5z“ﬁ§
DFEIZONWTIX, [FDM TOZ7 7 A7 U4 —/VORE] 2R LTI EEN,

[# A5 v ZDNS (DDNS) J:UmDiBEN (AddaDynamic DNS (DDNS)method) %7V v 7 L
ij‘o

DDNS (X, FTD ® IP 7 K L ANEE S84 12 FMC BE2fEfi K A A >4 (FQDN) T
FIDIZEIFETEZ AL HICLET, [T/31 A (Dev1ce) 1> [ AT LFKE (System Settings) ]>
[DDNS#—t"Z (DDNS Service) ] #Z M L T DDNS #&E L £,

FTD % FMC |ZiBJ13 A HiiZ DDNS 2 E 3 5 &, FTD I Cisco Trusted Root CA /N> KL 6
T RTOFEE CA OFEHIEZ HBEIISEIN T 572, FTD (X HTTPS ##t? DDNS #—/3—3
BHEAMFECE £9, FTD X, DynDNS U E— [ API {14
(https://help.dyn.com/remote-access-api/) & H 3 %3 XT?D DDNS H— —%HK—F L&
7

[#c (Connect) 1% 7V v 7 LET, [BEkAT —H A (Registration Status) ][FMCHEEEA T —
% A (FMC Registration Status) ] [FMC¥$k A 7 — & A (FMC Registration Status)] % 4 7 & 7 78 v
7 A2, FMC~OEI Y B2 OBIHED AT —H ANF R SVE T, [Management Center/CDOXE
fxaX & OPRAF (Saving Management Center/CDO Registration Settings) | [FMCX §kak & DR AF

(Saving FMC Registration Settings) ] [FMC¥&xa% & DOPR1F (Saving FMC Registration Settings) ]
AT v 7O, FMCIZBEI L, 7747 U4 —/V Bl ET,

JE—kFID [Z& % FMC O &R B .
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FMC Registration Status

.1...1.. Registering with the FMC. Please wait...
See_configuration_summary v

Backing up Configuration

CANCEL REGISTRATION

FMC ~DHI 0 B2 %% v AT 585818, [BEkDF ¥ /L (Cancel Registration) | % 2
Uw 27 LET, F¥ 2L LRWEEIL. [Management Center/CDOBERX E DIRAF (Saving
Management Center/CDO Registration Settings) ] [FMCH§kax & DIRIF (Saving FMC Registration
Settings) | [FMCHE§kak & DO FRAF (Saving FMC Registration Settings) | D A7 v 7 R5%E T T 5 F
TEDM7 7 0% 7 4 FUZ LR TS EEn, MUEEE, Tt 23 —HEik L, FDM
WCHEEER LA 0 HB S ET,

[Management Center/CDOS k% & DIRTF (Saving Management Center/CDO Registration Settings) ]
[FMC& 5% & DIfAF (Saving FMC Registration Settings) ] [FMC®& k% i D117 (Saving FMC

Registration Settings) ] A7 v 7' DI FDM IZHE L7 £ £I2T 256, € D% [Management

Center ¥ 72 13CDO & d IEH ##¢ (Successful Connection with Management Center or CDO)] [FMC &
DIEH B (Successful Connection with FMC) ] [FMC & O IE##5#%¢ (Successful Connection with
FMC) 1 # AT rrARy 7 ANERI L, FDM 2> LHIKr S ivET,

. 1J)E— F FID IZ& % FMC O &
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FMC Registration Status

Successful Connection with FMC

You can now manage the FTD using FMC. You can no longer use
FDM to manage the FTD. See the FTD getting started guide (7 or
the FMC configuration guide (7 to configure your device.

CLl Z{ERA L /-FrIEE

FTD CLI (283t L TR E A1 TWE T, MIHRE T CLI 2T 2 &, HFHB LU FMC 7
JRALVHE—T 2 A ADREDOHRPRFFSNET, FDM EHEA LTty F 7 v 7% %E
1775 &, BHBLIOFMCT VB AL VX —T 2 A ADFREICMZ T, HHEOTZDIZFMCIZ
Pz X2, FDM CRT LT RTCOA U H —T = A AREMEFFSNE T, 77 %
Ay ha—)VRY =7 EOMDT 7 4V MR EITRFF S NN LIZERE LT EI N,

1R BRI

FMC OWHIE%E % BB L T3 T L £9, Cisco Firepower Management Center 1600, 2600, and 4600
Hardware Installation GuideZ#ZM L T 7Z2&v, FID &~ F7 > 73 2H1Z, FMC D IP 7
RURETIARA MR L TBLERH D £7°,

FIE

ATYT1 774 T U5 —VOERE ANET,
GE)  FTID 2 CTEBENT 2 & &%, FIHHLIZN 15 ~ 30 0000 £,

ATy T2 a2V —LiR— hTFTDCLIIZ#HH: L9,
1Y —LiR— & FXOS CLI 28 L £,
ZATFv T3 2—HF—% admin BLOVIA T — K Admin123 Tu 714 > LET,

POTFEXOSIZun /A v Lzt %, RRAU—REEEITHILIORDLNET, ZDO/NNAT—
RiZX. SSHOFTD v /A4 b S 1,

JE— FFID IZ& % FMC D &
I
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GE) RNRAT—FRTTIELEEIN T TEONLRWESIE., T A 2HA A—ILLT
INAT—=RET 7NNV Y bTHMLERHY £, FHA A —MLOTFIEIZON
T, FXOSD NI TNy a—T 47 A REZRL T ZEN,

1 -

firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...]

Hello admin. You must change your password.
Enter new password: **x*xkix

Confirm new password: ***x*x*x

Your password was updated successfully.

[...1]

firepower#

FTD CLI 1286t L £,
connect ftd

&1

firepower# connect ftd
>

FIDIZFHTCu s r35L, = Ra—%—F 4 28K (EULA) (ZIRE L. SSH
AL TWAIEAT, BEENRATUV—-RE2AETIHI LRGN ET, £DH%, FHA v
H—=T 2 ADFRERADCLI Y NT v 7 A7 V7 MRFREINET,

T—=H A HE—T 2 ATFMC T 7 2RAEHNMNILIHAETH, BEHA LV F—T = ADFE
ENFERENET,

GH BEEZIVT (LexlX, AA—TVEZFEKRTHZEICEY) LARVWNED | CLI
By T U AP FREBRYVETZ LI TEERA, 2L, TNHDORET T
X, #%7°5 CLI Cconfigurenetwork =< > K& L TERE TX £9, Secure Firewall
Threat Defense D2~ KU 77 LU AZBRL T &V,

T 7 F/V MEFETZIELENC AN L72ER S v aNICERENE T, URICAN LIZEx 0 F
AT 2HE1%L, Enter 2 L £,

ROTA FT7A4 2B LTSN,

« [DHCP#EH £ 72 (X F 8 CTIPv4 & 5% & L £ 9222 (Configure IPv4 via DHCP or manually?) ] :
[F#) (manual) |ZERLET, BHEHA X —T oA RAEFEHAT L TFERRVGEETDH,
TIAR— R T RLRREDIPT RV AEZRETLHILERNHY £, BEHA L H—T =
A AMDHCPICRRE SN TWDHIHE, BHAODT — 4 A v 4 —T o2 ABFEETHZ LT
T&EHA, T, data-interfaces Th D ULENHDHT 7 + /L ~/b— K723 DHCP #—
N=POZFE LT — T EEEZINDFARELRH 5720 T,

II JE—kFID [Z& % FMC O & B


https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot/b_2100_CLI_Troubleshoot_chapter_011.html#task_vxn_r5h_qdb
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https://www.cisco.com/c/en/us/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense.html
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[BHA X —T = A ADIPVAT 7 4V 87—~ = A % A7 (Enter the IPv4 default gateway
for the management interface) ]: 7 — k7 = A % [data-interfaces] {ZFRE L £ 7, T DHE
X, FMC T 78 A T =4 A X —T 2 A A B L TL—T 4 7 TEDH LI, N7
TU—vENLTERNT 7 0 v 7 ZERELET,

s [Ry NU—ZHERVEE SN GE IR L E (If your networking information has
changed, you will need to reconnect) | : SSH THift L CW A AL, BRI ivE 7,
BH oL Ea— 2P EHRy NU—2 BICHISGEIE. BILWIP T RLALARZT— |
TH#ERTEET, (T A F =T ARHAT) 774/ b— FREHEI R
D, VE—MRy MU= NOIRELEHEHRTEETA, a2 Y — U ERITEELZ T E
A,

[T A —H/LCTEB L £97)> (Manage the device locally?) ] : FMC %4 % 21%
o] ZAJILET, yesbt A)T5L, ROVIZFDM 2T 52 L1272 0 £,

[T AT I A —E— REFRELETH? (Configure firewallmode?) ] : routed & AJJL
FT, SMBFMCT 7 BRI, V=T v R 77447 U+ — /L E— RTOHEYR—FZNT
WET,

&1

You must accept the EULA to continue.
Press <ENTER> to display the EULA:
End User License Agreement

[...]
Please enter 'YES' or press <ENTER> to AGREE to the EULA:

System initialization in progress. Please stand by.

You must change the password for 'admin' to continue.

Enter new password: **kkkkxkx

Confirm new password: **x*xkix

You must configure the network to continue.

You must configure at least one of IPv4 or IPvé6.

Do you want to configure IPv4? (y/n) [y]:

Do you want to configure IPv6? (y/n) I[n]:

Configure IPv4 via DHCP or manually? (dhcp/manual) [manuall]:

Enter an IPv4 address for the management interface [192.168.45.45]: 10.10.10.15
Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.255.192
Enter the IPv4 default gateway for the management interface [data-interfaces]:
Enter a fully qualified hostname for this system [firepower]: ftd-1l.cisco.com
Enter a comma-separated list of DNS servers or 'none' [208.67.222.222,208.67.220.220]:
Enter a comma-separated list of search domains or 'none' []:

If your networking information has changed, you will need to reconnect.

For HTTP Proxy configuration, run 'configure network http-proxy'

Manage the device locally? (yes/no) [yes]: no
Configure firewall mode? (routed/transparent) [routed]:
Configuring firewall mode

Update policy deployment information
- add device configuration
- add network discovery
- add system policy

You can register the sensor to a Firepower Management Center and use the
Firepower Management Center to manage it. Note that registering the sensor

JE—kFID [Z& % FMC O &R B .
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to a Firepower Management Center disables on-sensor Firepower Services
management capabilities.

When registering the sensor to a Firepower Management Center, a unique
alphanumeric registration key is always required. In most cases, to register
a sensor to a Firepower Management Center, you must provide the hostname or
the IP address along with the registration key.

'configure manager add [hostname | ip address ] [registration key 1'

However, if the sensor and the Firepower Management Center are separated by a
NAT device, you must enter a unique NAT ID, along with the unique registration
key.

'configure manager add DONTRESOLVE [registration key ] [ NAT ID '

Later, using the web interface on the Firepower Management Center, you must
use the same registration key and, if necessary, the same NAT ID when you add
this sensor to the Firepower Management Center.

>

ATYvT6 FMCT7 7B AHDINEA v 52 —T7 = f REFRELET,
configure networ k management-data-interface

LDk, IMIA L H =T = A ADIEKR R A Y VY= BIEEIT O L OITKROH T T bR
KRINET, ZOa~xr FOFEMIZOWTIE, ROFFMESRLTIZIV,

T A H =T A AEMENT D5, BHA ¥ —7 = A XA TIEDHCP & H]
TEFEHA, Iy 8T v TRRICIPT KL AZFEICRIE L > 72451, configure
network {ipv4|ipv6} manual =~ > R ZH L CTRETEH LK £ L7, EHEA
B —T 2 A A — U A % data-interfaces|ZEE L2 > AE, 22 TCZoav
RCERELET,

FTD % FMC (ZBMT 5 &, FMClIA v #—T =2 AHRE (S F—T =4 AZLLEIPT
RLVA, 7= oA ~OFH/L— b, DNSH—/3—_ DDNSH— —72 L) ZKH LT
MEFF L E9, DNS H— _R—FEDFEMICHOWTIL, kESR LT F &V, FMC Tl
BTCFMCT V7 BAAL A —T 2 A ADFKEEXLLTEETHN, FID £IEXFMC I LD
BEREG O ML 2T D L ) REEEMZ 2 NE DI LT &, BFHEE I R S
N7=46. FID IZIXLLRITO BB 218559 % configurepolicy rollback =< > RA3E £ E
7T

DDNS #—/3—H® D URL ##%ET 2 &, FTD I Cisco Trusted Root CA /X2 KL i3
RTOEHE CA OFEAEL HEIMIZIBMT 5729, FTD (X HTTPS ##i? DDNS H—/3—
AFRAE A MFECE £9, FTD L. DynDNS U E&— k API {14

(https://help.dyn.com/remote-access-api/) Z i H7 59 <XT?DDDNS — \—ZH R — KL
EJ a8

Zoavwr NI, [F—=%] A H—T A ADNSH—N"—2RELET, By T v
A7) 7 T (F721% configure network dnsservers =~ > KA L T) RELE
FLDNS Hh—_—(%, FH N7 7 4 v 7 IS ES, 7 —% DNS #—,3—|%, DDNS

FBEENTVWDIER) FHRIFZOAF—T oA ACHEA SN EX 2V T 4 RY v—
RS NET,

FMC TliZ, ZOFIDIZEV YU TEHET T 74— LB ERI O —TCTF—H A v F—T =
A A DNS —R_R—NHREINET, FMCIZ FID ZBI4 5 &, o — b LR EDHER: &

. JE—kFID [Z& % FMC O & B
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L. DNS = =377 > 7+ — ARERY U —IZBMSLEF A, 7272 L, DNS
EEGLFIDIZKZTT 7y F 74— LARERY V—%EF VY THE, TOREILLST
0 —hVREN EEEINET, FMC & FID 2RI &S E 5121, Zo&REIC—HT 5 &
IIZDNS 7T v b7 4 —LREET VT 4 TICRET DI L2 BEID L ET,

F7-. B—H/LDNS % —/3—|%, DNS I — =03 YHIRE TR SN HA 12D FMC
THREFSNET, 2221, BHA LAY —T A AEFEHLTCT A R BB L, % T
configurenetwork management-data-interface =~ > K2 H L CTTF—H A X —T = A A
ERELEEAS, FIDRELE —ET5L 912, DNS V= R_—2EH 5O ED T
T#% FMC CFE CRETHILENH D £,

LA L H—T = A AL, FID & FMC [T&EE LT7-1%I1C. EFA X —T7 =4 A E 72130
DF—BA L E—T A ZADNTNINTEETXET,

vy FT T4 PR TCRELZFQDN R DA X —7 =4 ARSI E T,

O RO—E LTT NS AREEEKE 7V T TEEd, Z04F T a i) m "y v
FUATHEATEETN, Oty M7y 70 EOREIIIFEHA LN T &N,

F— ZEH A B4 512X, configure networ k management-data-interface disable =2~
Y REANNLET,

51

> configure network management-data-interface

Data interface to use for management: ethernetl/1l

Specify a name for the interface [outside]:

IP address (manual / dhcp) [dhcp]:

DDNS server update URL [none]:
https://deanwinchester:pa$$wOrdl7@domains.example.com/nic/update?hostname=<h>&myip=<a>
Do you wish to clear all the device configuration before applying ? (y/n) [n]:

Configuration done with option to allow FMC access from any network, if you wish to
change the FMC access network
use the 'client' option in the command 'configure network management-data-interface'.

Setting IPv4 network configuration.
Network settings changed.

1 -

> configure network management-data-interface

Data interface to use for management: ethernetl/1l

Specify a name for the interface [outside]: internet

IP address (manual / dhcp) [dhcp]l: manual

IPv4/IPv6 address: 10.10.6.7

Netmask/IPv6 Prefix: 255.255.255.0

Default Gateway: 10.10.6.1

Comma-separated list of DNS servers [none]: 208.67.222.222,208.67.220.220

DDNS server update URL [none]:

Do you wish to clear all the device configuration before applying ? (y/n) [n]:

Configuration done with option to allow FMC access from any network, if you wish to

change the FMC access network
use the 'client' option in the command 'configure network management-data-interface'.

JE—kFID [Z& % FMC O &R B II
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Setting IPv4 network configuration.
Network settings changed.

>

(FE) BEDODFXYy NU—7 LOFMCIZHT AT —H A L H—T A AT 7 EAZHIRL
F9,

configure networ k management-data-interface client ip_address netmask
T 7 AN ETIE, T_XTOFRy NT =T BFFrSET,

Z O FTD #EHT 5 FMC #8E L £7,
configuremanager add {hostname| IPv4_address| IPv6_address| DONTRESOLVE} reg_key [nat_id]

« {hostname | IPv4_address | IPv6_address| DONTRESOLVE }—Specifies either the FQDN or IP
address of the FMC.FMC % [E#:7 K L A$5E CTX 72\ 551X, DONTRESOLVE #ffiH L
F9, MO SSLEE FALBE T v RNV E2BDT A ARITHESLT 51X, D7 T

BLUEDOTSA A (FMC £721X FTD) ICEIFEFEE/R IP 7 RLUANRKETY, ZDa~
 RC DONTRESOLVE #$5&E 3 212i%, BlEAIBE/R IP 7 R L AL 2IIAR A 4D FTD
IZETT,

ereg key : FTD Z %4k % & ZITFMC THHEET EEDOY ¥ A LBERF —ZfHE L £
T BERF—II3TXFLUTICT 2R0ERH Y £3, A2 3CFITE, 78T (A~Z, a~
z, 0~9) . BXOANA T (1) REDNH £T,

enat id : FMC THIRET 5, EETED 1 HIRY OXFH R EL £, FHICT—X
A B =T oA AT 5561, BEHAIZ FTD & FMC Ol 5 TNATID #$FET 5
VEENRH Y E9, NATIDIE37 XFUFICTH20EN DY £3, AR72CFITE, 58T
(A~Z, a~z, 0~9) . BXONA 7 (1) RERHY £, ZDID I, FMC T8
THMDT A R TE A,

51

> configure manager add fmc-1.example.com regk3y78 natid56
Manager successfully configured.

TNRA A ) T— P XAICEETELLIOCFIDE Yy Yy FEF U LET,

VAT A EBYNCY vy NE DT A ENEETY, BMICER T SRR\, B A
AFEMLIEVTEE, BRR T 7AN AT LAORERSIER T ERNHYET, Ny
T T RTIHBICEEO T ARNETEINTEY, BRT 7 72k 0 . EBIRZ Uk
LT 5E VAT LAETL—RATIN T Yy NETUTERNWILEERZTBWTLEE
AN

a) shutdown =~ K& AHLET,

b) FBIRLED & A7 —#% ZLED 288 L C, V¥ —YOEBERERMIK SN TND Z L& 2kER
£ (LED 25H4T) .

. JE—kFID [Z& % FMC O & B
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¢ VY —YOBENIEFICUE SIS, LEISCTERT 7 7 2h&E, Yy —v b
HEICERZ AT Z e N TEET,

XHHEADA R =)L

PR DA FID 252 T o756, AMNFA v B —T = A A A B —Fy MIT 7 X
TEXBEC, 774 T 09— —T N8R L CEREL AT HETTT, £9575
L PROEHREIIREERE T T ET,

274 T 94— LD — T )LIES:

FMC Loy P a—X T E— FOAIIZHY . FIDIZIEA VX —F v MEH CRETX
%7, Cisco Secure Firewall 3100 % -7 — 7 Vi3 H121%, WO FIRZZ L T 7Z &0,

K6:)E— FEBERRADT—JILIER

[ Outside

—— outside (Management Genter Access)
Console port —_inside

Inside

Management Computer

(jfher -Data NeiWorks
¥l

ATV T V=V EROMNTEST, "R 2T RETA FEBRL T &SN,
RATFw T2 WA X —T A A (BEthernet 1/1) &N —ZIZHHELE T,

FMC ~D7 7 ZRAIIMEBE DT — A A X —T oA AT Ed, =& xiX. Wi FMC
Do DHGEIINEA L F—T 2 A R ETT, FE L, ZOHA RTEFEIHNEA o F—T =
ART 7 BAZOWVTHALET, Zhud, VE— M TROAWV O AR E VT
VATHDHTZHTT,

ATY T3 WA 4 —7 = A A (Ethernet 12 72 &) ZWNEAA v F E213V—Z ITHHe L £,

JE—kFID [Z& % FMC O &R B .
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| Display Name:

ftd-1.cisco.com

Registration Key:*

Group:

None v

Access Control Policy:*
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Smart Licensing
Malware
Threat
URL Filtering
Advanced
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Cisco Firepower 9000 Series SM-24 Threat Defense
Device Routing l :: ii :: . Inline Sets DHCP
4, Search by name ,,%" Sync Device | | @ Add Interfaces =
Interface Logical Name Type Security Zones MAC Address (Active/Standby) IP Address
[ etherneriy2 Physical e &
E® Ethernet1/3.1 Sublnterface Lz &
Ethernet1/4 diagnostic Physical E] y
Ethernetl/s Physical & Y
ATv7T3
ATy T4 WIS 244 —=T =24 2D &2V v LET,
N SO —
[£f% (General) | ¥ 7HRFrREINET,
Edit Physical Interface ? X

m IPv4 IPv6 Advanced Hardware Configuration

Mame: inside Enabled | Management Only
Description:
Mode: None 7
Security Zone: inside_zone ™
MTU: 1500 (64 - 3000)
QK Cancel

a) 48 LFETO [4HT (Name) |2 AN LET,

Lz A X —T A AT indde E WO &4RTEITET,
b) [H%) (Enabled) | T =v /ARy 7 AeA N LET,
¢) [F—F (Mode) 1iX[72L (None) JIWZRELZFFICLET,
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S FRFA A =T A AT N—T AT ET,

e) [IPv4] ¥ 7, [IPv6] ¥ 7, ETIEWEDOX T %7 ) v 7 LET,

c[IPv4] : Ky T XTI YR INE [RAET v 7IPEEHT 2 (Use Static IP) ] %%
WU, IPT RLVAREY TRy N AT EZRAT v aRKil TASILET,

7ol 2%, 192168112472 8 AT L ET,
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General 'i:. IPvE Advanced Hardware Configuration

IP Type: Use Static IP B

IP Address: 182.168.1.1/24| ';g-z'-ugi-?é-;-’255-255-255-'—28 ar

o [IPv6] : 27— F L AHBERREDLA I [HERRE (Autoconfiguration) | F = v 7R v
I ABA AN LET,

H [OK]Z27 Vv LET,
ATy TS 4N IERT A H—T A RAE 7 ) v LET,
[ (General) | % 7 RFERINET,
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Edit Physical Interface 7 X

m IPv4 IPv6 Advanced Hardware Configuration

Mame: outside Enabled Management Only
Description:
Mode: None R
Security Zone: putside_zone i
MTU: 1500 (64 - 3000)
K Cancel

GE) FMCT7Z7EBREHMAICIOA v H—T =24 AEHRNCEELTWVWAEE, /¥ —

b)

d)

T2 A AT TIZLBIBN T oNTEY, AMMLET RVAEENE T LTNE
T, INDLOEAREITLEE LAWTLIEEN, ZBET 5L, FMC OEF B 1
WranEd, ZOEETH, BRFN 774 v 7R ) —D8X2 VT 4V —VERE
TEE7,

48 LT FETO [4H] (Name) | ATILET,
7-E 21X, A v Z—7 x4 AT Toutside] & \WIARIEFHTET,

[£%) (Enabled) ] =v /Ry A%F A LET,

[F—F (Mode) ]1E[7Z2L (None) JIZERELI-FFICLET,

[E¥=2VUT7 4> —2 (SecurityZone) | KRy 7 X7 U R MDLEEFOINTEF 2 U 7 4
V= EBRIRT 50, i (New) 227Uy 7 LTHLWEXF2 YT 0V —r%BIL
£7

7= & z21%. Toutside zone] W) LRIDY —2 ZBIMLET,

[IPv4] %# 7, [IPv6] ¥ 7, ElldW 0% 7% 7 Vv LET,

* [IPv4] : [DHCPOffi ] (Use DHCP) ] Z#IRL, IROA T a v D/NT A —F iR IE
LET,

« [DHCP #f/H L CTF 7 4 /L ks /b— K ZHfG (Obtain default route using DHCP) ] :
DHCP #—"=nbH7 74V b b— MBS LET,

« [DHCP/L— k 2 b U » 27 (DHCProutemetric) ]: 7 KX =AML —F 7 T ( A
HUAREFEE LT — MZEIDYTEST (1~255) , FELIEAV— b OT 74
LMNEDOFT RI=ZA RN —F 4T F 4 AX L AT 1 TT,
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Edit Physical Interface

General 'i:. IPvE Advanced Hardware Configuration

IP Type: Use DHCP w

Obtain default route using
DHCP:

DHCP route metric: 1 (1 - 255)

« [IPv6] : A7 — F L ZAHERREOSE 1L [HERRE (Autoconfiguration) 1 F = > 7 A v
J AEA AT LET,
) [OK]Z27 Vw7 LET,
ATy 76 [{RTF (Save) 1227V v 7 LET,

DHCP H—/\—®D%E
7547 N TCDHCP ZHEHLTFID 226 IP 7 RLAZEET A X 91T 5841, DHCP
PR H L FET,

FIE

ATYF1 [T/A4 R (Devices) |>[T/31 AEHE (DeviceManagement) | ##IR L, T4 2% 27 VU v
7 LET,

AT 72 [DHCP]>[DHCPH#—/\— (DHCP Server) ] Z#R L £,

ATYv T3 [H—/3— (Server) | X—UC, [1BM (Add) 127V v 7 LT, ROFTT v arEFELE

R
Add Server ? X
Interface* inside 7
Address Pool* 10.9.7.9-10.9.7.25
Enable DHCP Server

OK Cancel

s[fH—T A A (nterface) |: KRy T X TR NNLA U H—T 2 AZERRLE
7

o [7 KL A7 —)L (Address Pool) ]: DHCP %— _R—NEHTHIP 7 KL ADHE L b
& PO OFFHARE L ET, IPT FLAOFHIL, BIRLIEA X —T =2 ZALFET
Y7 Fy b EICHFEETAHLERHY, A F—T =2 AHHDIPT RLAEZEDDH &
IITEEEA,
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« [DHCPH— "—Z 029 % (Enable DHCP Server) ] : &R L7=A > ¥ —7 = A A D DHCP
= N—Z BN LET,

ATy T4 [OK] &7 V)7 LET,
ATY TS5 [{R1F (Save) |27 U w27 LET,

T4 )L RIL— FDEN

T 7 AV hb— NMTEE, MRA X —T oA ADLEERRERT v A N — A Vv—F B

/Tbi?“ SMNERA o # —T = A RIZDHCP 2T 55613, 7735 A3 TIZT 7+ /0 b
N— b EZELTWAAREERDH Y £, FETL— F2BMTA20ERNHLEEIE. ROF
JllE%%ﬁ LE7, DHCP H— "= H7 7 4L hb— b EZE LTSGAIE [TNAR
(Devices) | >[T/314 REHE (Device Management) |>[JL—T « >4 (Routing) ]>[R %
T4 vYIL— bk (StaticRoute) ] ~~— @ [IPv4)L— b (IPv4 Routes) | £721% [IPv6IL— k
(IPv6 Routes) | 7— 7 MicFRENE T,

FIE

ATYF1 [TINA R (Devices) |>[T/31 REH (DeviceManagement) | IR L, T XA A&7 U v
7 LET,

ATw T2 [b—FT4>% (Routing) |>[RE2T 4 vY)L— b (Staticroute) | ZEIR L, [b— b ZEM
(Addroute) |27V 27 LT, WDIEIIZHELET,

i Add Static Route Configuration ? X
Type: ® 1mvd O 1Pve
Interface™® outside w
Available Network (5 (%] Selected Network
| 4 Search | = any-ipva &
~

5= IPv4-Benchmark-Tests

52 IPv4-Link-Local

=2 TPv4-Multicast Add
== IPv4-Private-10.0.0.0-8

== IPv4-Private-172.16.0.0

5= IPv4-Private-192.168.0.

= IPv4-Private-All-RFC191

52 IPve-to-IPv4-Relay-Any:

Gateway™ default-gateway v @
Metric: 1)

Tunneled: O (Used only for default Route)

Route Tracking: v @

OK Cancel
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FTarRE U ET Y v LET,

(M ¥ —7xAR (Interface) ]: tH/1A v ¥ —7 = 4 AZRIN L E, BEITINLA
H—T A ATT,

s fEHAIBEZ2 %~ N U —72  (Available Network) ] : IPv4 7 7 /L b /b— h OBE 1T [ipv4]
ZBEINL, IPv6 7 7 4 /L b b— DA [any] ZER L, B (Add) 1227 U2 L
T[ERL7=% >y U —72 (Selected Network) ] U A MZBEII®HE T,

[F— b7 =4 (Gateway) ] E72IX[IPv67— T =4 (IPv6Gateway) ]: ZD/L— hDX
JANRYy T TCHLT— bV 2 AN—FH ANELITERRLES, IPT FLAEITIXR Y
ND—=V/RANAT V=l NERETEET,

e[A RV w2 (Metric) ]:58%% Y NT—27 ~DFRy 7O EANNTLET, FIMEDHF
X1 ~2557T, 7%/ MEIZ1TT,

ATFv T3 [0K]Z27 V7 LET,
N— b BAZT 4 I N— T =T TBMENE T,

System Help v admin v

Overview Analysis Policies JIEUTLEN Objects | AMP  Intelligence Deploy A

Device Management NAT VPN » QoS Platform Settings FlexConfig Certificates

Y¥ou have unsaved changes B Save 0 Cancel

10.89.5.20

Cisco Firepower 9000 Series SM-24 Threat Defense

Device Routing Interfaces Inline Sets DHCP

OSPF
0SPFY3
RIP

- (decpP

» Static Route any-ipv4 outside

& Add Route
Network Interface Gateway Tunneled Metric Tracked

¥ IPvd Routes
10.99.10.1 false 1 S

> [ Multicast Routing
¥ IPv6 Routes

ATY T4 [1FE (Save) 1227V v LET,

NAT DR E
—f%EY72 NAT V—/LClid, WET RLRENHA v A —T =2 A ZADIP T KL ADKR— MMIE
BLET, ZOXATONATL—NVDZ tEA LA —T oA R—KT KL REH (PAT)
EFRENET,

FIE

ATvT1 [T/ R (Devices) [>[NAT]Z27 U w7 L, [FiLLRY — (NewPolicy) ]>[Threat Defense
NAT] 227 U v 7 LET,

ATV T2 RV —ZAHEMT, R =% EHT L5734 2AZ8RL, [fR17F (Save) 1227 Vw7 L
iﬁ—o

JE—kFID [Z& % FMC O &R B .



YE—FFIDIL S IMCOER |

B wozz

MNew Policy
Name: interface_PAT
Description:
Targeted Devices

Select devices to which you want to apply this poli
Available Devices

elected Devices
= 192.168.0.16 @

4, Search by name or value |

192.168.

| Add to Policy |

| Save | | Cancel |

RY—NEMC IZiBMENET, glefx, N o—l—LZBNT50ERNHD £9,

ATFv T3 [—LDEN (AddRule) 1227V v LET,
[NAT/L—/LDiENI (AddNAT Rule) | XA 70 VR y 7 ANRFKRINET,

RATFYT4 ERLV—NDOF T arrEH/RELET,

Add NAT Rule
MAT Rule: Auto NAT Rule hd
Type: Dynamic i

Interface Objects m PAT Pool  Advanced

« [NAT/L—/L (NAT Rule) ] : [EHEINAT/L—/ (Auto NAT Rule) ] Z3&4R L %4,
o [# 4T (Type) 1:[# AT > (Dynamic) | ZEIR L 7,
AT TS A H—TxA A4 7= b (Interface objects) |2—C, [HHAGERA X —T =1 A

F7Yx= 7 I~ (Available Interface Objects) | FEIK O [365CA v F —T = A AA TV =7 b
(Destination Interface Objects) | fEIKIZAMAS Y — > ZBML 97,

. 1J)E— F FID IZ& % FMC O &



| VE—FFDIZ&E 2 FMC DERE
nat oz [l
Add NAT Rule ? X
NAT Rule: Auto NAT Rule 7
Type: Dynamic hd Enabl
Translation PAT Pool  Advanced
Available Interface Objects €& Source Interface Objects (0) Destination Interface Objects (1)
| -}, Search by name | any o,i‘outside zone ]
u:—.i-‘inside zone
oi‘nutside_zone Add to
Source
Addto |
Destination
QK | | Cancel
— . SSem Yy ° E =
ATvT6 [£#: (Translation) | X—Y T, ROA v araFELET,
Add NAT Rule ? X
MAT Rule: Auto NAT Rule it
Type: Dynamic v Enabl

Interface Objects Translaﬂon PAT Pool  Advanced
Translated Packet

Original Packet

Original Source:* all-ipvd hd * Translated Source:

Original Port: TCP

Destination Interface IP
- acte or MNectingsing losg

« [JEDE(E7C (OriginalSource) ]: 227 Vw7 LT, T+ XTDHOIPv4 77 4 v 7 (0.0.0.0/0)
DXy NT—=IF 7Vl FEBMLET,

New MNetwork Object ? X
Name all-ipv4
Description

[| 0.0.0.0/0

Allow Owverrides

Save | | Cancel |

HEINAT V— W3IA 7 V=7 MEZEO—HEE LTNAT ZBINT 5720, VAT
LAEFZD any-ipvd 47V =7 b EFHATHIZ EIETEERA, 2. VAT AE
BOAT V=V NetmETHZIEILITEERA,

GE)

JE— FFID IZ& % FMC D & .




YE—FFIDIL 3 FMCOERM |
B nsvons~ors7vonm

o [ D E(E T (Translated Source) | : [#E551 > % — 7 = A AIP (Destination Interface
IP) | Z@IRL£7,

ATwT1 [IR1E (Save) 1227V v 27 LCL—LZBIMLET,
JL—L3 Jb— v (Rules) | 7 — 7 WAIERIESILE T,

Overview Analysis Policies JsISUIER Objects = AMP  Intelligence Deploy

% System Helpv admin v

Device Management =~ NAT | VPNw QoS  Platform Settings  FlexConfig | Certificates

interface_PAT You have unsaved changes [ [=] save | [ € cancel
[ Po
B Fiiter by Device @  AddRule
[s \ \
# Direction Tyl ‘Source Destinati Or 1} Original 1] Original 1} Translated Translated Translated Opti
erface Objects rface Objects rees estinati Services Sources Destinations  Sarvi ices
v n
* au
%  Dynamc 3 2 al-ip ¥ e @ S8

ATY T8 NAT X—T T [RfFE (Save) |27 U v 7 LTEREEZREFEL £,

RENSHEBAD ST 1 v DFFT
FTD % FMC |2 8§k L7z L &2, EARD [T RXTHO RN T 7 4 v/ %2717 (Blockall traffic) ]
Tr7®Aarbu— R —EERLIEGEIE, T RAEBRT D NT T v 7 BT
THOICRY ==V ZBINT 5 LERH Y £, ROFIATIL, WEY — B
V=D RTT 4y 7 AT o=V EBILET, MY — b o 5aE, HEk
Xy hNT=T DT T 497 AT 50—V aBIIL TS IZEN,
IV mEREX 2V T A RELNV—NEFRET H%A 1L, [Firepower Management Center
Configuration Guide] ZZH L T 720,

FIE

ATvF1 [R)I— (Policy) 1>[7YERK1 — (AccessPolicy) ] >[7 U 2RKR — (Access
Policy) ] IR L, FIDIZEIV ¥ TCoNTWEHET 7R aryta— LK) v—D %7 U v7
L/i‘g—o

AT9 72 [JL—IL%EEM (AddRule) |27V v 7 L, IRONTA—XERELET,

. JE—kFID [Z& % FMC O & B
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ATvT73

M7 t2 F—4 1 v8—T 1 2cnssHoEE [

Add Rule 7 X
Mazme |inside_toc_outside & Enabled Insert |inte Mandatory ot
Action |+ Allow v 48T

m Networks  VLAN Tags (. Users Applications Ports URLs SGT/ISE Attributes Inspection Logging Comments
Available Zones & Source Zones (1) Destination Zones (1)
| Z, Search by name | son /iy inside_zone B seuloutside_zone ]

a et
San/t inside_zone
) .

Sua/4h Outside_zone

| Add to |
Source

Add to |
| Destination |

« [£4ET (Name) ]: ZDONA—/VICLETZAHTET (72 & 21E. insde to_outside)

[EETTY— (Source Zones) ]: [fEMFBE7e > — 2 (Available Zones) ] HWNEY —
IR L, [EETI2EM (Addto Source) 1% 27 U w7 LET,

* 585 — > (Destination Zones) ] : [/ F[GE72 > —>  (Available Zones) ] 7B —
VAR L, [589612B0 (Add to Destination) 127 YV v 27 L¥ 9,

MOREIFEDEFICL TR ET,

GEM (Add) 1227V vyZ7 LET,
=5 b— b (Rules) | 7 —7 /MBS VET,

Overview Analysis JIISEER Devices Objects =~ AMP  Intelligence

Access Control » Access Control | Netwark Discavery  Application Detectors | Correlation | Actions v
ftd_ac_policy You have unsaved changes | /4, Show Warnings | [ analyze fit counts | [ [ Save | [ @ Cancel
Enter ption
Prefilter Policy: Default Prefilter Palicy. SSL Policy: None Identity Policy: Mone
Tz Inhe E | [F] policy Assig )
m Security Intelligence  HTTP Responses  Logging  Advance d
PR REC eIl © Acd Category | © acd rute | search Rutes

8 Fiteer by Device

:
HHEEMMH----------------
&8

o Mlow

b ez
EHEEMﬂ-----------------

in this section. Add Rule or Add Category
[ G

ATy T4 [1F (Save) 1227V v LET,

FMC79Y X 57—

BAVE—TTAATOHSSHDETE

7R EDF—B A B —T 2 A ZATFMC 77 B 2AEHN LI=8E13E. ZOFIEICHKEST
FDOAH—T 2 ATSSHEHMNITHXLENHY 3, ZZTiE, FIDTI DU EDOT—
BA B —T A ZTx LT SSH #5552 AN T 5 HFEICHOWTHI LES, SSH IZZ Wi
BALVZ—T oA AZXHLTHER—-FEINFEHA,

JE— FFID IZ& % FMC D & .




YE—FFIDIL 3 FMCOERM |
B vmcroexs—5108—Tz4zTOSSHORE

\)

GE) SSHIIBEHA L Z—T A A LTTF 740 FTHINZ > TWETA, Z O A ILE P SSH
T IR L ERA,

BHEA B —T A A \7A41@m@4/& 7I4xki TEES N CWET, FMCIZT
NARZREL, BT LHDIEHINET, 7—F A X —T A AD SSH 1L, FEA
A — 7:42@%Hkﬁ%ki0%%l*ﬁ)XF% EAELET, 2oz EF @RI

HESNET, T—F AL F—T oA ATIE, ZOEHEZMEHLTSSHET 78X VA ME
AEMNZLET, T—=HF A F—Tx2AADSSH 8T 7 4 v ZIT@EFEDN—T 4 > TREE
AL, BREFFICRESNIZAZT 4 v 7 b—FPCLI CRESNIZAZT 4 v 7 — MIE
ALEEA,

BEHA LB —T 2 A ZADYHE, SSHT 78R U AR MNERET 521 [Firepower Threat Defense
Command Reference] @ configuressh-accesslist 2~ FEZZM LT LIV, A¥T v 7
No— R EFRET D121, configure network static-routes =~ REEM LT &, T 74
VR TIE, PIIRRERICERA LA —T 2 A ANST T4V b — FERELET,

SSH 7T 5121F, SAKIP T RLAZFHFA[TLHT 7 A NL—)VIHNEHY FHAL, ZO
v a OFEIHEST, SSHT 7 BRAEZRETHINEND L7210 T,

$Hi BIFERRE/2 A  H —T = AZORERATEE T, SSHFE R MBIERA o X —T = A
WZHDGA, A v H—T A A~OEEE RO RBhTE £,

TNA A TIL, BRSO DEIRE SSH B 2 3 nf T £ 97,

)

GE) I RTOTFIAT U ATIE, SSHEN LIZCLLE 21T~ 7o ildTh8 3 Bl R LTIl
95 &, SSH#EHFIIK T LET,

1R BHHIIZ

» SSHNEB=— % —I%, configureuseradd =~ RZH L CCLITOARETEET, .
T 7 4V N T, MR ERHZ S A T — RZFE L7ZAdmin=— —037FE L £ 9, LDAP
F 721X RADIUS EOAN 2 —H—1Z, 7T v b 74— LF%E T [IMBFRFE (External
Authentication) | ZHETH I EICIL > THRETEET,

« TNA A~D SSH it 2 #F ] T DR A PERIEFR Yy NV—J BEHRTLIF Y hU—7 %
T2 FRMETY, A7V b ATy DL LTEBMTEEIRN, IPT
RUAD T N—TENEET DDA TV 27 N I N—T 2T 5881, LV—/1L T
I SN —T NI IS H L 2R LET, (A7 b (Objects) [>[A#T>x
2 FEH (Object Management) | ZiEIR L T, A7 V=7 FERELET,

N

GE) AT APRMET 2anyry NV =2 3TV MIEHTE
A, b1z, any-ipvd £721% any-ipve ZfEH L £9-,
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https://www.cisco.com/c/en/us/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense.html

| WE—FFDIZ&%FMC OER

=
ax

ATy

ATy T2
ATvT3

ATvT4

E DR

ATy T

zzorn [

FIE

[T/34 R (Devices) 1>[F T v b T+ —LERE (Platform Settings) ] ##R L, FIDAK Y v —

EAERRE IR E L £,

[£E% =7 > =/ (Secure Shell) ] Zi®IR L FJ,

SSH #8ft #FF [T 6 A4 v 2 —7 A AL IP 7 RLAZIEELET,

ZOFREHEM LT, SSHEERAZZ T ANDLA V2 —T =24 A, BLOZTN SO AT TSN

57747 OIPT RUAZFIRLET, HxDIPT L AT, Xy hU—2 T KL

AEfEHTEET,

a) [BEM (Add) 1227V v 27 LTHLWIL—LZBINT 50, [fE (Bdit) 1227V v 27 LT

BEF O — IV afRE L7,

b) N—ADTENRT 4 ERELET,
* [IP Address] : SSHEEHE 5T Al T 2R A MEIER Y NV —2V ZRETLH Ry hT—7
FTV I NERIITN—T, ATV 2T bRy AT A= bhERT S
N FREFMHEZV Y LTH LRy NU—I A7 V=7 MEEBIMLET,
s[B¥= VT 1 YV —2 (Security Zones) |: SSH iz fFr 4 oA v X —T = A%E
LYy —rEBINLET, V=il U F—T = AT, BIRENT=EF2 Y
T4 =V DIVARNDTDT 4=V RIZA B =T =2 A 24 AL, B (Add) ]
Vw7 LET, BIRENTWVWEAL U H—T oA RAEZEFY — VBT RZEE
NTNWBEXITDH, ZHHDNA—LNTF L R A SN ET,

) [OK]%27VUvyZ7 LET,
[Save (RTFE) 127V v/ LET,

ZN T, [ER (Deploy) ]>[EB (Deployment) 1 %27 U w7 L, E Y TT /A A K
V—ZBHTE X0 FE LT, BHEIIRY U—FEBRTIE AR THA,

REDEELZ FIDIZEBELET, BHEEZEBAIIETII. XM ALTEOEELT 77 4
TR0 £ AL

FIE

5 Eo BB (Deploy) 127V w27 LET,

JE—kFID [Z& % FMC O &R B .



YE—FFIDIL 3 FMCOERM |

B rossumoscu~nrstz

Deploy y System Help ¥

|__6 Cancel |

ATv T2 RV —0DER (DeployPolicies) 14 A 707Ky 7 ATT A AZREIR L, B (Deploy) ]
Vv LET,

Deploy Policies Version:2019-03-05 03:17 PM
Device Inspect Interruption Type Group Current Version 2o
Mo FTD 2019-02-28 07:11 AM

=#152.168.0.16

ATy T3 BB LIZZ 2R LET, BOAT —# A2 RRT 52T, A=2——0 [EH
(Deploy) | RZ v OAMICHETA 2% v o LET,
Deploy || & || System Help v

&7

Deployments O Health Tasks
Show History

1 total 1 running 0 success O warnings O failures
™t 192.168.0.16 Deployment - Collecting policies and objects. 10s
[ | 15%

FIDESKLUXOSCLI~AND 7o X
avw RIA4 A F =T x4 A (CLI) ZHEAL T AT LDy T v 72TV, AR
RIATAD NG TN a—F 4 o TEITFNET, CLITYy Y a v bRV —2RETH
LlIETEERA, CLIKIE, a3y Y — L R— MR LT 7B A TEET,

NIV a—T 4 T DbIZ, FXOSCLIIZCT 7 AT5Z2 L TEET,

)

GE)

F7713. FID A ZADEPA L 2 —T = AT SSH THECTXET, vV — Lty a
vEIEEARY, SSHE v Y a3 ET 740 h TFTD CLIIZ/2 Y | connect fxos =2~ > K % fi ff]
L CFXOSCLICHE C& 3, SSHEHHDOA v 4 —T A 2TV LA, T —
HAUHE—=T oA ALEDOT VAR CTEET, T—F A X —T A A~DSSHT /&
ZNET T 4 P TEN RS> THVET, ZOFIETIE, 574/ P TFXOSCLI &72% =1

Ve LIR— N T 7B RZHOWTEHIA LE T,

. JE—kFID [Z& % FMC O & B
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ATy

ATy T2

ATvT3

D 5&UM0SCL~D7 2 [

FIE

CLIicua 7 A4 4512, EHaLr Y¥a—XZar Y —)LiR— MO LE T, Cisco Secure
Firewall 3100 (21X DB-9toRJ-45 2 ) 7 /L7 — T AN YR L TWAH T2, #5723 v —
RRX=F7 48D Y TV 1o USB 7 —7 ABMETT, BEWOFTL—TFT 1 T AT AT
VB USB Y U TV R T A R ENT A A =L L TLZEW (Cisco Secure Firewall 3100
IN=RT 2T HA RERE) , 2 Y —/VR—MIT 74/ FTFXOSCLIWZZ2 Y £9, kD
VYT AREEFERLET,

* 9600 7R —

*8F—% v b

e NUT 472 L

1 Abhy7 Ev b
FXOS CLIIZ#sfi L £7, =—H¥ —4 admin &, HIIE > N7 v THRECHRE LT12/SA T — R4
fEHLTCCLLicrZ A > LET (F 740 ME Adminl23) |
Al :

firepower login: admin

Password:

Last login: Thu May 16 14:01:03 UTC 2019 on ttySO
Successful login attempts for user 'admin' : 1

firepower#

FIDCLIIZT7T 7 &AL,
connect ftd

1 :

firepower# connect ftd
>

07 A %I, CLI CHEHAIRER 2~y FOIEFRZMEZR T HI121E, hep £ 22 AL E
T, HHJTEEIC OV, [Secure Firewall Threat Defense D i~ KU 77 LA ] #&H L
TLIZEN,

FTD CLI Z#& 79 % 121%, exit £7=iXlogout =~ REASHLET,

ZOa~<wr RIZkY, FXOSCLI 7Fr > 7 MIFEY 4., FXOS CLI TR~ RO
AR T DI, 22 A LET,

&1

> exit

JE—kFID [Z& % FMC O &R B II
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B s s—orrzxcoemEEGEO ST A—F 100

—

T—

firepower#

BAVE—T A RATHOEEEHRD STV a—TFTa2T
EFT/NVDOYHR—F : FID

HEOERA L —T = AT R0V, FMCIZT =X A ¥ —T oA A&7
L2860, FMC CTFTD DA V2 —T = A AL Ry NU—V OREEZELT D & (T x T
WrLZ2nWE 2 WCEBE LE T, FTD 2 FMC IZEBM L7 RRICEEEA v X —T = f AR A THER
THEE (FT—FPDEHE~ FREEENILT—FN) AV H—T 2 AL Xy NT—7
DORENE L HERR S TWRNE | BB KDL D AR H D 7,

IOy 7, BEHERNKONEGED N T TNy a—T 4 VTR E T,
EHEERAT R ADERTR

FMC ., [T/ A (Devices) ]>[7 /34 A& E (Device Management) |>[7 /3A A

(Device) ]>[# B! (Management) ]>[FMC7T 7 ZADE# (FMC Access Details) ]> [4%
f5i AT —H A (Connection Status) |-2— Y DJAIZIRIN U CTEHPHEO AT — X A &8 L
EJ N

PG D AT — X A FKm T 5HI121%. FTDCLI T, sftunne-status-brief =2~ > R& A
LF9, sftunnd-status #f5H L T, LV 2e&iFRisErts2 b TaEd,

Z0 AREOBER OB B ZRITRLET, E7 F v 100 e FHRen—he—
MEBRPFERSNTOVERE A,

> sftunnel-status-brief

PEER:10.10.17.202

Registration: Completed.

Connection to peer '10.10.17.202' Attempted at Mon Jun 15 09:21:57 2020 UTC

Last disconnect time : Mon Jun 15 09:19:09 2020 UTC

Last disconnect reason : Both control and event channel connections with peer went
down

7y TREBOEROH A 2 RITRLET, E7 F v rbin—he— MERRFRSN
TWET,

> sftunnel-status-brief

PEER:10.10.17.202

Peer channel Channel-A is valid type (CONTROL), using 'eth0O', connected to
'10.10.17.202" via '10.10.17.222"

Peer channel Channel-B is valid type (EVENT), using 'ethO', connected to
'10.10.17.202" via '10.10.17.222"

Registration: Completed.

IPv4 Connection to peer '10.10.17.202' Start Time: Wed Jun 10 14:27:12 2020 UTC
Heartbeat Send Time: Mon Jun 15 09:02:08 2020 UTC

Heartbeat Received Time: Mon Jun 15 09:02:16 2020 UTC

. JE—kFID [Z& % FMC O & B
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FTD ®*v b —H1F
FIDCLI T, BHBLIUOFMC TV BAT—H A L X —T 24 ADXy hT—IF

RLET,

show networ k

> show network

Hostname
DNS Servers

Management port

HOKTR

[ System Info

IPv4 Default route

Gateway

IPv6 Default route

Gateway

State

Link
Channels
Mode
MDI/MDIX
MTU

MAC Address

Configuration
Address
Netmask
Gateway

State
Authentication

System
DNS Servers
Interfaces

MTU
MAC Address

Configuration
Address
Netmask
Gateway

Configuration

[ brl

——————— [ IPv4
[ Proxy Infor
Information -

[ GigabitEthe

FMC ~®M FTD O&tFNDFEDR

FTDCLI T, FMC B8N T LIz Z ¢ 2R LET, 2o~y Nt EHEEROIIE
DAT—HAEFRRTHHEDTIEIRNI EIZHEELTLEE,

show manager s

F—84 28— T4 ATOEREGDO LS5 TLva—T17 ||

R

e
i

rmation ]
5516X-4
208.67.220.220,208.67.222.222
8305

data-interfaces

data-interfaces

]
Enabled
Up
Management & Events
Non-Autonegotiation
Auto/MDIX
1500
28:06F:7F:D3:CB:8D

] ______________________
Manual
10.99.10.4
255.255.255.0
10.99.10.1

Disabled

mation ]
Disabled
Disabled

Data Interfaces ]

GigabitEthernetl/1

rnetl/1 ]
Enabled
Up
outside
1500
28:06F:7F:D3:CB:8F

10.89.5.29
255.255.255.192
10.89.5.1

Disabled

JE—kFID [Z& % FMC O &R B II



YE—FFIDIL 3 FMCOERM |
B s s—orrzxcoemEEGEO ST A—F 100

> show managers

Type : Manager
Host : 10.89.5.35
Registration : Completed
>

FMC IZ ping 5%

FIDCLI C, RO a~vy REFEHLT, 7—F¥ A2 —7xA A5 FMC IZ ping L F
R

ping fmc_ip

FIDCLI T, kD a~vy REHEHLT, A ¥ —7 A A5 5 FMC IZ ping LE 7,
ZHUE, Ry T L= BN LT —E A =T oA R INV—T 4 T INET,

ping system fmc _ip
FIDREA V2 —T A RTDNT Y bDF ¥ TF v

FTD CLI C, NNy 7 FL—r 4 v Z—T = A A (nlp_int tap) T X7 v haFv 7
Fx¥ LT, HEHARTy FREFEINTWENE I AR LET,

capture name interface nlp_int_tap trace detail match ip any any

show capturename tr ace detail
RNEA VB —T A RADRT—R R, #fit. BV 7y FHORER

FTDCLI T, WN#i NNy 7 FL—> 4 F—T =4 A (nlp_int_tap) ([T DHEHRESEL
TLIEE,

show inter ace detail

> show interface detail

[...]

Interface Internal-DataO/1 "nlp int tap", is up, line protocol is up
Hardware is en vtun rev00, BW Unknown Speed-Capability, DLY 1000 usec
(Full-duplex), (1000 Mbps)

Input flow control is unsupported, output flow control is unsupported
MAC address 0000.0100.0001, MTU 1500

IP address 169.254.1.1, subnet mask 255.255.255.248

37 packets input, 2822 bytes, 0 no buffer

Received 0 broadcasts, 0 runts, 0 giants

input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored, 0 abort

pause input, 0 resume input

L2 decode drops

packets output, 370 bytes, 0 underruns

pause output, 0 resume output

output errors, 0 collisions, 0 interface resets

late collisions, 0 deferred

input reset drops, 0 output reset drops

input queue (blocks free curr/low): hardware (0/0)

output queue (blocks free curr/low): hardware (0/0)

Traffic Statistics for "nlp int tap":

37 packets input, 2304 bytes

5 packets output, 300 bytes

37 packets dropped

1 minute input rate 0 pkts/sec, 0 bytes/sec

O O O O Ul oo o
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minute output rate 0 pkts/sec, 0 bytes/sec

minute drop rate, 0 pkts/sec

minute input rate 0 pkts/sec, 0 bytes/sec

minute output rate 0 pkts/sec, 0 bytes/sec
5 minute drop rate, 0 pkts/sec

Control Point Interface States:

Interface number is 14

Interface config status is active

Interface state is active

(G2 O I e

IW—TF 4 20 & NAT OWER

FIDCLIT, 7 #/L ;L — ] (S*) DNBEMENTWAZ L, BLIOEHEA LV X¥—T7 oA
A (nlp_int_tap) (ZPNHE NAT L— L NMFAET D Z & 2R L £,

show route

> show route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN
i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route
SI - Static InterVRF
Gateway of last resort is 10.89.5.1 to network 0.0.0.0

S* 0.0.0.0 0.0.0.0 [1/0] via 10.89.5.1, outside

C 10.89.5.0 255.255.255.192 is directly connected, outside
L 10.89.5.29 255.255.255.255 is directly connected, outside
>

show nat

> show nat

Auto NAT Policies (Section 2)
1 (nlp int tap) to (outside) source static nlp server 0 sftunnel intf3 interface
service tcp 8305 8305
translate hits = 0, untranslate hits = 6
2 (nlp int tap) to (outside) source static nlp server 0 ssh intf3 interface service
tcp ssh ssh
translate hits = 0, untranslate hits = 73
3 (nlp int tap) to (outside) source static nlp server 0 sftunnel ipvé intf3 interface
ipv6 service tcp 8305 8305
translate hits = 0, untranslate hits = 0
4 (nlp int tap) to (outside) source dynamic nlp client 0 intf3 interface
translate hits = 174, untranslate hits = 0
5 (nlp_int tap) to (outside) source dynamic nlp client 0 ipvé6 intf3 interface ipvé
translate hits = 0, untranslate hits = 0
>

Z DD TE DHERR

KDa~wy RESBRLT, MOTRTORENMFETHIEE2EERALET, Zhb0a~
Y FDZ <X, FMC @ [7 /31 A (Devices) |>[7 731 A& # (Device Management) ]>
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[7 /34 A (Device) 1>[&2E (Management) |>[FMC7 7 & ADFEH (FMC Access Details) ]
> [CLIHH /7 (CLIOutput) | ~—Y THiERTEET,

show running-config sftunnel

> show running-config sftunnel
sftunnel interface outside
sftunnel port 8305

show running-config ip-client

> show running-config ip-client
ip-client outside

show conn addressfmc _ip

> show conn address 10.89.5.35
5 in use, 16 most used
Inspect Snort:
preserve-connection: 0 enabled, 0 in effect, 0 most enabled, 0 most in effect

TCP nlp int tap 10.89.5.29(169.254.1.2):51231 outside 10.89.5.35:8305, idle 0:00:04,
bytes 86684, flags UxIO

TCP nlp int tap 10.89.5.29(169.254.1.2):8305 outside 10.89.5.35:52019, idle 0:00:02,
bytes 1630834, flags UIO

>

DDNS DEHMNHY L= E S M EfERT S
FTD CLI T, DDNS DAL LIz E 9 i fgd L,
debug ddns
> debug ddns
DDNS update request = /v3/update?hostname=domain.example.org&myip=209.165.200.225
Successfuly updated the DDNS sever with current IP addresses

DDNS: Another update completed, outstanding = 0
DDNS: IDB SB total = 0

HHNT R L= 8A401%, debughttp =2~ K& debugsd =2~ R&EMH L EJ, GEAE
ORRFEALIL L2 85E01E, V— FEHENRT NS R A VA =L SR TS Z & & HER
LET,

show crypto ca certificates trustpoint_name
DDNS D#Eh{EZ il 51213 -

show ddns update interface fmc_access ifc_name

> show ddns update interface outside

Dynamic DNS Update on outside:
Update Method Name Update Destination
RBD DDNS not available

Last Update attempted on 04:11:58.083 UTC Thu Jun 11 2020

Status : Success
FODN : domain.example.org
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IP addresses : 209.165.200.225

FMC O4 774 ILDHER

https://cisco.com/go/fmc-reg-error & 2 L TL 72 &0y,

FMC OGN ERHONT-IGEDEROO—)L/NY D

&

FMC CFTD D7 — XA v Z—T = A ZAZHEH L, Fv MU — T EHIEET 5 FMC 26O
R DT 2 BB T 2355, FTD O Z B IR Lokl e — Ny 7 LT, E B
EEILTEET, 0%, *y NU—ZERAMERF S L5 L 912 FMC THERGER E 2 % L C
HERTEET, m— Ay 7B, BRAADN T ARWEATHLHEHRTE, 20T
Ny a—T 4 T ORBUSITHETE X7,

WROTA RTA L HBBRLTLITEIN,

s BIEIDREI DA FID T — W /VIZERATE 4, S OIICLURIORRICe—L 3y 735
ZliIETEEREA,

=Ny 7, WA EIE T ALY T OBATEY R— ST ER A,

e B—/LNy 7%, FMC TRIE TE DMMICOAEE L E3, L& xE, m—Ay 71,
FIDCLI COAKETE LHEHEIHA ¥ —7 = A AT 51— I AR IT R L
FH A, configurenetwork management-data-interface =~ > K&/ L 7= &% ® FMC &
BARICT — 2 A X —T = A AREELEE L, rollback 2~ REFEHTLE, T oD
REFRFFSNRNZ LITERE LT EI N, KEBICERM I FMC R EICr—/L /3y
7 ENET,

*« UCAPL/CC E— Klidm —/ Ry 7 TExFH A,

« IHTORMPICES SN/ T v F AT /3 FSCEPREHET —#ldn— Ay 7 TEEHE
/\/o

e m— Ly ZHNZ BUEDRENZ VT SNDHT2, #fh Fuy 7S ET,

1R BHHEIIZ
T /LOYR— b : FTD

FIE

FTD CLI C, LT~ —/ 3y 7 LET,
configure policy rollback

o—/LXy 7%, FTDIZu— Ay ZNIEFIZE T L2 2 & &2 FMC (2@ L ¥4, FMC T
WX, B — Ry 7 AN 2 L EIR TN —RNEEE IR R INE T,

0= Ly 7 BRI LT E . — R 72 BB O RIEEIZ D\ Thttps:/www.cisco.com/c/en/us/support/
docs/security/firepower-ngfw-virtual/215258-troubleshooting-firepower-threat-defense.html % Z e L C

JE—kFID [Z& % FMC O &R B .
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ATvT2

RN, BAICE-oTIE. FMC 727 2 2ADETTRIZT — LNy TN T B2 nH D F
T, ZDHE. FMC OfEROMEEER LT, FMC L EER T 7,

1 -

> configure policy rollback

The last deployment to this FTD was on June 1, 2020 and its status was Successful.
Do you want to continue [Y/N]?

Y

Rolling back complete configuration on the FTD. This will take time.

Policy rollback was successful on the FTD.
Configuration has been reverted back to transaction id:
Following is the rollback summary:

EHES O ML SN MR LE T,

FMC T, [T /31 A (Devices) 1>[7 /31 A& E (Device Management) ]>[7 /34 A (Device) ]
>[&H (Management) ]>[FMC7T 7 & X DFEM (FMC Access Details) |> [##fit A 7 — & A
(Connection Status) ] ~*— Y DIAIZERIN L CTEHBHRO AT — X A2 MR L E T,

BRSO AT —F 2% F T HI21%, FIDCLI T, sftunnel-status-brief =~ > K& AJj L%
‘3‘0

RO TSI 10 LA ED D560, D N T TNy a—T 4 U T ETOMERH Y F
T T—HA L HZ—T 2 A ATOEBEHRDO NT TNy 2a—T 47 (443—=) ZBRL
TLTEEW,

FMC ZEARL =274 70+ —ILOERDYIM

ATy I
ATy T2
ATvT3

VAT AEBYNC YV Yy N T T H I ENEETT, HMICERY T 7Rk, ERA
AVFEMLIEVT AL, BRR T 7AN AT LAOBRELZBIXR-ITZERNHY ET, Ny
7 T0y RTCIEEIZEZHDO T mE ARFETINTWT, BRT 7 72k | ERZ Yk
LT BE, 74T 4= N AT L—AT Ny NETUTERWI L AR ZTBWT
<&,

FMC #f L T AT A& @I Y v hE U TEET,

FIE

[Devices] > [Device M anagement] 341 L %9,

HE#T 57 ZAOMICHHRET A 2> &) 227V v 7 LET,
[T /34 A (Device) | #7 %27V vr LET,
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ATvT4

ATy TH
ATv 76

ATy 717

RDATYT

zozx7y7 ||

[ AF 2 (System) |BZ > a v TFRNAL ZADY vy hEY VT Aay (W) 2207 LE
R

T T NRERINTED, TRAADY vy N T U EREERLET,

AUV AN T AT T — I L TCWAERIE, 77 AT U — ARy v hE T
THEXNIVAT AT v T heE=F—LET, ROT a7 "RERINET,

System is stopped.

It is safe to power off now.
Do you want to reboot instead? [y/N]

V=D ERH L CWRWEEE, R30MfFo TV AT ANy MO LIz 2 %
MR LET,

VBN U TEIRAA v T 247120, BRI T 72Ty — U ORI ERE R
N4z ncxxd,

FTD O E % #1793 5121, [CiscoFirepower K¥ = 2> h—H | IZHDHBHENDOY 7 h o=
TNR=VarDv=a7 VEHZRL T EEN,

FMC O FIZBIT 2 1H#IZ OV Tik,  [Firepower Management Center Configuration Guide| %
ZRLTIZS0,

JE—kFID [Z& % FMC O &R B .
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