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{EDOTFNEIZ DV TIX,  [FXOS troubleshooting guidel] &M LT 72 &0,

1 -

firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...]

Hello admin. You must change your password.
Enter new password: **x*xkix

Confirm new password: ***x*x*x

Your password was updated successfully.

[...1]

firepower#

FXOS CLI C, FTHDONR—Y a v a2F R LET,
scope ssa

show app-instance

11

Firepower# scope ssa
Firepower /ssa # show app-instance

Application Name Slot ID Admin State Operational State Running Version
Startup Version Cluster Oper State

ftd 1 Enabled Online 7.1.0.65
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ATy T

ATy T2

TAZ VT NIRRT LI TEERA, HEL, TUHORETSTUL, %215 CLIT
configurenetwork =~ > K& L CA®E C& £, Secure Firewall Threat Defense ® 2~ > K
V77 Lo AL TSN,

FIE

FTD =tV YV —)b R— M L £3, sFc oW Tid, FTD B X OFXOS CLI ~D 7 7 & A
27 X—=) ZZRLTIEEN,

admin 2—H% &L F 7 4L bR T — RO Adminl23 ZfEH L Cue 71 o LET,

FXOSCLIICHEE s LEd, g TCul A Lizéax, XRRAU—KEZEFTILH>RDLNET,
TDONRAT—RiZ, SSHOFID 2 7' A ANZ b INET,

(F) RNRU=RFRTTREEEENTNT, NAT—= RRDNLRWEEIE, 731 A%k
AA=VILTRRAT—=RETFT 74NV MYy MTHUERHY EF, FHA AT
{EDOTFNAZDVTiE,  [FXOS troubleshooting guide] #Z ML T 72X\,

1 :

firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...]

Hello admin. You must change your password.
Enter new password: ***kxkkk*

Confirm new password: **x*kxkkx

Your password was updated successfully.

[...]

firepower#

FTD CLI {28k L £ 77,
connect ftd
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1 :

firepower# connect ftd
>

FIDIZHIOTa /A o+ he, =y Fa—H—F 4 28K (EULA) IZ[FET 5 K 91K
OHENET, FD%, CLI®Y F7 v 7 A7 U7 MRERINET,

T 7 4V MEETIZLENZ AT Liz@n3 7 v aNIicFRrSnE 3, UEICAN LIZfEE 0 F
FHEHT 2851, Enter L 9,

WDOHA RT7A4 BB LTLIZEN,

BB U H—T 2 A ADIPVAT 74NV 8 — U =A% AJ)LET (Enterthe IPv4 default
gateway for the management interface) |: FEIIP 7 R L A2 E LI2HA L,
ldata-interfaces| £721X7— DV =ANVL—HDIP T FLAOWTNnE AT LET,
data-interfaces 5% ETH &, TV MUV REE NI 7 4 v 7NNy 7 7 L—f% T
EEEN, T—HA X =T AAPKTLET, ZORTIEX, A V¥ —Fy MNZT /&
ATELEBIOEHEAR Y N — 7 BN WGHEICENHET, BHA VX —T oA ANBF
BENDRNT 74w 7I00F, AV F =Ry NT IV BAZMNELT 74 B ABEGRE T —
B R—ZADEHNEENET, data-interfaces 2T 254, FER Y U — 7 ([CEHE
Pt L COUEE B, X — 7 = A A TFDM (F7214SSH) %5l & T& 908,
FEEDFRy NU—27 £3HA DV £— MEHEOYA L, configurenetwork static-routes
avy REFEALTHOL— NEBMTALERHV ET, T—F A U H—T = ATD
FDM OEBIL, ZOREDHELZIT /202 LICHERE L TLZEW, DHCP ZfH3 5%
Yy, Y A7 AEDHCPIZ Lo Tk a7/ — b= A A L E9, DHCP A/ — b
VA R LWL, 74— Ny 7 A Yy RE LT data-interfaces i L &
7

[Ry N = ERPEE INZIBETHER N L EIC/2 Y £9° (If your networking
information has changed, you will need to reconnect) | : SSH C7 7 # /L h®D IP 7 KL R |THE
BLTWADIL, ity R T v FTEDIP T RLRAZEET L L HmngkrsnE
o HLWVWIPT FLRENAY— FTHEER L TS IZEW, 2 v Y — st B e %
T EEA,

[TNA A —VTERE L E7 ) (Manage the device locally?) ] : FDM %7213 CDO %
FERT 211X 1V (yes) 1A LET, WX (no) 1 &EzDE, T/ ADEH
IZIZFMC 2425 2 L2/ £7,

1 -

You must accept the EULA to continue.
Press <ENTER> to display the EULA:
End User License Agreement

[...]
Please enter 'YES' or press <ENTER> to AGREE to the EULA:
System initialization in progress. Please stand by.

You must configure the network to continue.
You must configure at least one of IPv4 or IPv6.

II FDM T FTD O &
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ATv74

~DnOoA

ATy T

ATy T2

~nas4vmm ||

Do you want to configure IPv4? (y/n) [y]:

Do you want to configure IPv6? (y/n) I[n]:

Configure IPv4 via DHCP or manually? (dhcp/manual) [manuall]:

Enter an IPv4 address for the management interface [192.168.45.45]: 10.10.10.15

Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.255.192
Enter the IPv4 default gateway for the management interface [data-interfaces]: 10.10.10.1
Enter a fully qualified hostname for this system [firepower]: ftd-l.cisco.com

Enter a comma-separated list of DNS servers or 'none' [208.67.222.222,208.67.220.220]:
Enter a comma-separated list of search domains or 'none' []:

If your networking information has changed, you will need to reconnect.

For HTTP Proxy configuration, run 'configure network http-proxy'

Manage the device locally? (yes/no) [yes]: yes

>

HLWEBIP 7 FLATFEDMIZEZ A > LTL &L,

~FDM
FDM iz /A > L CFID & ELET,

1a s BRI
s Firefox, Chrome, Safari, Edge. ¥ 7213 Internet Explorer O/ N—2 a » afHA L £,

FIE

77 UWIZIRO URL # AN LET,
« WEL (Ethernet 1/2) : https://192.168.95.1,

« & H : https://management_ip, &A% —7 = A ZILDHCP 7 5A 7> FThH D12,
IP7 KLU AZDHCP % — =L »THRARVET, CLI Ty N T v 7 TEEIP 7 FL X
EERLIEEAIE. FOT RLAZ A LET,

a—H—4%& admin, T 7 /L hXZAT— R Admin123 ZfEH L e /1 LET,

RDBARY

*FDMt vy h7 v 74— REFITLET, MIHEREDORET (14 X—) 2L TL
72 &N,

FDM T® FTD O & II
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B ossc0xT

N EDET

TR EEZTZ T THI0E, BANCFDM I A o Lz &ty T v 70 4 P—RE2HEH
LET, By FT o7 U4 F—FRDOETH, W OPOIARY O —R N8R E I -
LTS T ABRBETT,

« /M6 (Ethernetl/1) 3 X OWEA % —7 = A A (Ethernetl/2) ,
cNEA v B —T 2 A ALHNFA L B —T 2 ZADEXF2Y T 4/ —2
s WESIBHNERA~ADT R TDONT 7 4 v TV HEHT DT 7 AL—)L,

s D BAMEA~DTXTD T 7 4 v I EIBA v B =T = A AD P T KL ADEAFD
N— b ~EH S DA X —T =14 A NAT L—/L,

« NEA o Z—7 = A ATIF{TIAL TS DHCP H—/3—,

)

GE) (fEE) CLITOEH Ry hU—ZHREDOEHE (11 =) OFIELZFETLEEEE. o
DA AT DO—E, BARMNITEHE SATU - ROEHR, BLOSEA v F—T7 oA A LEH

AVE—T2A ADEENT TIZET LTWBIET TY,

FIE

AFYvT1 =2 Ra—HP— S4B ABHELFATHREL, BHESAUV—RFRELEFETLLIITEKD
LNET,

BATT DI, ZNODOFIEZE T T DLERDH Y 7,

ATV T2 A X =T oA ABLOEHRA X —T oA AR L TROA T v a U EFRE L, [R~
(Next) 127V vZ7 LET,

GE) [k~ (Next) 1227 Vw7358, WENT A AZBHEINET, /¥ —T=A
ADLENL [4858) & 720, Toutside zone] X = VT 4V —IZBMENET,
MEMEMNIELWZ L 2R L £,

a) [FMERA X —7 = A A (Outside Interface) |: ZiUE, ¥— bV A L—XIZ¥ERHT D7
DOT =8 R—=FTT, T ZAOPMGRERHIHI DI A o H—T7 = 4 ZAERINT 5 Z
LIXTEERA, BWDOT —F AL B —T 2 A ANT T4V NOINEA B —T = AT
7

[IPv4D%E (Configure IPv4) ]: #MEA > H—7 = A AHD IPvd 7 KL A7, DHCP %
R0, FRFTFEHTAXYT A7 IPT RLVA, 7 xy b~RA7, BIOF—h
T BANTEET, [F7 (Off) ZRIRL T, IPv4T RLAZEELRNE W) EIR
EbHET, By N7 v U4 P —REHEHLTPPPOEARET HZ LIXTTEEHA,
A HE—T A ZANDSLET L, F—TNETF L, E70RISP ~D ORI S T

. FDM T FTD O &
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ATvT3

ATy T4

ATy TH

agsazoxT [

BY, ISPAPPPOE Z A L TIP 7 FL A& L TV AE 1%, PPPoE NMEIZ /R 58
ERHVET, U4 — ROETHIZPPPoE R ETX £,

[IPv6 D E (Configure IPV6) | : ANEhA v X —7 = A AHD IPv6 7 R L AT7, DHCP %
T A, FTRIEFEFTRAET A v IIPT RLA, L7497 A, BLOY— 1=
ABZANTEET, [F7 (Off) [ZERLT, IPv6 7 FLAZRTE LWV E W ERED
%@ij‘o

b) [BEA 42 —T x4 A (Management Interface) |

[DNSH—/% (DNSServers) ]: AT ADEFT R L AHD DNS %—/3, £ ik A 1
DLLED DNS =07 R A& AJJLET, 7 7 4/L M OpenDNS #X7' Y 77 DNS
= NTF, T4 =V REREL., 774/ MIE LWL, [OpenDNSZ LA (Use
OpenDNS) %427 Vw7 §25L, 74— /L RIZH#EERIPT FLARY a— REET,
[Z7 AT V4= A R4 (FirewallHostname) ]: AT LADET RLADKA NAT
7

VAT ARG BOE L, IR~ (Next) 127 U v 7 LET,
a) [#A LY —2 (TimeZone) ]: VAT LDHA LY = HRINLET,
b) [NTP# A LH#—,3 (NTP Time Server) ] : 7 7 4/ D NTP h— & HT 570 EHL

TWANTPY— DT RLAZFEITANTENERIRLET, N 77 v 7 HICEED
P—NEBENTEET,

EE) VAT LDAS— "I B AEZRELET,

FIDT A ZAZMEAT S E . BEIMICEAT A B ATV TEET, T_XTOBMTA
ZNIA T g T,

A= hTARADT AT bERIGL, VAT LABRBELT LT AWM 5 0H
NV EF, REIL0 AFOFET A o A2 AL, BTAT—F I B AZRETE
iﬁ‘o

TNA A5 TSBRET DI, V7% 27 Y v 27 LT Smart Software Manager D7 71 7 k
e 74 LET, 4BV ADHRE (16 X—) 2ZRLTIEIN,

T A £ A BF T DI, PEERETIZ90 B R ORI A Bi449 % (Start 90 day evaluation
period without registration) ] Z 3R L 9,

(427 (Finish) |22V v 7 LE,

RDBRY

G T A B A G EEMHT L b TEETR, T AEREL, T A%
BETL2Z 2880 LET, 2ZRLTIEEVWT A ADKRE (16 ~—) ,

cFDMZHHA L TCTF A RAEZRETHZELTEET, [EDM TOT 7 A T U 4 —LD%
E (22—=) | EBRLTLIEEN,

FDM T® FTD O & .
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- -~ =JL =

74t ADEE
FID i, A4 B ADWEAB L O TA B AT =V O— &N AR AY—F VT FU =
T IRV T EBRLET,

Uy — T EBET S L. Smart Software Manager X3 ¥ — 3 & Smart Software Manager [ D i&(5
MO IDFEAFEZRITLET, £z, WORERT Y My —oREDETHRET,

VAT A AOEIZOWTIEEE L <IL, cisco.com/go/licensingguide &M L TL 72 &1,

A= R TA B AT, FFEEAL TRV OBREZ#H TX £9, Smart Software
Manager (%8¢ T 5 &, T ICTA B AL TCEET, /o, BTIA B AL
ATHZEHTEET, ZHICTE->T, HWEEDOREAIB LOMHNEEICZRY | BEFE DA
EDBIER 2SR £, ROTA B AZHER L TIZEN,

B K (WH) EATAEUZA,

CEBE v xXa VT4 A T U VxR Lkttt IPS
RNV IT N T=T

*URL : URL 7 4 VX U 7

* RA VPN : AnyConnect Plus, AnyConnect Apex, & 7-!% AnyConnect VPN F£ ]

BB BRI
« Smart Software Manager (Z¥ AX —T7 v NaefibE T,

EETAT P eBRLTRWNERIX. Vo2& 27 )y LTHLWT AUy FEREL
TL7Z&EVY, Smart Software Manager Tl flfkD~AZ— T v F &R TE £,

s (=2 774 T AT T T EERALTCEMEIND) WiEEHEHT 212X, ZFEHO
Aw—hN VT NoxT TARV T T UL TSk (3DES/AES) 74 &
VAR TEX AMLENH D ET,

FIE

ATVl BEVOR—K TA BT TAHT M, WBERIABUVADEENTND Z &%
WL TLIZEN,

TAEB AT, VAT ETFRBEREIENLT AN ZAEEA LRI, A~— Y7 by =T
T4 T TAT MY 7 SNTVWES, 72720, BETIA v A%2BNT 2 %E
M HY5E1E. Cisco Commerce Workspace C [ifh & Y U = —3 3 »OfsR (Find Products and
Solutions) MR 7 4 — /W REFEHLET, ROTA B APID #BELET,

. FDM T FTD O &


https://cisco.com/go/licensingguide
https://software.cisco.com/#module/SmartLicensing
https://software.cisco.com/smartaccounts/setup#accountcreation-account
https://apps.cisco.com/Commerce/home

| fom <o FID OER
sttvzoiz |

B5: 54t REER

Find Products and Solutions

L-FPRZK-ASASC-10=

Search by Product Family | Search for Solutions

(GE)  PID BEONLRWEGAIE, EXIZFETPID 2B TE £,
e EERT AU A
« L-FPR3110-BSE=
« L-FPR3120-BSE=
+ L-FPR3130-BSE=
« L-FPR3140-BSE=

BB, VU =T BLOURL 74 £ 2AOMAE DY
* L-FPR3110T-TMC=
* L-FPR3120T-TMC=
* L-FPR3130T-TMC=
* L-FPR3140T-TMC=
EREDOPID DWFNNEEINEINT D & ROWTIHO PID TGS 2 B~ —2 D
PTRAI Y T a U EBIRTEET,
* L-FPR3110T-TMC-1Y
* L-FPR3110T-TMC-3Y
* L-FPR3110T-TMC-5Y
* L-FPR3120T-TMC-1Y
* L-FPR3120T-TMC-3Y
* L-FPR3120T-TMC-5Y
* L-FPR3130T-TMC-1Y
* L-FPR3130T-TMC-3Y
* L-FPR3130T-TMC-5Y
* L-FPR3140T-TMC-1Y
* L-FPR3140T-TMC-3Y
* L-FPR3140T-TMC-5Y

FDM T® FTD O & .
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B s tzoxx

+RA VPN : [Cisco AnyConnect Ordering Guide] ZZM L T 72 &0,

AT 72 Smart Software Manager T, Z DT /A AZ BT BT B> hOXGEN—27 v &2FRL
Tav—L%7,

a) [Inventory] #7 VU v 7 L7,

Cisco Software Central > Smart Software Licensing

Smart Software Licensing

Alerts License Conversion Reports Email Motification Satellites Activity

b) [General] # 7 C, [New Token] #7 V v 7 L7,

General Licenses Product Instances Event Log

Virtual Account
Description:

Default Virtual Account: No

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances to this virtual account.

Token Expiration Date Description

NWU1IMzY 1MzEtZ]NmOS00MjF..8  2018-Jul-06 14:20:13 (in 354 days) FTD-5506

c) [B&k h—72 > &1ER (Create Registration Token) | %A 7 0 7Ry 7 AT, L FOREME
AH LTS [ h—27 »%{ERk (Create Token) 1227 U w27 LET,

Create Registration Token L

This dialog will generate the token required to register your product instances with your Smart Account.

\firtual Account:

Description:

= Expire After: 30 Days

Enter the value between 1 and 365 but Cisco recommends a maximum of 30 days.

Allow export-controlled functionality on the products registered with this token @

Create Token Cancel

* [E%BA (Description) ]
o [HZhHAR (Expire After) ] : #E5HEIX 30 H T3,

(2D h—7 ATEEGR SR Tl A BERE A FF 7T 9% (Allow export-controlled
functionality on the products registered with this token) | : &R S{LAFFAI STV D
DSBS 2 T ITAT AT I T EAENILET, ZOBREENT L TIEDY

. FDM T FTD D &R



http://www.cisco.com/c/dam/en/us/products/collateral/security/anyconnect-og.pdf
https://software.cisco.com/#module/SmartLicensing

| FOM To FID D EEE
ssevzngz |

B IDOFTarE I I CTEIRTANERS D £, B TIOMREZAERNCT 5
Bl TAAL AZHTH LN B XY hF—THEEEL, 75 2% U o— R+ 5 0N
HVFET, ZOFT Y a UNRFRENZWEE, T U MMIH R EREREE VR —

FLTWERE A,

h—=27 %A o _v M IEMENET,

d) F—2 OFEMZHDIRETA 2% )27 LTC[h—2 2 (Token) | ¥ A 707Ky
JAFRME, b= IDEZ Y v TR—Rcart—Cx5 X9 LEd, FID OBEHEN
VER L ZFIZHROFIETHEAT LD, 2O 7 28 ELTEE £,

6: =Y 2 DORTE
General Licenses Product Instances Event Log

Virtual Account
Description:

Default Virtual Account: No

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances to this virtual account.

New Token...
Export-Controlled Created By Actions

Token Expiration Date Description
Actions +

I\nEjMi!ZJIhYThZGOdOSDOYjKZL@ 2017-Aug-16 19:41:53 (in 30 days) ASAFP 21101 Allowed

7: k= maE—

Token 0 X

MM3Z]IhYTIZGQ40S00Yjk2L TazMGItMThmZTUy Yjky
NMVHLTE1MDISMTI1 %0AMTMxMzh8YzdQdmazMiAZY
mFJN2dYQjIEQWRhOEdscDU4cWISNFNWRUtsa2wz%
NAMDANSTNSAANANA

Press cfrl + ¢ fo copy selected text to clipboard.

AT9 73 FDM T, [T/3 A (Device) |27 U v 7 L, [A~¥— kT A A (SmartLicense) ] DV~
J—T[REDNFK (View Configuration) | %7 UV v 27 LET,

[A~— K T A% A (SmartLicense) | X— T NERINET,
ATV T8 [T, AD% Gk (Register Device) | %7 UV v 7 LET,

Device Summary
Smart License

o LICENSE ISSUE
EVALUATION PERIOD

You are in Evaluation mode now.

69/90..
days left.

FDM T® FTD M FERH .
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WIZ, [A~— T A B AD%E (Smart License Registration) | Z 4 7 &2 77K v 7 ADFERIC
WEsT, =27 ICHE0 I ET,

Smart License Registration

Create or log in into your Cisco Smart Software Manager account.

On your assigned virtual account, under “General tab”, click on “New Token™
| to create token.

Copy the token and paste it here:

Nzly%0A0Dg5Mzh8SUQ5Vm mN

JLQ2FFeGhEWmMIW%:0AWCOWTTO%3 D‘;&OA P

Select Region

.:: ..4._ ::.
l_.

When you register the device, you are also registered with Cisco Security
Services Exchange (SSE). Please select the region in which your device is
operating. You will be able to see your device in the device list of the regional
SSE portal.

Region

SSE US Region v
[ 5 ) Cisco Success Network
Cisco Success Network enablement provides usage information and statistics
to Cisco which are essential for Cisco to provide technical support.This
information also allows Cisco to improve the product and to make you aware

of unused available features so that you can maximize the value of the product
in your network.

Enable Cisco Success Network

CANCEL REGISTER DEVICE

ATYTE [T/ AD%Ek (Register Device) ] %7 UV v 7 LET,

[A~— ]k T4+ A (SmartLicense) |"X—IZRYD £7°, T34 ABEFIIKRD A vE—
DERRSNET,

Registration request sent on 10 Jul 2019. Please wait. Normally, it takes about one minute to complete the registration.
You can check the task status in Task List. Refresh this page to see the updated status.

TNA APNIEFITRERS I, ~—UREHFIND L, ROL I IZFRSNET,

Device Summary

Smart License

CONNECTED Last sync: 10 Jul 2019 11:39 AM o
SUFFICIENT LICENSE Next sync: 10 Jul 2019 11:49 AM

. FDM T FTD D &R
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RN
d_
v
N
S
%

ATYT6 LESEL T, TNENOAT v ay T8 A0 [Hb/H4h{t (Enable/Disable) ] =2 b
D"_/I/%y U ‘77 Lij‘o

SUBSCRIPTION LICENSES INCLUDED

This License allows you to perform intrusion detection and prevention and file control. You
must have this license to apply intrusion policies in access rules. You also must have this
license to apply file policies that control files based on file type.

Includes: Q Intrusion Policy

URL License

ENABLE

This license allows you to control web access based on URL categories and reputations, rather
than by individual URL alone. You must have this license to deploy access rules that filter web
traffic based on category and reputation.

Includes: URL Reputation

This License allows you to perform Cisco Advanced Malware Protection (AMP) with AMP for
Firepower and AMP Threat Grid. You must have this license to apply file policies that detect
and block malware in files transmitted over your network.

Includes: D' File Policy

RA VPN License

Type PLUS v ENABLE

Please select the license type that you purchased to enable remote access VPN. Note that
Firepower Device Manager does not support any of the advanced features covered by the
Apex license.

Includes: RA-VPN

« [5%01t. (Enable) ] : Cisco Smart Software Manager 7 4 7 > NI T A & A& Ek L, il
SNTHEEENARNCR Y £, FTA B Ao THIEESNARY > —Z2&FE L., BT
TET

o [#5h{t. (Disable) ] : Cisco Smart Software Manager 7 /1 7 > kDT A & L A % B EFARER L |
HAE S VT ARBEDNIEZNIC 72 0 9, FTLWAR Y O —DOBEEDRTE S, TOMREEHHT 2
RNY—DREFS TEEEA,

*RAVPN 7 A £ 2AEFGI LTGEX. T 2748 205 47 ([Plus]. [Apex].
[VPN B2 (VPN Only) ]. F 721X [Plus & Apex (Plus and Apex) ] Zi®R L £ 7,

Wl PLUS ~ DISABLE

VPN ONLY

PLUS
ile remo that
dvanced AREX the

APEX AND PLUS

BREEZANCT DL, TH T MITA B APRVDIGEIEIAN— V% B LI ISR O IEEAL
Ay —VRERINET,

Device Summary

Smart License

e LICENSE ISSUE
OUT OF COMPLIANCE

There is no available license for the device. Licensed features continue to work. However, you must either purchase or free up additional licenses to be in compliance

GO TO LICENSE MANAGER Need help?

Last sync: 10 Jul 2019 11:47 AM o

Next sync: 10 Jul 2( 1:57 AM

ATy HHE RNy 72T U R SD [HROMFFRS (Resync Connection) ] % %4 L T, Cisco Smart
Software Manager & 7 A & > AfE @A R <& £ 77,

FDM T® FTD M FERH
I
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Go to Cloud Services

Resync connection

Unregister Device

FDM COD 7747 O+ —ILDEKE

WOFNETIE, BIMEREORTEDOHMELHAL 9, SFINEICOWTEHMREREFRTDHIC
X, X=CO~NVT RE () BV LTLEE N,

FIE

ATy

ATYT2 MDA ¥ —T x4 ATHBET DEE1E, [T /3 A (Device) |ZRINLC[A ¥ —T =
A A (Interfaces) | DWED Y > 27 %7V v LET,
fA vt —T =2 A ZAOMET A2y (@) 22V v LTE—REREL, IPT RLAARE
D EEERLET,
WOHFITIE, Web T — =72 DTV w777 AR E L E T D [FEEHIH
(DMZ) & LTHHT 70D A v 2 —T =4 AR LET, 587 L6 [&1F (Save) ]
%70 v LET,

K8: A3 —T A ADFEE

Edit Physical Interface

Interface Name Status
o ©
Description

IPvd Address IPvE Address Advanced Opticns

Type

Static e

IP Address and Subnet Mask

192.168.6.1 ! 24

. FDM T FTD O &
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PMcn7 7179+ —LnEE |

ATV T3 HLWA U F—T oA REERT D551, [F7 V=2 & (Objects) [ZEIRL, B[k

ATy T4

X2 U7 ¢ —> (Security Zones) | ZEIRL 7,
WEFIIVNECSCTHLWWY =2 ERLET, A —T =2 ATERL, X2
T4 S = NCEONWTRY =R T 5720, HEA v F—T 2 A AT —= B L TWB L
ERHVEST, A X —T oA AEERT HGE. VI F—T oA A%E ZEILT
XFHA, ZOED, FHLWA v E—T A 2B ERR L%, FRE3BEOA X —T = A A
OAMEEE LRI — 7V NERETHVLERH Y F7,

WDHITIL, DMZA ' H—T7 2 A ADT=OIZH LWDMZ Y — 2 Z1ERNT 5 HikE R L ET,
E9: X )T4 V=2 FTTzH b+

Add Security Zone

Name

dmz-zone

Description

Interfaces

(] dmz

W2 4 7> FTDHCP 2l L TF /8 2B IP 7 FLAZEET5BE81E. [T/AM R
(Device) | > [P AT LEE (System Settings) ] > [DHCPH—/3— (DHCP Server) ] Z#4R
LTHh 5, [DHCPHY—/3— (DHCPServers) | ¥ 7 &R L £,

T TN A Vv F—T = AR SN TS DHCP— =N H 0 £, 7 RL A T—
NEFRELZY . TREHIRLED TN TEET, tONEA v ¥ —7 = A A &Mk L
AT, TNHDOA v —T oA A EIZDHCP Y — =% Y v b7 v 7T 500 I — %1
TT, [HEZ7 V7 LTENERA v H—T 2 A ADY— =L T RLAT—)LERER L ET,

[#%5% (Configuration) 1 ¥ 7 T2 74 7> Mgt S5 WINS B L O'DNS D U A h Z i
TAHZELLTEXET, WOBITIZ, 7 R F—/L® 192.168.4.50 ~ 192.168.4.240 T inside2
A B2 —TxAALEODHCP y—N"—%RET D HEERLTHET,

FDM T® FTD O & .
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ATy TH

FOM T FID DER |
ILDEERE

10 : DHCP H—/\—

Add Server

Enabled DHCP Server ()

Interface

inside2

Address Pool

192.168.4.50-192.168.4.240

[7/34 A (Device) ] Z#EIR L ThH, b—T 17 (Routing) ] 7 /NV—7T [(XEDFER
(View Configuration) | (E7IL[HRHMDAZ T 1 v 7 /b— bk ZA{ERL (Create First Static Route) ])
7V v 7L, T7ANb— FERHBRLET,

T 7 AN b b— NMIIEE, INBA v H—T 2 A RALSINTFET DT v T A MY — A FE I ISP
N—HEfR L TWET, T 74/ hD IPv4 b— MIEED ipvd (0.0.0.0/0) . T 7 /L bD

IPv6 /L— MIEED ipv6 (::0/0) T, HHTLHIP A=Y a T Eii— bEERLET,

PERA B2 —T 2 A ZADT KL ADRIGIZ DHCP 24 5854, NERT 74/ bk L— b
ZTTICE>TWAZERHY £7,

GE) ZOXR—VTERLIEAL—NMNI, T—FA X =T oA AHOHLTT, HFEA ¥ —
T A AITEE L EE A, [T/AMA R (Device) 1> [V ARATLERE (System
Settings) | >[B¥EAM »4%—7 x4 X (Management Interface) | TEEY —F U = A
ERELET,

WOFENZ, IPvd DT 7 40k b— R aRmLET, ZOBITIE, isp 7 — 7 =AIXISP 7' — |
JxADIPT RLAZ#HNT L3y hU—27 7= hTT (7 RLUARITISP 6T
HVERHY ET) , [F—FU A (Gateway) | D FEED [HT LRy 8T —7 Z{EKT 5
(Create New Network) | Ky 77X VR &2 Vw7 LTCZOFT V=2 MaAERT 5
ZENRTEET,

. FDM T FTD O &
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PMcn7 7179+ —LnEE |

1M: 77+ FL—F

Add Static Route

Protocol

@ 1Pva O mve

Gateway

isp-gateway

Interface

outside

Metric

1

Networks

rﬁ] any-ipvd

ATv 76 [AYU— (Policies) | #BINLTHy hTV—rDEXF2 VT RN —%HRLET,

FNRAA VY T v 7 74P —FRit, WY — 0By — OO T 7 4y 7 7a—%
B LET, £, AMBA v F—T = A AZHERTLHEI, B4 0 F—T A RIHKHT D
AV B =Tz A ANAT bANILET, HILWA v F—T oA AR LTEHAETH, NE
V= ATV MGENT ABEIEFNHICT 7 A HHEL— N BEEEH S E T,

7212, BEOWNHA v F—T A ARHDHGETE. Nl — LN —~D T 7 1 v
77 —%dFRT 5T 7 AL — A BMETT, ot U T 40 = EBINTA5E
X, #N6DS—2EDNT T 4 v 7 BHFATHL—INMNETT, I HIIRIEROEEIC
AL/ = I

IHIC, MBENLE LT AREREG LD, FOMORY) —%2FELT, BIF—E2D
A, NATB X7 78 A L— L2 HFRETEET, RORY O —2RETXET,

« [SSL# % (SSLDecryption) ]: BA, ¥/ 7 =772 EIZOWTH S S - #f: (HTTPS
728 ERET LA, BERAE LT OLNERH Y £3, FOBRAE ST D LER
LM EHIWTT HITIESSLE SR Y —Z2 A LET, AT Lk, MAERICHR 4« B
L ET,

[(TAT T 47 4 (dentity) |: fHlx DZ—H—IZxy NT—27 T 7T 4 €T ¢ ZBE
F5. Frida—Y—FHida—Y =N —T DA NR—=T SIS TRy FTU—7
T 7 ARG AEAIE, FFED Y —Z P 7 RLRICEEMIT bR TWAE 2 —HF—%
HETHEDICTAT T 4T 4 R —%FHLET,

[BEX=2 VT 4 AT Y T A (Security Intelligence) |: 77 v 7 U A MERIEHD 1P
7 RUAEZIT URL OB 212 B Ry 795100, X2 )74 AT V=
ARV =% LET, BBMORERYA F2T7 7 v 7 U A MIBETIX, 727 EA
Ay hr— R —TENLEZEET DMENRL 2D £7, CiscoTiE, BX=2U T o
AT VY2V ADT Ty 7 U A NBBICETSND L5, BEMORERT RLAL

FDM T® FTD O & .



FOM <0 FID O &R |

B ovcosrrror—rowe

URLDOEME T 7 + — P&t L CnEd, 70— F&il+5L, 79927 U A FDH
HZBMEITHIRT 272D Y — %2R T 20BN H Y FH A,

*[NAT] (Ry FU—27 T RLRAZEH) NPT RLAZIRONL—T ¢ 7 W[RER T R
L ACERT D72 DICNAT R Y v —a AL £,

o [7 7 &AMl (AccessControl) ]: F > hU—7 ECHFA[T HEEHOIEICT 78 A a2
ra— AR —2FHLET, EX=2VT 40 V=2 IPT RLVR, u hat, Fm—
N, 77V —var, URL, 22—V —Fida—HF— 7L —F 2L > TT 4 VHIHET
XFET, F, TIZEARKEL—NAVEERALTRASLTZ 7 AL (A0 =T) R v—%
WHLET, ZORY —%2FHLTURL 74V H Y o7 E2FEELET,

s [{2 A (Intrusion) ]: BARY —ZHEH LT, BERMOEREZRE L £, 7 7 & A4
N—NVEFEHLTRARY —Z@EALETH, RARY —%HE L TREDR AL —
VBRI H N F 13N cx F9,

WOFITIL, 77 AHBEIRY > —CTHEY —> & DMZ V=2 DORIO N T 7 4 v 7 a4
LHHEERLET, ZORITE, [BOHR% T (At End of Connection) | 23EER 4L TV 55
A, [BX 7 (Logging) | 2BV THOWTNOX 7 THL AT a VTR ESHEE A,

K12:79Xavta—)LR)—

Add Access Rule

Order Title Action
2w Inside_DMZ B slow v

Source/Destination Applications URLs Users Intrusion Policy File palicy Logging

SOURCE DESTINATION

Zones +  Metworks +*  Pos +  Zones *  Networks *  Pons/Protocols +
B inside_zone ﬂ LI

ATYTT [T/3 A (Device) ] ZBHR L THh 5, [EH (Updates) ] 7 /L—7 T [HEDFE TR (View
Configuration) 1% 27 Vw7 L, VAT LT —HARXR—AQEHFAT V2 — NV ERELET,

BARY —ZFH L TWAHEAIL, L—/ & VDB OF —F X— 2 & EMI e EH &2 iR E L
EFT, EX2 VT4 ERT7 4 — REFEHTLIHEE. TNOOEHAT Va2 — L EHELE
T, —EHEHEL L TEX 2V T 4R Y U CHIB BB R A ERT 2581, 07T —Z—
ADEFHAY P a— NV EHELET,

ATy T8 A=a—0D[EA (Deploy) | R¥ %27V v s L, [T <HEATD (Deploy Now) ] HR¥

B
(@) 27V v LT, BENELZT A RZEMLET,
EHEIT, FNOEEBRTL2ETT A A THDTRY £HA,

FDM T FTD D &R
2 | I



| fom <o FID OER

D 5&UM0SCL~D7 2 [

FID 5KV XOSCLI~ADT7 U X

avw L RIA A F—T x4 A (CLI) A LTV RAT LDy bT v 7TV, FEARK
WY ATLDRNT TN a—T 4T HITVET, CLITy v a bR —2RETDHZ

&

ITTEFERA, CLIWCIE, 2 Y — A R— R NIEEFELTT 7 ®8ATEET,

oINS 2—FT 4 T DDIZ, FXOSCLIIZT 7B AT 52 TEET,

\}

GE)

F721E, FID T A ZADQEBA 2 —T = AIZSSH THEEECEE£4, =Y — kv ia
VEFRARY, SSHYE v 3 E T 7 40 F CFTDCLIIZZ: Y | connect fxos =2~ > K % fifi
L CFXOSCLIZ#ft C&E £9, SSHEHMHDA 4 —T7 =24 AN TNEEE, % TF—
A HE—=T oA A LOT RVRIZERTEET, 7T— X A F—T A A~DSSHT 7+t
ZNETFT 7 H N S TEH RS> TWET, ZOFIETIZ, 574/ FTFXOSCLL & 725
V= VR—= R T 7 BRZOWTHALET,

FIE

AT 1 CLIICueZ A o45100%, BHaYa—FEar Yy —/LR— MR LE9, Cisco Secure
Firewall 3100 21X DB-9toRJ-45 >V 7 /L — TR L T 572, BT 72012 —
RNX=7 4DV 7V to USB 7 — T ARMETT, BEWOFTNL—FT 4 TV RAT AT
MERUSB YU TNV RTIANELT A A =L L TL 7SV (Cisco Secure Firewall 3100
N=RT =T HA RESR) , a2/ —R— MIT 74V N TFXOSCLIIZZR Y £9, KD
YU TNVEREEMEHLET,

* 9600 7R —
87 —X Ew b
e NUT 4721

1 Aby 7 Ev b

FXOSCLIZHE LE T, =—W—% admin &, Ity b7 v THICRE L= XATU— K%
fEALTCCLIiCu A > LET (T 74/ ME Adminl23) ,

&1

firepower login: admin

Password:

Last login: Thu May 16 14:01:03 UTC 2019 on ttySO
Successful login attempts for user 'admin' : 1

firepower#

ATFwv T2 FIDCLILIZT 7 A LET,

FDM T® FTD O & .


https://cisco.com/go/secure-firewall-3100-install

FOM T FID DER |

B - 7vr—rosroums

ATvT3

connect ftd
&1

firepower# connect ftd
>

n A #%IC, CLI T ARER a~ » FOBMEMET 5113, help £72ix? 2 AN L%
9, FEHFIEIZOWTIL,  [Secure Firewall Threat Defense 0)2“\7/ KU 77 LA #5811
TS,

FTD CLI Z#& 79 % 121%, exit £7=iXlogout 2~ REASHLET,

ZDa<wy RIZEY, FXOSCLI 7 r 7 MIEY £9, FXOSCLI CTifRGE/Zz 2~ KD
THRAEMERT DI, 22 AT LET,

1

> exit
firepower#

F7A 7 74— ILOERDIE

VAT LEBEYNC Y vy MU T H I ENEETY, BMICERT T V2R ERA
A FEMLIEZVTDHE, BERR T AN AT LAOBELZEEZTZENHY £T, Ny
I 7Ty RTEFILEEO T ANFATINTEY, &RT 7 7 2k \i=0 | EIRZ Y
L7E0T D8, 774 T VA —NVATLETL—AT )NV vy NI UTERNWI EERZ
TEBWTLEE,

FDM 2 LT 74 7 U4 —/VOERZYW I 575, FXOSCLI ZffTx £,

FDM Z# R L= 74 7O+ —ILOERDYIE

ATy T

ATy T2

FDM 2 L CO AT AEBUNZy vy N T TEET,

FIE

FDM Z L CT7 7 A 7 U+ —NET vy hE T LET,

a) [7/3 2 (Device) 1&7 U w27 LThb, [ AT LG (System Settings) > [FFZB/
¥ v hA D (Reboot/Shutdown) 1V > 27 %27V w7 LET,

b) [¥¥ v h¥ DY (ShutDown) 1% 7V v 7 LET,

A=A T AT U F— VIR L CWDERIE. 77 AT U=y N T

THEEWIVAT AT u P NeE=F—LET, ROTa T IRERINET,

II FDM T FTD O &


https://www.cisco.com/c/en/us/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense.html

| fom <o FID OER

ATvT3

cuizs3277479+—roERoms I

System is stopped.

It is safe to power off now.

Do you want to reboot instead? [y/N]

ALY = BERHE L TOWRWESIE, K30 TO AT ARy y MU L2 &%
e LE7,

VIR U CEIRAA v T 24720, BIRT 7 7 &KW T v — v bW ERICEIRZ ELY
Ndzncxxd,

CLIICEITAT7 747 04— ILOEIRDUIE

ATy T

ATy T2

ATvT3

ATvT4

RDATY

FXOSCLI 235 &, VAT ARBLEEIIVY Yy NE UL LT T 74T U —VOEREZY)
WrcxEd, CLIWKIE, a3 Y— bR — M MIEEHRLTTZ7EALET, FTD 8L UFX0S CLI
~DT 7 A (27 —=) BB LTIIEEIN,

FIE

FXOS CLI Twu —J/VEBIZHR: L £,

firepower # connect local-mgmt

shutdown =~ > R&FITLET,

firepower(local-mgmt) # shutdown

1 -

firepower (local-mgmt) # shutdown

This command will shutdown the system. Continue?
Please enter 'YES' or 'NO': yes

INIT: Stopping Cisco Threat Defense...... ok

T AT I —NDY Yy NI TRV AT AT Ry S " NeE=Z— LT, kOT a7
FRFRRENFE T,

System is stopped.
It is safe to power off now.
Do you want to reboot instead? [y/N]

VBEIZS U CEBEAAL v F 24712, BRT T 72N TY v — 0 bR EIR 2 B Y
NN TEET,

O

J

FTD O EZ#iAT7 521X,  [CiscoFirepower R¥ = A > h—B | [ZHrBHEVNO Y 7 F U=
TNR=VarOv=aT VEZRLTIIEZE,

FDM T® FTD O & .


https://www.cisco.com/c/en/us/td/docs/security/firepower/roadmap/firepower-roadmap.html

FOM T FID DER |
B xozx7v7

FDM OfEFIZBIT 218 #H 22>\ Tid, [ [Cisco Firepower Threat Defense Configuration Guide
for Firepower Device Manager] | # &ML T 7230y,

. FDM T FTD O &


https://www.cisco.com/c/en/us/support/security/firepower-ngfw/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/security/firepower-ngfw/products-installation-and-configuration-guides-list.html
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