Device Manager T @) Threat Defense O EFH

CDEDOHRRE
ERAFRE2 T R COT TV r—v gt~ —U Y BHRRT DI, @7 7V r—vayv

EvF—Tx BRI HE EZRL TSN, ZOEONEIL, Device Manager T #
B9 2 B o B S vE T,

T7AT724—ILIZDONT

N— R =7 TlX, Threat Defense ¥ 7 bV =7 F7-IXASA V7 b =T #FITTC&ET,
Threat Defense & ASA ORI TV B 2 217 2 BRIZIZ, T34 ADFA A—LRMEIZ/R Y F
To BUEA VA P—LENTWDLbDEITRRDLY T MYy =T =T 3 URRERIGE A
A=A MBETH, Cisco Secure Firewall ASA 35 & OF Secure Firewall Threat Defense FF1 A —
A4 R 2SR LTS,

77 A T 74—/, Secure Firewall eXtensible 4L —7F ¢ > 7 v A7 & (FX0S) &I
LHIE LI DA RV —T 4 VTV AT AEFATLET, 7 74 T U A+ —/LIXFXO0S Secure Firewall
ChassisManager # 7R — r L TWERA, FTFTTNA T a—T 4 7HELTRLAZCLIOA
WY R—FENTHWET, FHFMITONTIE, CiscoFX0OS N7 7Ny a—TF 47 AR

(Firepower Threat Defense % 5217 L C\ % Firepower 1000/2100 33 L (X Cisco Secure Firewall
310074200 [f1)) ZZML T IZE0,

TS3AND—WERT—RAD N 77 AT 74— VIIXENGEERITREC, BRI
ETHLLHVERA, ZEL, 22— L7 EORETIL. ﬂﬁl]\u&?z'ﬂﬁ%&%ﬁﬁﬁf%i
o TOHE . REVEERFL SNMP ORI, B FE ME AR M AR TE 25801 H
nET,

e RY—x U KDH AT (2X—=)

Xy FU—IEE LT 7 4 FREOHER 3 —)

« T AT T A —INDr—T NV (6 —)

c 77 AT T A—INOERKEAN (7T —)

e (EB) Y7 MY =TOMREHFLWA—9 0D A R—L (8 8—2)

o (fEE) CLITOEHRX Y hU—IREDET (10 ~—)

* Device Manager ~D 12 7 A (12 _X—)

c IR EDSET (13—

e TABVADERE (153—)

Device Manager T @ Threat Defense O & .


secure-firewall-3100-gsg_chapter1.pdf#nameddest=unique_1
secure-firewall-3100-gsg_chapter1.pdf#nameddest=unique_1
https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/reimage/asa-ftd-reimage.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/reimage/asa-ftd-reimage.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot.html

Device Manager T Threat Defense D &R |

- EPIEEIYYEY

* Device Manager CTD 7 7 A 7 U 4 —/LOFFRE (22X—)
* Threat Defense 35 X ONFXOS CLI ~DO7 7 & A (27 <—)
e 77 AT U A—/LOEROUIK (28 X—)
cRDAT 7 (30 X—)

TVRY—TIUVFDERY

3 % — 3 C Device Manager % i L C Threat Defense % BB 5121%, RDX A7 B LT

<&,
1:TVRY—I U FDOFIE
o 7 ¥ 4P
Pre- -\:_| _JInstall the '\_g__ ) Review the '\_%_,-'Cable the '-\_ff_ _/Power on the
Configuration firewall network and firewall firewall
—p default — —
configuration
v
CLI 5 ) (optional) 6 ) (optional)
Install a new Change Mgmt
software Network
version Settings at the
CLI
|
- v - -
=N 3\ - b
Device \\Z _/Log into '\?_ ) Complete the Q_L-'F{egister the '\'_|_ ?,-'Comigure the
Manager device initial firewall with firewall in
manager —p configuration the Smart —p device
Software manager
Manager
| A
a) v
Cisco \.9 )Obtain Base
Commerce license and
Workspace optional
feature
licenses
Smart :::\]_Q; Generate a
Software license token
Manager

[l Device Manager T Threat Defense O &R



| Device Manager T @ Threat Defense 0 &4

v ro—sEEeF oL rEE0RE [

;:"’i-'\': HETRRE T AT I —NEA A=V LET, "~ NI =2THEBEITA REZRLTLIEX
L S v \o
(o) | ez Sy U IR LT T A NREOHR (B ~—) .
(3) |FFHIRE Ty AT T F— D —T R (6—)
(4) | FRIEGE T AT A —NDEEHEAN (12—,
5 |CLI fEE) Y7 2T OMREF LAV a0DA VA =L 83—Y) ,
6 |CLI (&) CLI TOEHEYX Yy hU—ZBEDOEE (10 2—) .
7 Device Manager Device Manager ~D R 7' A > (12 X—) |
::""8"'\1 Device Manager MERBEDET (13 2—) |
(9) |Sisco Commerce BATL XL AL AT 3 OBWETA L AZRBLET ([74 LV AORE
“=/ | Workspace (15 ~<—) | ) .
10 Smart Software Manager |5 4 &> A h—27 L 24K LET (T4 20%E (152—) ) |
11 Device Manager A2 R I B TR C T P A T I A — LA LET (T4 AD
BE (15<—) 1),
(19) |Device Manager Device Manager CO 7 7 A 7 U+ —/LORXE (22 5—)

2y RIT—UBEET IAIL FEEDHEE

Management 1/1 A > % —7 = A ZANWNE A & —7 = A A6 Device Manager Z i/ L T
Threat Defense #EHCEE£9, HHOEHEA ¥ —T oA A X, MADOR Y NV —TREL
FrOREl A v =7 = AT,

ORI, #RINDd 3y NI —ZEBEZRLET, MBS v H—T oA A —TIVET A
23DSL &7 MM BRI 2% A 1L, Threat Defense 28NERFR > bV —27 OFT X TOA—T 4
VIENAT ZF 7358012, ET 2527V vy UE—RNICTHZ 2O LET, SNBA
VA —T = A AINISPITHEHETE D X 9 IZPPPOE 7% T B MLE N H HHA 1. Device Manager
THIMEY N7 v T EET LIERITIT) 2N TEET,

Device Manager T @ Threat Defense O & .


https://cisco.com/go/secure-firewall-3100-install

B o1z

TI7A4ILF

\)

Device Manager T Threat Defense D &R |

6=

RABGAENHY F9,
cINERIP 7 R L A% 192.168.95.1 T,

« Threat Defense #EEfEFOWNESAR » b U — 27 1ZBMNMT 5561, WEIP 7 R L ANREEFED

T7 /NN EOEHIP T RVAEMEHATE2WGE (FELR Yy U —7IZDHCP — —05E
FNTORNWEAREY) | ar Y —LR— MR LT, CLITHHE Yy 7 v (FEIPT
RLA, F—broxA, BIOZEOMOEAR Y N -V REDIRERY) #FETTEET,

WESIP 7 R L AZZEH T 5 0E)N & 555 1%, Device Manager TRl > h7 v 7 Z25%E T L
TRBRICERTEET, L 2E RO XS 72RBUTIBNT, WENIP 7 R L ADEEPLEID

Xy T =7 BIAHET D2 XD ICEET H2R0ENH Y £,

W DIKNZ, Device Manager % f#i ] L 7= Threat Defense TOF 7 4/ b D3> MU — 7 @B Z 7R

LET (740 FREEMHEH) ,
R2:#RSNBRy FT—HERE

Outside

outside

Ethernet 11

DHCP and IPv6 autoconfig
from outside nw

Threat g
Defense gl Management
Management 1/1
DHCP from

management nw

inside
Ethernet 1/2
192.168.95.1

Management Computer
DHCP from inside ifc: 192.168.95.x

=JL ==

ax &

WIHIRRER DT 7 A4 T U 4 —/VOREITIE, LFBREENET,

« &R : Ethernet 1/2, 1P 7 K 1-2192.168.95.1,

. Device Manager T O Threat Defense 0 &



| Device Manager T @ Threat Defense 0 &4
FI+IEEE .

BB . A —H Ry F /1, IPVADHCP "D IP 7 RL A, BLOIPv6 HEERE
cHE-NE LT T 4T T a—

« &I : Management 1/1 ((FFl) . DHCP "5D P 7 KLA

\}

(GE)  Management 1/1 f > ¥ —7 = A AX, H#, A~—+rT7 A4
A, BROTF = R_XR—ROBFIMEHINLGT —F A 4 —T =
A A LNIBIORER oA B —T 2 f AT, WA F—T = A
2L, WA v F =T =24 ATHD 2EFHOwEA o H—T = A
AEHFINET, BWNET —H A X —7 = A ATTH, syslog
RLSNMP72 &, DX A TOEHNT T 4 v (FTAALALTA
AZM) ICRESNET, ZWiA o F—T7 A AT@EFELEH I
F A, FEMIZ DUV TIE, Cisco Secure Firewall Device Manager
Configuration Guide# 2 L T 7230,

« EIEFR O DNSH—/3— : OpenDNS : (IPv4) 208.67.222.222. 208.67.220.220. (IPv6)
2620:119:35::35, F72idt®y b7 v IR E LTz — 3 —, DHCP 75 Hif5: L 7= DNS
P— =3 fFEHENEE A,

* NTP : Cisco NTP #—~3— : O.sourcefire.pool.ntp.org, 1.sourcefire.pool.ntp.org,
2.sourcefire.poolntp.org, F72iTE > N7 v FRRIEE LIz —3—

cTIHILKMIL—F

e T—RAAUB—T AR HEDHCP O HESG LB, £ty b7 v FREHIEE
ELEF—F U= IPT RL X

cBEA UA—T AR FHEDHCP N OLHESINET, F'— bV oA 2ZE L7200
By TIANIL—NINY I T L=V BN LT —H A F—T oA AeFHLE
7
BHA LV E—T A ATII. X7 7L —220 LTEEETHLEBIOA X —Fy b
F=r T2 2l HTHHAETH, T4 B ABBEREHFO-DICA X —F v T
JHANRMETHDLZLICERBRLTLEES D, BHA VX —T oA ANLREENT-
N7 4T DHBN 7T —r BB TED I EICEELTLLES N, LSk
DOEE. Ty NT—=IMWLEHA X —T 2 RAZAND T T 47 Om@BILE &
NER A,

* DHCP H—/\— : WA v Z—T7 = A ATHMZRY 77,

s DeviceManager 792X : T X TORA MPEHRA LA —T oA A LENEHA L F—T =
A ATEHFAIESNET,

* NAT : NEID A A~DTRTDONTFT T 4w 7 HDA X —7 = A A PAT

Device Manager T @ Threat Defense O & .


https://www.cisco.com/c/en/us/support/security/firepower-ngfw/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/security/firepower-ngfw/products-installation-and-configuration-guides-list.html

Device Manager T Threat Defense D &R |
B - 79r—ror—ores

274 T7 94— LDy — T )LEE:

3: Cisco Secure Firewall 3100 O 7 — 7 JLiE§x

( Outside
(Optional) ___ Ethernet 11
Console port outside, DHCP and IPv6 autoconfig from outside nw

(Alt.) Management 1/1
management,
DHCP from mgmt nw

Ethernet 1/2
inside, 192.168.95.1 » - y
Management Computer Other Data Networks
DHCP from inside ifc: 192.168.95.x

Management 1/1 ¥ 7213 Ethernet 1/2 D\ 3 417>T Cisco Secure Firewall 3100 ZEF# L 3, 7
7 4V RERETH, Etheretl/l Z4MBE L THELET,

1R8O BRI

o (AFay) EHAR—FHSFPOERY 1T BHAR— M, SFPEY 2 — LA MNELT
% 1/10 Gb SFP AR— k T,

o« (FFvay) ar—ATHETEZOELE : Cisco Secure Firewall 3100 (21X DB-9 to RJ-45
UTNT—=TARFR L TWA T, BT 512iE— K/3—7 1t ® DB-9-t0-USB
TN —T NV DOBEARKIEBIZIRDGE503H 0 £7,

FIE

ATV T Uy —VEROAMNTEST, N R TRETA FEZRBL TS,
AT T2 HEHa L Ea—ZEBROWTNNDA L E—T = A AT LET,

e Ethernet 1/2 : FIIFRE D= DI EH o ¥ o — X % Ethernet 1/2 |2 [EfEH56t9 5 7>, Ethernet
12 =N %y MU — 271285t L £ 7, Ethernet 12 (2137 7 4/ hDIP 7 KL A
(192.168.95.1) n"HvH ., (EFEHa Ea—XEEt) 7747 MIIPT KL A&t
THOIZDHCPH— "= FETEIN D7D, TN DORENBEFONEHLE Yy T —27 O
RELHALLROVEIICLTLLEEWY ([F73V hEE @X—) | 22H) .

Management 1/1 : Management 1/1 Z& Bl v MU — 7 (ZHfi L, EHla o — 2 3 EH
Iy NT—J EIZH DD, FHIET 7 EBATEDLZ L 2R LE T, Management 1/1 1%,
Ay PT—2 EODHCP #—N—=n5H P T RLAZRBLET, 2O 2 —7 =

. Device Manager T O Threat Defense 0 &


https://cisco.com/go/secure-firewall-3100-install

| Device Manager T @ Threat Defense 0 &4

ATvT3

ATy T4

77179+ —LoEREA [}

A AEATIHEEE, BHa L Ea—20n5IPT7 RLRICER TS LI, 774
T F = UDéT%néWThvx%&mfém%ﬁ%Diﬁ

Management 1/11P 7 RV A& T 7 4 /L FInHEE L, §HIP T R RAZRIET 5 MNEN
3)6*5/\ X, BHEla L Ea—FEar Y —R— NI —T7 VT 208 B £7,

[ (EE) Y7 U7 OMREFH L=V a DA A =)L (8§5—) | &5
BLTSIZEN,

% T, DA 2 H—T = A A5 Device Manager ‘T 7 B A 2R ETE LT, FDM =2
TA4FXalb—rvary A4 RESRL TSN,

N R > b U —27 % Ethernetl/l £ > % —7 = A AIZHEFE L E9,

F7 %)L N T, IP 7 R L A} IPv4 DHCP 3 X UV IPv6 BEEREAHH L CTHRE L £33, 1)
AR ERF IS T RL AR ETEET,

BRODA VB —T oA A DXy N — 27 R LET,

TJ74T7 94— ILOEREA

VAT LADERIL, T AT VA= NVOFHEICHDH Ry D —EBRAAL v FIC Lo THI v E
T, BIRAA v T, V7 MEHAAL v F L L TEREINTWET, LY, VAT LD
TVL—=RAT) vy y NETURYR—= RS, VAT A V7 hu=TBIOT—ZOED
URT7BERSHET,

)

(G¥)  Threat Defense Z ] CiEEd 5 & i3, WIHLIZK 15 ~ 30 53000 £97,

ATy
ATvT2

ATvT3

1R BRI

T AT U — kL TEBEEOEWE N 2 MG T 2 2 ENEE T (EEERE
(UPS) #3567 E) . HDOT Y v N UL EITORWTEIN KOS & ﬁk&
T ANVAT AOBRGEESI SR ITAEERH Y £3, Nv 7 VT RTIEHILEHEDO T
BEANFETINTNWT, BhBKkbIL L, VAT LETLV—RAT NV vy NE DT TEE
A,

FIE

B —RE2 77 A7 U+ — VIR L, ERa B Mo L ET,
U —UOEMET, BRI FICBET AEERN ey I —F A TOERL /T 7 AL vTF
AL CERE L I LET,

T7AT VA —/LOBFEIZHHERLED 2R LET, MREAEICSTLTWDAEAIE, 774
T 73— I)VOBEIRN A > TUVWET,

Device Manager T @ Threat Defense O & .


https://cisco.com/go/ftd-config
https://cisco.com/go/ftd-config

Device Manager T Threat Defense D &R |

B o vorvzrormesmLL A A—Cavoroz -1

ATvT4

(FE) Vv
A k=

ATy T

4: AT LELUVEIR LED

el OOO
e I
3100 Series
o (e
System LED > 8 @
Power LED | » 0 @ @ [

TrAT U F—LOEEIZH D AT L LED #HERLET, FEAIETLTWAEAIT. &
B AZWNIEKE L TWET,

GE) AA v F&HONMLS OFF Tz 5L, VAT ADOBFENRKICHIN D £ THEY
MPNAHZENHY FET, ZOMIE., ¥y —ORIHE/NRIIVOER LED 23RS L £
T, BIRLED NREEICA IR D ETERZYILRNTLZEN,

TJbhxT7DHEZREFHFLLVN—D3 DA

VT MU =T DNA=Va rafEa L, RBEISCTHONR—=2 g a2 A U A =T 51T0F

ROFIEEFATLET, 774 T VA —VERETHRNKG A=V a0 E A VA M—VT 5
ZEEBED LET, BloFEkE LT, Bk 7/77V_F%¥ﬁ?5*&%f%i¢
B, KEERFET AT v 77 L— T, ZOFIEEZFEHT2 L0 LR D5603H 0
£

ET9H5NN—T3y

Y7 T Fyru—R_X=U0) ) =ZAFKSOMIIH D, ORI TH D Gold

Star UV —RA%F(T79 5 Z &2 BEID LET, https://www.cisco.com/c/en/us/products/collateral/
security/firewalls/bulletin-c25-743178.html |ZFEH STV A Y U —REERE H B L TS 72 &0,
el 21X, ZoEHRTIE, (REFEEZET) EHR) )V —2XFK5, BEHNRY ) —2FKE
(LYVEBRDOA LT T LAY Y= ENyTF) | FBEFICRBNR Y UV —23%5 (BUF
BEEZTDEOOREMEDOA L TF LAY V=R L Xy F) IZONTHA L TWET,

FIE

Y=L R— MR LET, FEMICOVW T, Threat Defense 3 & T FXOS CLI ~D 7 7
A 27T —) ERRLTIEIN,

. Device Manager T O Threat Defense 0 &


https://www.cisco.com/c/en/us/products/collateral/security/firewalls/bulletin-c25-743178.html
https://www.cisco.com/c/en/us/products/collateral/security/firewalls/bulletin-c25-743178.html

| Device Manager T @ Threat Defense 0 &4

ATy T2

ATvT3

B vItvrrorBRLHFLLA—Cavor v b—L [

admin 2 —H L5 7 3L F XA — RO Admin123 AL Cae /71 LET,

FXOSCLIIZHiE LE T, v CTurd A LintE, XRATU—RE2EFETLLHO>ROENET,
Z DA T — RiZ. SSH @ Threat Defense & 7' A A S £,

() NAT—=RRTTIEREINTNT, NRAT—= RRDO2LRWVGEEE, IR E~D Y
Ty FEFITLT, NAUY—RZT 74 MUy FT2A2R0ERDH Y £9, #IHIRE
~D VU Ty NFNEIZOWTIE,  [FXOS troubleshooting guide ]| &M L T 72 &0,

1 -

firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...]

Hello admin. You must change your password.
Enter new password: **x*kxkix

Confirm new password: ***x*x*x

Your password was updated successfully.

[...1]

firepower#

FXOS CLI T, FTHDONR—Y a v a2FR R LET,
scope ssa

show app-instance

11

Firepower# scope ssa
Firepower /ssa # show app-instance

Application Name Slot ID Admin State Operational State Running Version
Startup Version Cluster Oper State

ftd 1 Enabled Online 7.6.0.65

HLWWAR—=T g v a g A =L T AL, ROTFIEZFEITLET,

a) BHALH—T oA ATHMIPT FLAZHRETHILENS 561X, [ ((EE) CLIT
DEHR Yy N =7 REDEEL (10 X—2) | 2ZRLTIEZEV, 774/ Tl
BWHA LA —T = A AL DHCP 2 L £9,

BEHA VAT 2 A ADBT I BATE DV —R=0n0H LA A=V E Xy rn— KT
HVERHY £,

b) FXOSD KT TN a—TF 47 A RIZEREEINTWEHA A =IO FIEEZETLE
ﬁ‘o

T AT U —/LFERE L7e 5, FXOS CLIICFESER LET,

Device Manager T @ Threat Defense O & .


https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot/b_2100_CLI_Troubleshoot_chapter_011.html#task_vxn_r5h_qdb
https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot/b_2100_CLI_Troubleshoot_chapter_011.html#task_vxn_r5h_qdb
https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot/b_2100_CLI_Troubleshoot_chapter_011.html#task_n5q_3v1_hbb

Device Manager T Threat Defense D &R |

B &® wcossty ro—s8EozE

¢) FXOSCLI T, BHENAU—REHERTTHLIICRKOLNET,

(FE) CUTOEEXRY FT—URENDEE

TI74HNVEDIPT RLRAZEHTERWES (21X, 7MW REZBfFOxRy NU—271(C
BINT2548) . 2 Y —bR— MIEHRELT, CLITY#Hty V7 v 7 (EFHEIPT KL A,
T—=hrUxzA, BLOZFOMOEAR Y NU—TREORERE) #ETTExET, BHA
H—T 2 ADHEHRETEET, WEA o H—T oA ARCHEHA V F—T = A FRETE
FHA, INHIFETGUI ZEAL CRETE £,

Y

CE) ®REZZIV7 (RLz2F, AA—VaRERTLILI28Y) LRVAED, CLIty M7 v

ATv T

TAZ VT MO LI TEEEA, EEL, ZROORET R TIE, %156 CLIT
configurenetwork =~ > RZfEH L CTEE CTE £9, Cisco Secure Firewall Threat Defense =~
YRV T L RAESZRLTLIEZIN,

FIE

Threat Defense =2 > Y —/L 7h— MIEERE L £ 7, sEMIZ DUV Cid, Threat Defense 35 X OV FXOS
CLI~DT7 7 ®A (273—=Y) &L TIEE,

admin = —% &5 7 )L bR T — RO Admin123 Z2fEH L Cu 714 o LFET,

FXOSCLICHEHRE L E T, Ml Trrs Ay L&, NAUV—REELTLLIRODLNET,
ZD/RAYT— KL, SSH ® Threat Defense 7 7 A 2 bEH I E T,
(F) NAU—=FRTTIZELESATVT, NAT = RFRDRLRWEEE. FIHRE~DY
Ty bEFEITLTC, RRAUY—FRET 74V MNMZU Y NTARLERHY 7, VIHRTE
~D Uty N RIEIZOW T, [FXOS troubleshooting guide J| ZZ ML T 72 &0,

1 -

firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1
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Hello admin. You must change your password.
Enter new password: ***xkxkkk*
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Your password was updated successfully.
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[Ry U —ZIEHRNER SN HE XSG LB/ Y £ (If your networking
information has changed, you will need to reconnect) ] : SSH T7 7 4/ h®D IP 7 K L R |ZHE
FLTWDEDIZ, Wity FT7 v 7 TEDIP 7T RLAZEE TS L, BEhiablrshE
T FTLWIPT RLURENRRAY— FTHEEH L T Z SV, 3 Y — U ERRHII a2 %
TEE A

[TNA REr— )V TEB L E 70 (Manage the device locally?) | : & 721% Device Manager
EHEAT DI [T (yes) ] Z AN LET, [z (no) ] &Ik 5 &, Management
Center 7 /3 ADFIIIA L T VI REITZ 70 FRGBE#EMNT 22 LIcRk0 £,

&1

You must accept the EULA to continue.
Press <ENTER> to display the EULA:
End User License Agreement

[...]

Please enter 'YES' or press <ENTER> to AGREE to the EULA:

Device Manager T @ Threat Defense O & .
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. Device Manager ~D O %' 1 >

System initialization in progress. Please stand by.

You must configure the network to continue.

You must configure at least one of IPv4 or IPvé6.

Do you want to configure IPv4? (y/n) [y]:

Do you want to configure IPv6? (y/n) [n]:

Configure IPv4 via DHCP or manually? (dhcp/manual) [manuall]:

Enter an IPv4 address for the management interface [192.168.45.45]: 10.10.10.15

Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.255.192
Enter the IPv4 default gateway for the management interface [data-interfaces]: 10.10.10.1
Enter a fully qualified hostname for this system [firepower]: ftd-l.cisco.com

Enter a comma-separated list of DNS servers or 'none' [208.67.222.222,208.67.220.220]:
Enter a comma-separated list of search domains or 'none' []:

If your networking information has changed, you will need to reconnect.

For HTTP Proxy configuration, run 'configure network http-proxy'

Manage the device locally? (yes/no) [yes]: yes

>

ATy T8 FHLUWEHIP 7 KL AT Device Manager (2127 4 L TL7ZE0,

Device Manager ~D A5 1 >

Device Manager (212 7' A > L C BRI 205 2#58E L £7,

FIE

ATY 1 77 UHFICRO URL Z A LET,
« N¥ (Ethernet 1/2)  : https://192.168.95.1,

« FH : https://management_ip, BEHEA X —T7 = A AXDHCP 7 7A T > FTH D=,
IP7 FLAZDHCP B — "=l Ko TRARV I, CLITy M7y 7 TEHIP T FLX
EERLIELEIX. TOT RVAEZANLET,

ATFY T2 a—WF—Z admin., T 7 H/ FXAT— RFKAdMINI23 AL el A v LET,

RDEZRY

* Device Manager &> N7 v 70U 4 P— REFITLET, PIHREDET (13 X—) %
ST IZEN,

. Device Manager T O Threat Defense 0 &
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N EDET

WIWIER E & 52 T9 5121, AT DeviceManager (0 74 L& &ty b T v 70 40—
REEHLET, By F T o7 74 F—FDOETH, WS OPOEARRY > —N@EUNIERE S
NTHERE L TV DT A ABMETT,

« M6 (Ethernetl/1) 3 X OWEA > % —7 = A A (Ethernetl/2) ,
cNEA v B —T 2 A ALHNFA L B —T 2 ZADEXF2Y) T 4 — 2,
s WESIBHNERA~ADT R TDONT 7 4 v TV HEHT DT 7B AL—)L,

s NI BAMEA~DTXTD T 7 4 v I EINBA v F—T = A AD P T KL ADEAFD
N— b ~EHS DA X —T =14 ANAT /L—/L,

« NEA » Z—T = A ATITIAL TS DHCP H—/3—,

)

GE) T RTOWWREL CLI TETLESEAIL. N0 Z 27 O—E, BARIZITEEE 2
U — ROEFRL, WA v Z—T oA ALEHEA L F—T oA ZADFRENTTIZHZT LTS
P,

FIE

AFYvT1 =2 Ra—HP— S4B ABHELFATHREL, BHERAUV—RELEFETDLLIITEKD
LNET,

BATT DI, ZNODOFIEZE T T DLERDH Y 7,

ATV T2 A X =T oA ABLOEHRA VX —T oA AR LTROA T v a U EHE L, [R~
(Next) 127V vZ7 LET,

GE) [k~ (Next) 127 Vo T5HL, WENT A RCERESNET, /¥4 —T xR
D4R IR 720 loutside zone] EX = U7 ¢V —ZiBMMENET, &E
EAELNWT L &2 LET,

a) [IMEA % —7 = A A (Outside Interface) |: Z4UE, F'— MU =A V—FITHHT DT
DDF—F R— T, T ZADOYPIHIERERRICRIDOANEA v X —T = A ZAHBTRINT L 2
LIXTEER A, BHDOT —F AL B —T 2 A ANT T4V NOINEA VB —T =4 AT
7

[IPv4 D% E (Configure IPv4) ]: #MEA > X —7 = A AHD IPv4 7 KL A7, DHCP %
BHT L0, FRETFETAXYT A7 IPT RLVA, 7 xy b~ZA7, BIOF—
T BANTEET, [F7 (Off) ZRIRL T, IPv47T RLAZEELRNE N ) IR
EbHET, By N7 v 7O 4P —REEHLTPPPOEARET HZ LIXTTEEHA,
A HA—T A ZANDSLET L, F—TNETF L, E70RISP ~D ORI S T
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ATvT3

ATy T4

ATy TH
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BY, ISPAPPPOE Z A L TIP T FL A& L TV 541X, PPPoE NMEIZ /R 58
BERHVET, U4 — ROETH&IZPPPoE R ETX £,

[IPv6 D E (Configure IPV6) | : ANEhA v X —7 = A AHD IPv6 7 R L AT7, DHCP %
T A, FTRIEFEFTRAET A v IIPT RLA, L7497 A, BLUOY— 7=
ABZANTEET, [F7 (Off) [Z&ERLT, IPv6 7 FLAZRTE LWV EW I ERE D
%@ij‘o

b) [BEA U2 —T x4 A (Management Interface) |

[DNSH—/% (DNSServers) ]: AT LADEFT R L AHD DNS %—/3, £ ik A 1
DLLED DNS =07 R A& AJJLET, 7 7 4/L M OpenDNS »X7' Y 7 DNS
P—NTF, T4 — A REREL., 774/ MIELIZWEAIEL, [OpenDNSZ L (Use
OpenDNS) %227 Vw7 §25L, 74— /L RIZH#EERIPT FLARY o — REET,
[Z7 AT U4 —/FEA R4 (FirewallHostname) ]: AT LADET RLADKA NAT
7

VAT ARG EREL, IR~ (Next) 127V v 7 LET,

a) [#A LY —2 (TimeZone) ]: VAT LDHA L = HBRINLET,

b) [NTP# A LH#—,3 (NTP Time Server) ] : 7 7 4/ D NTP h— & T 570 fEHL
TWANTPH— DT RLAZFEICANTH0ERIRLET, Ny 77 v 7 HICERD
P—REBINTEET,

EE) VAT LDAR— I AEZRELET,

Threat Defense 7 /31 AZHEATH &, BEFNZHEART S B ARFWTEET, T X3THIE

MoA v RIAT> g T,

A= ITA B ADT AU FEREL, VAT ADRMELETHITIA L AE#EHTHIHLE

NHYET, HINL0 HEOFM T A o AZHHL, B TCA— I BV AEZRETE

ij‘o

TNA A5 TSBREET DI, V2% 27 Y v 27 LT Smart Software Manager D7 71 7 k
e 74 LET, T4 BV ADOKRE (153—) 2L TIEIN,

T A £ A BF TSI, PEERETIZ90 B R ORI A Bi449 %  (Start 90 day evaluation
period without registration) ] Z 38R L 9,

(427 (Finish) |22V v 7 LE,

RDBRY

G T A B A G EEMHT L b TEETR, T AL, T A%
BETL2Z 2880 LET, 2ZRLTIEEVWTI A ADKE (15—Y) ,

« Device Manager i L CTT A A& ETHZ L TEEJ,  [Device Manager TD
TrAT T —NVORE 225—V) | Z2RLTIEIN,
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sttvzoiz |

SAtE U RADETE

ATy T

Threat Defense 1%, 74 B ZADBABIONTIA B AT — O —TEHENARERA~— K V
TR 2T IA RV EERALET,

Uy — T EBET S L. Smart Software Manager X3 ¥ — 3 & Smart Software Manager [ D i&(5
MO IDFEAFEZRITLET, £io, WORERT Y Moy —oRED ETHRET,

VAT A AOEIZOWTIEEE L <L, cisco.com/go/licensingguide Z &M L TL 72 &1,

A= KR TA B ATH, FFEEAL TOWARWREOBREZ#H TX £9, Smart Software
Manager (8 8%T 5 &, T ICTA B AOHEHEHECEET, /o, BTIAM B AL
ATHZEHTEET, ZHICTE - T, HWEEDOREAIB LOMHNEEICZRY | BEFEDOARIC
EDBIER 2SR £, ROTA B AZHER L TIZEN,

» Essentials (78) Essentials 7 1 & 2 A,

“IPS: X 2UT 44TV Vx> ALK IPS
« I T TRAME -~ LT = TR

*URL 4R YT :URL 74 VE VT

« Cisco Secure Client : Secure Client Advantage, Secure Client Premier, ¥ 7213 Secure Client
VPN @ #

« %+ U7 (Diameter, GTP/GPRS, M3UA. SCTP)

4R DRI
+ Smart Software Manager O 7 4 7 > kBB T,

FET AT N EBRLTRWEAIE, Vo2& 270y 7 LTHLWT AUy MEREL
TL &V, Smart Software Manager Cl&, MO T 7> M EAEKTE ET,

s o T IAT AT T T EMEALTEMEEIND) WEEEZMEHT 121X, ZHHO
Aw—h VT NU=2T TARYV T T N THRAZRRE S (3DES/AES) 71 &
VABBHATE AVLERHY 9,

FIE

BHEWWORA~—K TA BT THUL M, BWERTA VU ANEENTWE Z & &
RLTLEENY,

TA AR, VAIERIFRERBEN ST AL ZAEWMA LB, Av—FY 7 by =T
FARY T TAT MY 7 SNTVWET, 72720, BHETIA B A%BMT 2 %3
Nd 55651, Cisco Commerce Workspace C [T THisE (Search All) 1 7 4 —/V R&EMEH L
£7

Device Manager T @ Threat Defense O & .


https://cisco.com/go/licensingguide
https://software.cisco.com/software/smart-licensing/inventory
https://software.cisco.com/software/csws/smartaccount/accountCreation/requestAccountForCustomer
https://apps.cisco.com/Commerce/home

Device Manager T Threat Defense D &R |

T4t RADEE

K5:54 Y ABxR

= v SearchAll.. Q

A Catalog Estimates Deals & Quotes Orders Subscriptions & Services Software

FEFR G, (B &Y — 1 A (Products and Services) | Z 3R L 77,

6:HR
e All Results
T Orders 6
[ Invoices 2
&, Software Subsc... 1

© Products & Ser... 1

WD A€ APID B LET,
GE) PID RO B72WEEIX, HEXCTFEICTPID ZBMTE £,

* Essentials 71 & X :
* L-FPR3110-BSE=
* L-FPR3120-BSE=
* L-FPR3130-BSE=
* L-FPR3140-BSE=

<IPS, v AU =T Fil, BEURL 74 £ 2ADMAGDHYE
» L-FPR3110T-TMC=
* L-FPR3120T-TMC=
* L-FPR3130T-TMC=
* L-FPR3140T-TMC=
EFEDPID DWF N2 ESUTBINT 5 & ROWTNAHD PID IR B ~— A2 D
VTR VT a v EBRRTEET,
* L-FPR3110T-TMC-1Y
* L-FPR3110T-TMC-3Y
* L-FPR3110T-TMC-5Y
* L-FPR3120T-TMC-1Y
* L-FPR3120T-TMC-3Y
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* L-FPR3120T-TMC-5Y
* L-FPR3130T-TMC-1Y
* L-FPR3130T-TMC-3Y
* L-FPR3130T-TMC-5Y
* L-FPR3140T-TMC-1Y
* L-FPR3140T-TMC-3Y
* L-FPR3140T-TMC-5Y

XX VT TR
* L-FPR3K-FTD-CAR=

« Cisco Secure Client : [Cisco Secure Client 381EH A Rl 2B L T 7Z &V,

AT w72 Smart Software Manager T, Z D7 /A ZA%BEMTHEET I FOXERN—7 U 2FRL
Tav—LET,

a) [Inventoryl %7 U v 27 LET,

Cisco Software Central > Smart Software Licensing

Smart Software Licensing

Alerts Convert to Smart Licensing

b) [General] # 7 T, [New Token] #7 UV v 7 L¥7,

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances t

Token Expiration Date Uses

OWFINTZiYTgtY2Ew... 2024-May-18 17:41:53 (in 30 days) 0 of 10

c) [B&k h—72 > &1ER (CreateRegistration Token) |44 7 0 /Ry 7 AT, L FOREME
AL THS [ b—2 »%{ER (Create Token) 1 %7 U 27 LET,

Device Manager T @ Threat Defense O & .


http://www.cisco.com/c/dam/en/us/products/collateral/security/anyconnect-og.pdf
https://software.cisco.com/#module/SmartLicensing

B st ozozx

d)

Device Manager T Threat Defense D &R |

Create Registration Token b

This will create a token that is used to register product instances, so that they can use licenses from this virtual account.Once it's
created, go to the Smart Licensing configuration for your products and enter the token, to register them with this virtual account.

Virtual Account:
Description: Description
* Expire After: 365 Days

Between 1 - 365, 30 days recommended

l Max. Number of Uses:

The token will be expired when either the expiration or the maximum uses is reached

Allow export-controlled functionality on the products registered with this token @

‘ Create Token Cancel
I

- [§%BA (Description) ]
o [HZHHAR (Expire After) ] : #E5HEIX 30 H T,
o i XAEAE% (Max. Number of Uses)

[ZD b= TEERS R Tl A BERE A7 T T % (Allow export-controlled
functionality on the products registered with this token) ] : & ER SALAFFAT SN TN D
DEHEFMH 2 T IAT AT 7 EGIICLET, ZOWREENT L TEDS
B IOF T arE I ZTERIRT OMLERSY T, B TIOREBEARICT 55
BliE. TRALAZH LW o F 7 bXF—THEEL, 731 A& U a— KT 508N
HVET, ZOFTva yRRRENRVEE, T U MR 2 YR —
FLTWEHA,

h—=27 3A o _ M VIEMENET,

h—=2 OFEMCHDLRHATA 2% 7 ) v 7 LT[ =2 (Token) | XA T 0Ky
I 2%kHE. b= IDEZY v FR—RNIZa b —TX %1952 LFE T, Threat Defense
DBEGEN MBI L ZIZHOFIETHAT DI, 2O =27 2L TRBEET,

. Device Manager T O Threat Defense 0 &
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J
RN
d_
v
N
S
%I?II
it
|

7: b= VDRTE

General Licenses Product Instances Event Log

Virtual Account
Description:

Default Virtual Account: No

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances to this virtual account.

New Token...
Token Expiration Date Uses Export-Controlled
OWFINTZiYTgtY2Ew. 2024-May-18 17:41:53 (in 30 days) 0 of 10 Allowed

X8: b—HDaE—

Token 0 X

MM3Z]IhYTIZGQ40S00Yjk2L TazMGItMThmZTUy Yjky
NMVHLTE1MDISMTI1 %0AMTMxMzh8YzdQdmazMiAZY

mFJN2dYQjISQWRhOEdscDU4cWISNFNWRUtsa2wz %
NAMOANSTN%A3AN%ANA

Press cfrl + ¢ fo copy selected text to clipboard.

AT w73 DeviceManager C, [7/3A A (Device) 127 Vv 7 L, [A~— T A& A (SmartLicense) ]
DY~V —T[REDF (View Configuration) | %7 V v 7 LE T,

[A~— ]k TA & A (SmartLicense) | X—VNFRINET,
ATy T8 [T AD%Ek (Register Device) 1 %7 ) v 7 LET,

Device Summary

Smart License

o LICENSE ISSUE
EVALUATION PERIOD

You are in Evaluation mode now.

69/90

Wiz, [A~— T4 & ADXHEL (Smart License Registration) | A 7 1 778 v 7 ADFRRIZ
o T, b= T T £,

Device Manager T @ Threat Defense 0 & Fd .
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Create or log in into your Cisco Smart Software Manager account.

On your assigned virtual account, under “General tab”, click on “New Token™
| to create token.

Copy the token and paste it here:

Nzly%0A0Dg5Mzh8SUQ5VmS mN

JLQ2FFeGhEWmMIW%:0AWCOWTTO%3 D‘;&OA P

Select Region

.:: ..4._ ::.
l_.

When you register the device, you are also registered with Cisco Security
Services Exchange (SSE). Please select the region in which your device is
operating. You will be able to see your device in the device list of the regional
SSE portal.

Region

SSE US Region v
uf_'J ) Cisco Success Network
Cisco Success Network enablement provides usage information and statistics
to Cisco which are essential for Cisco to provide technical support.This
information also allows Cisco to improve the product and to make you aware

of unused available features so that you can maximize the value of the product
in your network.

Enable Cisco Success Network

CANCEL REGISTER DEVICE

ATy TS [T/3f 2Dk (Register Device) | %7 Vv 7 LET,

[A~— ]k T4+ A (SmartLicense) |"X—IZRYD £7°, T34 ABEFIIKRD A v —
DERRSNET,

Registration request sent on 10 Jul 2019. Please wait. Normally, it takes about one minute to complete the registration.
You can check the task status in Task List. Refresh this page to see the updated status.

TN APIEFITRER S, N—VREHFIND L, ROE I ITFKRESNET,

Device Summary

Smart License

CONNECTED Last sync: 10 Jul 2019 11:39 AM o
SUFFICIENT LICENSE Next sync: 10 Jul 2019 11:49 AM

ATYT6 LEILUT, TNENOAT v ay T4 A0 [Fihb/h{t (Enable/Disable) ] 22> b
n—n&7 )y 7 LET,

. Device Manager T O Threat Defense 0 & FA
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‘SUBSCRIPTION LICENSES INCLUDED

This License allows you to perform intrusion detection and prevention and file control. You This license lets you perform malware defense. You must have this license to apply file policies
must have this license to apply intrusion policies in access rules. You also must have this that detect and block malware in files transmitted over your network.
license to apply file policies that control files based on file type.

Includes: Cg File Policy
Includes: T Intrusion Policy

This license allows you to control web access based on URL categories and reputations, rather Please select the license type that you purchased to enable remote access VPN. Note that
than by individual URL alone. You must have this license to deploy access rules that filter web Secure Firewall device manager does not support any of the advanced features covered by the
traffic based on category and reputation. Advantage license.

Includes: URL Reputation Includes: RA-VPN

« [5%01t (Enable) ] : Cisco Smart Software Manager 7 47 7 > NI T A & Az &k L, il
SNTHERENENC RV FET, FA BV AL THIEIESNARY O—%/EL., BT
% 32—@‘0

o [#E5h{k (Disable) ] : CiscoSmart Software Manager 7 7 7 > kD T A & 2 A Z X8k fiha L .

HIEH S AU MEBENEENIC /2 0 97, HTLWRY O —DHREDRES . FOMREAL T 5
RV —DRERALTEEFA,

* [Cisco Secure Client] [RA VPN] 7 1 B> 2R ZFNZ LTEGAEIX. EHT 74/ 2D %
4 7 ([Advantage]. [Plus]. [Premier]. [Apex]. [VPNELH (VPN Only) . F72i% [Premier
& Advantage (Premier and Advantage) ][Apex and Plus (Apex and Plus) ] #3=N L £ 7,

Type QEGEREREIRS DISABLE

VPN Only

Premier

Premier and Advantage

B AT DL, TAHT Y MITA B ADRRWGEITAN— T % B LI R IR OIFHEL
AyE—VRFRINET,

Device Summary

Smart License

° LICENSE ISSUE Last sync: 10 Jul 2019 11:47 AM o
OUT OF COMPLIANCE Next sync: 10 Jul 2019 11:57 AM
There is no available license for the device. Licensed features continue to work. However, you must either purchase or free up additional licenses to be in compliance.

GO TO LICENSE MANAGER Need help?

ATy 1 WHHERay 72T U2 RS [BEHEOFFY (Resync Connection) ] % 3K L C, Cisco Smart
Software Manager & 7 A & A fE@ A A <& £ 7,

Device Manager T @ Threat Defense 0 & Fd .
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. Device Manager TD 7 7 4 794+ —ILDEKRE

Go to Cloud Services

Resync connection

Unregister Device

Device Manager TD 7 74 77+ —ILDEXTE

&

WOFNETIE, BIMEREORTEDOHMELHAL 9, SFINEICOWTEHMREREFRTDHIC
X, R=CDO~NVT RE (2) 7V v 7 LTLTIEEWN,

FIE

(—H#DOETT VTR FHRER) 40Gb A > X —T =2 A4 ANBH 45D 10Gb 7L —2 T 7k A
H—T 2 A AEAERRT HITIE, [T/34 A (Device) | ZBIRLTB[A v F—T = A A
(Interfaces) 1OV~ VUV —lZoHbBV 2% 27 V27 LET, RIZ, A X —T A ADT L —
ITIONTAarE 7Yy LET,

RETLGDA X —T 2 A AT TIHFEHLTWDEAE., T V—2 7 7 NEFEITT DRI
REFHIBRTHHLERH Y £,

RT9T2 MDA B —T o4 AHMEERT D25 A X, [T 34 A (Device) |#BRIRLT[A v ¥ —T =

A A (Interfaces) | DMED IV 7 %27 ) v 7 LET,

B =T 2 A 2ADWET A3y (@) 22V v s LTE—FEREL, IPT RLAR Y
DEERERLET,

WOBITIE, Web H—_"—Rp EDRTY o7 7 7k AREREELRET S (R

(DMZ) & LTHHT DDA v 2 —T oA AR LET, 2T L72b [fR1fF (Save) ]
Vv LET,
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ATvT3

ATvT4

Device Manager TM 7 7 4 7+ —LDEETE .

H9: 423 —7 4 ADEE

Edit Physical Interface

Interface Name Status
o @©
Description

IPvd Address IPvE Address Advanced Opticns

Type

Static ot

IP Address and Subnet Mask

192.168.6.1 ! 24

LA H—T 2 AT HEEIE. [ 7Y =27 b (Objects) [ZFIRL., BRI H[E
X = U7 ¢ —> (Security Zones) | Z#IR L 7,

MEETIIMLEIS U TH LW — AERRLE T, A X —T = ATIERL, BEFX=2V

T4 =TSN TRY V—E R T B, KA A —T oA AT =B LTSN
ERHVEST, A X —T oA AEERT HEE. VI F—T oA A% E ZEILT
XFHA, 20D, LA E—T oA ZAEER LR, TREEGEOA L X —T A A
DEMEEFR LIF-BIZITEICY — A7) NERETHLERHD 1,

OB TIL, DMZA v A —T =2 A ADT=DIZH LWDMZ Y — B ERT B EEZ R LET,

10:tx21)T74 V=2 FTTzH b+

Add Security Zone

Name

dmz-zone

Description

Interfaces

+

(] dmz

Wik 54 7> R TDHCP 2l L TF A A B IP T RLRAEZESTHHA1E, [TNA R
(Device) | > [P AT LEE (System Settings) ] > [DHCPH—/3— (DHCP Server) ] %4
LT/ 5, [DHCPY—/3\— (DHCP Servers) | # 7 & 3R L £,

Device Manager T @ Threat Defense 0 & Fd .
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. Device Manager TD 7 7 A1 79+ —ILDERTE

ATy T5

TTICHNE A v F—T = AFITHER SN TS DHCP - —"—NH Y £, 7 RL A T—
NERRELEZY, THEHIBRLEDTHZENTEET, MONEA v ¥ —7 = A A& L
AR, TNODA v H—T 2 A4 A EIZDHCP Y — =%t v b7 v 7T 5DNR < —fFH
T, [HEZV w7 LTERNEA v F—T 2 ADP—N"—LT KL AT — Va2 L ET,

[#%5Kk (Configuration) | ¥ 7 T2 74 7 > Mt Ziud WINS B L UNDNS D U A k Z a4
TAHZLELTEET, ROFITIEZ, 7 LA 77—/ 192.168.4.50 ~ 192.168.4.240 T inside2
A B —T7xA A LD DHCP y—N"—%RET D HEERLTHET,

11: DHCP H—/\—

Add Server

Enabled DHCP Server ()

Interface

inside2

Address Pool

192.168.4.50-192.168.4.240

[7/34 A (Device) ] #ZIR L Th D, b—T 1> 7 (Routing) ] 7/ /N—7"T [%EDHER
(View Configuration) | (E72IL[AID AKX T 4 v 7 — hZVERK (Create First Static Route) )
IV L, T4 —REMERLET,

T 7 A b b— MEIEE, INRA B —T oA RUSINFET DT v A MY — A E ISP
N—HERLTOET, T 74/ FO IPv4 L— MIEED ipvd (0.0.0.0/0) . T 7 4/ bD

IPv6 /L — MIFEED ipve (::0/0) T, HHTDIP A= g Tl — MafEliLEd,

A B —T 2 ADT KL ADORMEZ DHCP 2+ 254, LERT 74V k L— |k
ETTICE>T0WHZERnH Y £9,

GE) ZOXR—UTERLELV—NI, 7T—F A X —T=2A AfOHTT, HFEHA L H—
T R L 20 A, [T R (Device) ]>[V AT LBRE (System Sattings) >
[EHEA V2 —7 14 R (Management Interface) | THH/— b7 =4 2R ELE7,

WOFNZ, IPvd DT 74V k b— "ERLET, ZOFITIE, isp7— RV =AIXISP 7 — K
TxADIPT RVAZHFHNT DX Y NT—7 A7 V=7 b T (7 RLURAXISP 25 ST
HRERHVET) , [F— b7 x=A (Gateway) | D FED [H LWR v hU—7 1Bk T 5

(Create New Network) | ke vy 7H o UA N7 v 7 LTCZOAT V=7 NEERT 5
ZENTEET,
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Device Manager TM 7 7 4 7+ —LDEETE .

12: 77+ FL—F

Add Static Route

Protocol

@ 1Pva O mve

Gateway

isp-gateway

Interface

outside

Metric

1

Networks

:.CJ any-ipvd

ATv 76 [AYU— (Policies) | #BINLTHy hTV—rDEXF2 VT RN —%HRLET,

THRAA Y b7 v 7 U F=RiF, WEY = Y = ORIO N7 4 v 7 Tu—%
B LET, £, AMBA v F—T = A AZHERTLHEI, B4 0 F—T A RIHKHT D
AV B =Tz A ANAT bANILET, HILWA v F—T oA AR LTEHAETH, NE
V= ATV = MOEBMT A5AIEFNSICT 7 & AL — L BB E T SV ET,

72120, BEROWNEHA V¥ —T =2 A AR DEEIL. WY —V o NE —r~D T 7 4 >
77 —%dFRT 5T 7 AL — A BMETT, ot U T 40 = EBINTA5E
X, #N6DS—2EDNT T 4 v 7 BHFATHL—INMNETT, I HIIRIEROEEIC
AL/ = I

IHIC, MBENLE LT AREREG LD, FOMORY) —%2FELT, BIF—E2D
A, NATB X7 78 A L— L2 HFRETEET, RORY O —2RETXET,

« [SSL# % (SSLDecryption) ]: BA, ¥/ 7 =772 EIZOWTH S S - #f: (HTTPS
728 ERET LA, BERAE LT OLNERH Y £3, FOBRAE ST D LER
LM EHIWTT HITIESSLE SR Y —Z2 A LET, AT Lk, MAERICHR 4« B
L ET,

[(TAT T 47 4 (dentity) |: fHlx DZ—H—IZxy NT—27 T 7T 4 €T ¢ ZBE
F5. Frida—Y—FHida—Y =N —T DA NR—=T SIS TRy FTU—7
T 7 ARG AEAIE, FFED Y —Z P 7 RLRICEEMIT bR TWAE 2 —HF—%
HETHEDICTAT T 4T 4 R —%FHLET,

[BEX=2 VT 4 AT Y T A (Security Intelligence) |: 77 v 7 U A MERIEHD 1P
7 RUAEZIT URL OB 212 B Ry 795100, X2 )74 AT V=
ZRY =% LET, BBMORERYA b7 T v 7 U2 MOBRERTE, 771X
Ay hr— R —TENLEZEET DMENRL 2D £7, CiscoTiE, BX=2U T o
AT VY2V ADT Ty 7 U A NBBICETSND L5, BEMORERT RLAL
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. Device Manager TD 7 7 A1 79+ —ILDERTE

ATvIT1

ATvT8

URLDOEME T 7 + — P&t L CnEd, 70— F&il+5L, 79927 U A FDH
HZBMEITHIRT 272D Y — %2R T 20BN H Y FH A,

*[NAT] (Ry FU—27 T RLRAZEH) NPT RLAZIRONL—T ¢ 7 W[RER T R
U AT D12 DIC NAT R Y — & L £,

o [7 7 &AMl (AccessControl) ]: F > hU—7 ECHFA[T HEEHOIEICT 78 A a2
ra— AR —2FHLET, EX=2VT 40 V=2 IPT RLVR, u hat, Fm—
N, 77V —var, URL, 22—V —Fida—HF— 7L —F 2L > TT 4 VHIHET
ET, Fo, 77 BRAEHEA—NVEEHA L TRARLTZ 740 (A7) R —%
WHLET, ZORY —%2FHLTURL 74V H Y o7 E2FEELET,

s [{2 A (Intrusion) ]: BARY —ZHEH LT, BERMOEREZRE L £, 7 7 & A4
N—NVEFEHLTRARY —Z@EALETH, RARY —%HE L TREDR AL —
VBRI H N F 13N cx F9,

WROBEITIE, 727 B AHBERY > —THEY — & DMZ V=0 DD N7 4 v 7 A+
LHHEERLET, ZORITE, [BOHR% T (At End of Connection) | 23EER 4L TV 55
A, [BX 7 (Logging) | 2BV THOWTNOX 7 THL AT a VTR ESHEE A,

K13:7o9t€RarrO—)LKRYo—

Add Access Rule

Order Title Action
2w Inside_DMZ B slow v

Source/Destination Applications URLs Users Intrusion Policy File palicy Logging

SOURCE DESTINATION

Zones +  Metworks +*  Pos +  Zones *  Networks *  Pons/Protocols +
g inside_zone B dmz-zone

[7 /34 A (Device) | Z#BR L T2 H, [HH (Updates) | 7 /—7 T [REDET (View
Configuration) 1% 27 Vw7 L, VAT LT —HARXR—AQEHFAT V2 — NV ERELET,

BARY —%2H L TWDHEAIE, L—/LE VDB DF — X RX— 2 Z EHR R TH 2% E L
EFT, EX2 VT4 ERT7 4 — REFEHTLIHEE. TNOOEHAT Va2 — L EHELE
T, —EHEHEL L TEX 2V T 4R Y U CHIB BB R A ERT 2581, 07T —Z—
ADEEFAT Y 2 — N EHELET,

A=a—0 A (Deploy) | RZ %27V v L, [543 <EHATS (DeployNow) | HRH

ot
(0) 2200 LT, BENEET A ACEHLET,
EHIE, D EEIT 5 E TF A ATHMARD £ A,

[l Device Manager T Threat Defense O &R
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Threat Defense 5 & U FX0S cLL~0 7 £ 2 ]

Threat Defense 5 LU FXOSCLI ~ADT7 Y X

avw L RIA A F—T x4 A (CLI) A LTV RAT LDy bT v 7TV, FEARK
WY ATLDRNT TN a—T 4T HITVET, CLITy v a bR —2RETDHZ
LITTEFERA, CLIICIE., 2 Y — A R— R NIEEFELTT 78X TEET,

NIV a—T 4T DEHIZE FXOSCLIWZL T 7B ATEx£7,

Y

GE)

F 721X, Threat Defense 7 /34 ADEBA ¥ —T = A AZSSH THfi CExF7, 2V —L
tyvarEid®ERY, SSH v g LT 7 # /b b T Threat Defense CLIIZ72Y . connect
fxos 2~ RZfiH L TFXOSCLIICHHf CE £, SSHEHD A v 4 —7 = A4 Z &N T
WHEE, B TTF =2 A =T 2 A A LEDOT FLRAICERTE XY, T—F A X —T = A
ASDSSHT 7B AXT 7 4V hTHEHZIR>TWET, ZOFIATIL, 7 7 4/ F TFXO0S
CLI 725y —NR — T 7B AZOWTCHALET,

FIE

ATFY T CLLICn /A 95 100%, BHa v Ea—FEar Y —)/LR— Mk LE9, Cisco Secure
Firewall 3100 {Z{X DB-9 to RJ-45 > U 7L —T0MtE L TWb 7=, BT Hi12id— K
/=7 4 DDB-9-t0-USB ' U 7 V7 — T N EEAT HMERNGH 5508 H0 £3, THEHAOA
NRL—F 4 T VAT LIIHERUSBYL Y TV RIANRNELT A A R—L LT EEN,
g —)LiR— MITFT 7 4V FTFEXOS CLIWC2 W £, RO Y TIVREEMET L £,

* 9600 7R —
87 —% v b
e NUT 472 L

1Ay 7 EY D

FXOSCLIIZ¥Ei L ¥, =—W—% admin &, #iE > N7 v 7HHZRE L2/ SR T — K%
ERALTCCLIiCcn /A LET (F7 %/ M Adminl123) .

1

firepower login: admin

Password:

Last login: Thu May 16 14:01:03 UTC 2019 on ttySO
Successful login attempts for user 'admin' : 1

firepower#

AT w72 Threat Defense CLIICT7 7 AL ¥,

connect ftd

Device Manager T @ Threat Defense O & .
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B - 7vr—rosroums

ATy T3

1 :

firepower# connect ftd
>

77 A %I, CLI CEREEZR a2~ FOIEFREMERT DI, hdp £ 22 AT LE
T, RIS OV T, [Cisco Secure Firewall Threat Defense a<v RV 77 L0 RA] #&
LTS 7EEN,

Threat Defense CLI Z# 73 51213, exit £72id logout 2~ KE AN LET,

Zoa<wy RIZEY, FXOSCLI 7r v 7 MIEY £9, FXOS CLI T fRIGE/Z s 2= RiZ
DOWNTIE, 2B AN LTLLEEIN,

&1

> exit
firepower#

TJ7AT0A—ILDEIRDYIET

VAT LEMEEYNC Y vy N UTH T ENEETY, BMICERT T VAR EIRA
Ay FEHLEVTALE, BRI ANV ATLAOREES XTI ER”HY T, Ny
7770y RTCIEEICEEO T o ANFETINTEBY, BRT 7 7V &k\i-0 ., &Rz U
L7088, 774 T VANV AT LDETL—RAT Ny Yy NI TRV EERZ
TBWTLEEWN,

Device Manager ZfE/HI L T7 74 7 U 4+ —/VOEJR ALK+ 57, FXOSCLI #fEH T %
j—O

Device Manager Z{EF L= 74 70+ —ILDERD IR

Device Manager Z#fEfl L Cv A7 A&x#UIZy v v RE T LET,

FIE

AT w71 Device Manager il L C7 7 AT U 4— L& vy hE U LET,

a) [7T/3 A (Device) |27V w27 LToD, [VAT Li%E (System Settings) > [FH#LH)/
V¥ v FZ T (Reboot/Shutdown) 1V 7 &7V v 7 LET,
b) [¥%v F¥®P> (ShutDown) 1% 7 VU w7 LET.

RATVT2 av Y —=Ninb 77 AT U4+ — MR L TWIHEAIE, 77 AT VAR Yy hE T

THELEEWC VAT AT u T e —1LFET, ROTa 7 MRERENET,
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ATvT3

cuizs3277479+—roERoms I

System is stopped.
It is safe to power off now.

Do you want to reboot instead? [y/N]
ALY =B ERE L TOWRWESIE, K30 TO AT ARy y MU LIcZ &%
el LE7,

VIR U CEIRAA v T 24720, BIRT 7 7 &KW Ty v — v bW ERICEIRZ B
Ndzncxxd,

CLIICEITAT7 747 04— ILOEIRDUIE

ATy T

ATv T2

ATvT3

ATy T4

FXOSCLI 235 &, VAT ARBLEEIIVY Yy NE ULV LTI 74T U —VOEREZY)
WrcxEd, CLLIZIZ, =Y —J/biR— MIEEHE L CT7 27 A LF 9, Threat Defense 5 L O
FXOSCLI ~D7 7% (27 2—3) 2B LTI,

FIE

FXOS CLI C local-mgmt (Z#5#t L £79°,

firepower # connect local-mgmt

shutdown =~ > R&FITLET,

firepower(local-mgmt) # shutdown

1 -

firepower (local-mgmt) # shutdown

This command will shutdown the system. Continue?
Please enter 'YES' or 'NO': yes

INIT: Stopping Cisco Threat Defense...... ok

T AT IA—NDY Yy NI TRV AT AT ey S " NeE=Z— LT, kOTar 7
FRFRRENFE T,

System is stopped.
It is safe to power off now.
Do you want to reboot instead? [y/N]

VIS U CEBEAAL v F 2472, BRT T 72N TY v — 0 bR EIR 2 B Y
NN TEET,
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B xozx727

. —_ o
RDRAT T
Threat Defense DR E % {13 521X, [Cisco Firepower &= A > & | (ZH D BHEVD
VIR 2T A= g D=2 T VEBRBLTLIEEN,

Device Manager O FAIZEET B 1EHRIZ OV TiE, T [Cisco Firepower Threat Defense Configuration
Guide for Firepower Device Manager] | &M L T 7ZEW,
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https://www.cisco.com/c/en/us/td/docs/security/firepower/roadmap/firepower-roadmap.html
https://www.cisco.com/c/en/us/support/security/firepower-ngfw/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/security/firepower-ngfw/products-installation-and-configuration-guides-list.html

BERICDOWT

CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



