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FIE

CLLIZEERE LET, SOV TIE, FID B LUFXOSCLI ~D 7T 7k A (42 X—Y) %%
BMLTLSEZE Y, ZOFETIZa Ly Y —LR— 2R L TOWETR, b iz SSH Z#H
THZLELTEET,

admin = —H¥ L F 7 )L k82T — RO Admin123 ZFEH L Te /1 LET,

FXOSCLIICHERE LT, fldbTual A LiztE, NRAUV—FEEFETLLIRDLNET,
ZONRAT—RiX, SSHD FTD 12 7' A4 b S £,

(B ANRU=RFRTTIEEEINTNT, NAT = FRDRLRWERIT, T/ 2%/

AA=VL TR —=RET 74NV MYy bTHMLERHY ET, HAA—Y
LD FNEZ W TIE,  [FXOS troubleshooting guide] ZZ&M L T 72X,

1 -

firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...]

Hello admin. You must change your password.
Enter new password: **kkkxkix

Confirm new password: **kkkkkk

Your password was updated successfully.

[...]
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| FMC T FTD OERE

ATy T2

ATvT3

FTD 0D #) &A

o oggEnxzT

firepower#

FXOS CLI T, E{THoNN—T a3 v E2FRLET,
scope ssa

show app-instance
i -

Firepower# scope ssa
Firepower /ssa # show app-instance

Application Name Slot ID Admin State Operational State Running Version
Startup Version Cluster Oper State

HLWAN—=T g A ANV THHEEF, ROFIEEZFEITLET,

a) BEA LA —T A RATHEMIPT RLAZHETHLEND H5E1F, TCLIZHEMA L
FTD ¥R EDEITOE T (153—) | 2B LTSN, T 740 M Tk, BH
AR —T x4 X DHCP ZHH LE

BHA =T 2 A ADET IV EATELY == H LA A=V EaF Ty rn— T
DMEEDND Y T,

b) FXOSD NI 7Ny a—T 47 WA RICREBEENTHEHA A—LOFEEZFEITLE
‘é‘o

BREDSET

CLI»»FDM ZfEH LT FID OWIHIRELXZE T S D ENTEET,

CLl {1/ L 1= FID IR E O RITOT T

FTDCLIICH& L TR EA EIT L £, i, By N Ty 7o 4o P—FE2EH L
BIPT7T RLVRA, F—bhU=A, BLORZEOMOEAR Y NI -7 BREORERENEENE
T, HEHOEHA 24 —T A4 AL, MBDOR Yy NV =T REZFORBI A F—T = A X
T, FMCT7 7 BRIZEHA VF—T = A A LA WGEIL, (RO VIZCLI 2EH LT
T—HAH—T 2 A AR ETEET, £/, FMCHlEOREEITVWET, FDM Z{EfH L
Ty N T v 7 2FTT5E, BHBILONFMC 7V AL VX —T = A ADFRTEITMZ
T, BHOEDICFMCICHI D Bz 2L &1, FDM T T LT R_RTOA v F—T = A ARE
PREFINET, 778RA ar b= RN o—REEOMDOT 7 0 " EIFEEFE I N
ZEITHERELTLEE N,
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B cuzmmL o wEmE

ATy

ATy T2

ATvT3

ATv74

FMC <O FTD OER |

REDRITDET

FIE

a V= R— b, FRIEEBA A —T A A~ SSH & L. FTD CLI \Z#5#¢
LEd, 74/ TDHCP — =5 P 7 FLAREBEINET, 2y NI —VRESR
BRI AHEST. U EShnkolcary Y —AR— e+ 52 L 2HRLET,

Y —/VR— MIFXOSCLIICHEHE L £9, SSHE v 3 L FTID CLIZ EHHEE L £ 7,

Z—H—4 admin B L OVIA Y — K Admin123 Tr 7/ A > LE 7,

a2 Y —)LAR— N TCFXOSCLIZERt LET, MO TFXOSIZr /A v Lizb &, NATU—
REEETLLIROONET, 2O/ AT — KL, SSHOFTD = /A L2 bfEH S E T,
GE) NRU—=FRTTIZEEINTNT, RAT—RBDLNLRWEAIL. T35 A%
AA—VLTHRRT—=RET 74V MYy bTHAMLERHD T, HA AV
fEDOTFNEIZANWTIE, FXOSDO TG TNy a—F 4 7 HA4 REZB LTI,

51

firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...]

Hello admin. You must change your password.
Enter new password: ***xkxkkk*

Confirm new password: ****xkxkxk*

Your password was updated successfully.

[...]

firepower#

a2 —)LiR— kT FXOS ([Z#5¢ L7284 1%, FTD CLI IZ#k L £7,
connect ftd
5 -

firepower# connect ftd
>

FIDIZHHTr I A > T5E, = Ra—¥—F 4 28K (EULA) (Z[FEE L, SSH #t

AL TWAEAIE, BHERSRAY—-RE2EETT L) IkObonEST, D%k, CLIEY

NP T2 )T IRERENET,

GE) BEEIZVT (22X, A A—VEFEKRTDHIZLICED) LARWrED, CLI
Ty T AP REBROIKRTZ LI TEERA, L. ZRHDORET T
%, %75 CLI T configurenetwork =~ > K& L CAE®E T& £9, SecureFirewall
Threat Defense D 2~ KU 77 LU ZAEBR LT ZE0,
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| FMC T FTD OERE

cu z@EA L Fo agEnzroxT |

T 7 v MEETIILENC AN LI EN D v aNICFR RIS E T, URNCAN LIZEEZEDF
FHEHT L5601, Enter L E 9,

WDOHA RTA4 BB TLIZEN,

51 -

EBAUA—TIARADIPVAT I+ I T — kD A % AA : [data-interfaces] D% E 1L,

UE— hDFMC £721X FDM OFBICOABEH SN E T, B ARy U —27 TFMC %f

A7 %%46 1%, Management 1/1 D7 — R = A IP 7 RV AEZRETHDLERNHY £,
FZka 7 DEAN|] DIEIREN TSy VERBOBITIL, WA v F—T7 A A

IEHS— by oA L LTHRELE T, ZOBA, Y~ hU=AIPT7 FLAZHHON

WA 2 —T A AIPT RLAIZRET DHMENRH Y £, % CTFMC ZfEH L THHE TP
T RUVRERETHLERDH Y FT,

c 3y T =V EBRIERSNGEEBEERAYE : SSHTHR L TV 2012, it >

N7y 7T TCEDIP T RVAZERT L&, BntifraivEzd, HrLWIP 7 R A LS
AT — RCHER L T IEEN, a v Y — VR ITRELZZ T EE A,

 [TNHA A —H)LTEIL 72 (Manage the device locally?) | : FMC Zf /34 % 121%

o) ZANILET, yesE AN T DL, ROVIZFDM 24252 L1220 £7,

[T AT VA —LE— RERELETH (Configure firewallmode?) | : AR E T 7 A
TUA—NE—RERETDHZLEBEIOLET, HIHIRERICTZ 7 AT U+ — /L E—R
EEETLHE, Ffrar7 4 Xal—va ryREESNET,

You must accept the EULA to continue.
Press <ENTER> to display the EULA:
End User License Agreement

[..

-1

Please enter 'YES' or press <ENTER> to AGREE to the EULA:

System initialization in progress. Please stand by.

You must change the password for 'admin' to continue.

Enter new password: **kkkxkkx

Confirm new password: **kkkkk*

You must configure the network to continue.

You must configure at least one of IPv4 or IPvé6.

Do you want to configure IPv4? (y/n) [y]:

Do you want to configure IPv6? (y/n) I[n]:

Configure IPv4 via DHCP or manually? (dhcp/manual) [manuall]:

Enter an IPv4 address for the management interface [192.168.45.45]: 10.10.10.15

Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.255.192
Enter the IPv4 default gateway for the management interface [data-interfaces]: 10.10.10.1
Enter a fully qualified hostname for this system [firepower]: ftd-1l.cisco.com

Enter a comma-separated list of DNS servers or 'none' [208.67.222.222,208.67.220.220]:
Enter a comma-separated list of search domains or 'none' []:

If your networking information has changed, you will need to reconnect.

For HTTP Proxy configuration, run 'configure network http-proxy'

Manage the device locally? (yes/no) [yes]: no
Configure firewall mode? (routed/transparent) [routed]:
Configuring firewall mode ...

Update policy deployment information

- add device configuration
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- add network discovery
- add system policy

You can register the sensor to a Firepower Management Center and use the

Fi
to

repower Management Center to manage it. Note that registering the sensor
a Firepower Management Center disables on-sensor Firepower Services

management capabilities.

When registering the sensor to a Firepower Management Center, a unique
alphanumeric registration key is always required. In most cases, to register
a sensor to a Firepower Management Center, you must provide the hostname or
the IP address along with the registration key.

'configure manager add [hostname | ip address ] [registration key 1'

However, if the sensor and the Firepower Management Center are separated by a
NAT device, you must enter a unique NAT ID, along with the unique registration
key.

'configure manager add DONTRESOLVE [registration key ] [ NAT ID '

Later, using the web interface on the Firepower Management Center, you must
use the same registration key and, if necessary, the same NAT ID when you add
this sensor to the Firepower Management Center.

>

-
—

O FTD #& ¥+ 2 FMC 28 E L £,

configuremanager add {hostname| IPv4_address| IPv6_address| DONTRESOLVE} reg_key[nat_id)]

+ {hostname | IPv4_address | IPv6_address| DONTRESOLV E}—Specifies either the FQDN or IP
address of the FMC.FMC # [E#7 K L ZXI5E TX 7254514, DONTRESOLVE %/ L
F9, £72. natid bIEE L £3, MM O SSLIFEALIERIETF v RV % 2 B DT /31 A
WZHEST T 2121, 72 TH 1 B EDOT NS 2 (FMC 721X FTD) ICRIZE R REZR [P 7
RLARKETT, 2Dz~ FTDONTRESOLVE #45E+ A511%, FEARER IP T
RUAETIIHE A R4 FTD ITHE T,

ereg key : FTD Z %4k 2 & ZITFMC THIEET DEED Y » F A4 LBGERF — %2 fEE L %
T, BERF 3T LT RIS T AHLERH Y £9°, A7 CFI2E, =T (A~Z, a~
z. 0~9) . BIONA T (1) ENRHY FT,

enat id : —HOMTEGERE/R IP 7 RL A F 2138 2 M BEE SR TWLARWEAIE,
FTD Z%§%7 5 &L ZICFMC IZHIRET AEEDO—BEDOU X A4 AXLFHNERELET,
ZO3FHNX, FMC % DONTRESOLVE ([ZFE L2 5E1C LB CF, NATID 1% 37 305
UTIZTHA2HENRS Y £F, A2 CFTE, BT (A~Z, a~z, 0~9) | BLUNA
7y () BRERHYET, ZOIDIE. FMC ICEEET HMDOTFT A 2 IIEH T £4
Ao

&1

> configure manager add MC.example.com 123456
Manager successfully configured.

FMC 73 NAT 734 ZDOERIZH 25 E1E, ROPNIFT L OIZ, —EDONATID & & HITH

F—ZASL, FA ORIV IZ DONTRESOLVE ##5E L £,

1
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Fom £/ L1- Fio oigzozT [

> configure manager add DONTRESOLVE regk3y78 natid90
Manager successfully configured.

FTD 73 NAT 7 /34 ADHHIZH HGEIL, ROBUIIRT L HIZ, —BEONATID & &bz
FMCIP 7 RLAE7ZIIARRA M EATILET,

&1

> configure manager add 10.70.45.5 regk3y78 natid56
Manager successfully configured.

RDERY
FMCIZ7 7 A 7T U4 —VEBEEEK L FT,

FDM #{FER L71- FID O#HIRENTT

ATy I

FDM (285t L C. FTD DY ELZ EIT L E7, FDM2HH Loty b7 v 7 & 574
L&, HHEFMCOT 7 EAREICMA T, HEEHOTZOIZ FMC IZEIY 2 72 & 212, FDM
TETLETRNTCOAL VF—T 2 ABREPRFEINET, 778A abr—nL KR —
REF2 VT4 =R EOMDOT 7 4V PEREITRFSNARNT LITER L TIESN,
CLILZEMT AL, HEL FMC DT 7 B AREDHDRFFESNET (L xIX, 7740 b
DOWNEA o H—T =24 ADORTEITRF SN ETEAL)

4r & HREIIC

« FMC OWIHIREE % BB L T3AT L £ 7, Cisco Firepower Management Center 1600, 2600, and
4600 Hardware Installation GuideZ# ZH L T< 723\, FID & v F7 v 7§ 5HIZ, FMC
DIPT FUAEIIARA A LR L TESBERH Y £,

« Firefox, Chrome, Safari, Edge. 7213 Internet Explorer D/ N—2 2 &2 H L £,
FIE

FDM iZmr 7 A > LET,
a) 77 UYIZKRD URL DWW Tz A LET,
« N6 (Ethernet 1/2) : https://192.168.95.1,

« H : https://management_ip, BELA X —7 = A AZDHCP 7/ 7 AT b THDHT-
B, IPT RLUAIDHCP Y —_"—IC k> TRARY 9, ZOFIHO—EL LT, B
IP7 RLURAZHNT RLUACHET HHEND D120, Bl Shend 21ciN
WA E =T A AT HZ L 2BEIOLET,

b) —H¥—% admin, ¥ 7 4/L k NAT— K Admin123 ZEH LT /A > L£7,
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FMC <O FTD OER |

B rovzsmLEonsREORT

ATy T2

) TV RaZ—HW— T4 ABHELFATHEL, BHERAU—-RELETLH LI
KOBIET,

VMR EEE T DI, PN FDM Icu /A o Lzt &ty v 7 v 7o 4% — K&
LET, BEIISLT, XR=VYDOTFEIZH D [T /31 ADEEE AX » 7 (Skip device setup) ]
IV LTy N v 74P —REAXy S TEET,

Yy NT T4 = REETTDHE, NEA X —7 A A (Ethernetl/2) DOF 7 # /L bk
FEIWZMZ T, FMC DEBIZYIV B2 5 & EICHEFF SN D46 (Ethernetl/1) A VX —7 =4 &
LR ETEE T,

a) BA L F—T oA ABLOERA V¥ —T = AX L TROA T v a U EREL, [X
~ (Next) 1227 U v 7 LET,

1. M#BA v Z—T A A7 KL A (Outside Interface Address) |1: 2D A F—T = A A
TEHEA S —Fy = U= THY, FMCT 7B A o F =T = A AL LTHE
MENDGERHY T, 751 AR ERHIBIOINEA 5 — 7 = A X %8R
THZEIETEETA, RAIDOT—X A H—T =2 A ANT 7 4V NDOIERA v X —
7z A ATT,

FMC 7 7 & A AN (F7213NER) TR A v X —T = A A&MEHT 25513,
Ty T v T4 P — FORTHRICFH THRET HDLENDH Y £,

[IPv4DFRE (ConfigureIPv4) |: A v 2 —7 = A AHDIPv4 T KL A9, DHCP
EHEATAN. FRETFETRAEY T v 7 IPT RLA, 7 Xy h~wRA7 . BLY
F—=hrT A B ATITTEET, [4£7 (Off) |ZBIRLT, IPv47 FLRAERE LW
EVWOBERBELHVET, By N Ty T U 4= REHEH L TCPPPOEZRXET HZ &
ICEEHA, A X —T 2 A ANDSLET L, F—T7LET 5, 721X ISP ~Dfh
O HRt STV, ISP A PPPOE ZfEH L TIP 7 RL A ZRML L TV 554
%, PPPOE MMLEIZ R D550 H 0 £3, U 4 P — ROETHIZPPPoE ZiX ETE F
D

[IPv6 D% E (ConfigureIPv6) |: #MA > % —7 = A AHDIPv6 7 KL AT, DHCP
AT 200, ERITFHMTAET v 7IPT RLVA, L7 497 A BIOT—
Nz B ANTEET, (47 (Off) |ZBIRL T, IPv6 T RLAZFEELZRNEWN
DRI H Y ET,

2. [E¥EA 32— 7 x4 X (Management Interface) ]

CLI CHIIREZFAT LI GA., BEHA VX4 —T oA ADFREFFRINETAL, &
HALH—T 2 ADIPT RVADHRTEIE, By b7 v 74— RIZEEN T2
WZEIZHERELTLEZESY, BHIP 7 RLADOEEIZOWTIE, A7y 73 (21
R—=) | EBRLTIEEN,

[DNSH—,3— (DNS Servers) |: 77 A7 V4 —/LOEHA ¥ —7 = A AP DNS

Y= =T, ARRRAIC L DU EDODNS — D7 KL AZ A LET, 774
JV ME OpenDNS /X7 U 7 DNS $—/3CTF, 74—V REMEL, T 7 4/ MR
L72W5A1E, [OpenDNSZfE] (Use OpenDNS) 1 %27 U w795 &, 74—V NI
WU IP 7 RLARNY o— RENET,
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ATvT3

ATvT4

ATy TH

ATvT6

Fom £/ L1- Fio oigzozT [

[77 A7 74—AHKA N (FirewallHostname) |: 7 7 A 7 U A —/LVOBEHA 2 —
Tz A ADKRANLTT,

b) [FFAIE%E (NTP) (Time Setting (NTP)) | Z&E L. [IR~ (Next) 1227 U 27 LET,
1 [#A LYV —>2 (TimeZone) ]: VAT LDHA LY — R LET,

2. [NTP# A LH—,% (NTP Time Server) |: 7 7 # /b b @D NTP H— & H 4255, i
HLTWAONTPH— DT RLAZFEBTCANTLINZRBRLET, Nv 27T v 7H
WO — R EBINTEET,

c) [BEHETIZ 90 HFDOFMIIF A BA4A (Start 90 day evaluation period without registration) ]
IBIRLET,

FTD % Smart Software Manager [Z 5§k L2V TL 72 &, TXTD T A L AL FMC THE
ITShEd,

d) [T (Finish) 1227V v 27 LET,

e) [Z7 77 REHE (Cloud Management) |E721L[A 4> K7 v (Standalone) | Z&ENT 5 &
IRDENET, FMC OFFIZOWTIE, [A¥ > F7 1 (Standalone) ] &R L TH»
5. [Gotlt (THE) 1 ZZIRLET,

(MEELT) BHEA X —T 2 AOBHIPT RLAEZFRELET, [T/34 A (Device) |
BBINL, [V AT LRE (System Settings) ]>[EBA % —7 = A A (Management Interface) ]
Voo olRiczZ Y v 7 LET,

FHIP T RLRAERETDHHEEE. 774V 8 — b =g b T —X A X —T = ATlX
B —BDTF = 72 A|IZHELTLZE, DHCPAHEA T 25HE1E. MbRET D LEIT
HOFEHEA,

SN ETNINELND A v B —T 2 A R EFLBMOA X —T 2 AEHRET DHAX. [T
NA A (Device) | ZEIRL, [f ¥ —7 =4 A (Interface) | DY~V —lZHDV T %7
Vo7 LET,

FDMIZBIFDA L H—T 2 A ADFREDFHEMZONWTIL, [FDM TO7 7 A4 T U 4 —/LD%
(120 4—2) | #BLTLEEY, FMCIZT A A& %835 & . FDM OO EIE
RSN EEA,

[7/34 A (Device) |>[> A7 Li%E (Device System Settings) > [H Y44 B (Central Management)]

> [Management Center] > [Management Center] > [7 /34 A (Device) |>[Y AT LRXE (System

Settings) > [ J&EE (Central Management) ]> [Management Center] 3% L, [#ifT
(Proceed) ] %7V v 27 LCFMC O EZHRTELET, > >

[FMCOE# (FMC Details) | ##% & L £,
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7:FMC DF8

Configure Connection to FMC

FMC Details
Do you know the FMC hostname or IP address?
@ Yes O No
FTD FMC
10.89.5.43 10.89.5.35

fe80::2ef8:9bff.fe1e:8fd2/64

FMC Hostname/IP Address

10.89.5.35

FMC Registration Key

Lerste} ©

NAT ID

fp21303

Connectivity Configuration

FTD Hostname

fp2130-3

DNS Server Group

CustomDNSServerGroup v

FMC Access Interface

management (Management1/1) v

Type: Static IP Address: 10.89.5.43 / 255.255.255.192 Edit

CANCEL CONNECT

a) [Management Center/CDOMD R A N4 £721XIPT KL A% K-> TWEF A (Do you know the
FMC hostname or IP address) ]. [FMCO7HR A M E2IIIPT KL A& H > TWETH (Do
you know the FMC hostname or IP address) ] T, IP 7 FL AL /2IIAR A &I LT
FMC/CDO IZEZE T E 25513 [1ITVv (Yes) 1227 Y v 2 L, FMC/CDO 75 NAT D5 #%IZ

. Cisco Secure Firewall 3100 R 2 — 7 v T HA K
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ATy FT17

ATvT8

Fom £/ L1- Fio oigzozT [

BB, NT Vw7 IPT RUAELFFRA NP LZOVEARIFZ WL (No) 1227 Y w7
L/ji‘g—o

M D SSL B EALBE T v RV % 2 BEOT A AMICHSLT 5121, 722 TH 1 HL
FEDOF A 2 (FMC/CDO F£ 721X FTD T /354 &) IZBGEAFE/R IP 7 R L AR MLEE T,

b) [V (Yes) ] IR L7ZHA1E. . FMCDRAR RE/NIP7 RLARZANLET,
c) FMC &{F¥X—2fELE 7,

ZDOF—X, FIDT A A &84T 5 L EITFMC THIEET A1EE D 1EIFR Y OB ekF—
TY, B —I1L37 LFLUTICTH2HERNH Y £7, A CFITE, BT (A~Z,
a~z, 0~9) \ BXONA 7> (1) 2ERBY ET, ZDOIDIE, FMCIZBERT 5D
TR A TE LT,

d) [NATID] #fEL 7,

ZOIDIX, FMC CTHIET HAEED 1 [FIRY OLFHITT, WINLDOT /A ZADIP T
RLUADRERETDHE., 207 4=V RIIMETT, WGHDOT /A4 ZADIPT KL AR
DO TVAHEATYH, NATID 2f8ET 5 2 E &2 H#LE L £9°, NATID 1% 37 LA RIS
TOMENRDY T, AT, JET (A~Z, a~z, 0~9) | BRUOANA 7~
() RERHY ET, ZDID I, FMC IZEEET AT S 23T £ A,

NATID |, ELWTARA ADE DG THD Z &2l TH1-DICIP T RL A LRSS
by THEHAESNET, IPT7 RLR/NATID OFRGERICDIH, BEkF—nF v 7 ENE
7

[Bfc DX & (Connectivity Configuration) | Zi%XE L £7,
a) [FTD7ZA A R4 (FTD Hostname) | #f5E L 7,
b) [DNS#—/3—2L—=7" (DNS Server Group) | #fiE L E7,

BEFD I N—T %8R T D0, HLWI—T%ERLET, T 74/~ DNS 7 /L—
71X CiscoUmbrellaDNSServer Group & FE(E4L, OpenDNS H— S—RE v E T,

¢) [FMC7Y R4 2B —T x4 R (FMC AccessInterface) 12 oW\ Tk, [
(management) ] Z @8R L £,

[#6t (Connect) 1% 7V v 7 LEd, [BEkAT —H A (Registration Status) ][FMCHEEEA T —
% A (FMC Registration Status) ] [FMC¥$k A 7 — & A (FMC Registration Status)] 2 4 7 &2 7 78
7 A2, FMC ~OUI D X DBIED AT — X ANF /RS LE T, [Management Center/CDO%F
kR & DOERTFE  (Saving Management Center/CDO Registration Settings) ] [FMCH &% & DFR-AF

(Saving FMC Registration Settings) ] [FMCH %% & DIRAF (Saving FMC Registration Settings) ]
AT T D%, FMCIZBEIL, 77 A7 V4 —/LZBIMLET,

Cisco Secure Firewall 3100 2 2 — + 7 v 744 K |}



FMC <O FID OER |

B ovzemLEmonsREoxT

8:FMCEHAT—F X

FMC Registration Status

.1...1.. Registering with the FMC. Please wait...
See_configuration_summary v

Backing up Configuration

CANCEL REGISTRATION

FMC ~DHI 0 B2 %% v AT 585818, [BEkDF ¥ /L (Cancel Registration) | % 2
Uw 27 LET, F¥ 2L LRWEEIL. [Management Center/CDOBERX E DIRAF (Saving
Management Center/CDO Registration Settings) ] [FMCH§kax & DIRIF (Saving FMC Registration
Settings) | [FMCHE§kak & DO FRAF (Saving FMC Registration Settings) | D A7 v 7 R5%E T T 5 F
TEDM7 7 0% 7 4 FUZ LR TS EEn, MUEEE, Tt 23 —HEik L, FDM
WCHEEER LA 0 HB S ET,

[Management Center/CDOS k% & DIRTF (Saving Management Center/CDO Registration Settings) ]
[FMC& 5% & DIfAF (Saving FMC Registration Settings) ] [FMC®& k% i D117 (Saving FMC

Registration Settings) ] A7 v 7' DI FDM IZHE L7 £ £I2T 256, € D% [Management

Center ¥ 72 13CDO & d IEH ##¢ (Successful Connection with Management Center or CDO)] [FMC &
DIEH B (Successful Connection with FMC) ] [FMC & O IE##5#%¢ (Successful Connection with
FMC) 1 # AT rrARy 7 ANERI L, FDM 2> LHIKr S ivET,

. Cisco Secure Firewall 3100 R 2 — 7 v T HA K



| FMC T FTD OERE

~nns4>mc [

9:FMC & D IE &R

FMC Registration Status

Successful Connection with FMC

You can now manage the FTD using FMC. You can no longer use
FDM to manage the FTD. See the FTD getting started guide (7 or
the FMC configuration guide (7 to configure your device.

~NDOoJ4 FMC
FMC #fiH LT, FID &% EB IR L 7,

4R8O SRS

PR— P SN TWDLT 7 UFOFEMICOWTE, AT L2 3—Ya o) V—2/7—F
(https://www.cisco.com/go/firepower-notes) %2 L C< 72 &0,

FIE

AT T BR=FSNTNLT T UHFEMEHL T, RO URLZ A LET,
https://fmc_ip_address

ATV T2 2—HPF—Z L X2RTU—RE AN LET,
ATFw T3 [mr Ay (Logln) 1227V w7 LET,

FMCD S A 2 ADRF
FTRTOTA B ZT FMCIZ X > TFIDIZRESNET, ROTA B AZWATEET,
CEBAR: (WA EATAEUZA,
CEBEEX2VT 4 AT U Ve AL RIAIPS

Cisco Secure Firewall 3100 R 2 — 7y THA K .
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FMC <O FID OER |
B vcos tozoms

e WILYTT v T
*URL : URL 7 4 L& ) 7

* RA VPN : AnyConnect Plus, AnyConnect Apex. & 7-I% AnyConnect VPN & H

VAT A AOHEIZOWTIEFEL <L, cisco.com/go/licensingguide % &M L TL 72 &1,

188 BRI
* Smart Software Manager IZ~¥ A X —T7 B 7 2L ET,

ERETHOV MERBRLTROWESIE, Vo2& 7 )y LTHLWT AU Y REREL
TL 72 &V, Smart Software Manager Tl&, #fkDO~AZ—Th 7 FEERRTE £ T,

s a7 I7A4T AT T T EERLTEMEEIND) EAMHEHT 121X, 2RO
Av—hK VT 02T T4V T THU L NTHRE S (3DES/AES) 74 &
VABRFERATEAXNEND Y 9,

FIE

ATVl BEVWOR—K TA4® VT TAHATY M, MEBERTIABUVAREENTND Z L %
WMLTLEEN,

TAB AT, VAIEIFRERBEIEDNLT A ZAEHEA LRI, A~— Y7 by =T
TARD T TAT L MZY 7 SRTWET, 7220, BETIA v AZ2BNT 555
Db 551, Cisco Commerce Workspace T [#fh & VU = —3 3 @O (Find Products and
Solutions) MR ~7 4 — /W REEHLET, ROTA B APID B LET,

10: 54+t REHE

Find Products and Solutions

L-FPRZK-ASASC-10=

Search by Product Family | Search for Solutions

GE)  PID BNHEONLRWEGEIE, ESCUZTEICPID ZEMTE £,

cHEARTA X
* L-FPR3110-BSE=
* L-FPR3120-BSE=
* L-FPR3130-BSE=
* L-FPR3140-BSE=

. AT BLONURL T4 & ADMLE Y

[ Cisco Secure Firewall 3100 R 4 — k7 v TH 4 K
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https://software.cisco.com/smartaccounts/setup#accountcreation-account
https://apps.cisco.com/Commerce/home

| FMC T FTD OERE
e ~o Fio o5z I

* L-FPR3110T-TMC=
* L-FPR3120T-TMC=
* L-FPR3130T-TMC=
« L-FPR3140T-TMC=
EREDPID DWFNNEIEINTBINT 2 & ROWTHHNO PID I 2 W~ —A D
VTR VT a U EERTEET,
* L-FPR3110T-TMC-1Y
* L-FPR3110T-TMC-3Y
* L-FPR3110T-TMC-5Y
* L-FPR3120T-TMC-1Y
* L-FPR3120T-TMC-3Y
* L-FPR3120T-TMC-5Y
* L-FPR3130T-TMC-1Y
* L-FPR3130T-TMC-3Y
+ L-FPR3130T-TMC-5Y
* L-FPR3140T-TMC-1Y
* L-FPR3140T-TMC-3Y
* L-FPR3140T-TMC-5Y

*« RA VPN : [Cisco AnyConnect Ordering Guide] Z# &M L T 72 &0,

ATv T2 FERELTOARWEAITL, A~v—bF T4 7 B—R—IZFEMC %88 L £,

BEREIT 9 121X, Smart Software Manager THEk b — 7  Z AT DM ERH VY £, FEM7e
FIEIZ DV TIX, Firepower Management Center 7 KX =& hL—3 3 » A RESBRLTLE
é 1/\0

FMC ~O) FTD 0243

FTD % FMC (2% L F1,

1R BHIIZ
« FTD DR Y DORE TRE LR DOFEREINE L £,
«FID OEFLIP 7 L A F /23R A M. BLOYNAT ID

Cisco Secure Firewall 3100 2 2 — + 7 v 744 K |}
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B mc~omozs

FIE

« FMC D% g% —

FMC <O FTD OER |

ATY 1 FMC C, [T/31 A (Devices) |>[7 /31 A& (Device Management) | DJEIZIER L FE 7,
ATy T2 [1BM (Add) | Fey 7 Z o2 UARNL, [T34 ADEM (Add Device) | Z3&R L £,

Host:+

Group:

Add Device

ftd-1.cisco.com

Display Name:

ftd-1.cisco.com

Registration Key:*

None

Access Control Policy:*
inside-outside
Smart Licensing

Malware

Threat

URL Filtering
Advanced

Unigue NAT ID:+

o

[ natidse

Transfer Packets

WDIRT A =B EZFHELET,
o [ARA R (Host) 1: BT 2D FID ®IP 7 KL ANKA MaE AT LET, FID OO

=y

X fE

HA BB TlX. W50 FMC 23 NAT OE#IZH 5

TFMCDOIP7 KL AL NATID Ofi 5 #EE LIHEIE. 207 A — LV REZEDOE
FlcLTLZEnTEET,

G¥) 774~V FMC D& A

MIP £72134 /72 L CFID %8 Cc&x ¥4, 7272L. FID 2t H % U FMC
IZBERT HI21E, FIDDIP 7 RLANKRRA MM EIRET ALERH Y £,

« [#7°:4  (Display Name) ] 7 ¢ —/L KiZ, FMC (279 5 FID O4RiZ AT LET,

[ Cisco Secure Firewall 3100 R 4 — k7 v TH 4 K
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mc~o Fio oz I

o [B$kF— (Registration key) ]: FTD OFIDOFRE CTHE L= O LR DB —% A
L\ij—o

s [KAA > (Domain) |: ¥/ F RAAL VEBREZEHA L TCWAEAIL. TXAM A% —T K
AL TED B TET,

S [ZA—T (Group) |: ZN—THMHLTWABEAIT., 73 R —F 280 4T E
7T

s [T7®A=ZY bu—/LKR Y T — (Access Control Policy) |: #IH#IAR Y > — %@L £7,
FHTEZULERDHD Z NN TNDEHRAZ A RFEHLDRY =N TIZh H5EE
BROT, [HT LW Y —DFER (Create new policy) ] IR L, [T_XTHO T T 4 v 7
7w v7 (Blockalltraffic) |##®IRLET, B CINELERLTCNT 7 4 v 7 ZFFRT
HZEMTEET, THRENOIB~D T 7 4 v 7 OFF] (40 X—2) | B LT
TEEW,

11: New Policy

New Policy Q

Name:
| ftd-ac-policy|

Description:

Select Base Policy:

None A4

Default Action:

® Block all traffic

Intrusion Prevention

MNetwork Discovery

(o) (N

e [Av— 1T A A (SmartLicensing) |: BT DHREICHNERA~v— T /AL L
T, [vvrU =7 (Malware) | (WA T =7 A VAR v arZEHT5TEOES) |
(%@ (Threat) | BAPHEZEHT L TFEOHE) . BLO[URL] (B 7Y X—2D
URL 74 N ) o T HaFATTHTPEORE) 2H0 N TET, F: 7/3A4 A48l
%, [VATL (System) >[4 2R (Licenses) | >[R¥— T4 VX (Smart
Licenses) | X—/ 5 AnyConnect V) E— 7 7B AVPND T A LU A& TX £7,

o [EDNATID (Unique NATID) ]: FTD OfHIDERE CTHE L= NATID Zf & L £,

« N7 v FO#ERE (Transfer Packets) ] : 7 /3 Z03H FMC ~D /37w MNREEZFFA L E
T, ZOF T a rEAEITL TIPS R Snort 72 EDA X2 b R U H—ENEEA,
THRAABREHE LTA R MAZT—=ZERE Ny b T =2 ZFMCIZEE LET,

Cisco Secure Firewall 3100 2 2 — + 7 v 744 K |}
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B z2svnes07k0o—0mE

ZOFT Y a RN LISEAIE, A XY MERLETAFMCIZERF S, ATy T —
ZIFEFEESNEEA,

ATY T3 [k (Register) |27 Vw7 L, BENSEHH LIZZ EZ2MRLET,

BIKISINT D L. TAA AR A MOBEMENET, KR LZLAIE. =7 —AyE—UN0
FoRENET, FID BEEITRL25E 13, IROER ZHER L T IZEN,

sping : FIDCLIZT 7 AL, kD a~<> R&EfEHA L TFMCIP 7 KL A~® ping & FAT
LET,

ping system ip_address

ping 23T L 72V EA0E, shownetwork 2~ RaEMBH L CTxry NU— V7 REL MR L F
9, FIDEHIP 7 RV AZZAH§ 5H21E, configurenetwork {ipv4|ipv6} manual =~ >
RafiHL £,

« BEREF—. NATID, BLOFMCIP 7 RL % : DT A 2 TR UBGRF—2HH LT
WHZ L EHERL, BHLTHDHEAIEINATID 2L TWD Z & 2R LET,
configuremanager add =~ > F&4fliH LT, FMC THkF—& NATID 2 ETHZ &
MTEET,

NI TN a—TF 0 7 OFERIZ- DUV TIL, https://cisco.com/go/fme-reg-error & B L TL 72 &
AN

EXMGEXLI)T 4R O—DHRE
ZITIE, ROBRECHEHN L TERNR X2 74 W) —2RET D TR >V THM L
£

WA v A —T 2 A AENTA LV X —T =2 A A NEA v F—T = A AZAXT 4 v 7P
T RLVAZBEID YT, A v H—7 = A AT DHCP 2 L F£7,

«DHCPH—/N—: 7 5347 FOWEA » #—7 = A ATDHCP —"—%fEH L £7,
T 7 AN R —hK AR A =T 2 A ZAENLTT 74V Mb— hEBMLET,
*NAT : Ml A v 2 —T = A ATA L F—7 = A ZAPAT M L £7,

TR hr—v NI ~D T T v 7 ZFFAILET,

EARR X2 )7 4 RY —2RET DI, ROF AT ZFTLET,

(1) | A v 5 =7 =4 20BE (31 °—) ,

(2) |DHCP #—/S—DFGE (34 ~—2)

[ Cisco Secure Firewall 3100 R 4 — k7 v TH 4 K
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| Fmc <o FTD =6

AV8—T 14 RADEE .

(3) |7 7 AN = hOEM (35—Y)

/4\ NAT @E’X‘Lﬁiﬂ (37 ’\O_:/) °

(5) [WEDDAEA~D R T 7 1 v 7 OFFA] (40 <—2)

(o) |mEoRE (41~—v) .

A 23— 124 ADKETE

ATy T

ATy T2

ATvT3
ATvT4

HD%V& TxAREAPIL, TNHE2EX2 )T 40— ZEDYTCTIPT L A%
BRELET, BEII. VATLATEW®ROOAL NI 74 v 7 2BiRSEDLHIC, Dt 2
0@4/5 T2 AAERETDHILERDY ET, BFIL, Ty T AN —LNL—FFETA
VHA—Fy MBI LA A v 2 —T oA A&, MO Ry FT—27 D 1 DLl EOWNERA
=T A AZFHLET, TNBEDA L F—T x4 AD—ERIE. Web T — =72 EDRT
Vo7 7vANARERT £y NilET 5 [FEEHE ] (DMZ) 7225580360 £,

— R D —TF 4 T OARTUE, NEA A —T 2 A ATAET 4 v I T RLU AR ERH
425 LEIFZ, ISP2>5 DHCP 2/ L CHERA v X —T = A AT RV AZEIGT 52 LTI,

WOH T, DHCPIZLAARAZT 4w 7T RL AL IL—FT v RE— ROHNHAL L X —T = A A
PHEAHLT, =7 v RE—FROWNEA v X —T =2 AZHRELFET,

FIE

[T /734 A (Devices) |>[7 /A A& H (Device Management) JDIEIZEINL, 77 A T 74—
O Vw7 LET,

[f % —7=xAA (nterfaces) ] %7 U v 27 LET,

Overview Analysis Policies eENGEEE Objects = AMP  Intelligence Deploy ; System Help v admin v

Device Management NAT | VPNv | QoS Platform Settings FlexConfig Certificates

10.89.5. 20 £.cancel
Cisco Firepower 9000 Series SM-24 Threat Defens
Device Routing li:m Inline Sets DHCP
\ Search by name i Sync Device | | € Add Interfaces -

Interface Logical Name Type Security Zones MAC Address (Active/Standby) 1P Address
Ethernetl/2 Physical < &
E Ethernet1/3.1 Sublnterface E] &
Ethernetl 4 diagnostic Physical Lal &
Ethernet1/5 Physical F] y

WNESIZHE AT 24 v X —T = AD 22V v LET,
[&f% (General) | % 7 RERRIINET,

Cisco Secure Firewall 3100 2 2 — + 7 v 744 K |}
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B sz 1z08%

Edit Physical Interface ? X
m IPv4 IPv6  Advanced Hardware Configuration

MName: inside Enabled Management Only

Description:

Mode: None Ed

Security Zone: inside_zone v

MTU: 1500 (64 - 5000}

QK Cancel

a) 48 LFETO 4T (Name) |2 AL ET,
Lz, A F—T x4 AT indde £\ S L4ETEITET,

b) [A%) (Enabled) | T =v /ARy I A4 NI LET,

¢) [E—F (Mode) 11X [72L (None) JIZRELTLEFIZLET,

d) [EF=VUT 1Y —> (SecurityZone) | Fr vy XU X RMLBAFONE X2 T 4
= HBIRT o0, [ (New) 1227 Uy 7 LTHLWEXR 2T oY —rZBIL
£7,

7= & 21X, indde zone E WHLHTDY =2 ZBIMLET, KA X —T =1 AL, X =
V74— B =T 2 AT N—TIZEHOETHVLERDY ET, ¥ —

TxAAF, 120X VT4V —IZORETDIZ L, BEOA X —T = A 2T
N—FBTHLHLTEET, Vv Fid i Nn—TIESNTEX 2V T 4R v—
ZEALET, eI WA v X —T7 = A ZAWNE ) —AZE ) ST, SMNA v H—
T oA AN —AZEID B THZENTEET, ZO8E. NI 74 v 7 BNEND
BB CE D LT 78R avrbo— L R V—2RETHI LT TE LT,

SN BENEBIZIENT TERETE EHA, FEALEDORY o—FF2 T 4 =2 DR
PR—FLTWET, NATRY v—, L7402 R — BEIRQoSHKY »—T,

V= FRFA S H =T 2 A RATN—T AT ET,

e) [IPv4] X7, [IPv6] ¥ 7, Fi=lZW DX 7% 7V v 7 LET,

c[IPv4]: Ry 7FH T YA RNE [AZT 4 v 7IPEfEHT % (Use Static IP) ] &3
WU, IPT RLREF TRy N RTEAT v a R TANLET,

7o & 2%, 192168112472 8 AT L ET,

[ Cisco Secure Firewall 3100 R 4 — k7 v TH 4 K
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AV8—T 14 RADEE .

Edit Physical Interface

General li:. IPvE Advanced Hardware Configuration

IP Type: Use Static IP w

IP Address: 192.166.1.1/24| igﬁgg-?ég-"zﬁ255-255-'-23 or

o [IPv6] : A7 — M LV AHERREDH AL [EEFEYTE (Autoconfiguration) | F = v 77K >
J A& A N LET,
H [OKlZZ7 VU2 LET,
AT s AR AT AL 2 —T A 2% 7 ) v 7 LET,
[&f% (General) | ¥ 7 RERINET,

Edit Physical Interface ? X
m IPv4 IPv6 Advanced Hardware Configuration

Mame: outside Enabled | Management Only

Description:

Mode: None R

Security Zone: putside_zone i

MTU: 1500 (64 - 3000)

K Cancel

GE) FMC 77 EBAEHHIZZOA X —T 24 AZFRNIHE L TWDHHEE, ¥ —
T2 A RUIT TIZLBIBNF T oNTEY, AMMLET RUVAEENTE T LTWNE
T, TRNODOEARTIIEFE LARNTL &N, BHFET5H L, FMC OEH ) F
WrEihEd, ZOEETH, B c7 74 v/ R)—0D8Xa VT 4V — U Z5RIE
TEFET,

a) 48 LFETO [4nAT (Name) | Z AN LET,
e ziE, A FZ—7 x4 AT loutside] &I LETAEFIT £,

b) [A%) (Enabled) | F=v /Ry 7 A4 LET,
c) [FT—F (Mode) JiZ[7eL (None) JIZFZEL-FFIZLET,

Cisco Secure Firewall 3100 2 2 — + 7 v 744 K |}
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B oucry——omE

d) [BEXx=VUT Y= (SecurityZone) | K v 7 X7 ) A MSBFEONSEX2Y T 4
V=BT 0, [ New) 1227 U7 LTHLWEX=2 YT 40— ZBMNL
\iﬁqo

7= & z21Z. Toutside zone] L\W\HLEIDY —2ZBIMLET,
e) [IPv4] X7, [IPv6] ¥ 7, Il DX 7% 7Y v 7 LET,

* [IPv4] : [DHCPOfEM (Use DHCP) ] # &R L. IROF T a o D/RT A —HF Zi&iE
L/\ijﬂo

« [DHCP Z i L CF 7 # /v b Jb— h ZHf5 (Obtain default route using DHCP) ] :
DHCP h—"—nH7 7 b b b— b EEG L ET,

« [DHCP/L— A U » 7 (DHCProutemetric) ]: 7 RX =AML —7 47 7 1 A
B AT U — MCEID S TET (1~255) ., 2B LI L— hDOF 7 4
WEDT RI=AM—=T 47 T4 AZ AT 1 TT,

Edit Physical Interface

General m IPvE Advanced Hardware Configuration

IP Type: Use DHCP w

Obtain default route using
DHCP:

DHCP route metric: 1 (1 - 255)
« [IPv6] : A7 — b L AHBEEREDOL AL [BEHE (Autoconfiguration) 1T = v 7 R v
JRAEF AT LET,

) [OK]ZZ7 Vw7 LET,
ATYT6 [R1E (Save) 1227V v LET,

DHCP H—/\—DETF

7547 N CDHCP ZHH L TFID 226 IP 7 RLAZEET S X 91T 5841%. DHCP
P N—EH L ET,

FIE

AT9 1 [TINA R (Devices) |>[T/34 REHE (DeviceManagement) | #IR L, 71 A&7 U v
7 LET,

AT v 72 [DHCP]>[DHCPH—/\— (DHCP Server) | %R L £,

[ Cisco Secure Firewall 3100 R 4 — k7 v TH 4 K



| FMC T FTD OERE
Fornti—roen [

2Ty T3 [H—— (Server) |~<—2 T, [BM (Add) 122U v 2 LT, ROAFva v aRE L

7
Add Server ? XK
Interface* inside b
Address Pool* 10.9.7.9-10.9.7.25
Enable DHCP Server

oK Cancel

(M —T7 x4 (Interface) |: Ny T H T Y X RNHA L F—T = AR F
o

«[7 RL A7 —/ (Address Pool) ]: DHCP ¥— =T 25 IP 7 KL AD& FALD
i PN OB OFHZRE L ET, IPT FLAOMHIL, BRL/IA v F—T = ZL[FET
BT xRy b BICHFETOIHERNDY, A HX—T =2 AHHFDIPT KL AEZEDHDH I &
IXTTEEHEA,

« [DHCPY— "—%HF0Z9 % (Enable DHCP Server) ] : &R L7=A > ¥ —7 = A AD DHCP
== HNLET,

ATYT4 [OK]Z27 Uy 7 LET,
ATy TS5 [RFF (Save) 1227V v 7 LET,

FI74IMIL— FDEM

T 7 4V Rb— MEEE ., SN v H —T oA ADDEEFER T v T A N — A —H E
LnLET, IMBA v Z—7 = A RAZDHCP 2T 25618, 7/3M AT TIZT 7 41 b
N—hEZELTWDHAEEMERH Y £5, FEITL— FZ2EBNT 2 0ER’H H551F, ROTF
iz 9247 L £ 3, DHCP %—/N—nb7 7 4 /b hb— NS LI2HG1E. [T/AM R
(Devices) ]>[T/ 1 A& (DeviceManagement) |>[/IL—F « % (Routing) ]>[R %
T4 w9 I)L— bk (StaticRoute) | X—T® [IPv4JL— k (IPv4 Routes) | £7-1% [IPv6IL— k
(IPv6 Routes) | 7— 7 /WZFR SN E T,

FIE

ATYF1 [T/A4 R (Devices) |>[T/31 AEHE (DeviceManagement) | ##IR L, T4 2% 27 VU v
7 LET,

ATYv T2 =T« >4 (Routing) |>[RA T« voI)L— bk (Staticroute) | ZRIN L, [/b— b ZEM
(Addroute) 127 V27 LT, ROLHIIHEELET,
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B 7o+ —roeEm

Add Static Route Configuration ? X
Type: ® vt O 1pve
Interface™ outside v
Available Network (5 & Selected Network
|
= Search | == any-ipv4 @
~

5= IPv4-Benchmark-Tests

52 IPv4-Link-Local

=2 TPv4-Multicast Sl
== IPv4-Private-10.0.0.0-8

== IPv4-Private-172.16.0.0

5= IPv4-Private-192.168.0.

=, IPv4-Private-All-RFC191

v
52 IPve-to-IPv4-Relay-Any:
Gateway™ default-gateway v @
Metric: 1)
Tunneled: O (Used only for default Route)
Route Tracking: b+ ]

0K Cancel

s [ZAT (Type) 1:BINTDAZT 4 v 7 )V— DX AT LT, [IPv4] £721% [IPv6]
FTarRFEUEI VT LET,

o [f v H—T A A (Interface) |: HIA X —T = AR L ET, BHFITINEA >
H—T A ATT,

« [fEFFREZ2 R >~ N 7 —72 (Available Network) ] : IPv4 7 7 4 /L k JL— kD3G5 [ipv4]
IR, IPV6 7 7 4Lk b— FORAI [any] 3R L, B (Add) 1227V v 27 L
TR L%y U —72 (Selected Network) ] U A MZBEI X ET,

«[F—hFU A (Gateway) | E£721L[IPv67 — R~ = A (IPv6 Gateway) ] : Z D/L— hDF
JARNRYy T THLTF— T2 AN—FEZANNELITEIRLES, IPT FLRAEIERY
ND—=V/RANAT V=V NEfRETEET,

[ARU w27 (Metric) ]: %55y NU—27 ~DkRy FO¥ZE AT LET, ARMEOH
X1 ~2557T, 74/ MEIZ1TT,

AT9T3 [OK] &7 Vw7 LET,
N BAET 4 I — T =T VBEMESNET,

[ Cisco Secure Firewall 3100 R 4 — k7 v TH 4 K



| Fmc <o FTD =6
NAT D& E .

Deploy , System Help v admin v

Overview Analysis Policies JpIENUTLEE Objects | AMP Intelligence
Device Management NAT VPN » QoS Flatform Settings FlexConfig Certificates

¥ou have unsaved changes | [=] Save 3 cancel

10.89.5.20

Cisco Firepower 9000 Series SM-24 Threat Defense

Device Routing Interfaces Inline Sets DHCP

OSPF ) Add Route
OSPFv3
Network Interface Gateway Tunneled Metric Tracked
RIP
9 ILj BGP ¥ IPv4 Routes
» Static Route any-ipv4 outside 10.99.10.1 false 1 & [j

] Multicast Reuting
¥ IPv6 Routes

ATy T4 [(#17E (Save) 127V w7 LET,

NAT D% E
— %A 72 NAT b—/LClid, W7 RLRAENBA > H—T 2 A ADIP T KL ADKR— MIE
Bl EdT, ZOFATONATL—ILDZ b Z AL H—T A A R— KT KL AZLH (PAT)
LIEONE T

FIE

ATFv 1 [T/814 R (Devices) |>[NAT] %227 U 27 L, [#LLKY >— (NewPolicy) ]>[Threat Defense
NAT] 227V w27 LET,

RAT9 T2 RN v—ZARTEMT, R —%2EHT 7354 A&, [(R1F (Save) 1227 U v L
£,
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New Policy
Name: interface_PAT
Description:
Targeted Devices

Select devices to which you want to apply this poli
Available Devices

elected Devices
i59192.168.0.16

4, Search by name or value |

| Add to Policy |

| Save | | Cancel |

RY—NEMC IZiBMENET, glefx, N o—l—LZBNT50ERNHD £9,

ATFv T3 [—LDEN (AddRule) 1227V v LET,
[NAT/L—/LDiENI (AddNAT Rule) | XA 70 VR y 7 ANRFKRINET,

RATFYT4 ERLV—NDOF T arrEH/RELET,

Add NAT Rule
MAT Rule: Auto NAT Rule hd
Type: Dynamic i

Interface Objects m PAT Pool  Advanced

« [NAT/L—/L (NAT Rule) ]: [HEINAT/L—/L (Auto NAT Rule) ] Z3&IR L £,
o [# A7 (Type) ]:[#AFIv7 (Dynamic) | Z&EIR L ET,
AT TS A H—TxA A4 7= b (Interface objects) |2—C, [HHAGERA X —T =1 A

F7Yx= 7 I~ (Available Interface Objects) | FEIK O [365CA v F —T = A AA TV =7 b
(Destination Interface Objects) ] fEIBIZAME Y — 2 2B L £,
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nat oz I
Add NAT Rule ? X
NAT Rule: Auto NAT Rule =
Type: Dynamic hd Enab

b TN T Sl Translation  PAT Pool  Advanced

Source Interface Objects (0) Destination Interface Objects (1)

Available Interface Objects &
| -}, Search by name | o,i‘outside zone ]

oA
san /by inside_zone

— —_————
m outside_zone | SAd.d to
ource

Add to |

Destination |

QK | | Cancel

AT Y T6 [ZH (Translation) | X—I T, kDA T g Z2&FELET,

Add NAT Rule ? X
MAT Rule: Auto NAT Rule it
Type: Dynmamic R Enab

Interface Objects Translaﬂon PAT Pool  Advanced
Translated Packet

Original Packet

Criginal Source:* zll-ipvd Ay * Translated Source:

Original Port: TCP

Destination Interface IP
- acte or MNectingsing losg

« [JEDE(E7C (OriginalSource) ]: 227 Vw7 LT, T+ XTDHOIPv4 77 4 v 7 (0.0.0.0/0)
DXy NT—=IF 7Vl FEBMLET,

New MNetwork Object ? X
Name all-ipv4
Description

[| 0.0.0.0/0

Allow Owverrides

Save | | Cancel |

HEINAT V— W3IA 7 V=7 MEZEO—HEE LTNAT ZBINT 5720, VAT
LAEFZD any-ipvd 47V =7 b EFHATHIZ EIETEERA, 2. VAT AE
BOAT V=V NetmETHZIEILITEERA,

GE)
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B nsvons~ors7vonm

o [ D E(E T (Translated Source) | : [#E551 > % — 7 = A AIP (Destination Interface
IP) | Z@IRL£7,

ATwT1 [IR1E (Save) 1227V v 27 LCL—LZBIMLET,
JL—L3 Jb— v (Rules) | 7 — 7 WAIERIESILE T,

Overview Analysis Policies JsISUIER Objects = AMP  Intelligence Deploy

% System Helpv admin v

Device Management =~ NAT | VPNw QoS  Platform Settings  FlexConfig | Certificates

interface_PAT You have unsaved changes [ [=] save | [ € cancel
[ Po
B Fiiter by Device @  AddRule
[s \ \
# Direction Tyl ‘Source Destinati Or 1} Original 1] Original 1} Translated Translated Translated Opti
erface Objects rface Objects rees estinati Services Sources Destinations  Sarvi ices
v n
* au
%  Dynamc 3 2 al-ip ¥ e @ S8

ATY T8 NAT X—T T [RfFE (Save) |27 U v 7 LTEREEZREFEL £,

hvd i hvd = w =

RNENSNEIAAND S T 4 v T DEFA]
FTD % FMC [Z&$k L7z L X2, HKAD [TRXTONTF 7 v 7% 7 v v (Blockall traffic) ]
TIrRA Ay b= RY =B LIEGEE, T A @S5 T T v 7 A
THEDITARY ==V ZBINT H0ERHY £9, WOFIETIE, WY — BN
V=D RTT 4y I BT A=V EBIMLET, MY — RN 55aE, #ik
Xy NT—=I DT T4y 7 ZFFATHL—LEBIMLTIZIN,
FOVEEREX 2V T A RELN—NERET DAL, [Firepower Management Center
Configuration Guide] ZZM L T 72 &y,

FIE

ATv 1 [R)I— (Pdicy) 1>[T7Y2RKR — (AccessPolicy) 1> [7 U 2RKR — (Access
Policy) 1 Z#R L, FIDIZHID Y ToHoNTWAHT 78X avy ha— LRI o—D %7V v
LET,

ATy T2 [Jb—ILEEM (AddRule) 1227 V27 L, RONRTA—=HEHFRELET,
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ATvT73

ATvT4

5% TE O R B

ATy 1

zzorn [

Add Rule 7 X
Mazme |inside_toc_outside Enabled Insert |inte Mandatory ot
Action |+ Allow v 48T

m Networks  VLAN Tags (. Users Applications Ports URLs SGT/ISE Attributes Inspection Logging Comments
Available Zones & Source Zones (1) Destination Zones (1)
| Z, Search by name | son /iy inside_zone B seuloutside_zone ]

a et
San/t inside_zone
) .

Sua/4h Outside_zone

| Add to |
Source

Add to |
| Destination |

« (40T (Name) ]: ZONA—IZA4RTEAHTET (72 & 21E, insde_to_outside) .

« (EfE76Y — 2 (Source Zones) | : [ffiHAIREZ2 Y — > (Available Zones) ] 225Ny —
IR L, [EETI2EM (Addto Source) 1% 27 U w7 LET,

* 585 — > (Destination Zones) ] : [ fHF[GE72 > —  (Available Zones) ] 7B oMY —
VAR L, [3ESEIZEM (Add to Destination) 1 %2727 U v 7 LET,

MOREIFEDEFICL TR ET,

GEM (Add) 1227V vyZ7 LET,
=3 b=/ (Rules) |7 —7/MZBEMSET,

) System Help v

Overview Analysis JIISEER Devices Objects =~ AMP  Intelligence

Access Control » Access Control  Network Discovery  Application Detectors  Correlation | Actions v
ftd_ac_policy You have unsaved changes | /2 Show Warnings | [ analyze Hit counts | [ [ Save | [ @ Cancel
Enter n

SSL Policy: None Identity Policy: None

Prefilter Policy: Default Prefilter Policy.
Tz Inheritance Settings | [] Policy Assignments (1)

m Security Intelligence  HTTP Responses  Logging  Advanced

8 Fiteer by Device

] Show Rule Confiets @ || @ Add Category | @ Add Rule | Search Rules

v Mandatory - ftd_ac_policy (1-1)

o Allow ] [

1 /A inside_to_outsice c tsic

v Default - ftd_ac_policy (-)

There are e this section. Add Rule or Add Category
oo ol Dok A T an |

‘
E

[fR1F (Save) 1272 Vw7 LET,

BEDOLERZ FTD B L £9, ZHEZRATLIETIE, T4 XA ETEDERELT 7T 4
7T £ A

FIE

A Lo [JEB (Deploy) 1227V v 27 LET,
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B rossumoscu~nrstz

Deploy y System Help ¥

|__6 Cancel |

ATv T2 RV —0DER (DeployPolicies) 14 A 707Ky 7 ATT A AZREIR L, B (Deploy) ]
Vv LET,

Deploy Policies Version:2019-03-05 03:17 PM
Current Version o3

Inspect Interruption Type Group

Device
Mo FTD

2019-02-28 07:11 AM

=#152.168.0.16

ATYT3 BEPEN LI 2B LET, BEOAT =2 22F0R"T 21013, A=a—3—0 [EH

(Deploy) | RZ v OAMICHETA 2% v o LET,
& || System Help v

Deploy
Deployments O Health Tasks - ]
1 total 1 running 0 success O warnings O failures Show History
Deployment - Collecting policies and objects. 10s
@ 15%

7' 192,168.0.16

FIDS XU XOSCLI~ND7 O X
av U RIA A E =T A A (CLD) ZEH LT ATLDE Y NT v 72TV, AR
RYATID T TINY 2a—TF 4 T HRITVET, CLITy Y a bR —2RETHZ
LITTEERA, CLIICIE, v Y — L R—MNIEEHELTT 72 TEET,
FXOSCLIIZT /7t AT+ 526 TX 7,

-
=

NTTNY a—T 4 T D=l

Y
GE) F71I. FIDTF AL ADOEHA X —T o AZSSH THE T E+, 2V —Ltyia
VR ERY, SSHE Y g Ek T 740 K TFTIDCLLIZZ2 Y | connect fxos =~ o K % {#i
(=N ?\'ﬁ T?*‘

L CFXOSCLLCHER CE 7, SSHEEADA v & —7 = A4 ZAZFAVTND5HE
BAH—T 2 A A LEDT RUAICERTEE T, T—F A4 —T x4 A~DSSHT 7 &
AETFT 74N N TEB STV ET, ZTOFETIE, T 74/ N TFEXOSCLI &7 A a3y

V= R— NT 7ROV THALET,
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ATy

ATy T2

ATvT3

D 5&UM0SCL~D7 2 [

FIE

CLIicua 7 A4 4512, EHaLr Y¥a—XZar Y —)LiR— MO LE T, Cisco Secure
Firewall 3100 (21X DB-9toRJ-45 2 ) 7 /L7 — T AN YR L TWAH T2, #5723 v —
RRX=F7 48D Y TV 1o USB 7 —7 ABMETT, BEWOFTL—TFT 1 T AT AT
VB USB Y U TV R T A R ENT A A =L L TLZEW (Cisco Secure Firewall 3100
IN=RT 2T HA RERE) , 2 Y —/VR—MIT 74/ FTFXOSCLIWZZ2 Y £9, kD
VYT AREEFERLET,

* 9600 7R —

*8F—% v b

e NUT 472 L

1 Abhy7 Ev b
FXOS CLIIZ#sfi L £7, =—H¥ —4 admin &, HIIE > N7 v THRECHRE LT12/SA T — R4
fEHLTCCLLicrZ A > LET (F 740 ME Adminl23) |
Al :

firepower login: admin

Password:

Last login: Thu May 16 14:01:03 UTC 2019 on ttySO
Successful login attempts for user 'admin' : 1

firepower#

FIDCLIIZT7T 7 &AL,
connect ftd

1 :

firepower# connect ftd
>

a7 A %IC, CLI CEMAMRERa~ Yy ROERZMERT DI, hdp £ 2?22 AN LE
T, T EEIC WL, [Secure Firewall Threat Defense 0):!’\7‘/ RUZ77 Lo R] 5L
TLIZEN,

FTD CLI Z#& 79 % 121%, exit £7=iXlogout =~ REASHLET,

ZOa~<wr RIZkY, FXOSCLI 7Fr > 7 MIFEY 4., FXOS CLI TR~ RO
AR T DI, 22 A LET,

&1

> exit
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B - 7vr—rosroums

firepower#

T27AT7 A= ILOEIRDUIM

VAT AEBMYNI Yy MU CT A EREETY, BMICERY 7 V2R, EBRA
AvFEMLIZDVTDHE, BERR T 7ANVAT LOBEEZFIESEZTZENRH T, Ny
I 770y RTCEFIZZHO T a v ANFITINTEY, GRS 7 72K\ 20 | EIRZ Y
LIE0T2E, 77AT U4 — NV AT LETL—A TNy NI U TERWI 2R
TEWTL &N,

FMC DT /3 ZAEBR—T %A L T3, ADOEFREZYINT 52>, FXOSCLIZ & %
7,

FMC ZEARL =274 70+ —ILOERDYIM

AT YT
ATvT2
ATvT3
ATvT4

ATy TH
ATvT6

VAT LEBEYNCY vy MU UTH I ENEETY, BMICERT T V2R EIRA
AyFERLIZVTDE, ERRT7 ANV AT LAOBELZFISEITIERHD FT, Ny
77Ty RTIEEICEZHO T o ANFTINTNT, BIRT 7 7 EHE\W20 | BRIl
LT T2E, 77A4AT U NETL—RATN Uy NETUTERNI EERZTEBNT
TEEWY,

FMC #f L T AT ANy Y v hE U TEET,

FIE

[Devices] > [Device M anagement] Z 341 L £,

HEESTHT A ADORICHHmET A2 &) 227Uy 7 LET,

[T /34 A (Device) | #7 %27 Vv 7 LET,

[ AT L (System) |7 aTTNXAL ADYyy hEU T Aay (&) 270y 7 LE
7

Ta T IRRRENTEDL, TN ADY Y v MU UEHERLET,
AN T AT T —IVIERE L TWAERIX., 77 AT U= Ny vy hE T~
THLEICVAT AT haE=X—LFET, ROT a7 IREREINET,

System is stopped.
It is safe to power off now.
Do you want to reboot instead? [y/N]

=D LEH L CWRWEEIE, R30fFo TV AT ARy MU LI b %
R LET,
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ATy 717

cuizs3277479+—roERoms I

VENS U CTEFEAA v Fa2A 712, BRT 7 72N TY v — ORI EIR 2 BY
I ENTEET,

CLIICHIFTAT 747 74+ —IILOEIRDUIE

ATy T

ATy T2

ATvT3

RTvT4 W

RDATY

FXOSCLI Zfifld 5 &, VAT ARZLERIIV Yy AUV LTT NS ADOEREZUIWC& £
4, CLIICIZ, 2> YV —ILiR— MNIEHELTT7 72 LET, FIDB L FXOSCLI ~D 7T 7
T2 (2N—) EBRLTIEEN,

FIE

FXOS CLI Tu — V&R ZH L £,

firepower # connect local-mgmt

shutdown == > RZHITLET,
firepower(local-mgmt) # shutdown
11

firepower (local-mgmt) # shutdown

This command will shutdown the system. Continue?
Please enter 'YES' or 'NO': yes

INIT: Stopping Cisco Threat Defense...... ok

T7AT I+ — LDV ¥y NETUVERICI AT AT a P eE=F—LFE T, ROTa T
FRFRRENFE T,

System is stopped.
It is safe to power off now.
Do you want to reboot instead? [y/N]

VEINCTERAA vTF 247120, ERET 7 727N Ty vy — bW ER &2 Y
Sz LN TEET,

O

J

FTD O E %= #HiAT7 HI2iE, [CiscoFirepower R¥ = X > h—% | [ZHrBFENOY 7 F =
TR—=VarD~v=aT VELRLTIIEEN,

FMC O AIZBET 2 F#IC oW Tk, [Firepower Management Center Configuration Guide| %
SZRLTLIZEN,
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')E— ~ FTD 2 & 4 FMC D E

CDEOXMRHE

FRAFTRER TN TOARL =T 4 VIV AT A<=V v 2R 51, TR A~
LV—T 4 VT VAT AR =T % B /RO 5 H1E UA—V)J%%%LT<ﬁéwO:
DEL, FROAKLD FMC 2FEH5 Y E— F 40 FID [Z#EH S vE T,

A FIDIL, T 74 v 7 &dli, MmAE, Bl BLOOH LT, FEFMCIZHRELET,
FMClZ, v —E2OEH, S, LAR— DX AT HZFE[TTED Web A o F—7T =1 A%
ZTEFEHa Y-V ERMEL, o—b Ry U BRELET,

o FROARGOBEEE Y, CLI £721X FDM Z i L CFTD Z &A% E L Th b, UE— b
FHICFID #%E L ET

o KHOEHEN, FID 27 — 7NV THHE L CERE A I LET,
o L DEHE N, FMC 2#fH L CFTD OFXEZ5E T LET,

)

GE) UE— FHA~OREIZIE., N—Ta v 6.7 BB KLETT,

T77ATI4—ILIZDNT

N=RU=7 T, FIDY 7 b =T $£7013ASA Y 7 b =7 2FATTEEJ, FID & ASA
DOMTH VB2 ZITHIBIZIE, T, ADFA A= ALK EIZ/2 0 FF, BUEA A h—L
ENTVDLHDLEFRRLY 7 MY 2T A=V a UBRERGE LA A — R LETT,
[Cisco ASA 35 X U Firepower Threat Defense f51 A —Ab T A K] Z2ZHL T 7E 30,

7 7 A 774 —/ViX, Firepower eXtensible 2L —7F 4 > 7L A7 & (FXO0S) &WHEN 5 H
ML RHARL—=T 4 TV AT AEFATLET, 77 A 7 U 4 —/LILFXO0S Firepower Chassis
Manager 2R — L TWEHA, T TNV a—TFT 47 HELTRLIZ CLI O3
R—=FENTWET, FFIZOWTIE, CiscoFX0S 7 7y a—F 4774 K (Firepower
Threat Defense % 5247 L TV 5 Firepower 1000/2100 3V — X[f]1}) ZZML T2 &0,

TIAND—RERT— AV 77 ATV —/WZIE NGRS RITARE T, BRI
HETH2LE bbbV EFA, ZEL, 2—F AR EDHRETIE, BABIIFREZEN TS
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T ZOEE. BRIEFHERFC SNMP O HIRFIC, FHEDMEABLIE R AR TE 25606
nET,

JIUH DA (48 ~2—)

e RY—x2 FOFIE (48 X—)

o UE— MEHOMAA (50 X—2)

s PROEHEFIZ LD FERRRE (52 X—)

« Xt~ DA A F— (67 =)

« HIROEHFIZ L D ERFE (69 X—)

[ CHSHIC

FMC OFHIFRE % BB L CEIT L £ 9, Cisco Firepower Management Center 1600, 2600, and 4600
Hardware Installation GuideZ Z M L CT< 72 &\,

IVRY—I 2 FDFE

V¥ — 3V TCTFMC Z2FEH L CFID ZEHT A%, ROF A7 Z2HZBL T LI,
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Smart 7
Software
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(Central admin)

0
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* /s
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5

S
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Pre-configura-

tion

Install the ( 3 ) Cable the ( 4 ) Power on the

" firewall 7 firewall 7 firewall
— —
¢ P

Log into the (8 JRegisterthe | 9 JRegister the

FMC ~ FMC with the — firewall with
Smart —p» the FMC
Software
Manager

i A

Obtain Base

license and

optional

feature

licenses

Generate a

license token

for the FMC

v ry—1vroFE [

I/'|_E}\| i
\!Y/Coniigure a
basic security
—p policy

CLI %£7=(% FDM
(PR DEHH)

o CLI Zf ] L 7= ik T

«FDM % L7 Sk & (54 =X—7)

(61 X—) |

o (fEE) Y7 MU T OMERLEF LN AA—=Tg DA A M—)L

(52 =—3)

o) |WENREY NT v

Gt E )

AN

T7AT A= NEA A=V LET, N RV =TRETA F2ZR LTS

3 WEN ey F T v

Gt E )

T AT T =D —T N (67 =—) .

Cisco Secure Firewall 3100 R 2 — 7y THA K .


https://cisco.com/go/secure-firewall-3100-install

YE—FFIDIL 3 FMCOERM |
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a4 |PENEY Ny T T AT VA VOEREANET (68 V)
Gt B eE)
(5) |FMC ~DBE A VFMC (25 ~5—3)
(BB
(6) |isco Commerce BATA Ly RLAT Y 2 v OMIET A L AEMALET ([FMCOT A2 20D
7 | Workspace Wi (705—3) 1),
(BB
(7 |Smart Software Manager |FMC ® 7 A &> A2 b—27 Y 2B LET ( [FMC D7 A &> ZADHG (70 ~—
| thkommEE) ) 1)
:j_'"é\j FMC Zw—h FGA VLT P—R— T FMC 285 LET ( [EMC DT A &2 2 DEfE:
| hkomm) (70 <—) 1) .
(g) [FMC FMC ~® FID O%4k (72 ~—)
(PR E PR
(10) |FMC HARARE 20T 4 BY o—DRE (74 2—) ,
(BB

JE— FEEOMLHEAS

FMC TA % —% > b2 LTCFID 2B TEH L H 10T DI21L, BEHA X —T = AD
R VIHEDA v H—T =2 ZA%MHALTFMC 2% LET, FEAED) £— Rtz
X1 2DA v Z—%y MEGR LW, M FMCIZT 7B A L THREEZITX 5
oL Ed,

\)

(X)) FMC ~DOT7 7 BRAMEEDT —H A v F—T = A AEMHTEET, =& 21X, NEE FMC
BHDIGEIINRA o F—T =2 A ETT, 2L, ZOHA RTRHEIIBA 2 —T =
A AT 7B RAZOWTIBHALET, Ziux, VE— FETROHAWSN S mTREdERNEW T
VATHHTZDHTT,

BHA LA —T 2 A A X, FIDT—X A VX —T oA AL IFPNIRRE I N DR 72 A v & —
TxAATHY, MAOXy NT—IRENPDHVET, T—HF A H—T A ATFMC T 7
TAERDLEHETH, BHA VA —T 2 A ADFy NU—ZHREMEFA SN E T, T
TOEBRNT 7 4 w713, BIEHEERA X —T oA AEREILEITNIE LET, T—
HALHE—T A ATFMC T 7B AZGNNCTDHE, FIDIINNv 7 FL—2 %4 L CTEBLA
VHE—T 2 A RAIERER N T T4 v 7 A LET, BEEHNT 7 4 v OGA, EEA
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VHE—T 2 A AFINRN I T L= BN L TCT—F A H—T 2 A RN T T 4w BEIELF
To
TR A B =T 2 A APEHO FMC 7 7 & Z2I2i%, ROFIERH Y £,

*FMC7 7 ZRAEHNNITEDDIE, 12O RT —H A X —T =24 ADHTT, ¥
TA B2 —T x A AL EtherChannel IZfEH TE 8 A,

c IDAUH—T = A ATEHEHICTEER A,
=T RV H—T oA AEERTHINV—T v K77 AT U4 —LE— RDOATT,

NATRATENT 4 TP R—FEnFERAL, ZOHE, FHA =T oA 22T
LMERH Y E,

e PPPOE [ZV R — F &N TWEH A, ISP TPPPoE N LB A 1L, PPPoE 2 VAR — 95
Jb—4 % FTD & WAN €7 ADOMICEET 2 LB R H Y 7,

A UH—T A AETETHLENRND D DL 1 —3L VRF DB TY,

CEEA VS =T 2 A ALA N NS V=T A ARPIA T D D LITTE E
Poo

*SSHIZT —# A v Z—T = A ATIET 7 4/ N THZ /o> ThieWnWizsH, % T FMC %
AL CSSH ZAT HMERHY £, £/, BEHA X —T oA XA = U= A
WT—H A H—T A AELI DT, configure network static-routes =~ > K%
L TEHA 2 —T7 = A ZAHOFHNL— FZBIILRWRY  VE—Fry NU—7
DHEHA VA —T = A AT SSHERET 5 Z LIdTEEHA,

WORIL, FROKRMEIZH D FMC EHNEA v 2 —T =2 ATFMCIZT 7B AT& % FID %
RLTWET,

FID & FMC TIXEH LS, A o\ v REREGZT T 572007 v 7 IP7 KL AE
TIEARA NABKETHY | PIHBREDOT-DIZZOL I IP T FL AR L T2l
72 F¥ A, DHCPIPOE N ¥ CTOEFIZHIGT HTOIZ, A7 ar THEA v X —T =4
2ADHAF I DNS (DDNS) ZHETHZ b TEXET,
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B rosmscsammne

13:

DDNS
Server

Firepower

Internet Headquarters

Management

outside (FMC Access) Computer

PROEHEEICKDFRHETE

FTD (. SZAEICHET DA FEN CHFANCREST 2L E R H Y 7,

(EE) VIrOzT7OHEEHFLLVN—23 004 VA =L

V7R 2TON—=TVa UEERL, BEIZSCTHONR—V g vEA A M=V T BT,
WOFIEEFITLET, 77 AT VA —VERETDANIRG A= a b VA —VT 5
ZeERBEIOLET, MOFEE LT, B#RICT vy 7L — REFATTLI L TEET
N, BREAHEET L7 L — TR, ZOFIEELFERT 2 L0 SR L5835 0
£7,

eI E NS
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&

ATvT2

B vItvrrorBRLHFLLA—Cavor v b—L [

Y7 T Fyru—R_X=Y0) ) =AKTOMIIH D, 2OOEPTNTH S Gold
Star U U — A& FE(T9 5 Z &2 BEID LET, https://www.cisco.com/c/en/us/products/collateral/
security/firewalls/bulletin-c25-743178. html ICFEEH SN TV A Y U — XK H SR L T 7E S0,
Tl 21X, ZoEHRTIE, (EHFEEEZEE) FEHR) )V —2FKE, BHNRY IV —2FKE
(LFOVRWIMOA T F o2V Y —=RENyTF) | ERIEFICRENR Y U —23F5 (BUF
RBEEZTDHEODOREHMEDOA LT F AV Y =2 LNy F) [ZOVWTHBLTWET,

FIE

CLLICHERE LET, FEMIC OV TIE. FIDB XV FXOSCLI ~D7 7 A (88 X—3) %%
BLTLEZE, ZOFETIHEa Y —=VER— 1 2R L TWETN, Y IZ SSH #fEH
THZLEHLTEET,

admin 2—H% & F 7 3L h2%ZATU— RO Adminl23 2L Tre 71 LE T,

FXOSCLIICHERE L E T, fldbTuas ALz, RRAUV—FE2EETLILIRDOENET,
ZONRAT—RiZ, SSHDOFID 2 7/ A V2 bfEHENE T,

G¥) NAT— KRRFTTIZAEREINTWT, NAT— RRONLRWEAIX, T3 A%/
ARA=VILTRRAT—=RETFT 74NV MV By b HUERHY EF, FAA—Y
{EDOFNAIZ DWW TIL,  [FXOS troubleshooting guidel]] ZZ ML T 72 &0,

&1

firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...]
Hello admin. You must change your password.
Enter new password: ****xkkxx

Confirm new password: ****xkxxx%
Your password was updated successfully.

[...]

firepower#

FXOSCLI T, EfTHoNR—V g v 2FRRLUET,
scope ssa

show app-instance
£l

Firepower# scope ssa
Firepower /ssa # show app-instance

Application Name Slot ID Admin State Operational State Running Version
Startup Version Cluster Oper State

Cisco Secure Firewall 3100 2 2 — + 7 v 744 K |}
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B rovzEmL-EmE

YE—FFIDIL 3 FMCOERM |

ftd 1 Enabled Online 7.1.0.65
7.1.0.65 Not Applicable

ATV T3 HLWA—=Vara A =L THHEAF. ROFIEEFEITLET,

a) BHA L HZ—T oA ATHMIPT RLAZHRETILEND D5E1F. TCLIZMEH L
HATERE (61 2—) | EBRLTLLEEN, T4 FTIE, BEHA LV F—T oA A
!X DHCP B L £,

BHA =T 2 A APBT IV EATEDLY == H LA A=V F Xy a— T
HVHENRHY FT,

b) FXOSD N T TN a—T 4 7 A RIZRREINTODIHA A= FIAEZFEITLE
-é‘o

FDM % L =-Fwi&%E

&
ATvT2

ATvT3

FDM (285t L C. FTD OWIMIREEZEIT L E7, FDMZHEH Loty b7 v 7 & 575
HE, BHEFMC OT7 7 EAFEICMZ T, EEOTZDIZ FMC 1T B2 72 & &2, FDM
TRTLETRTOAS VU F—T oA AREMMEFFESNE T, 7T/78A a2 ta—n K o—
X2 VT4 =R EOMOT 7 4V PEREITRFSNARNT LITER L TIESN,
CLI ZfEf325L, HFHE FMC DT 7 B AREOHADBMERFSNET (T2 xiE, 77401
DOWNEA B —T7 = ADREIIMERF SN ETAL)

1R BHEIIZ

« FMC OWIHIEEE % BB L T3A1T L £ 7, Cisco Firepower Management Center 1600, 2600, and
4600 Hardware Installation GuideZ# ZH L T< 723\, FID & v F7 v 7§ 5HIIZ, FMC
DIPT FUAEIIARA LR L TESLERH Y £,

* Firefox, Chrome, Safari, Edge.  72!% Internet Explorer D/ N— a V2 L £ 7,

FIE

B a2 —% %N (Ethernet 1/2) A VX —7 = A AT L ET
T AT I —ILOEREANET,

GE)  FTD 241 CiEEI{T 5 & i3, FIHEIZH 15 ~ 30 903000 £,

FDM iZu 2714 > LE7,

a) 77 UHIZURL (https://192.168.95.1) # AJJL £,

b) =—#—% admin, F 7 H/ b NRATU— K Adminl23 2L Ta /1 LET,

) TR a—HW—IFA4 L ABHELFATHEL, BHEA AV —-RF2LETT5 L1
KdDbhET,

[ Cisco Secure Firewall 3100 R 4 — k7 v TH 4 K
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| WE—FFDIZ&%FMC OER

ATvT4

oM 2 L-saiie [

VMR EETT T T DI, NCFDMIcun /A4 v Lzt &ty N Ty 7o 4 — K&
LET, BEIZLLT, X=YDOTFHIZH D [T /31 ADOFREE A v 7 (Skip device setup) ]
Vw7 L TRy N7 94— REXX Y I TEET,

Yy NT T4 F—RERETTDHE, NEA % —7 = A A (Ethernetl/2) OF 7 /)L g%
BN Z T, FMC OEFBUIZY) D B 2 5 L ZICHERF S D45 (Ethernetl/1) A v X —7 =4 A
LERETEET,

a) WAL H—T 2 A ABIOEIHA V=T 2 ATH L TROA T a U EFRE L, [IR

S

1.

(Next) 1227V v 7 LET,

A v Z—7 = A4 AT R A (Outside Interface Address) ]: ZDA ' H—7 = A A
TEFEA =y b= b= THY, FMCT 7 A U H—T = AL LTHE
MEND5ERH0 T, 734 ZOYHRRERFITHIOIMNTA o —7 = A A &8N
THZEETEEY, RWDT —F A Z =T A ANT 7 4V b OINA 52—
Tz A ATT,

FMC 7 7 & A AN (F7213NER) ST A v X —T = A ZABEHT 25581,
Yty N7 T4 = RORTHRICTFE CTRETHILENDH Y 7,

[IPv4DRE (ConfigureIPv4) |: SMifA v 2 —7 = A AFHDIPv4 T KL A9, DHCP
EHEATAD. FRETFETRAEY T 47 IPT RLA, 7 Xy h~wRx7 BLY
F—=b U2 ANTEET, [4£7 (Off) |ZJIRNLT, IPv47 FLAZEE LW
EVWOBERBELHVET, By N7y T U 4= REHEH L TCPPPOEZ R ET H Z &
ICEERA, A X —T 24 ANDSLET L, F—T7LET A, E72I1X ISP ~Dfh
DOEHGEICHERE SN TE Y, ISP PPPoE i L CIP 7 KL 2 &ML T\ 254
%, PPPOE WMEIZ 2 55508 H 0 3, V4P — ROETHIZPPPoE ZiX ETE F
7

[IPv6DFRE (ConfigureIPv6) |: iAo % —7 = A AHDIPv6 7 K L A9, DHCP
EEMAT L0, FREFEBHTAYT v 7 IPT FLVA, L7 4y 7 A B —
NI oA B ASITEET, [F7 (Off) |ZEIRL T, IPv67 RLAZRELRNEWN
IO H Y £97,

[BEA 22— 14X (Management Interface) ]
CLI TR EZFIT LG A, BHA VI —T 24 AORTEEFEREINEEA,

T—HA B =T A ATFMCT 7 ERAZHNILIEHETH, BEHA VX —T A
ADFEMEFSINET, e xE, T—FA X —T 2 A RAEN LTI S L—
VEHTN—T 4 T ENDE T T 4 v 7R, TS A F—T = ADNSH—
N—TEL ., BHA L ¥ —7 = A ADNSH— "—Z{fi [l L TFQDN Zfifik L £,

[DNSH—/% (DNSServers) ]: A7 LADEET KL ZH D DNS H—3, £ §ifigseH
\Z12LLEDDNS =07 RLAZ AJJLET, 7 74 /L Md OpenDNS /X7 Y
27 DNS H—"TF, 74—/ REMEL. 774 /L MIE LIZWEEIL, [OpenDNS
ZfiH (UseOpenDNS) 1227 Vv 7 45L, 74—/ RIZHEEIRIPT NLARY o —
FEET,

[Z7 AT U4 —/LRA 4 (FirewallHostname) |: VAT LAOEET KL ADKRA K
£ C9,
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ATy Th

ATvT6

ATy T1

ATvT8

YE—FFIDIL 3 FMCOERM |

b) [RZlE%E (NTP) (Time Setting (NTP)) ] Z&E L, [~ (Next) 1227V v/ LET,
1 [#A LYV —>2 (TimeZone) |: VAT LDHA LY — BFIRLET,

2. [NTP# A L¥%—,N (NTP Time Server) ]: 7 7 4 /b b D NTP H— &3 20>, fif
HLTWANIPH— D7 FLAZFETANTHEZERLET, Nv T v 7H
WCEHOY—"EBNTEET,

c) [BEFETIZ90 HEOFHMMEAR % BH4s (Start 90 day evaluation period without registration) ]
EIRL £,

FTD % Smart Software Manager {28k L 72\ T &, TXTO T A B2 AL FMC T
ITSnEd,

d) [# 7T (Finish) 122 V> 27 LET,

e) [7 77 R&EE (CloudManagement) JE72IL[AF 2 K7 2> (Standalone) | %R T 2 K
IR ENET, FMC OEFUCHOWTIL, [AZ > R7 1 (Standalone) ] %R L TH
5. [Gotlt (THE) 1 ZBRLET,

(MBS L TC) BEA X —T oA ZAERELET, [T/ X (Device) |>[f v F—7 =
A A (Interfaces) | DEFIA L H—T 2 A4 ZAEBHL TITZE 0N,

BHEHAH—T 2 AL, T—H A HF—T o2 ATRESINTTF— N T = A BULETT,
FIT 4N RTIE, BHA X —T 24 AEXDHCP "B IP 7 LA — = 2%ELE
T, DHCP 267 — bV = A ZZF LeWGH (Tl xiX, BHEA X —T oA A% Xy b
T—JIZ8R L W WER) | = V=137 74NV N TT—H A X —T = AT/
D, MHRETHLELHY £ A, DHCP L7 — b U = A 2%ZE LT=HEE, b IcE
A H—T oA RTHIP T RLAZREL, '~ V=2 2T — XA X —T A AT
WETHHLENRD Y 5,

FMC 7 7 2 AER T 2B ETIINEUN DA v 4 —T = 4 AEETLBIMDA v H—T =
ARERET DAL, [T 73 A (Device) [Z@#IRL, [ ¥ —7 A A (Interface) | DY
<~V —=lZHdV 7% 7V LET,

FDMIZBITDBA 2 H—T A ZADFEDFENZHOWTIL, [FDM TO 7 7 A 7 U 4 — /LD
EO(120—) | ZBRLTLEEVY, FMCIZTF A A2 BEk+ % & . FDM OMOFREIT
REFSNER AL

[T 734 A (Device) 1>[> AT LiRE (Device System Settings) >[4 # (Central Management)]

> [Management Center] > [Management Center] > [7 /34 A (Device) |>[Y AT LfXE (System

Settings) ]>[FF 4 # (Central Management) ]>[Management Center] % 3&4R L. [#i1T
(Proceed) 1%7 Vv 7 LTFMC OEHEHRELET, > >

[Management Center/CDOD A  (Management Center/CDO Details) 1> [FMC®#EHH (FMC Details)]

> [FMC DA (FMC Details)] 245 L £,

[ Cisco Secure Firewall 3100 R 4 — k7 v TH 4 K
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rom z@EA L-SaaE

14: FMC OO E£4

FMC Details
Do you know the FMC hostname or IP address?
@ Yes O No
FTD FMC
L I ez 3}
10.89.5.43 10.89.5.35

fe80::2ef8:9bff:fe1e:8fd2/64

FMC Hostname/IP Address

10.89.5.35

FMC Registration Key

sone ®

NAT ID

ovided. We recommend always setting the NAT ID even when

fp21303

Connectivity Configuration
FTD Hostname

fp2130-3

DNS Server Group

CustomDNSServerGroup v

FMC Access Interface

outside (Ethernet1/1) v

Type: Static IP Address: 10.89.5.42 / 255.255.255.192 Edit

@ Before you connect to the FMC, perform additional configuration:

review your current static routes (2 .

* Optional. Add a Dynamic DNS (DDNS). method. Or review your current DDNS methods (3 .
DDNS ensures the FMC can reach the FTD at its Fully-Qualified Domain Name (FQDN) if the
FTD's IP address changes.

CANCEL CONNECT

a) [Management Center/CDOD AR A N4 £/ IFIPT KL A ZHI> TWET ) (Do you know the
FMC hostname or IP address) ]. [FMCO7HR A M EZIIIPT KL A &EH > TWET D (Do

Cisco Secure Firewall 3100 R 2 — 7 v THA K .
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b)
¢)

d)

YE—FFIDIL 3 FMCOERM |

you know the FMC hostname or IP address) ] T, IP 7 RV AE/IARA M EEH LT
FMC/CDO (ZEFZETE 2581 13 (Yes) 1272 U » 7 L. FMC/CDO 7’ NAT O #%I1Z
BB, NT Vw7 IPT RUAELIFIFRA MR LZOVEARITZ WL (No) 1227 w7
L/i‘g—o

MIFE D SSL b5 EALEBE T v RV & 2 BEDOT A AMICHESLT 5121, 272 TH 1 HLL
DT 2 (FMC/CDO F£721X FID T /34 A) I[ZBERGERIP 7 KL AR MLETY,

[TV (Yes) 1 2R L7=BE1E. . FMCDHRR REIP 7 KLREZASLET,
FMC &8 —%2fc L £,

ZDOF—%, FIDT A A &%k 5 & ZIZTFMC THIRETAEED 1[EIR Y OB dHkF—
TY, BEF—I1I37 LFLUTICTE2HERNH Y £7, AN CTFITIE, BT (A~Z,
a~z, 0~9) . BLUNA T (1) 2ERBY ET, ZDOIDIL, FMCIZH&T HEED
TN AR TE ET,

[NAT ID] #4587 & L £ 7,

ZOIDIE, FMC THRET HMEED 1 IR Y OSLFHNTT, WTHNDOT /A ZADIP T
RUVADHRERET DHE. ZO7 4=V RIIMATT, WHFDOT/NA ADIPT KL AR
Do TWLEATH, NATID Z248E 725 2 & 232 L £9°, NATID (L 37 CFLLFIC
TOMENRHY T, ARRLFITE, mET (A~Z, a~z, 0~9) | BRUOANA 7~
() ERBYET, ZDOID I, FMC 28T HMDOT A 23 HTE £ A,

NATID (X, ELWTNAANLOER TH D Z L ZMHERT HIZOIZIP T R A LRSS
bETHEHSNET, IPT FLUA/NATID OFEGERZICO R, Bigkx—nF v 7 IhE
7

ATY T [HEHORE (Connectivity Configuration) ] Zi%E L £,

a)

b)

[FTDAR A R4, (FTD Hostname) ] Z45@€ L £,

ZDFQDN X, AEA v X —T A A, FTEFMC 7O ERA VB —T 4 AFITER
LicA v H—T oA ARSI ET,

[DNS#—/3—27")L—=7 (DNS Server Group) ] Z+5E L £,

BEED T N—TF %R IRT 500, HLWTL—F2ERK LET, 574/~ DNS 7 /L—
71X CiscoUmbrellaDNSServer Group & FE(E4U, OpenDNS H— S—RNEE L E T,

COREICEY, T A H =T A ADNS b—R—NEREINET, By T v
74 P—= N THELLLEHEDNS r——i%, BEH N7 70 v 7 IEHENET, T—4
DNS #—/3—{X, DDNS (REZNTWDHE) X0 ¥ —7 oA ATHEHA I
28X VT 4R —IEHENET, BHRINT T4 v I ET—H T T 4 v 7 DMK
WDINEA B —T = A AREH T DNS P —"—(ZHET 5720, FEHICHEHALZL O L
U DNS ==V —T % RIRT D[R H 0 £9,

FMC TlZ, ZOFTDIZEIV ¥ THT Ty F 74— LRER) o—TCT—H A X —T =
A A DNS — R—20NFHEINFE T, FMCIZFTD ZBINT 5 &, v — UL iR EMHERF S
AU, DNS H—"N— 37T v h 74— AFEFR Y U—lTBMSvEHA, 7272 L, DNS &
EEGLFIDIZH T 7y N 74— LARERY U—2EV Y THE, TORTEILLH-T

[ Cisco Secure Firewall 3100 R 4 — k7 v TH 4 K
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ATy 710

ATvIN

ATvT12

oM 2 L-saiie [

O— I AEREN FEXIXNET, FMC & FID A S H 51213, ZO0OREIC—HTH L
HIITDNS 7T v h 7+ —LREZT VT4 TICRETHZ L aBAIOLET,

F72. 7—H/LDNS P —,3—(%, DNS P — _—23 G & THEH SN 725812 DI FMC
TR SN XY,

¢) FMC7HtERA VA —T T4 RITHOWTIE, S (outside) ] 2N L 4,

WEFEHDEFEDA VA —T oA AZBERTEETN, ZOHA RTHEHANBEEHA L T
HZ EEFIHEE L TWET,

LT DOT =2 A4 v =T oA AZRERLIZGAIE. 774V M— FEBILET,

AVH—T oA ABBT DT 74NV M— b BHDHZ EEMHRTDHLEIIIROD A -
MFEREINET, IMBERRL2GAE, By Ty 774 F—RFO—BL LTI — IR
TTICHESNTWET, BIOA ¥ —T oA AR LI2HE X, FMC ISR D07
TANMV— N EFERICRETOILERH Y £9, FDMICBITDHAXT 4 v 7 b— FNORE
DFEMIZONWTIE, [FDM TO 7 7 A 7 U+ —/LOKE (120 2—) | 2B L TLEE
AR

[#A 5 v ZDNS (DDNS) 53BN (AddaDynamic DNS (DDNS)method) 1% 7 U v 7 L
i‘ﬂ‘o

DDNS (%, FTD ® IP 7 R L ANEE SN 7-5512 FMC BN 2EMi KA A 4 (FQDN) T
FTID |[ZEETE D K HICLE9, [T/31 A (Device) |>[V AT Li%E (System Settings) >
[DDNS#—t" 2 (DDNS Service) | #Z# L C DDNS Z &% E L £,

FTD % FMC (23819 2 HijlZ DDNS Zi% &9 % & . FTD (& Cisco Trusted Root CA /3 KL 6
FTRCOEE CA OFEHEEZ HEIISEMNT 5729, FTD I% HTTPS #4t ™ DDNS H— /3 —E
EZMREECX £9, FTD (X, DynDNS U E— k API {145
(https://help.dyn.com/remote-access-api/) Z{EH 3 59 XTD DDNS H—_—%ZHK—FLFE
R

[#t (Connect) 1% 7V v 7 LET, [BEkAT —H A (Registration Status) ][FMCHEEEA T —
% A (FMC Registration Status) ] [FMC¥$k A 7 — & A (FMC Registration Status)] 4 4 7 & 7 78
7 AZ1E, FMC ~OYI D X OBIED AT — X ANF /RS LE T, [Management Center/CDO%
FR € OPRAT (Saving Management Center/CDO Registration Settings) | [FMCXH §ka% & D RAF

(Saving FMC Registration Settings) ] [FMC¥ &k & DPR1F (Saving FMC Registration Settings) ]
AT v T D%, FMCIZBEIL, 77 A7 V4 —/LZBIMLET,

Cisco Secure Firewall 3100 2 2 — + 7 v 744 K |}
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15: FMC B8 A T—5 R

FMC Registration Status

.1...1.. Registering with the FMC. Please wait...
See_configuration_summary v

Backing up Configuration

CANCEL REGISTRATION

FMC ~DHI 0 B2 %% v AT 585818, [BEkDF ¥ /L (Cancel Registration) | % 2
Uw 27 LET, F¥ 2L LRWEEIL. [Management Center/CDOBERX E DIRAF (Saving
Management Center/CDO Registration Settings) ] [FMCH§kax & DIRIF (Saving FMC Registration
Settings) | [FMCHE§kak & DO FRAF (Saving FMC Registration Settings) | D A7 v 7 R5%E T T 5 F
TEDM7 7 0% 7 4 FUZ LR TS EEn, MUEEE, Tt 23 —HEik L, FDM
WCHEEER LA 0 HB S ET,

[Management Center/CDOS k% & DIRTF (Saving Management Center/CDO Registration Settings) ]
[FMC& 5% & DIfAF (Saving FMC Registration Settings) ] [FMC®& k% i D117 (Saving FMC

Registration Settings) ] A7 v 7' DI FDM IZHE L7 £ £I2T 256, € D% [Management

Center ¥ 72 13CDO & d IEH ##¢ (Successful Connection with Management Center or CDO)] [FMC &
DIEH B (Successful Connection with FMC) ] [FMC & O IE##5#%¢ (Successful Connection with
FMC) 1 # AT rrARy 7 ANERI L, FDM 2> LHIKr S ivET,

. Cisco Secure Firewall 3100 R 2 — 7 v T HA K
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cuz@mAL-EnEE [

16: FMC & OO IE &t

FMC Registration Status

Successful Connection with FMC

You can now manage the FTD using FMC. You can no longer use
FDM to manage the FTD. See the FTD getting started guide (7 or
the FMC configuration guide (7 to configure your device.

CLl Z{ERA L /-FrIEE

FTD CLI (283t L TR E A1 TWE T, MIHRE T CLI 2T 2 &, HFHB LU FMC 7
JRALVHE—T 2 A ADREDOHRPRFFSNET, FDM EHEA LTty F 7 v 7% %E
1775 &, BHBLIOFMCT VB AL VX —T 2 A ADFREICMZ T, HHEOTZDIZFMCIZ
Pz X2, FDM CRT LT RTCOA U H —T = A AREMEFFSNE T, 77 %
Ay ha—)VRY =7 EOMDT 7 4V MR EITRFF S NN LIZERE LT EI N,

1R BRI

FMC OWHIE%E % BB L T3 T L £9, Cisco Firepower Management Center 1600, 2600, and 4600
Hardware Installation GuideZ#ZM L T 7Z2&v, FID &~ F7 > 73 2H1Z, FMC D IP 7
RURETIARA MR L TBLERH D £7°,

FIE

ATYT1 774 T U5 —VOERE ANET,
GE)  FTID 2 CTEBENT 2 & &%, FIHHLIZN 15 ~ 30 0000 £,

ATy T2 a2V —LiR— hTFTDCLIIZ#HH: L9,
1Y —LiR— & FXOS CLI 28 L £,
ZATFv T3 2—HF—% admin BLOVIA T — K Admin123 Tu 714 > LET,

POTFEXOSIZun /A v Lzt %, RRAU—REEEITHILIORDLNET, ZDO/NNAT—
RiZX. SSHOFTD v /A4 b S 1,

Cisco Secure Firewall 3100 R 2 — 7y THA K .
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B cuzemlr-smse

ATvT4

ATy TH

YE—FFIDIL 3 FMCOERM |

GE) RNRAT—FRTTIELEEIN T TEONLRWESIE., T A 2HA A—ILLT
INAT—=RET 7NNV Y bTHMLERHY £, FHA A —MLOTFIEIZON
T, FXOSD NI TNy a—T 47 A REZRL T ZEN,

1 -

firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...]

Hello admin. You must change your password.
Enter new password: **x*xkix

Confirm new password: ***x*x*x

Your password was updated successfully.

[...1]

firepower#

FTD CLI 1286t L £,
connect ftd

&1

firepower# connect ftd
>

FIDIZFHTCu s r35L, = Ra—%—F 4 28K (EULA) (ZIRE L. SSH
AL TWAIEAT, BEENRATUV—-RE2AETIHI LRGN ET, £DH%, FHA v
H—=T 2 ADFRERADCLI Y NT v 7 A7 V7 MRFREINET,

T—=H A HE—T 2 ATFMC T 7 2RAEHNMNILIHAETH, BEHA LV F—T = ADFE
ENFERENET,

GH BEEZIVT (LexlX, AA—TVEZFEKRTHZEICEY) LARVWNED | CLI
By T U AP FREBRYVETZ LI TEERA, 2L, TNHDORET T
X, #%7°5 CLI Cconfigurenetwork =< > K& L TERE TX £9, Secure Firewall
Threat Defense D2~ KU 77 LU AZBRL T &V,

T 7 F/V MEFETZIELENC AN L72ER S v aNICERENE T, URICAN LIZEx 0 F
AT 2HE1%L, Enter 2 L £,

ROTA FT7A4 2B LTSN,

« [DHCP#EH £ 72 (X F 8 CTIPv4 & 5% & L £ 9222 (Configure IPv4 via DHCP or manually?) ] :
[F#) (manual) |ZERLET, BHEHA X —T oA RAEFEHAT L TFERRVGEETDH,
TIAR— R T RLRREDIPT RV AEZRETLHILERNHY £, BEHA L H—T =
A AMDHCPICRRE SN TWDHIHE, BHAODT — 4 A v 4 —T o2 ABFEETHZ LT
T&EHA, T, data-interfaces Th D ULENHDHT 7 + /L ~/b— K723 DHCP #—
N=POZFE LT — T EEEZINDFARELRH 5720 T,
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[BHA X —T = A ADIPVAT 7 4V 87—~ = A % A7 (Enter the IPv4 default gateway
for the management interface) ]: 7 — k7 = A % [data-interfaces] {ZFRE L £ 7, T DHE
X, FMC T 78 A T =4 A X —T 2 A A B L TL—T 4 7 TEDH LI, N7
TU—vENLTERNT 7 0 v 7 ZERELET,

s [Ry NU—ZHERVEE SN GE IR L E (If your networking information has
changed, you will need to reconnect) | : SSH THift L CW A AL, BRI ivE 7,
BH oL Ea— 2P EHRy NU—2 BICHISGEIE. BILWIP T RLALARZT— |
TH#ERTEET, (T A F =T ARHAT) 774/ b— FREHEI R
D, VE—MRy MU= NOIRELEHEHRTEETA, a2 Y — U ERITEELZ T E
A,

[T A —H/LCTEB L £97)> (Manage the device locally?) ] : FMC %4 % 21%
o] ZAJILET, yesbt A)T5L, ROVIZFDM 2T 52 L1272 0 £,

[T AT I A —E— REFRELETH? (Configure firewallmode?) ] : routed & AJJL
FT, SMBFMCT 7 BRI, V=T v R 77447 U+ — /L E— RTOHEYR—FZNT
WET,

&1

You must accept the EULA to continue.
Press <ENTER> to display the EULA:
End User License Agreement

[...]
Please enter 'YES' or press <ENTER> to AGREE to the EULA:

System initialization in progress. Please stand by.

You must change the password for 'admin' to continue.

Enter new password: **kkkkxkx

Confirm new password: **x*xkix

You must configure the network to continue.

You must configure at least one of IPv4 or IPvé6.

Do you want to configure IPv4? (y/n) [y]:

Do you want to configure IPv6? (y/n) I[n]:

Configure IPv4 via DHCP or manually? (dhcp/manual) [manuall]:

Enter an IPv4 address for the management interface [192.168.45.45]: 10.10.10.15
Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.255.192
Enter the IPv4 default gateway for the management interface [data-interfaces]:
Enter a fully qualified hostname for this system [firepower]: ftd-1l.cisco.com
Enter a comma-separated list of DNS servers or 'none' [208.67.222.222,208.67.220.220]:
Enter a comma-separated list of search domains or 'none' []:

If your networking information has changed, you will need to reconnect.

For HTTP Proxy configuration, run 'configure network http-proxy'

Manage the device locally? (yes/no) [yes]: no
Configure firewall mode? (routed/transparent) [routed]:
Configuring firewall mode

Update policy deployment information
- add device configuration
- add network discovery
- add system policy

You can register the sensor to a Firepower Management Center and use the
Firepower Management Center to manage it. Note that registering the sensor
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to a Firepower Management Center disables on-sensor Firepower Services
management capabilities.

When registering the sensor to a Firepower Management Center, a unique
alphanumeric registration key is always required. In most cases, to register
a sensor to a Firepower Management Center, you must provide the hostname or
the IP address along with the registration key.

'configure manager add [hostname | ip address ] [registration key 1'

However, if the sensor and the Firepower Management Center are separated by a
NAT device, you must enter a unique NAT ID, along with the unique registration
key.

'configure manager add DONTRESOLVE [registration key ] [ NAT ID '

Later, using the web interface on the Firepower Management Center, you must
use the same registration key and, if necessary, the same NAT ID when you add

this sensor to the Firepower Management Center.
>

FMC 77 ZHDONEA v 2 —T = A ZAEZHELFT,

configure networ k management-data-interface

LDk, IMIA L H =T = A ADIEKR R A Y VY= BIEEIT O L OITKROH T T bR

KRINET, ZOa~xr FOFEMIZOWTIE, ROFFMESRLTIZIV,

T A H =T A AEMENT D5, BHA ¥ —7 = A XA TIEDHCP & H]
TEFEHA, Iy 8T v TRRICIPT KL AZFEICRIE L > 72451, configure
network {ipv4|ipv6} manual =~ > R ZH L CTRETEH LK £ L7, EHEA
B —T 2 A A — U A % data-interfaces|ZEE L2 > AE, 22 TCZoav

FoREL £

FTD Z FMC IZ:BIN4 5 & FMCIZA v X —T 2 A ARE A FZ—T 24 AL L TIPT

RLVA, 7= oA ~OFH/L— b, DNSH—/3—_ DDNSH— —72 L) ZKH LT
MEFF L E9, DNS H— _R—FEDFEMICHOWTIL, kESR LT F &V, FMC Tl
BTCFMCT V7 BAAL A —T 2 A ADFKEEXLLTEETHN, FID £IEXFMC I LD
BEREG O ML 2T D L ) REEEMZ 2 NE DI LT &, BFHEE I R S
N7=46. FID IZIXLLRITO BB 218559 % configurepolicy rollback =< > RA3E £ E

B

DDNS $— _R—HF#H D URL #i%E T 5 & . FTD I Cisco Trusted Root CA /X2 KL &4

NTOTHE CA OIEAEZ HEIMIZIBINT 5 7=, FID i£ HTTPS #5 DDNS ¥ —/3—

AFRAE A MFECE £9, FTD L. DynDNS U E&— k API {14

(https://help.dyn.com/remote-access-api/) #1329 T?D DDNS H—/"—ZHR—F L

i‘a_o

ZoavwryRiE, [F—%] A F—T A ADNS P — =R ELET, By F T >
A7) 7 T (F721% configure network dnsservers =~ > RZ2#H L T) RE

L%

FEDNS r——F, BN T 74 v 7 RSN E T, 5 —% DNS ¥—,3—(%, DDNS
(BESNLTWVBES) FRIFDA v Z—T oA AWBAINDIEXF 2T 4R o—

WA S ET,

FMC TliZ, ZOFIDIZEV YU TEHET T 74— LB ERI O —TCTF—H A v F—T =
A A DNS —R_R—NHREINET, FMCIZ FID ZBI4 5 &, o — b LR EDHER: &

[ Cisco Secure Firewall 3100 R 4 — k7 v TH 4 K
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L. DNS = =377 > 7+ — ARERY U —IZBMSLEF A, 7272 L, DNS
EEGLFIDIZKZTT 7y F 74— LARERY V—%EF VY THE, TOREILLST
0 —hVREN EEEINET, FMC & FID 2RI &S E 5121, Zo&REIC—HT 5 &
IIZDNS 7T v b7 4 —LREET VT 4 TICRET DI L2 BEID L ET,

F7-. B—H/LDNS % —/3—|%, DNS I — =03 YHIRE TR SN HA 12D FMC
THREFSNET, 2221, BHA LAY —T A AEFEHLTCT A R BB L, % T
configurenetwork management-data-interface =~ > K2 H L CTTF—H A X —T = A A
ERELEEAS, FIDRELE —ET5L 912, DNS V= R_—2EH 5O ED T
T#% FMC CFE CRETHILENH D £,

LA L H—T = A AL, FID & FMC [T&EE LT7-1%I1C. EFA X —T7 =4 A E 72130
DF—BA L E—T A ZADNTNINTEETXET,

vy FT T4 PR TCRELZFQDN R DA X —7 =4 ARSI E T,

O RO—E LTT NS AREEEKE 7V T TEEd, Z04F T a i) m "y v
FUATHEATEETN, Oty M7y 70 EOREIIIFEHA LN T &N,

F— ZEH A B4 512X, configure networ k management-data-interface disable =2~
Y REANNLET,

51

> configure network management-data-interface

Data interface to use for management: ethernetl/1l

Specify a name for the interface [outside]:

IP address (manual / dhcp) [dhcp]:

DDNS server update URL [none]:
https://deanwinchester:pa$$wOrdl7@domains.example.com/nic/update?hostname=<h>&myip=<a>
Do you wish to clear all the device configuration before applying ? (y/n) [n]:

Configuration done with option to allow FMC access from any network, if you wish to
change the FMC access network
use the 'client' option in the command 'configure network management-data-interface'.

Setting IPv4 network configuration.
Network settings changed.

1 -

> configure network management-data-interface

Data interface to use for management: ethernetl/1l

Specify a name for the interface [outside]: internet

IP address (manual / dhcp) [dhcp]l: manual

IPv4/IPv6 address: 10.10.6.7

Netmask/IPv6 Prefix: 255.255.255.0

Default Gateway: 10.10.6.1

Comma-separated list of DNS servers [none]: 208.67.222.222,208.67.220.220

DDNS server update URL [none]:

Do you wish to clear all the device configuration before applying ? (y/n) [n]:

Configuration done with option to allow FMC access from any network, if you wish to

change the FMC access network
use the 'client' option in the command 'configure network management-data-interface'.
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Setting IPv4 network configuration.
Network settings changed.

>

(FE) BEDODFXYy NU—7 LOFMCIZHT AT —H A L H—T A AT 7 EAZHIRL
F9,

configure networ k management-data-interface client ip_address netmask
T 7 AN ETIE, T_XTOFRy NT =T BFFrSET,

Z O FTD #EHT 5 FMC #8E L £7,
configuremanager add {hostname| IPv4_address| IPv6_address| DONTRESOLVE} reg_key [nat_id]

« {hostname | IPv4_address | IPv6_address| DONTRESOLVE }—Specifies either the FQDN or IP
address of the FMC.FMC % [E#:7 K L A$5E CTX 72\ 551X, DONTRESOLVE #ffiH L
F9, MO SSLEE FALBE T v RNV E2BDT A ARITHESLT 51X, D7 T

BLUEDOTSA A (FMC £721X FTD) ICEIFEFEE/R IP 7 RLUANRKETY, ZDa~
 RC DONTRESOLVE #$5&E 3 212i%, BlEAIBE/R IP 7 R L AL 2IIAR A 4D FTD
IZETT,

ereg key : FTD Z %4k % & ZITFMC THHEET EEDOY ¥ A LBERF —ZfHE L £
T BERF—II3TXFLUTICT 2R0ERH Y £3, A2 3CFITE, 78T (A~Z, a~
z, 0~9) . BXOANA T (1) REDNH £T,

enat id : FMC THIRET 5, EETED 1 HIRY OXFH R EL £, FHICT—X
A B =T oA AT 5561, BEHAIZ FTD & FMC Ol 5 TNATID #$FET 5
VEENRH Y E9, NATIDIE37 XFUFICTH20EN DY £3, AR72CFITE, 58T
(A~Z, a~z, 0~9) . BXONA 7 (1) RERHY £, ZDID I, FMC T8
THMDT A R TE A,

51

> configure manager add fmc-1.example.com regk3y78 natid56
Manager successfully configured.

TNRA A ) T— P XAICEETELLIOCFIDE Yy Yy FEF U LET,

VAT A EBYNCY vy NE DT A ENEETY, BMICER T SRR\, B A
AFEMLIEVTEE, BRR T 7AN AT LAORERSIER T ERNHYET, Ny
T T RTIHBICEEO T ARNETEINTEY, BRT 7 72k 0 . EBIRZ Uk
LT 5E VAT LAETL—RATIN T Yy NETUTERNWILEERZTBWTLEE
AN

a) shutdown =~ K& AHLET,

b) FBIRLED & A7 —#% ZLED 288 L C, V¥ —YOEBERERMIK SN TND Z L& 2kER
£ (LED 25H4T) .
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it~n1 vz =1 ||

¢ VY —YOBENIEFICUE SIS, LEISCTERT 7 7 2h&E, Yy —v b
HEICERZ AT Z e N TEET,

XHHEADA R =)L

PR DA FID 252 T o756, AMNFA v B —T = A A A B —Fy MIT 7 X
TEXBEC, 774 T 09— —T N8R L CEREL AT HETTT, £9575
L PROEHREIIREERE T T ET,

274 T 94— LD — T )LIES:

FMC Loy P a—X T E— FOAIIZHY . FIDIZIEA VX —F v MEH CRETX
%7, Cisco Secure Firewall 3100 % -7 — 7 Vi3 H121%, WO FIRZZ L T 7Z &0,

X 17:)E— FEBERRAOS—JILIER

[ Outside

—— outside (Management Genter Access)
Console port —_inside

Inside

Management Computer

(jfher -Data NeiWorks
¥l

ATV T V=V EROMNTEST, "R 2T RETA FEBRL T &SN,
RATFw T2 WA X —T A A (BEthernet 1/1) &N —ZIZHHELE T,

FMC ~D7 7 ZRAIIMEBE DT — A A X —T oA AT Ed, =& xiX. Wi FMC
Do DHGEIINEA L F—T 2 A R ETT, FE L, ZOHA RTEFEIHNEA o F—T =
ART 7 BAZOWVTHALET, Zhud, VE— M TROAWV O AR E VT
VATHDHTZHTT,

ATY T3 WA 4 —7 = A A (Ethernet 12 72 &) ZWNEAA v F E213V—Z ITHHe L £,
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B - 7vr—roBREARETS

WEBIIEE DA v H—T oA ABTRIRTE 5,
ATFYTE BOVDA L E—T oA ROy NT—7 B85 LE T,
ATvFSs ((EE) FHa L Ya2—HFEar/—LiR— MIERLET,

THTIE. BERIERT 7200230 Y —VEERIIVEH Y A, 7Z7FL, T TNV a—
T A TG AENRH Y £97,

TJ7AT7 94— ILOEREANTET

VAT LOERIE. T AT UA—INOFHEIZHD Y H—ERAAL v T Lo THIE U E
T, BIRAA v FIE, V7 FMEHAAL v FE L TCHEREINTWET, Zhicky, VAT 240
TL—ATN ¥y NETURYR— NI, VAT A YT N =T BT —XDOED
U2 RS ET,

\}

GE)  FID 241 CEENT 2 & 1%, FIIISH 15 ~30 2300 £,

1R HHEIIZ

T AT U+ — IR L TEEEOBWEN MG T 5 Z ENEE T (MEEEREE
(UPS) ZEMT272E) . IO ¥ v N UL EITDOIRWTENNKRDNLD &, Ek&
T ANV AT AORGEEFI R T AR H Y £3, Nv s ST RTIEEICESEO T
BEANFETSNTWT, EINRKDNDE, VAT LAETLV—AT VT vy NF YU TEE
A,

FIE

X%v71%ﬁ:%F%77477¢%w B L. BB Mo LET,

AT9 T2 V¥ —vOFET, BRa— NICHBET EEN e v I —2 A TOERAVIA T AL v F
P L CERE A I Li?

ATFYT3 T AT 0+ VOWEICHHEIRLED R LET, BAICEITLTWAESIT. 774
T —IVDBEJRBAS>TWNET,
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progEscks5mEE [

18: X T LELVEIR LED

el OOO
S g
3100 Series
o e
Il =
System LED » 8 o
Power LED | » 0 @ @ [

ARTFYTE 775 AT T+ —LONHIHHL AT ALED #HERLET, BEICAIT L TWAESITZ. &
B AZWNIEKE L TWET,

GE) RAAvFHONMLS OFFIZHIVEEZ B L. VAT ADOBFEDHEKAIIEIN D £ T
W enb0ET, 2oL, vy — T ORIHE/SRIVOEIR LED 2352 S0
LFd, BIRLED BNREEBICA T 5 EFTEHEREZUS2NTLZE N,

yaray - 24 L=
FROEEEFICLDIBRERT

NEA L H—T 2 A AMNBA U H—Fy MIT 7 EATEA L5112 T— F OB EEN

FID /7 — 7 Vi 9 5 L. FID % FMCIZB L TTF A ADRELZ T T TEET,
~DO%5 4 FMC

FMC #fiH LT, FTD #&X B LM L £,

1R BRI

PR—=FEINTWDLT T IFOFEMONWTIX, RT3V ) —2/—F
(https://www.cisco.com/go/firepower-notes) & 2 LT 72 &0,

FIE

ATV T PR bFEINTWHET T UFEHEHLT, RO URLZALET,
https.//fmc_ip_address

AT T2 2= =L XRATU—-FREZANLET,
ATy T3 v A4 (Logln) 127V v 7 LET,
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B vcos tozoms

FMC DS A4 2 ADEF

TRTOTA B AL, FMCIZL > CFTD It ENE T, £ 72 a T, ROMET A&
VAEBATEET,

cEAR WH) BATAEUR,

BB EX2 VT4 AT YV R ERIER TIPS
WV TT v T =T

«URL : URL 7 4 V& U >

* RA VPN : AnyConnect Plus, AnyConnect Apex, ¥ 72/% AnyConnect VPN B

VAT A AOBEIZOWTITEE L <IL. cisco.com/go/licensingguide B L T 7230,

18 H B HEIIC
« Smart Software Manager (Z~¥ AX —7 U v NaefibE T,

ERTAT NEBRLTRWEARIZ, Vo727 )y 7 LTHLWT IV FEREL
TL 72&Vy, Smart Software Manager ClI, ffkD~ A% — T h o v FEERTE ET,

s (=2 774 T AT T T EEHLTEMEEIND) WEEEHEHT 212X, ZHFEHO
Aw—N VT No2T T4V T T UL TR S{ (3DES/AES) 74 &
VAR TE AN 9,

FIE

ATV Tl BEVDODARAY—F T8V T ThHT NI, BRERTA BV AREGEENLTND Z L &
WMLTLEEN,

TA® AT, YA EEFREBREE NG T AN ZAEWA LRI, Av— Y7 =T
TARL T TAT MY 7 SNTWET, 72720, BETIA U A%BNT 2 %E
b H5E 1%, Cisco Commerce Workspace T [fh & Y U 2 —3 3 O (Find Products and
Solutions) MR 7 4 —/V REHHLET, KOTA L APID AL ET,

19: 514 R&HR

Find Products and Solutions

L-FPRZK-ASASC-10=

Search by Product Family | Search for Solutions

GE)  PID BREOMLZWEGEAIT, EXICTFEICPID 2 EMTXE,

s HART AR

[ Cisco Secure Firewall 3100 R 4 — k7 v TH 4 K
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| VE—FFDIZ&E 2 FMC DERE
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* L-FPR3110-BSE=
* L-FPR3120-BSE=
» L-FPR3130-BSE=
» L-FPR3140-BSE=

s BB, wNU =T BEOURL 74 £ ADMAEG D
* L-FPR3110T-TMC=
* L-FPR3120T-TMC=
* L-FPR3130T-TMC=
« L-FPR3140T-TMC=
EFEDPID OWF N ZFEUTIEMNT D & IROWVTHD PID KT 5 Mk ~— A D
VTR VT a U ERIRTEET,
* L-FPR3110T-TMC-1Y
* L-FPR3110T-TMC-3Y
* L-FPR3110T-TMC-5Y
* L-FPR3120T-TMC-1Y
* L-FPR3120T-TMC-3Y
* L-FPR3120T-TMC-5Y
* L-FPR3130T-TMC-1Y
* L-FPR3130T-TMC-3Y
* L-FPR3130T-TMC-5Y
* L-FPR3140T-TMC-1Y
* L-FPR3140T-TMC-3Y
* L-FPR3140T-TMC-5Y

*« RA VPN : [Cisco AnyConnect Ordering Guide] #ZM L T 72 &0,

ATv T2 FZDOYAIE, Smart Software Manager (2 FMC % 56k L £,

BEkAIT 9 121X, Smart Software Manager THEEk b — 7 A BT DM BN H Y £, FEMIC

ONTE, [EMCar 74 7 b—var 4 F] 2ZRLTIESY, n—=FyF T uEvs
=7 DAL, Smart Software Manager (28 $kd 25 & & EoIZBELICKZIC, A—2 v F

TAEDSI=ZVIDIZIRTIREIVRERINCT 0B RS £F, [ AT L (System) ]
>[7 A& A (Licenses) |>[A~—hF A& A (SmartLicenses) | X—T 2B T ZE
AN
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FMC ~O) FTD )& 43

FTD % FMC (28 L E£7,

1R BHHIIZ
« FTD O E TRE LIZROIFRZINE L E9,
+FTD OFEHIP 7 RV RAE72I3HA R h44, BIUNATID

« FMC D% ¢k % —

FIE

ATY 1 FMC T, [T/31 A (Devices) |>[7 /31 A& (Device Management) | DJEIZIER L FE 7,
ATv T2 [1BM (Add) | Fay 7 Z o2 UARNL, [T3 ADEN (Add Device) | Z3&R L £,

Add Device (]

Host:+

ftd-1.cisco.com

| Display Name:

ftd-1.cisco.com

Registration Key:*

Group:

None v

Access Control Policy:*

inside-outside v

Smart Licensing
Malware
Threat
URL Filtering
Advanced

Unigue NAT ID:+
[ natidse

Transfer Packets

WRDINT A—=Z R ELET,
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mc~n Fio oz ]

s[ARA K (Host) 1: 1 BMTZFIDDIPT RLADKA M EASLET, FTD ORAD
HETFMC DIP 7 RL AL NATID Ol F A RELTZHEIL. D7 4 — /L REZEDF
FIZLTRLLZENTEET,
G¥)  HABREETIZ. WD EMC 25 NAT OE#%ICH D56, 7 T4~ U FMC Dk A
NP F£72134 0172 L CFID 2%k Cx ¥4, 727 L. FID Zk&» %Y FMC
IZBGET DI, FIDDIP 7 RLADNER A M EIRET DHLENH Y £,

[#¢7~4 (Display Name) ] 7 4 —/L KIZ, FMC ([ZFE 795 FTD D4 HiZ AT LET,

&4k — (Registrationkey) ] : FTD OIRAIORE THTE L= b D & [F DBk —% AT
L\ij—o

[FRAA Y (Domain) |: v/ F RAAL VEREZFEH L CWAHEEIE. 74 A2V —T R
AL TED B TET,

3

[Z V=7 (Group) |: Z/V—T %A L TWDLEEITL., T/A AT N—F(ZE ) ¥ CTF
R

[77&®A=a> ha—R Y — (Access Control Policy) |: #IHAR U o —&&IR L E,
FEHATAULERHDLZERDNOTNDEHAT A RFHLDORY) O —BNTTIlhHHrGE%E
BROT, [T LW Y —DFER (Create new policy) ] IR L, [T_XTHO T 7 4 v 7
71y 7 (Blockalltraffic) | ##IRLET, BCINELELLTCRNT T4 v 7 ZFFA[T
DT ENTEET, THEHNOHB~D T 7 4 v 7 OFFA] (40 ~—2) | 2ZRL T
TEEW,

20 : New Policy

New Policy Q

Name:
| ftd-ac-policy|

Description:

Select Base Policy:

None A4

Default Action:

® Block all traffic

Intrusion Prevention

MNetwork Discovery

(o) (N

e [A¥— KT A4 X (SmartLicensing) ]: JEBFH T DFEREICMERA~— T/ XL L
T, [V =7 (Malware) | (VT =T A VAR v awliAT 2 TEDEE) .
(& (Threat) | (BAPHEERT L TFEOEHE) . BLO[URL] (B 7Y X—2D
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B zxonexa05 0Ky v —omE

URL 74 V) o T aFATTHTPEORE) 2H0 Y TET, E: 734 A%xBMLk
%, [YRTL (System) [>[F4 >R (Licenses) 1 >[AY— 542X (Smart
Licenses) ]X— 75 AnyConnect U E— h 7 7 EAVPND T A £ A %A TE £,

« [ ~EDONATID (Unique NATID) ] : FTD OO E THE L7Z NATID Z#57E L £,

« X7 hO#RE (Transfer Packets) | : 7 /31 A5 FMC ~0D /37 v MREZFFAI L E
T, ZOF T arEAEMTL TIPSR Snort R EDA Ry b R H—ENTBEIT.
TNAAPREHE LTA XY MAZT—HERE Ny N T — 2 ZFMCIZEE LET,
COF Ty a v EEHC LA, A MERZTAFMCICEE S, 7y hF—
HZITEE S NEHA,

RATw T3 [ (Register) |27 Vw7 L, BENSEH LIZZ 2R LET,

BIRDLNT D L. TAAL AN 2 MTBMEnET, KRLESEE, =7 —A vy E—UR
FRSNET, FTD SBEITRM L 725613, ROER 2R L T EE0,

eping : FIDCLIIZT 7 AL, IkDa~<> REFEHLTFMC D IP 7 KL A~ ping & %
fTLET,

ping system ip_address

ping 23 Eh L2 WIGA X, shownetwork 2~ > REHEH L TRy U — VR EZ MR L E
4, FIDEHIP 7 FL A2 EFJ 5 LERH HHA1E. configure network
management-data-interface =~ > K&l L 7,

« BEEF—. NATID., BLRFMCIP 7 RL R : liFDF /A ACRIUEGESF —ZFEH LT
WHZ EEMERL, HHLTWDEAEIENATID ZH L WD Z L 2R L E7,
configuremanager add =~ > R&f#ifl L C. FTD T&&kF—& NATID 2% &+ 5 Z & »n
T&EFET,

NZ TNy a—T 4 T DOFERIZ OV TIL, https://cisco.com/go/fime-reg-error & B L T 72 &
AN

EXMLEEF2)T4R) O—DERE

ZITIE, ROREZHEH L TEARNREX 2V T 4 WY —2RET D HIEITO>WTHAL
=7,

A v A =T A ALHNHA L H—T 2 A N A o H—T = A RZAXT 7 IP
T RUVRABE Y YT, HEA X —T7 = A AT DHCP 2 L ¥,

« DHCP#—/"—: 7 T4 TV NOWNHA v % —7 = A4 ATDHCP ¥ ——ZfH L E7,
T T AN RN — b INBA L F =T 2 A RAENLTCTT T4V M— b EBEMLET,
*NAT : SMBA v H—T 2 A ATA U Z—T = A APAT M L £ 7,

TR b= NN A~D T T 0y 7 EFFALET,

[ Cisco Secure Firewall 3100 R 4 — k7 v TH 4 K


https://cisco.com/go/fmc-reg-error

| WE—FFDIZ&%FMC OER

AV8—T 14 RADEE .

*SSH: FMC 77 B AA v H—T7 = ATSSH ZHZLE7,

EARR X2V 7 0 RY —2RET DI, ROF A7 ZFITLET,

/f.4y§—7l4z@&ﬁ (31 2—) |

(9 |DHCP % — R—DFE (34 ~—2)

(3) |7 74/ b— DM (35 %—2)

(4) |NAT OFRE (37 =)

(5) |NEBBAEA~D LT 7 1 v 7 OFF (40 2—)

(6) |[FMC T 7R T =4 {2 # =7 = A ZATDSSHOHE (85 —Y)

(7)) |REDRERM (41 ~—2)

A3 —T 124 ADETE

ATy T

HD4V& T2 RAEABIL, TNOEEXF2V T 4V —ZHVYTTIPT RL A%
HELET, BFIL. VAT ATERODHD N T 7 v blilasSED L H1C, b7l Ed2
0®4/& T oA AERETHLENHY ET, @FIE. Ty AN —bA—FE013A
VHE—Fy MIE LN A v —T A AL MOy RU—T7 D1 DL EORNEA >
=T A AEFEHLET, TNEDA L H—T x4 ZADO—HIE, Web T — =7 ED/RT
Vo T 7 8ANRARERT By ARET D [§EHEHE] (DMZ) &R256060 £7,

— ey D —T 4 T ORI, WA VB —T 2 A ATRAET 4 v 7T FL AR ER
$ 5 LRI, ISP2>5 DHCP 24 L CANEA v X —T = A AT L AZEET5H5Z & T,

WOFITiE, DHCPIZ LA AX T 4 v 7T KL AL L—FT v RE— RONEA v H—T = A A
EHALT, V=T v RE—FOWNEA v H—T = AEHRELET,

FIE

[7 /34 A (Devices) |>[7 /A A& (Device Management) [DNAIZEINL, 77 A T 74—
o 7y 7 LET,

ATvT2 [ 7 —7=xAA (Interfaces) |27 Vv 7 LET,
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JE—FFIDIC

£BMMCOER |

Overview Analysis Policies JsEMEER Objects = AMP  Intelligence Deploy » System Helpv admin v
Device Management NAT VPN v QoS Platform Settings FlexConfig Certificates
10.89.5.20 lwihucancely
Cisco Firepower 9000 Series SM-24 Threat Defense
Device Routing l :: ii :: . Inline Sets DHCP
4, Search by name ,,%" Sync Device | | @ Add Interfaces =
Interface Logical Name Type Security Zones MAC Address (Active/Standby) IP Address
[ etherneriy2 Physical e &
E® Ethernet1/3.1 Sublnterface Lz &
Ethernet1/4 diagnostic Physical E] y
Ethernetl/s Physical & Y
ATv7T3
ATy T4 WIS 244 —=T =24 2D &2V v LET,
N SO —
[£f% (General) | ¥ 7HRFrREINET,
Edit Physical Interface ? X

[ corerst RS

Advanced Hardware Configuration

MName:

Description:

Mode:

Security Zone:

MTU:

a) 48 LFFETO [

inside Enabled | Management Only
None hd
inside_zone i
1500 (64 - S000)
QK Cancel

(Name) ] Z# A LET,

Lz A X —T A AT indde E WO &4RTEITET,

b) [A%) (Enabled) | T =y /7Ry 7 A& NI LET,

¢) [F—F (Mode) 11X [72L (None) JIZRELT=FFIZLET,

d) [EF=VUT 41— (SecurityZone) | Kz v 727 U A R LEEFEONTEF =) 7 4
V=BT D0, [ (New) 1227 Uy 7 LTHLWEX=2 YT 40— ZBL

£,

7= & ZI1X, indde zone & WO ARTOY — 2 HBIMLET, KA F—T =4 AF, EF=
VF g =B, v F—T 2 ATN—TIZEN Y TCAHRLERNDY T, ¥ —
TxA AT, 1O0F2V T4V —ICORBTIHZEL, BEOA L Z—T oA AT

[ Cisco Secure Firewall 3100 R 4 — k7 v TH 4 K



| VE—FFDIZ&E 2 FMC DERE
AV8—T 14 RADEE .

N—TWRTHIELTEET, V= FFZIN—TESNTEXF2 T R —
A LET, 7m&2IE WEA v 2 —T = A ABWNERY — 280 YT, A 2 —
T oA AN = AZEID B TCHZENTEET, ZOEGE. N7 40 v 7 BNEND
NECBEICX A LT /7R v ha— L R o—FBETH I EITTXETR,

SERIN ST TR ETEF R A, FEALORY D —1TEFa VT 4V — DR
PR=FLTWHWET, NATHRY >—, LT 4 & R — BELOQoS KU I —T,

S FRFA A =T A AT N—T AT ET,

e) [IPv4] ¥ 7, [IPv6] ¥ 7, ETIEWEDOX T %7 ) v 7 LET,

c[IPv4] : Ky T XTI YR INE [RAET v 7IPEEHT 2 (Use Static IP) ] %%
WU, IPT RLVAREY TRy N AT EZRAT v aRKil TASILET,

7ol 2%, 192168112472 8 AT L ET,

Edit Physical Interface

General 'i:. IPvE Advanced Hardware Configuration

IP Type: Use Static IP B

IP Address: 182.168.1.1/24| ';g-z'-ugi-?é-;-’255-255-255-'—28 ar

o [IPv6] : 27— F L AHBERREDLA I [HERRE (Autoconfiguration) | F = v 7R v
I ABA AN LET,

H [OK]Z27 Vv LET,
ATy TS 4N IERT A H—T A RAE 7 ) v LET,
[ (General) | % 7 RFERINET,
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YE—FFIDIL 3 FMCOERM |

Edit Physical Interface 7 X

m IPv4 IPv6 Advanced Hardware Configuration

Mame: outside Enabled Management Only
Description:
Mode: None R
Security Zone: putside_zone i
MTU: 1500 (64 - 3000)
K Cancel

GE) FMCT7Z7EBREHMAICIOA v H—T =24 AEHRNCEELTWVWAEE, /¥ —

b)

d)

T2 A AT TIZLBIBN T oNTEY, AMMLET RVAEENE T LTNE
T, INDLOEAREITLEE LAWTLIEEN, ZBET 5L, FMC OEF B 1
WranEd, ZOEETH, BRFN 774 v 7R ) —D8X2 VT 4V —VERE
TEE7,

48 LT FETO [4H] (Name) | ATILET,
7-E 21X, A v Z—7 x4 AT Toutside] & \WIARIEFHTET,

[£%) (Enabled) ] =v /Ry A%F A LET,

[F—F (Mode) ]1E[7Z2L (None) JIZERELI-FFICLET,

[E¥=2VUT7 4> —2 (SecurityZone) | KRy 7 X7 U R MDLEEFOINTEF 2 U 7 4
V= EBRIRT 50, i (New) 227Uy 7 LTHLWEXF2 YT 0V —r%BIL
£7

7= & z21%. Toutside zone] W) LRIDY —2 ZBIMLET,

[IPv4] %# 7, [IPv6] ¥ 7, ElldW 0% 7% 7 Vv LET,

* [IPv4] : [DHCPOffi ] (Use DHCP) ] Z#IRL, IROA T a v D/NT A —F iR IE
LET,

« [DHCP #f/H L CTF 7 4 /L ks /b— K ZHfG (Obtain default route using DHCP) ] :
DHCP #—"=nbH7 74V b b— MBS LET,

« [DHCP/L— k 2 b U » 27 (DHCProutemetric) ]: 7 KX =AML —F 7 T ( A
HUAREFEE LT — MZEIDYTEST (1~255) , FELIEAV— b OT 74
LMNEDOFT RI=ZA RN —F 4T F 4 AX L AT 1 TT,

[ Cisco Secure Firewall 3100 R 4 — k7 v TH 4 K



| VE—FFDIZ&E 2 FMC DERE
DHCP H—/\— DR E .

Edit Physical Interface

General 'i:. IPvE Advanced Hardware Configuration

IP Type: Use DHCP w

Obtain default route using
DHCP:

DHCP route metric: 1 (1 - 255)

« [IPv6] : A7 — F L ZAHERREOSE 1L [HERRE (Autoconfiguration) 1 F = > 7 A v
J AEA AT LET,
) [OK]Z27 Vw7 LET,
ATy 76 [{RTF (Save) 1227V v 7 LET,

DHCP H—/\—®D%E
7547 N TCDHCP ZHEHLTFID 226 IP 7 RLAZEET A X 91T 5841, DHCP
PR H L FET,

FIE

ATYF1 [T/A4 R (Devices) |>[T/31 AEHE (DeviceManagement) | ##IR L, T4 2% 27 VU v
7 LET,

AT 72 [DHCP]>[DHCPH#—/\— (DHCP Server) ] Z#R L £,

ATYv T3 [H—/3— (Server) | X—UC, [1BM (Add) 127V v 7 LT, ROFTT v arEFELE

R
Add Server ? X
Interface* inside 7
Address Pool* 10.9.7.9-10.9.7.25
Enable DHCP Server

OK Cancel

s[fH—T A A (nterface) |: KRy T X TR NNLA U H—T 2 AZERRLE
7

«[7 R A7 —/ (Address Pool) ]: DHCP ¥— "—2MEM 325 IP 7 KL ADH FALD
& PO OFFHARE L ET, IPT FLAOFHIL, BIRLIEA X —T =2 ZALFET
Y7 Fy b EICHFEETAHLERHY, A F—T =2 AHHDIPT RLAEZEDDH &
IITEEEA,
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B 7o+ —roeEm

« [DHCPH— "—Z 029 % (Enable DHCP Server) ] : &R L7=A > ¥ —7 = A A D DHCP
= N—Z BN LET,

ATy T4 [OK] &7 V)7 LET,
ATY TS5 [{R1F (Save) |27 U w27 LET,

T4 )L RIL— FDEN

T 7 AV hb— NMTEE, MRA X —T oA ADLEERRERT v A N — A Vv—F B

/Tbi?“ SMNERA o # —T = A RIZDHCP 2T 55613, 7735 A3 TIZT 7+ /0 b
N— b EZELTWAAREERDH Y £, FETL— F2BMTA20ERNHLEEIE. ROF
JllE%%ﬁ LE7, DHCP H— "= H7 7 4L hb— b EZE LTSGAIE [TNAR
(Devices) | >[T/314 REHE (Device Management) |>[JL—T « >4 (Routing) ]>[R %
T4 vYIL— bk (StaticRoute) ] ~~— @ [IPv4)L— b (IPv4 Routes) | £721% [IPv6IL— k
(IPv6 Routes) | 7— 7 MicFRENE T,

FIE

ATYF1 [TINA R (Devices) |>[T/31 REH (DeviceManagement) | IR L, T XA A&7 U v
7 LET,

ATw T2 [b—FT4>% (Routing) |>[RE2T 4 vY)L— b (Staticroute) | ZEIR L, [b— b ZEM
(Addroute) |27V 27 LT, WDIEIIZHELET,

i Add Static Route Configuration ? X
Type: ® 1mvd O 1Pve
Interface™® outside w
Available Network (5 (%] Selected Network
| 4 Search | = any-ipva &
~

5= IPv4-Benchmark-Tests

52 IPv4-Link-Local

=2 TPv4-Multicast Add
== IPv4-Private-10.0.0.0-8

== IPv4-Private-172.16.0.0

5= IPv4-Private-192.168.0.

= IPv4-Private-All-RFC191

52 IPve-to-IPv4-Relay-Any:

Gateway™ default-gateway v @
Metric: 1)

Tunneled: O (Used only for default Route)

Route Tracking: v @

OK Cancel
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| VE—FFDIZ&E 2 FMC DERE
NAT D& E .

[ZAT (Type) 1:BINTDHAET 47— FDHF AT U T, [IPv4] F 721X [IPv6]
FTarRE U ET Y v LET,

(M ¥ —7xAR (Interface) ]: tH/1A v ¥ —7 = 4 AZRIN L E, BEITINLA
H—T A ATT,

s fEHAIBEZ2 %~ N U —72  (Available Network) ] : IPv4 7 7 /L b /b— h OBE 1T [ipv4]
ZBEINL, IPv6 7 7 4 /L b b— DA [any] ZER L, B (Add) 1227 U2 L
T[ERL7=% >y U —72 (Selected Network) ] U A MZBEII®HE T,

[F— b7 =4 (Gateway) ] E72IX[IPv67— T =4 (IPv6Gateway) ]: ZD/L— hDX
JANRYy T TCHLT— bV 2 AN—FH ANELITERRLES, IPT FLAEITIXR Y
ND—=V/RANAT V=l NERETEET,

e[A RV w2 (Metric) ]:58%% Y NT—27 ~DFRy 7O EANNTLET, FIMEDHF
X1 ~2557T, 7%/ MEIZ1TT,

ATFv T3 [0K]Z27 V7 LET,
N— b BAZT 4 I N— T =T TBMENE T,

System Help v admin v

Overview Analysis Policies JIEUTLEN Objects | AMP  Intelligence Deploy A

Device Management NAT VPN » QoS Platform Settings FlexConfig Certificates

Y¥ou have unsaved changes B Save 0 Cancel

10.89.5.20

Cisco Firepower 9000 Series SM-24 Threat Defense

Device Routing Interfaces Inline Sets DHCP

OSPF
0SPFY3
RIP

- (decpP

» Static Route any-ipv4 outside

& Add Route
Network Interface Gateway Tunneled Metric Tracked

¥ IPvd Routes
10.99.10.1 false 1 S

> [ Multicast Routing
¥ IPv6 Routes

ATY T4 [1FE (Save) 1227V v LET,

NAT DR E
—f%EY72 NAT V—/LClid, WET RLRENHA v A —T =2 A ZADIP T KL ADKR— MMIE
BLET, ZOXATONATL—NVDZ tEA LA —T oA R—KT KL REH (PAT)
EFRENET,

FIE

ATvT1 [T/ R (Devices) [>[NAT]Z27 U w7 L, [FiLLRY — (NewPolicy) ]>[Threat Defense
NAT] 227 U v 7 LET,

ATV T2 RV —ZAHEMT, R =% EHT L5734 2AZ8RL, [fR17F (Save) 1227 Vw7 L
iﬁ—o
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B wozz

New Policy
Name: interface_PAT
Description:
Targeted Devices

Select devices to which you want to apply this poli
Available Devices

elected Devices
i59192.168.0.16

4, Search by name or value |

| Add to Policy |

| Save | | Cancel |

RY—NEMC IZiBMENET, glefx, N o—l—LZBNT50ERNHD £9,

ATFv T3 [—LDEN (AddRule) 1227V v LET,

[NAT/L—/LDiENI (AddNAT Rule) | XA 70 VR y 7 ANRFKRINET,

RATFYT4 ERLV—NDOF T arrEH/RELET,

Add NAT Rule
MAT Rule: Auto NAT Rule hd
Type: Dynamic i

Interface Objects m PAT Pool  Advanced

« [NAT/L—/L (NAT Rule) ] : [EHEINAT/L—/ (Auto NAT Rule) ] Z3&4R L %4,

o [# A7 (Type) ]:[#AFIv7 (Dynamic) | Z&EIR L ET,

AT TS A H—TxA A4 7= b (Interface objects) |2—C, [HHAGERA X —T =1 A

F7Yx= 7 I~ (Available Interface Objects) | FEIK O [365CA v F —T = A AA TV =7 b
(Destination Interface Objects) ] fEIBIZAME Y — 2 2B L £,

. Cisco Secure Firewall 3100 R 2 — 7 v T HA K



| VE—FFDIZ&E 2 FMC DERE
nat oz I
. Add NAT Rule ? X .
NAT Rule: Auto NAT Rule =
Type: Dynamic hd Enab

b TN T Sl Translation  PAT Pool  Advanced

Source Interface Objects (0) Destination Interface Objects (1)

Available Interface Objects &
| -}, Search by name | o,i‘outside zone ]

oA
san /by inside_zone

— —_————
m outside_zone | SAd.d to
ource

Add to |

Destination |

QK | | Cancel

AT Y T6 [ZH (Translation) | X—I T, kDA T g Z2&FELET,

Add NAT Rule ? X
MAT Rule: Auto NAT Rule it
Type: Dynmamic R Enab

Interface Objects Translaﬂon PAT Pool  Advanced
Translated Packet

Original Packet

Criginal Source:* zll-ipvd Ay * Translated Source:

Original Port: TCP

Destination Interface IP
- acte or MNectingsing losg

« [JEDE(E7C (OriginalSource) ]: 227 Vw7 LT, T+ XTDHOIPv4 77 4 v 7 (0.0.0.0/0)
DXy NT—=IF 7Vl FEBMLET,

New MNetwork Object ? X
Name all-ipv4
Description

[| 0.0.0.0/0

Allow Owverrides

Save | | Cancel |

HEINAT V— W3IA 7 V=7 MEZEO—HEE LTNAT ZBINT 5720, VAT
LAEFZD any-ipvd 47V =7 b EFHATHIZ EIETEERA, 2. VAT AE
BOAT V=V NetmETHZIEILITEERA,

GE)

Cisco Secure Firewall 3100 R 2 — + 7 v T4 4 K |
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B nsvons~ors7vonm

o [ D E(E T (Translated Source) | : [#E551 > % — 7 = A AIP (Destination Interface
IP) | Z@IRL£7,

ATwT1 [IR1E (Save) 1227V v 27 LCL—LZBIMLET,
JL—L3 Jb— v (Rules) | 7 — 7 WAIERIESILE T,

Overview Analysis Policies JsISUIER Objects = AMP  Intelligence Deploy

% System Helpv admin v

Device Management =~ NAT | VPNw QoS  Platform Settings  FlexConfig | Certificates

interface_PAT You have unsaved changes [ [=] save | [ € cancel
[ Po
B Fiiter by Device @  AddRule
[s \ \
# Direction Tyl ‘Source Destinati Or 1} Original 1] Original 1} Translated Translated Translated Opti
erface Objects rface Objects rees estinati Services Sources Destinations  Sarvi ices
v n
* au
%  Dynamc 3 2 al-ip ¥ e @ S8

ATY T8 NAT X—T T [RfFE (Save) |27 U v 7 LTEREEZREFEL £,

RENSHEBAD ST 1 v DFFT
FTD % FMC |2 8§k L7z L &2, EARD [T RXTHO RN T 7 4 v/ %2717 (Blockall traffic) ]
Tr7®Aarbu— R —EERLIEGEIE, T RAEBRT D NT T v 7 BT
THOICRY ==V ZBINT 5 LERH Y £, ROFIATIL, WEY — B
V=D RTT 4y 7 AT o=V EBILET, MY — b o 5aE, HEk
Xy hNT=T DT T 497 AT 50—V aBIIL TS IZEN,
IV mEREX 2V T A RELNV—NEFRET H%A 1L, [Firepower Management Center
Configuration Guide] ZZH L T 720,

FIE

ATvF1 [R)I— (Policy) 1>[7YERK1 — (AccessPolicy) ] >[7 U 2RKR — (Access
Policy) ] IR L, FIDIZEIV ¥ TCoNTWEHET 7R aryta— LK) v—D %7 U v7
L/i‘g—o

AT9 72 [JL—IL%EEM (AddRule) |27V v 7 L, IRONTA—XERELET,

[ Cisco Secure Firewall 3100 R 4 — k7 v TH 4 K
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| WE—FFDIZ&%FMC OER

M7 t2 F—4 1 v8—T 1 2cnssHoEE [

Add Rule 7 X
Mazme |inside_toc_outside & Enabled Insert |inte Mandatory ot
Action |+ Allow v 48T

m Networks  VLAN Tags (. Users Applications Ports URLs SGT/ISE Attributes Inspection Logging Comments
Available Zones & Source Zones (1) Destination Zones (1)
|_§ Search by name | son /iy inside_zone B seuloutside_zone ]

a et
a /0 inside_zona
) .

Sua/4h Outside_zone

| Add to |
Source

Add to |
| Destination |

« [£4ET (Name) ]: ZDONA—/VICLETZAHTET (72 & 21E. insde to_outside)

ﬂ%@ﬁf~y(%mwmmw]{ﬁWT%&f~V(Mw%khmﬂ]#EW%YHV
IR L, [EETI2EM (Addto Source) 1% 27 U w7 LET,

* 585 — > (Destination Zones) ] : [/ F[GE72 > —>  (Available Zones) ] 7B —
VAR L, [589612B0 (Add to Destination) 127 YV v 27 L¥ 9,

MOREIFEDEFICL TR ET,

ATy T3 B (Add) &2V v7 LET,
=5 b— b (Rules) | 7 —7 /MBS VET,

System Help v

Overview Analysis JIISEER Devices Objects =~ AMP  Intelligence
Access Control » Access Control | Network Discovery  Application Detectors  Correlation  Actions v

You have unsaved changes [ /2, Show Warnings | | analyze it counts | [ B Save | [ @ cancel

ftd_ac_policy
ption

Enter

Prefilter Policy: Default Prefilter Policy. SSL Policy: None Identity Policy: Hone

Tz Inheritance Settings | [] Policy Assignments (1)

m Security Intelligence  HTTP Responses  Logging  Advance d
. ¢ © Acd Rule | search Rutes

8 Fiteer by Device

‘Show Rule Conflets @) | O Add Category

HHEEMMH----------------
&8

o Mlow

B e
EHEEMﬂ-----------------

ction. Add Rule or Add Category

T G x|
ATy T4 [1F (Save) 1227V v LET,

FMC7Y9 R T—R AR —T 124 XTHSSHDHRTE

7R EDF—B A B —T 2 A ZATFMC 77 B 2AEHN LI=8E13E. ZOFIEICHKEST
FDOAH—T 2 ATSSHEHMNITHXLENHY 3, ZZTiE, FIDTI DU EDOT—
A B =T = A ZITH LT SSH #ifit & AN T DB O TEB L £9 . SSH (Wi
BALVZ—T oA AZXHLTHER—-FEINFEHA,
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B vmcroexs—5108—Tz4zTOSSHORE

\)

GE) SSHIIBEHA L Z—T A A LTTF 740 FTHINZ > TWETA, Z O A ILE P SSH
T IR L ERA,

BEA B —T A AT, 7A4x@m@4/& 7I4xki TEES N CWET, FMCIZT
NARZREL, BT LHDIEHINET, 7—F A X —T A AD SSH 1L, FEA
A — 7:42@%Hkﬁ%%i0%%l%ﬁ)XF% EAELET, 2oz EF @RI
HESNET, T—F AL F—T oA ATIE, ZOEHEZMEHLTSSHET 78X VA ME
AEMNZLET, T—=HF A F—Tx2AADSSH 8T 7 4 v ZIT@EFEDN—T 4 > TREE
AL, RERFICRESINTAXT v 7 — R CLI TREINTZAXT 4 v 7 )— MIfE
HALEEA,

BEHA LB —T 2 A ZADYHE, SSHT 78R U AR MNERET 521 [Firepower Threat Defense
Command Reference] @ configuressh-accesslist 2~ FEZZM LT LIV, A¥T v 7
No— R EFRET D121, configure network static-routes =~ REEM LT &, T 74
VR TIE, PIIRRERICERA LA —T 2 A ANST T4V b — FERELET,

SSH 7T 5121F, SAKIP T RLAZFHFA[TLHT 7 A NL—)VIHNEHY FHAL, ZO
v a OFEIHEST, SSHT 7 BRAEZRETHINEND L7210 T,

$Hi BIFERRE/2 A  H —T = AZORERATEE T, SSHFE R MBIERA o X —T = A
WZHDGA, A v H—T A A~OEEE RO RBhTE £,

TNA A TIL, BRSO DEIRE SSH B 2 3 nf T £ 97,

)

GE) I RTOTFIAT U ATIE, SSHEN LIZCLLE 21T~ 7o ildTh8 3 Bl R LTIl
95 &, SSH#EHFIIK T LET,

1R BHHIIZ

» SSHNEB=— % —I%, configureuseradd =~ RZH L CCLITOARETEET, .
T 7 AV N T, IR ERFICNA Y — RERE LIZAdmin=—F—27/E L £ 9, LDAP
F 721X RADIUS EOAN 2 —H—1Z, 7T v b 74— LF%E T [IMBFRFE (External
Authentication) | ZHETH I EICIL > THRETEET,

« TNA A~D SSH it 2 #F ] T DR A PERIEFR Yy NV—J BEHRTLIF Y hU—7 %
T2 FORMETT, A7V =27 b 2T o=y D—5E LTEIMTE £, IPT
RLAZADITN—F M ETH-0ICA TV = h I —T 2T 58813, LV—/LT%
T T N—T W CICHET D Z k%%wbiﬁowvy17b~@mw@]ﬂ#jﬁz
2 FEH (Object Management) | ZiEIR L T, A7 V=7 FERELET,

N

GE) AT APRMET 2anyry NV =2 3TV MIEHTE
A, b1z, any-ipvd £721% any-ipve ZfEH L £9-,
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=
ax

ATy

ATy T2
ATvT3

ATvT4

E DR

ATy T

zzorn [

FIE

[T/34 R (Devices) 1>[F T v b T+ —LERE (Platform Settings) ] ##R L, FIDAK Y v —

EAERRE IR E L £,

[£E% =7 > =/ (Secure Shell) ] Zi®IR L FJ,

SSH #8ft #FF [T 6 A4 v 2 —7 A AL IP 7 RLAZIEELET,

ZOFREHEM LT, SSHEERAZZ T ANDLA V2 —T =24 A, BLOZTN SO AT TSN

57747 OIPT RUAZFIRLET, HxDIPT L AT, Xy hU—2 T KL

AEfEHTEET,

a) [BEM (Add) 1227V v 27 LTHLWIL—LZBINT 50, [fE (Bdit) 1227V v 27 LT

BEF O — IV afRE L7,

b) N—ADTENRT 4 ERELET,
* [IP Address] : SSHEEHE 5T Al T 2R A MEIER Y NV —2V ZRETLH Ry hT—7
FTV I NERIITN—T, ATV 2T bRy AT A= bhERT S
N FREFMHEZV Y LTH LRy NU—I A7 V=7 MEEBIMLET,
s[B¥= VT 1 YV —2 (Security Zones) |: SSH iz fFr 4 oA v X —T = A%E
LYy —rEBINLET, V=il U F—T = AT, BIRENT=EF2 Y
T4 =V DIVARNDTDT 4=V RIZA B =T =2 A 24 AL, B (Add) ]
Vw7 LET, BIRENTWVWEAL U H—T oA RAEZEFY — VBT RZEE
NTNWBEXITDH, ZHHDNA—LNTF L R A SN ET,

) [OK]%27VUvyZ7 LET,
[Save (RTFE) 127V v/ LET,

ZN T, [ER (Deploy) ]>[EB (Deployment) 1 %27 U w7 L, E Y TT /A A K
V—ZBHTE X0 FE LT, BHEIIRY U—FEBRTIE AR THA,

REDEELZ FIDIZEBELET, BHEEZEBAIIETII. XM ALTEOEELT 77 4
TR0 £ AL

FIE

5 Eo BB (Deploy) 127V w27 LET,
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B rossumoscu~nrstz

Deploy y System Help ¥

|__6 Cancel |

ATv T2 RV —0DER (DeployPolicies) 14 A 707Ky 7 ATT A AZREIR L, B (Deploy) ]
Vv LET,

Deploy Policies Version:2019-03-05 03:17 PM
Device Inspect Interruption Type Group Current Version 2o
Mo FTD 2019-02-28 07:11 AM

=#152.168.0.16

ATy T3 BB LIZZ 2R LET, BOAT —# A2 RRT 52T, A=2——0 [EH
(Deploy) | RZ v OAMICHETA 2% v o LET,
Deploy || & || System Help v

&7

Deployments O Health Tasks
Show History

1 total 1 running 0 success O warnings O failures
™t 192.168.0.16 Deployment - Collecting policies and objects. 10s
[ | 15%

FIDESKLUXOSCLI~AND 7o X
avw RIA4 A F =T x4 A (CLI) ZHEAL T AT LDy T v 72TV, AR
RIATAD NG TN a—F 4 o TEITFNET, CLITYy Y a v bRV —2RETH
LlIETEERA, CLIKIE, a3y Y — L R— MR LT 7B A TEET,

NIV a—T 4 T DbIZ, FXOSCLIIZCT 7 AT5Z2 L TEET,

)

GE)

F7713. FID A ZADEPA L 2 —T = AT SSH THECTXET, vV — Lty a
vEIEEARY, SSHE v Y a3 ET 740 h TFTD CLIIZ/2 Y | connect fxos =2~ > K % fi ff]
L CFXOSCLICHE C& 3, SSHEHHDOA v 4 —T A 2TV LA, T —
HAUHE—=T oA ALEDOT VAR CTEET, T—F A X —T A A~DSSHT /&
ZNET T 4 P TEN RS> THVET, ZOFIETIE, 574/ P TFXOSCLI &72% =1

Ve LIR— N T 7B RZHOWTEHIA LE T,
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ATy

ATy T2

ATvT3

D 5&UM0SCL~D7 2 [

FIE

CLIicua 7 A4 4512, EHaLr Y¥a—XZar Y —)LiR— MO LE T, Cisco Secure
Firewall 3100 (21X DB-9toRJ-45 2 ) 7 /L7 — T AN YR L TWAH T2, #5723 v —
RRX=F7 48D Y TV 1o USB 7 —7 ABMETT, BEWOFTL—TFT 1 T AT AT
VB USB Y U TV R T A R ENT A A =L L TLZEW (Cisco Secure Firewall 3100
IN=RT 2T HA RERE) , 2 Y —/VR—MIT 74/ FTFXOSCLIWZZ2 Y £9, kD
VYT AREEFERLET,

* 9600 7R —

*8F—% v b

e NUT 472 L

1 Abhy7 Ev b
FXOS CLIIZ#sfi L £7, =—H¥ —4 admin &, HIIE > N7 v THRECHRE LT12/SA T — R4
fEHLTCCLLicrZ A > LET (F 740 ME Adminl23) |
Al :

firepower login: admin

Password:

Last login: Thu May 16 14:01:03 UTC 2019 on ttySO
Successful login attempts for user 'admin' : 1

firepower#

FIDCLIIZT7T 7 &AL,
connect ftd

1 :

firepower# connect ftd
>

a7 A %IC, CLI CEMAMRERa~ Yy ROERZMERT DI, hdp £ 2?22 AN LE
T, T EEIC WL, [Secure Firewall Threat Defense 0):!’\7‘/ RUZ77 Lo R] 5L
TLIZEN,

FTD CLI Z#& 79 % 121%, exit £7=iXlogout =~ REASHLET,

ZOa~<wr RIZkY, FXOSCLI 7Fr > 7 MIFEY 4., FXOS CLI TR~ RO
AR T DI, 22 A LET,

&1

> exit
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_\\

— 3443

firepower#

—J I A ATOEBEGEO NS IV a—Ta 0T

T NP HR— T : FID

HEOERA L —T = AT R0V, FMCIZT =X A ¥ —T oA A&7
L2860, FMC CTFTD DA V2 —T = A AL Ry NU—V OREEZELT D & (T x T
WrLZ2nWE 2 WCEBE LE T, FTD 2 FMC IZEBM L7 RRICEEEA v X —T = f AR A THER
THHE (T—F0bEHA~, FEFEHEHNST =) AV H—T2Af ARy NU—7
DERFENIEL RSN TW W e | FEER N KD D FIRERSH Y £7,

IOy 7, BEHERNKONEGED N T TNy a—T 4 VTR E T,
EHEERAT R ADERTR

FMC T, [7 /34 A (Devices) ]>[7 /31 AEH (Device Management) ]>[7 /31 A

(Device) ]>[# B! (Management) ]>[FMC7T 7 ZADE# (FMC Access Details) ]> [4%
i AT —H A (Connection Status) ]X— Y DNEILERIN L CEHEERO AT — X A %R L
E a8

PR D AT — 2 A 3R T HIZiE,. FIDCLI T, sftunned-status-brief =~ > K& A
LE7, sftunnel-status #f#H L C. LV B2 RERaeEzErT52 b TEET,

A2 AR OEGEOH I EZRITR LET, 7 F v oo [Edk] HHRen— kb —
MERNPERINTWER A,

> sftunnel-status-brief

PEER:10.10.17.202

Registration: Completed.

Connection to peer '10.10.17.202' Attempted at Mon Jun 15 09:21:57 2020 UTC

Last disconnect time : Mon Jun 15 09:19:09 2020 UTC

Last disconnect reason : Both control and event channel connections with peer went
down

Ty FREOEROM NP A RITRLET, ET7 Frréan— E— MERPEFR RSN
TWET,

> sftunnel-status-brief

PEER:10.10.17.202

Peer channel Channel-A is valid type (CONTROL), using 'eth0O', connected to
'10.10.17.202" via '10.10.17.222"

Peer channel Channel-B is valid type (EVENT), using 'ethO', connected to
'10.10.17.202" via '10.10.17.222"

Registration: Completed.

IPv4 Connection to peer '10.10.17.202' Start Time: Wed Jun 10 14:27:12 2020 UTC
Heartbeat Send Time: Mon Jun 15 09:02:08 2020 UTC

Heartbeat Received Time: Mon Jun 15 09:02:16 2020 UTC
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FTD ®*v b —H1F
FIDCLI T, BHBLIUOFMC TV BAT—H A L X —T 24 ADXy hT—IF

RLET,

show networ k

> show network

Hostname
DNS Servers

Management port

HOKTR

[ System Info

IPv4 Default route

Gateway

IPv6 Default route

Gateway

State

Link
Channels
Mode
MDI/MDIX
MTU

MAC Address

Configuration
Address
Netmask
Gateway

State
Authentication

System
DNS Servers
Interfaces

MTU
MAC Address

Configuration
Address
Netmask
Gateway

Configuration

[ brl

——————— [ IPv4
[ Proxy Infor
Information -

[ GigabitEthe

FMC ~®M FTD O&tFNDFEDR

FTDCLI T, FMC B8N T LIz Z ¢ 2R LET, 2o~y Nt EHEEROIIE
DAT—HAEFRRTHHEDTIEIRNI EIZHEELTLEE,

show manager s

F—84 28— T4 ATOEREGDO LS5 TLva—T17 ||

R

e
i

rmation ]
5516X-4
208.67.220.220,208.67.222.222
8305

data-interfaces

data-interfaces

]
Enabled
Up
Management & Events
Non-Autonegotiation
Auto/MDIX
1500
28:06F:7F:D3:CB:8D

] ______________________
Manual
10.99.10.4
255.255.255.0
10.99.10.1

Disabled

mation ]
Disabled
Disabled

Data Interfaces ]

GigabitEthernetl/1

rnetl/1 ]
Enabled
Up
outside
1500
28:06F:7F:D3:CB:8F

10.89.5.29
255.255.255.192
10.89.5.1

Disabled
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> show managers

Type : Manager
Host : 10.89.5.35
Registration : Completed
>

FMC IZ ping 5%

FIDCLI C, RO a~vy REFEHLT, 7—F¥ A2 —7xA A5 FMC IZ ping L F
R

ping fmc_ip

FIDCLI T, kD a~vy REHEHLT, A ¥ —7 A A5 5 FMC IZ ping LE 7,
ZHUE, Ry T L= BN LT —E A =T oA R INV—T 4 T INET,

ping system fmc _ip
FIDREA V2 —T A RTDNT Y bDF ¥ TF v

FTD CLI C, NNy 7 FL—r 4 v Z—T = A A (nlp_int tap) T X7 v haFv 7
Fx¥ LT, HEHARTy FREFEINTWENE I AR LET,

capture name interface nlp_int_tap trace detail match ip any any

show capturename tr ace detail
RNEA VB —T A RADRT—R R, #fit. BV 7y FHORER

FTDCLI T, WN#i NNy 7 FL—> 4 F—T =4 A (nlp_int_tap) ([T DHEHRESEL
TLIEE,

show inter ace detail

> show interface detail

[...]

Interface Internal-DataO/1 "nlp int tap", is up, line protocol is up
Hardware is en vtun rev00, BW Unknown Speed-Capability, DLY 1000 usec
(Full-duplex), (1000 Mbps)

Input flow control is unsupported, output flow control is unsupported
MAC address 0000.0100.0001, MTU 1500

IP address 169.254.1.1, subnet mask 255.255.255.248

37 packets input, 2822 bytes, 0 no buffer

Received 0 broadcasts, 0 runts, 0 giants

input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored, 0 abort

pause input, 0 resume input

L2 decode drops

packets output, 370 bytes, 0 underruns

pause output, 0 resume output

output errors, 0 collisions, 0 interface resets

late collisions, 0 deferred

input reset drops, 0 output reset drops

input queue (blocks free curr/low): hardware (0/0)

output queue (blocks free curr/low): hardware (0/0)

Traffic Statistics for "nlp int tap":

37 packets input, 2304 bytes

5 packets output, 300 bytes

37 packets dropped

1 minute input rate 0 pkts/sec, 0 bytes/sec

O O O O Ul oo o
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minute output rate 0 pkts/sec, 0 bytes/sec

minute drop rate, 0 pkts/sec

minute input rate 0 pkts/sec, 0 bytes/sec

minute output rate 0 pkts/sec, 0 bytes/sec
5 minute drop rate, 0 pkts/sec

Control Point Interface States:

Interface number is 14

Interface config status is active

Interface state is active

(G2 O I e

IW—TF 4 20 & NAT OWER

FIDCLIT, 7 #/L ;L — ] (S*) DNBEMENTWAZ L, BLIOEHEA LV X¥—T7 oA
A (nlp_int_tap) (ZPNHE NAT L— L NMFAET D Z & 2R L £,

show route

> show route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN
i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route
SI - Static InterVRF
Gateway of last resort is 10.89.5.1 to network 0.0.0.0

S* 0.0.0.0 0.0.0.0 [1/0] via 10.89.5.1, outside

C 10.89.5.0 255.255.255.192 is directly connected, outside
L 10.89.5.29 255.255.255.255 is directly connected, outside
>

show nat

> show nat

Auto NAT Policies (Section 2)
1 (nlp int tap) to (outside) source static nlp server 0 sftunnel intf3 interface
service tcp 8305 8305
translate hits = 0, untranslate hits = 6
2 (nlp int tap) to (outside) source static nlp server 0 ssh intf3 interface service
tcp ssh ssh
translate hits = 0, untranslate hits = 73
3 (nlp int tap) to (outside) source static nlp server 0 sftunnel ipvé intf3 interface
ipv6 service tcp 8305 8305
translate hits = 0, untranslate hits = 0
4 (nlp int tap) to (outside) source dynamic nlp client 0 intf3 interface
translate hits = 174, untranslate hits = 0
5 (nlp_int tap) to (outside) source dynamic nlp client 0 ipvé6 intf3 interface ipvé
translate hits = 0, untranslate hits = 0
>

Z DD TE DHERR

KDa~wy RESBRLT, MOTRTORENMFETHIEE2EERALET, Zhb0a~
Y FDZ <X, FMC @ [7 /31 A (Devices) |>[7 731 A& # (Device Management) ]>
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[7 /34 A (Device) 1>[&2E (Management) |>[FMC7 7 & ADFEH (FMC Access Details) ]
> [CLIHH /7 (CLIOutput) | ~—Y THiERTEET,

show running-config sftunnel

> show running-config sftunnel
sftunnel interface outside
sftunnel port 8305

show running-config ip-client

> show running-config ip-client
ip-client outside

show conn addressfmc _ip

> show conn address 10.89.5.35
5 in use, 16 most used
Inspect Snort:
preserve-connection: 0 enabled, 0 in effect, 0 most enabled, 0 most in effect

TCP nlp int tap 10.89.5.29(169.254.1.2):51231 outside 10.89.5.35:8305, idle 0:00:04,
bytes 86684, flags UxIO

TCP nlp int tap 10.89.5.29(169.254.1.2):8305 outside 10.89.5.35:52019, idle 0:00:02,
bytes 1630834, flags UIO

>

DDNS DEHMNHY L= E S M EfERT S
FTD CLI T, DDNS DAL LIz E 9 i fgd L,
debug ddns
> debug ddns
DDNS update request = /v3/update?hostname=domain.example.org&myip=209.165.200.225
Successfuly updated the DDNS sever with current IP addresses

DDNS: Another update completed, outstanding = 0
DDNS: IDB SB total = 0

HHNT R L= 8A401%, debughttp =2~ K& debugsd =2~ R&EMH L EJ, GEAE
ORRFEALIL L2 85E01E, V— FEHENRT NS R A VA =L SR TS Z & & HER
LET,

show crypto ca certificates trustpoint_name
DDNS D#Eh{EZ il 51213 -

show ddns update interface fmc_access ifc_name

> show ddns update interface outside

Dynamic DNS Update on outside:
Update Method Name Update Destination
RBD DDNS not available

Last Update attempted on 04:11:58.083 UTC Thu Jun 11 2020

Status : Success
FODN : domain.example.org
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IP addresses : 209.165.200.225

FMC O4 774 ILDHER

https://cisco.com/go/fmc-reg-error & 2 L TL 72 &0y,

FMC OGN ERHONT-IGEDEROO—)L/NY D

&

FMC CFTD D7 — XA v Z—T = A ZAZHEH L, Fv MU — T EHIEET 5 FMC 26O
R DT 2 BB T 2355, FTD O Z B IR Lokl e — Ny 7 LT, E B
EEILTEET, 0%, *y NU—ZERAMERF S L5 L 912 FMC THERGER E 2 % L C
HERTEET, m— Ay 7B, BRAADN T ARWEATHLHEHRTE, 20T
Ny a—T 4 T ORBUSITHETE X7,

WROTA RTA L HBBRLTLITEIN,

s BIEIDREI DA FID T — W /VIZERATE 4, S OIICLURIORRICe—L 3y 735
ZliIETEEREA,

e — /LRy 7L, EmAAMEIZ T AFZ Y T OBEATIIYR— FERTWERA,

e B—/LNy 7%, FMC TRIE TE DMMICOAEE L E3, L& xE, m—Ay 71,
FIDCLI COAKETE LHEHEIHA ¥ —7 = A AT 51— I AR IT R L
FH A, configurenetwork management-data-interface =~ > K&/ L 7= &% ® FMC &
BARICT — 2 A X —T = A AREELEE L, rollback 2~ REFEHTLE, T oD
REFRFFSNRNZ LITERE LT EI N, KEBICERM I FMC R EICr—/L /3y
7 ENET,

*« UCAPL/CC E— Klidm —/ Ry 7 TExFH A,

« IHTORMPICES SN/ T v F AT /3 FSCEPREHET —#ldn— Ay 7 TEEHE
/\/o

e m— Ly ZHNZ BUEDRENZ VT SNDHT2, #fh Fuy 7S ET,

1R BHHEIIZ
T /LOYR— b : FTD

FIE

FTD CLI C, LT~ —/ 3y 7 LET,
configure policy rollback

o—/LXy 7%, FTDIZu— Ay ZNIEFIZE T L2 2 & &2 FMC (2@ L ¥4, FMC T
WX, B — Ry 7 AN 2 L EIR TN —RNEEE IR R INE T,

0= Ly 7 BRI LT E . — R 72 BB O RIEEIZ D\ Thttps:/www.cisco.com/c/en/us/support/
docs/security/firepower-ngfw-virtual/215258-troubleshooting-firepower-threat-defense.html % Z e L C
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YE—FFIDIL 3 FMCOERM |

B vczamLET77 4 79— LoBRON

ATvT2

RN, BAICE-oTIE. FMC 727 2 2ADETTRIZT — LNy TN T B2 nH D F
T, ZDHE. FMC OfEROMEEER LT, FMC L EER T 7,

1 -

> configure policy rollback

The last deployment to this FTD was on June 1, 2020 and its status was Successful.
Do you want to continue [Y/N]?

Y

Rolling back complete configuration on the FTD. This will take time.

Policy rollback was successful on the FTD.
Configuration has been reverted back to transaction id:
Following is the rollback summary:

EHES O ML SN MR LE T,

FMC T, [T /31 A (Devices) 1>[7 /31 A& E (Device Management) ]>[7 /34 A (Device) ]
>[&H (Management) ]>[FMC7T 7 & X DFEM (FMC Access Details) |> [##fit A 7 — & A
(Connection Status) ] ~*— Y DIAIZERIN L CTEHBHRO AT — X A2 MR L E T,

BRSO AT —F 2% F T HI21%, FIDCLI T, sftunnel-status-brief =~ > K& AJj L%
‘3‘0

RO TSI 10 LA ED D560, D N T TNy a—T 4 U T ETOMERH Y F
T T—HA L HZ—T 2 ATOEBEHRDO NT TNy 2—T 47 (90 2—) ZBHL
TLTEEW,

FMC ZEARL =274 70+ —ILOERDYIM

ATy I
ATy T2
ATvT3

VAT AEBYNC YV Yy N T T H I ENEETT, HMICERY T 7Rk, ERA
AVFEMLIEVT AL, BRR T 7AN AT LAOBRELZBIXR-ITZERNHY ET, Ny
7 T0y RTCIEEIZEZHDO T mE ARFETINTWT, BRT 7 72k | ERZ Yk
LT BE, 74T 4= N AT L—AT Ny NETUTERWI L AR ZTBWT
<&,

FMC #f L T AT A& @I Y v hE U TEET,

FIE

[Devices] > [Device M anagement] 341 L %9,

HE#T 57 ZAOMICHHRET A 2> &) 227V v 7 LET,
[T /34 A (Device) | #7 %27V vr LET,
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ATvT4

ATy TH
ATv 76

ATy 717

RDATYT

zozx7y7 ||

[ AF 2 (System) |BZ > a v TFRNAL ZADY vy hEY VT Aay (W) 2207 LE
D

T T NRERINTED, TRAADY vy N T U EREERLET,

AUV AN T AT T — I L TCWAERIE, 77 AT U — ARy v hE T
THEXIWL VAT AT v M= —1LFET, RO T MRFRINET,

System is stopped.

It is safe to power off now.
Do you want to reboot instead? [y/N]

V=D ERH L CWRWEEE, R30MfFo TV AT ANy MO LIz 2 %
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1 -

firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...]

Hello admin. You must change your password.
Enter new password: **x*xkix

Confirm new password: ***x*x*x

Your password was updated successfully.

[...1]

firepower#

FXOS CLI C, FTHDONR—Y a v a2F R LET,
scope ssa

show app-instance

11

Firepower# scope ssa
Firepower /ssa # show app-instance

Application Name Slot ID Admin State Operational State Running Version
Startup Version Cluster Oper State

ftd 1 Enabled Online 7.1.0.65
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(F) RNRU=RFRTTREEEENTNT, NAT—= RRDNLRWEEIE, 731 A%k
AA=VILTRRAT—=RETFT 74NV MYy MTHUERHY EF, FHA AT
{EDOTFNAZDVTiE,  [FXOS troubleshooting guide] #Z ML T 72X\,

1 :

firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...]

Hello admin. You must change your password.
Enter new password: ***kxkkk*

Confirm new password: **x*kxkkx

Your password was updated successfully.

[...]

firepower#

FTD CLI {28k L £ 77,
connect ftd
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ldata-interfaces| £721X7— DV =ANVL—HDIP T FLAOWTNnE AT LET,
data-interfaces 5% ETH &, TV MUV REE NI 7 4 v 7NNy 7 7 L—f% T
EEEN, T—HA X =T AAPKTLET, ZORTIEX, A V¥ —Fy MNZT /&
ATELEBIOEHEAR Y N — 7 BN WGHEICENHET, BHA VX —T oA ANBF
BENDRNT 74w 7I00F, AV F =Ry NT IV BAZMNELT 74 B ABEGRE T —
B R—ZADEHNEENET, data-interfaces 2T 254, FER Y U — 7 ([CEHE
Pt L COUEE B, X — 7 = A A TFDM (F7214SSH) %5l & T& 908,
FEEDFRy NU—27 £3HA DV £— MEHEOYA L, configurenetwork static-routes
avy REFEALTHOL— NEBMTALERHV ET, T—F A U H—T = ATD
FDM OEBIL, ZOREDHELZIT /202 LICHERE L TLZEW, DHCP ZfH3 5%
Yy, Y A7 AEDHCPIZ Lo Tk a7/ — b= A A L E9, DHCP A/ — b
VA R LWL, 74— Ny 7 A Yy RE LT data-interfaces i L &
7

[Ry N = ERPEE INZIGETHEER N LEIC/R Y £9° (If your networking
information has changed, you will need to reconnect) | : SSH C7 7 # /L h®D IP 7 KL R |THE
BLTWADIL, ity R T v FTEDIP T RLRAZEET L L HmngkrsnE
o HLWVWIPT FLRENAY— FTHEER L TS IZEW, 2 v Y — st B e %
T EEA,

[TNA A —VTERE L E7 ) (Manage the device locally?) ] : FDM %7213 CDO %
FERT 211X 1V (yes) 1A LET, WX (no) 1 &EzDE, T/ ADEH
IZIZFMC 2425 2 L2/ £7,

1 -

You must accept the EULA to continue.
Press <ENTER> to display the EULA:
End User License Agreement

[...]
Please enter 'YES' or press <ENTER> to AGREE to the EULA:
System initialization in progress. Please stand by.

You must configure the network to continue.
You must configure at least one of IPv4 or IPv6.

[ Cisco Secure Firewall 3100 R 4 — k7 v TH 4 K
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ATv74

~DnOoA

ATy T

ATy T2

~nas4vmm ||

Do you want to configure IPv4? (y/n) [y]:

Do you want to configure IPv6? (y/n) I[n]:

Configure IPv4 via DHCP or manually? (dhcp/manual) [manuall]:

Enter an IPv4 address for the management interface [192.168.45.45]: 10.10.10.15

Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.255.192
Enter the IPv4 default gateway for the management interface [data-interfaces]: 10.10.10.1
Enter a fully qualified hostname for this system [firepower]: ftd-l.cisco.com

Enter a comma-separated list of DNS servers or 'none' [208.67.222.222,208.67.220.220]:
Enter a comma-separated list of search domains or 'none' []:

If your networking information has changed, you will need to reconnect.

For HTTP Proxy configuration, run 'configure network http-proxy'

Manage the device locally? (yes/no) [yes]: yes

>

HLWEBIP 7 FLATFEDMIZEZ A > LTL &L,

~FDM
FDM iz /A > L CFID & ELET,

1a s BRI
s Firefox, Chrome, Safari, Edge. ¥ 7213 Internet Explorer O/ N—2 a » afHA L £,

FIE

77 UWIZIRO URL # AN LET,
« WEL (Ethernet 1/2) : https://192.168.95.1,

« & H : https://management_ip, &A% —7 = A ZILDHCP 7 5A 7> FThH D12,
IP7 KLU AZDHCP % — =L »THRARVET, CLI Ty N T v 7 TEEIP 7 FL X
EERLIEEAIE. FOT RLAZ A LET,

a—H—4%& admin, T 7 /L hXZAT— R Admin123 ZfEH L e /1 LET,

RDBARY

*FDMEty N7 v 7 U 4 P —REFITLET, PIHREDOET (112%3—) 2B L TL
72 &N,

Cisco Secure Firewall 3100 2 2 — + 7 v 744 K |}
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N EDET

TR EEZTZ T THI0E, BANCFDM I A o Lz &ty T v 70 4 P—RE2HEH
LET, By FT o7 U4 F—FRDOETH, W OPOIARY O —R N8R E I -
LTS T ABRBETT,

« /M6 (Ethernetl/1) 3 X OWEA % —7 = A A (Ethernetl/2) ,
cNEA v B —T 2 A ALHNFA L B —T 2 ZADEXF2Y T 4/ —2
s WESIBHNERA~ADT R TDONT 7 4 v TV HEHT DT 7 AL—)L,

s D BAMEA~DTXTD T 7 4 v I EIBA v B =T = A AD P T KL ADEAFD
N— b ~EH S DA X —T =14 A NAT L—/L,

« NEA o Z—7 = A ATIF{TIAL TS DHCP H—/3—,

)

GE) (fEE) CLITOEHE Ry hU—JEHEOEE (109 %—) OFNEELFETLEZEEIE. o
DA AT DO—E, BARMNITEHE SATU - ROEHR, BLOSEA v F—T7 oA A LEH

AVE—T2A ADEENT TIZET LTWBIET TY,

FIE

AFYvT1 =2 Ra—HP— S4B ABHELFATHREL, BHESAUV—RFRELEFETLLIITEKD
LNET,

BATT DI, ZNODOFIEZE T T DLERDH Y 7,

ATV T2 A X =T oA ABLOEHRA X —T oA AR L TROA T v a U EFRE L, [R~
(Next) 127V vZ7 LET,

GE) [k~ (Next) 1227 Vw7358, WENT A AZBHEINET, /¥ —T=A
ADLENL [4858) & 720, Toutside zone] X = VT 4V —IZBMENET,
MEMEMNIELWZ L 2R L £,

a) [FMERA X —7 = A A (Outside Interface) |: ZiUE, ¥— bV A L—XIZ¥ERHT D7
DOT =8 R—=FTT, T ZAOPMGRERHIHI DI A o H—T7 = 4 ZAERINT 5 Z
LIXTEERA, BWDOT —F AL B —T 2 A ANT T4V NOINEA B —T = AT
7

[IPv4D%E (Configure IPv4) ]: #MEA > H—7 = A AHD IPvd 7 KL A7, DHCP %
R0, FRFTFEHTAXYT A7 IPT RLVA, 7 xy b~RA7, BIOF—h
T BANTEET, [F7 (Off) ZRIRL T, IPv4T RLAZEELRNE W) EIR
EbHET, By N7 v U4 P —REHEHLTPPPOEARET HZ LIXTTEEHA,
A HE—T A ZANDSLET L, F—TNETF L, E70RISP ~D ORI S T

[ Cisco Secure Firewall 3100 R 4 — k7 v TH 4 K
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ATvT3

ATy T4

ATy TH

agsazoxT [

BY, ISPAPPPOE Z A L TIP 7 FL A& L TV AE 1%, PPPoE NMEIZ /R 58
ERHVET, U4 — ROETHIZPPPoE R ETX £,

[IPv6 D E (Configure IPV6) | : ANEhA v X —7 = A AHD IPv6 7 R L AT7, DHCP %
T A, FTRIEFEFTRAET A v IIPT RLA, L7497 A, BLOY— 1=
ABZANTEET, [F7 (Off) [ZERLT, IPv6 7 FLAZRTE LWV E W ERED
%@ij‘o

b) [BEA 42 —T x4 A (Management Interface) |

[DNSH—/% (DNSServers) ]: AT ADEFT R L AHD DNS %—/3, £ ik A 1
DLLED DNS =07 R A& AJJLET, 7 7 4/L M OpenDNS #X7' Y 77 DNS
= NTF, T4 =V REREL., 774/ MIE LWL, [OpenDNSZ LA (Use
OpenDNS) %427 Vw7 §25L, 74— /L RIZH#EERIPT FLARY a— REET,
[Z7 AT V4= A R4 (FirewallHostname) ]: AT LADET RLADKA NAT
7

VAT ARG BOE L, IR~ (Next) 127 U v 7 LET,
a) [#A LY —2 (TimeZone) ]: VAT LDHA LY = HRINLET,
b) [NTP# A LH#—,3 (NTP Time Server) ] : 7 7 4/ D NTP h— & HT 570 EHL

TWANTPY— DT RLAZFEITANTENERIRLET, N 77 v 7 HICEED
P—NEBENTEET,

EE) VAT LDAS— "I B AEZRELET,

FIDT A ZAZMEAT S E . BEIMICEAT A B ATV TEET, T_XTOBMTA
ZNIA T g T,

A= hTARADT AT bERIGL, VAT LABRBELT LT AWM 5 0H
NV EF, REIL0 AFOFET A o A2 AL, BTAT—F I B AZRETE
iﬁ‘o

TNA A5 TSBRET DI, V7% 27 Y v 27 LT Smart Software Manager D7 71 7 k
a7 LET, T4 AORE (114 X—=2) 2ZRL TSN,

T A £ A BF TSI, PEERETIZ90 B R ORI A Bi449 % (Start 90 day evaluation
period without registration) ] Z 3R L 9,

(427 (Finish) |22V v 7 LE,

RDBRY

G T A B A G EEMHT L b TEETR, T AEREL, T A%
BET2Z L2880 LET, 2ZRLTIEZESVNTI A ADKRE (114 3—Y)

FDM#fEH L CT A RERETHZ L HTEET, [FDMTOTZ 74T U4 —/L D%
E (120 ~—=2) | 2ZRLTIEEN,

Cisco Secure Firewall 3100 2 2 — + 7 v 744 K |}



FOM T FID DER |
B s tzoxx

- -~ =JL =

74t ADEE
FID i, A4 B ADWEAB L O TA B AT =V O— &N AR AY—F VT FU =
T IRV T EBRLET,

Uy — T EBET S L. Smart Software Manager X3 ¥ — 3 & Smart Software Manager [ D i&(5
MO IDFEAFEZRITLET, £z, WORERT Y My —oREDETHRET,

VAT A AOEIZOWTIEEE L <IL, cisco.com/go/licensingguide &M L TL 72 &1,

Av—hI7A4A BV ATIE, FEWAL TR0V ORREAH CT& £, Smart Software
Manager (%8¢ T 5 &, T ICTA B AL TCEET, /o, BTIA B AL
ATHZEHTEET, ZHICTE->T, HWEEDOREAIB LOMHNEEICZRY | BEFE DA
KDBIENR 2L 2D EF, ROTA B A 2R L T IEE,

B K (WH) EATAEUZA,

CEBE v xXa VT4 A T U VxR Lkttt IPS
RNV IT N T=T

*URL : URL 7 4 VX U 7

* RA VPN : AnyConnect Plus, AnyConnect Apex, & 7-!% AnyConnect VPN F£ ]

BB BRI
« Smart Software Manager (Z¥ AX —T7 v NaefibE T,

EETAT P eBRLTRWNERIX. Vo2& 27 )y LTHLWT AUy FEREL
TL7Z&EVY, Smart Software Manager Tl flfkD~AZ— T v F &R TE £,

s (=2 774 T AT T T EERALTCEMEIND) WiEEHEHT 212X, ZFEHO
Aw—hN VT NoxT TARV T T UL TSk (3DES/AES) 74 &
VAR TEX AMLENH D ET,

FIE

ATVl BEVOR—K TA BT TAHT M, WBERIABUVADEENTND Z &%
WL TLIZEN,

TAEB AT, VAT ETFRBEREIENLT AN ZAEEA LRI, A~— Y7 by =T
T4 T TAT MY 7 SNTVWES, 72720, BETIA v A%2BNT 2 %E
M HY5E1E. Cisco Commerce Workspace C [ifh & Y U = —3 3 »OfsR (Find Products and
Solutions) MR 7 4 — /W REFEHLET, ROTA B APID #BELET,

[ Cisco Secure Firewall 3100 R 4 — k7 v TH 4 K
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| fom <o FID OER
sttvzoiz |

R25: 54 o A&

Find Products and Solutions

L-FPRZK-ASASC-10=

Search by Product Family | Search for Solutions

(GE)  PID BEONLRWEGAIE, EXIZFETPID 2B TE £,
e EERT AU A
« L-FPR3110-BSE=
« L-FPR3120-BSE=
+ L-FPR3130-BSE=
« L-FPR3140-BSE=

BB, VU =T BLOURL 74 £ 2AOMAE DY
* L-FPR3110T-TMC=
* L-FPR3120T-TMC=
* L-FPR3130T-TMC=
* L-FPR3140T-TMC=
EREDOPID DWFNNEEINEINT D & ROWTIHO PID TGS 2 B~ —2 D
PTRAI Y T a U EBIRTEET,
* L-FPR3110T-TMC-1Y
* L-FPR3110T-TMC-3Y
* L-FPR3110T-TMC-5Y
* L-FPR3120T-TMC-1Y
* L-FPR3120T-TMC-3Y
* L-FPR3120T-TMC-5Y
* L-FPR3130T-TMC-1Y
* L-FPR3130T-TMC-3Y
* L-FPR3130T-TMC-5Y
* L-FPR3140T-TMC-1Y
* L-FPR3140T-TMC-3Y
* L-FPR3140T-TMC-5Y

Cisco Secure Firewall 3100 2 2 — + 7 v 744 K |}
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+RA VPN : [Cisco AnyConnect Ordering Guide] ZZM L T 72 &0,

AT 72 Smart Software Manager T, Z DT /A AZ BT BT B> hOXGEN—27 v &2FRL
Tav—L%7,

a) [Inventory] #7 VU v 7 L7,

Cisco Software Central > Smart Software Licensing

Smart Software Licensing

Alerts License Conversion Reports Email Motification Satellites Activity

b) [General] # 7 C, [New Token] #7 V v 7 L7,

General Licenses Product Instances Event Log

Virtual Account
Description:

Default Virtual Account: No

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances to this virtual account.

Token Expiration Date Description

NWU1IMzY 1MzEtZ]NmOS00MjF..8  2018-Jul-06 14:20:13 (in 354 days) FTD-5506

c) [B&k h—72 > &1ER (CreateRegistration Token) | %A 7 0 7Ry 7 AT, L FOREME
AH LTS [ h—27 »%{ERk (Create Token) 1227 U w27 LET,

Create Registration Token L

This dialog will generate the token required to register your product instances with your Smart Account.

\firtual Account:

Description:

= Expire After: 30 Days

Enter the value between 1 and 365 but Cisco recommends a maximum of 30 days.

Allow export-controlled functionality on the products registered with this token @

Create Token Cancel

* [E%BA (Description) ]
o [HZhHAR (Expire After) ] : #E5HEIX 30 H T3,

(2D h—7 ATEEGR SR Tl A BERE A FF 7T 9% (Allow export-controlled
functionality on the products registered with this token) | : &R S{LAFFAI STV D
DSBS 2 T ITAT AT I T EAENILET, ZOBREENT L TIEDY

. Cisco Secure Firewall 3100 R 2 — 7 v T HA K
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https://software.cisco.com/#module/SmartLicensing

| FOM To FID D EEE
ssevzngz |

B IDOFTarE I I CTEIRTANERS D £, B TIOMREZAERNCT 5
Bl TAAL AZHTH LN B XY hF—THEEEL, 75 2% U o— R+ 5 0N
HVFET, ZOFT Y a UNRFRENZWEE, T U MMIH R EREREE VR —

FLTWERE A,

h—=27 %A o _v M IEMENET,

d) F—2 OFEMZHDIRETA 2% )27 LTC[h—2 2 (Token) | ¥ A 707Ky
JAFRME, b= IDEZ Y v TR—Rcart—Cx5 X9 LEd, FID OBEHEN
VER L ZFIZHROFIETHEAT LD, 2O 7 28 ELTEE £,

26: ~—9 VDERR
General Licenses Product Instances Event Log

Virtual Account
Description:

Default Virtual Account: No

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances to this virtual account.

New Token...
Export-Controlled Created By Actions

Token Expiration Date Description
Actions +

I\nEjMi!ZJIhYThZGOdOSDOYjKZL@ 2017-Aug-16 19:41:53 (in 30 days) ASAFP 21101 Allowed

K27: b—H DaE—

Token 0 X

MM3Z]IhYTIZGQ40S00Yjk2L TazMGItMThmZTUy Yjky
NMVHLTE1MDISMTI1 %0AMTMxMzh8YzdQdmazMiAZY
mFJN2dYQjIEQWRhOEdscDU4cWISNFNWRUtsa2wz%
NAMDANSTNSAANANA

Press cfrl + ¢ fo copy selected text to clipboard.

AT9 73 FDM T, [T/3 A (Device) |27 U v 7 L, [A~¥— kT A A (SmartLicense) ] DV~
J—T[REDNFK (View Configuration) | %7 UV v 27 LET,

[A~— K T A% A (SmartLicense) | X— T NERINET,
ATV T8 [T, AD% Gk (Register Device) | %7 UV v 7 LET,

Device Summary
Smart License

o LICENSE ISSUE
EVALUATION PERIOD

You are in Evaluation mode now.

69/90..
days left.

Cisco Secure Firewall 3100 R 2 — 7 v THA K .
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WIZ, [A~— T A B AD%E (Smart License Registration) | Z 4 7 &2 77K v 7 ADFERIC
WEsT, =27 ICHE0 I ET,

Smart License Registration

Create or log in into your Cisco Smart Software Manager account.

On your assigned virtual account, under “General tab”, click on “New Token™
| to create token.

Copy the token and paste it here:

Nzly%0A0Dg5Mzh8SUQ5Vm mN

JLQ2FFeGhEWmMIW%:0AWCOWTTO%3 D‘;&OA P

Select Region

.:: ..4._ ::.
l_.

When you register the device, you are also registered with Cisco Security
Services Exchange (SSE). Please select the region in which your device is
operating. You will be able to see your device in the device list of the regional
SSE portal.

Region

SSE US Region v
[ 5 ) Cisco Success Network
Cisco Success Network enablement provides usage information and statistics
to Cisco which are essential for Cisco to provide technical support.This
information also allows Cisco to improve the product and to make you aware

of unused available features so that you can maximize the value of the product
in your network.

Enable Cisco Success Network

CANCEL REGISTER DEVICE

ATYTE [T/ AD%Ek (Register Device) ] %7 UV v 7 LET,

[A~— ]k T4+ A (SmartLicense) |"X—IZRYD £7°, T34 ABEFIIKRD A vE—
DERRSNET,

Registration request sent on 10 Jul 2019. Please wait. Normally, it takes about one minute to complete the registration.
You can check the task status in Task List. Refresh this page to see the updated status.

TNA APNIEFITRERS I, ~—UREHFIND L, ROL I IZFRSNET,

Device Summary

Smart License

CONNECTED Last sync: 10 Jul 2019 11:39 AM o
SUFFICIENT LICENSE Next sync: 10 Jul 2019 11:49 AM

. Cisco Secure Firewall 3100 R 2 — 7 v T HA K
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N
S
%

ATYT6 LESEL T, TNENOAT v ay T8 A0 [Hb/H4h{t (Enable/Disable) ] =2 b
D"_/I/%y U ‘77 Lij‘o

SUBSCRIPTION LICENSES INCLUDED

This License allows you to perform intrusion detection and prevention and file control. You
must have this license to apply intrusion policies in access rules. You also must have this
license to apply file policies that control files based on file type.

Includes: Q Intrusion Policy

URL License

ENABLE

This license allows you to control web access based on URL categories and reputations, rather
than by individual URL alone. You must have this license to deploy access rules that filter web
traffic based on category and reputation.

Includes: URL Reputation

This License allows you to perform Cisco Advanced Malware Protection (AMP) with AMP for
Firepower and AMP Threat Grid. You must have this license to apply file policies that detect
and block malware in files transmitted over your network.

Includes: D' File Policy

RA VPN License

Type PLUS v ENABLE

Please select the license type that you purchased to enable remote access VPN. Note that
Firepower Device Manager does not support any of the advanced features covered by the
Apex license.

Includes: RA-VPN

« [5%01t. (Enable) ] : Cisco Smart Software Manager 7 4 7 > NI T A & A& Ek L, il
SNTHEEENARNCR Y £, FTA B Ao THIEESNARY > —Z2&FE L., BT
TET

o [#5h{t. (Disable) ] : Cisco Smart Software Manager 7 /1 7 > kDT A & L A % B EFARER L |
HAE S VT ARBEDNIEZNIC 72 0 9, FTLWAR Y O —DOBEEDRTE S, TOMREEHHT 2
RNY—DREFS TEEEA,

*RAVPN 7 A £ 2AEFGI LTGEX. T 2748 205 47 ([Plus]. [Apex].
[VPN B2 (VPN Only) ]. F 721X [Plus & Apex (Plus and Apex) ] Zi®R L £ 7,

Wl PLUS ~ DISABLE

VPN ONLY

PLUS
ile remo that
dvanced AREX the

APEX AND PLUS

BREEZANCT DL, TH T MITA B APRVDIGEIEIAN— V% B LI ISR O IEEAL
Ay —VRERINET,

Device Summary

Smart License

e LICENSE ISSUE
OUT OF COMPLIANCE

There is no available license for the device. Licensed features continue to work. However, you must either purchase or free up additional licenses to be in compliance

GO TO LICENSE MANAGER Need help?

Last sync: 10 Jul 2019 11:47 AM o

Next sync: 10 Jul 2( 1:57 AM

ATy HHE RNy 72T U R SD [HROMFFRS (Resync Connection) ] % %4 L T, Cisco Smart
Software Manager & 7 A & > AfE @A R <& £ 77,

Cisco Secure Firewall 3100 R 2 — 7y THA K .
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Go to Cloud Services

Resync connection

Unregister Device

FDM COD 7747 O+ —ILDEKE

WOFNETIE, BIMEREORTEDOHMELHAL 9, SFINEICOWTEHMREREFRTDHIC
X, X=CO~NVT RE () BV LTLEE N,

FIE

ATy

ATYT2 MDA ¥ —T x4 ATHBET DEE1E, [T /3 A (Device) |ZRINLC[A ¥ —T =
A A (Interfaces) | DWED Y > 27 %7V v LET,
fA vt —T =2 A ZAOMET A2y (@) 22V v LTE—REREL, IPT RLAARE
D EEERLET,
WOHFITIE, Web T — =72 DTV w777 AR E L E T D [FEEHIH
(DMZ) & LTHHT 70D A v 2 —T =4 AR LET, 587 L6 [&1F (Save) ]
%70 v LET,

X 28: 48— 14 ADHRE

Edit Physical Interface

Interface Name Status
o ©
Description

IPvd Address IPvE Address Advanced Opticns

Type

Static e

IP Address and Subnet Mask

192.168.6.1 ! 24

[ Cisco Secure Firewall 3100 R 4 — k7 v TH 4 K



| FoM o FID DERA

PMcn7 7179+ —LnEE |

ATV T3 HLWA U F—T oA REERT D551, [F7 V=2 & (Objects) [ZEIRL, B[k

ATvT4

X2 U7 ¢ —> (Security Zones) | ZEIRL 7,
WEFIIVNECSCTHLWWY =2 ERLET, A —T =2 ATERL, X2
T4 S = NCEONWTRY =R T 5720, HEA v F—T 2 A AT —= B L TWB L
ERHVEST, A X —T oA AEERT HGE. VI F—T oA A%E ZEILT
XFHA, ZOED, FHLWA v E—T A 2B ERR L%, FRE3BEOA X —T = A A
OAMEEE LRI — 7V NERETHVLERH Y F7,

WDHITIL, DMZA ' H—T7 2 A ADT=OIZH LWDMZ Y — 2 Z1ERNT 5 HikE R L ET,
E29: ¥ )74 J—2AFTTH b+

Add Security Zone

Name

dmz-zone

Description

Interfaces

(] dmz

W2 4 7> FTDHCP 2l L TF /8 2B IP 7 FLAZEET5BE81E. [T/AM R
(Device) | > [P AT LEE (System Settings) ] > [DHCPH—/3— (DHCP Server) ] Z#4R
LTHh 5, [DHCPHY—/3— (DHCPServers) | ¥ 7 &R L £,

T TN A Vv F—T = AR SN TS DHCP— =N H 0 £, 7 RL A T—
NEFRELZY . TREHIRLED TN TEET, tONEA v ¥ —7 = A A &Mk L
AT, TNHDOA v —T oA A EIZDHCP Y — =% Y v b7 v 7T 500 I — %1
TT, [HEZ7 V7 LTENERA v H—T 2 A ADY— =L T RLAT—)LERER L ET,

[#%5% (Configuration) 1 ¥ 7 T2 74 7> Mgt S5 WINS B L O'DNS D U A h Z i
TAHZELLTEXET, WOBITIZ, 7 R F—/L® 192.168.4.50 ~ 192.168.4.240 T inside2
A B2 —TxAALEODHCP y—N"—%RET D HEERLTHET,

Cisco Secure Firewall 3100 2 2 — + 7 v 744 K |}
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ATy TH

FOM T FID DER |
ILDEERE

30:DHCP H— /53—

Add Server

Enabled DHCP Server ()

Interface

inside2

Address Pool

192.168.4.50-192.168.4.240

[7/34 A (Device) ] Z#EIR L ThH, b—T 17 (Routing) ] 7 /NV—7T [(XEDFER
(View Configuration) | (E7IL[HRHMDAZ T 1 v 7 /b— bk ZA{ERL (Create First Static Route) ])
7V v 7L, T7ANb— FERHBRLET,

T 7 AN b b— NMIIEE, INBA v H—T 2 A RALSINTFET DT v T A MY — A FE I ISP
N—HEfR L TWET, T 74/ hD IPv4 b— MIEED ipvd (0.0.0.0/0) . T 7 /L bD

IPv6 /L— MIEED ipv6 (::0/0) T, HHTLHIP A=Y a T Eii— bEERLET,

PERA B2 —T 2 A ZADT KL ADRIGIZ DHCP 24 5854, NERT 74/ bk L— b
ZTTICE>TWAZERHY £7,

GE) ZOXR—VTERLIEAL—NMNI, T—FA X =T oA AHOHLTT, HFEA ¥ —
T oA AIFHELEE A, [T/NM R (Device) | > [V RATLERE (System
Settings) | >[B¥EAM »4%—7 x4 X (Management Interface) | TEEY —F U = A
ERELET,

WOFENZ, IPvd DT 7 40k b— R aRmLET, ZOBITIE, isp 7 — 7 =AIXISP 7' — |
JxADIPT RLAZ#HNT L3y hU—27 7= hTT (7 RLUARITISP 6T
HVERHY ET) , [F—FU A (Gateway) | D FEED [HT LRy 8T —7 Z{EKT 5
(Create New Network) | Ky 77X VR &2 Vw7 LTCZOFT V=2 MaAERT 5
ZENRTEET,
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B 31: 774 MIL—F

Add Static Route

Protocol

@ 1Pva O mve

Gateway

isp-gateway

Interface

outside

Metric

1

Networks

rﬁ] any-ipvd

ATv 76 [AYU— (Policies) | #BINLTHy hTV—rDEXF2 VT RN —%HRLET,

THRAA Y b7 v 7 U F=RiF, WEY = Y = ORIO N7 4 v 7 Tu—%
B LET, £, AMBA v F—T = A AZHERTLHEI, B4 0 F—T A RIHKHT D
AV B =Tz A ANAT bANILET, HILWA v F—T oA AR LTEHAETH, NE
V= ATV = MOEBMT A5AIEFNSICT 7 & AL — L BB E T SV ET,

7212, BEOWNHA v F—T A ARHDHGETE. Nl — LN —~D T 7 1 v
77 —%dFRT 5T 7 AL — A BMETT, ot U T 40 = EBINTA5E
X, #N6DS—2EDNT T 4 v 7 BHFATHL—INMNETT, I HIIRIEROEEIC
AL/ = I

IHIC, MBENLE LT AREREG LD, FOMORY) —%2FELT, BIF—E2D
A, NATB X7 78 A L— L2 HFRETEET, RORY O —2RETXET,

« [SSL# % (SSLDecryption) ]: BA, ¥/ 7 =772 EIZOWTH S S - #f: (HTTPS
728 ERET LA, BERAE LT OLNERH Y £3, FOBRAE ST D LER
LM EHIWTT HITIESSLE SR Y —Z2 A LET, AT Lk, MAERICHR 4« B
L ET,

[(TAT T 47 4 (dentity) |: fHlx DZ—H—IZxy NT—27 T 7T 4 €T ¢ ZBE
F5. Frida—Y—FHida—Y =N —T DA NR—=T SIS TRy FTU—7
T 7 ARG AEAIE, FFED Y —Z P 7 RLRICEEMIT bR TWAE 2 —HF—%
HETHEDICTAT T 4T 4 R —%FHLET,

[BEX=2 VT 4 AT Y T A (Security Intelligence) |: 77 v 7 U A MERIEHD 1P
7 RUAEZIT URL OB 212 B Ry 795100, X2 )74 AT V=
ARV =% LET, BBMORERYA F2T7 7 v 7 U A MIBETIX, 727 EA
Ay hr— R —TENLEZEET DMENRL 2D £7, CiscoTiE, BX=2U T o
AT VY2V ADT Ty 7 U A NBBICETSND L5, BEMORERT RLAL
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B ovcosrrror—rowe

URLDOEME T 7 + — P&t L CnEd, 70— F&il+5L, 79927 U A FDH
HZBMEITHIRT 272D Y — %2R T 20BN H Y FH A,

*[NAT] (Ry FU—27 T RLRAZEH) NPT RLAZIRONL—T ¢ 7 W[RER T R
L ACERT D72 DICNAT R Y v —a AL £,

o [7 7 &AMl (AccessControl) ]: F > hU—7 ECHFA[T HEEHOIEICT 78 A a2
ra— AR —2FHLET, EX=2VT 40 V=2 IPT RLVR, u hat, Fm—
N, 77V —var, URL, 22—V —Fida—HF— 7L —F 2L > TT 4 VHIHET
XFET, F, TIZEARKEL—NAVEERALTRASLTZ 7 AL (A0 =T) R v—%
WHLET, ZORY —%2FHLTURL 74V H Y o7 E2FEELET,

s [{2 A (Intrusion) ]: BARY —ZHEH LT, BERMOEREZRE L £, 7 7 & A4
N—NVEFEHLTRARY —Z@EALETH, RARY —%HE L TREDR AL —
VBRI H N F 13N cx F9,

WOFITIL, 77 AHBEIRY > —CTHEY —> & DMZ V=2 DORIO N T 7 4 v 7 a4
LHHEERLET, ZORITE, [BOHR% T (At End of Connection) | 23EER 4L TV 55
A, [BX 7 (Logging) | 2BV THOWTNOX 7 THL AT a VTR ESHEE A,

K32: 79X arra—)LKRYo—

Add Access Rule

Order Title Action
2w Inside_DMZ B slow v

Source/Destination Applications URLs Users Intrusion Policy File palicy Logging

SOURCE DESTINATION

Zones +  Metworks +*  Pos +  Zones *  Networks *  Pons/Protocols +
B inside_zone ﬂ LI

ATYTT [T/3 A (Device) ] ZBHR L THh 5, [EH (Updates) ] 7 /L—7 T [HEDFE TR (View
Configuration) 1% 27 Vw7 L, VAT LT —HARXR—AQEHFAT V2 — NV ERELET,

BARY —ZFH L TWAHEAIL, L—/ & VDB OF —F X— 2 & EMI e EH &2 iR E L
EFT, EX2 VT4 ERT7 4 — REFEHTLIHEE. TNOOEHAT Va2 — L EHELE
T, —EHEHEL L TEX 2V T 4R Y U CHIB BB R A ERT 2581, 07T —Z—
ADEFHAY P a— NV EHELET,

ATy T8 A=a—0D[EA (Deploy) | R¥ %27V v s L, [T <HEATD (Deploy Now) ] HR¥

B
(@) 27V v LT, BENELZT A RZEMLET,
EHEIT, FNOEEBRTL2ETT A A THDTRY £HA,

. Cisco Secure Firewall 3100 R 2 — 7 v T HA K
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D 5&UM0SCL~D7 2 [

FID 5KV XOSCLI~ADT7 U X

avw L RIA A F—T x4 A (CLI) A LTV RAT LDy bT v 7TV, FEARK
WY ATLDRNT TN a—T 4T HITVET, CLITy v a bR —2RETDHZ
LITTEFERA, CLIICIE., 2 Y — A R— R NIEEFELTT 78X TEET,

oINS 2—FT 4 T DDIZ, FXOSCLIIZT 7B AT 52 TEET,
A\

GE)  F/E FID T A AQEHA X —7 =4 AT SSH T & £9, vV —ltvi g
VEFRARY, SSHYE v 3 E T 7 40 F CFTDCLIIZZ: Y | connect fxos =2~ > K % fifi
L CFXOSCLICEHE CE £d, SSHERHDA v 4 —T =A A2 TWEEE, % TT—
A HE—=T oA A LOT RVRIZERTEET, 7T— X A F—T A A~DSSHT 7+t
ZNETFT 7 H N S TEH RS> TWET, ZOFIETIZ, 574/ FTFXOSCLL & 725
V= VR—= R T 7 BRZOWTHALET,

FIE

AT 1 CLIICueZ A o45100%, BHaYa—FEar Yy —/LR— MR LE9, Cisco Secure
Firewall 3100 21X DB-9toRJ-45 >V 7 /L — TR L T 572, BT 72012 —
RNX=7 4DV 7V to USB 7 — T ARMETT, BEWOFTNL—FT 4 TV RAT AT
MERUSB YU TNV RTIANELT A A =L L TL 7SV (Cisco Secure Firewall 3100
N=RT =T HA RESR) , a2/ —R— MIT 74V N TFXOSCLIIZZR Y £9, KD
YU TNVEREEMEHLET,

* 9600 H—
87 —X v b
e NUT 4721
1AMy 7 EYFH

FXOSCLIZHE LE T, =—W—% admin &, Ity b7 v THICRE L= XATU— K%
fEALTCCLIiCu A > LET (T 74/ ME Adminl23) ,

&1

firepower login: admin

Password:

Last login: Thu May 16 14:01:03 UTC 2019 on ttySO
Successful login attempts for user 'admin' : 1

firepower#

ATFwv T2 FIDCLILIZT 7 A LET,

Cisco Secure Firewall 3100 2 2 — + 7 v 744 K |}
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FOM T FID DER |

B - 7vr—rosroums

ATvT3

connect ftd
&1

firepower# connect ftd
>

n A #%IC, CLI T ARER a~ » FOBMEMET 5113, help £72ix? 2 AN L%
9, FEHFIEIZOWTIL,  [Secure Firewall Threat Defense 0)2“\7/ KU 77 LA #5811
TS,

FTD CLI Z#& 79 % 121%, exit £7=iXlogout 2~ REASHLET,

ZDa<wy RIZEY, FXOSCLI 7 r 7 MIEY £9, FXOSCLI CTifRGE/Zz 2~ KD
THRAEMERT DI, 22 AT LET,

1

> exit
firepower#

F7A 7 74— ILOERDIE

VAT LEBEYNC Y vy MU T H I ENEETY, BMICERT T V2R ERA
A FEMLIEZVTDHE, BERR T AN AT LAOBELZEEZTZENHY £T, Ny
I 7Ty RTEFILEEO T ANFATINTEY, &RT 7 7 2k \i=0 | EIRZ Y
L7E0T D8, 774 T VA —NVATLETL—AT )NV vy NI UTERNWI EERZ
TEBWTLEE,

FDM 2 LT 74 7 U4 —/VOERZYW I 575, FXOSCLI ZffTx £,

FDM Z# R L= 74 7O+ —ILOERDYIE

ATy T

ATy T2

FDM 2 L CO AT AEBUNZy vy N T TEET,

FIE

FDM Z L CT7 7 A 7 U+ —NET vy hE T LET,

a) [7/3 2 (Device) 1&7 U w27 LThb, [ AT LG (System Settings) > [FFZB/
¥ v hA D (Reboot/Shutdown) 1V > 27 %27V w7 LET,

b) [¥¥ v h¥ DY (ShutDown) 1% 7V v 7 LET,

A=A T AT U F— VIR L CWDERIE. 77 AT U=y N T

THEEWIVAT AT u P NeE=F—LET, ROTa T IRERINET,

[ Cisco Secure Firewall 3100 R 4 — k7 v TH 4 K
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| fom <o FID OER

ATvT3

cuizs3277479+—roERoms I

System is stopped.
It is safe to power off now.
Do you want to reboot instead? [y/N]

=B L TV ARWGAIE, R3O TV AT ANV Yy N T L%
MR L ET,

VIR U CEIRAA v T 24720, BIRT 7 7 &KW T v — v bW ERICEIRZ ELY
Ndzncxxd,

CLIICEITAT7 747 04— ILOEIRDUIE

ATy T

ATy T2

ATvT3

ATvT4

RDATY

FXOSCLI 235 &, VAT ARBLEEIIVY Yy NE UL LT T 74T U —VOEREZY)
WrcxEd, CLIWKIE, a3 Y— bR — M MIEEHRLTTZ7EALET, FTD 8L UFX0S CLI
~DOT 7 EA (125 =) ZBHLTEEN,

FIE

FXOS CLI Twu —J/VEBIZHR: L £,

firepower # connect local-mgmt

shutdown =~ > R&FITLET,

firepower(local-mgmt) # shutdown

1 -

firepower (local-mgmt) # shutdown

This command will shutdown the system. Continue?
Please enter 'YES' or 'NO': yes

INIT: Stopping Cisco Threat Defense...... ok

T AT I —NDY Yy NI TRV AT AT Ry S " NeE=Z— LT, kOT a7
FRFRRENFE T,

System is stopped.
It is safe to power off now.
Do you want to reboot instead? [y/N]

VBEIZS U CEBEAAL v F 24712, BRT T 72N TY v — 0 bR EIR 2 B Y
NN TEET,

O

J

FTD O EZ#iAT7 521X,  [CiscoFirepower R¥ = A > h—B | [ZHrBHEVNO Y 7 F U=
TNR=VarOv=aT VEZRLTIIEZE,

Cisco Secure Firewall 3100 2 2 — + 7 v 744 K |}
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FOM T FID DER |
B xozx7v7

FDM OfEFIZBIT 218 #H 22>\ Tid, [ [Cisco Firepower Threat Defense Configuration Guide
for Firepower Device Manager] | # &ML T 7230y,

[ Cisco Secure Firewall 3100 R 4 — k7 v TH 4 K
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.5

i

CDO T® FTD O &

CDEOXMRHE

FRHARER T RTOFRL—F 4 VTV AT A~ 32— ¥ ZRERT A1, TR A2
V=T Y VT VAT LR =Ty B RO 5 HE (1_—Y) | 22RLTIEIN, 2
DEONFIL, CDODF U R—T 4 T 74— RKEliFe—¥ v Frreya=7 (LTP)
ZEM L7, CDO T® FTD ®EFICHEHA SNET, LTPIZED, HILW I 7 A4 T U —LD
HBANEFCSINET, Fy VT — T FEHED, iﬁ p%7747¢ﬁ~»%%1b(77
A7 U+ —/L% CDOIZEN L, FTD 73 Cisco Cloud |Z W SN B TCT 7 A T U+ —b
EEHTEXLHE DB TT,

CDOX, —BMOH DRV o —DFREEZEHRT D DICEEIC OB EINTZEBE T2 7 o
RY L —DERERBCT AT T RR—ADV LT T AL AwX—V % TF, CDO X, &
X2 VT 4RI — L DOREEEREL, TNOLEEIET LD — Va5 2 & T,
X2 VT 4R —%KEELET, CDOE, A7 V=7 bRV —%HL, RET
YL — REEHRLT, T AMTRY —0— BT 5 HiEERIE L £,

T7ATI4—ILIZDNT

N=RU=7 T, FIDY 7 bU =7 £7013ASA Y 7 hU =7 2FATTEEJ, FID & ASA
DOREITEI D R Z 21T O BRIZIE, 735 ADOHA A—MLRREIZ2 Y £3, BIEA A b—/b
ENTVWDE LD EERRD YT b =T N—V a3 VRSLEREE A A —EARETT,
[Cisco ASA 35 L ON Firepower Threat Defense Ff1 A — Atk A K] 2B L TS0,

77 AT U4 —/VX, Firepower eXtensible XL —7 ( 7 A7 & (FXO0S) EFEIN 2
ML RHARL—=T 4 TV AT AZFATLET, 7 7 A 7 U 4 —/LILFXO0S Firepower Chassis
Manager Z R — L TWEHA, FTT Vv a—T 47 HELTRLIEZ CLI O
A—hERTWET, FFIC OV TIX, CiscoFX0S b7 7V =2—TF 4 7 A K (Firepower
Threat Defense % 3217 L C\ 2% Firepower 1000/2100 > U — X[\)iF) ML T2 &0,

TI3AND—WERT—RAV N 77 AT U4 —VIIZE AR ERIT AT, FEMAIZIY
T2 HVERA, L, 22— LR PORTETIL, HAGEIEREEHACTE E
T, ZOFAE. REIEERC SNMP Off Iz, EHENMENGRDIEREZHR TE 256015
Djﬁj«o

0 —ZyFTub g S E DT AT A —LDOREE (130 2—3)
cCDO DALV R—=FT 4TI 4 —=REERA L2774 T U4 —LDERR (135 X—)
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coo T FID DER |
B o505 70Eva=051c8877 479+ —LOEE

e CDO OEFLENC L AA VR —F 4 7 LB (151 ~2—2)

O—2YyFIJOEDI=ZTIC&KBT7ATIO4+—ILD
&

ZOkBTvar T, IMTREEITOTIC I 7 AT U —IvEA A M—/LT B HEZON
Tt LEd, CDODEHEL, VE—FCT 7 AT VA —NVEFT LV R—FRTEET,

A—4yFJAEYS3IZVIDIV FY—I Y FOFIE

O—XyFFubVa I EEHAL Ty —IZCDO i L7- FID # BT 5121, &
DHAT BB L TLTEEN,

B ITVRKY—IVFDFIE

0 () (3) (1)
Branch Office | \1 JProvide serial (2 )install the (3 )Cable the (4 )Power on the
Tasks number to firewall firewall firewall and
central admin  —p —> —» monitor LEDs
(Branch Admin) for Cloud
connection
Cisco Defense | (5 JLogintoCDO  ( 6 ) Onboard the {\9/‘} Register the  (10)Manage the
Orchestrator i ~ firewall to ~ firewall with — firewall in
—» GCDO u_sing the Smart —» CDO
(CDO Admin) the serial Software
number Manager
| A
= v
7 Y
T -..\7/.. Obtain Base
s ~ license and
Workspace ?epetltﬁrr]: I
(CDO Admin) licenses
.-/ _'\.I i
= o (8 ) Generate a
T ~ license token
Manager
(CDO Admin)
(1) | Xtz 27 HROBEHE T L7 7 AT 74— DOT ) T LESORM (132 2—)
N
(AL B )

[ Cisco Secure Firewall 3100 R 4 — k7 v TH 4 K



| cbo <o FD OEE

it~n1 vz =1 ||

(2) | Xtz 27 TIAT O A=A VA RV LET, N R TRETA FEBRL TS
| etowEs) v
(3) |tz 22 T AT T F =D —T B (132 =)
Gttt EEE)
(4) |Xtto sz 27 T7AT VAN OEROKA (133 ~—=)
| GittorE)
5 Cisco Defense CDO ~pua 274 v (152 ~<—) |
Orchestrator
(CDO DEHAE)
6 Cisco Defense O—X oy FTnela=r sl ) TAESERALIZFIDDOA YR —T 47 (156
Orchestrator _=D)
(CDO DEFLA)
(7 |Cisco Commerce EARTGA VL AT T a b OBETA BV AZEELET (948 20K E
~—" | Workspace (164 ~=—) 1) .
(CDO DEHAE)
/_-\; Smart Software Manager | 5 4t A h—27 L&A LET (S4B ADHEE (164 X—) ) .
| (cpo oEEE)
9 Cisco Defense A=K TABL VT V=N —ZT R, AEHE LET (T4 ADFRTE (164
Orchestrator PNy
) ) o
(CDO DEHAE)
10 | Cisco Defense CDO T® FTD O E (169 ~—) |

Orchestrator

(CDO D& #E)

THADA R =)L

HAEDITEHM226 FID 2% J o7, 77 A 7 U+ —A D U T UESZiHk L T, CDO
DEHEIEETILERNDY 9, SAEEH T ADaI 2 =7 — 3 VEROMEEZ R
LET, BT THEERYAT EKVIAR, THHZ LICEEE D 2R L E9,

ZDH%, INTA LA —T oA ADBA U H =Ry NIT 7 RATEDHLIIC, 774 T U4 —
M —T N L CEREZ A VICTH2HERH Y £9, 21T, CDO & HRH 138 A
TaeRAEFETCTEET,
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coo T FID DER |

B cxoeEzcnv27 7479 r— L0 U FLBES DR

Je

Evk

AT U d—NEd R —RTBHEEHERTEET,

COETFAEHIET A L FHOMEENCDO L — X v F T a = A EFEHALTCT 7

FROEEBEIZRNT DI I7Z7ATI4—ILDD) TILESDIRME

ATy T

ATy T2

ATvT3

I27AT I+ —)

. Cisco

T AT U4 —NVETy ZICRETHDEER v 7 ZAE#THRNT, PROEHE LT
DIV TNAEFEFERER L TRBEET,

FIE

Vy—vbiy—variR—xr NeBERLET,

=T NVEERT D, £ T AT U —VDOEREANDIHNS, T AT T —E
Ryr—V DA Ry MY ERRLET, Y X —YOLAT YU b, avF—%r b BLG
LED IZOWTHHEME L TEBL LERH D 9,

T7AT O —NDU VT NESEZTLHRLET,

Ty AT T4+ =DV T ILEEIL, M%f/7x HMINTWET, £/, 77 AT U4 —
NAHTHEDOBIEH LA TICH D AT v h—Ib I N TWET,

77 AT U A= NDYY T OEGE T M/ ROARLED CDO F v b U — 7 EEEICEE L

i?ﬁo

Ry N —J8EHET o— v FFubla= PERBIIL. T AT T+ — LI L
TUVE—DFNCRETDIEDIZT 7 AT T A—NDY Y TIVESNHLEILRD 7,

CDO BHE LEEEE > T, A R—FT 4L T DI L TA L ERELET,

LD — T LIS
IO MYy 7 TiX, CDO OEHENY T— h TEHEH CTE 5 X 91T Cisco Secure Firewall 3100 %
Ty N =T8T B HIEICOW B L E T,

FHTT 7 AT U= N EZITH-> TRy NU—Z I8 T 2581, ZoeT4%2 %< 72
SV, ETATIE, 77AT 04— NET7AT VA —IVDAT—FRAERT T 7 AT U4 —
JVEDLED v —7 V AZOWTIHH L TWET, LEIZL T T, ITHME —#EIZCLED #H5
P TI7 7 AT O —IVDAT—F AR TEET,

Secure Firewall 3100 R 2 — ~ 7 v TH A K
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| cpo <o FID OEAE
77479 +r—LoEE0RA ]

34: Cisco Secure Firewall 3100 0 47— 7' )LiE#k

WAN Modem
A

CDO

Ethernet 11
[ outside, DHCP from outside nw

(Optional)
Console port

(Alt.) Management 1/1
management,
DHCP from mgmt nw

Ethernet 1/2 [ Inside
inside, 192.168.95.1 i

Oi.hef'liita Netﬁvorks—
n—4%yFrarva=riF, A —%Fy b/ G TOCDO ~DOFEfi &2 AR — LT
WET, DUV, Managementl/1 A > X —T = A A TR —XvF e va=r T EEHT
LorbTEET,

FIE

ATV T V=V EROAMNTEST, N R TRETA FEZRBL TSN,

ATYT2 A=YV Xy M INALHE =Tz ANBTA RT3y hU—27 (WAN) T LIZK Y b
U — 7 r—T N e LET, WANET AL, fhe A ¥ —F v e o Th o |
T7AT O —NAnbA X —Fy h~D)L— MIbH7e) F7,

GE)  HDHWE, 77 AT U4 —/L® Management 1/1 f > X —7 = A A5 WANIZF v b
D=0 =N EEidT Db TCEET, EOA U F—T oA AR T 55T
by A HF =Ry F~O— EBRETT, CLI TIP T RL A% FHEICHIE LY
B BHA VA —T oA RAFIPV6 Y R—RFLET, [ ({EE) CLITOZI R v k
U— 7 REOEE (147 =) | 2R LT EZI W, SN —V xRy b 1/1 A4~
H—T A AT, a—FyFFaela= O IPvd DLhkHR— K LET,

ATYT3I N ry hU—7 %4 =3y b 1218 LET,
ATV T4 VEIISUT, BOVDOA L X —T 24 RO FR Y N T —7 2L E9,

T77A4AT7 04— ILDEFEDEA
VAT LDBERIL. 77 AT A= NADOEHEIIHDHT I —FBIRAA v FIC Lo THIB S E
T, BIRAA oFI%, V7 MEMAA v TF L L TEEINTWET, 2Tk, AT 150D
TVUV—=ATN %y hETURYR—FEN, VAT A VY7 b =2TBLOT—FOMWEO
URAT PR S VET,
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coo T FID DER |

B o 7or—rozrorA

\)

GX)  FTD 28 ClEEIT 2 & ik, IHHLIZK 15 ~ 30 90020 £,

ATy T
ATvT2

ATvT3

ATvT4

ATy TH

4O SRS

T AT A — IR L TREEEOREWEN MG T 5 2 ENEE T (MMEEEREE
(UPS) ZEMT2572L) . IO x> N UL EITORWTENNEbNLD &, ERA
T ANVAT LAOBEEEFIEE T AREENHY £, Nv s T T RTIEEICEED T
2EANFATENTWT, BINKDONDLE, VAT LET LV —AT VT vy YU TEE
A,

FIE

BRa— RET 7 A7 U4 —/VZHHL L, By MO L £

Ty —TOFHE T, BIFRa— NI T EEN 2y I —X A TOERA /47 AL vF
AL CERE A I LET,

T AT VA I/VOEEIZEH HEILED ZER LET, SEICHT L TWAEAIE. 774
T —IVDEIFRBP A TWET,

B:X7x—TF, BR. BEUYRTLLED

\ etlialn
e | Q00

3100 Series

—

Y

Managed LED r

I

System LED
Power LED

Y VY
(C - =
Q @ -

TrAT U F—LOEHEIZH D AT A LED #HERLET, FFAIKETLTWAEEIT. &
B AZWNIEKE L TWET,

GE) RAAvFHONS OFFICHIV#EZ B L. VAT ADOBFEDHELAIIEIN D £ T
Wb ERnHY T, ZoMIE. v — DR S RIVDER LED MRk S
L¥J., B LED BNRERICA 7D ETEHERZUSRNTL X0,

T AT U+ —)ILOE@EIZHDH~F—Y FLEDZHERLET, 77 A7 74—/ CiscoCloud
CEFe T AL, v~k —Y RLED BNp o< D EFEEIZEB L E7,

FIER H ABEIT. v 3% —Y FLED R A L PREFAICEB L. 774 7 7 4+—/LM Cisco
Cloud | ;@J%L@??ﬁvﬁt\_kiﬂﬂ“éﬂiﬁ“o TDONRE =T BERIT. Ry N — T r—
7WﬁHMmHH4V9~7I41kWm%ﬁ%ﬁ%ﬁéﬂf%é_k%%ﬁbi?oX

[ Cisco Secure Firewall 3100 R 4 — k7 v TH 4 K



| cpo <o FID OEAE
€00 DA > R—F 4 T H—KEEALET 74 794—L0EH [

N —T r—T NV ERE L, 10013 ERBLTCH 7 747 74—/ Cisco Cloud (ZEI
LZ2WEEIE, IT SMAICERE L T 230,

RDEZRY

CITHF & 2 > T AR O 5 A BT A 2T 7T 4 EF 4 R LET, Atk
CDO E#H & L bicm S 2=l —y 2 VR AMAT 5 LERH Y £,

cZDHAATHEFETTDHE, CDOEHELI T 7 AT V4= a2 ET— FDOLREBIOE
HTXHXH2C0ET, ZHTETTY,

COO DA VR—T 4 VT D4 T—FEFERLI-7747
A —ILDEFH

ORI varTiH. CDODA LV R—=FT 4 v 74— REERLTAHrR—F 1 7 HIZ
T7AT UA—VERET DHIECOWTEHALET,

CDOA > R—T AT D4 F—FKDITURKY—I2 FOFIE

CDOA Vv HR—T 4T T4 P —RIZkY, ¥ —TCDO%ZEH L CFTD % BB 21214,
WRDOEAT ZHBRLTLIEEN,

Cisco Secure Firewall 3100 2 2 — + 7 v 744 K |}



D0 T FID DERA |

B corok—Frov9¥—roT EY—T U FOFIE

6(:TFKY—T2FDOFIE

7 1\ ¥ Y
Pre- 1 install the |2 )Review the (3 ) cable the
Configuration firewall network and firewall
—p default —=
configuration
v
CLI 5 ) (optional) 6 ) (optional)
Install a new Change Mgmt
software Network
version Settings at the
CLI
|
/' N A S
Firepower \/ JLoginto FOM (8 )Complete the  (11)Register with
Device initial the registra-
Manager —» configuration tion key
|
7o) v
Cisco \.9 JLog into CDO @@ Onboard
Defense — firewall using
—p  aregistration
Orchestrator key or
credentials
= v
./ .\.\' .
Cisco \12) Obtain Base
Commerce license and
Workspace optional
feature
licenses
Smart @ Generate a
Software license token
Manager

P
(4 )Power on the

~ firewall
—»

@ 4) Register the

— firewall with
the Smart
Software
Manager

F

@Configure the
firewall in
—» CDO

Uy,

T7ATUF— Nl A=V LET, "= FU=TRETA FEZRLTIES

Xy NI —VRE LT 7 4V FERGE DRERR

(138 ~2—2)

. Cisco Secure Firewall 3100 R 2 — 7 v T HA K


https://cisco.com/go/secure-firewall-3100-install

| cpo <o FID OEAE
FID < c00 2855 H4t587 [

(3) |HAIRGE T AT F D —T R (143 D)
(4) |FHIEE T AT UA—NOEREANET (144 2—V)
5 |CLI (L) Y7 F =T OHREFLNA—T g DA v & b= (145 2—2)
6 |CLI (L&) CLI TOEE Ry NU—7FEDOERE (147 <—)
(’}"\: Firepower Device ~Du A FDM (149 ~2—3) |
2/ | Manager
’8\ Firepower Device HEEDET (150 ~~—3) |
~~/ | Manager
:'/5\ Cisco Defense Cisco Secure Sign-On Z{#H L7= CDO ~Dwu 71 > (155 3—2)
“"/ | Orchestrator
(10) | Cisco Defense B —F 23 n I A CAEREHET L CT A, 2% AL R— FLET (CDO~DFTD
" | Orchestrator DI E—F 4T (156 2—) ) .
(11) |Firepower Device BRF—ZHALTBELET (CDO~DFIDDA Y R—F 4 7 (1565—2) )
" |Manager 0O AER AR LT R — R 2841, FDMICE 7 A o+ 20586 ) £
Ao
:.1--2 Cisco Commerce 15) HRET A L AEBALET (S 208E (164 2—) ) .
=" | Workspace

@ Smart Software Manager |5 4L A h—27 LA AKRLET (T4 20HE (164 2—) ) .

(14) |Cisco Defense A=k TAL VYT PN IT AN ARG L ET (T ADORGE (164
| Orchestrator R_=) )

l'/'l_ - | Cisco Defense CDO T® FTD D& (169 ~—) |

=/ | Orchestrator

FTD T CDO M EN1E 9 S LHEH

CDO & FDM D R E

FDM THIHIRREAZE T LTA U X —F v MNEfRt AL L, EARN R Xy NT—27 R v—%
HELZDL, T34 A% CDOIZA LV R—RTEET, 734 A& CDOICA Y R—FRLED,
MENZIG U CFDM 5| & & fEHCEE T, F—ANL 7 —ATCDO DT U AT /N R
EREZITANDINE I DEBRIRTE ET,

Cisco Secure Firewall 3100 2 2 — + 7 v 744 K |}



coo T FID DER |
B <oro—vmELT 700 rBEORR

Secure Device Connector (SDC)

CDO & CDO BEHRT A F A ZDRDBIEITT T, SDCZ@E L ET., CDO & CDO NE
I 557 3 A%, EHEEELEE A,

SDC X, ROHFIETYZ 77 REIFFR Yy U —ZITEATE 7,

« 77 7 R® Secure Device Connector : CDO H7AR— ~hF—AL73, 7F 2 FOIERFFIZT T
DT F v MTZ T Y RR—20D SDC Z /R L £,

o« 7L I AD Secure Device Connector : A 7 LI ZADSDC I, %2y hT—ZITA A
M=V ENDIRIET T T7A T ATT, B A NERX—ADLF U HR—T 4 7 T
HYHAEIX. AT VIAOSDCEFEMTAZ LaBEIHOLET, RPVIZZ T T FOSDC
EERAT 2583, 777 KO SDC 5 CDO EHICHHATHA v H—T = A 2D
HTTPS 7 7 B A ZFF AT AMERH Y £3, KRRy MU — 7 EBEHTIL, FTD M6
AV B =T 2 A ATHTTIPS 7 7 B AZHIITHMERHY F9, 2L, BXx=
VT 4 URZINEAETHARENEDNBH Y VPN T4 T 2 O TITHE A v X —T = A A
EEATAZEHTE RV ET,

FUTVIADSDC HA VA N—NTDHIHODY IR0, Xy NT—T~DT 78 AZFFA]
THOVERHDHZ T ROSDCOIPT KLA (LT vy Y W _—=ADA LV R—FT 4 7D
BE) 72 EOFEMIZOW T, [Security Device Connector (SDC) [ #ZMB L T &V,

CDOF viR—T 4 v TAK
WRDOTIETT WA A A R— FTEET,

o BERFT— (M)  ZoFHEZ. FAAALABDHCP ZHHLTIP 7 RLAZEET 55
BICHHIHER S E T, TOIPT FLAREEINTH, T35 AL CDO 2k S iz
FFEITRY F7,

a7 A UNER (2= —£/SAT—R) LIPT RL A T, RAEHEO2—F—4 L
NRAT— R, BLXOFHIP 7 N AL 2L FQDN 2 L CFTID 24 > AR— R T& %
T ZOHFETIEH, WEA v ¥ —T7 oA AZHERINI=A 7 LI A0 SDC #EH7 5
ZEEBEIDLET,

U TNES FDM M L TT S R FARET 20BN —F v F 7 neys
=UZIEONTE, r—F yFTrEVa=r ok va 28 RLTIEEN, 3T
I[ZFDM TT A ZADORELFGE L TODHEAE, ) T AR SEFEHL TH R — T
HZEHTEETN, TOFHEZONWTUIZOH A RTIEHAIA L EEA, FEIZONT
!X, [Onboard an FTD using the Device's Serial Number)] # &M L T 7230y,

2y bIT—DVBREET TAIL FEETEDHER

Management 1/1 A > % —7 = A4 ZAF T2 INE A % —7 = A A0>5 FDM ZffiH L T FTD O]
WE T e £Y, EMER Management) o F—T = A AL, FT T 4 v DiEHE
FFAET, MEDOX Yy MUY= REEFORNGRA =T = AT,

[ Cisco Secure Firewall 3100 R 4 — k7 v TH 4 K


https://docs.defenseorchestrator.com/Welcome_to_Cisco_Defense_Orchestrator/Basics_of_Cisco_Defense_Orchestrator/0030_Secure_Device_Connector_(SDC)
https://docs.defenseorchestrator.com/Configuration_Guides/Onboard_Devices_and_Services/Onboard_Firepower_Threat_Defense_Devices/0215_Onboard_an_FTD_using_a_Serial_Number

| cbo <o FD OEE

v ro—sEEeF oL rEE0RE [

Secure Device Connector (SDC) DX A & F v iR—F 4 7 RIS U T, IRO—REG2 2R
MU —JEEAZZIBL T EEN,

939 KSDC Ry FT—0, BHEX—FKR—T127

WORNZ, 7T 9 RO SDC R L2k —F4 v R—F 4 VT DGEOHRINE v b
U— 7 BERERLET, B —F AR —T 4 TIEA LT VI ADOSDC HEHTEET
N, ZofE, ks 5 ROSDCHO—Ar— A% R LTWET, 75 RDOSDC
WZEomr 7 A NERR—ADF R —T 4 7 HHEHTEE T2, FDM TIENM DR E D MEL
W57, BELLRWEERH D £,

GNEA B —T 2 A A% — T VET A)PDSLET MIEHEEET 55515, FTD B3ELR v
D — 7®¢&T@W—?4V7&Mﬂ%£ﬁ?5i9u\%TA%7)/y% Niz3 %
ZEEBEIOLET, INIA X —T = A AN ISP I HE %éio PPPOE %X iET 54
b D ﬁAﬁ]@MTW%t/b7/7%met& THOZENTETET,

)

GE) TI7FANVIOEHEIP 7 FLAZMHTER2WEES (B Ay MU —27 2 DHCP ¥— \—2 5

EFNTWARWESRY) | v Y —AR— IR LT, CLITY#ty N7 v (BHIPT
RLA, F—hFovxzA, BLXOZOMOEAR Y NU—TREOHERE) #FEITTEET,
NEIP T RLAEZEETTANENHHEEIE. FDM THIElE Y v 7 v 7258 T LI-#%ICE T

TEFET, & xE, RO LD BRIRPUTEBWNT, WEBIP 7 R LU ADOEE RN /2 HBEN
%@ij‘o

e NERIP 7 R L A% 192.168.95.1 T,

-HD%%T@Wm%/FU BT 5E1E. WESIP 7 RLUABRBEFEOX Y U —
WCIFHETDEOICEETIHERH Y 7,

Cisco Secure Firewall 3100 2 2 — + 7 v 744 K |}



coo T FID DER |
B <oro—vmELT 700 rBEORR

B 37:#ESnERy FI—U R (U5 D SDO)

outside
Ethernet 1/1
(DHCP and IPv6 autoconfig)

§-° =
Management mn -

(DHCP)
(Optional)

Management Computer

Ethernet 1/2

192.168.95.1

Management Computer
(DHCP)

FUTULIRSDCHRYy bI—H, O A4 ViERA VHR—T 425

WO, NE Ry NU—27 ICHSNnNT-4 LTI A0 SDC 2 Li-u 71 UAEHA
R—=F 4 T OFEOHIREEIN Dy VU=V BHZRLET, B/ A AEROL LV R—F 4
7T 797 RO SDC 2 T& £33, FDM CEMORENLEIC D720, BELLAR
WIEARHY £, Zoflix, L0 ka4t 7L AD SDC D— A — A% w LT
£, NI T4 v 7 O@mBNTRAENWA T a OB LRy FU— 2712 SDC BT 5
BEIE, SDCITA v H—Fy bADSRARKENZ ) £ (BUITRERTHRYY)
WA v B —T = A A% lr—T VET ADSLET AHEEHHET 55 A 1L, FIDBSWETR >
NI =7 DFTRTCON—T 4 T ENAT #ETTHEHIE, ET L5257V v VE—RIZTD
ZEERBEMLUET, A X —T = A AN ISP ITHH TE D K 9 IZ PPPoE R ET 54
ERH DAL, FDM Tt b7 v 725 T L7BIITH) 2 M TE 7,

[ Cisco Secure Firewall 3100 R 4 — k7 v TH 4 K



| coo <o FD OREE
TI+I MEE .

\)

) TI7FNVIOEBEIPT FLAZEHTE WSS (BHE*X Yy MU —27IZ DHCP H— —\ 5
FNTVRNWGEAERY) | ar Y —LR— MR LT, CLITHHE Yy 7 v (FEIPT
RLA, F—broxA, BIOZOMOEAR Y NU—VREDIRERY) #FETTEET,
WESIP 7 RV AZ AR T HMLEND LA, FDM THIllt >y b7 v 7525 T LIZRICEAR
TEET, 72EzE, ROX I RRMITBNT, WESIP 7 KL ADOE TN 2 A5 0
HYET,

cINEBIP 7 R L 21T 192.168.95.1 T,
*FTD #BEFONE R~ NT—JIZEBMNTH581E,. WEIP 7 RVABRBEEGFO Ry hU—
7 FICHEETAEOIWCEETALERHY £,

B 38: RSN Ry FI—VERE (TR0 SDC)

CDO N

outside
Ethernet 1/1
(DHCP and IPv6 autoconfig)

Management 1/1
(D HC P) —
(Optional)

Management Computer

inside

Ethernet 1/2

192.168.95.1

Management Computer
(DHCP) SDC

T4 FEETE

U

VIR EB DT 7 A T U+ —VOFREIZIE, LFREENET,

o [NEP : Ethernet 1/2. IP 7 R 1-2192.168.95.1,
e HMER : A —H % k 1/1. IPVADHCP H D IP 7 KL A, BIOVIPve HENRRE

Cisco Secure Firewall 3100 2 2 — + 7 v 744 K |}



coo T FID DER |
| A

cHRE-NER T T 4 v T E—

« S8 ;. Management 1/1 (%FEl) | DHCP 6D IP 7 KL &

N

(G¥)  Management 1/1 f > % —7 = A AX, HE, A~v—r T4

A, BEOTF = R_X—20F MR SNDT —F A 24 —T =
A A ELVIBIORER IR A VB —T = A ATT, YA H—T = A
Ak, BWiA =T 2 AA A THD2HFA DML 4 —T = A
ALHEFEINET, BWNET =X A X —T7 = A AT, syslog
RLSNMP R L, DL A TDEHNT T v 7 (THAAAETA
A AM) WKREENET, BWA v F—T7 = RTEFEHEHIH
F A, FEMIZOUWTIE, Cisco Firepower Threat Defense
Configuration Guide for Firepower Device Managerx 2R L T < 72 &
U,

« EIEFA M DNSH—/3— : OpenDNS : (IPv4) 208.67.222.222, 208.67.220.220, (IPv6)
2620:119:35::35, £ty b7 v FRHIZHE L7 ¥—/3—, DHCP 75 Hif% L7 DNS
P _—IEH SN EE A,

* NTP : Cisco NTP #—~/3— : O.sourcefire.pool.ntp.org, 1.sourcefire.pool.ntp.org,
2.sourcefire.pool.ntp.org, F721Et v N7 v FRHCIRE LIz — 33—

cTIAILIL—F

e T—HRAUVE—T AR AHEDHCP 2 HEG L=b D, Fizidty 7 v 7R
ELEAY—F T2 IPT RL XA

cBEA VA —T AR FHEDHCP OGS NET, F'— bV oA 2%ZE L2V
B TIHN M= REINRN I T L=V BN LT —H A F—T = A%BRHELE
RS

BHA A —T oA ATIE, Ny 7L —0 2N LTSRS THEB DA o Z—F% v b
F—=F T2 AT HHETH, T4 B ZARBRCEFDOZDICA v Z—y BT
JEANMBETHLZLICEBE LTSN, BHA 2 —T oA ANLREESNT
FI2T7 40 DHENNY 7 T — BB TEDLZEICERELTLLEIN, LSt
DEE. Xy NU—IDLEBEA VU H—T 24 RAIAD 8T 7 4 v 7 O] S
nEtA,

¢ DHCPH—/\— : NI\ A v F—T = A ZATH IR £,

cFDM 7Yt R : T RTORAIMNNEBA X —T oA AERNEPA L F— T = A A THA
SNET,

* NAT : DB A~DTXTDO N T T 4 v T HDA ¥ —7 = A A PAT

[ Cisco Secure Firewall 3100 R 4 — k7 v TH 4 K


https://www.cisco.com/c/en/us/support/security/firepower-ngfw/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/security/firepower-ngfw/products-installation-and-configuration-guides-list.html

| cpo <o FID OEAE
T7AT I+ —ILDr— TV .

TJ7A T 94— LD — T )LES

DMy 7 TiL, CDO DEHENY T— h TEHLTE % X 912 Cisco Secure Firewall 3100 %
Fy MU — 7 \ZHRET D HIEICOWTEIA L £,
39: Cisco Secure Firewall 3100 0 - — 7' )L$E#E

( Outside
(Optional) "~ Ethernet 1/
Console port out5|de DHCP and IPv6 autooonflg from outside nw

S OCOOOrOCO0N0000000. s m:

3 1o 7 :

(Alt.) Management 1/1

management,
DHCP from mgmt nw
Ethernet 1/2 ( ,
inside, 192.168.95.1 \ / - L
B — = o Other Data Networks

’ \

I

I

I

I

Management Computer L=

DHCP from inside ifc: 192.168.95.x (Ogtggal}

Management 1/1 % 721X Ethernet 1/2 D\ § 417>"C Cisco Secure Firewall 3100 ZE# L £, 7
7 /L FEETH, Ethernetl/1 4B & L TRRE L E T

FIE

ATYT1 U —VEROMTET, "~ R7=2TRETA REZRL TSN,
ATw T2 BHa L Ea—HEROWNTNNDOA L H—T = A AZEHRE L E7,

* Ethernet 1/2 : FIHIRRE D7 OICE B 2 > ¥ 2 — # % Ethernet 1/2 (2B B856: 9% 7>, Ethernet
12 ZWNEfx v b U — 27128k L9, Ethemet 12 1I21XF 74/ FDIP T KL A
(192.168.95.1) ndHvH, (EFHarEa—X&Et) 7747 MIIP T KL A&t
T BH7OIZDHCP—N"—H F(TEN B0, TNHDORENEFONEHLE Yy hT—27 O
RELHALRVEIICLTLEEWY ([F740 biE (141 =) | 228) ,

Management 1/1 : Management 1/1 Z& B Ry T — 272kt L, Fa L o — 2 0EH
Fv NI —7 BlZH B0, ETRET 7 BATESZ & %&ER LET, Management 1/1 1%,
FHA Y NV —27 EODHCP — =5GP 7 RLAZRGLET, 2O ¥ —T =
AARBEAT LG, BHa L Ea—2050 P 7 RLRAIZERTEDLOIIZ, 771
T A= VCEHDETHENDIP T RVAZRETHHLERH Y £,

Cisco Secure Firewall 3100 2 2 — + 7 v 744 K |}


https://cisco.com/go/secure-firewall-3100-install

coo T FID DER |
B - 7vr—roBREARETS

Management 1/1IP 7 RL A& T 7 4/ MIpHER L, #HYIP 7 R AZRET D MLEN
%6FAi B O Ea—FEar ) —)LiR— MIr—T7 VR TA20ELH D 9,
[ ({£E) CLITOEHR Yy NU—JREOERE (147 3—) | 2R LTIZE0,

(G¥)  Management 1/1 (¥, SFPEV 2 — L EZMELTHI10G KT 7 A Nf X —T <
/rx‘(“‘j‘o

BT, MDA F =T 2 RAIPLFDMERT 7 B AZRETEET, FDMa2 7 4 F o b —
Var A REZRLTILEE N,

ATFYT3 A7 arDF 7 LI A Secure Device Connector (SDC) Z#NESR v MU — 7 |ZHEgE L E
ﬁ—o

AT T84 HERx > N U — 2 % Ethernetl/l A ¥ — 7 = A A8 L £,

F 74V TliE, IPT7 KU AL IPvA DHCP B L OV IPv6 HENRR EAHH L CTHRE L X428, 7]
IR ERICH T FLAZRETEET,

ATFYTE BODA L E—T oA RO Ry NT—7 B LE T,

TJ7A4AT7 94— ILOEREANTET

VAT LADERIE, VAT VA= NVDOBEEICHDLH I —EBRAA v FIC Lo THIE S E
T, BRAA vFIE, V7 b@HAAL v F L LTHEREENNTWEST, ZHIZTXY, AT LD
TL—RAT7)N vy METURHR—FI, VATA VT M= 7 BT —F OHEO
URAT PR S VET,

N\

GE¥)  FTD 2#1 CiEEE 45 & 1%, WIHEIZH 15 ~30 55000 £97,

48D HHEIIZ

T AT U A=Kk TEEEOSWE NG T 5 Z ENEE T (MEEERE
(UPS) ZEHT272E) . IO ¥ > MU EITOIRWTENNKRDbILD & %kﬁ
T ANVAT AOBREESI SR T AR SV £T, Nv 7 T T T RTIEFEILEHEDO T
OB ANETENTNT, BhHREDbNS L, VAT LAETL—RAT VY vy NI TEE
HA,

FIE

ATV Tl BRa— N2 77 AT 7+ — /UL, Bliar o MIERELET,
AT9T2 vy —vOFET, BRa— NICHET EENLRe v I —2 A TOERAVIA T AL v TF
AL CERE A I LET,

[ Cisco Secure Firewall 3100 R 4 — k7 v TH 4 K


https://cisco.com/go/ftd-config
https://cisco.com/go/ftd-config

| cbo <o FD OEE

E® v rvzTorRLHFLOA—Cavnrvz =L |

ATFYT3 T AT U+ — NLOYEHEIIHHER LED 2R L ET, BAICAIT L TWAESIZ. 774

ATy T4

(EFE) v7

ATy I

T U x—VOERPBAS> THVET,
40: Y R T Lgs & UER LED

el OOO
S g
3100 Series
o [l
System LED > 8 @

Tr7 AT U —)VOEHEIIHD AT L LED ZHERLET, MAIICHITLTWAESIX. B
B AZWNZEHE L TWET,

GE) AAvTFHONMNSOFFIZHIVEZ D L, VAT ADOBREDPKEEIZHIN D £ T
WrmdZERnH0ET, ZoMIE. v — DR/ SRV OEIR LED MSFEIZ SR
L¥J., BIFE LED BNRERIZA 7D ETEHERZULRNTL X0,

FO T T OHREFLLINA—D3 DA VR =)L

V7T 2T ON—=TarEERL, BB THON—Va Va2 A M= T 5T
ROFNEEFITLET, 77 AT VA=V ERETDHANCHRG A=V a a2 VA —1LT5
ZlEBEOLET, HOHEE LT, BERICT v 77 L= RE2ETT52 L b TEET
N, BEERFFT DT v 7 7L — Tk, ZOFEEZEHATS L0 LR D808 H Y
7

RT¥SH/1\—Yar

Y7 T Fyru— R _X=Y0) U =AFKTOMIIH D, SOOREP TN TS Gold
Star UV — R %3795 Z & 2 BEID LE T, https://www.cisco.com/c/en/us/products/collateral/
security/firewalls/bulletin-c25-743178. html IZFLHE SN TV D U U —RAERIE S L TS 72 &0y,
el ziE, ZoHEmTIE, (RFERz ) EHNRY U —2%F 5 BHRY ) —2%K5
(i@E%W@X/TT/XUU—X&Ny?)‘ikﬁ#ﬁKE%%ﬁUU—X%%(ﬁﬁ
REEZTDHEODOREMMEDOA LT F LAY Y =2 LNy F) [ZOVWTHBALTWET,

FIE

CLLIZHEERE LE9, FEMIZ o>V TiE, FIDEB LPFXOSCLI ~D 7T 7k A (174 X—) =&
BMLTLEZEY, ZOFETITa Y —LR— 2R L TOWET, b iz SSH Z#H
THZLELTEET,

Cisco Secure Firewall 3100 2 2 — + 7 v 744 K |}


https://www.cisco.com/c/en/us/products/collateral/security/firewalls/bulletin-c25-743178.html
https://www.cisco.com/c/en/us/products/collateral/security/firewalls/bulletin-c25-743178.html

coo T FID DER |

(EB) VILIzT7OHREHFLLN—Da DA VR =)L

ATy T2

ATvT3

admin 2 —H#F &5 7 3L F AT — RO Admin123 2L a7 A LET,

FXOSCLIWZHiE LE T, v CTurd A LintE, XRATU—RE2EFETLLHO>ROENET,

ZONRAT—RZ, SSHDOFTD 2 7 A A2 bERINET,

GE) NRAT— RPRTTIZEFINTNT, NAT— KR bnb2WnWEAIX, T35 A% H
A A=V LTRAT—=RETFT 74V MYty hTHALERHY £, A A=Y
{EDOTFNEIZ DV TIX,  [FXOS troubleshooting guidel] &M LT 72 &0,

1 -

firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...]

Hello admin. You must change your password.
Enter new password: **x*xkix

Confirm new password: ***x*x*x

Your password was updated successfully.

[...1]

firepower#

FXOS CLI C, FTHDONR—Y a v a2F R LET,
scope ssa

show app-instance

11

Firepower# scope ssa
Firepower /ssa # show app-instance

Application Name Slot ID Admin State Operational State Running Version
Startup Version Cluster Oper State

ftd 1 Enabled Online 7.1.0.65
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| cbo <o FD OEE
B cucogEry r7—s8EnzE

(%) CLLTOEELRY FT—IBRENEE

TI7ANVEDIPT RLAZFEHATE 2 WEA (2, T AERGFEOFR Yy NT—7 1
BT 58%4) Ay Y —AR— MIER LT, CLITH#EY N7 v (BHEIPT KL &,
T—bhozA, BEOZEOMOEARAR Y NTU—IREDIRERE) #FEITTEET, FH A
B =T 2 A ADHERETEET, WA v X —T oA ARHIA LV F—T =2 ATHRETE
FHA, TNHIEFHTGUI AL TRETEET,

)

GE) REZZV7T oz, AA—VEFERTLHIEICLY) LRWNEY, CLIty Ty
T2 VT M a@OiRTZLIFTEEEA, EEL, TRODOHRET XTI, %2156 CLIT
configurenetwork ==~ > RZff ] L TZHE CT& £, Secure Firewall Threat Defense O 2~ > K
U7 7L 2B RLTIIZS,

FIE

AT9F 1 FID 22 Y —)L R— M L £ 3, MoV Tid, FTD B8 X OVFXOS CLI ~D 7 7 & A
(174 X—2) 2L TLIEIN,

admin =2 —H¥F L F 7 4L k2T — RO Admin1l23 Z{FEH L Te 71 LET,

FXOSCLIICHERE LE T, fldbTuasl A Li-bE, RRAUV—FEEFETLILIRDONET,
TONZAT—RiE, SSHD FTD 2 7 A b S E T,

(F) RNAU=RFRTTIREEINTNT, NRAT—=RRDRLRWVERIE, 731 22/
AA=VL TR = RET 74NV MYy NTHARLERDY ET, A A
{EDOFNEZ DWW T,  [FXOS troubleshooting guide] ZZ&M L T 72X,

&1

firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...]

Hello admin. You must change your password.
Enter new password: **kkkxkkx

Confirm new password: ****xkxxk%

Your password was updated successfully.

[...]

firepower#

XTw T2 FIDCLIIZ#%: LE 7,

connect ftd

% -
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coo T FID DER |
B &® wcossty ro—s8EozE

firepower# connect ftd
>

ATy T3 FIDITCu s 45E, = Ra—P—J 4 2% (EULA) IZRETD X 91Tk
OHENET, D%, CLIty b T v 7 A7V F IRERINET,

T 7 4V MEETIZLARNC A L@ B v aNicFz R SvE T, BRNCAN LIZfEE 0 F
FHAT 2EEE, Enter 2 L F 97,

WDHTA RTA4 2L TLIEEN,

BB A =T A ADIPVAT 7 4V b= 7 =A% AJJLE T (Enterthe IPv4 default

gateway for the management interface) |: FEIP 7 R L A &% E L= HE 13,
ldata-interfaces] F721X7 —FV=AL—XDIP T RLAOWTNNnE AT LET,

data-interfaces # X ETHE, TV MUV REB KNI 740 v I BNy 7 T L— BT
BEEIN, T—HFA L H—T oA ANRKT LET, ZOREE. A ¥—Fy MZT 7k
A TELEBIOEER Yy NT =7 NRWEEIZELHET, BHA VX —T o4 ANBHE
BENDEZIT 7407003, AV F—F Y T IV BREZNELTEHT A ABEET—
B R—=ADEHNE ENET, data-interfaces Z T 254, BHR Y MU — 7 ([CEBE
Pt L COAUTEELA v 4 —7 = A ATFDM (F721ELSSH) 5| &fe & EH T& £33,
FEEDFR Y NU—27 £T13HA MOV £— NMEFLOYA X, configurenetwork static-routes
a<wr REFEHALTCHUL— F2BNTAUNERH Y ET, T—FAf L F—T A ATD
FDM OE L, ZOREDEEELZIT 2N LIZHEELTLZE, DHCP 2 H4 2%
Btr. VAT LIEDHCPIZ Lo TR SN 75— U = A ZfEMH L EJ, DHCP 37— |k
7= A R L WEAIL, 74— Ny 7 XYy KE LT datainterfaces #f#H L &
R

Ry U7 IGEHRPNER SN LA I3 L2272V £9° (If your networking
information has changed, you will need to reconnect) | : SSH T7 7 4/ h®D IP 7 K L ATz
BELTCVWDDIL, Py T v 7 TEDIP T RLAEZEERT L L BERpuIksnE
To HILWIPT FLAL/ANAY— RTHER L T ESV, a2 — LRI R L %
JEEA

[THA R —HTEB L E7 ) (Manage the device locally?) ]: FDM %7-21% CDO %
AT DL [T (yes) 1ZANLET, W x (no) 1 EIERDE. T/ ADEH
[ZIZFMC 232 Z Lice b £,

i

You must accept the EULA to continue.
Press <ENTER> to display the EULA:
End User License Agreement

[...]
Please enter 'YES' or press <ENTER> to AGREE to the EULA:

System initialization in progress. Please stand by.
You must configure the network to continue.

You must configure at least one of IPv4 or IPvé6.

Do you want to configure IPv4? (y/n) [y]:

Do you want to configure IPv6? (y/n) I[n]:

[ Cisco Secure Firewall 3100 R 4 — k7 v TH 4 K
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RATv74

~nas4vmm ||

Configure IPv4 via DHCP or manually? (dhcp/manual) [manuall]:

Enter an IPv4 address for the management interface [192.168.45.45]: 10.10.10.15

Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.255.192
Enter the IPv4 default gateway for the management interface [data-interfaces]: 10.10.10.1
Enter a fully qualified hostname for this system [firepower]: ftd-l.cisco.com

Enter a comma-separated list of DNS servers or 'none' [208.67.222.222,208.67.220.220]:
Enter a comma-separated list of search domains or 'none' []:

If your networking information has changed, you will need to reconnect.

For HTTP Proxy configuration, run 'configure network http-proxy'

Manage the device locally? (yes/no) [yes]: yes

>

HLWEBIP 7 FLATFEDMIZEZ A > LTL &L,

RDBERY

CLIZEHLCEERXY NY—7 OREEZETTHHA1E. EULAICHEEL, IPT7 RL R LY
AU—REEELET, TNTUHRETRET T WHREDET (1503—) 25H) |

~D0O%454 FDM

ATy T

ATy T2

FDMiZua 274 > L CFID & ELET, T/°54 A% CDO |24 R — KT BHIZ, FDM ©
Yty T4 —FEFHLTHREEST LET,
1R BHHEIIZ

e Firefox F 7-1% Chrome DxEFH N X— a »ZFEH L ET,

FIE

77 7HPIZRD URL 2 AN LET,
« NS (Ethernet 1/2)  : https://192.168.95.1,

« ¥ . https://management_ip, &AL X —7 = A ZZDHCP 7 54 7 hTHHT=,
IP7 RLVARIZDHCP % — N—C ko> TRARVET, CLI®Y NT v 7 TEEIP 7 FL X
PEEL-EASIE. FOT RLAZ AL LET,

2 —H#—4 admin, T 74k 2RRAT— K Admin123 #FEH L Te /A4 LET,

RDEZRY

*FDMt v FT7 v 7T 4 = FE2FATLET, WHREDT T (150=—) 2ZML T
ZEW,
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B ossc0xT

A

BREDTT

coo T FID DER |

PRRERSE T HI0IE, BAICEDMICR /A Y LIt L &Sk Y N T v 7Y 4 R a
LET, £y b7 o7 U= ROFETH, W< OnOHAR Y o — BN H3E S hi i
LTVBF /S ABLETT,

\)

« /M6 (Ethernetl/1) 38 X OWHEEA % —7 = A A (Ethernetl/2) ,
cNEA VA —T A ALAA L H—T A ADEF 2V T 4 — 1,
s NN BINBA~DTXTDNT 7 4 v I EBGHHTHT 7 BAL—)L,

s NERINABIMEA~DTRTDO ST T 4w T EIMFA X —T =24 ADIP T KL ADEAFD
R— F~LEH ST DA 2 —T = A ANAT JL—/L,

s NEA > ¥ —7 = A ATHERITSN TS DHCP H—/3—,

GE) (fEE) CLITOEH Ry N —7REDOEHFE (147 2—) OFIEE2FEITLEBREIE. o
SDZ AT DO—E, BARIITEHE RZA T — FOEER, BIOSEA % — 7:4xk£@
AL B =T 2 A ADHRENT TIZET LTWAHIET TY,
FIE

ATVl =2 R a—P— T4 ABKELFATREL, BHERSRT—RFE2LEFET L L HI1TRD
HiLET,

:I:
:—»

L

TT2ICIE, CNODOFIEZET T HL4ERH Y £75,

ATV T2 WA E =T 2 A ABIOEEA VX —T oA AR L TROA T v a VEREL, [K~
(Next) 127 Vw7 LET,

GE) [k~ (Next) 1227 Vw7308 RENT A ARBEENES, A1 F—T=A

a)

ADL4FNE A £720 . Toutside zone] ¥ = U T 4V —ITEBMENET,
WREMMNELWT & 2R L ET,

[FMERA > 2 —7 = A A (Outside Interface) ]: ZaUE., ¥ — bV =A N—X | IEERHT DT
DODT—H R—TT, T AOPWERERHTHIOINGA v Z—T = A AR T 5 Z
LIITEFERA, BADOT—H A A —T 2 ANT 74V SNOHNEA L H—T = AT
—g—O

[IPv4DF%E (Configure IPv4) ]: A5A > ¥ —7 = A AHD IPv4 7 KL AT9, DHCP %
ERT 20, ERBFTFETALYT A v I IPT RVA, 7Ry h~R7 BILOF— |
T2 A B ANNTEET, 47 (Off) 1ZBIRL T, IPv47T RLAZHE LRV &V ) 3R
EbHET, By F T v 7T 4P —REZEH L TPPPoOEARET HZ LIXTTEEHA,
AU HE—=T 2 A ANDSLET A, 7r—TI/IVET A, FIITISP ~OMOEREIZHEE S LT
BY, ISPBPPPoE #H L CIPT FL A& M L T\ B4, PPPoE N7 5
ANRHVET, V4P — ROETHIZPPPOE #RECTEET,
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o nEEEIz& o1 vk—ForeER [

[IPv6 D% E (Configure IPv6) ]: #MEA v ¥ —7 = A AHD IPv6 7 KL A T7, DHCP %
FHTB0, FTREFFITRET 4 v IJIPT RLAR, L7497 A BIOWS—FhU =
AHEANNTEET, (A7 (Off) 1ZEBIRL T, IPv6 7 RLAZFHE LRV EWV ) &KL S
b FET,

b) [BEA 2 —7 x4 X (Management Interface) |

[DNSH—/3 (DNS Servers) ]: AT AOEHT KL A D DNS H—/3, ZHifERAIZ1
DLLED DNS =07 KL 2&E AT LET, 7 74/ hE OpenDNS /37 V 7 DNS
=TT, T4 — A REREL., 774/ MIELZWEAIEL, [OpenDNSZ £ (Use
OpenDNS) (%27 Vw7 F5E, 74— /L RIZ#EYRIP T FLARY v— RKRENET,
(7747 U4 —/ARA RN, (FirewallHostname) |: A7 LADEEHT RLADKRA M T
—/9)40

ATYT3 VAT ARAEREL, R~ (Next) 1227 Vv 7 LET,
a) [#A LY —> (TimeZone) |: VAT LDHA LY —2 ZHEIRLET,
b) [NTP# A L#—,3 (NTP Time Server) |: 7 7 4/ h®D NTP — & HT 50, AL
TWAONTP Y — D7 FL 22 FETANT 20 E2RRLET, Ny 277 v 7HICERD
P REBITEET,

ATy T4 BT 90 B OFHHIM % BitA (Start 90 day evaluation period without registration) ] % i3
RLUET,

(G¥)  Smart Software Manager 7 7 7 > h LERFIRE/R 7 A B AN B HLGETH, 90 HH
DOFHTA B ADOHEHEZEIRLET, FIDZ CDOIZA Y AR— R L7=HIZFID DT
AV ABRETEET, ZOBIRICED ., T4 AOBEMER & FRGP AR
A= I

FIDT A AEWEATDHE, BEIMIZEART A B AR WTEET, TXTOEMT A
2NIA T a T,

ATw 75 [#8T (Finish) |27V v7 LET,

RDEZRY

cFUR—=F 4 7T A EMIETHIZIE. CDO ~Dr 7 A v (152 =) [CilERF
7,

CDO0 DEBEICL DA VR—T 1T LEHE

A—&2vyFAE 3=y

Ut — FIFEOFEEE N Y TIOVE SR E ARFLITIEE L-%,. CDO &F2E 2 FTD % CDO
WCEAMEMLET, YUTAEEAFEHLTCCDO C7 7 AT U4 —Lat L R— RT3 L.
7 7 A 7 7 +—/LZ Cisco Cloud @ CDO 77 > MIBEHEST b ET,
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B coo~onsre

coo T FID DER |

TREDOEBEN T 7 AT U =M —T NV E R L CEIRE AND & T AT U — ik
Cisco Cloud IZ#%5t L, CDO CT7 7 A4 7 U 4 —/LOFREN BEIIC R S E T,

TDH%, T7AT VA= NDTA B AERTFL, CDO TT7 747 U4 —/VORELEHRE
T2 £,
FoR—Ta 0T 94 —F

T7 AT U —IVOHHRELEIT-T2H6, CDOWLn AL LTI 7 AT U4 —VaEL L HR—
FCcxET,

TDH%, T7AT VA= NDTA B AERIFL, CDO TT7 747 U4 —/VORELEHRE
T2 ¥,

CDO ~DOY A >

CDOIZ. Cisco Secure Sign-On 27 A 77 47 4 7 v A X —L LA L, Duo Security %
L EFERIE (MFA) (2 L %4, CDO (21X MFA 3BT, MFA I1X, 2—%—T7 A5
TAT A5 RETHEDOEX2 YT o 2L LET, MFA O—FETh 5 “EHRFETIE,
CDO IZu A T 52— —DID MR T H72DIT, 200 R—3r FFEZITERERM
T,

BANDER T — P —4 L /XA T — R T, 2 %FH DOHEFET Duo Security 22H A 7~ R TA
ENDT A A LSRAT—R (OTP) T,

Cisco Secure Sign-On 7 L7 > 3 x )L AT L7= 5, Cisco Secure Sign-On 4 > ¥ 2 7R — R b
CDO (za 7' A T& F£7, Cisco Secure Sign-On % v ¥ =R — FKinn | AR — FER T 51
DA AT HIEHLTEET,

» Cisco Secure Sign-On 7 4 7 > b & BFfH DA 1%, Cisco Secure Sign-On Z{# /] L 72 CDO
~puz A (155 ~—2) ([ZHEHET,

« Cisco Secure Sign-On 7 1 7 & R 3720 5A1%, T L\ Cisco Secure Sign-On 7 1 7 & kD
PRk (152 ~—2) [C#EA TSV,

# L L\ Cisco Secure Sign-On 7 h o > FDYERK

IO A AU —r 7a—T4BEEO ot AT, 4 BETRCEETTALERH Y
9,

4a &0 SRS

« DUO Security W4 > X b—JL : Duo Security 7 7'V 7r—3 3 » Z#EREEICA VA h—/b
THZEEBEHDLET, DioDA VA F— IO T ZEMAH 55E1EL.  [DuoGuide
to Two Factor Authentication : Enrollment Guidel]] ZZ L T 7280y,

cBZDEE : EARANT AL ZAEBFEHLTT B A LN ZT— REAR LET, OTPIIE:
B_R—2ATHDHED, TXAAODI7a IR TIAEALERBILTWAZENERET
T THRAADIZ By I PIELWRFZICERESIN TWD Z L& L ET,

[ Cisco Secure Firewall 3100 R 4 — k7 v TH 4 K
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| cbo <o FD OEE
#1 L L\ Cisco Secure Sign-On 7 17 > FDERK .

* Firefox F 721X Chrome D& HFH/A— a AL F9,
FiE

ATy 71 #HLL CiscoSecureSign-On 7HhH o MMIHA o7y T LET,

a) https:/sign-on.security.cisco.com {27 7B A LE T,
b) [VA 4> (Signln) JHIEHD FEBIZH D [VA 7 >~ (Signup) %7 V27 LET,

41: Cisco SSO~DH A VT v

i
CIsCo

Sign In

Username

Password

c) [T vy hOERK (Create Account) XA 7 a7 D7 ¢ —/L RIZATI L, [BEk (Register) ]
U Vv 7 LET,

Cisco Secure Firewall 3100 2 2 — + 7 v 744 K |}
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coo T FID DER |

. #1 L L) Cisco Secure Sign-On 7 177 > FDYERK

ATy T2

ATvT3

42:7H0 > FDYERL (Create Account)

a ]
CISCO

Create Account

Evk CDO~DT A NMERTETFEDEBETFA—NT RLAZ AL, &f2FTH
a2 BmL £,

d) [B#k (Register) 1227 Vv 7 35&, BERLILT FLRIZHER A — AR EEINET, &
TFA—NERE [THT L hOFPE (Activate Account) |27 U v 7 LET,

Duo Eﬁﬁﬁ LT%E%HIL nIE;&t v kT 7°L¥T

a) [ZEERFEDOE (Set up multi-factor authentication) | i T, [FXE (Configure) | % 7
Uy 7 LET,

b) [ty b7 v 7 DRAtE (Startsetup) 1227 Vw7 L, 707 MIESTT A A& HIRL
T, ZFDTFNRAAETHT L FORT Y o T RMERLET,

FEAMZ DWW CiL,  [Duo Guide to Two Factor Authentication : Enrollment Guide] % Z [ L T
KTEEW, TRAALAZDw T 7V r—2a VT TIZA VA =L ENTWBEAIE, =
@7w¢yﬁ@77?4x%v5ynwFﬁ%ﬁénifommilm@7A4xT@ﬁ
DT Iy et R—FLET,

o) VAV —ROFEHZT, [ A %%iT9 5 (Continue to Login) 1427V v 7 LET,
d) TEEFEFEFEAfEM L C Cisco Secure Sign-On (21 74 > LE T,
(F=E) BMOA—t>Ta445—2ELTGoogleAr—toTar—2 %% ELET,
a) Googled—t LT 47— LTV TFTHENAINT A ZA%ZFIRL, [k~ (Next) ]
Vw7 LET,
b) By Ty T U4 —FROT T MIES T, Google A —ky T 4 —4 &y hT v
TLET,
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| coo <o FD OREE
Cisco Secure Sign-On Z{fEFH L =CD0~D O T A > .

ATv T4 CiscoSecureSign-On 7HhO U bDT7HIU M) AN)DATL a3 vE#BRELET,
a) [N RTU—REENEA (forgot password) | OB EEIZEZERLET,
b) SMSEZfEHLTCT AV b2ty hTHEOOPROERE 2RI ET,
) BEX2VT A4 A A—TEBNLET,
d) [vA4 7> bOER (Create My Account) [ %7 U w7 LET,

ZHU T, Cisco Security Sign-On % v ¥ 28— RIZCDO 7 7' U r— 3 VDX A VPR RS
NET, o7 7V r—2a b FANBRRINDGENRHY 7,

Evbh FoiaR—RETIANERT v 7 LTHENKFATLYD, 72K LTHA L
BEITN—T LT, ZTOARTEER LD TEET,

[ 43: Cisco SSO 5y & 1 :R— K
il . -
Cisco
Work +

CDO CDO (EV) CDO (APJC) CDO Docs SWC

Cisco Secure Sign-On Z{EFA L= CDO~DB T 1 >
CDOZu 714> L, FID OA VR — K EEHEZITWET,

1R8O HHEIIZ

Cisco Defense Orchestrator (CDO) (. Cisco Secure Sign-On %27 A T T 4T 4 TR/, Z—
ELTHEML, 2EERGE (MFA) (2 Duo Security 2 fH L £,

+CDOIZr 7' A T BIZiF. F 7 Cisco Secure Sign-On T7 4 7> b Z{ER L. Duo %1
L CMFA #RET HMENH Y £3, #H L\ CiscoSecure Sign-On 7 # 7 > h OERL (152
N—=) ZBRL TSN,

* Firefox F7-1% Chrome D/ N\— a U #fEH L E9,

FIE

ATvT1 Web 77 74T, https://sign-on.security.cisco.com/% B & F 7,
ATFY T2 [2—%—4 (Username) ] & [/XATU— K (Password) ]IC AN LET,
ATy T3 v A4 (Login) |22 U2 LET,
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coo T FID DER |
B co~omorok—5s0s

AT v 78 Duo Security Z i L THIOWAEERZ 22T, a7 A UV EKRLET, VAT AILEST
v 7 A U RHEFR S U, Cisco Secure Sign-On % v ¥ = AR — RNFR I N E T,

AT w75 Cisco Secure Sign-on % ¥ = /R — R Tt/ CDO ¥ A V&2 U v 7 LET, CDO XA V&
Y w735 & https://defenseorchestrator.com [Zf &) L, CDO (EU) ¥ A rz27 Vv I35k
https://defenseorchestrator.eu (B8 L £9, 7, CDO (APJC) # A rzr Vv I35k
https://www.apj.cdo.cisco.com (2 E L F 9,

X 44: Cisco SS0 %y & 2 7/R— K
il . -
Cisco
Work +

CDO CDO (EV) CDO (APJC) CDO Docs SWC

ATYT6 WHOA—v T 4 r—2E2RELTWDLEAIE, A=k T4 r—4%0ua%r ) vy 7 1LT
[Duo Security] 7> [Google Authenticator] % %R L &7,

cBEfFDT S MITTIla—F—L a—RFRBI5A1F. 0T Mo s/ LE

ﬁ—o
c T TIBEEDOT F v Moa—Y—La— FRHHHEAIT. Bkie?D CDO 77 b 23R
TEET,

BEFOT T M= =L a— FRRNEEIEL, CDO Oz s 220, 72T b
TATAT AT P EBERTEET,

CDO ~DFID DA VR—T 42T

77 AT U4 —)% CDO AV R—FRLET,

O—42yFJOESaZ T e ) FLESEFERLEFDOA VR—T 127

n—4yFraeya=r 7, THHREOH LWT A A2 BT e ey a=v 7
LCRETEDLIICTIHETT, ZHIZLY, CDO ~DT A ADAVR—TF 4 T
D) FEIX AT DEZLBAE LRV ET, ua—FXyF 7 ya=v7%2HHLTCDO LT
NARBFVAR—FTHI2E, ZOFEEZZET LTS, ¥ —Fy MIEETEL Ry hU—7
T NRA AR L ThHD, T, ADEREA N LET,
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| coo <o FD OREE

ATy

ATy T2
ATvT3
ATy T4

ATy T5

ATvT6

O—4vyFFOEYa=LTELIFABREEALED O k—Fc25 [

FIE

CDO D= a4 RUT[A XY (Inventory) |27 Vv 27 L, FADTT
ARH () 7 Vw7 LTCT A A% [4 AR —F (Onboard) 1 LET,

[FTD] h— KFK%& 27 Vv 7 LET,

[ U7 NVEEZMH (Use Serial Number) |27V v 7 LET,

[#t (Connection) | A7 v 7 TIROFEMAEZ NS LET,

Cancel

s £
Use Serial Number

Use this method for low-touch
provisioning or for onboanding

&
Use Credentials
Onboard a device using its IP address,

Use Registration Key
Onboard a device using a registration
key generated from CDO and applied

FTD Device configured devices using their serial on the device using Firapower Device or hast name, and a usemame and
Pl Thikk " number. : o E‘eraqc‘r password.
(FTD 6.7+, 1000 and 2100 sesies only) :
FTD devices are configured to automatically connect to Cisco cloud securely using the device's serial
number as its identity. This is the recommended way to connect to the device in CDO. Learn more Ly
\‘:: 1€ Select Secure Device Connector @ Enter the serial number of the FTD device you want to

onboard, then CDO will attempt to connect to the
= SDC-2 device
Device Serial Number

Device Serial Number is required

Important: Only FTD 1000 or 2100 series devices
(running on software version 6.7 or later) are supported.

Device Name

Device Mame is required

a) DT 3o ANE{ET D Secure Device Connector Z3ER L £3, 7 7 4 /L b D SDC 735
IRSINETN, SDCAEV Y v/ T5ZLTSDC AR TEET,

[T ZAD ) T VER (Device Serial Number) | : 4> R — RT57 4 2D Y T v
HFINPCABZZFEZ AN LET,

[T/34 24 (Device Name) ]: 7 /3 ADLRiZFEELE T,

[k~ (Next) 1%#7 Vv 7 LET,
[/SAT—=FKDVUEw b (PasswordReset) | A7 v 7T, [T 74/ FDRAT— RREF I
TWEHA (DefaultPassword NotChanged) 1% 7 U >~ 27 L, B LV VSAT— K (NewPassword) ]

L [XAT— ROfEFR (Confirm Password) JIZ/XAT— R&ZAF LT[R~ (Next) 27 VU v
7 Liﬁ‘o

B LWWSAT — RPSEHEICFR SN DB 22 LTS Z & 2R L £,

b)

¢)
d)

[A~— KT A2 A (Smart License) |fHIK T, ROA T aONTNnEHEIRLET,

s [Avw— T A ADHEH (Apply SmartLicense) |: 7 /3 AZELAV— TR
DA SN TWARWGEAIX, 2047 v a U &ERLET, Cisco Smart Software Manager
EHEALCR—2 v E2ERLT, 207 4=V RIZab—3 3080860 7,
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 [TAARIZTA A H A (Device Already Licensed) ]: 7 /34 AT TIZT7 A &Y
AL SN TWEEHEEL, 04T v a v ERRLET,

* [90H ] DFHI 7 A &> ADFE R (Use 90-day Evaluation License) ] : 90 HE]DFE 7 1 &
YAEWALET,

ATy 1 [T A7 VT 3T 4% A (SubscriptionLicenses) ] A7 » 7T, IROEEEZFITLET,

c AT —F I B ARBEHAINTWDEAIE, VEREBMTZA L AEZHEMI LT, K
~ (Next) 1227 Vw27 LET,

cFHE T A B ARENT IR o TV DB EHEAIE. RAVPN 74 B AR MDTXTHT A
U ABEHTEET, MELTABUAZEIRL, R~ (Next) |27 VU v LTHAT
Liﬁ—o

cHARKTA VL ADHKRTHRITTHIEHTEET,

G¥) [A¥— b7 A& A (SmartLicense) | DFNET [T /31 AT A & AfLH 57
(Device Already Licensed) ] Zi#IR L TWAHHEIT, T 2 THNORIREITH Z &
IXCTEERA, [BEFEOYT 27 ) 7 a v OffF: (Keep Existing Subscription) ] 233
RE, [TV (Labels) | DFIEICHEAFE T,

ATvT8 ((FE) [7-UL (Labels) | A7 v 7' C, BEISLTT AL EANTEET,
AT [ FVIZBHE) (Gotolnventory) %7 Vw7 LET,

CDO BT /A ZADFERZLET 5 &0 AN [ZRkF (Claiming) | A v E—UREREINE
9, CDOIE, TAABRFT L TA LTI T RIZBEEINTWNDEINE I NEHERT DI,
IR RIS AR — ) 7 LET, 7T 7 RIcEERSh5 L&, CDOIMZn e ya =%
Bt L., T, RAEEFICA Y R—FT 4 7 LET, T3 AD LED AT —H AR AIT A
BT D LT, TRAANRBERINTND Z E AR TEET, 77314 AD Cisco Cloud | ZH2
BETE WA, EIdEk RN KD =SE, MLED Mkt b 4L o PHAICR A
FIEL TS0 5 R TEET,

BANDVRFFILINIC T ANA AR T F 0 RIZBRER SN WIEEIT, #4570 RREAELET,
CDOIZ 10 53 Z EIZEMMICAR =V T L TCT N, ADAT —F AR L, [ERP
(Claiming) ] DIRFEZMERF L £, T4 ZADEFEN/A-> TN TZ T U RIZEmIh 05
Bit. AV R—T 4 VT AT —H AT 572012 10 pEFOREIEIH Y FHA, WVWOT
H[AT—H ADOHEER (CheckStatus) (V> 27 %27 U v/ L TAT—X A%ERTE £, CDO
BT e ey a = TEBRBL, TS RAEERICECR—T 0 7 LET,

ERX—Z2FEALEFDOA Y R—T 425

B —% AL CFID T, A2 4 v AR—FT5 2L 2BEM L EJd, DHCP 2 L T
FIDIZIPT RLUANRE D ETHLNTWAEEE, MLPOBEETTY RLARELEIN TS, FID
IZCDOCEER SN FEFICRVFET, SBIC, FIDWNAXT U w7 IPT R R EFONE T 7%

[ Cisco Secure Firewall 3100 R 4 — k7 v TH 4 K



| cbo <o FD OEE
sRr—s@ALEM O A—T425 [

L TAAZDPIMBER Y FU =227 7B ATEZIRY, ZOHIETCDO IZA Y R— T2
Z BT,

\}

() SecureX F7z1Z Cisco Threat Response (CTR) 74 7> & BRHLDOEA. 7 /3( A% SecureX
(ZBEET HIZIE, CDO T H 7 k& SecureX/CTR 7 U v MEMAT HLERH Y £, 7
HT IBPHREENDET, T/ ZADA X2 M & SecureX THEAR LD, D SecureX HEHE
ERALIEZYTDHZ LIXTEERA, SecureX T CDO EY = —/VEAERT DRI, T
Naevw—UF 5 EEBIBEIOLET, TH 7Y MEL SecureX R —Z AN LG TEET,
FIZHOWTIX, 7T FOfE] 2ZRLTIESVY,

BEk¥—ZfEH L TCFID T3, 22 F AR — R4 5121%, ROFIEEZEITLET,

1R BHHIIZ

s TOFEEFERH LT, T35 A% KE, EU, £721X APV —Va Ay R—RT&F
_a‘o

e BEWDFT NS Z1L, FDM TEHEN TV ALERH Y F3, T4 ATHEL TS
REBHOLEENRND L 2R LET,

« TNA AT 90 HHOFHIE T A & AZENT oM A~ —F T A B AEEMT 52 L3
TX £, Cisco Smart Software Manager 2>, 7 /31 AZA VA M= L ENTNHTA &
U ADBGRERRT D MEITH Y A,

*FID T/ XA A TDNS NIELLRESINTWAHZ L 2R LET,

*FID TNA ATHA LY —EARELLREINTNWDLZ L 2R LET, FID 731
ZWIELWHAST EEEANREREN TS Z L 2R LET, £ 9 TRVWERITA LV R—
T AT BRI ET,

FIE

AFYyF1 CDODFEHF—ar7 4 RTT[Ar_ MY (Inventory) 1227 U v 27 L, HEADFT
ARH () 7V v LTCTNA A% [A 2R —F (Onboard) ] LE7J,

ATFwF2 [FID]A—FK%&27 U7 LET,

ATv T3 [BEF—%H (UseRegistrationKey) |27 U~ 27 LET,

ATy T4  [FTA A4 (DeviceName) | = U7 D7 4 —/L RIZEAE AT LET,

Cisco Secure Firewall 3100 2 2 — + 7 v 744 K |}
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ATvTh

ATvT6

ATy T1

45:7/\4 A% (Device Name)

Follow the steps below Cancel

= =

Use Serial Number
Use this method for low-touch
provisioning or for onboarding

=

Use Credentials
Onboard a device using its IP address,

Use Registration Key
Onboard a device using a registration
key generated from CDO and applied

FTD Device configured de:l]\s;z::mg their serial DB i A e e or host namc;.a;;rsv::';scn'amc and
Firepower Threat Defense 6.4+ d M e
e ; : {FTD 6.7+, 1000 and 2100 series only) il
Device Name Select Secure Device Connector @ Important: If you already have a SecureX or Cisco Threat
Response (CTR) account, you will need to merge your
= 5DC-2 CDO account and SecureX/CTR account in order for your
X devices to be registered with SecureX. Your accounts can
Devicaiiame be merged through the SecureX portal. See Merge Your
[ I | CDO and SecureX Accounts (' for instructions.

Until your accounts are merged, you will not be able to

see your device’s events in SecureX or benefit from other
SecureX features.

a) DT A AWNiEET D Secure Device Connector 23R L £3, 7 7 4/ b D SDC 3%
IRENETMN, SDC4E7 Vv 7 $T5ZLTSDCH#ERTEET,

b) [T /34 A (DeviceName) |7 4 —/V RIZT A AL EZATILET, T4 ADKRA MM E
TIXEOMDTLEDARNZT 22 ENTEET,

c) [k~ (Next) 127 Vw7 LET,

[7—#_X—ZOHEH (Database Updates) ] T, [BF = U T ¢ B AIRHZFEIT L, EM
EH AT 5 (Immediately security updates, and enable recurring updates) ] & 4> £ 72134
LT, [k~ (Next) 1227V v 7 LET,

COFTvait, EX 2 VT EEE TSN I A= 5 L L bic, MHARB ORI

BMOE 2T =y 7T 5L T A A HBIZAr P a— L LET, FEMIcONT

1Z. [Update FTD Security Databases] & [Schedule a Security Database Update] &L TL 72

é 1/ \O

() ZoFTvarzEHCLTH, UANCFDM 2 H L TRIELTZA T ¥ 2 — /i d
DEFNITHEL EE A,

CDO 2 & » T [BEkF—D1ERL (Create Registration Key) ] fEIIZ B GRF — 0 ER S E T,
GE)  FX—DERINTHTT A, ARZERICA Y R—T 4 v 7 ENDENCA LV R—T 4
JHEHENSBETAE, TR —F 4 JHEICREDL I ENTEXERA, 272 L.
CDO 2L > T[T /8% AL P —E R (Device & Services) | _X—IZEDT /A ZADT
L—ZARNAEDMERENET, TAA ADT L —AFRAXEZBIR LT, FOF A
DF—%RRLET,

[=2&— (Copy) 174 =2 () 7 U w7 LTREEFT—%2at—L, [k~ (Next) 1% 7
Uy 27 LET,

[ Cisco Secure Firewall 3100 R 4 — k7 v TH 4 K
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| cbo <o FD OEE

ATvT8

ATvT9

GE)

sRr—s@ALEM O A—T425 [

Bikx—Datr—%2Axy 7 LT[R (Next) 227 Vo358 T4 2D
V—ARNE T M) EZET LEBRTT A, AEBERTEET, 2047V a Ui,
BANZT A AZAERR L T BRI 258, iy Aaxy hU—27 "— ) —
MAAZ =Ry NT =7 IMEDFERE (POV) T3 Z&A X b—F 5551
TNLHET,

CDOBEET, T ADERREEIX [7a vy a = Jf#kx (Unprovisioned) | (272
DET, [FrbYa =70 (Unprovisioned) | D FIZERR I D BT —%
FDMIZa B —LTA Y AR—T 477 RE%ET LET,

CDOIIZAVR—=FRTBEFT AL ZAOFDMIcu 714 LET,

a)

b)

d)

e)

2

h)

)

[ AT LEXE (System Settings) ] T, [Z 7 7 R —E X (Cloud Services) %7 U > 7
LET,

FNRAAZT TV AT AT —F TA BV TIZREELTERBY . 777 RICRERFEH
ThHOHIEMION—VIZERINTWDLGHIE, WHEA=2—%2 27y 7 LT, [/ 7
7 R — B2 OXERMERR  (Unregister Cloud Services) | @R L ET, X—Y% U a—FK
LT, RBEOF T v a v aFRLET,

[%4%% A 7 (Enrollment Type) ]fEIX T, [ =V T 4/CDO7 » 7> k (Security/CDO
Account) |27 Vw7 LET,

[Cisco Defense Orchestrator’)» & 77> b ~® H B % Fk (Auto-enroll with Tenancy from Cisco
Defense Orchestrator) | #4212 [L7gWy] TS E WY,

U T NE T EHEA U BEPREROFEMIZ DWW T, [Cisco Firepower Threat Defense
Configuration Guide for Firepower Device Manager]] %2/ L T< 72 &\,

[V— 3> (Region) | 74—V KT, TF 2 FEID HTHIL TV Cisco Cloud D
V—Va v a@®RLET,

» defenseorchestrator.com (22 7 A 3 2 451%, [US] Z@IN L £,
« defenseorchestrator.eu |22 7' 1 3 2 A1%, [EUl Z#IR L £,
- apj.cdo.cisco.com (22 7 A T DHGA L, [AP)] @I L £,

[&&kx— (Registration Key) ] 7 1 —/L N2, CDO THRK L7k — 2050 fT1F &

R

[— B R &gk (Service Enrollment) ] K T, [Cisco Defense Orchestrator’ A &9 5
(Enable Cisco Defense Orchestrator) | 4 2 LE 7,

Cisco Success Network (2B 2 fE R Z MR LE T, B LARWEAIEL, [Cisco Success

Network{Z%& %k (Enroll Cisco Success Network) | #4712 LE T,

Bk (Register) (&7 U w27 L, [ A2 OBIREREZZITAND (Accept the Cisco

Disclosure) 1% 7 U v 27 LE$, FDM 28 CDO [Z8GER 2 5E L ET,

[7 7D R¥—E A (CloudServices) |"X—Y %2 HH LET, T /34 AN CiscoCloud (Z1E

WK I N7= 5, [Cisco Defense Orchestrator] % - /L"C [H%) (Enable) | %7 U v 7 L

7,

CDOIIZEY £3, [A~¥~— K74 A (SmartLicense) ]fEIk T, A~— L7 A& A% FTD
TNARZEHA L, R~ (Next) 1227V v 7 LET,
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coo T FID DER |
B o ommerrrLREBRALEAD DAV R—F 1 28

FECOWTIEL, A B ADRE (164 2—Y) 2ZBLTLEEW, [AF 7 (Skip) ]
Z7 Vw7 LT, 90 BHEIOF T A ¥ A TOA LV R—F 4 » 7 %47 LET,

ATvF10 [5ET (Done) ]#HIKT, [1 X MU ~BH) (Gotolnventory) | %7 V7 LTAYAR—R
SNTET A RERRLET,
ATy TN [ U (Inventory) ] T, /XA ADAT—HZ AN [FREY g =07 ZTHRND
(Unprovisioned) |25 [#ZE 9+ (Locating) ], [[FH#H (Syncing) 1. [[FI## # (Synced) ]iZ
Eoo TN Z L aMERLET,

A4 EREIP T FLRAEZFERALE=-FD DA VR—T 425

0o NER (=P —4/RAT—F) L IPT7 RLAE7-1X FQDN 2/ L T FID # 4
R—RTEET, 7L, TS ARHHIP 7 FLRAKFET, 47 1L 20D SDC %4k
FELE LR, B —2FH LT A ADF U FR— ReREio LET, B —2HHL-
FID DA v R—F 4 7 (158 =) #BRL T EZEW,

1R BHHEIIZ
s ZOFHEEMHEA LT, T A& KE, EU, 72T AP] ) —Ya il AryR—RKT&E
TO
e BEWDT NA R L, FDM TEHEIN TWAMERH Y £, TS ATHEL TS
PRBEBHOLEENRN L 2R LET,
« TRA AT HM DR 7 A E o AT 2N A~— T4 ABEHTHZ LN

TX ¥, Cisco Smart Software Manager 2>5, 7 /31 AZA VA M—LENTNHTA &
VADRGERRT D MEITH Y TR A,

o« NERA v F—T = A RS LT 4 v 7 L I AD Secure Device Connector (SDC) % &2
BT 52 aBEIOLET, RDVIC, MBS F—T A ZAZN LT T RO SDC
AT A5EE. (FDM O [ A7 AFRE (System Settings) |>[EHT 7 & X
(Management Access) | C) #EBTO HTTPS 77 B A& AT AMENRH Y T, &
X2 U7 4 FOHEBNLBEID TEX A, SDC DOFEMIZ SV TIX, FTD T CDO 2N EhfE
THAMA (137 =) 2L T ZE0,
«FHYIP 7 F L 2 & H LT CDO O F/SDC O@EITH T 54 o Z—7 = A A ZHRIE
T %70, EFYDNS (DDNS) ZfEH L T—HMDdH 5 FQDN Z#ff L £9, FDM TDDNS
ERETEET,

FIE

ATYT1 CDODFEF—2 a4 RUT[A X U (nventory) |27 U w27 L, HaDOTZ

ARE () %270 w2 LCFNA A% [AAR—F (Onboard) ] LET,
AT9 72 [FID|h—F&27 Vw7 LET,

[ Cisco Secure Firewall 3100 R 4 — k7 v TH 4 K



| coo <o FD OREE
ny4 iEwE P7 LR EEALE Dot k—F1>s [}

ATw 73 a7 A UNEHEMNA (Use Credentials) 12727 U 27 LET,
ATy T8 [T/31 A4 (DeviceName) | =V 7 D7 4 —/L RIZEEZASTLET,

46:7/54 R4 (Device Name)

= =)
Use Serial Number
Use this method for low-touch
provisioning or for onboarding
FTD Device configured devices using their serial
number.
(FTD 6.7+, 1000 and 2100 series only)

=

Use Credentials
Onboard a device using its IP address,
or host name, and a username and
password.

Use Registration Key
Onboard a device using a registration
key generated from CDO and applied
on the device using Firepower Device

Firepower Threat Defense 6.4+ Manager.

Device Details Select Secure Device Connector
= cisco-security-docs-SDC
Device Name
FTD1

Location

‘ 10.88.6.67 ‘

a) Z DT /A AWNiE(ET D Secure Device Connector iR L £, 7 7 4/ kD SDC 783
IRENFETN, SDCA4EZ Vv 7 FT5ZETSDCHEERTEET,

b) [T /31 A (DeviceName) |7 4 —/V RIZT A AL EZ AN LET, T/ ADKA M E
TZIZZ DMDIEEDARNZT D ENTEET,

¢) [m/—3 3> (Location) JIZIP 7 KL A, RA M, F£72IZFQDN Z A L £,

T 74NN AR—RMNI443 T, T, AOREERKMRT H LA — FNESFEERTXE
TO

d) [k~ (Next) 1%27 U7 LET,

ATV TS [T—H_X—AOHH (Database Updates) | FHIK T, [BFX = VT ¢ FHAARHIFITL, EH
TH 2 AT 5 (Immediately security updates, and enable recurring updates) | % 4> £ 7134
ZIZL T, [k~ (Next) 1227V v 7 LET,

ZOFTvasiF, X2 VT4 BEHE TSI NI =95 L &b, AR R OFRT2E
WCIBMOEFE2F =y 7§ L T A A2 HBIZA Y2 —/L LET, FElicoNT
L. [Update FTD Security Databases)] & [Schedule a Security Database Update] % &ML T< 72
é 1/ \0

GE) IOF T arEEHcLThH, UAENCFDM 2 H L TRE LAY Y 2 — L
DOEHIITHEL A,

ATw 76 [m7 A EH (Credentials) | =V 7 T, =—H¥—%4% ladmin] & AL, #IHEERHIIRE
L7eRAT—REASLET, KRIZ, R~ (Next) 1227V v 7 LET,
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https://docs.defenseorchestrator.com/Configuration_Guides/Devices_and_Services/Schedule_a_Security_Database_Update

coo T FID DER |
B st ozozx

CDO »3Eft a7 A ML, TNA RZHETE DI LAMGERLET, T2 &. 71 U1
¥ (Credentials) 1=V 7{Z [Connected] &F /RS, [FrHR—F 47 F =7 (Onboarding
Checks) ]=VU 72 Done] ¢t FErRENET,

RTwF1 [58T (Done) |88 T, [ X hU~BH# (Gotolnventory) 1% 7 U v 27 LCTAHLYA—FK
SINTZT A RERRLET,

T4t ADETE
FIDIZ. A BV ZADWABLION T AL A T —IILO— T EHNAfER Y A0 A~v—K V7
=7 S4BT EFEHLET,

Uy — v EBERT D L, License Authority |2 > T ¥ — 3 & License Authority [ D@13 12
HAEns IDFEAENBITSNE T, £, WURKRET I Moy —UnRED Y THR
£7

ERIFA B AFTABNCEENLET, A— T4 ATIE, FEEAL TOHRWEGO
HEREZ 1 T & £ 9, Cisco Smart Software Manager |Z8$%7T 5 &, T<IZT7 4 B ADMEMA%
B CE T, £/, BTIABUAZMAT LI L TEET, ZNITK - T, gD
BRIOEHADARRIZAR Y | BIEFORGBIC L DBIEN 72 2V T, RDTA B ALMRL
TLIEENY,

B X2V T 4 ATV Y= AL Cisco Firepower DKL IPS
WU T kS hiery N —Z T ORER~ LY = T (AMP)
sURL:URL 74 NZ 17

* RA VPN : AnyConnect Plus, AnyConnect Apex, ¥ 721% AnyConnect VPN B,

VAT EDT AT DFEMIZ-OWTIL,  Cisco Firepower Threat Defense Configuration Guide
for Firepower Device Managerz 2/ L T< 7280y,

A

EB  CDOWTNA A%A U AR—RTDETIEFHET A £ 2% fEH L £, SmartSoftware Manager
WCBEET 2BMD T A 213, CDO A A — R U THBRET R B ERARNGT 5 LB
HFET, A~v—FTA B RAEEFEAD FID OBEEREZ SR L T &V,

15H B HIIC
» Cisco Smart Software Manager (< A X — 7T 7> B E T,

FETHT U MeBRLTRWESIE, Vo2& )y 7 LTHLWT AV MEREL
TL 2 &V, Smart Software Manager Cl&, MO~ A ¥ — T ho v M EERTEET,

e o TIAT AT 7 HERLTEMEEND) BREAZHEHATAI2E. ZFEHO
VAaA ZAvw— KNIV T NI 2T TA R T T NTIRIIeH 54 (3DES/AES)
FAB LV ABEHTEDINENHY 7,
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https://software.cisco.com/#module/SmartLicensing
https://software.cisco.com/smartaccounts/setup#accountcreation-account

| coo <o FD OREE

ATy

sttvzoiz |

FIE

BHEWOA~—K TRV T THO M, WERTA VU ANEGEENTWE Z & 2 HE
BLTLEEN,

FA v AT VR IETIBGERIEN ST AN AZWA LIRS, Ax— Y7 by =T
TARL T TAT MY 7 ERTWET, 2L, FETIA B A& BN 2 03HE
D& 555 1%, Cisco Commerce Workspace T [t & Y U 22— 9 O (Find Products and
Solutions) |FREE 7 4 —/V REFEHLET, WOTA B APID ZRBELET,

7:54 2 RA%B%R

Find Products and Solutions

L-FPR2ZK-ASASC-10=

Search by Product Family | Search for Solutions

GE)  PID BNHEOMNLRWEEIE, HEXZTFECTPID ZEMTE £,

BB, v AT T BELOWURL T4 & 2ADOMAE DY

FFEOPID DWW ZFESNTEMNT 5 & IROWT IO PID IS T 2 W~ — 2D
YT R Ty a BB TE £,

* RA VPN : [Cisco AnyConnect Ordering Guide] # S L T 7230,

AT 72 Smart Software Manager T, Z DT /A AZBINTHIET o hOXEN—27 EFRL

Tav—L%7,
a) [Inventory] #7 VU v 7 L7,

Cisco Software Cenfral > Smart Software Licensing

Smart Software Licensing

Alerts License Conversion Reports Email Motification Satellites Activity

b) [General] # 7 C, [New Token] #7 U v 7 L¥7,
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https://software.cisco.com/#module/SmartLicensing

D0 T FID DERA |

General Licenses Product Instances Event Log

Virtual Account
Description:

Default Virtual Account: No

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances to this virtual account.

Token Expiration Date Description
NWU1MzY 1MzEtZ]NmOS00MjF.. 8 2018-Jul-06 14:20:13 (in 354 days) FTD-5506

c) [B&kbh—7 > &/ER (CreateRegistrationToken) | %A 7 0 /Ry 7 AT, L FOREME
AL THE [ F—7 »Z&/E (Create Token) (%227 U v 7 LET,

Create Registration Token

This dialog will generate the token required to register your product instances with your Smart Account.

Virtual Account:

Description:

= Expire After: 30 Days
Enter the value between 1 and 365,.but Cisco recommends a maximum of 30 days.

Allow export-controlied functionality on the products registered with this token €

Create Token Cancel

* [E%BA (Description) ]
s [AZhIR (Expire After) ] : #EL3EI1X 30 B T4,

[Z2D b= TGRS LT B Tl A PRBERE 2R T 9% (Allow export-controlled
functionality on the products registered with this token) | : @ ERFS{LFFAI S LTV S
DEETRH L T I T AT T T ERERHCLET,

M= 3 A Ry MIEmEnET,

d) b= OFRMIHIREITAar %7 )y 7 LTC[b—2 (Token) | #4707 HRy
JARBRE, b= IDE7 VY v R—RIZar—C&x5 X912 LFET, FID OEEHEN
VB L ZIZHOFIETHERAT A0, 2O M7 028 LTBE £1,

. Cisco Secure Firewall 3100 R 2 — 7 v T HA K



| cbo <o FD OEE

ATvT3

ATy T4

ATy TH

ATvT6

ssevzngz |

48: b—U U DOERT

General Licenses Product Instances Event Log

Virtual Account
Description:

Default Virtual Account: No

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances to this virtual account.

New Token...
Token Expiration Date Description Export-Controlied Created By Actions
M]MEZJIHYTITZGOdOSDDY]KEL@ 2017-Aug-16 19:41:53 (in 30 days) ASAFP 21101 Allowed Actions =

K49: b—H > DaE—

Token 0 X

MM3Z]IhYTIZGQ40S00Yjk2L TazMGItMThmZTUy Yjky

NMVHLTE1MDISMTI1 %0AMTMxMzh8YzdQdmazMiAZY
mFJN2dYQjIEQWRhOEdscDU4cWISNFNWRUtsa2wz%
NAMDANSTNSAANANA

Press cirl + ¢ to copy selected text to clipboard.

CDO C, [1 x> VU (Inventory) | %27 Vw27 L, 748 A% 5525 FID 7 /34 A%

BR L E7,

[7/3 ADT 7 2 a > (Device Actions) ] XA T, [TFA L ADEH (Manage Licenses) ]
7V w7 L, EiEHOERIIHE > T Smart Software Manager 20 H AR STz A~— T4

A& ANTTLET,

[T /34 2AD%Ek (Register Device) |27 U v 7 LET, T X ERET 2 & EFRIREN
(4> F 4> (Online) | IZEDY F7,

[Z7A4 B ADEH (Manage License) | X—VIZRED 9, T3 ABEFIIRORA vE—
DERRSNET,

Registration request sent on 10 Jul 2019. Please wait. Normally, it takes about one minute to complete the registration.
You can check the task status in Task List. Refresh this page to see the updated status.

Aw—hTA VU ANFID T A AZIEFITHEHAIND &, T3 ADAT —H A\ [HEHLHE
I, +453727 A4 &> A (Connected, Sufficient License) ] & F/rEnF T, LEILU T, £
ENOF T a T4 A0 [HME/EZN L (Enable/Disable) | A7 A X2 ha—L% 7
Vw7 LET,

Cisco Secure Firewall 3100 R 2 — 7y THA K .
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Manage Licenses fod-650-115-1543-181 3¢

& it Laest Sync: May 26, 2030 4:24:05 Pa

Redresh Licerses
Mext Sync: May 26, 2020 4:34:05 PM .

Base License Threat
[ STATUS: ENABLED ALWAYS @ ) sTATUS: ENABLED

Thit perpatual Eoeris b inchudad with tha This kcense aliows ywea b perform ininsiion

PufCFags O Th SyDem. You Ml hine e e e P S e n O T T T
b configure anc uie the devce. It it haw this kconse 5o apply intugion

oot Bl MBLNES MO Eowened by SubSorgon PObCiES M BOCeSS Nobid. Vou MSO st Rdres

Frbero thin Boenss 1o apply be policies Tat control
< Basa i 5 s, Darsesd ooy P Tyl

Appheition Vididdy and Controel Irschodak: Intrusioe Prodesy

o Malware o URL License

@ ) sratus: enapeD ) status: enamen
Thes Boansa sows wou b pariorms Cios Thes boorse lgws win b Coninsd weh Mooess
Achranced Makwarg Protecson AMPY) with based on L, cafegorian and reputaions,
AN for Farspovwes ind AMP Theest Grid. You Tisthes Than Dy indeedusl LRL abone. You must
st have thiy Bcpnse %0 apply by policies have i Bcanes 1o deploy scors rules Bl
st cbenect ol Dhoh miatwade m Bl Fitier wosly rafle Daded on Calegory B
ranamesed owver your network TRt
Inchades; Fibe Poboy Inchaias; URL Reputation

@ RA VPN Only License e RA& VPN Plus License

B STATUS: DISARLED @K ) svaTus: ENABLED
ArvpConnect VPN Only Bcansn inclucdes basic Arwplonnect Phen Bconse includes bask VPR
VPl et St b tiets B - SEnlEs Bl B Gl - VPN Seates
appication VPN [nchuding thied- party IKEvd such an the twork Accass
remote Scoass VPN Re b et BO2. 1A supphcant, the Cloud Web
natwnek ciptgcion, corfart mmodula, and the Cisco Umibs

. Baanic
cosection, @nd Federal nloimamsn Prgeasng
SRancarchy {FIPS] complance

Inchades: RA-VPN

A RA VPN Anex | icense
ol > |

« [5%0t. (Enable) ] : Smart Software Manager 7 4 7 > MZT7 A B A&HEL, fE
THSEEZ AN LET, FA4 BV RICK o THIHEN DAY O—Z2RKEL, B TEE
R

o [#E5h{k. (Disable) ] : Smart Software Manager 7 7 7 > kD 7 A & 2 A & %Gk fRbr L, Hil#E
SN HEBEZ TSN LET, HLWARY O — OO EL ., TOMREEFEHT LR
‘.‘/“‘0)%5‘%%(% jz't‘]_-/\/o

*RAVPN 7 A 2 2AEFI LTcHEE, FHT 2748 202 A7 ([Plus]. [Apex].
[VPN B4 (VPN Only) ]. 720X [Plus & Apex (Plus and Apex) ] Zi®IR L E7,

HREZ T DL, THTY MZTA | U ARG [?4?yzwﬁi\:y7?4
7 > AE (License Issue, Out of Compliance) ]~3—3 %E?ﬁ? L7t IR DFELERL A w2 — U0
FRENET,

Device Summary

Smart License

LICENSE ISSUE Last sync: 10 Jul 2019 11:47 AM o
OUT OF COMPLIANCE Next sync: 10 Jul 2019 11:57 AM
There is no available license for the device. Licensed features continue to work. However, you must either purchase or free up additional licenses to be in compliance.

GO TO LICENSE MANAGER Need help?

. Cisco Secure Firewall 3100 R 2 — 7 v T HA K
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AT T [FA4A 8 ADHEH (Refresh Licenses) | #EIN L, 7 A & A1E#H % Smart Software Manager
ERBILET,

CDO TO FTD O FE

WOFNETI, BIEEOREOMEZFHP L £, FFIEIZOWTEEMRERAEFRTHIC
X, RXR=VDO~NNT HRE (?) BIY I LTLTEEND,

FIE

ATFvF1 CDOR—ZizaZ AL, CDO A=a—n5 [T/34 AL —E X (Devices & Services) ]
BRINL, VAR —RLET A ZAZ@RIRLET,

ATy T2 [BHE (Management) |>[4 % —7 x4 X (Interfaces) | ##IN L. RET WA % —
Tz A ALBRLET,

AFYT3 BETEEALH—T oA ZOWET A2 (@) 220 9 L, A4 ¥ —7 A RIT [
4 (Logical Name) ] &. B U T [ (Description) 1 & A1 LET,
YTA L H—T 2 f AERETERAERE, AV H—T =2 A ATIZABDBLETT,

GE)  AZEEETLH L, ZOERTHWARTZHEH L TWLTXToORHT (EF=V 7 «
V= syslog == FT7 =7 b DHCP H——DEHRZETe) ITHBEIIZK
BRSNE S, 72720, EEH, R O RREICARTDRNA L H =T o A AT
ERWIED BONSEWARTIZEH L TS TN TORELHIRLARWE . £OA4H]
FHIERTE £ A,

ATY T4 [HAT (Type) |ZHEL, IPT RLALZOMOBRELZTERZLET,

WOFITIZ, Web yr— =72 EDNRT Y v 77 7% ARREREFEABLE TS TR 1E Ay
(DMZ) & LTHHT 70D A v 2 —T =4 AR LET, 587 L6 [1&1F (Save) ]
7 U7 LET,

Cisco Secure Firewall 3100 2 2 — + 7 v 744 K |}
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B cocormomz

B50: 43 —D 4 ADMHEE
Editing Physical Interface X

Static

ATYTE  FHLWA L H—T oA RAEFE LIGEIE, [BE (Management) 1>[A7 29 b (Objects) ]
PERLET,
MBS CT, HiLn[tXx=Y7 ¢ —2 (Security Zone) | Z/EREITMELE T, 1>
B—T oA ZATIIRL, BFXF 2V T4V —UIZESWTRY —5 kT 570, K405 —
T oA AL =B LTOWDIRERH D ET, AV F—T oA AT DHE, V—IC
A HE—=T oA AHEL ZEIXTEEYA, ZOED, LWL H—T =2 ZAE{ERR LT
. FTRIEFREGOA L H—T 2 A AOHBWEEB LIRIZIIFIZY —v A7 V=7 N etwmET
HVEND Y £,
OB TIE, DMZA > X —T7 =2 A ADT=OIZH LWDMZ Y — v ZERT B HiEE R LET,
R5l: %154 I—vATSH b

Adding FTD Security Zone

[ Cisco Secure Firewall 3100 R 4 — k7 v TH 4 K
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ATvT6

ATy T17

coo coFo ozz i

W27 Z A4 7> FTDHCP 2 L TF A 25 IP 7 RLAZFIGT2E481%. [BE
(Management) ]>[2&E (Settings) ]>[DHCPH—/\— (DHCP Server) | Z#IR L THh b,
[DHCP+#—/\— (DHCP Servers) |27 v 2 v 2R L £,

FTTICNE A v F—T = AR SN TS DHCP = "—=NH 0 £, 7 RL A T—
NWERELED, TNEHIRLEZDTDHZENTEET, MONEA o ¥ —T = A A& L
AT, TNHDA 2 —T oA A EICDHCP Y — =% Y v b7 v 7T 2500 I — %1
TY, [HEZV 7 LTENEA v H—T 2 ADY—_"—=LT RLAT—LERERLET,

[DNSH—/3— (DNS Server) | % 7 Tlid, 7747 > MMM T 5 DNS R EL2 MR T H Z &
HTEXFET, RIS, 7T R A7 —/1192.168.45.46 ~ 192.168.45.254 Z {55 L T inside2 £ > &% —
7z A A LD DHCP y—"—%EET HH %2 RLET,

52: DHCP H—/\—

Edit DHCP Server b4

Enable DHCP Server
&

inside2 «

192.168.45.46-192.168.45.254

Cancel m

[&E (Management) ]>[JL—F « »% (Routing) ] ##H L, [EM (Add) |74 =47
Vw7 LCT 740 hb— hERELET,

T 7 AN b b— NMEIEE . INBA v H—T 2 A RALUSNTFET DT v T A MY — A FE ISP
N—RERLTOET, T 74/ D IPv4 L— MIEED ipvd (0.0.0.000) . 57 4/ bD

IPv6 /L— MIEED ipv6 (::0/0) T, MHTHIP A=Yz T Ei— bEERLET,

A B —T 2 ADT KL ADORIGHIZ DHCP 2+ 5854, LERT 740k L— Lk
T TICE>TWAZ R 9,

G ZOXR—VTERLIEAL—NI, T—F AL E—T 2 A ZAHOHTT, EEA X —
TxA AT EBLEYA, BHEHFY— U oA X [EE (Management) ] > [EX5E
(Settings) 1> [EE 7Y X (Management Settings) | TiXE L £7,

WOBNZ, IPvd DT 74V b b— bERLET, ZOHITIE, isp7— FV = A1XISP 7 — k
DA DIPT RVAZ#BINT DXy NT—2 A7V =7 b TT (T FLALISP 6 BT
LHZRENHYET) . ZOF TV MEAERT HIZIE, [F— bV = A (Gateway) | Re v
THETLYANDTHICHD [HT LA T V=2 FOER (Create New Object) 1 %7 U w27 L
E3 N

Cisco Secure Firewall 3100 2 2 — + 7 v 744 K |}
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ATvT8

coo T FID DER |

53: 774 FIL—F

Add Static Route X

isp-gateway

Description

isp-gateway
0 P IPvE

isp-gateway - outside ~

Cancel m

[EI (Management) ]>[R1) >— (Policies) | Z&IRL Txry hT—27 DX =2 U T 1KY
U—ERELET,

MY Ty TR, WY — 2 SN = DRIO T T 4y 7 T u—E AN LET,
Flo, A F—T A RAEERTLGRIC, B4 F—T oA R T A X —T oA
ANAT bEANZLET, LA o FX—T oA AEERLIZHAETH, NEY —> 47 V=
7 MOBEIT AEAIFFNBICT 78 2L — LR AEICEHE < ET,

72720, BEOWERA o H—T = A ARG DEEIL. WE — I NEY — 2 ~D T 7 4w
77 —%FAT 5T 7 AHIENLN—ANBRETY, oY T 0 V= E2BENT55EE
I, FNOHDS =2 D NT T 4 v 7 EHATHL—ANBKLETT, ZHOIERIEEOEF |
20 F9,

5T, BN LEETIREREEDL DI, FOMORY) —%2FELT, BIHV—E 2D
U, NATB X7 7 A b— L2 cE 9, ROKRY v —2RETEET,

* [SSLT#E 5 (SSLDecryption) ] : RA, /LT =772 EIZOWTHBb S 7o #Ef¢ (HTTPS
) ERETLIHAIE. A ES LT OLERD Y £, FOBEE ST HLEN
LM EHWT HITILSSLES AR —2HLET, AT A%, AR A B
FELET,

[ TAT T 4T 4 (ldentity) |: flHlx Dx—H =Ry NT—7 T 7T 4 T 4 % B
F5, TRV —F 32— =N —T DA Ny TSN TRy NTU—7
TR AEHIETHHAIEL. HEDOY —AIP T FLAE#EMT O TN D 2—Y—%
HETDHIDICTAT T 474 RV —EFEHLET,

[ Cisco Secure Firewall 3100 R 4 — k7 v TH 4 K
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ATvT9

coo coFo ozz i

[BEX=2VUT 44T VU Y= A (Security Intelligence) ]: 77 v 7 U A MEERF D IP

7 RUVAETIXURL OEFA T2 HIZ ey 7751203, EF=207 104070V
AR —EHEHLET, BBORERY A 2777 X MIBGETIUX, 77 EX
arhe— R —TENGEBETHMLENRLS 2D ET, CiscoTlE, EX=2VU7 ¢
AT VP2 ADT T v 7 UARPREICEFREIND L2, BEHMORERT KL AL
URLDEMEH 7 4 — &R L TWET, 74— &2HEHTLE, 77027 VXA NDHE
HEZBMELIZHIRT A0 R ) o—2RETLH20LERH D /A,

o [7 7 & ZH#ilfH#l (AccessControl) |: % v bV —72 ETHATHEEFGOWEILT /A 3
ra— R —%FHLET, EX=2VT 40 V=2 IPT FLA, 7o hajil, R—
N 77V —vay, URL, 2—H—FFa—F— 7L —F 2L >TT7 4 LV HUBET
EET, Fo, 77 BRIV EZEH L TRAL T 7 AL (A0 =T) R —%
WHLET, ORIV —%2HLTCURL 74 &V 7 E2FELET,

WOFITIE, 77 B AGIHARY O —TCTHNERY — & DMZ V' =V DRED T 7 4 v 7 ZFFad
LHHEERLET, ZORITIER, [BDOHR% T (At End of Connection) | 23ER 41TV 55
A [BF¥ 7 (Logging) | ZFRWTHOWTIOX 7 TH AT Y a VITRESNER A,

R54: 7oA arrO—)LKRY —

New Access Rule X
R Inside_DMZ Allow =
& birusion Pacy

Source Destination

4] 4]

inside_tone dmz-zone

[BEX=2 VT 4T —H_X—ZADOFEH (Security Database Updates) 1 &7 > a > & Ko7 T, FID
TNAADEX 2V T 4T —HRXR—AERERBLOEF T DAV a— VFERT A7 w Bk L
iﬁqo

FTID 7/3A 2% CDO \ZA A= F T 2586, A AR—T 47 7nkw20—fMaEH LT,
[T—HF R—=ADAT Y 2 — FEHEMREFHOAF %N (Enable scheduled recurring updates for
databases) |#FEITTE £, T4 TV arvit, TN ITEHCTE, AT HE, CDO
FFCICEX 2V 7T OEF 2B L CHEA L, BINOEHEZMET D L2127 31 2% HE)
BNCAT Y a— NV LET, T, TS ARF U R — RENTRIT, A7 a—ViFEHD X A
JOHBEERTHIEHTEET,

BARY —ZFH L TWAHEAIL, L—/ & VDB OF —F X— 2 & EMI 2 B &2 iR E L
T, EX2 VT4 ERT7 4 — REFEHTLI LA, TNOOEHAT V2 — L EHRELE

T, —HHEHEL L Tex 2 )T R —CHIE EFRAFE AT 2581, 07T —2—
ADEHAr D 2a—VERELET,

ATFYTN0 A==z2—D[7LEa—LER (PreviewandDeploy) |RZ %27 U v 7 LTHhD [5T <ERK

(Deploy Now) AR > %27 Uy 7 L, BEET NA AZEBLET,

Cisco Secure Firewall 3100 2 2 — + 7 v 744 K |}
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B rossumoscu~o7s ez

BRI, TNOZRBETLETT A ATHNIRY FH A,

FID BLUXOSCLIADT7 Y X

avy R4 A F—TxA4 A (CLI) ZFEH LTI AT LDy N7 v 72TV, AR
RYATIDN T TNy a—FT 4 T HT0VET, CLITYy > a bR —ZHRETHZ
LIITEEHA, CLIIZIE, oY — b R— NI L TT 7 EBRATEET,

KNS TN a—F 4 TOEDIZ, FXOSCLIWCT 7 EATAZ L TXET,

\)

GE)  F73I. FIDTF A ZADEMA o F—T x4 A2 SSH TR TEXF T, vV —iltvi g

ATy T

e, SSHE Y v g U ET 74V N TFTIDCLLIZZR Y, connect fxos =< > K&
L CFXOSCLICHH C&E £9, SSHERADA v Z—T7 =2 A AN TWEBEE, % TF—
AL EBE—=T A A LEDT RVRIZHERRTEET, T—F A F—T A A~DSSHT 7t
ANEXT 7 4V N TEHIZ/>TWET, TOFIATIE, 774/ N TFX0OSCLI &7eb =z
V= LIR— N T B AIZOWTHBALE T,

FIE

CLIIiZue 7 A T 512ik, BHa L Pa—FE2ar Y —)LAR— MO L £, Cisco Secure
Firewall 3100 (21X DB-9toRJ-45 2 U 7 /L7 — TR L TV A T2, Bt 572013 —
RoX—=F 48D ) TV to USB 77— 7 WISLEETT, BEVWOAXL—TF 4 TV AT A
W2 USB Y U TNV RIANREYLTA A= LTL7ZEW (Cisco Secure Firewall 3100
N= R =T IHA RESR) , 2V —/VAR— MNIT 74/ N TFXOSCLIIZZ2 Y £9, IRD
VUTNAREEFHLET,

* 9600 R —

87 —X B b
YT 472l
1 Aby7 Ev b

FXOSCLIIZ#¥:i L9, =—W—% admin &, ¥ty N7 v 7HHZRE L2/ XA T — K%
ERALTCLIICn 74 LET (F7 %/ ME Adminl123) .

11 -

firepower login: admin

Password:

Last login: Thu May 16 14:01:03 UTC 2019 on ttySO
Successful login attempts for user 'admin' : 1

[ Cisco Secure Firewall 3100 R 4 — k7 v TH 4 K
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| cbo <o FD OEE

ATy T2

ATvT3

M EEALET 7472+ —LoBROuE [

firepower#

FIDCLLIZT 7 A L7,

connect ftd

1 :

firepower# connect ftd
>

07 A U %IZ, CLL CEMAIREZR =~ o FOMEMRAMEGE T 21213, help 7213?22 AN L&
7, HHAFEIZOWTIL,  [Secure Firewall Threat Defense 2~ KU 7 7 L A ]| 2B L
TLIEEYY,

FTD CLI ## 73 5121d, exit £72iX logout 2~ K& A LET,

Toa<wy RIZEY, FXOSCLI 7r > 7 MIEY £9, FXOS CLI CfEfrie/ca~> R
EMEHERT HI2F, 22 A LET,

1 -

> exit
firepower#

FDMZER L= 747 04— ILOEIRD UM

ATvT1

ATy T2

FDM 2 L CO AT AWMUy vy M T TEET,

FIE

FDM 2L CTZ 7 A 7 U+ —N%& vy MU LET,

a) [T/3 A (Device) 127V w7 LTD, [VAT L% E (System Settings) > [FFEh/
¥ v hZ U (Reboot/Shutdown) 1V > 27 %27V w7 LET,

b) [¥¥v E¥ DY (ShutDown) %7V v 7 LET,

A=A T AT U A —MEHE L TWDHERIEL, 77 AT VA= ARy hF T

THEZWL VAT AT B S M= —LET, RO T MRRRINET,

System is stopped.
It is safe to power off now.
Do you want to reboot instead? [y/N]

Y= AN BEER L TR WEAIE, K30 TV AT ANy RET VLD &%
R LET,

Cisco Secure Firewall 3100 2 2 — + 7 v 744 K |}
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coo T FID DER |
B xozx7v7

ATY T3 VEIUSUTERAASL v F 2472, BRI T 72RO Ty v — LI ERZ2 Y

NN TEET,

RDAT YT
CDO # i L7= FTD OFXKE&HATT 212, CDODa 7 4 Falb—T gy A REBiR
LTL &N,

CDO OfFE A 2 BN #IZ-DWTit, Cisco Defense Orchestrator DR — A_X— U 2B L
TLIE&EY,

[ Cisco Secure Firewall 3100 R 4 — k7 v TH 4 K


https://docs.defenseorchestrator.com/Configuration_Guides
https://docs.defenseorchestrator.com/

=6~
=% =R

ASDM Z{#F L 7- ASA D&

COEOHRRE

FRAFTRER TN TOARL =T 4 VIV AT A<=V v 2R 51, TR A~
V=T A VT VAT RER =V B /O D HE 1—=) | 22RLTLKEZEN, Z
DEONEIL, ASDM Z#FEHT 25 ASAIZEA SN ET,

ZOETIILULTORBEICOWTIERY FIFTCnERADT, TASAar 7 X2l — g
A R 2B LT EE0N,

o 7 x— )L —/N—
« CLI RE

ZOETIE., BANREX 2T 4R —OREFIEICONVTHHBELET, LV EEARE
HRHDHGETRETA FEBRL T ZE0,

T77A4 T 24— ILIZDNT

N—=R7 =7 TiE, FIDY 7 hU =7 £72XASA Y 7 b =T 2FEITTEE T, FID & ASA
DT R ZZATHIBRIZIZ. T/ ADFA A—ALBMEIZR Y £F, BIEA A h—b
ENTHDHHDOLITRRD Y7 Ny =T A= a URSRERGE A A— VB LETT,
[Cisco ASA 35 X U Firepower Threat Defense ff14 A —fb A K] 2L T 7Z I,

7 7 A T U4 —/ME, Firepower eXtensible XL —7 ( 7 A7 A (FXOS) ELFEEIN 25 H
BELRDIARL—T 4 TV AT LHZFATLET, 7747 U4+ —/LIXFXO0S Firepower Chassis
Manager %R —F L TWERFA, FTFTT NV a—T 0 7HELTROL CLI O&HNY
A—hEINTWET, FEMIZOWTIE, CiscoFXOS T 7 vy a—7 4 > 7 HA K (Firepower
Threat Defense % 3217 L CV )% Firepower 1000/2100 > U — X[f]1}) SR L T2 EW,

TSAN—RERTF— AV 77 AT 04— /VIZIIEGRBEHRIZIAE T, AN
£552 &%%Diﬁ/\/ 72770, 2—Y LR ORETIE., FEAFRIIEREFEHTEE
T, TOHA. REVEHERC SNMP Off I IZ, EFHEEMENGERIIEREZERTE 501 H
D ET,

¢« ASA IZDOWT (178 ~X—7)
e RY—=x ROFIE (180 ~<—3)
e Xy NU—JEE LT 7 4L FERTEDOHER (181 ~2—3)

Cisco Secure Firewall 3100 2 2 — + 7 v 744 K |}
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B ssazouc

ASDM %A L1- ASADER |

« T AT T —IDr—T NV (183 X—)

T AT VA —NDOEREANET (184 ~—)
o (fEE) IPT7 FLADZEHE (185 <—)

« ASDM ~Du 7 A (186 ~—7)

e TABVADERE (187 =—)

« ASA DFE (192 _—7)

« ASA BELOFXOSCLI ~DT7 7t Z (194 ~=—7)
s IRDOAT w7 (195 _—)

ASA [ZDLV T

ASA 5500-X

ASA T, 1 DDF XA ATEETAT— N INAN R T 7 AT 74+ —/UEEBIONVPN 2
hL—Z —HReE Rt L £7,

RONTNNDO~Y X =T ¥ 2L TASA ZEFHTEET,
«ASDM (ZDHA RTHH) : TS RZEENDLEMDT S, ZAv 32—V v,
* CLI
«CDO : ¥V FNIRYT T RR=ZADTNVF TN, A 32— %,

« Cisco Security Manager : 3D —/N— LD L FTNA R w3 —T v,

BHEDBT

ASA 5500-X DF%E % = ¥'— L T, Cisco Secure Firewall 3100 [ZBE 0 T A Z &M T& 4, 7=

L. REEERTLIMNERDY T, £/, 7T v b7+ —ABOBEOMESICER LT

<7IZ&EW,

1. REZ=2E—7 25121, ASA 5500-X T moresystem:running-config =2~ K& AL E
ﬁ—o

2. MEISCTHRELmWELET UUTE2ZH)

3. CiscoSecure Firewall3100 D 2 Y — LR — MIEEH L, Fa— v a7 X2l — g
v E— RERRBLET,

ciscoasa> enable

Password:

The enable password is not set. Please set it now.
Enter Password: **%%xx

Repeat Password: ***%x*x*x

ciscoasa# configure terminal

ciscoasa (confiqg) #

4. clear configureall =~ > RZEH LT, BUEOREEZZ VT LET,
5. ASACLI TEH SN EZ D AT £,

[ Cisco Secure Firewall 3100 R 4 — k7 v TH 4 K



| AsDM % & L 1= ASA DERE

asassoox 2E 0T

ZOHA T, LHHFEREOT 7 4V bBEZRHEE LTWDH720, BEFOREICHY 1

LY.

ZDOHA RO—EBOFIEIL ASA IZHEH I FEH A,

ASA 5500-X % &

Cisco Secure Firewall 3100 D% E

PAK 71 A

Av—hr T4 A

HEZAE—L T T 5 &, PAK 74 &2 AL ]
INF¥A, TZ7HNMVPITIETIA BV ARFA VA F—L X
nNTnWEHAL, A~—rI7 A48T TIE, Av— 1+
TAv T PN LTI A B 2R UG T
DUMENHVET, Av— T4 71X, ASDMFE
TZIXSSHT 7B AIZHHELEST UTESHR) .

D ASDM 7 7 & A

ASDM [ZHHE CE WV, Av— bk I8V 7 H—
N=ZBEETCERWVGAIEL, WS LD EZRE LT
B TH, VPN E70i3Z Do iR 7) 22 B biRe DR E %
HIBR L £,

sl Efk (3DES) A B AEFERALE-BIC, Zh
LOMEEEBHEANCTLIZ ENTEET,

ZOMEOIFIRIE, ASA IZiE, FET 7R IR LTD
BT 7 4V N TIDESHERENZENTNWDHZ & TY, /)
TelE SALAREZ BN 5 &, ASDM I X OVHTTPS k7
T4 7 (Av—hTA RV T ==L DY)
M7y 7 SPET, ZO—LOFINT, FE11 R E
DOEHHERA 7 — T oA ATEH SN TV LA T,
SSH i3 %% T FH A,

A2 —=TxAAID

HMLON=FRY=T7ID&E—HTLEICA I =T =A
AID AR LTLIZEWN, & xiE, ASAS5525-XITiE,
Management 0/0, GigabitEthernet 0/0 ~ 0/5 235 £ T\ E
9, Firepower 1120 (21X, Management 1/1 33 X O Ethernet
1~ 18 MNEENTNET,

boot system =2~

ASA 5500-X Cl. fizk 420 boot system =t~ > K % i ]
LT, #HHTAT— A A—VEBEETETET,

Secure Firewall 3100 Ti% 1 -2® boot system =~ > KD A
DIFAISN DT, M0 1T DRI 1 DL DT X Th =
~ U REHIBRT HDHERNH Y £, 77— M A= %5
T 5 OITEBRHIHRAIA TN RN D, EERIERED =
< RERTEICEDHLEIIH Y ¥ A, boot system V
o— R, RFBICe— RSN — b A A—UPRE
WZFEITSNET,

boot system =~ Rk, AJHRFICT 7> a v &2F(TLE
To VAT AHFIA ATV EBEEL TR L, 7 — MNEIT
(FXOS |2k » THEHEL SN D disk0 ODNE e r—3 3 V)
WCabt—LEd, ASAZUVn—FRTDHL, HrLAA—
Unr—RShET,
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B -orv-—zorozE

IVFY—IVFDFIR

Uy —VTASA ZELTHRETDICE, ROX AT BB TLTEE N,

55: TV FY—IT 2 FOFIE

o\ N o\ N
Pre- 1 )install the (2 ) Review the (3 Jcable the 4 ) Power on the
Configuration firewall network and firewall firewall
default config —p —>
v
ASA CLI 5 ) (optional)
Change the IP
Address
ASDM \5 '/ Log into '-\__9_ / Configure J 9;' Configure the
ASDM feature ASA
licenses —»
l A
/=N
Cisco \.7 ) Obtain
Commerce Standard
Workspace license and
feature
licenses
Smart 8 ) Generate a
Software license token
Manager for the chassis
(1) | FFHiEE TFAT T H—NEA A M=V LET, N— RV TEEIA FEBRLTLEE
L4 W,
(o)) | FHIRE Xy PU—IRIEET 7 4V MEREOHERE (181 X—)
&
(3 | FHIERE T AT T A—NDr—T NG (183 X—)
9
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| AsDM % & L 1= ASA DERE
v ro—sEEeF oL rEE0RE [

{{}gmaﬁ T7AT U+ —NVOEREANET (184 X—)

5 |ASACLI (fEE) IPT7T RLADZEE (185 <—)

ingﬁN' ASDM ~Dm 7' A > (186 ~—3) |

f%\ Cisco Commerce EARTA VL AT T a b OBETA BV AZEELET (948 Z0OHRE
~—" | Workspace (187 ~<—3) 1)

(g) |Smart Software Manager | &y — 07 ALY A h—2 L EERLET ([T LV ADRE (1875—2) 1) .

‘o) |ASDM HET (L A A BELET ([T 20RE (187<—) 1) .

10) |ASDM ASA OEE (192 ~—) |

—_— S AN — =

2y NI —OBEBEETIAIL FEFDIESR
WOKIE, ASATDOT 74V DOFRy NU—F7BEAZRLTCWET (T 740 MREXFER) .
WA B —T oA AEr—TIVEF ADSLET MMIEEEGT A3, ASADNER »
NT—2 DT _XTCONL—T 47 ENAT 2FITTDL912, T 257 ) v PFE—RIZTD

ZLHEBEIOLUET, A L H—T = A ANISPITEET B T2 OIZ PPPOE 3R E T D LB
HDHHEENE. FOREE ASDM AX— T w70 4 P—RKNTITHI Z ENTEET,

\)

GE) ASDM ~DT 7 EBRZFT 74/ FNONEIP 7 FLAEHEHATX 2V EA1E. ASA CLI T
IP7 RLRAZERETEET, (EE) IPT FLADEFE (1853—) 2L T &V,
72 20E. RO XS RIBITBNT, NEFIP T RL AOEERBULEIZRAEE01H Y £17,

HEA L H—T 2 A AR T T ANV Ry RU—T TH 5 192.168.1.0 1> hU—7
EDOIP T FLADEG RS DA, DHCP U —ANK L, SNA 2 —7 = A AN
IP7 FLAZESGLEFAL, ZOMBEIL, ASANRFR LRy hU—27 EliZ250DA % —
T oA AEFFOZ LN TERWEDICRELET, ZO%A, WEIP 7 KL ARH L
Xy NU—7 BICHEET AL OICEETHLERH Y 7,

s ASA ZEEFONE R v T —ZIZBMT 2561, AP 7 FUARBEFEO R Yy NU—
7 FICHEETAEOICEETALERHY £,
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ASDM %A L1- ASADER |
. Cisco Secure Firewall 3100 7 7 4 JL M &5

( Outside

outside
Etherneti/
DHCP from outside nw

Management 1/1 | Management
DHCP from
management nw

>
w
p
|

|

3

D

S

o

Q

@

3

D

=]

(Optional)
Manag
Computer

inside
Ethernet1/2
192.168.1.1

Management Computer
DHCP from inside ifc: 192.168.1.x

Cisco Secure Firewall 3100 & 7+ JL FE&E
Cisco Secure Firewall 3100 O TG AR O T 7 4 /L0 REREIX, RO LBV TT,
c AEHODHEAD ST 44 70— : Ethernet 1/1 (44E5) . Ethernet 172 (PN))
« DHCP OB IP 7 KL R, REBIP 7 KL X : 192.168.1.1
« I : Management 1/1 (F#) | DHCP 226D IP 7 KL A
« WA v % —7 = A 2D DHCP #—/\—
* 4} DHCP, &# DHCP »HL DT 74 )L b JL— b

«ASDM 77t A : HHIER A b ENEIR A MIFFA SN E T, NERAR A MiE 192.168.1.0/24
X NU—JIZBESINET,

* NAT : WESNBAEE~DTXTD N T 7 4 v 7V HDA X —7 = A A PAT,

¢ DNS #—/3— : OpenDNS #— 3— [T dH 50 LD S TWET,
a7 4 Falb—vaFROa vy RTHESNLTHET,

interface Managementl/1
management-only
nameif management
security-level 100
ip address dhcp setroute
no shutdown

[ Cisco Secure Firewall 3100 R 4 — k7 v TH 4 K



| AsDM % & L 1= ASA DERE
T7AT I+ —ILDr— TV .

|
interface Ethernetl/1
nameif outside
security-level O
ip address dhcp setroute
no shutdown
|
interface Ethernetl/2
nameif inside
security-level 100
ip address 192.168.1.1 255.255.255.0
no shutdown
|
object network obj any
subnet 0.0.0.0 0.0.0.0
nat (any,outside) dynamic interface
|
http server enable
http 0.0.0.0 0.0.0.0 management
http 192.168.1.0 255.255.255.0 inside
|
dhcpd auto_config outside
dhcpd address 192.168.1.20-192.168.1.254 inside
dhcpd enable inside
|

dns domain-lookup outside
dns server-group DefaultDNS

name-server 208.67.222.222 outside
name-server 208.67.220.220 outside

274 T 94— LDy —TILER

[ 56 : Cisco Secure Firewall 3100 @) — 7' )LE45%

( Outside
(Optional) ~ Etheret 1/
Console port outside, DHCP from outside nw
B

e

(Alt.) Management 1/1
management,
DHCP from mgmt nw

Ethernet 1/2
inside, 192.168.1.1

| ] X
Y

Management Computer Other Data Networks
DHCP from inside ifc: 192.168.1.x

Management 1/1 & 7213 Ethernet 1/2 D\ 341> T Cisco Secure Firewall 3100 B L £3, 7
74V FRE TS, Ethernetl/l 8N & LTHRELET,
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B - 7vr—roBREARETS

ATy

ATy T2

ATvT3

ATvT4

FIE

U —EROATET, N—RFRUTERETA RESRL T I,
B Ea—FERRONTNDNDAL o H—T o AR LET,

« Management 1/1 : Management 1/1 Z&# x> NV — 7|8kt L, HHa o — 2 NEH
Fy MU= Bl D0, FET7 7 BATEDZ L2 LET, Management 1/1 13,
SFPEV 2 —VEMNBLET AT 7 A3, X —T = A AT, Management 1/1 [, &H
F v hU—2 EODHCP —"—nb 1P 7 RLAZIBLET, 2O F—Tx AR
AT S EIE, BHa L Ea— 20D P T RLRAICERHITE 5L 512, ASAIZEID
BTHNDIPT RLAZRET HLENHY 7,

o Ethernet 1/2 : IR ED -2, FH a2 V2 — & % Ethernet 12 IZEZEF L E4, £
721X, Ethernet12 ZWNEixRy MU —71ZHHELET, WERy hU—27 LDV T4 7 |k
PN ASAILT 7 EATE L0, BHa L Ea—2RNEF0xy NU—7 FichbH L
Z s LE 9, Ethernet 12 (217 74/ FDIP 7 RL-A (192.168.1.1) 3V, 7 T A
Tk (FHaLEa—258T) ICIP 7 L RAZ#EET 57292 DHCP #— 13—, %
TEINDHTD, TNODOREVBEFONEHR Y NI —T ORELEFHALVE L TL
72 & (Cisco Secure Firewall 3100 7 7 4/ Fi%iE (182 =—) &) .

Flo. A=V Ry M R2OIPT RLRAEZT 74V "L ERETHMENG DAL, &
AU a—FEar Y —ViR— NI AR T AN ELHY 9, (EE) IPT KL
ADEE (185 X—) B LTLIZEW,

BTHDOA L B —T oA 205 ASAEHT VB2 EBJETEF T, ASA O— IR EOZ
EHA RESRLTLIIEEN,

AN R > B U — 2 % Ethernetl/l £ > % —7 = A AIZHEF L ET,

7\7~]\ V72T TAvT T DYE . ASA 1T License Authority (27 7 B ATE 5 &
‘——g«éﬁ_ \—/1)/57 Z‘/ }\77?;{2&)/[4%:& sz—g«o

FRODA L E—T oA A DXy MU — 7 B L £,

TJ7AT7OA—ILDERTANETT

ATy T

VAT LDOERIE, Ty AT VA NAVOEEICHDLT y H—BIRAAL v FITL o THII S E
T, BRAA v FIE, V7 MEHAA vF L L CHEREI N TWET, Zhicky, Y2720
TU—RATN ¥y NEADURYFR—=NEI, VAT A Y7 MU =2TBIOT—XOfEO
U A7 IR SIVET,

FIE

EBRaA— N2 77 A7 U+r— VTR L, ERa v MIERLET,

[ Cisco Secure Firewall 3100 R 4 — k7 v TH 4 K


https://cisco.com/go/secure-firewall-3100-install
https://www.cisco.com/go/asa-config
https://www.cisco.com/go/asa-config

| AsDM % & L 1= ASA DERE
& P7rLzozE ||

AT T2 Uy —rOBFHET, BRa— NICHET EEN 0 v h—2 A TOERAL I T AL v T
EHEHLCEREA I LET,

ATYT3 T AT T+ —/LONMHEIZHHEIR LED R L E T, HAICET L TWAEEIE. 771
T 7 A=V DOBEIRNA > TWET,

57: VR T LE S VER LED

el OOO
S g
3100 Series
o [l
System LED > 8 @
Power LED |£=U_J /] @ [

1?77477477%*”@%@K%5VX?AHD%%uLif BEIZEIT L TWAEAIL, &
REEAZENIZAK LTV ET,

GE) AAvTFZONMLSOFFICUIN#EHZ DL, VAT LAOBEFRNDEEHICEIN D FTHK
W enbEd, ZORMIE. vy — ORI/ SR/VOEIR LED 2362 S0
L¥EJ., B LED NI A 7D ETERZUSRNTL X0,

(EE) P7FLADEE

ASDM 772 RAIZT 74V FDIP 7 RL AZFHTE R WAL, ASA CLI THERA v &Z —
TxAADIPT RLAEZHRETX T4,

)

GE) ZOFIETIX, T 74 M fﬁ”%@mb BINLIZIP T RLALERELET, 20D, *
B2 ASABRTBICEREZIMZATLEE. ZOFRIBRZFEHLR2NWTIE I,

FIE

RATY T ASA 2>V —)LR— NI L, Zu—bar 7 4 Xalb—v gy T—RIADET, 7F
oW TIEZ, TASABELOFXOSCLI~DT 7 A (194X—) | &R LTI,
ATYT2 BRLIEIPT FLRAZERALTT 74V bREEBILLET,
configure factory-default [ip_address [mask]]

51
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ASDM %A L1- ASADER |
B rsom~oosay

ciscoasa(config)# configure factory-default 10.1.1.151 255.255.255.0
Based on the management IP address and mask, the DHCP address
pool size is reduced to 103 from the platform limit 256

WARNING: The boot system configuration will be cleared.

The first image found in diskO:/ will be used to boot the
system on the next reload.

Verify there is a valid image on disk0:/ or the system will
not boot.

Begin to apply factory-default configuration:

Clear all configuration

Executing command: interface ethernetl/2

Executing command: nameif inside

INFO: Security level for "inside" set to 100 by default.
Executing command: ip address 10.1.1.151 255.255.255.0
Executing command: security-level 100

Executing command: no shutdown

Executing command: exit

Executing command: http server enable

Executing command: http 10.1.1.0 255.255.255.0 management
Executing command: dhcpd address 10.1.1.152-10.1.1.254 management
Executing command: dhcpd enable management

Executing command: logging asdm informational
Factory-default configuration is completed
ciscoasa(config) #

RFYT3I TV AT 4 X2l —arE 7Ty a AT VIBRELET,

write memory

ASDM ~pO 45 A >

ASDM #EEI L T, ASAZRETEHLHITLET,

ASAIZIE, BELT 7 B AD T X LT 3DESHEEN T 7 4 /L R TEHEENTWAHDT, Smart
Software Manager ’Tﬁfﬁ'@% T <IZASDM 2T 52 &6 T&£7, £IC ASA TSSH T
XA ERET D% AT, SSHB LU SCP #4252 L b TEET, @ERNK Sz L

LT B Z D OERE (VPN 72 ) Tk, HmMIT Smart Software Manager (Z 86k 2 MWE N H 5
EERE AL RENNC 2> TWALENRSH Y £7,

A\

GE)  BET HRNCHEE RS L 2 CX HHREDREE R AL & (T2 5L DA E L T
HEEATE) . HTTPS ki3 2 DA v 2 —T7 24 AT Ry &, B TEXETA, =
D=L OFINE, BN EOBEHERA ¥ —7 = A AT SN TN D45 T, SSH

TR LT 8 A, HTTPS BN kb= 561%, 2> Y — /bR — MCHEEG LT ASA %
m;ﬁé?‘é?ﬁ\ BEHERAA X —T A A L*@#\Eﬁ‘fﬁﬁ‘ FllTEER S REA IR EINT
WRWA U H—T oA AT HZ LN TEET,
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| AsDM % & L 1= ASA DERE

ATy

ATy T2

ATvT3

ATvT4

SAEUADETE .

1R BHHIIZ

« ASDM % EATT 5 72 DBELEIZ DWW TlE, Cisco.com ® [ASDM U VU —=2 7 — L] 2#&H
LTL7EEN,

FIE

7T UYIZIRO URL AT LET,
« https://192.168.1.1 : NEiA > H—T = A ADIP 7 KL A,
« https://management_ip : DHCP &I D U THONTZEHA V¥ —T oA ADIP T KL A,

GE)  http// CIP 7 RV A (57 4L MEZHTTP) Tli72<, &3 https// #FE L TL 72
SV, ASA (X, HTTP U 7 = A k% HTTPS | HEIIUIZHE: L £ A,

[Cisco ASDM] Web~2— UM FE RSN E T, ASAICIEHIEL A & h—/L S TUHARWZHIC
TIUVOEXa )T 4 BENRKRINDIZERHD T2, ZHOEEFEHFE L T, Web
ReDIET VA TEET,

fEFH AIHE72 47" 3 o [Install ASDM Launcher] & 7213 [Run ASDM] DWW iuina 27 U v 7 LE
hd‘o

Hif OFERICHE> TA T v a V&I L, ASDM ZiEdh L £,

[Cisco ASDM-IDM 7 > F % — (Cisco ASDM-IDM Launcher) ] 3 #/R S £,
V[OK]1 &2 U w7 LET,

AA L ASDM U ¥ RUBFKRINET,

SAtE U RADETE

ASAFA~— K FA4 B A FEHALET, BFROAY—F I8V (Ao ¥ —x> b
T RANRKE) EEATEET, E. A7 TA VEROEE, KETA B ATRER
I% Smart Software Manager On-Prem (LLR{DOH 7 F A hH—2N) 2R ETEET, 2047
?4V?4ﬁyxﬁﬁ@§m:owfﬁ [Cisco ASA ' U —XDIERET A B A BB L
TLIEE, ZOHA RITEEDA~— IV ZICHEHASNET,

VAT A AOEIZOWTIEEE L <IL, cisco.com/go/licensingguide Z &M L TL 72 &1,

Ty — & BENT 5 L. Smart Software Manager (37 7 A 7 U 4 —/L & Smart Software Manager
MOBEHOIDAEAELRITLES, /o, FATOINN—F Y AT AV NI 7 AT U4 —
AREIY B THIVE