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AL THEA v F—T = ATEBELET,
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VAT LADERIT., T7AT U NOFEICHD 0 v h—FBIRAAL v FIC Lo THIEI SN E
T, By A—mIRAA vFIE, V7 bEMERELET, ZNICKY, VAT LADTL—RAT

Ny NETURYR— NI, YATLAY 7 M7= T BRLOT —Z OBEO Y 27 H3EjH
SNET,

B
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T AT I+ —L A THEET S & XX, Firewall Threat Defense DHIHILIZHI 15 ~ 30 49>
U35

1R BHHIIZ
T7AT T L CEEEOEWVENEMET 22 ENEETT (IMEEEREE

Sl ===
(UPS) AT 2572E) . IOV Y v NE ULV EITORWTEDNEDNLD &, BERA
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FIE

ATFYvT1 BEa—FE2 757 A7 U+ —VIiC#m L, BFEa v MOERLET,

ATYT2 vy —OHET, BRI — FCHET 20 v W —8FRAA v F 2l L CEREZ A ICLET,
B1:ERRA v F
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. AVAR=ILENTWST TS5 — 3> (Firewall Threat Defense F7-(% ASA) DFER

M LED SiBA T77AT7 04— ILDERZAN
F DR (5H)

Tk fh C AT F R — NI 20:00 ~ 45:00

AR M=ILENTWST7TY 45— 3> (FirewallThreat
Defense F=7-1% ASA) DHIEER

ATy I

ATy T2

Firewall Threat Defense & ASA O T OT7T 7V r— g 0N, "N— K27 THR—FEINT
WET, VbR — MIEFE L, BRI A VA R =L SNTWET S r—v a &k
BLET,

FIE

oY — )R — MIEEE L E T,
K3:avy—)LKR—

RJ-45 console
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|
A
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i
125
-

iIE

CLI7a 7 v LT, 7747 Y4 —/L T Firewall Threat Defense £ 72 1L ASA NETESN TV EH N Y
IMMEMERLET,

Firewall Threat Defense

Firepower 2 27 A > (FXOS) 7R 7 FRFRINET, m7 A LTHLWRRAY — REREETIT,
P52 B8 TEET, vl A 022 TTHX0ENRD HEE1L, Firewall Threat Defense CLI ~D 7 7 &
A (5X—=V) ERLTIEIN,

firepower login:

ASA
ASA 7 T IRFERENET,

ciscoasa>
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Firewall Threat Defense CLI ~D 7 7 # X .

ATV T3 BESTT 7V r—a U RETEINTWEEE1E. Cisco SecureFirewall ASA 3 1 U Secure Firewall Threat

Defense Ff A A — b H A RESHRL T 72 &0,

Firewall Threat Defense CLI ~D 7 Y+ X

REFLIZIN T TN Y 2—T 4 VT DIEDIZCLIULT 7 B AT AUERHHEENH Y 1,

ATy

ATvT2

ATvT3

FIE

gy —)LiR— MR L9,

4:aY—)L R—

RJ-45 console

‘m' Cw

i (Y5 (R
1 [

]

=] e
o

FXOS i85t L £9, = —V—4 admin £ /X2 T — K (F7#/L Fx Admin123) #fH L CTCLIiCa

A LET, T Lizd&, RATU—

firepower login: admin
Password: Adminl23

Successful login attempts for user 'admin' : 1

[...]

Hello admin. You must change your password.
Enter new password: **kkkkxkxx

Confirm new password: **xkkxkix

Your password was updated successfully.

[...]

firepower#

Firewall Threat Defense CLI {ZZ8% L £,
GE)

NEEEST DX OROLNET,

W& >~ b7 71T Firewall Device Manager Z f# 119545513, Firewall Threat Defense @ CLI (Z7 2 & &
LRNWTLESW (778X $ 5L, CLIty N7 vy 7RI ET) o

kv Fraeva=ry OE, CLIKT Z7EAL, By N7 RAZ VT NEFEIT LI E ZITKRD
Tar T R Ay —=UNRKREINEZHET. [n] ZERLFET : [bo you want to configure IPv4? (y/n)

: ] BX Tpo you want to configure IPv6? (y/n)

7 — ﬁwvz%v&%%n#ézﬁﬂ%wiﬁ

y1:1 o £72. RO T R TTF 74/ D

|—Manage the device locally? (yes/no) [yes]: | o
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connect ftd
Firewall Threat Defense CLI [IZ#]D CTHEfe 2 &, #Iflty N7 v 72 ETT5 LT RDLNET,

&1

firepower# connect ftd
>

Firewall Threat Defense CLI Z#4 3 51213, exit £72idlogout 2~ K2 AN LET, ZDa~vr Nk
V. FX0S 7ur v 7 MIREY £,

1 :

> exit
firepower#

» N~ -~ = & O

N—2 a3 VDMEREBA »A—21t
T AT U= NVEFRETDIANIHGNA—Ta A VA N—NLTHZ LaBEdLET, §
DHEL LT, B#RICT v 77— RE2FETTH2 b TEETH, REZRRTL7 v
JL— T, ZOFIREZFEHT 2L bREIRDPLL25E1HY 3,
EIT9HN—Tay
VIR 2T Zyra—= R N=Y0) Y —=AFELZOMICH DL, BEOEPTNTN D Gold
Star UV — A% F(T79 5 Z & 2 BEID L E T, https://www.cisco.com/c/en/us/products/collateral/
security/firewalls/bulletin-c25-743178.html TRHHIS N TWDH U ) — AR Z ST 52 L H TE
£,

FIE

ZATFYT1 arV— R — NG LET,

5:aY—ILR—Fk

RJ-45 console
|
S;féé"“ OCQ JO @OOOC
ey (o
=l e
o

RTwF2 FXOSCLI T, EITHDON—TV 3 v IR LET,
scope ssa

show app-instance
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ATy T3

s1tvz20mE |

1 :

Firepower# scope ssa
Firepower /ssa # show app-instance

Application Name Slot ID Admin State Operational State Running Version Startup Version Cluster Oper

State

ftd 1 Enabled Online 7.6.0.65 7.6.0.65 Not Applicable

L= a ik A A =L T 5551, ROFIEEZFETLET,
a) T /AN KNTHE, BEHA VX —T7 A AXDHCP 2 AL £3, BHEHA X —7 = A ATEHIPT K
VAERETHHENDDGEIT, kOa~ FEANLET,

scope fabric-interconnect a
set out-of-band static ip ip netmask netmask gw gateway
commit-buffer
b) FXOSD T TNy a—TF 47 4 RICEEHENTHWDEHA A= MO FIELZFEITLET,

BHA L =T 2 A ANET IV EATELY == LA A=V %X T n— T 508N H
D\i—é—O

T AT U —/VNERE L7265, FXOS CLIIZHERER LET,
¢) FXOSCLIC, BHENAU—REHERETDHIIICROLNET,

Yooy Fraela=r 7 iZonTCi, T3 A2 4V R—F 4 V7T 56, T TIIRAT—FR%&
BELTWDD, [2SAT—FDU+E v b (PasswordReset) [ CTHT Wz (No) ]Z2EINL TL
7ZE0,

d) 7747 U NETYy NEUYLET, WERLE) 7747 U —/LOEROUIR (8 ~—
V) SR LTIEZN,

4t ADEF

TAB AT, VAIETIFREREIENLT AL ZAEEA LRI, A~— Y7 hy=T
TAR T T MY 7 STWET, Smart Software Manager (27 7 W 2 K37
WEAIE, V&R 7Yy LTHLWT AUy MERELET,

F 72 DOYA 1L, Smart Software Manager |Z Firewall Management Center % &6k L £ 7, HEk&1T
2 121X, Smart Software Manager CHEk b — 7 VALK T HHLENRH D 4, FEMALFIRICDS
WX, Cisco Secure Firewall Management Center 7 KX = A hL—3 3> A4 RESRLTL
7ZEU,

Firewall Threat Defense (ZIZIRD T A ZL ANH Y £7°,
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* Essentials : 20

* [PS

s %D = T BhH

*URL 7 4 V&Y 7

* Cisco Secure Client

* X+ U7 (Diameter, GTP/GPRS, M3UA, SCTP)

1. BHETIA B AZBINT58ENH 5%E 1%, Cisco Commerce Workspace T [~ THi
# (Search All) | 74—/ FaRMEMLET,

R6: 542 REER

= v SearchAll.. Q

f Catalog Estimates Deals & Quotes Orders Subscriptions & Services Software

2. FABVAPID ZERHFELET,
3. RIS, [BAL LY —E R (Products & Services) ] Z &R L £ 9,

7:%ER
e All Results
T Orders 6
(¥ Invoices 2
{5, Software Subsc... 1

© Products & Ser... 1

(WERIFE) 7274704+ —ILOEIEDII

VAT AEBYNI Y vy N T ENEETY, MMIZER T T VR0, EBRA
A FEMLIENTHE, EBRRT 7 AN AT LAOBRELDER T ENHY ET, Ny
77T RTIREICEEO T o ANFEITESNTEY, BT 7 7 &2k\izo, BRI
L7e0T e, 77 AT U4 — VAT L BT L—AT )Ly vy NI TEERA,

CUICHITFTAHT 7470+ —ILOERDYIM

FXOSCLI Zfifld 5 &, VAT ARLERIIV Yy NE DUV LT T 7 AT U4 —VOEREZY)
Wroxxd,
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ATy T

ATy T2

ATvT3

ATy T4

ATy T5 ¥

Firewall Management Center Z R L 1=7 7 1 7 U+ — LD ERD LM .

FIE

oY — )R — MCEEGE L £,

X8:avy—)LiR—

RJ-45 console

1

oy free=

e

=l
o

FXOS CLI Tr— 7 /VERE— R L7,
firepower # connect local-mgmt

VAT LYYy NEU U LET,
firepower(local-mgmt) # shutdown

&1

firepower (local-mgmt) # shutdown

This command will shutdown the system. Continue?
Please enter 'YES' or 'NO': yes

INIT: Stopping Cisco Threat Defense...... ok

T AT I =DV hNET UV AT AT Oy TP 2T —LET, Vv v RETURETT

L kOTa T IRFRENET,

System is stopped.
It is safe to power off now.
Do you want to reboot instead? [y/N]

VENZIS U CEBIRAA v F 24712, BIRT 5 V20T v — bR
T&EFET,

EIRZRD I Z R

Firewall Management Center Z{EFH L 7= 7 4 7 0+ — LD EIED LR

Firewall Management Center Zfif L T A7 AZWUNZ ¥ v bF¥ T LET,

&

FIE

TrAT UOF—NVET vy NEU U LET,

a) [T/3f R (Devices) |>[T/\(1 A& (DeviceManagement) %R L £,
by FEENT 27 A AOMICH S [k (Bdi) | (2) 227 Vv 27 LET,
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. Firewall Management Center Z{ER L7=7 7 1 72 + — LD ER D UK

ATy T2

ATvT3

c) [T/ A (Device) 127 %27V v 7 LET,

d) [AT A (System) | BZ v a VT[T AL ADY ¥ v h¥ 7 (ShutDownDevice) | () #27 VU v
7 LET,

e) IR UT IMERINTEL, TNAADY v v MU U EHERLET,

AN T AT U AR L TWDGRIE, 77 AT U — ARy y MU T5E &I

VAT ATu T b e®= S —LET, Yy M UURETTLE ROT T ERFIRENET,

System is stopped.
It is safe to power off now.

Do you want to reboot instead? [y/N]
AL =D BEHE L CORWIEEIE, R3O TV AT ANV vy N T UL Z L EERLET,

PDEE L TEFAA v FEA 7L, BRT 77 &5 Ty v — 2 HYIIICEIRE B A 2 2
TEET.
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TJ7ATO4A—ILDT— T ) & &%

T7AT A —INET—T N L, 7 7 A7 U4+ —/L% Firewall Management Center | Z 8§k L
£75

c TFAT T A —NDr =T (11 =)
cWHIRREDOEIT (FBTueYa=v70k)  (1289-)
» Firewall Management Center ~D 7 7 A 7 U 4 —/L DXk (23 X—)

274 T 94— LDy —TILiES

e )= NTHETEEAFLET, V¥ —ITIEDB9 DS RIA4A5S ~D U T )L —T )L
BB L TCWAT=, 854 512X DB-9 736 USB ~DH— KRX—=F 4 )T r—>7
IVDOBEADRNNIEIZ IR BEAENHY 97,

*SFP & A —H 3> M19LLEICERY fHFET, ZOBEER— biE, SFP/SFP+EY 2 —/L %
W35 1/10 Gbps AR — KT,

CFEMIZOWTIE, NN =7 RETA FE2ZRLTIZEW,

cBRFyF TR a = TEHERATAGAIL. MR A —T oA R EEHA U H—
T2 A ADWF &I —T N L7V TLZEW, ZOHA RIS A v X —T7 = A AT
OEFHIZOWTHALTWETN, gaizExEFl ey T oeya=v7
EHATLZELTEET, M TER Y vy F oY a =0 VAR L CE A A
HT 256813, BEIHIP 7 RLRAZFHINT FLVRIZERT HLERDH Y £77,
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TFATIF—LDr—I iR BE |
B oszzoxs EBinecazsrom

Btemet, Ethernet 1/1

[ outside

Console port Ethernet 1/2
inside

l oo VEZO] e

o \

\
(manual provisioninK

-or- Inside '

) (

inside https://192.168.95.1 - ,
inside https://192.168.95 Other Data Networks

Management (manual provisioning)
computer

=L = —_— s — o RGN _ -
MEPREDET (FEBT7RES a2 iDH)
FETTrE Y a =27 %179 %46 1E, Cisco Secure Firewall Device Manager & 7= % CLI % i Ff
LT, 7747 0 —VOHIHREZEFEITLET,

#HAZZ E : Firewall Device Manager
ZORERERTLE, 77 A7 U — NV EBBEKLTH, BHA X4 —7 = A ATMZ TRD
A VB —T o ANFRREESNET,
e A=V Ry b 1/1: T4 . DHCP 225D IP 7 KL A, IPv6 HENREE
oA =%y M 12 TNER] | 192.168.95.1/24
T 74V hb— | ANHA 2 —T = A AT DHCP %41 L CHUS

« iBA % —7 = A A : Firewall Device Manager 7> 5 DA % —7 = A A EILT TR
FFanEd,

oz E (NEO DHCP — " —_, TR o ra—L R ) — X250/ —0 7
L) FMRREESNER A,

FIE

ATV TN ava—Z&ENEA % —7 =4 A (Ethernet 1/2) (ZHft L £7,
AT w72 Firewall Device Manager |22 71 > L7,
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#HEAERE : Firewall Device Manager .

a) https://192.168.95. 11ZHEA F 9,
b) —H¥—% admin &5 7 4/ h/SATU— K Admin123 ZfH L Cr /A > L£7,

) —BHKEFATHEL, HHFSRT—RELEHETLLHITRODONET,
ATFYT3 By T v 4P —FEFHLET,
9: [T /N4 ADEE]

o Configure 2 Configure 3 Smart License

Internet Connection Time Settings Registration

] ‘wawmww

& Internet

! DNS Server
1 1/3 1/5 1/7 1/9 111

@ @ @ 1] ISP/WANlGateway - NTP Server
[E [E] E] [j [j 8% Smart Lice...

/2 14 1/6 1/8 110 112 spp

Device Setup

1/2

MGMT 1

=

St

5

e}
=
o

E

11

GE)
FfERR— FREIX, ET ML > THRZR Y 1,

a) IMBA L H—T 2 A RLERA LI —T oA AR ELET
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TFATIF—LDr—I iR BE |
. AR : Firewall Device Manager

R10: 4 32—y hADT 74794+ —ILDES

Connect firewall to Internet

Trust Outbound Traffic Block all other traffic
This rule allows traffic to go from The default action blocks all other
inside to outside, which is needed traffic.

for the Smart License configuration.

Outside Interface Address

Connect Ethernet1/1 (Outside) to your ISP/WAN device, for example, your
cable modem or router. Then, configure the addresses for the outside interface.

Configure IPv4

Using DHCP N

Configure IPv6

Using DHCP N

NEXT Don't have internet connection?
Skip device setup

1. [ERA v 2 —7 =A AT KL A (Outside Interface Address) ] : & a] iPEDFEEE FEL TV 5
Alx, BIP T RLAZERALET, By b7 v 7 U ¥ — R&EMA L TPPPOE 2% ETHZ &
X CEEHAL, VP — ROETHIZPPPOE # X ETE 7,

2. [E#A X —T A A (ManagementInterface) |: IMHBA v F—T7 2 A AT X =V ¥ T 7 BA%
FERALTWAEAETH, BHA LV H—T oA ZAOFENERHEINET, =& 20E, sMBA > 7 —
T2 A RAERN LTy 7 T — U RATHEESNDIEEH N T 7 4 v 71, INBA v HX—T =4 AD
DNS —"TCid/al, ZNHOEHA V¥ —7 = ADDNS B — 3% L TFQDN % fi#ik L &
D
[DNS H—/3— (DNS Servers) ]: VAT LADOEET KL AHO DNS — 13—, 57 4 /L MME

OpenDNS /X7 U » 7 DNSH#—/"—T9, T blE, WiHFE bIA v X —T =AM ANLT 7R
ENAHT-0, BCHRETINEA L F—7 A AD DNS H— N T B ATREMENRH O F 7,

T77AT704+—ILDHKRR L4

b) [FFAIE%E (NTP) (Time Setting (NTP)) | Z&E L., [k~ (Next) 1227 U v 27 LET,
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#HEAERE : Firewall Device Manager .

11:BSZIRE (NTP)
Time Setting (NTP)

System Time: 11:56:20AM October 03 2024 -06:00

Time Zone for Scheduling Tasks

(UTC+00:00) UTC v

NTP Time Server

Default NTP Servers 7

Server Name
0.sourcefire.pool.ntp.org
1.sourcefire.pool.ntp.org

2.sourcefire.pool.ntp.org

NEXT

c) [BEHETIZ 90 HEOFHLEAR % BA4A (Start 90 day evaluation period without registration) ] % &R L &
‘j‘o

Register with Cisco Smart Software Manager
Register with Cisco Smart Software Manager to use the full functionality of this device and to apply

subscription licenses.

What is smart license? (3

O Continue with evaluation period: Start 90-day evaluation period without
registration
Recommended if device will be cloud managed. Learn More (2

Please make sure you register with Cisco before the evaluation period ends.
Otherwise you will not be able to make any changes to the device configuration.

Firewall Threat Defense % Smart Software Manager [Z 88k [ L7720y TS 7E3VW, §XTOT A B AT
Firewall Management CenterSecurity Cloud Control TH4T &V E T,

d) [#&7T (Finish) 1227V vy 27 LZE7,
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. AR : Firewall Device Manager

12:RORXTv 7

The Device Is Up and Ready to Be Configured!

What's next?

Device will be Cloud Managed Standalone Device

@ Configure Interfaces E]

Connect inside ports to internal devices

@ Configure Policy 07

Manage traffic

GOT IT

e) [A¥ v K7 r>7 /31 A (Standalone Device) | Z#IN L, [THE (Gotlt) | Zi&INL £,
ATy T4 BNOA U H—T 2 A AERETDHHAIL. [T/54 A (Device) [EZRIRL, [ ¥ —7 =A A (Interface) ]
O~V —=lobb V2% 7 )y LET,

AT9 75 [T/INA R (Device) 1> [P ATLEKTE (System Settings) | > [SEHFEIE (Central Management) | DJIEIZE
W L. [#1T (Proceed) 1% 7 U v 27 L T Firewall Management CenterSecurity Cloud Control (Z%¢% L £ 97,

[Management Center/SCC/Details] # 5% & L £,

GE)
HWAR—=U g 0TiE, ISCC) b viz TCDO) L ERENDZENH Y 1,
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13 : Management Center/SCC 0D Z£#f

Management Center/SCC Details

Do you know the Management Center/SCC hostname or IP address?

@ Yes O No

Threat Defense Management Center/SCC
10.89.5.4 10.89.5.35

fe80::6a87:c6ff:fea6:5480/64

Management Center/SCC Hostname or IP Address

10.89.5.35

Management Center/SCC Registration Key

[ ©®

NAT ID
Required when the management center/SCC hostname or IP address is not provided. We recommend always setting

the NAT ID even when you specify the management center/SCC hostname or IP address.

11204

Connectivity Configuration
Threat Defense Hostname

1120-4

DNS Server Group

CustomDNSServerGroup £

Management Center/SCC Access Interface

outside (Ethernet1/1) v

Type: Static IP Address: 10.89.5.6 / 255.255.255.192 Edit

o Before you connect to the management center or SCC, perform additional configuration:

management center can reach the threat defense at its Fully-Qualified Domain Name (FQDN) if the threat
defense's IP address changes.

CANCEL CONNECT

a) [Doyou know the M anagement Center/SCC Hostnameor |P address] (2%t L, IP 7 R A £ 72idA A b
4, % i 1 L C Firewall Management Center (Z25% C % 5354 1% [Yes] %, Firewall Management Center 73
NAT ONNZ S50y, /X7 Vw7 IPT RUVAEIIHRA MR WEEIE[Nol 227 Uy 27 LET,

Secure Firewall 3100 Threat Defense X 2 — b7 v FH A K : i#LA T Firewall Management Center .
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: Firewall Device Manager

b) [Yes] #&iR L= 41%. [Management Center/SCC Hostname/I P Address] (2 A/ L %7,

¢) [Management Center/SCC Registration Key] Z#5& L £7-,
ZOFX—X, 77 AT VA —/VEKET S L X|T Firewall Management Center THFET 2{EED 1 [A]
RO OFGRF—TT, BRI —I132 ~36 LFTHLIUNEND Y £, AR CFITIE, T (A~
Z. a~z, 0~9) . BIUONA 7> (o) BERHY £F, Z@ID L, Firewall Management Center (2%
PET DD T 7 AT U A — MERTEET,

d) [NATID] Z#fREL 7,

Z OB, Firewall Management Center T HFEE T H(EED 1 BIRY OLFFNTY, WG DT /31
ADIP T RLARDLN->TWHHATEH, NATID 245ET 52 L 2HER L £§, NATID (32 ~ 36
WFThLOULENRDY 7T, A7RFITE, BT (A~Z, a~z, 0~9) | BRUOANA T2 (1) 72
ENHYV E3, ZOIDIL, Firewall Management Center [Z 8§k DD 7 7 A4 7 0 4+ — /VIZIXfEH T
EFEEAL . NATID X, IELWT A 2L DO THD Z &2 MR T DT2DITIP T R R LA
Gt THEHINET, IP7 RLA/NATID ORGEEICOA, BikX—NF = v 7 SNET,

[Hfc DX & (Connectivity Configuration) | Zi%XE L £7,

a) [Threat Defense® 75 A b4 (Threat Defense Hostname) | Z457€ L £,
Z @ FQDN IS A v X —7 = A AR EINE T,

b) [DNS#—/3—7Z7L—= (DNS Server Group) ] #+&E L £,

BEFD 7 N—T &38R 50, FrLWI—T&2EK LET, 774/ kD DNS 7 /L—71%
CiscoUmbrellaDNSServer Group & FEiEL, OpenDNS $r— " E E L E T,

BER % (2 HMER DNS B — R E & R EFJ 5 121E. Firewall Management Center C DNS 77 v b 7 4 — A
REXHRET DLENDH Y £7°,

¢) [Management Center/SCC Access|nterface] C [Datalnterface] 2 U »~ 2 L. KIZ [outside] & &R L £
D

(E&) [# A7 v Z7DNS (DDNS) 5 DiEM (Add a Dynamic DNS (DDNS) method) 1% 7 V v 7 L&
j—o

DDNS |%, Firewall Threat Defense @ IP 7 N L A3 B S 11735512 Firewall Management Center 75 FQDN
“C Firewall Threat Defense [ZE[HETE 5 K5 IZLE T,

[##6¢ (Connect) 1227 Vv 7 LET,

[B§k AT — 4% A (Registration Status) | %A 7 2 2778 v 77 A|Z., Firewall Management CenterSecurity Cloud
Control BERDHAED AT —H ANKRSNET,

. Secure Firewall 3100 Threat Defense X 2 — b7 v FH A K : fAk#L & T Firewall Management Center
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Registration Status

ssful Connection with th

Succe
Management Center or CDO
You can now manage the threat defense using the management
center or CDO. You can no longer use the device manager to manage
the threat defense. See the threat defense getting started guide (2,
management center configuration guide (2, or
CDO configuration guide [ to configure your device.

A7 — 4 A C [Saving M anagement Center/ Registration Settings] @ FJlE% 3217 L 7= & Firewall Management
CenterSecurity Cloud Control (BB L, 77 A 7 U4 —/LZBMLET, FE7VobeYa=r 7 a2l L
T AT UA OB (29 2—Y) EZRL TSN,

#HIERE : CLI

ATy 1

ATy T2

CLIty b7y 7A7 YT M aH LT, SHOEHIPT NLA, F—ty=A, BLOELOD
MOIEAR Y NT—IREEITNET,

FIE

a2 —)LiR— M2 L C Firewall Threat Defense CLI (27 2 2 A L' ¥, Firewall Threat Defense CLI -~
DT I7EA (5=) #RLTITEIN,

A L —T 2 A ADREMOCLIEY N7 v 7R U NE2%ETLET,

GE)

WREEI VT (e z2IE A A=VEFERTHZLICEY) LRV EY, CLIty hT v 7 A7 U
FEfDIRT Z EIXTEEEA, L, ZRHDORET N TIL, #7526 CLI T configurenetwork =~ >
FaE#H L TEE & 9, CiscoSecureFirewall Threat Defense i~ KU 77 LU 22 LTL 72X
/AN

You must accept the EULA to continue.
Press <ENTER> to display the EULA:
Cisco General Terms

[...]

Secure Firewall 3100 Threat Defense R 2 — k7 v T4 K : R L T Firewall Management Center .
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Please enter 'YES' or press <ENTER> to AGREE to the EULA:

System initialization in progress. Please stand by.

You must configure the network to continue.

Configure at least one of IPv4 or IPv6 unless managing via data interfaces.
Do you want to configure IPv4? (y/n) [y]:

Do you want to configure IPv6? (y/n) [y]l: n

ﬁ%ﬁpx::n%w&%f@Tvawmﬁ<&%1o:om1y%ﬂﬁbi¢ R LB —T o A
AEMHATETFTENRWVEAETHL, 794 X—=F T RLRREDIPT RLVRAERETHLENHY £77,

Configure IPv4 via DHCP or manually? (dhcp/manual) [manuall]:

HAF R [FE) (manval) | ZEIRLFE T, 7*~9%77ﬁx’%%4V&~7:4xéﬁ%¢6%
A. DHCPIZVR—FENFHA, V—T 4V ITOMEZYTZDIZ, 2O EZ—T 2 AN —T %
TIRAAL LV H =T 2 ALITRLAV TRy b EICHDZ EE2MHER LTI EE N,

Enter an IPv4 address for the management interface [192.168.45.61]: 10.89.5.17
Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.255.192
Enter the IPv4 default gateway for the management interface [data-interfaces]:

HAZUR : F— b7 = A % data-interfaces ICERE L £, ZOREIL. A v F—T A A ZELT
N—F 4V T TELEIC, NI TP L—r BN LTERNT 740 v 7 ZlEELET,

Enter a fully qualified hostname for this system [firepower]: 1010-3

Enter a comma-separated list of DNS servers or 'none' [208.67.222.222,208.67.220.220,2620:119:35::35]:
Enter a comma-separated list of search domains or 'none' []: cisco.com

If your networking information has changed, you will need to reconnect.

Disabling IPv6 configuration: managementO

Setting DNS servers: 208.67.222.222,208.67.220.220,2620:119:35::35

Setting DNS domains:cisco.com

TABVR AL H—T 2 ADDNSY—R—Z2RELET, TSI, Wlie b A X —T =
A AZAMBT I ERZAEINAT-D, B TERETANBA L Z—T = ADDNS Y —_— L —FF B HEMEN H
D ET,

Setting hostname as 1010-3

Setting static IPv4: 10.89.5.17 netmask: 255.255.255.192 gateway: data on managementO
Updating routing tables, please wait...

All configurations applied to the system. Took 3 Seconds.

Saving a copy of running network configuration to local disk.

For HTTP Proxy configuration, run 'configure network http-proxy'

Manage the device locally? (yes/no) [yes]: no

A4 H R : Firewall Management Center Z i3 23551%, no L AJTLET,

Setting hostname as 1010-3

Setting static IPv4: 10.89.5.17 netmask: 255.255.255.192 gateway: data on managementO
Updating routing tables, please wait...

All configurations applied to the system. Took 3 Seconds.

Saving a copy of running network configuration to local disk.

For HTTP Proxy configuration, run 'configure network http-proxy'

HAEURX crouted E AN LET, A~ —T % T 78R F V=T v R 77 A4 T U4 —/LE—RKTD
BYR—FENTWET,

Configuring firewall mode

Device is in OffBox mode - disabling/removing port 443 from iptables.
Update policy deployment information
- add device configuration

. Secure Firewall 3100 Threat Defense R 2 — + 7 v 4 K : R T Firewall Management Center
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- add network discovery
- add system policy

You can register the sensor to a Firepower Management Center and use the
Firepower Management Center to manage it. Note that registering the sensor
to a Firepower Management Center disables on-sensor Firepower Services
management capabilities.

When registering the sensor to a Firepower Management Center, a unique
alphanumeric registration key is always required. In most cases, to register
a sensor to a Firepower Management Center, you must provide the hostname or
the IP address along with the registration key.

'configure manager add [hostname | ip address ] [registration key 1'

However, if the sensor and the Firepower Management Center are separated by a
NAT device, you must enter a unique NAT ID, along with the unique registration
key.

'configure manager add DONTRESOLVE [registration key ] [ NAT ID '

Later, using the web interface on the Firepower Management Center, you must
use the same registration key and, if necessary, the same NAT ID when you add
this sensor to the Firepower Management Center.

>

YR—=UXT IR AMONEA L F =T = AERELET,
configure networ k management-data-interface

Enter Z "L SMEA L F—T = A ADEAN 2R Y NI =T BIEEIT O L OITRDL T v T RBE
RENET,

FHIP7 LA

> configure network management-data-interface

Data interface to use for management: ethernetl/1l

Specify a name for the interface [outside]: internet

IP address (manual / dhcp) [dhcp]l: manual

IPv4/IPv6 address: 10.10.6.7

Netmask/IPv6 Prefix: 255.255.255.0

Default Gateway: 10.10.6.1

Comma-separated list of DNS servers [none]: 208.67.222.222,208.67.220.220

HAF DR BEALITHMNE DNS $— 3 —Z{£F59 5 21%, Firewall Management Center C DNS 7°7 » h

T A —LAREEBRET HDMLENRDY £,

DDNS server update URL [none]:

Do you wish to clear all the device configuration before applying ? (y/n) I[n]:

Configuration done with option to allow manager access from any network, if you wish to change the
manager access network

use the 'client' option in the command 'configure network management-data-interface'.

Setting IPv4 network configuration.
Network settings changed.

>

DHCP LD IP 7 FL X

> configure network management-data-interface
Data interface to use for management: ethernetl/1l

Secure Firewall 3100 Threat Defense X 2 — b7 v FH A K : i#LA T Firewall Management Center .
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Specify a name for the interface [outside]:

IP address (manual / dhcp) [dhcpl]:

DDNS server update URL [none]:
https://dwinchester:pa$$wlOrdl7@domains.example.com/nic/update?hostname=<h>&myip=<a>
Do you wish to clear all the device configuration before applying ? (y/n) I[n]:

Configuration done with option to allow manager access from any network, if you wish to change the

manager access network
use the 'client' option in the command 'configure network management-data-interface'.

Setting IPv4 network configuration.
Network settings changed.

>

Firewall Management Center % f5 /& L £ 97,
configure manager add {hostname | IPv4_address | IPv6_address| DONTRESOLVE} reg_key nat_id

« {hostname | IPv4_address | IPv6_address| DONTRESOLVE} : Firewall Management Center @ FQDN = 7=
IXIP 7 RLAZFRE L FEJ, Firewall Management Center % B2 7 K L AFFE TE WAL,
DONTRESOLVE Zffifl L £4. ZOEAIE, 7747 U —, BlEARERIP T F LA EITR
A NG EFES TVDUERS D 7,

« reg_key : Firewall Threat Defense % %7 % & & |Z Firewall Management Center THH5E T HEEDO T v
S A LG —FEELET, B —IL2~36 LFTHOIMLERH Y £3, ARRCFITIE, T
F(A~Z, a~z, 0~9) | BRONA T2 () RERDHY ET,

* nat_id : Firewall Management Center CHEET 2, EET—ED 1 HRY OXFH24EE L EJ, NAT
IDIE2~36 LFTHLLENRDY T, AR, BT (A~Z, a~z, 0~9) | BEUAN
A7 () ERHYEF, ZDID I, Firewall Management Center (Z &k T DD T /A AZIXfE
HATEEHEA,

&1

> configure manager add fmc-1.example.com regk3y78 natid56
Manager successfully configured.

FTNNA A% Y F— FHHITE(E TE D K 5 I Firewall Threat Defense 2> v v hE 7 LET,

VAT AEWUNZ Y Yy N T UTH I ENEETY, BMICER YT 7 AR BRAAL v FE2M

L7358, BRRT AN VAT LAOBREEFIEEZTIERHVET, Ny 7 7T 00 RTEHEI

ZHOT O ANEITENTEY, BRI T 72Kk 0, BRZUKLIZVTHE, VAT LA ET L—

ATV y hETUTERVWIEEZRZTBNTL &N,

a) shutdown =2~ R&EZ AL ET,

b) EIRLED & A7 —X ALED 2B L C, v —VOERMM I WD Z & &2#ERLET (LED
DIHELT)

) Vr¥—VOEBEFENEFICUMINTZL, REIOELUTERT 7 72KE, vy — VbW EIR
AW ERTEET,
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Firewall Management Center ~D 7 7 4 7 2+ — )L D&% .

Firewall Management Center ~MD 7 7 4 7 0+ — LD & &%

AL TWB R HEIZSE CTT 7 A 7 7 4 — /L% Firewall Management Center (2 84k L £ 97,

DYFIINEBEESEFERALEED7FATo4—ILOEN (A4 yFJOE
oa=uh)
Yo Xy F o Va7 2FHTHE TS ATHHREEFEITTH2 L2, ¥V

7 V5 TT /31 A % Firewall Management Center |Z %5k C X &£ 7, Firewall Management Center
L. Z OHEEED 72 1T Security Cloud Control & A SV E T,

B

(G¥)  Firewall Management Center /N\—3" = > 7.4 Tld, Security Cloud Control Zfif L T7 /341 2 %
BT 208N T, FEMICOVWTE, 74004 FESRLTLIZS W, x4 T 47
Firewall Management Center V—727 7 10— (3 7.6 TIBIMENE L7, 72, 74 TOY 77 NithE
{22 T, Firewall Management Center @ [SecureX & D#E4 (SecureX Integration) | ~— %
ZRLTLIIEEN,

BRI DT 7 L FERIE

ey Froeya= T 2 EHTHE, UTFTOA U H—T7 oA ANFRREEINET, it
DOHFE NHDODHCP Y ——, T2 arra—LRY— X2 UT ) —r7 )
IIRE SNV EICEBE LTSN,

e A —HY Xy M1/1: T4 . DHCP 26D IP 7 KL A, IPv6 HENERE
e f—H %y F12 (F71F, VLANI A v Z—T = A4 ADOHEE) - THRE . 192.168.95.1/24

o F 7 F )L hb— b SN A v F—T = A AT DHCP 4 L THS

CENGSE
PIAREY) T EFREINT AV AZ L AET—RTIEEEr Xy F Fa a7 iR —
FELEEA,

YR UX T IR AMTINRA B —T 2 A ARBE AT HERE. T 7 4L hTDHCP 23 MiEH
EnFET, BAAEEZAEDNCTDEIC, IPT RLAZEHNT RLACERETLILERH D £
T, F2iE, ROVICEBRA =T oA A EFHT LN TEET, @maHMEZMAE
BT DHCP A AR — b ZivET,
Before you begin
« TRARZNTY w7 IPT KL AETILFQDN 2372\ 454 . Firewall Management Center
DORTY w7 IPT FLA/FQDN 2% E L (72 & 21X, NAT OFRIZH L) . T34
ARG ARG TX 5L 91 LET, [EE (Administration) | > [5RFE
(Configuration) 1> [¥#—2 v JE— 7YX (Manager Remote Access) &S L
TLEEN,
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FIE

cIPT RLARET 74NV NP~ T oA BT HEHEIIA —Y %~ b 1/1 Fl> DHCP

At

* OpenDNS /{7 U v 7 DNS #—/"—=~DF v hU—2 T 7 & A, 1Pv4 : 208.67.220.220 3

£ 1N208.67.222.222, 1Pv6 : 2620:119:35::35, DHCP 7> 5 He45: L 7= DNS H— — {3 &
NEE A,

ROLHTZRRT DHENH Y £,

®3:¥04yFIAEC 3 =25 D FADN

FQDN

* cisco.com (%< @ FQDN)

* defenseorchestrator.com (%% < ® FQDN)

* defenseorchestrator.eu (EU DA, %< @ FQDN)

0.sourcefire.pool.ntp.org, 1.sourcefire.pool.ntp.org, 2.sourcefire.pool.ntp.org

1.200.159.162.in-addr.arpa

60.19.239.178.in-addr.arpa

connected.by.freedominter.net

time.cloudflare.com

udc.neo4j.org

ATV TN VU TNANEGEHERLTT A A& TBEINT 5854 1%, Firewall Management Center & Security Cloud
Control Z#t& LE 7,

G¥)

Firewall Management Center /& 7] FiPE~_7 O41%, &5 > % U Firewall Management Center % Security Cloud
Control E#EETHMELH D £7°,

a)
b)

[#4& (Integrations) ]> [Security Cloud Control] Z 3% L 9,
[ Security Cloud Control Z A %h{t. (Enable Security Cloud Control) ] #27 U v 27 LC, BlOT T o4 &7
% B % . Security Cloud Control 7 7 7 > MZmr 7 A L, FraNiza— REHERLET,

ZONR=UPRRy T T o7 T7ay—IlLoTT7 Ry 7 STV RNZ EEHERLTIZEN, L
Security Cloud Control 7 71 7 ' ks & £fo TWeWGAETL, ZOFIAZETHICEMTE T,

Z DA DT oW TIE,  [Cisco Secure Firewall Management Center 7 KX = A kL —3 3 > A
K] @ TSystem Configuration] OFEZZML T ZE W,
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Firewall Management Center & Security Cloud Control % #t4 L 721%. Security Cloud Control {34 > 7L X
A @ Firewall Management Center % 4> /R—7 ¢ >~ L£9, Security Cloud Control Z Eh{E X ¥ 51214,
trZyFIrbEy s =27 O—%T Firewall Management Center 232 C°, 7272 L. Security Cloud
Control Z B H T 2483 H VY £+ A, Security Cloud Control Z{H I 5355, % D Firewall
Management Center DY 78— ~E, T /314 ADE AW, EHKIRT SA ADFIR, Firewall Management
Center |[ZBEfTHF b7 A T V=7 hDFER, I L O Firewall Management Center D FH A FLEHIZFRE
NTWET,

¢c) [Bu¥vTF7uvya=r7DOF#M (Enable Zero-Touch Provisioning) | A 2> TNBH I L%
i L £9
d) [B&1F (Save) 127U v 7 LET,

ARTY T2 THRAADV Y TNVEEERSELET,

TNAAL T2 2DV ) TAES (V¥ —v DOV ) TAES L PCB (EIRER) OV Y 7TAES) 1’NE%
NTWET, EHH0V YT AESTHRET 23T

AR HDHEIE, TV Y = DOV ) T AR GHRETR SN TVET,

e X —DVYTNEFE, TR AORIEOFEH LY TIZHEa LT TAT AT YUIZEEHE S
NTWET,

cPCBDOY Y TAEKFIE, [SIN] LWIHT vy —DT~VLICEHTHEINTWET,
e VU TABBRIFZRDOCLI 2~y REMFEH L TERTEET,
« FXOS : show chassisdetail 137DV 7 AHFEEERLET,

» Firewall Threat Defense : showinventory (X3 ¥ —3 DT ) 7 LEFE R~ LET, showserial-number
IXPCB DY) 7T VESERLET,

ATYT3ILED2F 2w 7 LT, Z7A T VA= VOBFHERMN TETNELZ L EERLET,

F4: €0 2yF TOECI=US  EERE (M) LED DEE

M LED £ ER T7A7 94— IILDEREE ANT
FBOBRRE (9:#)
foke 0, I AR Cisco Cloud |28t S 41, A > AR —|15:00 ~ 30:00

T AT OWEHRTETWET

T = b F L PITAEHAT SR | Cisco Cloud 12 T& £ A TL | 15:00 ~ 30:00
(=5 —ikfE e

FR O CASAT T R— R 20:00 ~ 45:00

ATy T4 [TINA R (Devices) |>[T/31 REH (DeviceManagement) | 34k L £,
ATy 75 BN (Add) | Fey 7 X v A=a—nb, [T/Af R (Device) | #3#IRL 9,
RATY 6 [V T EE (Serial Number) ], [FEA (Basic) ]. [k~ (Next) |DIAIZZ UV » 7 LET,

Secure Firewall 3100 Threat Defense X 2 — b7 v FH A K : i#LA T Firewall Management Center .
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15: 7 /\14 RADBHFH %
Add device
o Device registration method Device registration method
Registration key Serial number
Identify the same one-time registration key on the device Identify the device by serial number. On the device, you
and in the management center. don’t have to configure anything (zero-touch

provisioning).

Choose the initial device configuration method:

@ Basic

Apply basic configuration, including the access control policy.

O Device template

Preconfigure settings using a template. A compatible template must exist (either a default template or one you added) before
continuing.

o Serial number registration and device templates are not supported on all models in all modes.
* See serial number requirements
* See device template requirements

o See Admini ion - Configuration > Remote Access to set a public IP address/FQDN for the management
center (for example, if it is behind NAT), so the device can initiate the management connection in the following cases:
* The device does not have a public IP address or FQDN
* The device uses the Management interface for manager access

Cancel m

AT T TAAL ZAOFMEHETE L TR~ (Next) 1227 U v 7 LET,
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16: 7/ ADF$H (Device Details)

Add device

@ Device registration method Device details

Device group

o Device details | [Se\ect a group v ]

Serial number *

[ JAD254312UA ]

Display name *

[ 3110-1 ]

Device password
Enter a new password if you have not changed the device’s default password.

D | already changed the password on the device

New password

A combination of uppercase letters, lowercase
letters, numbers, and symbols. Example:
E28@20iUrhx

Confirm password

c[KAA> (Domain) ]: ~/LF RAL VBT, V—7 RALVEBRLET,

[T AT =7 (Device group) |: H— FAA VEREET, 734 X% [T /34 227 V—7" (Device
group) JIZEBIMLET,

o[> U T VES (Serial number) |: BT 5T A ZADIPT RLALFARAMNMEASNLES, T
NAADIP T RUABRARRALRGEIT (NAT OHFRICHLGERE) . 207 41— REZEMDOE LI

=
« [#71°4 (Display name) ] : Firewall Management Center (28957 /N1 ADLRIZ AT LET, ZD
ZANIEFETEEH A,

s [T AD/NAT— K (Devicepassword) |: Z DT A ANKREDE A, 2130 HA A F—b
DOEEIEL, TLWWIRA T — R (NewPassword) [Z#XE LT, /NAY— RZERT HLERH Y £7,

TTICe A LT, NAT— REEFEFHLDLE DA, [l already changed the password on thedevice]
EAACLET, £ LT, BENKKRLET,

ATYT8 T ADYHRREZATVET,

Secure Firewall 3100 Threat Defense X 2 — b7 v FH A K : i#LA T Firewall Management Center .
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17: T34 ADHEALE
Add device

@ Device registration method Initial device configuration

Access control policy *

@ Device details [Default Access Control Policy ® v ] -+

Smart licensing
Ensure that your smart licensing account has the required licenses.

e Initial device configuration |

Is this device physical or virtual?

@ Physical device O Virtual device

License type Includes

Base firewall capabilities

Carrier GTP/GPRS, Diameter, SCTP, M3UA
IPS Intrusion Policy

Malware Defense File Policy

URL Filtering URL Reputation

RA VPN Premier ® v RA VPN

Transfer packets

For each intrusion event, the device sends event information and the packet that triggered the event to the management center for inspection. If
you disable it, only event information will be sent to the management center; the packet will not be sent.

Cancel Add device

[T/ AIL hu—LRY 2 — (Access control policy) | : BEEHFIZT /N4 ANZET DA DR
V%IRRT, HILWARY —EERLET, FHATOINERHDL Z ERDNS TNDI AL~
A RFEHORY —RT T b D BAERE, (BN (Add) (D). [TRTO NG T4 v 7 %7 ay
7 (Block all traffic) | DIHICEIR LET, B CINELER LTI I 74 v I 2T HIENTEE
ﬁ—o

s [A¥—FTF A A (Smartlicensing) |: 7 A B AZERL £,

(ZDTNARIEIMBERBEDES 5TTM? (Isthisdevice physical or virtual?) | —[[#EBT/\A
A (Physical device) ]]

[FA B A X AT (Licensetype) |: 7 /3 RZHIV Y THETA B ADX A THMERLET,
TNA AZBMLIZDL, T4 B AZEHTEET,

« 237 v b & #RE (Transferpackets) | : ZDA 7Y a L EHMNCT D E BAALRY MRRETHZW
2y T3 APRAED T2 DI/ v b % Firewall Management Center (2415 L £ 97,

BAARNZEIZ, T AZ, ANV MEBEAR M2 NI T—LTIEAT Y FEREDTZHIC
Firewall Management Center |Z25(5 L9, ZOA T T a U EBHIC LG, A4 X0 MERZ TN
Firewall Management Center (2355 &L, /37 v MIEFEINERE A,

ATV T [FT34 20BN (Adddevice) 1227V v 7 LET,

. Secure Firewall 3100 Threat Defense X 2 — b7 v FH A K : fAk#L & T Firewall Management Center
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FHIOECa=vrEEALET 7479+ —roiem ]

Firewall Management Center 737 /NA AD/N— f B — N & g8 U CGRIE AWML T 5 F T2, MR 250005
BEnH £7,

Firewall Management Center 237 /3 A AD/~— kB — M &R L CHEE 2T 5 £ TIZ, &KR2000D
BEndo 7,

A v H—T A AT R vy TF Iy a =7 ZMHT 554, Security Cloud Control |3 DDNS 7
BN =L LTHREL, UTFEFEITLET,

« [FMCO % (FMCOnly) 15X &MHH L THETDDNS # B8 LEd, 2ok, ErvF7nm
EYa = TN ATORYFR— NERET,

HERIP 7 KL A& 7R A M4 serial-number.local 12~ v B> 7 LT,

«IP 7 KL R/FRA b4~ » ¥ 7 % Firewall Management Center [ZH2ffi L, R A M4 ZIELWIP 7 KL
AR TE D L DT LET,

*DHCP UV —ANREH INT-HAERE, IPT R ANEE I N7-8412 Firewall Management Center (238
FMLUET,

BEHA =T oA ATERZ yF IRy a =07 2T 556, DDNSIEVA—FShvEti, 7
INA ADNE B 2 BRIG C© X 5 X 912, Firewall Management Center (337 U v 7 [ZEFZEFHETH B M EH
HYET,

Security Cloud Control Z 5| & #t& DDNS 7w A X — L U T35 Z & b, % T Firewall Management
Center ® DDNS X EZBDO L NUITEE T L5 L HTEET,

FHIOESIZVFGE2FRALEEIT 747 04— ILDEM

ATy T

ATy T2
ATvT3
ATvT4

TNAADIPT RUVAETZITHRA My EBGERFX—Z2EH LT, FEICT7 7 AT V4 — L%
Firewall Management Center (Z%6% L %97,

FIE

Firewall Management Center {272 7' > L £7,
a) WO URL ZANLET,
https://fmc_ip_address
by 2P —LHERXRT—REASLET,
c) [mF A4y (Loglh) 127 Vv 7 LET,
[T/314 X (Devices) |>[T/3f AEHE (Device Management) | Zi&R L 7,
B (Add) | Ry T X T A=a—rb, [T/INM R (Device) | iR L E 7,
[&$%F—(Registration Key)]. [EA&(Basic)]. [R~(Next)] DIEIZZ V v 7 LET,

Secure Firewall 3100 Threat Defense X 2 — b7 v FH A K : i#LA T Firewall Management Center .
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18: T/ ADEEFAH X
Add device

o Device registration method Device registration method

2 Device details

Registration key Serial number
Identify the same one-time registration key on the device and in Identify the device by serial number. On the device, you don't
the management center. have to configure anything (zero-touch provisioning).

Choose the initial device configuration method:

@ Basic

Apply basic configuration, including the access control policy.

() Device template

Preconfigure settings using a template. A compatible template must exist (either a default template or one you added) before continuing.

Saneel m

ATYTE THAALZOFEMERE LT[R~ (Next) 15227V w7 LET,

Secure Firewall 3100 Threat Defense X 2 — b7 v FH A K : fAk#L & T Firewall Management Center
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19: T/ ADEEH
Add device

@ Device registration method Device details

Domain *

© Dvevice details | [G\obal/Leaﬂ ® v]

Hostname or IP address

[ 10.89.5.41 ]

e.g. server.example.com or 192.168.1.1

Display name *
[ 3110-1 ]

Registration key *

Enter the same registration key you set on the
device. This key doesn't have to be unique per
device. Use alphanumerical characters (A-Z, a-z, 0-
9) and the hyphen (-), between 2 and 36 characters.

Unique NATID ©®

[ 31101 ]

Enter the same NAT ID if you set one on the device.
This key needs to be unique per device. Use
alphanumerical characters (A-Z, a-z, 0-9) and the
hyphen (-), between 2 and 36 characters.

D Analytics-only management center

When using Security Cloud Control as your primary manager, you can use an On-Prem management center for analytics.

Cancel m

s [FAA4 2 (Domain) ]: ¥/VF RAAL VERET, U—7 FAAL 2RI LET,

o [T/ RT)L—T (Devicegroup) ]: Hi— KA A VEREET, T3 2% [T/NM AT )L—T (Device
group) ]IZEMML £,

«[RRFBFEEIXZIP 7 FLRX (Hosthameor IPaddress) |: B3 57 /34 ADIP T L AF7=idk
ARNLEANNLET, T ADIP T RUARARBARLGAEIL (NAT OBRIZHILAERE) . 20
T4 — REZEMOEFICLET,

« [&~% (Displayname) ] : Firewall Management Center ([ZFK/RT DT /XA ADL4FTEZAT LET, ZD
AENIEHETE EH A,

s [B8%%— (Registration key) |: #I#fER & A USRI —2 A LET,
«[—E® NAT ID (UniqueNAT ID) |: FIHIERE L R Cinl+2 A LET,
[PITEHREEEtYE 42— (Analyticsonly management center) ]: = v 7 #4 LT 7E X0,

RATYT6 T ADYHREETVET,

Secure Firewall 3100 Threat Defense X 2 — b7 v FH A K : i#LA T Firewall Management Center .
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20: T I1N4 ADHEARTE
Add device

@ Device registration method Initial device configuration

Access control policy *

@ Device details [Default Access Control Policy ® v ] -+

Smart licensing
Ensure that your smart licensing account has the required licenses.

e Initial device configuration |

Is this device physical or virtual?

@ Physical device O Virtual device

License type Includes

Base firewall capabilities

Carrier GTP/GPRS, Diameter, SCTP, M3UA
IPS Intrusion Policy

Malware Defense File Policy

URL Filtering URL Reputation

RA VPN Premier ® v RA VPN

Transfer packets

For each intrusion event, the device sends event information and the packet that triggered the event to the management center for inspection. If
you disable it, only event information will be sent to the management center; the packet will not be sent.

Cancel Add device

[T/ AIL hu—LRY 2 — (Access control policy) | : BEEHFIZT /N4 ANZET DA DR
V%IRRT, HILWARY —EERLET, FHATOINERHDL Z ERDNS TNDI AL~
A RFEHORY —RT T b D BAERE, (BN (Add) (D). [TRTO NG T4 v 7 %7 ay
7 (Block all traffic) | DIHICEIR LET, B CINELER LTI I 74 v I 2T HIENTEE
ﬁ—o

s [A¥—FTF A A (Smartlicensing) |: 7 A B AZERL £,

(ZDTNARIEIMBERBEDES 5TTM? (Isthisdevice physical or virtual?) | —[[#EBT/\A
A (Physical device) ]]

[FA B A X AT (Licensetype) |: 7 /3 RZHIV Y THETA B ADX A THMERLET,
TNA AZBMLIZDL, T4 B AZEHTEET,

« 237 v b & #RE (Transferpackets) | : ZDA 7Y a L EHMNCT D E BAALRY MRRETHZW
2y T3 APRAED T2 DI/ v b % Firewall Management Center (2415 L £ 97,

BAARNZEIZ, T AZ, ANV MEBEAR M2 NI T—LTIEAT Y FEREDTZHIC
Firewall Management Center |Z25(5 L9, ZOA T T a U EBHIC LG, A4 X0 MERZ TN
Firewall Management Center (2355 &L, /37 v MIEFEINERE A,

ATy T1 [TINA ZADEM (Add device) 127 VU v 27 LET,

. Secure Firewall 3100 Threat Defense X 2 — b7 v FH A K : fAk#L & T Firewall Management Center
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Firewall Management Center 737 /NA AD/N— f B — N & g8 U CGRIE AWML T 5 F T2, MR 250005
BENH 0 3, BEPEIITHE, T ARY X MBS ET, RRLESGAE, =7 —RX vE—
VINFERENFET, T ADOBEMTRIR L2 E61E, ROEBZHAL T ZI0,
eping : T/NA ADCLIWZT Z7EAL, RO~ R&EHH L T Firewall Management Center @ IP 7 K L
A~D pll’lg %gﬂé{fi— Li‘j‘o
ping system ip_address
ping 3P L2 WA, shownetwork =~ > REMH L THXy NV =7 RELMHRLET, 754
ADIPT RVAEELTT H0ENH 585 1%, configurenetwork {ipv4|ipv6} manual =~ > K% {#
LET,

s BEkF—. NATID, I L\ Firewall Management Center IP 7 K LA : [{i 5 DT /34 A Cld] UGk —
EREHLTWHZ 2R L, AL TWAEAIINATID ZHEH L TnD Z L 28 LE T, configure
manager add 2~ > REFH LT, T30 ATHEST—LE NATID 2R ETHZ ENTEET,

NI TN a—T 4 T OFEMIZ OV TIE, https://cisco.com/go/fme-reg-error & Z MR L T 7E S0y,

Secure Firewall 3100 Threat Defense X 2 — b7 v FH A K : i#LA T Firewall Management Center .
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EAXR) O—DERTE

ROBELMEN L TEANREF 2T AR —2RELET,

A v A =T 2 f ALHNHA L H—T AR N A o H—T = RZAXT 7 IP
T RLURZEO YT, AL X —T = A AT DHCP 2 L ¥4,

*DHCPH—/N—: 7 5347 FOWEA v ¥ —7 = A4 ATDHCP —N—%fEHL 7,
T T AN RN — b INBA H =T 2 A RAENLTT 74V Mb— b EBMLET,
*NAT : SN v 2 —T 2 A ATA U F—T = A ZAPAT A L £7,

e T ALY ha—)b: NEDBIEE~D T 7 4 v 7 EfFRl LET,

X2 VT 4R = WA~ A ALTC, LVEERREZGEODLZLHLTEET,

A UH =T 2 ADRE (35 —)

« DHCP H— "—DHE (40 ~2—7)

« NAT O E (41 ~—2)

T AL ha—)L)L—)LDORTE (45 X—)

« HMNA B —T = A ATD SSH DERME (48 ~<—3)
« WEDER (49 ~—2)

A1 23—T x4 ADEKTE
BrdyFruveya =7 3 HMEEIC Firewall Device Manager #3256, kD
A VB —T o ANFRREESNET,
e/ —HFRy k11 [ . DHCP 6D IP 7 RL A, IPve HEIERE
o A=Wy 12 THEB) . 192.168.95.1/24
« T 74V hb— b ANEHA X —T = A AT DHCP %41 L CTHUS

Firewall Management Center |Z%§% 9~ % Hij(Z Firewall Device Manager W CiB DA % —7 = A
AEROREZFAT LG, TOREFIRFINET,

Secure Firewall 3100 Threat Defense X 2 — b7 v FH A K : i#LA T Firewall Management Center .
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WOBITIE, FHT R A ZRFOL—T v RE— FOWNEA > ¥ —7 =1 A &, DHCP =
THIL—T v RE—RONE A v X —T oA AT ELET, F7=. WEL Web — —HD
DMZ A > H—T x4 AHBMLET,

FIE

AT T [T/34 A (Devices) > [T 734 A& (Device Management) | DIEIZEIR L, 7 74 T 74—/ O [fRk
(Edit) 1 (&) #2V>y 27 LET, >

ATV T2 [ Z—T7xAA (Interfaces) ] %7 VU v 7 LT,
B21: 43—z 4X

Device Routing Interfaces Inline Sets DHCP VTEP

e
Q_ Search by name " Sync Device | | Add Interfaces v
Interface Logical Name Type Security Zones MAC Address (Active/Standby) IP Address Path Monitorin Virtual Router
® Management0/0 management Physical Disabled Global Q<
GigabitEthemnet0/0 Physical Disabled V4
GigabitEthemet0/1 Physical Disabled
GigabitEthemet0/2 Physical Disabled ’
GigabitEthernet/3 Physical Disabled Y
GigabitEthemet0/4 Physical Disabled rd
GigabitEthemet0/5 Physical Disabled 4
GigabitEthemnet0/6 Physical Disabled rd
GigabitEthernet0/? Physical Disabled rd

ATYT3 H0GCGLUEDA L H—T 2 A ANLT L—7T U hR— NeERT2120F, A v F—T A AD[TL—4
(Break) | 74 av%&27 U w7 LET,

BRECTINA L E—T oA AT TIHEHLTWDEAIT, 7V —2 70U NEHiTT 2N EZHIFRT
HVERHY £,

RATFY e NEBIHHT A2 —7 =4 2D [tk (Edit) 1 (&) #2 Vv 7 LET,

. Secure Firewall 3100 Threat Defense X 2 — b7 v FH A K : fAk#L & T Firewall Management Center
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a)

b)

<)
d)
e)

AV8—T 14 RADEE .

22:[General] 7 7'

Edit Physical Interface

General IPv4 IPv6 Path Monitoring F

S

Name:
inside

Enabled

Management Only

Description:

Mode:

None v

Security Zone:

inside_zone v

nterface 1D:

MTU:
1500

Priority:
0

Propagate Security Group Tag:
NVE Only:

[E¥= VU7 ¢ —> (SecurityZone) | K v 7 &7 URXAMNPLBEGFONTEX2 YT 4V — 0 %k
I, I New) 1227V w7 LTHLLWEX 2T oV —2ZBINLET,

7= & 21X, insde zone E WO LARIO Y —rEBIMLET, Y —rF@ I/ A—TICE SN TEx 2V
FARY—ZHALET, 2&2E, WY = NBAEY = ~D T 7 4 v ZI3ENTT DN
IS = INBENERY — <D R T 7 4w ZIIHEIC LenWT 7R ar b — LR U—EFREL
7

WA 2 — 7 = A ARFRNCHEE SN TNDGE. ZNUHDT 4 —/V ROFKY OEFZIEAT > a v
‘(“d—(}

48 LT F TO [4HT (Name) | Z AN LFET,
Lz, A F—T x4 AT indde £\ S &4FTEITET,

[57%) (Bnabled) | F = v 7R v 7 2%+ LET,
[:E”— F‘ (Mode) ] Li [fci I_/ (None) ] c:%&i Lf:ii&: Li‘é_o
(IPv4] Z 7 [IPV6] & 7, 7MW G DL Ta27 Y v 7 LET,

c[IPv4] : Ry T X T VR RNG [AZT 4 v 7IPEMHT % (Use StaticIP) | #ERL, IP 7
RLALEH TRy N RTBRAT v 2R TANLET,

Secure Firewall 3100 Threat Defense X 2 — b7 v FH A K : i#LA T Firewall Management Center .
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7=& ZI1E, 192168112472 L AT LET,
23:[IPv4] 3 T

Edit Physical Interface

General IPv4 IPv6 Path Monitoring
I
IP Type:
Use Static IP -
IP Address:

I 192.168.1.1/24

s [IPv6] : A7 — F L AHBEREDSGA X [HEEE (Autoconfiguration) | F = v 7Ry 7 A& A4
IZLET,

24 : [IPv6] 2 T

Edit Physical Interface

General IPv4 IPv6 Path Monitoring Hardware Configu
I
Basic Address Prefixes Settings DHCP
 —
Enable IPV6:

Enforce EUI 64:

Link-Local address:

Autoconfiguration:

Obtain Default Route:

f) [OK]Z2VUvZ LET,
ATV TS IR T DA X —T =4 ZAD [fRE (Edit) | (©) #27Vv7 LET,

. Secure Firewall 3100 Threat Defense X 2 — b7 v FH A K : fAk#L & T Firewall Management Center
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ATvT6

AV8—T 14 RADEE .

25:[General] 7 7'

Edit Physical Interface

General IPv4 IPv6 Path Monitoring Hardwart

Name:

outside

Enabled

Management Only

Description:

Mode:

None v

Security Zone:

outside_zone v

nterface 1D:

MTU:
1500

Priority:
0

Propagate Security Group Tag:

NVE Only:

b)

[E¥=VU7 1> —2 (SecurityZone) ] K v X7 A RNNLBFOISEX 2 T ) — %58
WT B0, FiHl New) 1227 Vo7 LTHLWWEXF 2V T 4 =0 ZBMLET,

72 & 21X, outside zone & W) ARTD Y — 2 &BIILET,

MOFRARREIZET LW TLEEV, BF 35 &, Firewall Management Center (D45 BEEERE A3 1T X
ET,

[OK] %27 Vv 7 LET,

e zIE, Web r—R—% KA N THEIICDMZA U F—T oA A%EFHELET,

a)
b)

<)

d)

T4 2 =724 2D [ (Edit) ] (&) 227V v 7 LET,
[E%=VU7 1> —>2 (Security Zone) | Ry 77Xy JRASNNOEFODMZ X2 T 4V — %
BIRT D0, [HH New) 1227V w7 LTHLOWEX 2V T 40— ZBHLET,

7o & 21X, dmz_zone &\ AFTD Y — 2 ZBI L £,

48 JLFETO [47T (Name) ]2 AT LET,

ez, AV F—T7 x4 AT dmz LW ARTETET,
[£7%) (Enabled) | F = v 7Ry 7 A%t 2 LET,

Secure Firewall 3100 Threat Defense X 2 — b7 v FH A K : i#LA T Firewall Management Center .
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e) [F—F (Mode) 11X [72L (None) JIZEREL-FFITLET,

f) MEZIGUT, [IPV4] # 7 & [IPV6] X 7 DOWTNNETILE GE2 27V v 7 L, IPT RLAZRELE
7

g [OK]%27 Vw7 LET,

ATw T [R1FE (Save) 1227V v LET,

N —
DHCP Y —/\—D&TE

I 7A4A T NCDHCP 2L TT7 7 A7 UA—ANHIP T FLAZEUGT AL 012758

A1%., DHCP »— _—ZHFZ L ET,

FIE

ATY T [T31 A (Device) [P[7 /34 A% H (Device Management) | DJEIZEIR L, T34 A0 [fe (Edit) ]
@) 270y 7 LEd, >

27w 72 [DHCP] > [DHCPH—/S— (DHCP Server) | #& L %9,
26 : DHCP H—/\—

Device Routing Interfaces Inline Sets DHCP VTEP SNMP

Ping Timeout

DHCP Server [ 50 ] (10 - 10000 ms)
DHCP Relay Lease Length
DDNS [ 3600 ] (300 - 10,48,575 sec

D Auto-Configuration

Interface

[ )
Override Auto Configured Settings:
Domain Name

[ ]

Primary DNS Server Primary WINS Server

[ o+ ¥ %
Secondary DNS Server Secondary WINS Server

[ o+ V) +

Server Advanced

+ Add

Interface Address Pool Enable DHCP Server

AT9 T3 [P—r3— (Server) | =V T T, B (Add) 1227 Vw27 L, UFOATva v aZELET,

. Secure Firewall 3100 Threat Defense X 2 — b7 v FH A K : fAk#L & T Firewall Management Center



| &%Kys—0uE
NAT D& E .

27: 9 —/R—D3En

Add Server ®

Interface*

[ inside v ]

Address Pool*

[ 192.168.1.2-192.168.1.55 ]

(2.2.210-2.2.2.20)

Enable DHCP Server

Cancel ﬂ

[ H—7xAA (Interface) |: Ky FH TV RAINLA L F—T 2 A4 AL ERNLET,

«[7 RLAF—/L (AddressPool) ]:IP 7 RL ADOFPHZZE L £T, IPT7 FL AL, BIRLIZA v
B—=Tx A RALF LY T Hy N EIFETHUNERSY, A X —T A AHHDIPT RLAZED
HZLIITEERA,

 [DHCPY— N—%H%hZF 2% (Enable DHCP Server) |: &R L7-A > % —7 = A AD DHCP H#—/3—
EHZLET,

ATy T4 [OK]Z27 V7 LET,
ATY TS5 [{R1FE (Save) |27 U w27 LET,

ZTOFETIZ. NEZ FAT 2 FBWNET RLRAENFA v X —T =2A ADIPT KL ADR—
MZIZHT B NAT V— LV ZERLET, ZOXA TONATL—LDZ L E AL H—T (A
AR—F 7 R A% (PAT) EMEONET,

FIE

RAT9 71 [T/A4 R (Devices) |>[NAT] DJEIZEIR L, [FLWLKRY >— (NewPolicy) 1227V v 7 LEd,
AT9 T2 RV o—Z4uiattiF, R o—Z2EHT57 34 228" L, [fR1F (Save) 1227 Vv 7 LET,

Secure Firewall 3100 Threat Defense X 2 — b7 v FH A K : i#LA T Firewall Management Center .
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X 28: 3 LLVKRY o—

New Policy

Name:

[ FTD_policy

Description:

[ )

Targeted Devices

Select devices to which you want to apply this policy.

Available Devices and Templates

[ Q. Search by name or value ]

192.168.0.124
192.168.0.155

Add to Policy

Selected Devices and Templates

192.168.0.124
192.168.0.155

4

AR VU o —73 Firewall Management Center [ZiB 1 S 4L 7,

nET,
B129:NATR 1) &—

FTD_Policy

Enter Description

JlEfeE, AU =l — L ZBMT 208N

[ Show Warnings ] m [ Cancel ]

NAT Exemptions Policy Assignments (1)

Rules
[ Filter by Device ] [ Y Filter Rules ® ] [ Add Rule ]
Original Packet Translated Packet
Source Destination o . s
0 " Original Original Original T T "
D # Direction  Type Ig;?;ﬁ:e Iglt)ieer‘f;:e Sources Destinations Services Sources Destinations Services Options

~  NAT Rules Before
~  Auto NAT Rules

~ NAT Rules After

ATv 73 [—LDENM (AddRule) 1227V v 7 LET,

. Secure Firewall 3100 Threat Defense R 2 — + 7 v 4 K : R T Firewall Management Center
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NAT D& E .

ATFYT4 EAL— DO a BB ELET,
H30:ERL—ILDAF T ay

Add NAT Rule
NAT Rule:
Auto NAT Rule v
Type:
[ Dynamic V]
Interface Objects Translation

« [NAT/L—/L (NAT Rule) ]: [HEINAT/L—/L (Auto NAT Rule) ] Z %R L £,
s [# A7 (Type) 1:[#AF > (Dynamic) ] &R L £,
ATYTS [f v F—T A A4 7 =2 b (Interface objects) ] X— T, [EHARERA LV H —T =2 A AL TV =V

I (Available Interface Objects) ] fEIk O [565 A X —7 = A AA 7 V=7 K (Destination Interface Objects) ]
FEIRICAMNER Y — 2B L £,

R3aM:AVB—TARFTTSzH b+

Interface Objects Translation PAT Pool Advanced
Available Interface Objects Source Interface Objects (0) Destination Interface Objects (1)
[ Q. Search by name ] outside g

T Add to Source I
inside
Add to Destination

2

AT w6 [£# (Translation) | X— T, ROA T a rERELET,

Secure Firewall 3100 Threat Defense X 2 — b7 v FH A K : i#LA T Firewall Management Center .
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32: %%
Interface Objects Translation PAT Pool Advanced

Original Packet Translated Packet

Translated Source:

Original Source:*

[ all-ipv4 v ] + [ Destination Interface IP v ]
- @ The values selected for
Original Port: Destination Interface Objects in
[ TCP v ] 'Interface Objects' tab will be
used

Translated Port:

« [FEDEIETT (Origina Source) 1: [EM (Add) 1(TY %2V v 2 LT, +_COIPVE RT 7 4 v
(0.00.000) ODxy NU—7 AT V=7 FEBMLET,

BE33:FHLWOARY hT—0F TSy b

New Network Object ®
[ all-ipv4 ]

Description

Network

(O FQDN

O Host O Range

C] Allow Overrides

GE)
HE)NAT V— V347 V=7 FEFRO—EE L TNAT ZBINT 5720, VAT LEFRD any-ipvs 4

T2l VEBHTAZLIITEEHA, Fh, VATLAEREDOF TV NERETHZLIXTE
FH A,

o [ 2 D%E[E 0 (Translated Source) ] : [5E5EA o % —7 = A AIP (Destination Interface IP) ] Z %R
L\ivé—o

ATFvTT [#1FE Save) 127V v 7 L TL—ZBIMLET,
=3 b=/ (Rules) |7 —7 /MTRAFSE T,
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| &Ky v—0kE
7oezavro—r—Logz [

ATY T8 NAT X—TT[RIF (Save) 127V v 7 L CEREZBEIFLET,

FHEZRaAL cO—)LIL—ILDETFE

T7AT U= EBERK L&, RO [TRTONTFT7 4 v 7% T 1> (Blockall
traffic) | 7278 A a br— b R =2 LG AE. 77 A7 U — v E@iET 5 b
TT 4T EHATHEL—NER) —GENMTAZMERLYET, 778X 2 bu—b
AU =X, EFICFHI SN OO — N2 EH D T ENTEET,

ROFINATIZ, WEY = BINY — o ~DFTXTD T 7 v 7 ZfFal$ 27 7 & A
/I/—}l/%ff/ﬁﬁ‘z L/i‘a—o

FIE

ATv 1 [R)I— (Policies) 1>[tF 2T 47K — (Security policies) | >[7 2 X Hl{#l (Access Control) ]
BBRINL, A AZED LB THNTWELET 7 Ay ha—LRY —D[#EE (EBdit) ] (&) 227U v
7 Lij—o

ATw T2 Pv—%iBI (AddRule) 1227V v 27 L, IRONRTA—HERELET,

34:3%{8xJ—> (Source Zone)

Add Rule

Name [ inside-to-outside ] Action rs"“:? Allow v B Lc
Insert |into Mandatory v @ Intrusion Policy | None

Q Zones (1) Networks Ports Applications A Users URLs Dynamic Attributes VLAN Tags
Clear Selections [ Q Search Security Zone Objects ] Showing 2 out of 2 | Selected 1 Selected Sources: 0
s inside (Routed Security Zone)

(J s outside (Routed Security Zone)

Any

+ Create Security Zone Object 3 Add Source Zone

1L ZON—MZAHETZMT £ (72& 21X, insde-to-outside) .
2.[V—> (Zones) 1 DHWNERY — U ZBIRL £,
3. [EfFILY — > DiEN (Add Source Zone) | %27 U v/ LET,
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B 7rcxavro—ni—rome

35:585E Y — > (Destination Zone)

. Add Rule

4.[V'— (Zones) | MHANEEY — BRI L £,
5.[5856 — > %38/ (Add Destination Zone) 1% 7 U v 7 LET,
HMOREITZOEEIZLTBEET,

#2RRY o—nEE |

nsert |into Mandatory @ Intrusion Policy B File Policy | None
Q Zones (2) Networks Ports Applications A Users URLs Dynamic Attributes VLAN Tags
Clear Selections [ Qs rity Zone Objects Showing 2 out of 2 | Selected 1 Selected Sources: 1 Selected Destinations and Applications: 0
8 d Collapse All Remove Al
m & outsid JonE | v 10bject
sic
+ Create Security Zone Object Add Source Zone

ATvT3 (EE) Iy h7ue—RTRY>—FA4 T %27V vy LT, BHEMTONTERY) v—52 D AX< A AL

ij_o

[FL7 4% (Prefilter) ], [{E7%5 (Decryption) ], [EF=UT 4 A>TV Y= A (Security Intelligence) ].
BIRTATT 47 4 (ldentity) 1AV —I%, 77 BAHENL—LVOFHIEHA S NET, ZNHDOR

Vo= NAZIA AT HHETHY FEAN, Xy MU —7 D=— X% L721%.

fFEHTE5 T

7 4 v 7T fastpath Z i (LEEEZ NSARR) L7eW T 74 v 7 %70y LTEDOHRDOUINARTEZ

BRHEDTTHIET, Ry NI =T DNRT =< A& ESEDLIENRTEET,
B 36:7 9 AGHORIERENERY o—

L' Packets » @ Prefilter Rules -+ O Decryption » @ Security Intelligence - O Identity > @ Access Control ‘

[TV T 4 H— b (PrefilterRules) [: 7 74/ DT L7 4 )V Z KR Y —i%, o/ — L &

N5 (GT5) IXNTCTOMNI 74y 7 2BBIEET, T74V IR =MD ENTED
ME—DEHIX, RV NI T 4w 0% [ Tay 5% ZLTT, TRUNATE, HIiLWT L7 o
NWERY —FER LT, o8 (@il) | fastpathLB (IO T = v 7 B /XARR) | Filzid7m v
JTCEDLT VA ay ba—)L R ) — | ZBEMIT D Z &N TEET,

TV 4N EFRTDE, 7 vy 7 Eizidfastpath LEEOWNWT NI L T, b T 74 v 7 BRI HIT
LRI T D2 LT, N T 3= AEAEITEZENTEET, HILLRY —T1E, h
VRN =l T g VB =V EBINTEET, R — BT E, SL—
TX AL GERF L) O/RA A — kU RV E fastpath JLEE, 70w 7 F72EH Y — b TE T,
T T ANEN—NVEFERATHE IPT RLA, A—h, BT 2 ha L TlplsnsIE R xu
N7 7 4 v % fastpath WP FE 72137 0 v 7 TXET,

2z, Ay MU= EOFTRTCOFTP V7 74w o % T7ny 7 L, BHENSDSSH N T 7 4 v
U EEHERAT AL BILWWT L7 4 RY L —FBMNTxET,

« [#% (Decryption) ]: 774 /L hTIE, MEIEEASNEEA, BEE Xy hT—2 b T T (v 7

BT AT A AR v a AZABRT D HETT, REAEDEA. VT T 4 v BEETHIHLET
R ERICHTENTWAEARICORE S TEET, Xy NI —27 2R KBICIRET 72012, '
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| &%Kys—0uE

ATvT4

ATy T5

7oezavra—ir—noszE

B —N—~D T T 470, BEHTERWVWRY NI BT AL LD NT T 4 v 7120,
BER)—2HHTHZ L 2BEIDLET,

c[EX=2VUT 4 A7 Y Y=z A (Security Intelligence) ]: (IPS 7A B ANME) EX=2VUT 1 A
VTNV ARIIT 7 AN N TEDC RS> TWET, X2 VT4 AT VR, EBEOLD
TI7T4ET AT 2H 9 1 DORMPBGET, 5ROl RE T 78X 2> be—b
R —ICETHCEHASNET, X2V T4 ATV V2 A L, VEaT—var 40TV
VU AEMHLT, YA AT ) Ve AR TH B Talos T2 1P 7 KL A, URL,
BLORAAS 4 L0 REZR#RIZT ey 7 LET, REISUT, IPT FLAX, URL, FAA %
EMEZITHIBRTE 7,

GE)

IPS 7A B ANRWEA, ZORY—iE, 77®A arba—L R —THEFRENTH
THEINEEA,

(TAT T 474 (dentity) 1: TAT T AT 41 ET 74V FTIHEHENEFA, 778X 3
fa—= VRV —ICLD T 7 4y 7 OB ZFFATLHR1IC, 22— —IZRGEAZ ERTE E T,

EE) 77 B AHEA— L ORICEH SN DRARY —2BML £,

RARV —I1E, FT7 747 0tFxa )T 4B EBRET DERFHLO—HEOR AL L ORAM 1L
A% ETY, Firewall Management Center (21X, ZHD T AT MMEHOFR Y U —NEEN TR, TOFEEH

el
D

a)

b)

ITHZEBNAEARTHIELTEET, ZOFETIEH, VAT LARBHEORY v —2FHZLE

R AR Y v — (Intrusion Policy) | KRy 77X URX R 227U w7 LET,

K 37: R T LREOBARY O—

@ Intrusion Policy [|Nome A]

ags
Balanced Security and Conne
Selected Sources: 1

Connectivity Over Security
Collapse All

Jone | v 10bject Maximum Detection

& inside_| Security Over Connectivity

U2 RDEY AT AEREORY > —% 1 OBIRLFET,

FEAEDZ—R T —ATIE, [NTADENTEFX 2 YT ¢ LHME (Balanced Security and
Connections) ] ZH#ELE L TV E,

EE) 77 B AHEA—LORICENEND 7 7 A VRY —&BIL£7,

a)

[7 7 AWK Y v— (FilePolicy) | Ke vy XU VA NET7 U v 7 L, BEIFORY > —%RIRT 50,
[Z77ANAKRY —U A M%BI< (Open File Policy List) ] Z3#R L TR U > —ZBIML£7,
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BEARY S —0HE |
B s os—ozzxcosshoEmit

38: 7 74 LR — (File Policy)

Ee File Policy [Nune /\]

Open File Policy List” '
ns and Applicatio

LR Y —DBE1E, [[RY— (Policies) [ >[tEFa ) TR >— (Security policies) 1>[<
W7 ET74A4IL (Malware& File) 1] X—Y B0 ¥ 7Tl £,
b) AU —DIERDFEMIZ- OV TIL, Cisco Secure Firewall Device Manager 2> 7 4 ¥ = L —3/3 » JiA
REZBLTIZSN,
c) [V— DB (AddRule) |"X—VIZRY, Fay 7 X7 URAMNLH LIER LIZARY > — %8R
l_/i‘a_‘o
ATv76 [EH (Apply) 127V v27 LET,

L= =L (Rules) ] 7 — 7 /WZBME L ET,

AT TT [#RT7F (Save) |22 U w27 LET,

NEBA B2 —T 24 ATH SSH DEN1E

OBV a TR AL A —T oA AD SSHESEEZ BN LT, 77 AT 74—/
ZUE—FOLEITEDL LT EHECHOWTHALET,

T 7 /v b Tlid, PIHIERERHIRA Y — R&HRE LT admin 2— — 2 T& F9,
Flg

ATV T [TINA R (Devices) > TS5y b T+ —LEEE (Platform Settings) ] %41 L T, Firewall Threat Defense 7~
U —% BT 0 mE L £,
AT 72 [SSHT 7 A (SSH Access) | ZE#IR L £,
RATY T3 SSHEGE TN T DA L F—T A ALIPT RLAERRELET,
a) [BM (Add) 127 Vv 27 LTH LWIL—LA2BINT 250, [fmE (Bdit) 1227 Y v 27 LTBEFOL—
NERRELET,
by N—ADTaNRT 4 ERHELET,
«[IP7 RL-Z (IPAddress) ]: SSHEE AT AI T DB A NEIERy NY—V ERET D1y NU—
IAT ) NERIIITN—T, T V=27 b Ray X0 Ama—0n6@IRT 50, £/2
X[+ 27V v 7 LTHLWRY NT—7 4TV FEBMLET,
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| xRy o—nHE
zzorn [

o [ AIREZ R Y — /A % —7 =4 A (Available Zones/Interfaces) |: [BIRL7=V —1/f ¥ —7 =
A A (Selected Zones/Interfaces) ] U A hD FD 7 —)L RIZHHEE Y — 2 ZB I 50 THM8B) A >
Z—TxA X% &AL, B (Add) ] 227V >y 7 LET,

39: 5484 VB3 —T =4 XTDH SSHDEE

Edit Secure Shell Configuration ®
IP Address*
[any—ipv4 v ] +
Available Zones/Interfaces (6 Selected Zones/Interfaces
[ Q. Search ] [ Add ]
DMZ
inside
outside

outside I Add
Cancel m

¢) [OK]Z7 Vw7 LET,
ATy 74 [Sawve (RE) 127V vr LET,

AT, [[ERA (Deploy) >R (Deploy) JIZBEIL T, FIV Y TT M AR o—%RHETE S X
N7 ET, BHEITIRY —%REHATLETHMIRY $H A,

=1L =

=X TED R
REDEFR 2T NAAIEHLET, BREZREATLIETIE, XA A LTEODEL LTV
T4 7N A,

FIE

ATy 1 HEO[E (Deploy) 127V v27 LET,
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#2RRY o—nEE |
| B

X 40: FREH

£

pepioy| @ & @ \

AT 72 REREMOLEIE. FEDTNAADF =y 7Ry 7 Z%A A LT [EBH (Deploy) 1227 U v 2 LE
ED

M1 BRL=2DERR

Q Advanced Deploy | A D Ignore warnings Deploy
1010-2 I Ready for Deployment
D 1120-3 I Ready for Deployment

7203 [TTER (Deploy Al) 1227V v 7 LTTNTOT A ZTRBALET,
42: 3 RCRAH

Q Advanced Deploy | A D Ignore warnings ST [0 |
D 1010-2 I Ready for Deployment
D 1120-3 I Ready for Deployment
D 1120-4 I Ready for Deployment
D ftd-cluster1 I Ready for Deployment
D ftd1 I Ready for Deployment
® 5 devices are available for deployment :0)

ENLSNOGEIL, BIOREEA T v a U EFET HT-O, [@E/RER (Advanced Deploy) 1 %7 U >
7 LET,
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K
luly

EARY L—D
zzorn [

3. E5ELTER

1 device selected
[Q Search using device name, user name, type, group or status ] Deploy time: Estimate Deploy

Pending Changes Reports

D Device Modified by Inspect Interru... Type Group Last Deploy Time Preview
> [ fan rboersma, System FTD Feb 26, 2024 11:09 ... B | Ready for Deployment
> () ftd-clusterl rboersma, System FTD Feb 22, 2024 10:36 ... @ | Ready for Deployment
v 1010-2 rboersma, System FTD Feb 22,2024 11:09 ... B | Ready for Deployment
o ~ Access Control Group
Access Control Policy: in-out R rboersma, System
®
Intrusion Policy: No Rules Active 2 system
R Network Analysis Policy: Balanced Security and Connectivity Q system

~ Device Configurations
Interface Policy R rboersma

~ Flex Configuration

Template Policy: Unassigned R rboersma
v NAT Group
Manual NAT Rules: interface_PAT R rboersma

v Security Updates
Rule Update: (Isp-rel-20240311-2013)

AT9 T3 BEBKIHILIZZ L 2R LET, BHOAT =X A2 HKRTHIZIE, A==2——0 [JEH (Deploy) ]
REOFEMCHDTAarEzs7 )y 7 LET,

U:BEART—E2R

Deployments  Upgrades A Health @ Tasks 2 ‘ O Show Pop-up Notifications @

H 1running 6 success 0 warnings O failures [ Q Filter ]

¢ 1010-2 Deployment - Policy and object collection 10% == s
complete.

@ 1120-3 Deployment to device successful. 2m 39s

© 1120-4 Deployment to device successful. 2m 43s

© 31101 Deployment to device successful. 1m 38s
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