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£75
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« IR EDFELT (2 —)

» Management Center ~D 7 7 A 7 U 4 —/L DXk (10 X—)
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Firewall Management Center Z BEH OEBL 1/1 A ¥ —T7 = A AR L E T, EFBR Y U —
ZI1E, BHDIZDDA B —Fy h~DT I ANBETT, 72exE, 77AT 74 —/b
HEZ LT (e xiE, Wl NV—2 I8k THoZ LIck» ) Ry NU—V %A
VHE =Ry MIEHRTEET,
s a2V —)LT XX DI : Cisco Secure Firewall 3100 (21X DB-9 to RJ-45 > U 7 v r—=7
ADPFIE LT DT, #2123 — K/3—F £ D DB-9-to-USB >V 7L —7 /LD
WEADMBEIZ R D80 H 0 £77,

«SFP A —H¥ 3w b 1/9 LIBEOR— MIEY (i ET,

FANZOWTIE, "= R =2 7RETA F2ZRLTIZE0,

=111
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B ossco=s

Management 1/1

" Outside “w= Internet -
DHCP from mgmt nw 4

Console
por:t
“ad C*O TS o
s 0¥ 59 e[S
s O T T3
~ Mgmt * [ Inside * Y ( S
e e s
Other data networks
Management Management center
computer

S ey
AR TEDET
Cisco Secure Firewall Device Manager £ 721X CLIZfEH LT, 7 7 A4 7 U + — /L OFIHIERE & F
TLEY,

E = . — ~ :\‘
EERTE : TN RAIR—T ¥
TOHEEFERTLE, T AT U=V ERGE LG, BEA VX —T oA ATIMAZTRD
A B =T 2 ANERRESNET,
e A —Pxy M1U/IL: 45 . DHCP 6D IP 7 KL A, IPv6 BEIERE
oA —Y v b 1/2: THER] . 192.168.95.1/24
e F 7 4 )L hb— bk AERA X —T =4 AT DHCP 4 L THEUS
« IBANA > % —7 = A A : Firewall Device Manager 7> DA > % —7 = A AFETT N TH
Fanxd,

DR E (WO DHCP #r—/N— 77X avrfep— L R o— X274V =
&) RS EE A,

FIE
ATFYT1 a o a—ZENEA X —7 =4 A (Bthernet 1/2) (28 L E7,

AT w 72 Firewall Device Manager (22 7 1 > L %7,

a) https://192.168.95. 11C A F 9,
b) —W—% admin £ T 7 4/ hXRAT— K Admin123 2 AL T /A LET,
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¢) —MHKEFRATREL, BHE AUV —R2LEETL L9 IkRODBNET,
ATV T3 By v v T U= FEHEHLET,
B 1:[7/31 RDFRE (Device Setup) ]

Device Setup Configure 2 Configure 7)) Smart License
Internet Connection Time Settings Registration
: & Internet

&8 DN Server
MGMT /1 13 15 17 179 1/

. @ @ @ IQ G ISPIWAN/Gateway @ NTP Server
EEE OO

CONSOLE /2 1/4 1/6 1/8 1/10 1/12 SFP

3 Inside Network

GE)

EfE2AR— FEREX, BT MICE - TERRY 7,

a) A HA—T oA ALEHA L H—T oA AEHELET,
R2:€428—FY bADT7 AT 9+ —ILDEE

Connect firewall to Internet

The initial access control policy will enforce the following actions.
You can edit the policy after setup.

Trust Outbound Traffic Block all other traffic
This rule allows traffic to go from The default action blocks all other
inside to outside, which is needed traffic.

for the Smart License configuration.

Outside Interface Address

Connect Ethernet1/1 (Outside) to your ISP/WAN device, for example, your
cable modem or router. Then, configure the addresses for the outside interface.

Configure IPv4

Using DHCP v

Configure IPv6

Using DHCP v

NEXT Don't have internet connection?
Skip device setup
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1. [NERA v X —7 A AT KL A (Outside Interface Address) ] : @ A HPEDFEEE FEL T\ 5
B, FIP T FLAEBRHLET, By N7 v 7O 4 —R&MH L TPPPoE 3% ET 52 &
ILTEERFAL, VP — FOETHIZ PPPOE #3XETX £ 7,

2. [EPA X —7 = A A (Management Interface) |: HEA L X —T = A AD P 7 KL ADOEREX
Ty T v T4 = RICEENEEADR, ROA T a v ERETEET, HUIPT RL A%
HEHTL2UERH LS. FIEAT v 74 =) Z2ZRLTIZSN,

[DNS#— 3 (DNSServers) |: A7 LAOEHT KL AH D DNS H—/, 7 7 4L KL OpenDNS
/X7 Y w7 DNS H—/3T9,

T7AT 24— ILDRR b4
b) [WEZIE%E (NTP) (Time Setting (NTP)) | Z#E L., [k~ (Next) 1227V v 27 LET,
B 3:BEZIRE (NTP)

Time Setting (NTP)

System Time: 11:56:20AM October 03 2024 -06:00

Time Zone for Scheduling Tasks

(UTC+00:00) UTC N

NTP Time Server

Default NTP Servers v
Server Name
0.sourcefire.pool.ntp.org

1.sourcefire.pool.ntp.org

2.sourcefire.pool.ntp.org

NEXT

c) [BEETIC 90 HEOFHLEAR % B4k (Start 90 day evaluation period without registration) ] % &R L %
hd‘o
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Register with Cisco Smart Software Manager

Register with Cisco Smart Software Manager to use the full functionality of this device and to apply
subscription licenses.

What is smart license? (3
O Continue with evaluation period: Start 90-day evaluation period without

registration
Recommended if device will be cloud managed. Learn More (2

Please make sure you register with Cisco before the evaluation period ends.
Otherwise you will not be able to make any changes to the device configuration.

Firewall Threat Defense % Smart Software Manager [Z %8k [L72\) T EE W, TXTOT A B R
Firewall Management CenterCDO CTHE4T & 7,

d) [T (Finish) 1%227 VU > 7 LET,

R4:RDRTv T
Q ><

The Device Is Up and Ready to Be Configured!

What's next?

Device will be Cloud Managed Standalone Device

@ Configure Interfaces E]

Connect inside ports to internal devices

@ Configure Policy 07

Manage traffic

GOT IT

e) [A¥ L F7 a7 /31 A (Standalone Device) ] Zi®IR L, [THE (Gotlt) ] ZiBINL £,

ATy 74 (EE) BEHALUH—T oA AIHMIPT RLAZHRELET, [T/34 A (Device) |>[A > F—T =LA
A (Interfaces) | DEIA L X —T = AR LTI &0,

ATY TS BINOA U H—T 2 ZERETDHHEIE, [T/ A (Device) [ZER L, [/ ¥ —7 = A A (Interface) ]
OV~ —ZbdrV 7527 ) v LET,

AT9 76 [T/INA R (Device) 1> [P AT LERTE (System Settings) | > [EHEHE (Central Management) | DJIEIZ 3
R L. [T (Proceed) 1%~ V » 7 L T Firewall Management CenterCDO |26k L £ 97,
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[Management Center/SCC/Details] # 7% & L 7,

G¥)
HWR—2 g ik, ISCCl o Vic ICDOY EERENDZENHY 77,

5: Management Center/SCC 0 54

Management Center/SCC Details

Do you know the Management Center/SCC hostname or IP address?

@ Yes O No
Threat Defense Management Center/SCC
10.89.5.4 10.89.5.35

fe80::6a87:c6ff:fea6:5480/64

Management Center/SCC Hostname or IP Address

10.89.5.35

Management Center/SCC Registration Key

©
ways Se C
Connectivity Configuration
Threat Defense Hostname
1120-4
DNS Server Group
CustomDNSServerGroup v
Management Center/SCC Access Interface
management (Management1/1) v
Type: Static IP Address: 10.89.5.4 / 255.255.255.192 Edit

a) [Do you know the M anagement Center/SCC Hostnameor IP address] (2%} L, IP 7 RV A E/=iIA A b
4 % F L C Firewall Management Center (22|53 C & 235513 [Yes] %, Firewall Management Center 7
NAT OWNANZSH 50>, /X7 U w7 IP T RUAEZIIEA MR WEEIE [Nl 227 U v 7 LET,
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ATy IT1

ATvT8

b)

d)

omgE: Fi12vx—or |

[Yes] &84k L7=35A1%. [Management Center/SCC Hostname/I P Address] (IZAJJ L E9,
[Management Center/SCC Registration Key] Zf5& L £,

ZOX—IE, 77 AT UA—/EEELT H & XT Firewall Management Center CHI5ET AR D 1 [H]
BRY OXERF—TT, BERF—1L2 ~36 LFTHOILERH Y T, AHRLTFITE. T (A~
Z. a~z, 0~9) . BXUONA T (1) ZeEnHY EF, Z@ID I, Firewall Management Center {Z %
T DEBDOT 7 AT VA — VIR TEET,

[NAT ID] #$5E L £,

Z ORI, Firewall Management Center CHEE T HIEED 1 BIRY OLFINTY, WG DT /A

ADIPT RUARDI > TWDHHATEH, NATID 245E 95 2 & 23 L £9, NATID i%2 ~ 36

LEFETHLMLEND Y £T, AR CFITE, 387 (A~Z, a~z, 0~9) . BEXUONA 7 () 7
ENHY E£3, ZDOIDIL, Firewall Management Center |2 &Gk DD 7 7 A 7 0 4 — VIZIIfH TT
TFEHA] , NATID X, ELWT AL ANSLDOHERTH D Z L 2HERTDHIZOICIP T FLA LA
AbhETHEASNET, IPT KL A/NATID OFRGEEIZOR, kX —0NF = v 7 ShEd,

[Hkc DX & (Connectivity Configuration) | Zi%E L £7,

a)
b)

¢)

[Threat Defense® 7 A t 44 (Threat Defense Hostname) ] Z#f57E L £,
[DNSH—/3—72" L —=" (DNS Server Group) ] Z5E L 7,

ZHUTT TICREL TWETH, BFEO 7 NV—TZRIRT 50, LW A—T%2ERLET, 77+
JL R ® DNS 7 /L— 7% CiscoUmbrellaDNSServer Group & FEIEAL, OpenDNS H— R—NE EE T,

[Management Center/SCC Access I nterface] T [Management Interfacel #7 V v 7 L9,

[#35 (Connect) 1 %27 VU v LET,

[Bgk AT — & A (Registration Status) | %A 7 12 77" v 7 A2, Firewall Management CenterCDO %k D B E
DAT —=HANFRSNET,

6: IEE &S

Registration Status

ssful Connection with the

Succe

Management Center or CDO

You can now manage the threat defense using the management
center or CDO. You can no longer use the device manager to manage
the threat defense. See the threat defense getting
management center configuration gui

started guide (2,
2.or
CDO configuration guide [ to configure your device.

de
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II #MEASKE : cLl

ATvT9

AT — 4 AT C [Saving M anagement Center/ Registration Settings] ® TJIE% 9217 L 7= & Firewall Management
CenterCDO (BB L, 77 A4 7 U4 —/V%&iBII L E T, Management Center ~D 7 7 A 7 7 4 — /L DAk
(10 ~—2) ZZRLTIIEEN,

#EIERE : CL

ATy I

ATy T2

CLIty N7y 7RZ7 U F 2R LT, BHAOEMIPT LA, ¥Y— b= A, BEOZED
oHARY NT— I H/EEZITVET,

FIE

oY —)LiIR— MZ#E%E L T Firewall Threat Defense CLI (27 7 7 A L £9°, Firewall Threat Defense CLI -~
DT 7 AEZRLTIEIN,

A LR —T A ZADREADCLIEY N T T 27 ) X E25E2T LET,

GE)

RERIZVT (Ez2iE, A A—VZ2HEERTDHIZEICEY) L&Y, CLI®y hT v 7 A7 T
MY IRT Z LI TEERA, L, ZRHDORET N TIL, #7226 CLI T configurenetwork =~ >
RZEH L CTEHE TX £3, Cisco Secure Firewall Threat Defense =~ > R 77 Lo 22 L TLEX
AN

You must accept the EULA to continue.
Press <ENTER> to display the EULA:
Cisco General Terms

[...]
Please enter 'YES' or press <ENTER> to AGREE to the EULA:

System initialization in progress. Please stand by.

You must configure the network to continue.

Configure at least one of IPv4 or IPv6 unless managing via data interfaces.
Do you want to configure IPv4? (y/n) [y]:

Do you want to configure IPv6? (y/n) [y]: n

HABUR  ZN6DEATDT RLADLRL EH 12120 Ty 2 AN LET,

Configure IPv4 via DHCP or manually? (dhcp/manual) [manuall]:

Enter an IPv4 address for the management interface [192.168.45.61]: 10.89.5.17
Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.255.192

Enter the IPv4 default gateway for the management interface [data-interfaces]: 10.10.10.1

Enter a fully qualified hostname for this system [firepower]: 1010-3

Enter a comma-separated list of DNS servers or 'none' [208.67.222.222,208.67.220.220,2620:119:35::35]:
Enter a comma-separated list of search domains or 'none' []: cisco.com

If your networking information has changed, you will need to reconnect.

Disabling IPv6 configuration: managementO

Setting DNS servers: 208.67.222.222,208.67.220.220,2620:119:35::35

Setting DNS domains:cisco.com

B o7 79— Lor—TJ LR EBR
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Setting hostname as 1010-3

Setting static IPv4: 10.89.5.17 netmask: 255.255.255.192 gateway: data on managementO
Updating routing tables, please wait...

All configurations applied to the system. Took 3 Seconds.

Saving a copy of running network configuration to local disk.

For HTTP Proxy configuration, run 'configure network http-proxy'

Manage the device locally? (yes/no) [yes]: no

#4 & 2R : Firewall Management Center % i 1354515, no E AL E T,

Setting hostname as 1010-3

Setting static IPv4: 10.89.5.17 netmask: 255.255.255.192 gateway: data on managementO
Updating routing tables, please wait...

All configurations applied to the system. Took 3 Seconds.

Saving a copy of running network configuration to local disk.

For HTTP Proxy configuration, run 'configure network http-proxy'

Configuring firewall mode

Device is in OffBox mode - disabling/removing port 443 from iptables.
Update policy deployment information

- add device configuration

- add network discovery

- add system policy

You can register the sensor to a Firepower Management Center and use the
Firepower Management Center to manage it. Note that registering the sensor
to a Firepower Management Center disables on-sensor Firepower Services
management capabilities.

When registering the sensor to a Firepower Management Center, a unique
alphanumeric registration key is always required. In most cases, to register
a sensor to a Firepower Management Center, you must provide the hostname or
the IP address along with the registration key.

'configure manager add [hostname | ip address ] [registration key ]'

However, if the sensor and the Firepower Management Center are separated by a
NAT device, you must enter a unique NAT ID, along with the unique registration
key.

'configure manager add DONTRESOLVE [registration key ] [ NAT ID '

Later, using the web interface on the Firepower Management Center, you must
use the same registration key and, if necessary, the same NAT ID when you add
this sensor to the Firepower Management Center.

>

Firewall Management Center % f§7€ L £ 77,
configure manager add {hostname | IPv4_address| IPv6_address| DONTRESOLVE} reg key nat_id

« {hostname | IPv4_address | IPv6_address| DONTRESOLV E}—Specifies either the FQDN or IP address of the
Firewall Management Center.Firewall Management Center % [H#27 RN L Z$5E T&Z 2V GE 1T,
DONTRESOLVE i L £, ZOHEIE, 7747 U4 —/v3, BERERIP T N L AL/ I3R
AN EFFS TWDRERH Y 7,

» reg_key : Firewall Threat Defense % & $#k 7% & % (Z Firewall Management Center CH g E T HLED T
FA DEBEF—EIRELET, BHRF—32~36 LT THOILEND Y T, AZRILFITIE, =K
F (A~Z, a~z, 0~9) | BIONA T (1) 2EBHY ET,
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« nat_id : Firewall Management Center CTHfiET 5, fEET—ED 1 FERY OXFHNZHE L £, NAT
ID X2 ~36 LT THLHMBENRD Y £, AT, FHT (A~Z, a~z, 0~9) | BELUA
A7 (1) RENRHYEF, ZDID X, Firewall Management Center (28§93 DM DT /A 22 |3fE
HATEEEA,

1 -

> configure manager add fmc-1.example.com regk3y78 natid56
Manager successfully configured.

Management Center ~D 7 7 1 7 ) 4+ — LD E %

7 7 A 7 U #—/V% Firewall Management Center |Z &8k L £ 7,
Fig

AT 71 Firewall Management Center (212 71 > L7,

a) WO URL Z AN LFET,

https.//fmc_ip_address

b) 2=V —ZLAXRT—FEZANHLET,

c) [mF A4y (Loglh) 127 Vv 7 LET,
AT9 T2 [TINA R (Devices) |>[T/314 REH (Device Management) &38R L £,
ATY 73 [Add] Rr vy XU A =a—n5, [|[Device(Wizard)] ZER L £,
AT T4 [BEX— (RegistrationKey) %27 U7 L, [k~ (Next) 1227V v 7 LET,
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Management Center ~D 7 7 1 7 0 A — LD & .

7: TN ADEFHE

Add Device (Wizard) ®

o Device registration method

Registration Key Serial Number
Register device using registration key

Cancel

ATV TS wNTF RAAL VBETIE, Fey 7 XU U ARPL[RAA Y (Domain) | Z#IR L, [k~ (Next) ]%
7V w7 LET,

X 8:KAALY

Add Device(s) ®

@ Device registration method

‘ Device registration method Registration Key
e Domain

Domain *

[GIoba[/Pubs ® v ]

Pre‘Iious m

Cancel
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ATV T6 @HEOEBROBEII [T T4~V ~%—T% (Primary manager) 1 %27 U v 27 L, 2777 R{EATE Firewall
Management Center TEHIL XN TWNDT A ZAOHAENT [DHTHEH~ % — % (Analytics-only manager) ] %
7y LET,

9: Management Center ® 0 — )L

Add Device (Wizard) ®

@ Device registration method
Device registration method Registration Key

e Management Center Role

@ Primary manager O Analytics-only manager (with Security Cloud Control)

You are using this management center for all policy configuration, logging, analytics, and upgrading.

Beovions m

Cancel

AT TT [T/3 ZAOWWFEE (Initial Device Configuration) ] T, [J&EA (Basic) ] &#7 VU v 7 LE9,
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10: T34 ADAEAHRE

b)

<)

AT ENTEET,

Add Device (Wizard)

@ Device registration method

‘ Device registration method Registration Key
@ Management Center Role

‘ Management Primary manager

o Initial device configuration

Choose initial device configuration method
@ Basic O Device template
Apply basic configuration, including the access control policy.

Access Control Policy *
wfx_automatio... ® ~ +

Smart licensing

Performance tier (threat defense virtual only)
[FTDVSO -10 Gbps v ]

Carrier

Malware Defense

IPS
URL Filtering

Ensure that your smart licensing account has the required licenses.

Transfer packet data as well as event data to the management center for inspection.

ATV T8 [T/34 A0 (Device details) | ZHE L £7°,

Management Center ~D 7 7 1 7 0 4+ — )LD & .

frevious m

Cancel

BERIRF T A AZBBAT 2D [7 7 A2 ha—/LAR Y 2— (Access Control Policy) ] % i#&R
T50, FTLWARY =2 LET, HTLOIMLERSHDLZ ENDNSTNDENALT A XFEHD
KU —NTTIZHILGEERNT, [HTLWA YU > —DFERL (Create new policy) | # 3R L, [TXT
DLNZ7 4y 7% 7my”7 (Blockalltraffic) | ##IRLET, B TCINELELELTCNT 7 4 v 7 &FF
(7 72 ZHIENL—NVORE] 2ZRLTITEEN,

TR, AT D [A~— T A& A (Smart Licensing) | 71 &> A &R L E7,

[ R T L (System) 1>[T4 2R (Licenses) |>[AN¥— kS 4 2R (Smart Licenses) ] ~2— 7>
B, TRAAZBMLIERICTA B AZEHAT L0 TEET (BFXF2T7 2747 UE—|
TI7EAVPN 74 B RAEET)

[k~ (Next) 1227V 7 LET,
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ATy

11:7/34 ADF$H (Device Details)

Add Device (Wizard) ®

@ Device registration method

‘ Device registration method Registration Key
@ Management Center Role

‘ Management Primary manager
@ Initial device configuration

’ Access control policy wfx_automationPolicy123

o Device details
Host Display name *
[ 10.89.5.41 ] [ 3110-1 ]
Registration key * Device group
[ e ] [Se\ect... v ]
Unique NAT ID

[ 31101 ]

Note: Either Host or NAT ID is required.

Previous

Cancel Add Device

[RA K (Host) 1IZiX, BT NAADIPT RLAZIFARAMNEANLET, T34 2DIPT K
VAWM E (NAT OE#ICH L5670 E) X, 207 4=V FEZEAOEEITLET,
[#1°4 (Display name) ] 7 4 —/V KiZ, Firewall Management Center CD T /31 ADEKR4 % ANTI L E
T ZOARNIEETEERA,
[k — (Registration key) ]1Z1%, FIHIERIE & Al CBERF—2 AN LET,

(&) T/ A% [T A7 )L—F (Device group) ] IZBEML £,
[~ EONATID (Unique NAT ID) Ji2i%, #WIsRE LR ID Z A LET,
[/ > F DRk (Transfer Packets) | F = v 7Ry 7 A% AN LT, BAAXRY MRRETHZW
2. TN APKRED 721237 » b % Firewall Management Center (2512635 X 912 L E 7,

RBAANR RN EIZ, 7L AT AN MEREAXRFE NI T =L Ty NEBREDTZDIC
Firewall Management Center |25 L3, O T T a U EBHICLIELEE. A X2 MERTZ TN
Firewall Management Center (23515 S4L, /X7 v MIEE S NVER A,

[Add Device] 7 U v 7 LET,
Firewall Management Center 737 /XA AD/— kB — F & fifgg L CBE #2325 £ TS, K2 00005

5

AR £, BENKDITEE, TS AN R MGBINERET, KRLEEEAR, =79 —A vk—

UBRFREINET, T ZAOBEITKIE LI GEIT, ROBEH 2R LTI EEN,

B o7 79— Lor—TJ LR EBR
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eping : T3 ADCLIWZT Z7&®AL, ROz~ R&EMiH L T Firewall Management Center ® IP 7 K L/
AD ping HFITLET,

ping system ip_address

ping 3P L2 WA TX, shownetwork =~ > REH L Txy NV — R ELHRLET, 754
ADIPT RUVAEETT HXHNEH 5854 1%, configurenetwork {ipv4|ipv6} manual =2~ > K% {# ]
LET,

« BekF—. NATID, 3 J O Firewall Management Center IP 7 K L A : [ 5 DT /34 A Tl U GkS—
EHEAL WA Z 2R L, AL TWAEAIINATID 2 H L T\ 5 Z L 28 LEJ, configure
manager add =~ > REHEH LT, 7/3 A THEREF— L NATID % ETH I LN TEET,

NI TN a—T 4 T OFFMI OV TIL, https://cisco.com/go/fme-reg-error &S M L TL 72X 0y,
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