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HHOERR v U — 7 T Cisco Secure Firewall Management Center ZfEfH L C7 74 7 7 4 —
NEERLET,
c T AT VAN DEROKLA (1 =—)

e A UA =L ENTWABT 7Y r—3 3 (Firewall Threat Defense £ 721X ASA) DffEiR
(32—=Y)

» Firewall Threat Defense CLI ~D7 7 £ A (4 X—)

e N—=Va VOB EEHA A= (58—)

e TA B ADELG (6 X—)

o (MWERGHE) 77AT U —/LOEBEROYIW (8 ~—)
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VAT LADERIT, VAT U NAOFHERIIH D v I—E ﬁ24/? Lo THIE S E
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Xy hEDURYR— &, VAT LAY T b T7x7%4:(}°—7‘%50)43&£%0) U R 7 38
SNFET,
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G¥) T AT U —)LEHOTEREIT S & XX, Firewall Threat Defense D FIHAILIZHI 15 ~ 30 43D

ANV 3
1R8O DRI
T7AT U A=/ LTREEOESWED 2G5 Z EAEE T (BFEEREE

(UPS) AT 2572L) . mAIDY Y v NE UL EITORWTEDNRRKRDNLD & Ek&
T AN AT AOBREG A X ITHREMERH Y £4, Ny /I RTIEEICEE0 7
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FIE

ATV Tl BEa—FE2 77 AT U4+ —LC8E: L, BEa Y MOERELET,
AT T2 vy —2OFET, B a— NCHET 20 v I —EBRAA v F2EH L CERE A I LET,
R 1:EREARE

Power switch

ATY T3 LED DBIED AT —F A &R L E7,

B 2:LED
(1
L alnaln, OOO
g Secucr:echi:wall OOO
3100 Series
Managed LED > @
u s ®
System LED >8 ¢ :
Power LED ——> & © [
N

¢« FBIRLED : $ka THIT L CWAEAIE., 77 A T U+ —VDOEBRNA N> TNWA I EE2EBERLE
7,

e 25 A (S) LED : IROBHEEZ B L T ZE W,

£1:VRTL (S) LEDDENE

LED D EE Bl TNNAZADEREANT-RDE
B (9 #)
e SR EE 01:00
FL DB TEEAR (27— BRI LE L 01:00
BN
R T EAT T —aryRa— RER [15:00 ~ 30:00
F L=
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A VR M=ILENTWSBT7 T4 — 3> (Firewall Threat Defense F7=(% ASA) DHESE .

LED O EN{E ERBA TNAADEREANT-RDEF
M ()

FL VTR (T —REe) |77V r— g ror— KiZ& [15:00 ~ 30:00
LE LR

AR M=ILENTWST7 TY 45— 3> (FirewallThreat
Defense = 7-1% ASA) DHIEEER

Firewall Threat Defense & ASA O OT 7Y r—ya v, N"—KRU=7 THER—FEINT
WET, VbR — MIEERE L, BRI A VA R— AL SN TWET S r—v a U &k
BLET,

FIE

ATFY Tl v — LR — MNIEELET,
®3:avy—)LR—

RJ-45 console

|
HE
oy D=
oo
o

{
i
20
<G

iIE

ATFvFT2 CLIZ7ua 7 w25 LT, 77 A7 74+ —/L T Firewall Threat Defense £ 7213 ASA BN FE TSN TN EMNE
IMMEMERLET,

Firewall Threat Defense

Firepower 2 27 A > (FXOS) 7RV 7 FMRRRINET, 27 A L THLWRRA Y — REAREETIC
U5 EMTEET, B/ VA2 TTHHMENRS 5356 1%, Firewall Threat Defense CLI f\O)Tﬁ’E
A (A=) BEERLTLEEN,

firepower login:

ASA
ASA 77 I RFEREINET,

ciscoasa>
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. Firewall Threat Defense CLI ~D7 ¥ X

RT3 BESTT 7V r—a URETEINTWBEAE1E. Cisco Secure Firewall ASA 3 X OF Secure Firewall Threat

Defense Ff A A —Ab A FESRLTL f:éb‘o

Firewall Threat Defense CLI ~D 7 7 £ X

ATy T

ATy T2

ATvT3

REFFIIN T TINY 2—FT 4 T DDICCLICT 7B AT HUERBAEENH Y 1,
FE

oY —biR— MR L ET,

4:aY—)L R—

RJ-45 console
|
s-;éé-ﬂ‘ OCQ JO @OOOC
e [
=|[Je-
o

co»
°

FXOS IZ#Hfe LE ¥, =—H—4% admin £ XA TU—F (F7 /b MI Adminl123) Z{#EH L TCCLIIcn
A LFET, FlOTa A Lizd&, RAV—FREZEFTITLL9ROBNET,

firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...1]

Hello admin. You must change your password.
Enter new password: ***xkxkkk*

Confirm new password: ****xkxkxk*

Your password was updated successfully.

[...]

firepower#

Firewall Threat Defense CLI (225 % L £,

GE)
W >~ 7 v 7T Firewall Device Manager % {# 3" % 354 1%. Firewall Threat Defense CLI (27 27 & X L 72
WTL7ZEW (T7278AF5L, CLLEy Ty 7RBEnET) o

TrnyyFrreya=v7 ORa CLILTZ7EAL, ¥y b7y T A7 V7 b EF(TLIE L ZITRD
70‘3 ‘/70}‘){ /t*‘f/ﬁxiéﬁéﬂfii}%é\ﬁi\ [n] %ﬁ%*ﬂbjﬁj— |—Do you want to configure IPv4? (y/n)
vl BIOD o you want to configure IPv6? (y/n) [yl :] o F-. OTa T NTTF 74V D
N—HN~3—T YRR TIHIVLENLY £9 ¢ |—Manage the device locally? (yes/no) [yes]: | o
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connect ftd
Firewall Threat Defense CLI [IZ#]D CTHife 92 &, #Iflty N7 v 72 TT 5L ITRDLNET,

&1

firepower# connect ftd
>

Firewall Threat Defense CLI Z#4& T3 51213, exit £72idlogout 2~ K2 AN LET, ZDa~vr Nk
V. FX0S 7ur v 7 MIREY £,

1 :

> exit
firepower#

» N~ -~ = & O

N—2aVDEREBA »—21t
T AT U A= NVEFRETDIANIHGNA—Ta A VA N—NLTHZ LD LET, §
DHEL LT, B#RICT v 77— RE2FETTH2 b TEETH, REZRRTL7 v 7
JL— T, ZOFIREZHEHT 2L bRERDPDLL25E1HD 9,
EIT9HN—Tay
VIR 2T Zyra—= R N=Y0) Y —=AFLZOICH DL, BEOEPNTN D Gold
Star UV — A% F(T79 5 Z & 2 BEID LE T, https://www.cisco.com/c/en/us/products/collateral/
security/firewalls/bulletin-c25-743178.html TRl S N TW5H U ) — AR Z ST 52 L H TE

i ‘j—o
FIE

ATV T1 arV— R — NG LET,

5:aY—ILR—Fk

RJ-45 console
|
S;féé"“ OCQ JO @OOOC
ey (o
=l e
o

RTw T2 FXOSCLI T, EITHDON—TV a3 v &FRLET,
scope ssa

show app-instance
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1 :

Firepower# scope ssa
Firepower /ssa # show app-instance

Application Name Slot ID Admin State Operational State Running Version Startup Version Cluster Oper
State

ftd 1 Enabled Online 7.6.0.65 7.6.0.65 Not Applicable

ATYTI HLWA—=Va %A AN T D551, ROFIEZFETLET,
a) T /AN KNTHE, BEHA VX —T7 A AXDHCP 2L ET, BHEHA X —7 = A ATFHIPT K
VAZRETDHIVERDDGH1T. ROa~vr REANTLET,

scope fabric-interconnect a
set out-of-band static ip ip netmask netmask gw gateway
commit-buffer
b) FXOSD T TNy a—TF 47 T4 RICEEEHENTHWDEHA A—MLOFIELZFEITLET,

BHA =T 2 A ADET IV EATELY ==L WNA A=V %X T n— RT 508N H
D\i—é—O

T AT U —/LNERE L7z 5, FXOS CLIIZHERER LET,
¢) FXOSCLI T, BHENAU—REHERETDHIIICROLNET,

F4 2 ADRIF

TAB AT, VAIETIFREREIENLT AL ZAEEA LRI, A~— Y7 by =T
FGAL T TH T MY 7 ESNTWET, Smart Software Manager (27 4 & 2 k237
WEAIX, V2 &7y LTHLWT AV Y bERELET,

F72DOYA 1L, Smart Software Manager |Z Firewall Management Center % &k L £ 97, HEka 1T
2 121X, Smart Software Manager CXEk b— 7 VAT HMLENRH D 3, FEMARFIRICDS
VT, Cisco Secure Firewall Management Center 7 NI =X hb—3 3 A REZZM L TL
ZEN,

Firewall Threat Defense (ZIZIRD T A B A H Y £77,
» Essentials : #4728
* IPS
o 7LD = 7 BT

csURL 7 4 V&Y T
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¢ Cisco Secure Client
e &% )7 (Diameter. GTP/GPRS. M3UA. SCTP)

1 BHETIA v A2BINYT 2581 H5551E, Cisco Commerce Workspace C [97~TH
F (Search All) | 74—/ FEMHEHLET,

RK6:54 o AExR

= v SearchAll.. Q

f Catalog Estimates Deals & Quotes Orders Subscriptions & Services Software

2. DI A L APID B LET,

N

GE)  PID BAOL2WEAIX, HESUZFETPID #:BMTEET,

* Essentials :

« HEIHIIZE O D

«IPS. v /LU =T BRHH, 3 X OVURL OfAE DY
+ L-FPR3110T-TMC=
« L-FPR3120T-TMC=
« L-FPR3130T-TMC=
« L-FPR3140T-TMC=
EFED PID OWFNDZFEUTEMNT D &\ ROWVTIDO PID KIS 2 M~ —
ADYT A7 Y Ty a L B@RTEET,
« L-FPR3110T-TMC-1Y
+ L-FPR3110T-TMC-3Y
+ L-FPR3110T-TMC-5Y
« L-FPR3120T-TMC-1Y
* L-FPR3120T-TMC-3Y
* L-FPR3120T-TMC-5Y
« L-FPR3130T-TMC-1Y
« L-FPR3130T-TMC-3Y
* L-FPR3130T-TMC-5Y
« L-FPR3140T-TMC-1Y
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* L-FPR3140T-TMC-3Y
* L-FPR3140T-TMC-5Y

SRR = g
* L-FPR3K-FTD-CAR=

» Cisco Secure Client : [Cisco Secure Client Ordering Guidel] &M L T 72X\,

3. RS, ALY —E R (Products & Services) ] Z &R L £9°,

7:#ER
e All Results
T Orders 6
(# Invoices 2
&, Software Subsc... 1

‘ © Products & Ser... 1 '

(WEBGIGER) T74 774+ —IILOERDYE

VAT LEMEYNCY vy N H T ENEETY, BMICERT T V2K e EIRA
A FEMLIZVTHE, BERRT ANV AT LAOBREAFIEEZTZENHY £, Ny
I 7Ty RTCEFIZZHOTa v ANEITINTEY, &R 7 7%\ 20 | &R Z Y
L7203 BE, 77A4AT 94— IV AT LAETL—RT NV Yy NIV TEERA,

CLICRITAT7AT7 04— ILDE ﬁ@’cﬂﬂﬁ
FXOSCLI ZfEHT 5L, VAT LEREBIZY Yy N T LT T 7 AT 74— VOEREY)
WrcxET,
Flg

RTFYT1 2V — R — MR LET,
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ATy T2

ATvT3

ATvT4

ATy TH

Management Center ZEA L1774 70+ — LD ERD LI .

K8:avy—JLKR—t

RJ-45 console

I
[[ S‘;‘;‘%&é“ %j ﬁOOOC
sl ] oo
o

FXOS CLI T — W /VEBE— NIk LE T,

firepower # connect local-mgmt

VAT by NAUYLET,
firepower(local-mgmt) # shutdown

1 :

firepower (local-mgmt) # shutdown

This command will shutdown the system. Continue?
Please enter 'YES' or 'NO': yes

INIT: Stopping Cisco Threat Defense...... ok

T AT T —NDT vy NET IV AT AT ey R ETF=F—LFET, Uy NETUNETT
He,. T IRFRINET,

System is stopped.
It is safe to power off now.
Do you want to reboot instead? [y/N]

MBEIZS L TCEBIRAA v F 2472, BIRT 7 72K TCU vy — v OWERNCERZR D 432 &N
TEET,

Management Center Z{EFA L 1=T7 71 72+ — LD EIED LR

ATy

Firewall Management Center Z £/l L TV A7 AZWUNZ v v v hE T LET,
Fl&E

T7AT A —NEYYyy N T LET,

a) [T/N R (Devices) | >[T/31 REHE (Device Management) ]%3#IR L £,

b) FEENT LT A AOHIZH D [fmE (Edit) | (&) 227Uy 7 LET,

¢) [T/3 A (Device) | ¥ 7 %27V v7 LET,

d) [ AT A (System) | B2 v a T[T/ ADY+ »v hZ > (ShutDownDevice) ] (D) #27 U v
7 LET,

e) TRUT IRRREINTEH, T/AADY Yy MU UERERLET,
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. Management Center ZFFA L1774 70+ — LD ERO LI

ARTFYT2 AL I AN T AT I — MR L TWAESITE., 774 T 94— AN vy N TTHEXC
VAT ATu T M= —LET, Vv M UUBRETTHE, WOTr T ERERENET,

System is stopped.
It is safe to power off now.
Do you want to reboot instead? [y/N]

g =BG L CODVRWEEEIE, 3O TV AT ANY Yy N T LTI Z 2R L ET,

ATw T3 VEWISUTCERAA vF 2471 L, BRT 7 72Ty vy —U NSRS ERZEY 442 &2
T&EFET,
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TJ7ATO4A—ILDT— T ) & &%

T7AT A —INET—T N L, 7 7 A7 U4+ —/L% Firewall Management Center | Z 8§k L
£75

T TAT VA NDT =T (11 =)

s BIIROE DOELT (12 =)

» Management Center ~D 7 7 A 7 U 4 —/L DXk (20 X—)

274 T 94— LDy —TILiES

Firewall Management Center Z BEH OEBL 1/1 A ¥ —T7 = A AR L E T, EFBR Y U —
ZI1E, BHDIZDDA B —Fy h~DT I ANBETT, 72exE, 77AT 74 —/b
HEZ LT (e xiE, Wl NV—2 I8k THoZ LIck» ) Ry NU—V %A
VHE =Ry MIEHRTEET,
s a2V —)LT XX DI : Cisco Secure Firewall 3100 (21X DB-9 to RJ-45 > U 7 v r—=7
ADPFIE LT DT, #2123 — K/3—F £ D DB-9-to-USB >V 7L —7 /LD
WEADMBEIZ R D80 H 0 £77,

«SFP A —H¥ 3w b 1/9 LIBEOR— MIEY (i ET,

FANZOWTIE, "= R =2 7RETA F2ZRLTIZE0,

=111
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TFATIF—LDr—I iR BE |
B ossco=s

Management 1/1

" Outside “w= Internet -
DHCP from mgmt nw 4

Console
por:t
a | oo —— “—1 0000000000000
o) N 0] <l @f[<]|feeedsod [740 CO000000000000)
I T D[:B —— CESEEEEESSBEEEEEDES
:: S 7 e g e e
o o o o o o
~ Mgmt * [ Inside - / N N
k—F \ >‘\ ¥y € » ¥ »
Other data networks
Management Management center
computer

S ey
AR TEDET
Cisco Secure Firewall Device Manager £ 721X CLIZfEH LT, 7 7 A4 7 U + — /L OFIHIERE & F
TLEY,

E = . — ~ :\‘
EERTE : TN RAIR—T ¥
TOHEEFERTLE, T AT U=V ERGE LG, BEA VX —T oA ATIMAZTRD
A B =T 2 ANERRESNET,
e A —Pxy M1U/IL: 45 . DHCP 6D IP 7 KL A, IPv6 BEIERE
oA —Y v b 1/2: THER] . 192.168.95.1/24
e F 7 4 )L hb— bk AERA X —T =4 AT DHCP 4 L THEUS
« IBANA > % —7 = A A : Firewall Device Manager 7> DA > % —7 = A AFETT N TH
Fanxd,

e (NEFHO DHCP — " —_ 727X aryta— LRI —, X2 VT 40—
L) WFRFr S EE A,

FIE
ATFYT1 a o a—ZENEA X —7 =4 A (Bthernet 1/2) (28 L E7,

AT w 72 Firewall Device Manager (22 7 1 > L %7,

a) https://192.168.95. 11C A F 9,
b) —W—% admin £ T 7 4/ hXRAT— K Admin123 2 AL T /A LET,
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wgsE - i1 z2vr—or |

¢) —MHKEFRATREL, BHE AUV —R2LEETL L9 IkRODBNET,
ATV T3 By v v T U= FEHEHLET,
B 9:[T/31 RDFRE (Device Setup) ]

Device Setup Configure 2 Configure 7)) Smart License
Internet Connection Time Settings Registration
: & Internet

£ DNS Server
o
1/5 1/7 1/9 111

@ @ L:' L:‘ ISPIWAN/Gateway (© NTP Server
®M® OO

1/6 1/8  1/10 112 sfp

3 Inside Network

GE)

EfE2AR— FEREX, BT MICE - TERRY 7,

a) A HA—T oA ALEHA L H—T oA AEHELET,
B10: 14 >8—%y bADT 74 794+ —ILDIEE

Connect firewall to Internet

The initial access control policy will enforce the following actions.
You can edit the policy after setup.

Trust Outbound Traffic Block all other traffic
This rule allows traffic to go from The default action blocks all other
inside to outside, which is needed traffic.

for the Smart License configuration.

Outside Interface Address

Connect Ethernet1/1 (Outside) to your ISP/WAN device, for example, your
cable modem or router. Then, configure the addresses for the outside interface.

Configure IPv4

Using DHCP v

Configure IPv6

Using DHCP v

NEXT Don't have internet connection?
Skip device setup

Secure Firewall 3100 Threat Defense R 2 — + 7 v 4 K : O—HJLEE R v k7 —2% £ Management Center .
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B owsz . FRrzvm—ox

1. [NERA v X —7 A AT KL A (Outside Interface Address) ] : @ A HPEDFEEE FEL T\ 5
B, FIP T FLAEBRHLET, By N7 v 7O 4 —R&MH L TPPPoE 3% ET 52 &
ILTEERFAL, VP — FOETHIZ PPPOE #3XETX £ 7,

2. [EPA X —7 = A A (Management Interface) |: HEA L X —T = A AD P 7 KL ADOEREX
Ty T v T4 = RICEENEEADR, ROA T a v ERETEET, HUIPT RL A%
HEHTL2UERHDHEE. FIEAT v 74 (153—=) 2ZRLTIEEN,

[DNS#— 3 (DNSServers) |: A7 LAOEHT KL AH D DNS H—/, 7 7 4L KL OpenDNS
/X7 Y w7 DNS H—/3T9,

T7AT7 04— ILDKRA L2

b) [RZla%E (NTP) (Time Setting (NTP)) | Z&XE L, [~ (Next) 1227V v 27 LET,

11:B5ZIE%%E (NTP)
Time Setting (NTP)

System Time: 11:56:20AM October 03 2024 -06:00

Time Zone for Scheduling Tasks

(UTC+00:00) UTC N

NTP Time Server

Default NTP Servers v
Server Name
0.sourcefire.pool.ntp.org

1.sourcefire.pool.ntp.org

2.sourcefire.pool.ntp.org

NEXT

c) [BEETIC 90 HEOFHLEAR % B4k (Start 90 day evaluation period without registration) ] % &R L %
hd‘o
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omgE: Fi12vx—or |

Register with Cisco Smart Software Manager

Register with Cisco Smart Software Manager to use the full functionality of this device and to apply
subscription licenses.

What is smart license? (3
O Continue with evaluation period: Start 90-day evaluation period without

registration
Recommended if device will be cloud managed. Learn More (2

Please make sure you register with Cisco before the evaluation period ends.
Otherwise you will not be able to make any changes to the device configuration.

Firewall Threat Defense % Smart Software Manager [Z %8k [L72\) T EE W, TXTOT A B R
Firewall Management CenterCDO CTHE4T & 7,

d) [T (Finish) 1%227 VU > 7 LET,

12:RODRTv T
Q )

The Device Is Up and Ready to Be Configured!

What's next?

Device will be Cloud Managed Standalone Device

@ Configure Interfaces E]

Connect inside ports to internal devices

@ Configure Policy 07

Manage traffic

GOT IT

e) [AX¥ L F7 a7 /34 A (Standalone Device) ] Z#iR L, [THE (Gotlt) ] Z®IRNL ET,

ATy 74 (EE) BEHALUH—T oA AIHMIPT RLAZHRELET, [T/34 A (Device) |>[A > F—T =LA
A (Interfaces) | DEIA L X —T = AR LTI &0,

ATY TS BINOA U H—T 2 ZERETDHHEIE, [T/ A (Device) [ZER L, [/ ¥ —7 = A A (Interface) ]
OV~ —ZbdrV 7527 ) v LET,

AT9 76 [TINA R (Device) 1> [P ATLEKTE (System Settings) | > [SEHFEIE (Central Management) | DJIEIZ%
R L. [T (Proceed) 1%~ V » 7 L T Firewall Management CenterCDO |26k L £ 97,

Secure Firewall 3100 Threat Defense R 2 — + 7 v 4 K : O—HJLEE R v k7 —2% £ Management Center .
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[Management Center/SCC/Details] # 7% & L 7,
GF)

HUVR— g Tk,

a)

13 : Management Center/SCC 0D 54

Management Center/SCC Details

Do you know the Management Center/SCC hostname or IP address?
@ Yes O No

Threat Defense Management Center/SCC
10.89.5.4 10.89.5.35

fe80::6a87:c6ff:fea6:5480/64

Management Center/SCC Hostname or IP Address

10.89.5.35

Management Center/SCC Registration Key

NAT ID

11204

Connectivity Configuration
Threat Defense Hostname

1120-4

DNS Server Group

CustomDNSServerGroup

Management Center/SCC Access Interface

management (Management1/1)

Type: Static IP Address: 10.89.5.4 / 255.255.255.192

TFATIF—LDr—I iR BE |

[sCC) DbV IT [CDOJ LFEREINDZENH Y £,

[Do you know the Management Center/SCC Hostnameor |P address] (Zxf L, IP 7 RL A E 72 iEHA A
4 %fdil L C Firewall Management Center (2 T & 5455 1% [Yes] 4. Firewall Management Center 73
NAT ORNRNZH D5, /X7 U v 7 IP T RV RAEIIHR A MR RWEGEIX[No) 27 U v 7 LET,
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omgE: Fi12vx—or |

b) [Yes] R L7=#4 1%, [Management Center/SCC Hostname/I P Address] (2 A L £,

¢) [Management Center/SCC Registration Key] Z#5& L £7-,
ZOX—IE, 77 AT UA—/EEELT H & XT Firewall Management Center CHI5ET AR D 1 [H]
RO OXFGRF—TT, BRI —I132 ~36 LFTHLUNEND Y £, AR CFITIE, T (A~
Z. a~z, 0~9) . BXUONA T (1) ZeEnHY EF, Z@ID I, Firewall Management Center {Z %
T DEBDOT 7 AT VA — VIR TEET,

d) [NATID] #fEL T,

Z ORI, Firewall Management Center CHEE T HIEED 1 BIRY OLFINTY, WG DT /A
ADIPT RUARDI > TWDHHATEH, NATID 245E 95 2 & 23 L £9, NATID i%2 ~ 36
LEFETHLMLEND Y £T, AR CFITE, 387 (A~Z, a~z, 0~9) . BEXUONA 7 () 7
ENHY E£3, ZDOIDIL, Firewall Management Center |2 &Gk DD 7 7 A 7 0 4 — VIZIIfH TT
TFEHA] , NATID X, ELWT AL ANSLDOHERTH D Z L 2HERTDHIZOICIP T FLA LA
AbhETHEASNET, IPT KL A/NATID OFRGEEIZOR, kX —0NF = v 7 ShEd,

ATy T T [#EEORE (Connectivity Configuration) | Z#% & L £9°,

a) [Threat Defense® 75 A b4 (Threat Defense Hostname) | Z457€ L £,
b) [DNSH—/3—27L—=7 (DNS Server Group) | #fiEL E7,

ZHUTT TICREL TWETH, BFEO 7 NV—TZRIRT 50, LW A—T%2ERLET, 77+
JL R ® DNS 7 /L— 7% CiscoUmbrellaDNSServer Group & FEIEAL, OpenDNS H— R—NE EE T,

¢) [Management Center/SCC AccessInterface] T [Management Interface] #2 U v 27 LE 7,
ATv T8 [ (Connect) 127V v7 LET,

[Bgk AT — & A (Registration Status) | %A 7 12 77" v 7 A2, Firewall Management CenterCDO %k D B E
DAT —=HANFRSNET,

14 IE 14

Registration Status

-~ 1 >~ -~
sful Conne

ceec

Management Ce

You can now manage the threat defense using the management
center or CDO. You can no longer use the device manager to manage
the threat defense. See the threat defense gett started guide (2,
management center configuration gu 2.or
CDO configuration guide [ to configure your device.
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II #MEASKE : cLl

ATvT9

AT — 4 AT C [Saving M anagement Center/ Registration Settings] ® TJIE% 9217 L 7= & Firewall Management
CenterCDO (BB L, 77 A4 7 U4 —/V%&iBII L E T, Management Center ~D 7 7 A 7 7 4 — /L DAk
(20 ~—2) ZZRLTIIEEN,

#HAERE : CLI

ATy I

ATy T2

CLIty N7y 7RZ7 U F 2R LT, BHAOEMIPT LA, ¥Y— b= A, BEOZED
oHARY NT— I H/EEZITVET,

FIE

oY —)LiIR— MZ#E%E L T Firewall Threat Defense CLI (27 7 7 A L £9°, Firewall Threat Defense CLI -~
DT 7R (4—=2) ZBRLTITEZSIN,

A LR —T A ZADREADCLIEY N T T 27 ) X E25E2T LET,

GE)

REEZ VT (2, A A—VEFEERTDHIZLICEY) LAWNEY, CLIty N Ty 7 A7 U7
MY IRT Z LI TEERA, L, ZRHDORET N TIL, #7226 CLI T configurenetwork =~ >
RZ#H L CEFE T& £9, Cisco Secure Firewall Threat Defense =~ KU 77 L UV ZAZBR L TLEE
AN

You must accept the EULA to continue.
Press <ENTER> to display the EULA:
Cisco General Terms

[...]
Please enter 'YES' or press <ENTER> to AGREE to the EULA:

System initialization in progress. Please stand by.

You must configure the network to continue.

Configure at least one of IPv4 or IPv6 unless managing via data interfaces.
Do you want to configure IPv4? (y/n) [y]:

Do you want to configure IPv6? (y/n) [y]: n

HABUR  ZN6DEATDT RLADLRL EH 12120 Ty 2 AN LET,

Configure IPv4 via DHCP or manually? (dhcp/manual) [manuall]:

Enter an IPv4 address for the management interface [192.168.45.61]: 10.89.5.17
Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.255.192

Enter the IPv4 default gateway for the management interface [data-interfaces]: 10.10.10.1

Enter a fully qualified hostname for this system [firepower]: 1010-3

Enter a comma-separated list of DNS servers or 'none' [208.67.222.222,208.67.220.220,2620:119:35::35]:
Enter a comma-separated list of search domains or 'none' []: cisco.com

If your networking information has changed, you will need to reconnect.

Disabling IPv6 configuration: managementO

Setting DNS servers: 208.67.222.222,208.67.220.220,2620:119:35::35

Setting DNS domains:cisco.com

. Secure Firewall 3100 Threat Defense R 2 — k7 v JH 4 F : O—hH/)LEER v k7 —7% £ Management Center
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ATvT3

agsz cu

Setting hostname as 1010-3

Setting static IPv4: 10.89.5.17 netmask: 255.255.255.192 gateway: data on managementO
Updating routing tables, please wait...

All configurations applied to the system. Took 3 Seconds.

Saving a copy of running network configuration to local disk.

For HTTP Proxy configuration, run 'configure network http-proxy'

Manage the device locally? (yes/no) [yes]: no

#4 & 2R : Firewall Management Center % i 1354515, no E AL E T,

Setting hostname as 1010-3

Setting static IPv4: 10.89.5.17 netmask: 255.255.255.192 gateway: data on managementO
Updating routing tables, please wait...

All configurations applied to the system. Took 3 Seconds.

Saving a copy of running network configuration to local disk.

For HTTP Proxy configuration, run 'configure network http-proxy'

Configuring firewall mode

Device is in OffBox mode - disabling/removing port 443 from iptables.
Update policy deployment information

- add device configuration

- add network discovery

- add system policy

You can register the sensor to a Firepower Management Center and use the
Firepower Management Center to manage it. Note that registering the sensor
to a Firepower Management Center disables on-sensor Firepower Services
management capabilities.

When registering the sensor to a Firepower Management Center, a unique
alphanumeric registration key is always required. In most cases, to register
a sensor to a Firepower Management Center, you must provide the hostname or
the IP address along with the registration key.

'configure manager add [hostname | ip address ] [registration key ]'

However, if the sensor and the Firepower Management Center are separated by a
NAT device, you must enter a unique NAT ID, along with the unique registration
key.

'configure manager add DONTRESOLVE [registration key ] [ NAT ID '

Later, using the web interface on the Firepower Management Center, you must
use the same registration key and, if necessary, the same NAT ID when you add
this sensor to the Firepower Management Center.

>

Firewall Management Center % f§7€ L £ 77,
configure manager add {hostname | IPv4_address| IPv6_address| DONTRESOLVE} reg key nat_id

« {hostname | IPv4_address | IPv6_address| DONTRESOLV E}—Specifies either the FQDN or IP address of the
Firewall Management Center.Firewall Management Center % [H#27 RN L Z$5E T&Z 2V GE 1T,
DONTRESOLVE i L £, ZOHEIE, 7747 U4 —/v3, BERERIP T N L AL/ I3R
AN EFFS TWDRERH Y 7,

» reg_key : Firewall Threat Defense % & $#k 7% & % (Z Firewall Management Center CH g E T HLED T
FA DEBEF—EIRELET, BHRF—32~36 LT THOILEND Y T, AZRILFITIE, =K
F (A~Z, a~z, 0~9) | BIONA T (1) 2EBHY ET,
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. Management Center ~D 7 7 1 70 4+ — )L D&k

« nat_id : Firewall Management Center CTHfiET 5, fEET—ED 1 FERY OXFHNZHE L £, NAT
ID X2 ~36 LT THLHMBENRD Y £, AT, FHT (A~Z, a~z, 0~9) | BELUA
A7 (1) RENRHYEF, ZDID X, Firewall Management Center (28§93 DM DT /A 22 |3fE
HATEEEA,

1 -

> configure manager add fmc-1.example.com regk3y78 natid56
Manager successfully configured.

Management Center ~D 7 7 1 7 ) 4+ — LD E %

7 7 A 7 U #—/V% Firewall Management Center |Z &8k L £ 7,
Fig

AT 71 Firewall Management Center (212 71 > L7,
a) WO URL Z AN LFET,
https.//fmc_ip_address
b) 2=V —ZLAXRT—FEZANHLET,
c) [mF A4y (Loglh) 127 Vv 7 LET,

AT9 T2 [TINA R (Devices) |>[T/314 REH (Device Management) &38R L £,
ATwF3 [Add] Ka v 7 &7 A =a—5, [|[Device(Wizard)] 2R L %9,
AT T4 [BEX— (RegistrationKey) %27 U7 L, [k~ (Next) 1227V v 7 LET,
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Management Center ~D 7 7 1 7 0 A — LD & .

15: T84 RDBERFHE

Add Device (Wizard) ®

o Device registration method

Registration Key Serial Number
Register device using registration key

Cancel

ATV TS wNTF RAAL VBETIE, Fey 7 XU U ARPL[RAA Y (Domain) | Z#IR L, [k~ (Next) ]%
7V w7 LET,

R16: FAA >

Add Device(s) ®

@ Device registration method

‘ Device registration method Registration Key
e Domain

Domain *

[GIobal/Pubs ® v ]

Pre‘Iious m

Cancel
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. Management Center ~D 7 7 1 7 7+ — LD EEF

ATV T6 @HEOEBROBEII [T T4~V ~%—T% (Primary manager) 1 %27 U v 27 L, 2777 R{EATE Firewall
Management Center TEHIL XN TWNDT A ZAOHAENT [DHTHEH~ % — % (Analytics-only manager) ] %
7y LET,

17 : Management Center O 0 — )L

Add Device (Wizard) ®

@ Device registration method
Device registration method Registration Key

e Management Center Role

@ Primary manager O Analytics-only manager (with Security Cloud Control)

You are using this management center for all policy configuration, logging, analytics, and upgrading.

Beovions m

Cancel

AT TT [T/3 ZAOWWFEE (Initial Device Configuration) ] T, [J&EA (Basic) ] &#7 VU v 7 LE9,
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Management Center ~D 7 7 1 7 0 4+ — )LD & .

X 18: T/5 4 RDWEARE

b)

<)

Add Device (Wizard) ®

@ Device registration method

‘ Device registration method Registration Key
@ Management Center Role

‘ Management Primary manager

o Initial device configuration
Choose initial device configuration method
@ Basic O Device template
Apply basic configuration, including the access control policy.
Access Control Policy *
wfx_automatio... ® ~ +
Smart licensing

Performance tier (threat defense virtual only)
[FTDVSO -10 Gbps v ]

Carrier

Malware Defense

IPS
URL Filtering

Ensure that your smart licensing account has the required licenses.

Transfer packet data as well as event data to the management center for inspection.

frevious m

Cancel

BERIRF T A AZBBAT 2D [7 7 A2 ha—/LAR Y 2— (Access Control Policy) ] % i#&R
T50, FTLWARY =2 LET, HTLOIMLERSHDLZ ENDNSTNDENALT A XFEHD
KU —NTTIZHILGEERNT, [HTLWA YU > —DFERL (Create new policy) | # 3R L, [TXT
DLNZ7 4y 7% 7my”7 (Blockalltraffic) | ##IRLET, B TCINELELELTCNT 7 4 v 7 &FF
AT ENTEET, 77 EBXGHIHL—LORRE (41 ~—) J 2L TSN,

TN, ANZHHT 5 [A~v— h 7 A& A (Smart Licensing) ] 74 B AZER L F 7,

[ R T L (System) 1>[T4 2R (Licenses) |>[AN¥— kS 4 2R (Smart Licenses) ] ~2— 7>
B, TRAAZBMLIERICTA B AZEHAT L0 TEET (BFXF2T7 2747 UE—|
TI7EAVPN 74 B RAEET)

[k~ (Next) 1227V 7 LET,

ATV T8 [T/34 A0 (Device details) | ZHE L £7°,
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. Management Center ~D 7 7 1 70 4+ — )L D&k

ATy

19: 7/34 ADF$H (Device Details)

Add Device (Wizard) ®

@ Device registration method

‘ Device registration method Registration Key
@ Management Center Role

‘ Management Primary manager
@ Initial device configuration

’ Access control policy wfx_automationPolicy123

o Device details
Host Display name *
[ 10.89.5.41 ] [ 3110-1 ]
Registration key * Device group
[ e ] [Se\ect... v ]
Unique NAT ID

[ 31101 ]

Note: Either Host or NAT ID is required.

Previous

Cancel Add Device

[RA K (Host) 1IZiX, BT NAADIPT RLAZIFARAMNEANLET, T34 2DIPT K
VAWM E (NAT OE#ICH L5670 E) X, 207 4=V FEZEAOEEITLET,
[#°4 (Display name) ] 7 4 —/V RIZ, Firewall Management Center CD T /A A D74 % ANT) L E
T ZOARNIEETEERA,
[k — (Registration key) ]1Z1%, FIHIERIE & Al CBERF—2 AN LET,

(&) T/ A% [T A7 )L—F (Device group) ] IZBEML £,
[~ EONATID (Unique NAT ID) Ji2i%, #WIsRE LR ID Z A LET,
[/ > F DRk (Transfer Packets) | F = v 7Ry 7 A% AN LT, BAAXRY MRRETHZW
2. TN APKRED 721237 » b % Firewall Management Center (2512635 X 912 L E 7,

RBAANR RN EIZ, 7L AT AN MEREAXRFE NI T =L Ty NEBREDTZDIC
Firewall Management Center |25 L3, O T T a U EBHICLIELEE. A X2 MERTZ TN
Firewall Management Center (23515 S4L, /X7 v MIEE S NVER A,

[Add Device] 7 U v 7 LET,
Firewall Management Center 737 /XA AD/— kB — F & fifgg L CBE #2325 £ TS, K2 00005

5

ERHYET, BEARDT DL, T ZANRY A MBS ET, RELESEIE =7 —AvE—

UBRFREINET, T ZAOBEITKIE LI GEIT, ROBEH 2R LTI EEN,
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eping : T3 ADCLIWZT Z7&®AL, ROz~ R&EMiH L T Firewall Management Center ® IP 7 K L/
AD ping HFITLET,

ping system ip_address

ping 3P L2 WA TX, shownetwork =~ > REH L Txy NV — R ELHRLET, 754
ADIPT RUVAEETT HXHNEH 5854 1%, configurenetwork {ipv4|ipv6} manual =2~ > K% {# ]
LET,

« BekF—. NATID, 3 J O Firewall Management Center IP 7 K L A : [ 5 DT /34 A Tl U GkS—
EHEAL WA Z 2R L, AL TWAEAIINATID 2 H L T\ 5 Z L 28 LEJ, configure
manager add =~ > REHEH LT, 7/3 A THEREF— L NATID % ETH I LN TEET,

NI TN a—T 4 T OFEMIZ OV TIE, https:/cisco.com/go/fme-reg-error & Z MR L T 7Z S0y,
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EARHK S— DB

ROFBEZFHH L TEAN X2V T 4R —2RELET,

A v A =T 2 f ALHNHA L H—T AR N A o H—T = RZAXT 7 IP
T RLURZEO YT, AL X —T = A AT DHCP 2 L ¥4,

«DHCPH#—1_— : 7 IA T FONEA v F—7 =2 A ATDHCP Y —"—ZFEH L £7,
e T 7 F VI —bk A H—T 2 A AN LTT 73 bb— b EBEMLET,
eNAT : 5 A v A —T =2 A ATA L F—T A APAT AL E 7,
TR b —)b WEMWOBIEB~D T 7 4w 7 BHFLET,

X2 VT 4R = WA~ A ALTC, LVEERREZGEODLZLHLTEET,
s f B =T 2 ADFKE (27 =)
« DHCP H—_—DFH T (33 =—7)
« T 7 4/ hL— FDEM (34 RX—2)
* NAT OFFE (37 _—)
« T U AHIHNAL— L OTE (41 2—)
s RTEDOREB (44 —7)

A 23— x4 RADERFE

WIHIERE | Firewall Device Manager T 2356, IRDA % —7 = A ZRHATGRE SV E
j‘o

e/ —HFRy k11 [ . DHCP 6D IP 7 RL A, IPve HEIERE
oA/ —HY Ry ~1/2: TRE] . 192.168.95.1/24

«F 7 F )L hL— b AN A B —T = A AT DHCP 4 L CHES

Firewall Management Center |Z%§% 9~ % Hij(Z Firewall Device Manager W CiB DA % —7 = A
AEROREZFAT LG, TOREFIRFINET,
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WOBITIE, FHT R A ZRFOL—T v RE— FOWNEA > ¥ —7 =1 A &, DHCP =
THIL—T v RE—RONE A v X —T oA AT ELET, F7=. WEL Web — —HD
DMZ A > H—T x4 AHBMLET,

FIE

AT T [T/34 A (Devices) > [T 734 A& (Device Management) | DIEIZEIR L, 7 74 T 74—/ O [fRk
(Edit) 1 (&) #2V>y 27 LET, >

ATV T2 [ Z—T7xAA (Interfaces) ] %7 VU v 7 LT,
B20:4>3—2Jx4X

Device Routing Interfaces Inline Sets DHCP VTEP

e
Q_ Search by name " Sync Device | | Add Interfaces v
Interface Logical Name Type Security Zones MAC Address (Active/Standby) IP Address Path Monitorin Virtual Router
® Management0/0 management Physical Disabled Global Q<
GigabitEthemnet0/0 Physical Disabled V4
GigabitEthemet0/1 Physical Disabled
GigabitEthemet0/2 Physical Disabled ’
GigabitEthernet/3 Physical Disabled Y
GigabitEthemet0/4 Physical Disabled rd
GigabitEthemet0/5 Physical Disabled 4
GigabitEthemnet0/6 Physical Disabled rd
GigabitEthernet0/? Physical Disabled rd

ATYT3 H0GCGLUEDA L H—T 2 A ANLT L—7T U hR— NeERT2120F, A v F—T A AD[TL—4
(Break) | 74 av%&27 U w7 LET,

BRECTINA L E—T oA AT TIHEHLTWDEAIT, 7V —2 70U NEHiTT 2N EZHIFRT
HVERHY £,

RATFY e NEBIHHT A2 —7 =4 2D [tk (Edit) 1 (&) #2 Vv 7 LET,
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a)

b)

<)
d)

e)

AV8—T 14 RADEE .

21:[General] 7 7'

Edit Physical Interface

General IPv4 IPv6 Path Monitoring F

S

Name:
inside

Enabled

Management Only

Description:

Mode:

None v

Security Zone:

inside_zone v

nterface 1D:

MTU:
1500

Priority:
0

Propagate Security Group Tag:
NVE Only:

[E¥= VU7 ¢ —> (SecurityZone) | K v 7 &7 URXAMNPLBEGFONTEX2 YT 4V — 0 %k
I, I New) 1227V w7 LTHLLWEX 2T oV —2ZBINLET,

7= & 21X, insde zone E WO LARIO Y —rEBIMLET, Y —rF@ I/ A—TICE SN TEx 2V
FARY—ZHALET, 2&2E, WY = NBAEY = ~D T 7 4 v ZI3ENTT DN
IS = INBENERY — <D R T 7 4w ZIIHEIC LenWT 7R ar b — LR U—EFREL
7

WA 2 — 7 = A ARFRNCHEE SN TNDGE. ZNUHDT 4 —/V ROFKY OEFZIEAT > a v
‘(“d—(}

48 LT F TO [4HT (Name) | Z AN LFET,
Lz, A F—T x4 AT indde £\ S &4FTEITET,

[57%) (Bnabled) | F = v 7R v 7 2%+ LET,
[:E”— F‘ (Mode) ] Li [fci I_/ (None) ] c:%&i Lf:ii&: Li‘é_o
(IPv4] Z 7 [IPV6] & 7, 7MW G DL Ta27 Y v 7 LET,

c[IPv4] : Ry T X T VR RNG [AZT 4 v 7IPEMHT % (Use StaticIP) | #ERL, IP 7
RLALEH TRy N RTBRAT v 2R TANLET,
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7=& ZI1E, 192168112472 L AT LET,
22:[IPv4] 3 T

Edit Physical Interface

General IPv4 IPv6 Path Monitoring
I
IP Type:
Use Static IP -
IP Address:

I 192.168.1.1/24

s [IPv6] : A7 — F L AHBEREDSGA X [HEEE (Autoconfiguration) | F = v 7Ry 7 A& A4
IZLET,

23:[IPv6] 2 T

Edit Physical Interface

General IPv4 IPv6 Path Monitoring Hardware Configu

Basic Address Prefixes Settings DHCP

O ——
Enable IPV6:
Enforce EUI 64:

Link-Local address:

Autoconfiguration:

Obtain Default Route:

f) [OK]Z2VUvZ LET,
ATV TS IR T DA X —T =4 ZAD [fRE (Edit) | (©) #27Vv7 LET,
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AV8—T 14 RADEE .

24 : [General] 7 7'

Edit Physical Interface

General IPv4 IPv6 Path Monitoring Hardwart

Name:

outside

Enabled

Management Only

Description:

Mode:

None v

Security Zone:

outside_zone v

nterface 1D:

MTU:
1500

Priority:
0

Propagate Security Group Tag:

NVE Only:

b)

[E¥=VU7 1> —2 (SecurityZone) ] K v X7 A RNNLBFOISEX 2 T ) — %58
WT B0, FiHl New) 1227 Vo7 LTHLWWEXF 2V T 4 =0 ZBMLET,

7=& 21X, Toutside zone| &I LEIDY —r ZBMLET,

BERA S =T A APRFERNCRE SN TV DOEE, TNHDT 4 —/L ROKY OETIEA T v a v
<7,

48 LFFTD [481 (Name) AN LET,

el ziE, A v —7 A A Toutside] &VVOARTZEFHTET,

[6%) (Enabled) | F =y 7Ry I XA 2L ET,
[F— K (Mode) 1iX[72L (None) JICRELI-FFIZLET,
[IPv4] # 7', [IPV6] X 7, Fi=lZliioX2 7% 270 v 7 LET,

* [IPv4] : [DHCPOfEH (Use DHCP) | ##INL, IROA T v a L DONTFA—F R ELET,

« [DHCP i L CT7 7 # /v b /b— k% HifF (Obtain default route using DHCP) ] : DHCP #—
NR=InBHT 74V h — b 2B LET,
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« [DHCP/L— A U > 7 (DHCProutemetric) ]: 7 RX=A N —FT 47 T 4 AF L A%F
BLIEA—MZEVECTET (1~255) , FELIEA—F DT 74NV FDOT RI =X hL—
TA4T T A AF AT T,

B 25: [IPv4] % T

Edit Physical Interface

General IPv4 IPvE Path Mc
S
IP Type:
Use DHCP v |
Obtain default route
using DHCP:

DHCP route metric:
1

« [IPv6] : A7 — b L A HBREEDOSE X [BEIEXE (Autoconfiguration) | F = v 7Ry 7 A%k F
ZLETS,

26:[IPv6] % T

Edit Physical Interface

General IPv4 IPv6 Path Monitoring Hardware Configu
I
Basic Address Prefixes Settings DHCP
 —
Enable IPV6:

Enforce EUI 64:

Link-Local address:

Autoconfiguration:

Obtain Default Route:

fy [OK]ZZVUvZ L%ET,
ATYT6 EzE, Web V= N—%2 KA NTDHIIIDMZA v H—T = AEFRELET,
a) AT A X —T =24 AD[fRE [Edit) 1 (&) 27 Vv 7 LET,

b) [E¥x=VUTF ¢/ —r (Security Zone) | KR v 7H U A NPLEFODMZ EX =27 40— %
BIRT 20, [FH (New) 1227V w7 LCHLOEXF2 T Y —vEBIMLET,

7o & 21X, dmz_zone & W IH ARID Y — 2 ZBIMLET,
c) 48 LFFETO 4T (Name) | Z AT LET,
e ziE, A F—T AR Tdmz & W) LARTEITET,

d) [£%) (Enabled) | F =y Ry 2% A LET,
e) [F—F (Mode) JiZ[72L (None) JIZFREL-FEFIZLET,
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| &%Kys—0uE
DHCP H—/\— DR E .

f) MEIZIGU T, [IPv4] ¥ 7 & [IPv6] 7 OWTNnE =iz 27 Vw27 L, IPT7T RLAZRELE
j—o
g) [OK]Z27 V7 LET,

ATy FT -7 (Save) 1227V w7 LET,

N ) ]

DHCP Y —/\—MDXE
7347 FCDHCP ZHEH L CTZ 7 AT U4 =N IP T RLAZIRET S L5127 58
A%, DHCP —R_—%FZh LE T,

FIE

AT T [T/34 A (Devices) ]. [T /31 A& H (Device Management) ] DJEIZIRIR L, T34 2D [fHkE (Edit) ]
@) 27Vvr7LET, >

A5 72 [DHCP]>[DHCPH—/\— (DHCP Server) | ###R L £,
27 : DHCP H— 73—

Device Routing Interfaces Inline Sets DHCP VTEP SNMP

Ping Timeout
DHCP Server [ 50 ] (10 - 10000 ms)
DHCP Relay Lease Length
DDNS [ 3600 ] (300 - 10,48,575 sec)

D Auto-Configuration

Interface

[ )
Override Auto Configured Settings:
Domain Name

[ ]

Primary DNS Server Primary WINS Server

[ J o+ ]
Secondary DNS Server Secondary WINS Server
[ o+ v +

Server Advanced

+ Add

Interface Address Pool Enable DHCP Server

ATY T3 [h— 33— (Server) | =UT T, DB (Add) 1227V v 7L, UFOFTvar2RELET,
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B 7o+ —roeEm

28: 4 —/\—D3Ein

Add Server ®

Interface*

[ inside v ]

Address Pool*

[ 192.168.1.2-192.168.1.55 ]

(2.2.210-2.2.2.20)

Enable DHCP Server

Cancel ﬂ

[ H—T7xAA (Interface) |: Ka vy XTI LYV RAINLA L F—T 24 AL ERNLET,

«[7 RLAF—/L (Address Pool) ]:IP 7 RL ADOFPHZZE L E£T, IPT7 FL AL, BIRLIZA v
B —T 2 ARALF LY TRy b FICFETORERHY, A X —T 2 A AAHFDOIPT KL AEED
HIZEIITEEREA,

 [DHCPH— N—%H%hZF % (Enable DHCP Server) |: &R L7-A > ¥ —7 = A AD DHCP H#—/3—
EHZLET,

ATy T4 [OK] 227V vr7 LET,
ATY TS5 [{R17FE (Save) |27 U w27 LET,

T4 RIL— bDIENM

F 7 H N M— MNETEHE ., INEA v F—T oA ANBBERRER T v A N — A — X B
LRLET, DHCP LA T FLAZEE LTS3, T ANT TICT 740 hb— |k
ZZIE L TCWD AH @m%@ifoiafw—b%Lm¢ézgm% DEEIL. ROFIRZEHE
TLET,

FIRr

ATY T [T/34 A (Devices) 1. [T /34 A& H (Device Management) | DJEIZEIR L, T34 20 [fwk (Edit) ]
(@) #2 Vv 7 LET, >

ATv 72 [Ib—T 4« >4 (Routing) ]>[FEHIJL— & (Static Routes) |Z# 3N L 7,
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| #xKyv—o
Forntn—troen [

29: &8L— b+

Device Routing Interfaces Inline Sets DHCP VTEP SNMP

+ Add Route
Manage Virtual Routers

[ Global N ]

Leaked from

Network Interface Virtual Router

Gateway Tunneled Metric Tracked

Virtual Router Properties
IPv4 Routes

ECMP

BFD
v IPv6 Routes

OSPF

OSPFv3

EIGRP

RIP

Policy Based Routing

v BGP

IPv4

1Pv6

Static Route

Vv Multicast Routing
DHCP #—/=n67 7 4V bb— b &ZFE LIZHAIE, ZOT =T VCERENET,

ATv T3 b—br&EM (Addroute) 1227V v 7 LT, ROFTvarERELET,
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B o1 r—roem

30:%89)L— FEMDERE

Add Static Route Configuration ®
|

Type:

Interface*

Cowsoe ]

(Interface starting with this icon @signifies it is available for route leak)

Available Network * - Selected Network

=) | ﬁ
any-ipv4

agateway

IPv4-Benchmark-Tests
IPv4-Link-Local

IPv4-Multicast

|Pv4-Private-10.0.0.0-8

awav*

[
Metric:

L ]
(1-254)

Tunneled: C] (Used only for default Route)

Route Tracking:

[ ]+

Cancel m

o [ZAT (Type) 1: BT DAXT 4 v 7 )— DX AT LT, [IPv4] £7X[IPv6] 47 v a R
ZowT Yy LET,

o [fH—T A A (nterface) |: A Z—T oA ZAEFRLET, BHEIIIHA L X —T A A
V(:‘ﬁ_o

« [ AREZ2 % >~ B U —7 (Available Network) ] : IPv4 T 7 # /L kjb— ks D413 [any-ipvd] 213K L,
IPv6 7 7 4 /L b /b— kDA [any-ipv6] ZIEIR L, GESN (Add) 1% 27 U >y 27 LCHEBRLER Y b
7 —72 (Selected Network) ]V A MZB#SHET,

o [F— U x=A (Gateway) | £/ [IPv67— b7 =4 (IPv6 Gateway) ]: ZD/L— DR T A Fik v
TTHHTF— b T2 A N—F e ANERITRIRLET, IPT RLAERIEIR Y NU—T/RA NET
Tl MNEBEETEET,

ATy T4 [0OK] %27V v LET,
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NAT D% 5E .

N—ERAZT 4 v I )— " T —TZBIENET,
ATy TS5 [fR17F (Save) |27 U 27 LET,

NAT D% 7E

ZOFENETIZ, NEZ 74T 2 FBNERT RV RAEINEA v Z—T =2 A ADIPT KL ADKR—
MZZEHS 5 NAT V—VEAERLET, ZOX A TONAT V=D thb A A —T A A
R— R~ 7 KL AL (PAT) & FMEONET,

FIE

ATYT1 [T/AA R (Devices) ]>[NAT] DIEIZER L, [FLWLKRY >— (NewPolicy) 127V v 2 LET,
AT T2 R —IZLHIEMT, R —%2EHT 573 AR L, [IR7F (Save) 1227 U v 27 LET,
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B wozz

X 31: 5 LUK —

New Policy

Name:

[ FTD_policy

Description:

[ )

Targeted Devices

Select devices to which you want to apply this policy.

Available Devices and Templates

[ Q. Search by name or value ]

192.168.0.124
192.168.0.155

Add to Policy

Selected Devices and Templates

192.168.0.124
192.168.0.155

4

AR VU o —73 Firewall Management Center [ZiB 1 S 4L 7,

nET,
32:NATR 1) &—

FTD_Policy

Enter Description

JlEfeE, AU =l — L ZBMT 208N

[ Show Warnings ] m [ Cancel ]

NAT Exemptions Policy Assignments (1)

Rules
[ Filter by Device ] [ Y Filter Rules ® ] [ Add Rule ]
Original Packet Translated Packet
Source Destination o . s
0 " Original Original Original T T "
D # Direction  Type Ig;?;ﬁ:e Iglt)ieer‘f;:e Sources Destinations Services Sources Destinations Services Options

~  NAT Rules Before
~  Auto NAT Rules

~ NAT Rules After

ATv 73 [—LDENM (AddRule) 1227V v 7 LET,
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NAT D& E .

ATFYT4 EAL— DO a BB ELET,
3B HERIL—ILDAF T ay

Add NAT Rule
NAT Rule:
Auto NAT Rule v
Type:
[ Dynamic V]
Interface Objects Translation

« [NAT/L—/L (NAT Rule) ]: [HEINAT/L—/L (Auto NAT Rule) ] Z %R L £,
s [# A7 (Type) 1:[#AF > (Dynamic) ] &R L £,
ATYTS [f v F—T A A4 7 =2 b (Interface objects) ] X— T, [EHARERA LV H —T =2 A AL TV =V

I (Available Interface Objects) ] fEIk O [565 A X —7 = A AA 7 V=7 K (Destination Interface Objects) ]
FEIRICAMNER Y — 2B L £,

R34g:AB—TARFTTSH b+

Interface Objects Translation PAT Pool Advanced
Available Interface Objects Source Interface Objects (0) Destination Interface Objects (1)
[ Q. Search by name ] outside g

T Add to Source I
inside
Add to Destination

2

AT w6 [£# (Translation) | X— T, ROA T a rERELET,
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35: %%
Interface Objects Translation PAT Pool Advanced

Original Packet Translated Packet

Translated Source:

Original Source:*

[ all-ipv4 v ] + [ Destination Interface IP v ]
- @ The values selected for
Original Port: Destination Interface Objects in
[ TCP v ] 'Interface Objects' tab will be
used

Translated Port:

« [FEDEIETT (Origina Source) 1: [EM (Add) 1(TY %2V v 2 LT, +_COIPVE RT 7 4 v
(0.00.000) ODxy NU—7 AT V=7 FEBMLET,

B36:FHLWAY hT—0F TSy b

New Network Object ®
[ all-ipv4 ]

Description

Network

(O FQDN

O Host O Range

C] Allow Overrides

GE)
HE)NAT V— V347 V=7 FEFRO—EE L TNAT ZBINT 5720, VAT LEFRD any-ipvs 4

T2l VEBHTAZLIITEEHA, Fh, VATLAEREDOF TV NERETHZLIXTE
FH A,

o [ 2 D%E[E 0 (Translated Source) ] : [5E5EA o % —7 = A AIP (Destination Interface IP) ] Z %R
L\ivé—o

ATFvTT [#1FE Save) 127V v 7 L TL—ZBIMLET,
=3 b=/ (Rules) |7 —7 /MTRAFSE T,
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7o ezsimr—nonze [

ATY T8 NAT X—TT[RIF (Save) 127V v 7 L CEREZBEIFLET,

7O 2AFEHIL—ILDOETE

TNA ARG LI &L, RO [T XTCONTF 7 4 v 7 %7y (Blockall traffic) 17
7EA arha— R U—EER LTSGR, T REWRTH NT T v 7 BRI
DDA Y ==V ZBMT 5 0ERH Y 3, 778X 3 ba—LRY r—I2id,
NEZF R S D EHDON— N EZH D Z LN TEET,

ROFINATIZ, WEY = BINY — o ~DFTXTD T 7 v 7 ZfFal$ 27 7 & A
/I/—}l/%ff/ﬁﬁ‘z L/i‘a—o

FIE

ATy 1 [RY)— (Policies) 1>[7 9 Xl (AccessControl) | RHL >[7 Y R H#H (AccessControl) ] %
BIRL., AL RACEHDECONTWET VR 2y ha—L AU o—o [fE Edt) ] (&) 22V v
7 Liﬁ‘o

ATv T2 v—n%iBI (AddRule) |27 U7 L, IRONRTA—FERELFET,

37:3%1ExJ —> (Source Zone)

Add Rule

Name [ins]de-to-outside\ ] Action ?’3 Allow v B Lc
Insert | into Mandatory v @ Intrusion Policy | None

Q Zones (1) Networks Ports Applications A Users URLs Dynamic Attributes VLAN Tags

Clear Selections [ Q search Security Zone Objects ] Showing 2 out of 2 | Selected 1 Selected Sources: 0

m s inside  (Routed Security Zone)

[j & outside (Routed Security Zone)

Any

+ Create Security Zone Object 3 Add Source Zone

1L ZON— AT EMTET (72 21X, insde-to-outside) .
2.[— (Zones) | MHLWNERY — B3R L7,
3. [EEFELY —r DI (Add Source Zone) %27V v 7 LET,
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B 7/exnmr—roms

ATvT3

38:%585E Y — > (Destination Zone)

. Add Rule

nsert |into Mandatory @ Intrusion Policy B File Policy | None
Q Zones (2) Networks Ports Applications A Users URLs Dynamic Attributes VLAN Tags
Clear Selections [ Qs rity Zone Objects Showing 2 out of 2 | Selected 1 Selected Sources: 1 Selected Destinations and Applications: 0
8 d Collapse All Remove Al
m & outsid JonE | v 10bject
sic
+ Create Security Zone Object Add Source Zone

4.[V'— (Zones) | MHANEEY — BRI L £,
5.[5856 — > %38/ (Add Destination Zone) 1% 7 U v 7 LET,
HMOREITZOEEIZLTBEET,

ij_o

ER) ~ry b 7= TRI) =247 %27 ) v 7 LT, BEMSTONTER) —2 D AZ~A XL

[FL7 4% (Prefilter) ], [{E7%5 (Decryption) ], [EF=UT 4 A>TV Y= A (Security Intelligence) ].
BELO[TAT T 47 4 (dentity) RV > —i%, 77 AHEA—LVORNZEHE INET, ZNHOR
Vo= NAZIA AT HMEZTHY FEAN, Xy NV =7 D=—X%ZRE LI2tk, EETED T

7 4 v 7T fastpath Z i (LEEEZ NSARR) L7eW T 74 v 7 %70y LTEDOHRDOUINARTEZ

BRHEDTTHIET, Ry NI =T DNRT =< A& ESEDLIENRTEET,
B 39: 79 AGHOIERENZRY o—

L' Packets » @ Prefilter Rules -+ O Decryption » @ Security Intelligence - O Identity > @ Access Control ‘

[TV T 4 H— b (PrefilterRules) [: 7 74/ DT L7 4 )V Z KR Y —i%, o/ — L &

N5 (GT5) IXNTCTOMNI 74y 7 2BBIEET, T74V IR =MD ENTED
ME—DEHIX, RV NI T 4w 0% [ Tay 5% ZLTT, TRUNATE, HIiLWT L7 o
NWERY —FER LT, o8 (@il) | fastpathLB (IO T = v 7 B /XARR) | Filzid7m v
JTCEDLT VA ay ba—)L R ) — | ZBEMIT D Z &N TEET,

TV 4N EFRTDE, 7 vy 7 Eizidfastpath LEEOWNWT NI L T, b T 74 v 7 BRI HIT
LRI T D2 LT, N T 3= AEAEITEZENTEET, HILLRY —T1E, h
VRN =l T g VB =V EBINTEET, R — BT E, SL—
TX AL GERF L) O/RA A — kU RV E fastpath JLEE, 70w 7 F72EH Y — b TE T,
T T ANEN—NVEFERATHE IPT RLA, A—h, BT 2 ha L TlplsnsIE R xu
N7 7 4 v % fastpath WP FE 72137 0 v 7 TXET,

2z, Ay MU= EOFTRTCOFTP V7 74w o % T7ny 7 L, BHENSDSSH N T 7 4 v
U EEHERAT AL BILWWT L7 4 RY L —FBMNTxET,

« [#% (Decryption) ]: 774 /L hTIE, MEIEEASNEEA, BEE Xy hT—2 b T T (v 7

BT AT A AR v a AZABRT D HETT, REAEDEA. VT T 4 v BEETHIHLET
R ERICHTENTWAEARICORE S TEET, Xy NI —27 2R KBICIRET 72012, '
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ATvT4

ATy TH

7o ezsmr—ronz ]

B —N—~D T T 470, BEHTERWVWRY NI BT AL LD NT T 4 v 7120,
BER)—2HHTHZ L 2BEIDLET,

c[EX=2VUT 4 A7 Y Y=z A (Security Intelligence) ]: (IPS 7A B ANME) EX=2VUT 1 A
VTNV ARIIT 7 AN N TEDC RS> TWET, X2 VT4 AT VR, EBEOLD
TI7T4ET AT 2H 9 1 DORMPBGET, 5ROl RE T 78X 2> be—b
R —ICETHCEHASNET, X2V T4 ATV V2 A L, VEaT—var 40TV
VU AEFHLT, YAIOBEA T )Y AR TH D Talos BHEMAETHIP T R LA, URL,
BLORAAS 4 L0 REZR#RIZT ey 7 LET, REISUT, IPT FLAX, URL, FAA %
EMEZITHIBRTE 7,

GE)

IPS 7A B ANRWEA, ZORY—iE, 77®A arba—L R —THEFRENTH
THEINEEA,

(TAT T 474 (dentity) 1: TAT T AT 41 ET 74V FTIHEHENEFA, 778X 3
fa—= VRV —ICLD T 7 4y 7 OB ZFFATLHR1IC, 22— —IZRGEAZ ERTE E T,

EE) 77 B AHEA— L ORICEH SN DRARY —2BML £,

BARV =L, N7 7407082 )T 4 EXERET HERFHO—HORAMH I LR AL
A% ETY, Firewall Management Center (21X, ZHD T AT MMEHOFR Y U —NEEN TR, TOFEEH
NZTHZEUWATAXFTHI LB TEET, ZOFIETIE, VAT LRHORY =2 L&

TO

a)

b)

R AR Y v — (Intrusion Policy) | KRy 77X URX R 227U w7 LET,

K40: R T LREOBARY O—

@ Intrusion Policy [|Nome A]

ags
Balanced Security and Conne
Selected Sources: 1

Connectivity Over Security
Collapse All

Jone | v 10bject Maximum Detection

& inside_| Security Over Connectivity

UZ RO AT LABEORY o —% 1 OFIR L ET,

EE) 77 B AHEA—LORICET END 7 7 A VRY —&BILET,

a)

[77A/ARY 2 — (FilePolicy) | RKry XU URA NI U w7 L, BEFORY v —%RIRT 50,
[Z77ANARY —1U A M%BI< (Open File Policy List) ] Z3#R L TR U > —ZBIML£7,
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| B

41: 77 4 JLRY > — (File Policy)

Ee File Policy [Nune /\]

Open File Policy List” '
ns and Applicatio

FLWRY —ogA1E, [[RY) >— (Policies) 1 >[7 27 X #l{#l (AccessControl) | RHEL >[<IL
D7 ET7AIL (Maware& File) 1] X—VnBlo % 7 CTHE £,

b) RV T —DIERRDFEMIZ DV TIE, Cisco Secure Firewall Device Manager Configuration Guide % 28 L C
<TEEV,

c) [L—/L®iEM (AddRule) |"X—VIZRYD, Ray 7 X7 URXARMPLH LIER LAY — %R
LET,

ATv 76 [Applyl 227 U v/ LET,
L= =L (Rules) ] 7 —7/WIZIEME L ET,

AT TT [#RT7F (Save) |22 U w27 LET,

5% TE D B

==

REDER T A ZZRALET, ERZEMTL2ETE, 7 A A LTEOEELT 7
T4 70 F A,

FIE

ATy 1 L0 [EE (Deploy) 127V v27 LET,
X 42: R

Deploy © {C:)} @ ‘ v

AT T2 RELREFHOEEIZ. FHEDOT A ADF =y 7Ry 7 A% A2 LT [JEB (Deploy) 15227V v 7 LE
ﬁ—o
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| #xKyv—o

i
luly

zzorn [

B:BERLE=LDERR

Q Advanced Deploy ‘ A D Ignore warnings Deploy

1010-2 I Ready for Deployment

D 1120-3 I Ready for Deployment

E720F. [TTER Deploy Al) 1227V v 7 LTTNTOT A ZTRBALET,
B 44: 5 X TER

Q Advanced Deploy ‘ A D Ignore warnings Deploy All

-

D 1010-2 I Ready for Deployment

D 1120-3 I Ready for Deployment

D 1120-4 I Ready for Deployment

D ftd-cluster1 I Ready for Deployment

D ftd1 | Ready for Deployment
® 5 devices are available for deployment D

NN OGEIL, BMOREMRA T > a VERET S22, [FERERM (Advanced Deploy) 1% 7 U >
7 LET,

5 EERRER

1 device selected

[Q Search using device name, user name, type, group or status ] Deploy time: Estimate m

Pending Changes Reports

() Device Modified by Inspectinterru...  Type Group Last Deploy Time Preview
> [ fuan rboersma, System FTD Feb 26, 2024 11:09 ... @ | Ready for Deployment
> [J  fta-clustert rboersma, System FTD Feb 22,2024 10:36 ... ® | Ready for Deployment
v 1010-2 rboersma, System FTD Feb 22, 2024 11:09 ... B | Ready for Deployment
o= ~ Access Control Group
Access Control Policy: in-out R rboersma, System
®
Intrusion Policy: No Rules Active R system
2

Network Analysis Policy: Balanced Security and Connectivity R System
~ Device Configurations
Interface Policy R rboersma

~ Flex Configuration

Template Policy: Unassigned R rboersma
v NAT Group
Manual NAT Rules: interface_PAT R rboersma

~ Security Updates
Rule Update: (Isp-rel-20240311-2013)

ATY T3 EEPRDLIZZ 2R LES, BEOAT =¥ ZA2FRT 5121E, A==2—/3—0 &R (Deploy) ]
R DEMCH DT Aarzr ) v 7 LET,
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BEDER

%6:BEAT—32 R

Deployments  Upgrades A Health @ Tasks 2 ‘ (D show Pop-up Notifications @
H 1running 6 success 0 warnings O failures [ Q Filter ]
¢ 1010-2 Deployment - Policy and object collection 10% == s
complete.
1120-3 Deployment to device successful. 2m 39s
1120-4 Deployment to device successful. 2m 43s
3110-1 Deployment to device successful. Tm 38s
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