EAXR) O—DERTE

WM EZE T LT b, BIOA »F =T =2 AEXy NI =7 ORE, BLORY —D
NAL <A REATVET,

T NAATRK—=T DT Ay (13—=)
HHIREDTET (1 ~—)
e Xy NU—IHELERY V—DRE (9—)

N\ AIXR—TvADQOTA4 Y

Firewall Device Manager (Z 2 21 L C Firewall Threat Defense % i & L 97,

FIE

ATFYT1 ava—FOREREDA v Z—T oA ZIS LT, 77 7HFIC®RD URL Z A LET,

« 4 —H% % b 1/2 : https//192.168.95.1

« % HL 1/1 : https://management_ip (DHCP 2>5)

AFw T2 2—Y—% admin, T 7 4Lk RAT— K Admin123 AL T 7 A > LET,

REDET

WHARE X 5T T DITIE. AN Firewall Device Manager (22 7 A > Lzt Xk N T v
DA —REFERALET, By 8T v 7 U4 F—=ROETH, W ONOIEARRY > —niiEy)
ICREE STz, BERE L TV DT /3 ADWMLEETT,

s NE—WEB T T 4 w7 T a—
s RER DA A~DTXRTOWBERDA % —7 = A A PAT,

#xK) o—oEE |
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FIE

ATy T —REHICFEL, FHE SR - REEHLET,
[Device Setup] B 23 &R SAVE T,
1:[T/N\1 RDEEE (Device Setup) ]

Smart License

1 Configure Configure
Device Setup 0 Internet Connection 2 ) Time Settings 3 ) Registration

] quww%

& Internet

MGMT 11 13 1/5 1/7 179 111
E@@m OO
L @FMEE OO
&5 Smart Lice...

CONSOLE 172 14 1/6 1/8 1/10 1/12 SFP

1/2

7

GE)
ERE72 AR — FREX, T I > TR 9,

ATV T2 AL Z—T 2 A ABLOEFHEAN VX —T 2 A ADFR Y NT— I RELEEELE T,

B 28Ry —nmE
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Connect firewall to Internet

Trust Outbound Traffic Block all other traffic
This rule allows traffic to go from The default action blocks all other
inside to outside, which is needed traffic.

for the Smart License configuration.

Outside Interface Address

Connect Ethernet1/1 (Outside) to your ISP/WAN device, for example, your
cable modem or router. Then, configure the addresses for the outside interface.

a)

b)

<)

Configure IPv4

Using DHCP M

Configure IPv6

Using DHCP N

Don't have internet connection?
Skip device setup
[Outsidelnterface] : 4 —H %> h /1, T3 ZAOYHRERFHZHOINTA 2 —T = 4 A% RINT 5
ZEIETEEREA,
[Configure IPv4] : PPPOE A B G51E, V4 P — FOETHRICEETE T,
IPv6 ZERET %

[Management Interface] : BEFHDEER 1/1 f V' H—T =2 A ADNRT A—HEZERELET, CLITIP T K
VAZEELIEGE, 2D ORETT TITHE A DI ORI NEE A,

[DNS Servers] : 7 7 # /L ;& OpenDNS /X7 U » 77 DNS H—/3—"T7,
T7ATI4A—ILDKRR b4
[K~ (Next) |27 U w7 LET,

ATYTI VAT AL EFRELET,

#xK) o—oEE |
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3:BEZIRTE (NTP)
Time Setting (NTP)

System Time: 11:56:20AM October 03 2024 -06:00

Time Zone for Scheduling Tasks

(UTC+00:00) UTC v

NTP Time Server

Default NTP Servers 7

Server Name

0.sourcefire.pool.ntp.org
1.sourcefire.pool.ntp.org

2.sourcefire.pool.ntp.org

NEXT

a) AL YJ—V
b) [NTP Time Server]
¢) [k~ (Next) 1227 U v 7 LET,

ATvT4 Av—F T BUVRAERELET,

B 28Ry —nmE



| &Ky v—0kE

nouzoxT I

Register with Cisco Smart Software Manager

Register with Cisco Smart Software Manager to use the full functionality of this device and to apply
subscription licenses.

What is smart license? (2

O Continue with evaluation period: Start 90-day evaluation period without
registration
Recommended if device will be cloud managed. Learn More (2

Please make sure you register with Cisco before the evaluation period ends.
Otherwise you will not be able to make any changes to the device configuration.

@ Register device with Cisco Smart Software Manager

Please register your device at this time. If you do not register now, you can
register later from the Device > Smart License page.

@ Create or log in into your Cisco Smart Software Manager account.
N2

@ On your assigned virtual account, under “General tab”, click on “New
. Token” to create token.

@ Copy the token and paste it here:
v Token

MDM4MTdhNWEtNmEXMCOONzMyLWE3YWMtMzY 1TMWViOTM2Nm
EOLTE3NDUOMzI2%0ANjQyM;jV8dUNPZnRLWDJhSFJ6bWcOYkFqVW
ZWQzJzd2JDN2dwRkxhbUhQeHhj%0AZUtnUT0%3D%0A|
i
@ Select the region in which your device is operating.

Region

US Region v

@ Enroll Cisco Success Network.

Cisco Success Network enablement provides usage information and
statistics to Cisco which are essential for Cisco to provide technical
support.This information also allows Cisco to improve the product and to
make you aware of unused available features so that you can maximize
the value of the product in your network.

Enroll Cisco Success Network

@ For a more detailed overview on Cisco Licensing, go to
cisco.com/go/licensingguide (2

BACK FINISH

a) [Register device with Cisco Smart SoftwareManager] #27 V v 7 L £,
b) [Cisco Smart Software Manager] U > 27 %27 U v 7 LE T,
¢) [Inventory] #7 VU v 7 L7,

BARY —DEE
|
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Cisco Software Central > Smart Software Licensing

Smart Software Licensing

Alerts Convert to Smart Licensing

d) [General] # 7 C, [New Token] %7 1V v 7 LE9,

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances t

Token Expiration Date Uses

OWFINTZiYTgtY2Ew... 2024-May-18 17:41:53 (in 30 days) 0 of 10

e) [B¥k h—7 »Z{ERK (Create Registration Token) | %A 7 R 7Ry 7 AT, LLFOKEEE AT L THh
5[ b—2 o %ZVER (Create Token) 1 %27 VU v 27 LE7,

[

Create Registration Token ®

This will create a token that is used to register product instances, so that they can use licenses from this virtual account.Once it's
created, go to the Smart Licensing configuration for your products and enter the token, to register them with this virtual account.

Virtual Account:
Description: Description
* Expire After: 365 Days

Between 1 - 365, 30 days recommended

Max. Number of Uses:

The token will be expired when either the expiration or the maximum uses is reached

Allow export-controlled functionality on the products registered with this token @

Create Token Cancel

- SRER
o [AZNHIFR (Expire After) ] : HEREEIX 30 H T3,
o e R FEI % (Max. Number of Uses)

[ZD b= ATBER S T G Tl A PR RE A 7 ]9 5 (Allow export-controlled functionality on
the products registered with this token) ] : EER LA STV HEOELAITE =774 7
VAT EEMMILET, ZORBEEZENTLITEDLRS. TOA T a B I TIERT D
VENRHY £9, B TIOWRBEANIT 2561, T4 2 EH LT ey 7 bx—CHEeEk
L. TR A% a—RTHLERHY T, ZOF T arBnFRanenWgas, 772 b
g R RE A AR — LT ER AL,

h—=27 3 A o _v MIEMENET,

B 28Ry —nmE



omzzozT [

| &Ky v—0kE

) F—2 OEMZHDIRENTAar%7 V27 LTC[h—2> (Token) ¥ AT TRy AZRE,
=2 v1ID%27Y v 7AR—RIZat’™—Tx 5 X 52 LFE 9, Firewall Threat Defense D BN MNIER L
XWHOFIETHEHET 2O, 2O M7 U 2HELTBEET,

K4: b= oDRTER

General Licenses Product Instances Event Log

Virtual Account

Description:

Default Virtual Account:

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances to this virtual account.

New Token...
Token Expiration Date Uses Export-Controlled

OWFINTZiYTgtY2Ew. 2024-May-18 17:41:53 (in 30 days) Allowed

0of 10

K5 r—=H2DaE—

@ X

Token
MjM3ZjIhYTItZGQ40S00Yjk2LTgzMGIEMThmZT Uy Yjky
NmVhLTETMDISMTI1 %60AMTMxMzh8YzdQdmgzMjA2V
mFJN2dYQjISQWRhOEdscDU4cWISNFNWRUtsa2wz %
NAMPANSTNZAANANA

Press ctrl + ¢ to copy selected text to clipboard.

g) Firewall Device Manager C, h—72 % h—2 7 4 — /L RIZHE O T £,
hy ZooF 7 a2 EL, [Finish) 227V vy 7 LET,

ATFYTS By T v 4P —FERTLET,

g#xRyo—nEE I
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K 6:RDRTv TS

The Device Is Up and Ready to Be Configured!

What's next?

Device will be Cloud Managed Standalone Device

@ Configure Interfaces E]

Connect inside ports to internal devices

Configure Policy 07

Manage traffic

GOT IT

a) [StandaloneDevice] %2 Y v 7 L T Firewall Device Manager #{#H L %9,

b) [Configurelnterfaces] %~ U » 7 L T [Interfaces] ~— ICE B EI9 52>, [ConfigurePolicy] 227 U v
7 LC [Policies] ~—IZBE T 57>, [Gotlt] Z#27 VU v 7 LT [Device] ~—VIZBEI L 9,
AVE =T 2 A ZELFIRY V—REIZONWTEL, Ry FPUV—=IRELARY —ORE (9 ~—
V) | EZRLTIES N,

ATy T6 HWRETA A2l ET,
a) [Device] X—)>5 [Smart License> > View Configuration] ®JEIZZ U v 7 LT,
b) TNENDOA T 2T 4k AD [EnableDisable] 2> hr—L%227 U v 7 LET,

‘SUBSCRIPTION LICENSES INCLUDED

IPS ENABLE Malware Defense ENABLE

This License allows you to perform intrusion detection and prevention and file control. You This license lets you perform malware defense. You must have this license to apply file policies
must have this license to apply intrusion policies in access rules. You also must have this that detect and block malware in files transmitted over your netwaork.
license to apply file policies that control files based on file type.

Includes: Cg File Policy
Includes: T Intrusion Policy

URL Cisco Secure Client Type Advantage v

This license allows you to control web access based on URL categories and reputations, rather Please select the license type that you purchased to enable remote access VPN. Note that
than by individual URL alone. You must have this license to deploy access rules that filter web Secure Firewall device manager does not support any of the advanced features covered by the
traffic based on category and reputation. Advantage license.

Includes: URL Reputation Includes: RA-VPN

B 28Ry —nmE
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) WHE FNr v X7 UR NS [BEEOFERM (Resync Connection) ] %3#R L C. Cisco Smart Software
Manager & 7 1 & AER & R S H £,

Go to Cloud Services

Resync connection

Unregister Device

) (o] )
2RI —OFBEER) O—DETE
BMOA L H—T A A, DHCPH—"—Z2REL, X2V T 4RV —%2 D AZ~<v A AL
7,

FIE

ATy Tl (—EOETFIVTHEMTAEER) 40Gb A v Z—T A AN 42D 110G T L—0T O AL Z—T A
AZAERRT B2, [T 31 A (Device) ] #IBIR L THD [ ¥ —7 =A A (Interfaces) | D~V —|Z
AV E I LET, RIS, A EZ—T A ADTVL—0 T I NTAar® 70y LET,

ATFVT2 MDA 2 —T oA A HPET D8561%. [Device] 2R L. [Interfaces)| DWEDO U 27 %227 U v 7
LET,

#f =Tt 20FET A3y (@) 22097 LT, IPT RLAREORELERLET,

WP TIL, WebH— =R DT v 77 7w ATREREEARET S [EEHhE) (DMz) & LT
T A7200( 2 —T A4 AxRERLET,

| #xK) o—oEE |
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Ethernet1/3
Edit Physical Interface X

Interface Name Mode Status

dmz Routed N e

Most features work with named interfaces only, although some
require unnamed interfaces.

Description

IPv4 Address IPv6 Address Advanced

Type

Static Vv

IP Address and Subnet Mask

192.168.1.4 / 24

e.g. 192.168.5.15/17 or 192.168.5.15/255.255.128.0

Standby IP Address and Subnet Mask

/

e.g. 192.168.5.16

RTVT3 HILWT 7 AT U4 —NA B —T = A A& T 2541, [Objects], [Security Zones] DIEIZERI L F

B

PENS U TH LW = REEZIIMER L, AV F =T 2 A R EZFD ) = ZE8 0S8 TES, KA
=Tz A AL, RV —2RETH/ =B L TWABLERH Y £,

WOFITIX, #H LV dmz zone Z1EK L, TS dmz A > Z—7 = A A&EV Y TEHEZRLET,

B 28Ry —nmE
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Add Security Zone

Name

dmz_zone

Description

Mode

@ Routed O Passive O Inline

Interfaces
[ +]

©® > @ dmz (Ethemet1/3)

> inside (Ethernet1/2) SANCEL

> management (Management1/1)
> outside (Ethernet1/1)

> unnamed (Ethernet1/8)

1 item(s) selected

Create new Vv CANCEL

ATy T84 NEZ FA4 T R TDHCP L CT /A A0 IP 7 RLAZEST 58414, [Device> System
Settings> DHCP Server] OJIEIZER L T/ 5 [DHCP Servers] ¥ 7 #{R L £,

T TICHNEA v X —T = A AHITHER STV D DHCP ——2NH Y £9°,

BARY —DEE
|
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9:DHCP H—/\—

Add Server P

Enable DHCP Server e

Interface

dmz (Ethernet1/3) v

Address Pool

192.168.1.50-192.168.1.254

e.g. 192.168.45.46-192.168.45.254

ATYTE [AY— (Policies) | #BRL TRy hT—2DEFX2UT ¢ K —%MHRLET,
TNARA Y N7 w7 U4 ¥ — FTE, BFR/L—/LZH LT, inside_zone & outside_zone fH D ilfE 7
0—%HMNITEET, BEAL—ATIHRARY U—2@A LEHA, RAZFEHTHITIE, —ITH
LCHAT 7 varZfELET, AU —IZiE A o F—T = RZAND EEDTXTDA U F—
T2 A ADA =T = APAT baEhET,

R10: T2+ EDEFLYTF4R)O—

@ Security Policies

0 SSL Decryption  —> Identity —> Security Intelligence —> @ NAT — W WSSOt > & Intrusion

o Y Filter a @ +

ACTION  ZONES NETWORKS APPLICATIONS ~ URLS

Default Action Access Control @ Block & [, v

L, By — A v =T oA AR DLGARIEL. ENHD Y — 2 EOMOBEETFTHT7 7k
AN — L DILBE T,

S5, BV —bRERMHET EH72DIMORY —%FE L, BV ELTAHEREZEEGT 5729
WNATE LT 7 2 A= VAT 2 LN TEET, V—AAR—TR) > —E A T2 Vv +5H
LT, RORY v—ERETEET,

+ [SSL#E %5 (SSL Decryption) ]: R A, ¥/ =T 72 EIC OV T B S =8kt (HTTPS 72 &) &4k

BT LHEE, T EALTOMENHY £7. EOBEREETTILEND L2 Hlrd 5120
SSLEGRY > —ZHLET, AT AL, BMARICHEREZFRE L L £,

[ TATT 4T 4 (dentity) |: fHxD2—HF—lZxy NU—7 TI7T7 4 €7 4 2@ T 5, £/
Ta—Y—F a2 — TN —TDRA L NR—= oy SIS Ry hT—T T 7 v A& HHT 55

B 28Ry —nmE
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BlE. BEDOY —AIPT RLRAICHEEMT SN TWE 22—V —FHETEDITAT T 4T 4 K
Vo—%fEHALET,

* [Security Intelligence] : (IPS 7 A B ANRME) 7T v 7 U A MEEFEAD IP 7 KL A E 721X URL
DR T2 HIC ey 72123, BEF 2074 ATV V= AR =2 LET, BEao
RERYA V2T T 7 A MIBEITNE, 778X a2 ba— LK) o —TCEFENLEEET DN
BN 72 £9, Cisco T, EFXF 2V T4 A>T UV ADT T 97 U A SBRBICERFSH
HET, BEROARERT RUARLURLOEMER 7 + — FERHEL TWES, 74— FE2EHT2
LTIy 7 VA NOHBEZBEBMEIIAIRT 272OICR Y —ZRETLH2HLENH D XA,

«[NAT] (R FU—2 7 RLRZEH)  NERIP 7 KL RAZAE DN —T ¢ FARER T R L AT Ha
THIZDITNAT R Y o —Z2HH L F9,

o [7 7 Al (Access Control) ]: F v U —72 ECHATHE/BOIRTEICT 7 A a2y ba—/L iR
Vo—%&FEHLET, X2V T4 V=0 IPT RLVA Farhal, K—h 77V 5—var,
URL, 22— —F 7 da2—HP— N —F Lo T T4 NV FUBETEET, /2, 77 v AdlEL—
EHREALTRARLTZ 7 AL (v o=T) R v—%@HALET, ZORY —%#H L TURL 7 4
NE YT hERELET,

«[1RA (Intrusion) |: RAKRY =2 LT, BMOFREHREL £, 77 & AHl#EL—L 261
LTRARY =2l H LETH, BARY —2iffHkE L TRIEDR AL — /L 2B R AR £ 7213
I TEET,

WOBNL, 77 & AR U 2 — T inside_zone & dmz_zone D DB ZFF T2 FiEEZ/RLTWET,
ZOFITIE, [#HEtOK% T (AtEnd of Connection) | MBI SN TWDHEE, [m X2 (Logging) ] =Bk
WTHLOWT DX T TH AT v a VITRESNERE A,

R11: 79X arra—)LKRYo—

Add Access Rule X

Order Title Action
2 v ineiderme
. (] o 7 ] . o o
Source/Destination Applications URLs Users Intrusion Policy File policy Logging
SOURCE DESTINATION
Zones +  Networks +  Ports +  saT Groups Zones +  Networks +  Ports +  sGT Groups
& inside_zone ANY ANY ANY @ dmz_zone ANY ANY ANY

RAT9T6 [T/31 A (Device) | ZBINLTH 5, [HEH (Updates) ] 7 /L—7"T [BREDFER (View Configuration) ]
BTV I L, VAT AT —ERXR—ADEHFAr TV a—VERELET,

BARI O —Z2FEHLTWALESIT. L— L VDBDOTF —FXR— X ZEMLEFLZRELET, EXa
VT4 ERT7 4 — FEEHTIHEE. TAOOFEFAFr Va—NLaHRELET, —FEELL T
U7 4R o —CHENVEFREEATIHEE. TOT A _XR—ADEHFAr Va2 —VERTELFET,

)
x%v77f:lw@ummwﬁ&y%79yybxmwmmwﬂﬁ&y(%?)%7Uy7bf\%EW§%?ﬂ
A IR L £

BARY —DEE
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