FZ L& BHIIC

I v R ¥ ® Cisco Secure Firewall 3100 1%, #{LT 2R 2R R—F L ET, Zhickb,
NAT Yy RipfEELEa T X MRFEALS. SWERERIEEE MRS 2 N5 5
F£ 9, Cisco Secure Firewall 3100 (X, B KREHN X2V T4 TS I7A4 T AT, Z0D
TIIAT A BB 2 BN B & R ADE L) iRk L £, Advanced
Threat BEREN BN/ > TV DA TS, 774 T U — VOB D2 — R — A 1ZxF LT
NI T = AZRBELEST, ZNODONRTr—~v U AHREIX, 7747 U+ —L, K5
b, BLOERMRAKEZ LT 2FHN— NV =27 LHAGORETREH O CPU T —F 7
JF Xl Lo THRILINTWET, Cisco Secure Firewall 3100 (%, v Z—F% v b=y U5
TR =BT TARX—= 7 T RETRANZ—ZA 7 —21Zxf5 LET, Cisco
Secure Firewall 3100 (X~ /VTF A VAKX AL TARX Y 7Y HR—FLTED, HkOKE
WD =— XA DOETIETE AT 4+ —~ U ADM EEEBR L E T,

72— 71 /L ® Cisco Secure Firewall Device Manager % i L C7 7 A 7 U+ — LV EEH L £,

c T TAT VA —NDT =T NV (1 =)

c 77 AT U A—NVDOEROEAN (2 X—)

e A VAPN—NLEINTWVWDET Z VU —3 = (Firewall Threat Defense £ 7213 ASA) DR
(4 =—2)

» Firewall Threat Defense CLI ~D7 7 £ A (5 X—)

e N—=Ta VOB EHA A= (6 ~—)

« ({EE) CLITOEH Ry NU—JREDEL (7 5—)

¢« TA BV ADESE (9 —)

o WERYGH) 77AT UA—NVOEBRAT (9 =)

274 T 94— LDy —T)LiES

s (AFvay) arI—NTHETEEAFLET, ¥ —UIZIEZDB9-RI45 ) T IL
=T IRE L TWDTED, #ET DI — Ko%= D DB-9-USB >V 7 /LA —
TIVOEARVBEICRABERHY £9°,

o (AFvar) BHUIIZSFP WY fHF$£9, ZiL SFP/SFP+ £ Y 2 — /L& MH L9
% 1/10-Gbps A — kT,

e



FLo sz |
B o 7or—rozrorA

*SFP # A —H% v b 19 LLEIZEY 1T E7, 2o OEER— hME SFP/SFP+ £ = —
VB L35 1/10-Gbps AR — KT,

HHIZOWTIE, "= Ry =7 RETA F2ZRLTIES0,

Outside Ethernet 1/1
outside, DHCP and IPv6 autoconfig from outside nw
(Optional)
Console port Ethernet 1/2

inside, 192.168.95.

G —
5 et
§ ﬂ T L)
(Alternative)
Management 1/1
management,

DHCP from mgmt nw

—_

Other Data Networks

"mmdj
Management computer

DHCP from inside ifc: 192.168.95.x

27AT70+—ILOEFEDHEA

VAT LADERIL. TrAT U A OEEIZHLEE v —EBRAAL v FIT Lo THIE N E
T, By D—BRAA vFIL, V7 hdmEcEtLET, 2k, VAT LADTL—RAT

vy RETURYR—FEN, YATLY T "7 2T7RBIOT—FZ RO Y 2 7 A5
ENFET,

B

GE) T AT U F—)LEHOTERIT S & &%, Firewall Threat Defense D #IHAILIZHI 15 ~ 30 43>
N ET,

1R8O DRI
T7AT VA LTEEEOSWED 2G5 Z ENHEETY (EIFEEREE

7 FELFEL
(UPS) MM 272L) . BAIDY ¥ v bE T 2fThRWTENNEbND &L, BRZR
Tr7ANY AT LAORGEEGISEZTHREMRH D £, Ny 7 7T RTEEIZEZEDOT

OB ANRFEITINTWT, BINKbNDE, VAT LAETL—A TNy Yy hEDU U TEE
A,

| EY


https://cisco.com/go/secure-firewall-3100-install
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77479 +r—LoEE0RA ]

FIE

ATYT1 BRI —RE 77 AT Ur— UL, ElRar vy Mo LET,
ATY T2 V¥ —vOFHT, BRa— NICHET 0 v —BRAA v FE2EHA L CEREZA ICLET,
®1:BRERA VF

==
YL

Power switch

ATv T3 LED DBIED AT —F A &R L E7,

B 2:LED
(1
L alnaln, OOO
g Secucr:echi:wall OOO
3100 Series
Managed LED > @
u A
System LED >8 ¢
Power LED ——> & © — [

|

¢« FBIRLED : $ka THIT L CWAEAIE., 77 A T U+ —VDEBRNA N> TNWA I EE2EBEWRLE
7,

e 25 A (S) LED : IROBHEEZZBH L T ZE W,

£1:VRTL (S) LEDDEE

LED D EE Bl TNNAZADEREANT-RDE
B (9 #)
ok, C B S EE 01:00
FL o PBTEEAR (27— |[EEINZKRLE L 01:00
Rug)
R T EAT T —aryRa— RER [15:00 ~ 30:00
F L=

e
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. AVAR=ILENTWST TS5 — 3> (Firewall Threat Defense F7-(% ASA) DFER

LED D EfE SBA TINA ADERE ANT-RDE
(5 #)
FL VTR (T —REE) |77V r— g ror— KiZ& [15:00 ~ 30:00
LELE

AR M=ILENTWST7 TY 45— 3> (FirewallThreat
Defense = 7-1% ASA) DHIEEER

Firewall Threat Defense & ASA O OT7 7Y r—yayin, N"—RKU=7 THER—FEINT
WET, VbR — MIEERE L, BRI A VA R— A SNTWET S r—va &k
BLET,

FIE

ATFY Tl a2 — LR —MNIERELET,
®3:avy—)LR—

RJ-45 console

|
HE
oy D=
oo
o

{
i
20
<G

iIE

ATFwFT2 CLIZ7u 7 w25 LT, 77 A7 74+ —/L T Firewall Threat Defense £ 7213 ASA BN FE TSN TN EMNE
IMMEMERLET,

Firewall Threat Defense

Firepower 2= 27 A > (FXOS) 7RV 7 MRRRINET, 27 A L THLWRRATY — REREETIC
U5 EMTEET, B/ VA2 TTHHMENRS 556 1L, Firewall Threat Defense CLI f\O)Tﬁ’E
A (5X—=V) L TIIEIN,

firepower login:

ASA
ASA 77 W RFEREINET,

ciscoasa>

| EY
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Firewall Threat Defense CLI ~D 7 7 # X .

ART9 T3 MESTT 7Y r—va URETSN TV HEAX, Cisco Secure Firewall ASA 35 X O Secure Firewall Threat

Firewall Threat Defense CLI ~D 7 Y+ X

ATy

Defense fi A A — LA FEZRL TSV,

REFLIZIN T TN Y 2—T 4 VT DIEDIZCLIULT 7 B AT AUERHHEENH Y 1,

FIE

gy —)LiR— MR L9,

4:a—ILR—F+

RJ-45 console

I
el | OO
]
o (il
EF =|[Jo-
o

ATw T2 FXOSIZHfi LE T, =—H%—4%4 admin £ /X2 T —F (F 74V M3 Admin123) #fH L CTCLIIcw 2
AL LET, HldbTul A LiztE, RATU—REEETLHILIRDOENET,

ATvT3

firepower login: admin
Password: Adminl23

Successful login attempts for user 'admin' : 1

[...]

Hello admin. You must change your password.
Enter new password: **kkkkxkxx

Confirm new password: **xkkxkix

Your password was updated successfully.

[...]

firepower#

Firewall Threat Defense CLI |22 % L %9,
GE)

#¥#& ~ b7 v 71T Firewall Device Manager % {3~ % %3513, Firewall Threat Defense CLI {27 7 -2 A L 72

WTLFEEW (T8 ATHE, CLlty N7y 7RG ENET) |

connect ftd

Firewall Threat Defense CLI [Z#]D CHfe 2 &, #Iflty N7 v 72 ETT 5L ITRDLNET,

e


https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/reimage/asa-ftd-reimage.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/reimage/asa-ftd-reimage.html
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B —cavommemiri—ok

1 :

firepower# connect ftd
>

Firewall Threat Defense CLI Z# T 5213, exit £7zidlogout 2a~> KZAHLET, ZDa~vr Kick
V. FXOS 7u 7 MIRED £,

51 -

> exit
firepower#

» o~ -~ = A

N—=U 3 VDEEERA A—21k
T7AT T4 —NVERETDANIRGNN—=Ta v a A VA= VT 5T E2BEIOLET,
DHEL LT, B#RIZT v 77— R T 52 b TEETH, REZWRRTL7 v 7
ZL—RFTlE, ZOFEZENT 2L SRR N 56080 £7°,
EIT9HN—Tay
Y7 hUxT Zyru— K RX=UD) ) =AFZOMICH D, BOEOEPFNTND Gold
Star UV — 2% F(T79 5 Z & 2 BEID L ET, https://www.cisco.com/c/en/us/products/collateral/
security/firewalls/bulletin-c25-743178.html TSN TWH U Y — AR A ST 52 L H T

i jﬂo
FIE

ATV Tl a3 V— R — NG LET,

5:aY—I)LR—F+

RJ-45 console
|
ﬁéﬁ-ﬂ&g ﬁOOOC
I
=] e
o

ATwT2 FXOSCLI T, EfTHDON—Va v 2R RLET,
scope ssa

show app-instance
£l

| EY


https://www.cisco.com/c/en/us/products/collateral/security/firewalls/bulletin-c25-743178.html
https://www.cisco.com/c/en/us/products/collateral/security/firewalls/bulletin-c25-743178.html
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B cucogEry r7—s8EnzE

Firepower# scope ssa
Firepower /ssa # show app-instance

Application Name Slot ID Admin State Operational State Running Version Startup Version Cluster Oper
State

ftd 1 Enabled Online 7.6.0.65 7.6.0.65 Not Applicable

ATV T3 HLWNA—Ta vE A VA NN TH58E, ROFIEZETLET,
a) T AN BT, BEA L H—T7 A AXDHCP 2 LE3, HHA VX —7 = A ZTHWIP T R
VAZRETDMENS DGEIL, WOavr RE AT LET,

scope fabric-interconnect a
set out-of-band static ip ip netmask netmask gw gateway
commit-buffer
b) FXOSO NT TNy a—TF 47 A4 RICREEBEEINTHDEHA A—MOFIEEZFEITLET,

BEA L H =T 2 A AMPBT I BATEDZY ==L LW, A=V E2F T u— RT3 0END
D E£9,

T AT A —/VRFEE) L7 5, FXOS CLIICHE#RE L £7°,
¢) FXOSCLI C, BHENRAUV—-RNEZHERET LI IIROLNET,

(EE) CLLTOEERY FT—VREDEKE
T 74N T, ROWTNDPDA L Z =T 2 A ATT 7 AT U+ —VEFHTEET,

e A —H% v b 1/2:192.168.95.1/24

« BH 1/1 : DHCP 6D 1P 7 R LA

TNV IDIPT RUVAEBEATE WAL, 22— /bR — MIER L CCLI Tt »
7 o7 HEFETL, BEHUIDOIPT FLRZ#HINT FLRIZRETE £7,

FIE

ATYT1 arvy— N KR—MNIEEFELET, {1 A =L EZNTNWDHT 7Y 77— 3 (Firewall Threat Defense & 7=
X ASA) DR (4 X—) LT 7EEN,

AT 72 Firewall Threat Defense CLI (ZH5%: L £97,
connect ftd

1 -

e


https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot/b_2100_CLI_Troubleshoot_chapter_011.html#task_n5q_3v1_hbb

1% L& B

B &® wcossty ro—s8EozE

ATvT3

firepower# connect ftd
>

WA R —T oA ZADBREADCLIEY hT v 27V E252T LET,

You must accept the EULA to continue.
Press <ENTER> to display the EULA:
Cisco General Terms

[...]
Please enter 'YES' or press <ENTER> to AGREE to the EULA:

System initialization in progress. Please stand by.

You must configure the network to continue.

Configure at least one of IPv4 or IPv6 unless managing via data interfaces.
Do you want to configure IPv4? (y/n) [y]:

Do you want to configure IPv6? (y/n) [y]l: n

HABVR oD EATDT RLADDLRL ELH 1D Ty 2 AN LET,

Configure IPv4 via DHCP or manually? (dhcp/manual) [manuall]:

HAF DR EIP 7 R AZRET DI [TE) (manual) | 23R L 9,

Enter an IPv4 address for the management interface [192.168.45.61]: 10.89.5.17
Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.255.192
Enter the IPv4 default gateway for the management interface [data-interfaces]: 10.10.10.1

HAETVR  F— T2 ADIPT FLAEZHRELET,

Enter a fully qualified hostname for this system [firepower]: 1010-3

Enter a comma-separated list of DNS servers or 'none' [208.67.222.222,208.67.220.220,2620:119:35:

Enter a comma-separated list of search domains or 'none' []: cisco.com
If your networking information has changed, you will need to reconnect.
Disabling IPv6 configuration: managementO

Setting DNS servers: 208.67.222.222,208.67.220.220,2620:119:35::35
Setting DNS domains:cisco.com

Setting hostname as 1010-3

Setting static IPv4: 10.89.5.17 netmask: 255.255.255.192 gateway: data on managementO
Updating routing tables, please wait...

All configurations applied to the system. Took 3 Seconds.

Saving a copy of running network configuration to local disk.

For HTTP Proxy configuration, run 'configure network http-proxy'

Manage the device locally? (yes/no) [yes]: yes

>

#4144 2R : Firewall Device Manager i 285515, yes E ATTLET,

ATYv T4 FHLUWEHIP 7 R L A T Firewall Device Manager (21 74 » L TL 72 &0,

| EY
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sstevzong |

4 ADORIF

TAB AT, VAIETIFREREIENLT AL ZAEEA LRI, A~— Y7 hy=T
FGARL T TH T MY 7 SNTWET, Smart Software Manager (27 4 W 2 kA3
WX, Vo227 0y LTHLWT AUV MEFELET,

Firewall Threat Defense (ZI1ZRD T A B A0 0V £77,
o FEYE - WIH
« IPS
o ¥y = 7 B
cURL 7 4V HZ VT
* Cisco Secure Client

X+ U7 (Diameter, GTP/GPRS, M3UA, SCTP)

1. HETIARVAZEBMTD2MEND DAL, Cisco Commerce Workspace T [T T
F (Search All) 17 4 —/V R&EMEHLET,

6: 51 ABRE

= v SearchAll.. Q

f Catalog Estimates Deals & Quotes Orders Subscriptions & Services Software

2. AU APIDEZMB LET, LEARPIDICHONWTIE, BIESTA FEBR LTI E &V,
3. RS, B LY —E X (Products & Services) ] 23R L F 7,

7: %R
e Al Results
T Orders 6
[ Invoices 2
&, Software Subsc... 1

© Products & Ser... 1

(WERIFE) 72747 04+—ILDOEIREA

VAT AEBUNI Yy MU A ENEETYT, BMIICERT 7 S ARV BIRA
AFEMLTVTEE, BRI AN AT LAOBREYBIERITZERZHDET, Ny

VL |


https://software.cisco.com/software/smart-licensing/inventory
https://software.cisco.com/software/csws/smartaccount/accountCreation/requestAccountForCustomer
https://apps.cisco.com/Commerce/home
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JTZ 0 RTIXFEICEEDO T o ANETINTEY, R 7 72k BIRZ YN
L7=0TDE, 729 AT T4 — VI AT LETL—A Ty NI TEEY A,

CLIICHIFTAT 747 74— ILOEIRDUIE

FXOSCLI T2 &, VAT AZLRIIV Yy MU LTI 74T 74— /VOEREY)
WrcE £,

FIE

ATV Tl ) —LER— MNIEELET,
E8:ary—ILR—

RJ-45 console

'uu Cy O

1 [
=] e
o

AT 72 FXOSCLI Tu—»/VFRET— NcEk L7,
firepower # connect local-mgmt

ARTVT3 VAT LEVYy NE UV LET,
firepower(local-mgmt) # shutdown
11

firepower (local-mgmt) # shutdown

This command will shutdown the system. Continue?
Please enter 'YES' or 'NO': yes

INIT: Stopping Cisco Threat Defense...... ok

RTFVTE T7 AT TH+—NDY ¥y NET VIV AT AT a Ly P heE=F—LET, ¥y NETURETT
L RoTa T MRFRRENET,

System is stopped.
It is safe to power off now.
Do you want to reboot instead? [y/N]

ATV TS VEIUNUTERAL vF 524710, BIRT 7 72K TY Y — Y OB ERZ Y 44 2 &2
TEE9,

Device Manager A L= 74 7O 4+ — LD ERVIE

Firewall Device Manager Z il L T AT L&Y v v hE D LET,

| EY
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Device Manager Z{Ef L 1= 7 7 1 7 0+ — LD ER LB .

FIE

ARTYTN 77 AT 05—y NETULET,

a) TNARX (Device) #7 Vw7 LThb, PATLERE (Sysen Settings) > BifgE/I vy T
(Reboot/Shutdown) V> 27 %27V w7 LET,

b) [* > h¥ w2 (ShutDown) %7V v LET,

RTFVT2 av ) —nAnb T 7 AT U=V L TCWDEHAIE., 77 AT U+ — AR Yy NETT5 L&
VAT LATR T R EESSA—LET, VY MU UVRETTLE ROT e ERRRINET,
System is stopped.
It is safe to power off now.
Do you want to reboot instead? [y/N]

a2 Y =B L TWRWEEIE, K3 T AT ARy y b U LI 2R LET,

ATV T3 MBS U TEFEAS v F 2472, BT 7 72K NTy v — bR ER AR A4 2 &
TEET,

e
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. BEREBRBEFAT. REBIRICZY7T—MDHD, VY IFDR=IHBH/TEIN TS
BENDODEIT I EETELLIEZWL, HBLETHESEMREBDEFIOT. ERXBABICDOW
TIFKRET A FDORFIAVNESBIZS,
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