TJ7AT7OA—ILDT—JIVEREA >
R—F

T AT AV — T )VEEHGE L. Security Cloud Control (24 > AR — R LET,
c T AT U A—NDr—T N (1 3—=)
« 77 A 7 U 4—/V% Security Cloud Control (Z4 >R —FKLFEJ, Q2X—=)
c IMIREDFEIT (FEmrEYa=27) @BX—)

TJ7A4AT794+— LDy —TILiER:

o (AFvay) o —THETHZDOEL : Cisco Secure Firewall 3100 (Z1% DB-9 to RJ-45
SUTNUIE—TARNE L TWATY, BT 51213 — K2%—F ¢ @ DB-9-to-USB >V
TN —T VOB R D5ERH Y £,

* SFP/SFP+ E ¥ 2 — /L&A —H¥ X v b 1/9 YD R — MIEY (1T £7,
FEMIZOWTIZ, N—FU =7 RETA F2ZRLTIZE0,

cBnXyFTueYa =T RIS OSEERETFE T e Y a = T a2l
MLTOrIRAZ2Y) a5 %2RE, BHA X —T oA X% r— 7 L8 L7
WTLEEW, ZOEA L, Cisco Security Cloud Control @27 7 7 R2{IE Firewall
Management Center % fif il L 7= Firewall Threat Defense DEELZ S L TS Z3W, ZOH
A RTIE AEA o Z =T = A 22OV TORHBH L ET,

27479 Lor—JnggmeroR—F ]
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TFATIA—LDT—TLEHREA U R—F |
. 7 74 7 +—IL% Security Cloud Control [Z4 > R— FLFET,

~— Security
Cloud Control

Modem
or router Ethernet 1/1
[ outside
Console port Ethernet 1/2
l inside
I

ARAN

Other Data Networks

Inside

inside https://192.168.95.1
Management (manual provisioning)
computer

2 7 4 794+ —)L% Security Cloud Control [Z7#4 > 7R—
LET,

Yoy F o la o S ERETFEH e e s S EHALC T AT U — VA
AR—KLET,

tORyFITOESIZVTICKB T 7ATIO4—ILEAR—F

YouXoFruabela=r T TN ROV TESEHH LT Threat Defense % 38 A %
L/i‘é_o

FIE

ATw 71 Security Cloud Control DF B/ —2 a4 RUTEFAUTATNARE7 )V v L, FODOTT

ARHL () U7 LTCTFNA A% [A R —F (Onboard) ] LE,
ATFvT2 [FID] # A VZEER L £,
ATv T3 [EHE—F] T, [FID] B RENTWDHZ 2R LET,

BHE—RNELTFID] Z#IRNL7-ZIFINDOTH, [Av— 74 B ADOEH | 227 v 7 LT, T2
AR THERARERBAFADOA~Y— N T4 B R ETIIERE CEE T, FEHATER 7 AR IZO0
T, A4 B 22T 25 2R LT ZE 0,

ATy T8 FUR—FT 4T HELE LT[V TAESEMH (Use Serial Number) | 238 R L 97,

B o 79— DT LR E A U R—
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ATy TH

ATvT6

ATy 717

tRgvFIAETa= kB T774 79— LEF R~ |

1: ) F7LESEER

A Important: After you onboard the threat defense device to cdFMC or the Firewall Management Center using the zero-touch provisioning
method, the device will be managed by the corresponding manager it is onboarded to. Note that the firewall device manager will no longer
manage the device, and all existing policy configurations on the device will be lost except for the basic interface configurations. Therefore,
you must configure the policies from the corresponding manager.

Firewall Threat Defense

(=) (=) (=) (=)
Use CLI Registration Key Use Serial Number Deploy an FTD to a cloud Bulk Onboard using CSV File
Onboard a device using a Onboard a factory-shipped FTD environment Use this method for adding multiple
registration key generated from 7.2+ device to cdFMC or a 7.4+ On- Deploy a device to supported cloud devices to cdFMC by uploading a
SCC and applied on the device Prem FMC using zero-touch platforms: AWS, GCP, and Azure. -csv file, with template assignment.
using the Command Line Interface. provisioning. (FTD 7.4+)

(FTD 7.0.3+ & 7.2+)

[FMCD %R (Select FMC) ] T, U R hinb [7 T U REEHEHRFMC (Cloud-Delivered FMC) ], [Firewall
Management Center] DJEIZIEIN L, [k~ (Next) |27 Vv 7 LET, >

B 2: FMCOSE1R

0 Select FMC Select FMC @ For more details, click here

[ Select v ]

Cloud-Delivered FMC

Cloud-Delivered FMC (Recommended)

e Connection On-Prem FMCs (7.4+) @

e Password Reset

firepower_10.10.0.5

+ Onboard On-Prem FMC

[#%#%i (Connection) | =V 7T, [T /3 AD VU 7 )L&EK S (Device Serial Number) | & [T /31 A4 (Device
Serial Number) ] Z AL, [k~ (Next) |27 U v 7 LET,

B 3: 458

o Connection Device Serial Number Device Name @ Enter the serial number of the FTD device you want to
n hen ill attem nn h
[JAD253802GB ] [fp-‘IO‘IDJ\ J onboard, then CDO will attempt to connect to the
device.
m Important: Only FTD 1000, 2100 or 3100 series devices

(running en software version 7.4 or later) are supported.

[/SAT—F®DYty b (PasswordReset) ] T, [I&LY... (Yes.) 1227 U7 LEd, T840 ADH LW
NAT—REANL, ZOFHLWSAT— REMR LT, IR~ (Next) 1227V v 7 LET,

YrsyFruaeva=vr OfG, T REFHRTH LD, HAA—ILSNTOVDLLERH Y F
TO

GE)

TNAAIRTA L LTRAT—=R& Ty bL, B yFrubva=r 7 285035 85 I10K
ExBELR»-oTGEE, [Wnx.. No..) A7 v a 2@ RTHZMLERSHDET, BuxvTFrn
BV a =/ a s S EEHCT HREFSED L0, A AU EONERD H5E
ZRE, TSRS A T H I LITHRENET AL

I7AT7or—Lnr—JLEgser o R—F ]
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B4:/RXT—FDYEy

e Password Reset

Nt

®

A 7o+ —LEF UR—

Please review all the prerequisites for onboarding with a seri
number. Learn more (&'

al

@ Password must:
- Be 8-128 characters
- Have at least one lower and one upper case letter

—

Is this a new device that has never been logged into or
configured for a manager?

- Have at least one digit
- Have at least one special character.

- Not contain consecutive repeated letters
® Ves, this new device has never been logged into or configured

for a manager
Enter a new password for devices that have never been
configured for a manager.
Important: If you select this option and the device's
default password has already been changed, onboarding
fails.

New Password Confirm Password

sessnssnns

o)

Pornren

o)

© No, this device has been logged into and configured for a
manager
Use this option if you already changed the password in
the device CLI
Impeortant: If you select this option and the device's
default password has not been changed, onboarding fails.

[RY > —FD YT (Policy Assignment) JIZDOWTIE, Rry XU Ama—2[H LT, 7/ 2D
TR arbhar— R —ERRLET, K —RNRESNLTOWRVWERIE, [T 74V DT
I Az hr—RY — (Default Access Control Policy) ] Z3#R L £,

B5:RYS—EYHT

ATvT8

o Policy Assignment

Access Control Policy

[ Default Access Control Policy + ]

ATy T [T AV YT 3T 4k A (Subscription License) ] (ZOWTIL, AT HEMEET AL 2%

Frvs LES. Next] 227V v LET,
R6:HTRHYTLavS4EUR

® Enable subscription licenses. CDO will attempt to
enable the selected licenses when the device is
connected to CDO and registered with the supplied
Smart License.
Learn more about Cisco Smart Accounts.

e Subscription License

License Type Includes

Base Firewall Capabilities

Carrier (7.3+ FTDs only)

IPS
Malware Defense

URL

GTP/GPRS, Diameter, SCTP,

M3UA

& Intrusion Policy
Cs File Policy

URL Reputation

RA VPN

K

B o7 79— or—JLiEgEF o R—
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AT (EE) [BX=VUTF 1731 A (Security Devices) |X— D ~_FEZ &7 4 VBRI NLD T )L

BTN ATBIMLET, VB ANL, HFWTTART () PR LET, T7-ULE, Security
Cloud Control ~ME&E AT NA A@AINET,

X 7:48T

Your device is now onboarding.

@ This may take a long time to finish. You can check the status of the device on the Devices and Services page

Add Labels @

RDBERY

[E%=VUTF 47 /34 A (Security Devices) | ~X—U 05, AW L72IE00 OF A R % ik
WU, HHENZH D [EFEL (Management) | XA SNI—EBERRINTWDLAET T a rONTihun
IR L E 9,

FEIOIOED I ZTIZEBIT7AT 94— ILEAR—FK

CLIB@EF—%2HHL 77 AT U —EF R —RKLET,

FIE

AT w1 Security Cloud Control DF 4/~ a4 RuTHEFaAYTATNARE7 Yy 7L, FQAOTZ

ARE () 710 v LTT A A% [A AR —1F (Onboard) 1 LFE T,

ATFvFT2 [FIDI|ZA V&7V 7 LET,

ATy T3 [EHE—F] T, [FID] NBERENTWDHZ 2R LET,

ATv T4 FUR—FT 47 hEE LT [CLIBGEX— %4/ (Use CLI Registration Key) | Z&R L £9°,
B 8: CLI B8+ —% (M

TD /555 A Important: After you onboard the threat defense device to cdFMC or the Firewall Management Center using the zero-touch provisioning
~———— 3 method, the device will be managed by the corresponding manager it is onboarded to. Note that the firewall device manager will no longer

manage the device, and all existing policy configurations on the device will be lost except for the basic interface configurations. Therefore,

xou must confiﬁure the ﬁolicies rom the corresponding manager.

Firewall Threat Defense

(=) (=) (=) =2
Use CLI Registration Key Use Serial Number Deploy an FTD to a cloud Bulk Onboard using CSV File
Onboard a device using a Onboard a factory-shipped FTD environment Use this method for adding multiple
registration key generated from 7.2+ device to cdFMC or a 7.4+ On- Deploy a device to supported cloud devices to cdFMC by uploading a
SCC and applied on the device Prem FMC using zero-touch platforms: AWS, GCP, and Azure. .csv file, with template assignment.
using the Command Line Interface. provisioning. (FTD 7.4+)

(FTD 7.0.3+ & 7.2+)

I7 47 9A—LOr—TLEGEEFVR—F
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ATY TS5 [T/ A4 (DeviceName) ] # AN LT, [k~ (Next) |27 U7 LET,
K 9:T7/81 R4

Device Name

[ far ]
=

ATv 76 [RY—HFYHET (Policy Assignment) [IZDOWTiX, Ky XU A=ma—%HEHALT, 75 2D
TR aryhe— LR —FRIRLET, R V—DREESNTORWEAIE, [T 74V D07
7w Aar ha—/LR Y — (Default Access Control Policy) ] Z 3R L £7°,

K10: 77X arrka—J)LKRY)—

@@ Po Assignment Access Control Policy

l Default Access Control Policy ~ ]

ATFw 1 [T A7 VT aF Ak A (SubscriptionLicense) 22\ CliE, [#ELFTD 7 /34 A (Physical FTD
Device) | 7V A RF %7 ) v 7 L, AT OHEET A B A2 F 2y 7 LET, Next] 22V v
7 LET,

R11:4TRH9)Foavs4tUR

-
%fj@ Subscription License Please indicate if this FTD is physical or virtual:
@ Physical FTD Device
O Virtual ETD Device

License Type Includes

Base Firewall Capabilities

Carrier (7.3+ FTDs only) GTP/GPRS, Diameter, SCTP,

M3UA
IPS % Intrusion Policy
Malware Defense Cs File Policy
URL URL Reputation

ATv T8 [CLIE&EF— (CLI Registration Key) ]1Z-2W T, Security Cloud Control I%, k% — & Z Do 1Z
A=A L Cavyr FEAKRLEST, Z0a~w F&a b — L T, ThreatDefense O #JHF% & Tl i
TOMENRDHY E7,

B o7 79— LT LEREA U R—F
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ATvT9
ATy 710

FHIOEDAa=VJICLBTFATI4+—LEFVR—F .

12: CLI & 8% ¥ —

'-\.l.;' Ensure the device's initial configuration is complete before trying to apply the registration key. Learn more ([

':4 :] Copy the CLI Key below and paste it into the CLI of the FTD

configure manager add cisco-security-docs.app.us.cdo.cisco.com
BanyIZoaT@ew1JTpCOPZw3xEBnVVkfZv x7R7dwcm43JCMzwGY3ZzCfoFmZhWI7my cisco-security-
docs.app.us.cdo.cisco.com

configure manager add Security Cloud Control_hostname registration_key nat_id display_name
CLI T®, F721% Device Manager # il L 72X ED5E T

c WIMIRRE : CLI (14 X—)  AX— T v T A7 YT N&5T LI-t%, Threat Defense CLI CZ
Davy REar—LET,

CHHIERE TN AR —T % (8—) : a< RO scc_hostname, registration_key, 3 XY
nat_id M5y %, [Management Center/Security Cloud Control® 75 A R4 /IP7 R LA (Management

Center/Security Cloud Control Hostname/IP Address) ]. [Management Center/Security Cloud Control @ %55
% — (Management Center/Security Cloud Control Registration Key) ]. 3 X OV [NATID] 7 1 —/L Kz =

E—LE97,
i
CLLEY Ny 7OV T rav s R
configure manager add accountl.app.us.scc.cisco.com KPOOPOrgWzaHrnjlV5ha2g5RE8pKEFX9E
LzmlHOynhVUWhXYWz2swmkj2ZWsN3Lb accountl.app.us.scc.cisco.com
GUltY 7 7 D% 7 av s RaviR—xr bk

X 13: configure manageradd 1< > K3 UiR—A > +

scc_hostname registration_key
I I
I

Il I
configure manager add accountl.app.us.scc.cisco.com KPOOP@rgWzaHrnj1lV5ha2g5Rf8pKFX9E
Lzm1HOynhVUWhXYWz2swmkj2ZWsN3Lb accountl.app.us.scc.cisco.com
I I

nat_id

FR—=T 4 T T 4= RTIR~ (Next) 127 U w7 LT, 73 ADOBGKEBM L ET,
(EE) [EX¥=YUT 4731 A (Security Devices) | _X—V D~ &7 ¢ )V X WERZENLD T~ )L

BTN ATEMLET, TR ANL, HWTTARE () ZEIRLET, 7-ULIE, Security
Cloud Control ~@E AMENFRICT A ATEHA I N E T,

27479 Lor—JnggmeroR—F ]
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X 14:47

Your device is now onboarding.
@ This may take a long time to finish. You can check the status of the device on the Devices

Add Labels @
Go to Inventory

=y = — ,— o) RGN — W~
PR EDNDET (FHT7OED 3= Y))
TFE T Y g =07 %179 8A X, Secure Firewall Device Manager & 7213 CLI Z{# f L C,
T AT U A—NVOYREEFATLET,

E | . — - :\*
EERTE . TN ARAIR—T ¥

COHEEFERTLE, T AT U= N EREGE LG, BEA VX —T oA ATIMAZTRD
A B =T A ANFERREINET,

e A —H % h UL HE] . DHCP 226D IP 7 KL A, IPv6 HENERE

oA —H v b 1/2: TER . 192.168.95.1/24

«F 7 )b hb— bk HMEA X —T = A AT DHCP %41 L CHS

« iBINA »H#—7 = A A : DeviceManager /5 DA U H—T 2 A AREITT X TRFFSNE

7,

fpEE (NEFHO DHCP — " —_ 727X aryta— Ry —, X2 VT 40— 7
L) IR EE A,

FIE

ATV TN ava—2uENEA % —7 =4 A (Ethernet 1/2) (2t L £7,
AT w72 Device Manager {217 A > LE T,

a) https://192.168.95. 11ZEA F 9,
b) —¥—% admin & T 7 4/ hXRAT— K AdMin1283 2fHA LT /A LET,

) —MBHKEFATHEL, HHFESRT—RELEHETLLIITRDONET,
ATFYT3 By Ty P—FREEHALET,

B o7 79— LT LEREA U R—F
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15: [T /34 ADERE (Device Setup) ]
1 Configure Configure Smart License
DeV|Ce Setup o G Time Settings 3 Registration

Internet Connection

& Internet

&8 DN Server
MGMT 11 13 1/5 1/7 179 1/

olaiae OO
PEEE O

CONSOLE 172 1/4 1/6 1/8 1/10 1/12 SFP

GE)

FREe AR — FEREIX, TETNVICL > TR 97,

a) WA A —T oA ALERA X —T oA AEHELET,
K16: 43—y bADT 74794+ —ILDEH

Connect firewall to Internet

The initial access control policy will enforce the following actions.
You can edit the policy after setup.

Trust Outbound Traffic Block all other traffic
This rule allows traffic to go from The default action blocks all other
inside to outside, which is needed traffic.

for the Smart License configuration.

Outside Interface Address

Connect Ethernet1/1 (Outside) to your ISP/WAN device, for example, your
cable modem or router. Then, configure the addresses for the outside interface.

Configure IPv4

Using DHCP v

Configure IPv6

Using DHCP v

NEXT Don't have internet connection?
Skip device setup

1 [FMBA v Z—7 A AT KL A (Outside Interface Address) ] : i ] LD ELEEZFE L T\ 5
A, HIP T FLRAEFEHLET, By FT7 v 70 40— R&#H L CPPPoE 2% ET 52 &
IXTEERHA, VY — RO THIZPPPoE # R ETE E 7,

T7AT7I9+—LDr—TEREF VR—F
I
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2. [EPA X —7 A A (ManagementInterface) |: SMHBA v X —T 2 A AT RX—T ¥ T VA%
FHLTWASRETH, BHA L —T oA AOREMEFENE T, =& 213, A1 o & —
T2 A AEN LTy 7 T —VRATERINDIEHE N T 7 4 v 71, HMA v H—T = A AD
DNS H— =TI, ZNHDEHA X —7 = A ZAD DNS H— 3— %4 ] L T FQDN % fifik
LET,

[DNSH— 3 (DNSServers) ]: v A7 LOEHT KL AHO DNS % —/\, 7 7 4 /L ;L OpenDNS
NT Uy ZDNSY—"TH, Zhbid, MGLBIBA =T = RIPBT 7B ASND T2,
BCRETDINBA 2 —T A AD DNS r—"— L —EFTBZREENH Y 7,

T7ATI4—ILDER 4

b) [FFZIE%E (NTP) (Time Setting (NTP)) | Z&XE L, [k~ (Next) | %27 U v 27 LET,

B 17:BS%IRE (NTP)
Time Setting (NTP)

System Time: 11:56:20AM October 03 2024 -06:00

Time Zone for Scheduling Tasks

(UTC+00:00) UTC v

NTP Time Server

Default NTP Servers v
Server Name
0.sourcefire.pool.ntp.org

1.sourcefire.pool.ntp.org

2.sourcefire.pool.ntp.org

NEXT

c) [BEAETIZ 90 HF ORI A BA4A (Start 90 day evaluation period without registration) ] Z 3R L
ED

B o7 79— LT LEREA U R—F
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omgE: Fi12vx—or |

Register with Cisco Smart Software Manager

Register with Cisco Smart Software Manager to use the full functionality of this device and to apply
subscription licenses.

What is smart license? (3
O Continue with evaluation period: Start 90-day evaluation period without

registration
Recommended if device will be cloud managed. Learn More (2

Please make sure you register with Cisco before the evaluation period ends.
Otherwise you will not be able to make any changes to the device configuration.

Threat Defense % Smart Software Manager (288 [ L72\V] T 23V, TXTD T A & 2 A Security
Cloud Control TEITSNET,

d) [T (Finish) 1%227 VU > 7 LET,

18: XRDRT v T
Q ><

The Device Is Up and Ready to Be Configured!

What's next?

Device will be Cloud Managed Standalone Device

@ Configure Interfaces E]

Connect inside ports to internal devices

@ Configure Policy 07

Manage traffic

GOT IT

e) [A¥ L F7 a7 /31 A (Standalone Device) ] Zi®IR L, [THE (Gotlt) ] ZiBINL £,

AT T4 BINDOA U H—T 2 AERETDHHEIE. [T/31 A (Device) [ZIEIRL, [ X —7 =1 A (Interface) ]
O~V —ZhbrV 770y 7 LET,

ATv s [T/NA4 R (Device) 1> [V RATLIRE (System Settings) |> [EEHEHE (Central Management) | DJIEIZ
LU, [H1T (Proceed) 1%~ U 2 L T Security Cloud Control (Z%$k L &7,

[Management Center/CDO®D ¥4l (Management Center/Security Cloud Control Details) | Z#E L £7,

I7AT7or—Lnr—JLEgser o R—F ]
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19 : Management Center/Security Cloud Control 0 348

Configure Connection to Management Center or CDO

Provide details to register to the management center/CDO.

Management Center/CDO Details

Do you know the Management Center/CDO hostname or IP address?

@ Yes O No
Threat Defense Management Center/CDO
=] =)
10.89.5.16 10.89.5.35

feB80::6a87:c6ff:feab:4c00/64

Management Center/CDO Hostname or IP Address

10.89.5.35

Management Center/CDO Registration Key

eene L0

NAT ID

11203

Connectivity Configuration

Threat Defense Hostname

1120-3

DNS Server Group

CustomDNSServerGroup v

Management Center/CDO Access Interface
() Data Interface

CANCEL CONNECT

a) [Management Center/CDOD R A N4 £ IXIPT KL A ZH1-> TWE T (Do you know the Management
Center/Security Cloud Control hostname or IP address) ] C, [IZV (Yes) 1227 U v 7 LET,

B o7 79— ror—Jrimet o R—F
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ATvT6

ATy T17

ATvT8

pgEE i1 z2vx—or |

Security Cloud Control % configuremanager add =~ > RZ4AK L £, a~ > ROAERKIZOWTI,
FH T g S EDB T AT I =N E A R— R (53—) ZBRL TSN,

configure manager add _hostname registration_key nat_id display_name

51

20 : configure manageradd 1< > K ViR—2 > k

cdo_hostname registration_key

| Il I
configure manager add accountl.app.us.cdo.cisco.com KPOOP@rgWzaHrnjlV5ha2qSRf8pKFX9E
LzmIHOynhVUWhXYWz2swmk j2ZWsN3Lb accountl.app.us.cdo.cisco.com
I I

nat_id

b) =~ R® cdo_hostname, registration key, nat_id @45 % [Management Center/CDOD AR A N4 /IPT R
L A (Management Center/CDO Hostname/IP Address) ]. [Management Center/CDOM % &%k — (Management
Center/CDO Registration Key) ]. [NATID (NATID) ] 7 4 —/L KiZa & —LE7,

[BERt DR E (Connectivity Configuration) | ##% € L £7,

a) [Threat Defense?> 75 A k44 (Threat Defense Hostname) | Z+8E L 9,
Z @ FQDN [I/EA > —T7 = A AR SN E T,

b) [DNSH—s3—2L—=7 (DNS Server Group) | #fiE L £,

BEAFD TN —T % RIRT B0, HLWITN—TEERLET, T 74/ hDDNS 7 —71%
CiscoUmbrellaDNSServer Group & FEiE4L, OpenDNS H— _R—2EEh £,

BERAZ IO DNS B — R —FRE & R FF 7 5 121X, Management Center T DNS 7' 7 v b 7 4 — AGKE %
HRETOLERDHY £7,

¢) [ManagementCenter/CDOT 77 £ A A % —7 = A A (Management Center/CDO Access Interface) ]IZ-D\»
TIE, [T—%A 2 H—7xAA (Datalnterface) 1 %7 U v 7 L. [/ (outside) ] Z3EIRN L £,

(f£&) [# A7 v Z7DNS (DDNS) 5D/ (Add a Dynamic DNS (DDNS) method) 1% 727 U v 7 L&
D

DDNS %, Threat Defense @ IP 7 K L A HE Xi17235E 12 Management Center 7% FQDN C Threat Defense
WCRETE L L DI LET,

[#%¢ (Connect) &7 Vv 7 LET,

Bk AT — 4% A (Registration Status) ] %A 7 17 277K w7 A2, Security Cloud Control Bk DEILED A T —
ZANFIRINET,

27479 Lor—JnggmeroR—F ]
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21: EF 5

Registration Status

Successful Connection with

Management Center or CDO

You can now manage the threat defense using the management
center or CDO. You can no longer use the device manager to manage
the threat defense. See the threat defense getting started guide (2,
management center configuration guide (2, or
CDO configuration guide [ to configure your device.

AT w79 AT —H A T [Management Center/CDO$ki% & DO FRAF (Saving Management Center/Security Cloud Control
Registration Settings) ] FNE%A 52T L 725, Security Cloud Control (IZBEI L, 77 A 7T U4+ —/L&BIML F
T, FE 7o la = SNk BR T AT U= d o R— R (53—=) EBRLTLIIEEN,

19—
#EAERE - cU
CLIty h7 727V EEHLT, EHOEHIPT KLA, F—bFtvxag, BLOZED
OISRy NU— T BREEZITVVET,

FIE

ATy T1 2V —R— MTHEER: L T Threat Defense CLIIZ7 7 2 2 L%4, Threat Defense CLI ~D7 7 & A %%
LT &N,

ATFYT2 EHA L =T A ZADHKREMNDOCLIE Y N T v 727V F R E5ET LET,
GE)
WMEEIZ VT (L2, A A—VEFERTHZEICLY) LALnEY, CLIty NT vy 727 V7
MM IRT Z EIXTEEEA, L, ZRHDORET N TIL, #7526 CLI T configurenetwork =~ >
FAEFEH L TEE T& £9, Cisco Secure Firewall Threat Defense 2~ KU 77 LU 22 LT 72X
A

You must accept the EULA to continue.
Press <ENTER> to display the EULA:
Cisco General Terms

[...]
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Please enter 'YES' or press <ENTER> to AGREE to the EULA:

System initialization in progress. Please stand by.

You must configure the network to continue.

Configure at least one of IPv4 or IPv6 unless managing via data interfaces.
Do you want to configure IPv4? (y/n) [y]:

Do you want to configure IPv6? (y/n) [y]l: n

ﬁ%ﬁpx::n%w&%f@Tvawmﬁ<&%1o:om1y%ﬂﬁbi¢ BRI LB —T o A
AEMHATETFTENRWVEAETHL, 794 X—=F T RLRREDIPT RVRAEZRETHLENHY £,

Configure IPv4 via DHCP or manually? (dhcp/manual) [manuall]:

HAF R [FE) (manval) | ZEIRLET, 7*~9%77ﬁx’%%4V&~7:4xéﬁ%¢6%
A. DHCPIZVAR—FENFHA, V—T 4V ITOMEZYTZDIC, 2O EZ—T 2 AN —T %
TIRAAL LV HE =T A ALITRL2AV TRy b EICHDZ EE2HER LTI EE N,

Enter an IPv4 address for the management interface [192.168.45.61]: 10.89.5.17
Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.255.192
Enter the IPv4 default gateway for the management interface [data-interfaces]:

HAZTUR : F— b7 = A % data-interfaces ICERE L £, ZOREIL. A v F—T =2 A ZELT
N—F 4V T TELEINC, NI TP L—v BN L TERNT 74 v 7 ZlEELET,

Enter a fully qualified hostname for this system [firepower]: 1010-3

Enter a comma-separated list of DNS servers or 'none' [208.67.222.222,208.67.220.220,2620:119:35::35]:
Enter a comma-separated list of search domains or 'none' []: cisco.com

If your networking information has changed, you will need to reconnect.

Disabling IPv6 configuration: managementO

Setting DNS servers: 208.67.222.222,208.67.220.220,2620:119:35::35

Setting DNS domains:cisco.com

TABUR AL H—T 2 ADDNSY—R—Z2RELET, TSI, Wlhe b X —T =
A AZAMBT I ERZAEINAT-D, B TERETAINPA L Z—T = A ADDNS Y —_— L —FF B HEMEN H
D ET,

Setting hostname as 1010-3

Setting static IPv4: 10.89.5.17 netmask: 255.255.255.192 gateway: data on managementO
Updating routing tables, please wait...

All configurations applied to the system. Took 3 Seconds.

Saving a copy of running network configuration to local disk.

For HTTP Proxy configuration, run 'configure network http-proxy'

Manage the device locally? (yes/no) [yes]: no

A4 H 2R : Management Center ZfEH 3 58415, no L A LET,

Setting hostname as 1010-3

Setting static IPv4: 10.89.5.17 netmask: 255.255.255.192 gateway: data on managementO
Updating routing tables, please wait...

All configurations applied to the system. Took 3 Seconds.

Saving a copy of running network configuration to local disk.

For HTTP Proxy configuration, run 'configure network http-proxy'

HAE VR crouted b AN LET, A~ —T % T 78R T V=T v R 77 AT U4 —/LE—RKTD
BYR—FENTWET,

Configuring firewall mode

Device is in OffBox mode - disabling/removing port 443 from iptables.
Update policy deployment information
- add device configuration
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- add network discovery
- add system policy

You can register the sensor to a Firepower Management Center and use the
Firepower Management Center to manage it. Note that registering the sensor
to a Firepower Management Center disables on-sensor Firepower Services
management capabilities.

When registering the sensor to a Firepower Management Center, a unique
alphanumeric registration key is always required. In most cases, to register
a sensor to a Firepower Management Center, you must provide the hostname or
the IP address along with the registration key.

'configure manager add [hostname | ip address ] [registration key 1'

However, if the sensor and the Firepower Management Center are separated by a
NAT device, you must enter a unique NAT ID, along with the unique registration
key.

'configure manager add DONTRESOLVE [registration key ] [ NAT ID '

Later, using the web interface on the Firepower Management Center, you must
use the same registration key and, if necessary, the same NAT ID when you add
this sensor to the Firepower Management Center.

>

YR=UXT I AMOHNEA L F =T = AERELET,
configure networ k management-data-interface

ZD%, WA =T =2 A ADEEKR Ty N = REZITO LOIROL T v T I RFoRESnE
ﬁ‘o

FHIPT LR

> configure network management-data-interface

Data interface to use for management: ethernetl/1l

Specify a name for the interface [outside]: internet

IP address (manual / dhcp) [dhcp]: manual

IPv4/IPv6 address: 10.10.6.7

Netmask/IPv6 Prefix: 255.255.255.0

Default Gateway: 10.10.6.1

Comma-separated list of DNS servers [none]: 208.67.222.222,208.67.220.220

HAFT DR BEALITHNE DNS — 3 — 2R FF9 5 121X, Management Center CDNS 77 > K7 4 — Lg%
ELHRET OLENDHY £7,

DDNS server update URL [none]:

Do you wish to clear all the device configuration before applying ? (y/n) I[n]:

Configuration done with option to allow manager access from any network, if you wish to change the
manager access network

use the 'client' option in the command 'configure network management-data-interface'.

Setting IPv4 network configuration.
Network settings changed.

>

DHCPM™L®DIP7 KL R

> configure network management-data-interface
Data interface to use for management: ethernetl/1l
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Specify a name for the interface [outside]:

IP address (manual / dhcp) [dhcp]:

DDNS server update URL [none]:
https://dwinchester:pa$$wlOrdl7@domains.example.com/nic/update?hostname=<h>&myip=<a>
Do you wish to clear all the device configuration before applying ? (y/n) I[n]:

Configuration done with option to allow manager access from any network, if you wish to change the

manager access network
use the 'client' option in the command 'configure network management-data-interface'.

Setting IPv4 network configuration.
Network settings changed.

>

Security Cloud Control 234:5% L 7= configure manager add =~ > R& il L C. Z @ Threat Defense % & ¥
9% Security Cloud Control Z#ks L £7, 2~ ROERKIZONWTIE, FEiZreva=v7Icks7 7
AT Ur— Nt rR—FK =) Z2ZRLTIEIN,

i

> configure manager add accountl.app.us.cdo.cisco.com KPOOPOrgWzaHrnjlV5ha2q5Rf8pKFX9E
LzmlHOynhVUWhXYWz2swmkj2ZWsN3Lb accountl.app.us.cdo.cisco.com
Manager successfully configured.

TN A% ) E— FHHICEETE D X HIZ Threat Defense #> v v hE T LET,

VAT AEWYNC Y vy NE DT A ENEETY, HMIZER T T V2RV, ERAAL v T2

Lic 3 5L, EBRRTZ7 7 ANV VAT LAOBEES|IERITZENRDVET, Ny 77T 00 RTEFIC

EEOTa v ANFETENTEY, BRI 72k, BRZEM LV T5L, AT LR L—

ATV ¥y NI UTERNIEERAZTENTLIEEN,

a) shutdown =~ F&Z AN LET,

b) FEJHLED & A7 —X ALED #8IZL T, v ¥y —YOERNMUIMsNTWDL Z L2 LE7 (LED
DAHEAT)

¢) V¥ —VOBEFENEFICUMESNTZS, VEISCTERT 7 72k, ¥ v —2 0 LYEANCER
EROATZENTEET,
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