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FZ L& BHIIC

DN T 7 A4 T 4+ —)v%&A A h—/L L, Security Cloud Control (IHFF, Cisco Defense
Orchestrator) Z ] L CHMBA 2 —T7 = A4 A TEHEBLE T,

)

GE)  SNBEEIX, 772XV 7 TIEPAR— S EtA, ZOHAIE. FEIRGEFEHL T,

Securlty Cloud Control 7 7 £ ZAZEHA L X —T7 = A AR LET, maHELZFIZHRHT 57

WIZ, FEBRRCTHA V=T oA AL TEETN, Eud oy Frurya =7 %ff
HT212i%, BEA L —T oA AZEHTHILERDY T, ZOHA FTIL, FRINBE
BIZOWTHB LETN, BHEHA U F—T oA RAEMHH LIZEFBRIZ OV T, Cisco Security
Cloud Control @7 7 7 K&t Firewall Management Center % i ] L 7= Firewall Threat Defense
DEZZRLTIIEIN, vATFA L AZ L ZEBRIZONTE, ZOHA FEZRL T
YN

s T 7 AT T A —NDEROHEAN (1 X—)

o A A BN—=NENTWAST 7Y r— 3 (Threat Defense £ 7213 ASA) DR (3 ~*—
V)

» Threat Defense CLI ~D 7 7 & A (4 R_X—7)

=V a yOMEREHA A=V (5R—=D)

e TAR U AERGT D (6°—2)

o (MWERGH) 77 AT U4 —LOEROUI (8 <—)

TJ7AT7 94— ILOERDEA

VAT LADERIE., T7AT A= NOFHEICHD Oy h—FEIRAL v FIC Lo THIEI SN E
T, By I—&EFEAAL vTFiE, V7 MBEHERILLET, ZiCkY, AT LADTL—RT
Wy NETURYR—FEN, VATLY 7 " 72T RBIOT—ZORHED Y 2 7 A3
INFET,
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GCE) T77AT7UF—LZDTCEEIT S L X%, Threat Defense DFHILICHKT 15 ~ 30 230300 F
ﬁqo

1R BHEIIZ

T AT U=V LT EEEDOEWENZMET A2 2 ENEETT (EEEEREE
(UPS) #4572 E) . HIDOT Y v NE U EITORWTEINKDND & Ekﬁ
T AN AT LAOBREGEEBI S ITHREMENH Y £4, Nv ST RTIEEILS RO

DEANETEINTWT, EBINEbDNDL L, YATLETL—A Ty y AT TEXE
A,

FIE

ATy Tl ERa—RET7 7 AT U+ —/WHRH L, ERartr MoERELET,
ATY T2 V¥ —OFEHT, BRa— NICHET 0 v —BRAA v FE2EH L CEREA ICLET,
1:EBEARE Y

Power button

ATFYTI 77 AT U —NDOEHIHLEIRLED ZMER L ET, FRAISITLTWAERIE. 77 AT U4 —1D
BN A TWET,

2: VAT LB LUVER LED

(l alvaln
]__‘ sec;;s;:w“ OOOOOO

3100 Series

I

System LED
Power LED

cCoPrB

YY

RTYTE 77 AT U —NOBHESH DY AT LLED B LET, FEICRT LT 581, BIREAZEIC
AR LTVET,
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A VR F—ILERTWEHF FUr— 3> (Threat Defense % 1-(5 ASA) ik [

AR R=ILENTWST7 T 5—< 3> (ThreatDefense
357'—" j: ASA) @EEI:I'L.\

Threat Defense & ASA DT DT 7V r—a i, "N—KRy =27 THAR— I TWET,
Y —)biR— MIBEF L, HIWRRZA VA =L ENTWAET T r—a U EHEERLE
—é’—o

FIE

ATy Tl ary—R— MIEEGELET,
K3:avy—)LKR—
RJ-45 console

|

Htn

ATFY T2 CLIZu 7 2B LT, 7747 7 4+—/L 7 Threat Defense £7-1X ASA DNFEITEINTNENE 9%
R L £,

Threat Defense

Firepower 2 7 A > (FXO0S) 7B Y7 "RFRRINET, 27 A LTHLULWIRAT — RERERTIC
52 ENTEET, B4 V2T THLENRD HYAIX. Threat Defense CLI ~D 7 7 & A (4
N—=) ERBRLTIEEN,

firepower login:

ASA
ASA 7 7 R RERENET,

ciscoasa>

ATY T3 MESTT 7V r—2a UREITSIN TV DAL, Cisco Secure Firewall ASA 35 & O Secure Firewall Threat
Defense ff1 A —fb A RESRLTIEE0,
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. Threat Defense CLI ~D7 ¥ £ X

Threat Defense CLI ~D7 7 X

FIE

ATy T

ATy T2

ATvT3

REETIT N T TN 2 =T 4 VT DIEDIZCLIULT 7B AT HUERO L5501 £7,

oY — )R — MCEEGE L £,

K4:a>y—)LR—F

RJ-45 console

FXOS 12 LE ¥, =—H—4 admin £ XA U —F (F7 /L MI Admin123) AL CCLIICn
AV LET, IO Tal Ay L&, RAT—REEFTLEIRDOLNET,

firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...]
Hello admin. You must change your password.
Enter new password: **kkkxkkx

Confirm new password: **kkkkk*
Your password was updated successfully.

[...]

firepower#

Threat Defense CLI IZZF L £,

()

Wt~ 87 v 72 Device Manager #fEHT 256 En& vy Frneya =7 2EHT 54
&, Threat Defense CLINZT 72 A LZRWTLEIW (T7®8AT2HE, CLLEY N7 v 7RG INE
ﬁ‘) o

connect ftd
Threat Defense CLI (2D Tt D&, Wil Y N7 v 7 2% TTHL9IZROBNET,
1 -

firepower# connect ftd
>
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Threat Defense CLI Z#£ T3 5 121%, exit £7-iXlogout =~ K& AN LET, Tz~ Kizkv, FXOS

7u 7 R

1 -

> exit
firepower#

RV %7,

_:)3 “/O)ﬁﬁnu&ﬁ’f)‘ “\'”:

FIE

TrAT I — N ERETATNCHRENRR—a v B VA = LT AL EBEID LET, 3l
DHELE LT, BERIZT v 77— REFITTHELTEETN, REERFHTIT v
TV —RTiE, ZOFEEZERAT DL BEERNDPLDI5ER/HY £,

e ENCDER

Y7 T Fyru—R_X=U0) ) —=ZAFKSOMIIH D, @OOREPTNTH S Gold
Star U UV — A& FE(TT 5 Z &2 BEID LET, https://www.cisco.com/c/en/us/products/collateral/
security/firewalls/bulletin-c25-743178.html TSN TWAH Y U —2HIKZZRT 52 L b TE
\i j—O

ATV T1 a3 V— R — MNIEEFGELET,
®5:ay—IL R—

ATy T2

RJ-45 console

il
cisco

3100 Sers

S

1 [
=

(O}

ﬁOOOC

oo
o

FXOS CLI C. E{THDONR—T g v 52F R LET,

scope ssa

show app-instance

1 -

Firepower# scope ssa
Firepower /ssa # show app-instance

Application Name Slot ID Admin State Operational State Running Version Startup Version Cluster Oper

State
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1 Enabled Online 7.6.0.65 7.6.0.65 Not Applicable

ATYTI LAV a A VA N—AT 8551, ROFIEEZFEITLET,

a)

b)

d)

774/ T, FHA X —T = AIDHCP A L £ 4, FHA L H—T = ATHHNIPT R
L AZRETHUERSDAHEEILZ. kOa~x KEATTLET,

scope fabric-interconnect a
set out-of-band static ip ip netmask netmask gw gateway

commit-buffer

G
WDT T —NRAET LT, AFE2 23y 2012 DHCP Z 823 5 %3235 Y £3, DHCP
NI HI2IE, ROFIRIZHENET,
firepower /fabric-interconnect* # commit-buffer
Error: Update failed: [Management ipv4 address (IP <ip> / net mask <netmask> ) is not
in the same network of current DHCP server IP range <ip - ip>.
Either disable DHCP server first or config with a different ipv4 address.]
firepower /fabric-interconnect* # exit
firepower* # scope system
firepower /system* # scope services
firepower /system/services* # disable dhcp-server
firepower /system/services* # commit-buffer

FXOS D N T TNy a—TF 4 7 A FICRBEINTWBIHA A= LD FIEEZFITLET,

BHA L =T 2 A ADDT IV EATELY == LA A=V %Xy n— RTL50ENH
D\i‘a_(]

T AT U —/LNERE L7z 5, FXOS CLIIZHERER LET,
FXOSCLI T, BHE AU — RZHERETDI LR ET,

R—HyFTUEYa = TOREIE. T ARG AR =T 4 7T LR TSR T — R
EINTWAEED, [RATV—FD Yty b (PasswordReset) | =V 7 THT Wz (No) ] &38R L
TLIEE,

Tr7AT A= NETyy NI LET, WERELEES) 7747 U+ —/LOEBEROYIW: (8 =—
V) BEZRLTLIIEIN,

FJAELVRAZTZMET B

TAB AT, VATETIFREREIENLT AL ZAEEA LRI, A~— Y7 by =T
TAR T T MY 7 ENTWET, Smart Software Manager (27 7 W 2 K537
WAL, Vo2 %70y 7 LTHLWT AU FEaRELET,
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| ELosaic

sqtozemETs [

F72DOYA 1L, Smart Software Manager (& Security Cloud Control % &k L £7°, Bika17 912
I%. Smart Software Manager CTX§k h—72 U AT H2MENH Y £9, FELWVFIRIZHOWT
I%. Security Cloud Control D~ == 7 /L ZHRL T 7Z&W,

Threat Defense (ZIZIRD T A B AN H Y £,
* Essentials : 2
 IPS
s <y = T B
*URL 7 4 V2 U 7
* Cisco Secure Client
« %% U7 (Diameter, GTP/GPRS, M3UA, SCTP)

1. HETIA B AZBINT 20N 58561, Cisco Commerce Workspace C [T THi
& (Search All) 17 4 —/V REMHHLET,

6: 514t R1E%R

Q

= v SearchAll..

f Catalog Estimates Deals & Quotes Orders Subscriptions & Services Software

2. WDOIFTA L APID ZMELET,

A

GE)  PID MHEOMLRWEAIE, HEXCTE CTPID ZEBMTE £,

 Essentials :

« HEIICE D D

<IPS. ~/vU =T P, LT URL OMAEHE :
« L-FPR3110T-TMC=
* L-FPR3120T-TMC=
+ L-FPR3130T-TMC=
+ L-FPR3140T-TMC=
EFED PID OWFNMNEIESNTIEMNT 5 & IROWVFTNHO PID (KT 5 B ~—
ADYT A7 YTy arB@RTEET,
+ L-FPR3110T-TMC-1Y
« L-FPR3110T-TMC-3Y
« L-FPR3110T-TMC-5Y
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* L-FPR3120T-TMC-1Y
* L-FPR3120T-TMC-3Y
* L-FPR3120T-TMC-5Y
* L-FPR3130T-TMC-1Y
* L-FPR3130T-TMC-3Y
* L-FPR3130T-TMC-5Y
* L-FPR3140T-TMC-1Y
» L-FPR3140T-TMC-3Y
* L-FPR3140T-TMC-5Y

< HEFEA
* L-FPR3K-FTD-CAR=

» Cisco Secure Client : [Cisco Secure Client Ordering Guidel] &M L T 723\,

3. RS, [ &% —E X (Products and Services) | I L F 7,

7468
e All Results
T Orders 6
[E® Invoices 2
&, Software Subsc... 1

‘ © Products & Ser... 1 )

(WERIFE) 774704+ —ILOEIED I

VAT AEBEUNC Y Yy NE T T H T ENEETYT, MMIZERT T V2R EIRA
AvFEHLIZVTDE, BERRT 7 ANV AT LAOBREEFIEEZTZENHY £3, Ny
77Ty RTIHEICEEOT o ARFATINTEBY, ERT 7 7 EH\i20 . EIRE Yk
LI T5L, 77AT ANV ATLAE T L—AT VT ¥y NI TEERA,

CLIICHTFAT7 74774+ —IILOEIRDYIE

FXOSCLI Zfifld 5 &, VAT ARLERIIV Yy NE ULV LT T 7 AT U —VOEREZY)
Wrcx F9,
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FIE

ATy T

ATy T2

ATvT3

ATvT4

ATy T5 ¥

Management Center Z{EFA L= 74 7+ —ILDE

Management Center Z ] L TV AT A& @UNZ v v b D LET,

FIE

&

Management Center ZEA L1774 70+ — LD ERD LI .

oY — )R — MCEEGE L £,

X8:avy—)LiR—

RJ-45 console

T
s |OWO Moo=
Secur st [}
3?M=Céi§ II@%%%
si=ll] e
o

FXOS CLI Tr— 7 /VERE— R L7,
firepower # connect local-mgmt

VAT LYYy NEU U LET,
firepower(local-mgmt) # shutdown

&1

firepower (local-mgmt) # shutdown

This command will shutdown the system. Continue?
Please enter 'YES' or 'NO': yes

INIT: Stopping Cisco Threat Defense...... ok

Tr7ATOF—NDY vy NEUUIFIZV AT AT a7 e —LFET, vy NEUUNETT

L kOTa T IRFRENET,

System is stopped.
It is safe to power off now.
Do you want to reboot instead? [y/N]

VENZIS U CEBIRAA v F 24712, BIRT 5 V20T v — bR

TEEY,

TrAT UOF—NVET vy NEU U LET,

a) [T/34 R (Devices) |>[T/\1 A& (DeviceManagement) &R L £,
b) BEBITL7A ZAOMICHD e (Bdit) ] O 227V v 27 LET,

EIRZRD I Z R

BIRD UM
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. Management Center ZFFA L1774 70+ — LD ERO LI

ATy T2

ATvT3

c) [T/ A (Device) 127 %27V v 7 LET,

d) [¥AF A (System) |EZ 2 a > T[FAA AD % v 27 (ShutDownDevice) | (@) %#27U v
7 LET,

e) IR UT IMERINTEL, TNAADY v v MU U EHERLET,

AN T AT U AR L TWDGRIE, 77 AT U — ARy y MU T5E &I

VAT ATu T b e®= S —LET, Yy M UURETTLE ROT T ERFIRENET,

System is stopped.
It is safe to power off now.

Do you want to reboot instead? [y/N]
AL =D BEHE L CORWIEEIE, R3O TV AT ANV vy N T UL Z L EERLET,

PDEE L TEFAA v FEA 7L, BRT 77 &5 Ty v — 2 HYIIICEIRE B A 2 2
TEET.
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=% =R

TJ7AT7OA—ILDT—JIVEREA >
R—F

T AT AV — T )VEEHGE L. Security Cloud Control (24 > AR — R LET,
c T AT U =D —T N (11 =)
« 77 A 7 U 4—/,V% Security Cloud Control (Z4 > R—RKLEJ, (123—)
c IMIREDFEIT (FEyZrEYa=r7) (18—Y)

TJ7A4AT794+— LDy —TILiER:

o (AFvay) o —THETHZDOEL : Cisco Secure Firewall 3100 (Z1% DB-9 to RJ-45
SUTNUIE—TARNE L TWATY, BT 51213 — K2%—F ¢ @ DB-9-to-USB >V
TN —T VOB R D5ERH Y £,

* SFP/SFP+ E ¥ 2 — /L&A —H¥ X v b 1/9 YD R — MIEY (1T £7,
FEMIZOWTIZ, N—FU =7 RETA F2ZRLTIZE0,

cBnXyFTueYa =T RIS OSEERETFE T e Y a = T a2l
MLTOrIRAZ2Y) a5 %2RE, BHA X —T oA X% r— 7 L8 L7
WTLEEW, ZOEA L, Cisco Security Cloud Control @27 7 7 R2{IE Firewall
Management Center % fif il L 7= Firewall Threat Defense DEELZ S L TS Z3W, ZOH
A RTIE AEA o Z =T = A 22OV TORHBH L ET,
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TFATIA—LDT—TLEHREA U R—F |
. 7 74 7 +—IL% Security Cloud Control [Z4 > R— FLFET,

~— Security
Cloud Control

Modem
or router Ethernet 1/1
[ outside
Console port Ethernet 1/2
l inside
I

ARAN

Other Data Networks

Inside

inside https://192.168.95.1
Management (manual provisioning)
computer

2 7 4 794+ —)L% Security Cloud Control [Z7#4 > 7R—
LET,

Yoy F o la o S ERETFEH e e s S EHALC T AT U — VA
AR—KLET,

tORyFITOESIZVTICKB T 7ATIO4—ILEAR—F

YouXoFruabela=r T TN ROV TESEHH LT Threat Defense % 38 A %
L/i‘é_o

FIE

ATw 71 Security Cloud Control DF B/ —2 a4 RUTEFAUTATNARE7 )V v L, FODOTT

ARHL () U7 LTCTFNA A% [A R —F (Onboard) ] LE,
ATFvT2 [FID] # A VZEER L £,
ATv T3 [EHE—F] T, [FID] B RENTWDHZ 2R LET,

BHE—RNELTFID] Z#IRNL7-ZIFINDOTH, [Av— 74 B ADOEH | 227 v 7 LT, T2
A ATHEHFRRRBEFOA~Y— NI A B U AR ELIFERTEET, FHARR I A X200
T, A48V AZ0GT 5 (63—) 2L TIEEN,

ATy Td  FUR—T 7 HEE LT[ TESEMA (Use Serial Number) | 23R L £ 7,
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ATy TH

ATvT6

ATy 717

tRgvFIAETa= kB T774 79— LEF R~ |

B9:> U TILESEER

A Important: After you onboard the threat defense device to cdFMC or the Firewall Management Center using the zero-touch provisioning
method, the device will be managed by the corresponding manager it is onboarded to. Note that the firewall device manager will no longer
manage the device, and all existing policy configurations on the device will be lost except for the basic interface configurations. Therefore,
you must configure the policies from the corresponding manager.

Firewall Threat Defense

(=) (=) (=] (=)
Use CLI Registration Key Use Serial Number Deploy an FTD to a cloud Bulk Onboard using CSV File
Onboard a device using a Onboard a factory-shipped FTD environment Use this method for adding multiple
registration key generated from 7.2+ device to cdFMC or a 7.4+ On- Deploy a device to supported cloud devices to cdFMC by uploading a
SCC and applied on the device Prem FMC using zero-touch platforms: AWS, GCP, and Azure. -csv file, with template assignment.
using the Command Line Interface. provisioning. (FTD 7.4+)

(FTD 7.0.3+ & 7.2+)

[FMCD %R (Select FMC) ] T, U R hinb [7 T U REEHEHRFMC (Cloud-Delivered FMC) ], [Firewall
Management Center] DJEIZIEIN L, [k~ (Next) |27 Vv 7 LET, >

B 10 : FMCTD;E1R

o Select FMC Select FMC @ For more details, click here

[ Select v ]

Cloud-Delivered FMC

Cloud-Delivered FMC (Recommended)

e Connection On-Prem FMCs (7.4+) @

e Password Reset

firepower_10.10.0.5

+ Onboard On-Prem FMC

[#%#%i (Connection) | =V 7T, [T /3 AD VU 7 )L&EK S (Device Serial Number) | & [T /31 A4 (Device
Serial Number) ] Z AL, [k~ (Next) |27 U v 7 LET,

B 11454

o Connection Device Serial Number Device Name @ Enter the serial number of the FTD device you want to
onboard, then CDO will attempt to connect to the
[ JAD253802G8 ] [ fp-1010-1 J s bl 2
device.
m Important: Only FTD 1000, 2100 or 3100 series devices

(running en software version 7.4 or later) are supported.

[/SAT—F®DYty b (PasswordReset) ] T, [I&LY... (Yes.) 1227 U7 LEd, T840 ADH LW
NAT—REANL, ZOFHLWSAT— REMR LT, IR~ (Next) 1227V v 7 LET,

YrsyFruaeva=vr OfG, T REFHRTH LD, HAA—ILSNTOVDLLERH Y F
TO

GE)

TNAAIRTA L LTRAT—=R& Ty bL, B yFrubva=r 7 285035 85 I10K
ExBELR»-oTGEE, [Wnx.. No..) A7 v a 2@ RTHZMLERSHDET, BuxvTFrn
BV a =/ a s S EEHCT HREFSED L0, A AU EONERD H5E
ZRE, TSRS A T H I LITHRENET AL
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B trso5oneEvazsvizes 7747 94—LEAUR—F

12:18RT—FDYY+y b

o Password Reset o . o . . . @ Password must:
1) Please review all the p’rerequlr.sltes for onboarding with a serial - Be 8-128 characters
number. Learn more (7 - Have at least one lower and one upper case letter
2) Is this a new device that has never been logged into or - Have at least one digit
configured for a manager? - Have at least one special character.

- Not contain consecutive repeated letters
® Ves, this new device has never been logged into or configured

for a manager
Enter a new password for devices that have never been
configured for a manager.
Important: If you select this option and the device's
default password has already been changed, onboarding

fails.
New Password Confirm Password
—— T

© No, this device has been logged into and configured for a
manager
Use this option if you already changed the password in
the device CLI
Impeortant: If you select this option and the device's
default password has not been changed, onboarding fails.

ATv T8  [AU—E YT (PolicyAssignment) JIZOWNWTIE, KRy 7H U A=a—%2H LT, T34 2D
TR arbhar— R —ERRLET, K —RNRESNLTOWRVWERIE, [T 74V DT
I Az hr—RY — (Default Access Control Policy) ] Z3#R L £,

13:7K1) >—21Y 4T

o Policy Assignment Access Control Policy

[ Default Access Control Policy + ]

ATy T [T AV YT 3T 4k A (Subscription License) ] (ZOWTIL, AT HEMEET AL 2%
Fxv 7 LET, [Next] 27 Vv 7 LET,

B14:9TRY)TLavs4EUR

e Subscription License ® Enable subscription licenses. CDO will attempt to
License Type Includes enable the selected licenses when the device is

connected to CDO and registered with the supplied

Smart License.

Learn more about Cisco Smart Accounts.

Base Firewall Capabilities

Carrier (7.3+ FTDs only) GTP/GPRS, Diameter, SCTP,

M3UA
1 ® Intrusion Policy
Malware Defense Cs File Policy
URL URL Reputation
RA VPN

. Secure Firewall 3100 Threat Defense 2 2 — 7 v THA K : 4 55 F{Z{## Firewall Management Center



| 771479+—Lor—JLigmetok— R

ATv 710

FHIOEDAa=VJICLBTFATI4+—LEFVR—F .

{ER) [EX=VUT 17 /31 A (Security Devices) | X— T DI~FEZ &7 4 )V H BRI ZSL DT ~)L
ETAAL RTBMLET, ZVEANL, BT TFAREY () ZERLET, 7-ULE, Security
Cloud Control ~DEAE(H%IZT A ZNTHH S ET
X 15:487

Ly Oor Your device is now onboarding.

@ This may take a long time to finish. You can check the status of the device on the Devices and Services page

Add Labels @

RDBERY

[E%=VUTF 47 /34 A (Security Devices) | ~X—U 05, AW L72IE00 OF A R % ik
WU, HHENZH D [EFEL (Management) | XA SNI—EBERRINTWDLAET T a rONTihun
IR L E 9,

FEIOIOED I ZTIZEBIT7AT 94— ILEAR—FK

FIE

ATy T

ATy T2

ATvT3
ATy T4

CLIB@EF—%2HHL 77 AT U —EF R —RKLET,

Security Cloud Control D} B/ —> a4V RuTEFa VT4 TNA R &7 Vv 7L, HBOOTZ

ARH () U w7 LTT /N, A% [A AR —F (Onboard) ] LET,

[FTID] # A V%27 U v 7 LET,

[EEE— R] T, [FTD] BRI TN D I L AMEB L £,

F R —T 4 v 7Tk E LT [CLIEERF — % (Use CLI Registration Key) | Z R L 7,
16: CLI B — =R

prgpecxxs | A Important: After you onboard the threat defense device to cdFMC or the Firewall Management Center using the zero-touch provisioning

D— method, the device will be managed by the corresponding manager it is onboarded to. Note that the firewall device manager will no longer
manage the device, and all existing policy configurations on the device will be lost except for the basic interface configurations. Therefore,

xou must confiﬁure the ﬁolicies rom the corresponding manager.

Firewall Threat Defense

(=) (=) (=) =2
Use CLI Registration Key Use Serial Number Deploy an FTD to a cloud Bulk Onboard using CSV File
Onboard a device using a Onboard a factory-shipped FTD environment Use this method for adding multiple
registration key generated from 7.2+ device to cdFMC or a 7.4+ On- Deploy a device to supported cloud devices to cdFMC by uploading a
SCC and applied on the device Prem FMC using zero-touch platforms: AWS, GCP, and Azure. .csv file, with template assignment.
using the Command Line Interface. provisioning. (FTD 7.4+)

(FTD 7.0.3+ & 7.2+)
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AT9 TS5 [T/34 A4 (Device Name) | Z AN LT, [k~ (Next) 227 Vw7 LET,
17: TN X%

Device Name

l ftd1 ]
=

ATv 76 [RY—HFYHET (Policy Assignment) [IZDOWTiX, Ky XU A=ma—%HEHALT, 75 2D
TR aryhe— LR —FRIRLET, R V—DREESNTORWEAIE, [T 74V D07
7w Aar ha—/LR Y — (Default Access Control Policy) ] Z 3R L £7°,

18: 7R arrO—)LKRY —

Access Control Policy

l Default Access Control Policy ~ ]

ATFw 1 [T A7 VT aF Ak A (SubscriptionLicense) 22\ CliE, [#ELFTD 7 /34 A (Physical FTD
Device) | 7V A RF %7 ) v 7 L, AT OHEET A B A2 F 2y 7 LET, Next] 22V v
7 LET,

19: T2 Foavs4€rR

Please indicate if this FTD is physical or virtual:
@ Physical FTD Device
O Virtual ETD Device

License Type Includes

Base Firewall Capabilities

Carrier (7.3+ FTDs only) GTP/GPRS, Diameter, SCTP,

M3UA
IPS % Intrusion Policy
Malware Defense Cs File Policy
URL URL Reputation

ATv T8 [CLIE&EF— (CLI Registration Key) ]1Z-2W T, Security Cloud Control I%, k% — & Z Do 1Z
A=A L Cavyr FEAKRLEST, Z0a~w F&a b — L T, ThreatDefense O #JHF% & Tl i
TOMENRDHY E7,
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20: CLI &% ¥ —

'\.l." Ensure the device's initial configuration is complete before trying to apply the registration key. Learn more ([

i:;:] Copy the CLI Key below and paste it into the CLI of the FTD

configure manager add cisco-security-docs.app.us.cdo.cisco.com
BanyIZoaT@ew1JTpCOPZw3xEBnVVkfZv x7R7dwcm43JCMzwGY3ZzCfoFmZhWI7my cisco-security-
docs.app.us.cdo.cisco.com

configure manager add Security Cloud Control_hostname registration_key nat_id display_name
CLI T®, F721% Device Manager # il L 72X ED5E T

c WIMIRRTE : CLI (24 X—)  AX— T v T A7 YT N&5T LI-t%. Threat Defense CLI CZ
Davy REar—LET,

s WIHIRRE : T A3 —Vy (18 X—Y) : 2~ RO scc_hostname, registration key, 35X
nat_id M5y %, [Management Center/Security Cloud Control® 75 A R4 /IP7 R LA (Management

Center/Security Cloud Control Hostname/IP Address) ]. [Management Center/Security Cloud Control @ %55
% — (Management Center/Security Cloud Control Registration Key) ]. 3 X OV [NATID] 7 1 —/L Kz =

E—LE97,
i
CLLEY Ny 7OV T rav s R
configure manager add accountl.app.us.scc.cisco.com KPOOPOrgWzaHrnjlV5ha2g5RE8pKEFX9E
LzmlHOynhVUWhXYWz2swmkj2ZWsN3Lb accountl.app.us.scc.cisco.com
GUltY 7 7 D% 7 av s RaviR—xr bk

X 21: configure manageradd 1< > KO UiR—3 > b

scc_hostname registration_key
I I
I

Il I
configure manager add accountl.app.us.scc.cisco.com KPOOP@rgWzaHrnj1lV5ha2g5Rf8pKFX9E
Lzm1HOynhVUWhXYWz2swmkj2ZWsN3Lb accountl.app.us.scc.cisco.com
I I

nat_id

FR—=T 4 T T 4= RTIR~ (Next) 127 U w7 LT, 73 ADOBGKEBM L ET,
(EE) [EX¥=YUT 4731 A (Security Devices) | _X—V D~ &7 ¢ )V X WERZENLD T~ )L

BTN ATEMLET, TR ANL, HWTTARE () ZEIRLET, 7-ULIE, Security
Cloud Control ~@E AMENFRICT A ATEHA I N E T,
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X 22:47

Your device is now onboarding.
© This may take a long time to finish. You can check the status of the device on the Devices and Services page.

Go to Inventory

Add Labels @

=y = — ,— o) RGN — W~
PR EDNDET (FHT7OED 3= Y))
TFE T Y g =07 %179 8A X, Secure Firewall Device Manager & 7213 CLI Z{# f L C,
T AT U A—NVOYREEFATLET,

HARE : TNAAIR—T ¥
ZOFEEERT L, 77 AT U4 — N EREK LK, HHA LV F—T = A AT TRD
AV B —T 2 ANERREESNET,
A =Xy UL: (58 . DHCP 5D IP 7 R LA, IPve HEIRRE
oA —HFw 12 [HE) | 192.168.95.1/24
« T 74N hv— K HNEA 2 —T = A AT DHCP %4 L TS
« BIIA o H—T = A A : DeviceManager 2> 6 DA X —T7 = A AFREIFXT X TRFFSNLE
¥

fpEE (NEFHO DHCP — " —_ 727X aryta— Ry —, X2 VT 40— 7
L) IR EE A,

FIE

ATV TN ava—2uENEA % —7 =4 A (Ethernet 1/2) (2t L £7,
AT w72 Device Manager {217 A > LE T,

a) https://192.168.95. 11ZEA F 9,
b) —H—% admin LT 7 /L FRAU— K Admin123 2 AL Ce /1 LET,

) —MBHKEFATHEL, HHFESRT—RELEHETLLIITRDONET,
ATFYT3 By Ty P—FREEHALET,
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23: [T\ RDERTE (Device Setup) ]
1 Configure Configure Smart License
DeV|Ce Setup o G Time Settings 3 Registration

Internet Connection

& Internet

&8 DN Server
MGMT 11 13 1/5 1/7 179 1/

olaiae OO
L EAMEE OO

CONSOLE 172 1/4 1/6 1/8 1/10 1/12 SFP

GE)

FHeeR— FEEIT., TNV EL TR Y 4,

a) A A —T oA RAEEHA X —T 2 AERELET,
R24: 14 2B—F%y bADT 74 794+ —ILDHEH

Connect firewall to Internet

The initial access control policy will enforce the following actions.
You can edit the policy after setup.

Trust Outbound Traffic Block all other traffic
This rule allows traffic to go from The default action blocks all other
inside to outside, which is needed traffic.

for the Smart License configuration.

Outside Interface Address

Connect Ethernet1/1 (Outside) to your ISP/WAN device, for example, your
cable modem or router. Then, configure the addresses for the outside interface.

Configure IPv4

Using DHCP v

Configure IPv6

Using DHCP v

NEXT Don't have internet connection?
Skip device setup

1 [FMBA v Z—7 A AT KL A (Outside Interface Address) ] : i ] LD ELEEZFE L T\ 5
A, HIP T FLRAEFEHLET, By FT7 v 70 40— R&#H L CPPPoE 2% ET 52 &
IXTEERHA, VY — RO THIZPPPoE # R ETE E 7,
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2. [EHA ¥ —7 =1 A (Managementlnterface) ]: # A v H—T7 2 AT X =V ¥ T VA%
FHLTWASRETH, BHA L —T oA AOREMEFENE T, =& 213, A1 o & —
T2 A AEN LTy 7 T —VRATERINDIEHE N T 7 4 v 71, HMA v H—T = A AD
DNS H— =TI, ZNHDEHA X —7 = A ZAD DNS H— 3— %4 ] L T FQDN % fifik
LET,

[DNSH— 3 (DNSServers) ]: v A7 LOEHT KL AHO DNS % —/\, 7 7 4 /L ;L OpenDNS
NT Uy ZDNSY—"TH, Zhbid, MGLBIBA =T = RIPBT 7B ASND T2,
BCRETDINBA 2 —T A AD DNS r—"— L —EFTBZREENH Y 7,

T7ATI4—ILDER 4

b) [FFZIE%E (NTP) (Time Setting (NTP)) | Z&XE L, [k~ (Next) | %27 U v 27 LET,
B 25:BS%IRE (NTP)

Time Setting (NTP)

System Time: 11:56:20AM October 03 2024 -06:00

Time Zone for Scheduling Tasks

(UTC+00:00) UTC v

NTP Time Server

Default NTP Servers v
Server Name
0.sourcefire.pool.ntp.org

1.sourcefire.pool.ntp.org

2.sourcefire.pool.ntp.org

NEXT

c) [BEAETIZ 90 HF ORI A BA4A (Start 90 day evaluation period without registration) ] Z 3R L
ED
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Register with Cisco Smart Software Manager

Register with Cisco Smart Software Manager to use the full functionality of this device and to apply
subscription licenses.

What is smart license? (3
O Continue with evaluation period: Start 90-day evaluation period without

registration
Recommended if device will be cloud managed. Learn More (2

Please make sure you register with Cisco before the evaluation period ends.
Otherwise you will not be able to make any changes to the device configuration.

Threat Defense % Smart Software Manager (288 [ L72\V] T 23V, TXTD T A & 2 A Security
Cloud Control TEATENE T,

d) [T (Finish) 1%227 VU > 7 LET,

R 26: RDRTv T
Q ><

The Device Is Up and Ready to Be Configured!

What's next?

Device will be Cloud Managed Standalone Device

@ Configure Interfaces E]

Connect inside ports to internal devices

@ Configure Policy 97

Manage traffic

GOT IT

e) [A¥ L F7 a7 /31 A (Standalone Device) ] Zi®IR L, [THE (Gotlt) ] ZiBINL £,

AT T4 BINDOA U H—T 2 AERETDHHEIE. [T/31 A (Device) [ZIEIRL, [ X —7 =1 A (Interface) ]
O~V —ZhbrV 770y 7 LET,

ATv s [T/NA4 R (Device) 1> [V RATLIRE (System Settings) |> [EEHEHE (Central Management) | DJIEIZ
LU, [H1T (Proceed) 1%~ U 2 L T Security Cloud Control (Z%$k L &7,

[Management Center/CDO®D ¥4l (Management Center/Security Cloud Control Details) | Z#E L £7,
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27 : Management Center/Security Cloud Control 0 3£

Configure Connection to Management Center or CDO

Provide details to register to the management center/CDO.

Management Center/CDO Details

Do you know the Management Center/CDO hostname or IP address?

@ Yes O No
Threat Defense Management Center/CDO
=] =)
10.89.5.16 10.89.5.35

feB80::6a87:c6ff:feab:4c00/64

Management Center/CDO Hostname or IP Address

10.89.5.35

Management Center/CDO Registration Key

eene L0

NAT ID

11203

Connectivity Configuration

Threat Defense Hostname

1120-3

DNS Server Group

CustomDNSServerGroup v

Management Center/CDO Access Interface
() Data Interface

CANCEL CONNECT

a) [Management Center/CDOD AR A M4 £ 72IXIPT R L A ZHI> TWEF 2 (Do you know the Management
Center/Security Cloud Control hostname or IP address) ] C, [IZV (Yes) 1227 U v 7 LET,
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Security Cloud Control % configuremanager add =~ > RZ4AK L £, a~ > ROAERKIZOWTI,
FH T oY a = I ED 77 AT AN EF R —R (153—=) 2L TIEIN,

configure manager add _hostname registration_key nat_id display_name

51

28 : configure manageradd 1< > K UR—2 > k

cdo_hostname registration_key

| Il I
configure manager add accountl.app.us.cdo.cisco.com KPOOP@rgWzaHrnjlV5ha2qSRf8pKFX9E
LzmIHOynhVUWhXYWz2swmk j2ZWsN3Lb accountl.app.us.cdo.cisco.com
I I

nat_id

b) =~ R® cdo_hostname, registration key, nat_id @45 % [Management Center/CDOD AR A N4 /IPT R
L A (Management Center/CDO Hostname/IP Address) ]. [Management Center/CDOM % &%k — (Management
Center/CDO Registration Key) ]. [NATID (NATID) ] 7 4 —/L KiZa & —LE7,

[BERt DR E (Connectivity Configuration) | ##% € L £7,

a) [Threat Defense?> 75 A k44 (Threat Defense Hostname) | Z+8E L 9,
Z @ FQDN [I/EA > —T7 = A AR SN E T,

b) [DNSH—s3—2L—=7 (DNS Server Group) | #fiE L £,

BEAFD TN —T % RIRT B0, HLWITN—TEERLET, T 74/ hDDNS 7 —71%
CiscoUmbrellaDNSServer Group & FEiE4L, OpenDNS H— _R—2EEh £,

BERAZ IO DNS B — R —FRE & R FF 7 5 121X, Management Center T DNS 7' 7 v b 7 4 — AGKE %
HRETOLERDHY £7,

¢) [ManagementCenter/CDOT 77 £ A A % —7 = A A (Management Center/CDO Access Interface) ]IZ-D\»
TIE, [T—%A 2 H—7xAA (Datalnterface) 1 %7 U v 7 L. [/ (outside) ] Z3EIRN L £,

(f£&) [# A7 v Z7DNS (DDNS) 5D/ (Add a Dynamic DNS (DDNS) method) 1% 727 U v 7 L&
D

DDNS %, Threat Defense @ IP 7 K L A HE Xi17235E 12 Management Center 7% FQDN C Threat Defense
WCRETE L L DI LET,

[#%¢ (Connect) &7 Vv 7 LET,

Bk AT — 4% A (Registration Status) ] %A 7 17 277K w7 A2, Security Cloud Control Bk DEILED A T —
ZANFIRINET,
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ATvT9

29: EE#ERR

Registration Status

Successful Connection with th

Management Center or CDO

You can now manage the threat defense using the management
center or CDO. You can no longer use the device manager to manage
the threat defense. See the threat defense getting started guide (2,
management center configuration guide (2, or
CDO configuration guide [ to configure your device.

AT — 4 A C [Management Center/CDOX$% % i D117 (Saving Management Center/Security Cloud Control
Registration Settings) ] FNE%A 52T L 725, Security Cloud Control (IZBEI L, 77 A 7T U4+ —/L&BIML F
T, FE TRV a s SR AT U AL VR R (153—Y) ZBRLTIES N,

#HAERE : CLI

FIE

ATy 1

ATy T2

CLIty b7y 7A7 YT F AL T, SHOEHIPT KLA, F—bty=A, BLOELOD
MOIEAR Y NT—IREEITNET,

oY) —)LiR— MZHEKE L T Threat Defense CLIIZT 27 & A L £, Threat Defense CLI ~D7 7t A (4
N—=) ERRLTIEEN,
BHA LA —T 2 A ADREMDCLIY Yy N7 v F A2V 2w T LET,

GE)

WMEEIZ VT (L2, A A—VEFERTHZEICLY) LALnEY, CLIty NT vy 727 V7
MM IRT Z EIXTEEEA, L, ZRHDORET N TIL, #7526 CLI T configurenetwork =~ >
FAEFEH L TEE T& £9, Cisco Secure Firewall Threat Defense 2~ KU 77 LU 22 LT 72X
A

You must accept the EULA to continue.
Press <ENTER> to display the EULA:
Cisco General Terms

[...]
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Please enter 'YES' or press <ENTER> to AGREE to the EULA:

System initialization in progress. Please stand by.

You must configure the network to continue.

Configure at least one of IPv4 or IPv6 unless managing via data interfaces.
Do you want to configure IPv4? (y/n) [y]:

Do you want to configure IPv6? (y/n) [y]l: n

ﬁ%ﬁpx::n%w&%f@Tvawmﬁ<&%1o:om1y%ﬂﬁbi¢ BRI LB —T o A
AEMHATETFTENRWVEAETHL, 794 X—=F T RLRREDIPT RVRAEZRETHLENHY £,

Configure IPv4 via DHCP or manually? (dhcp/manual) [manuall]:

HAF R [FE) (manval) | ZEIRLET, 7*~9%77ﬁx’%%4V&~7:4xéﬁ%¢6%
A. DHCPIZVAR—FENFHA, V—T 4V ITOMEZYTZDIC, 2O EZ—T 2 AN —T %
TIRAAL LV HE =T A ALITRL2AV TRy b EICHDZ EE2HER LTI EE N,

Enter an IPv4 address for the management interface [192.168.45.61]: 10.89.5.17
Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.255.192
Enter the IPv4 default gateway for the management interface [data-interfaces]:

HAZTUR : F— b7 = A % data-interfaces ICERE L £, ZOREIL. A v F—T =2 A ZELT
N—F 4V T TELEINC, NI TP L—v BN L TERNT 74 v 7 ZlEELET,

Enter a fully qualified hostname for this system [firepower]: 1010-3

Enter a comma-separated list of DNS servers or 'none' [208.67.222.222,208.67.220.220,2620:119:35::35]:
Enter a comma-separated list of search domains or 'none' []: cisco.com

If your networking information has changed, you will need to reconnect.

Disabling IPv6 configuration: managementO

Setting DNS servers: 208.67.222.222,208.67.220.220,2620:119:35::35

Setting DNS domains:cisco.com

TABUR AL H—T 2 ADDNSY—R—Z2RELET, TSI, Wlhe b X —T =
A AZAMBT I ERZAEINAT-D, B TERETAINPA L Z—T = A ADDNS Y —_— L —FF B HEMEN H
D ET,

Setting hostname as 1010-3

Setting static IPv4: 10.89.5.17 netmask: 255.255.255.192 gateway: data on managementO
Updating routing tables, please wait...

All configurations applied to the system. Took 3 Seconds.

Saving a copy of running network configuration to local disk.

For HTTP Proxy configuration, run 'configure network http-proxy'

Manage the device locally? (yes/no) [yes]: no

A4 H 2R : Management Center ZfEH 3 58415, no L A LET,

Setting hostname as 1010-3

Setting static IPv4: 10.89.5.17 netmask: 255.255.255.192 gateway: data on managementO
Updating routing tables, please wait...

All configurations applied to the system. Took 3 Seconds.

Saving a copy of running network configuration to local disk.

For HTTP Proxy configuration, run 'configure network http-proxy'

HAE VR crouted b AN LET, A~ —T % T 78R T V=T v R 77 AT U4 —/LE—RKTD
BYR—FENTWET,

Configuring firewall mode

Device is in OffBox mode - disabling/removing port 443 from iptables.
Update policy deployment information
- add device configuration

Secure Firewall 3100 Threat Defense R 2 — b7 v FTH 4 K : ¥ 55 {22! Firewall Management Center .



TPATIF—LOTr—TLEHREF VR—F |

II #MEASKE : cLl

ATvT3

- add network discovery
- add system policy

You can register the sensor to a Firepower Management Center and use the
Firepower Management Center to manage it. Note that registering the sensor
to a Firepower Management Center disables on-sensor Firepower Services
management capabilities.

When registering the sensor to a Firepower Management Center, a unique
alphanumeric registration key is always required. In most cases, to register
a sensor to a Firepower Management Center, you must provide the hostname or
the IP address along with the registration key.

'configure manager add [hostname | ip address ] [registration key 1'

However, if the sensor and the Firepower Management Center are separated by a
NAT device, you must enter a unique NAT ID, along with the unique registration
key.

'configure manager add DONTRESOLVE [registration key ] [ NAT ID '

Later, using the web interface on the Firepower Management Center, you must
use the same registration key and, if necessary, the same NAT ID when you add
this sensor to the Firepower Management Center.

>

YR=UXT I AMOHNEA L F =T = AERELET,
configure networ k management-data-interface

ZD%, WA =T =2 A ADEEKR Ty N = REZITO LOIROL T v T I RFoRESnE
ﬁ‘o

FHIPT LR

> configure network management-data-interface

Data interface to use for management: ethernetl/1l

Specify a name for the interface [outside]: internet

IP address (manual / dhcp) [dhcp]: manual

IPv4/IPv6 address: 10.10.6.7

Netmask/IPv6 Prefix: 255.255.255.0

Default Gateway: 10.10.6.1

Comma-separated list of DNS servers [none]: 208.67.222.222,208.67.220.220

HAFT DR BEALITHNE DNS — 3 — 2R FF9 5 121X, Management Center CDNS 77 > K7 4 — Lg%
ELHRET OLENDHY £7,

DDNS server update URL [none]:

Do you wish to clear all the device configuration before applying ? (y/n) I[n]:

Configuration done with option to allow manager access from any network, if you wish to change the
manager access network

use the 'client' option in the command 'configure network management-data-interface'.

Setting IPv4 network configuration.
Network settings changed.

>

DHCPM™L®DIP7 KL R

> configure network management-data-interface
Data interface to use for management: ethernetl/1l
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ATy TH

MEERE : cU II

Specify a name for the interface [outside]:

IP address (manual / dhcp) [dhcp]:

DDNS server update URL [none]:
https://dwinchester:pa$$wlOrdl7@domains.example.com/nic/update?hostname=<h>&myip=<a>
Do you wish to clear all the device configuration before applying ? (y/n) I[n]:

Configuration done with option to allow manager access from any network, if you wish to change the

manager access network
use the 'client' option in the command 'configure network management-data-interface'.

Setting IPv4 network configuration.
Network settings changed.

>

Security Cloud Control 234:5% L 7= configure manager add =~ > R& il L C. Z @ Threat Defense % & ¥
9% Security Cloud Control Z#ks L £7, 2~ ROERKIZONWTIE, FEiZreva=v7Icks7 7
AT T4 =Nt R—FK (15=V) 2L TIESN,

11

> configure manager add accountl.app.us.cdo.cisco.com KPOOPOrgWzaHrnjlV5ha2q5Rf8pKFX9E
LzmlHOynhVUWhXYWz2swmkj2ZWsN3Lb accountl.app.us.cdo.cisco.com
Manager successfully configured.

TN A% ) E— FHHICEETE D X HIZ Threat Defense #> v v hE T LET,

VAT AEWYNC Y vy NE DT A ENEETY, HMIZER T T V2RV, ERAAL v T2

Lic 3 5L, EBRRTZ7 7 ANV VAT LAOBEES|IERITZENRDVET, Ny 77T 00 RTEFIC

EEOTa v ANFETENTEY, BRI 72k, BRZEM LV T5L, AT LR L—

ATV ¥y NI UTERNIEERAZTENTLIEEN,

a) shutdown =~ F&Z AN LET,

b) FEJHLED & A7 —X ALED #8IZL T, v ¥y —YOERNMUIMsNTWDL Z L2 LE7 (LED
DAHEAT)

¢) V¥ —VOBEFENEFICUMESNTZS, VEISCTERT 7 72k, ¥ v —2 0 LYEANCER
EROATZENTEET,
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i

EARHK S— DB

ROFBEZFHH L TEAN X2V T 4R —2RELET,

A v A =T 2 f ALHNHA L H—T AR N A o H—T = RZAXT 7 IP
T RLURZEO YT, AL X —T = A AT DHCP 2 L ¥4,

«DHCPH#—1_— : 7 IA T FONEA v F—7 =2 A ATDHCP Y —"—ZFEH L £7,
e T 7 F VI —bk A H—T 2 A AN LTT 73 bb— b EBEMLET,
*NAT : SMEfA v X —T =2 A TA L H—T A APAT ZHH L £,
T AT Fa—)L NEHNOLHEE~DNT T (v 7 E2FRLET,
X2 VT AR V=N AIVAXLT, IVEERREEZEDDLILHTEET,
s f B =T 2 ADFKE (29 X—)
¢« DHCP #— \—D}E (34 ~2—7)
* NAT OFHE (35 —)
o T V& ABIHNA—LDOFE (39 2—)

e A B —T = A ATO SSH DAL (42 =—3)
s REDREM (43 ~—2)

A1 23— 24 RADEKE
BresyFrueya =07 EIINE EIC Device Manager 23 2355, kDA & —
T A ANFEARESINET,
A —H Xy k1L [4B8) . DHCP 6D IP 7 KL A, IPv6 HEIRRE
e A —H Ry b1/2: THEY . 192.168.95.1/24

«F 7 F )L hL— b AN A B —T = A AT DHCP 4 L CHES

Management Center (Z %8k 3 2% RiflZ Device Manager W CiIBIND A > ¥ —7 = A AEHORE %
FAT LT, E . ZOREITRFISNET,

Secure Firewall 3100 Threat Defense R 2 — b7 v FTH 4 K : ¥ 55 {22! Firewall Management Center .
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B sz 1z08%

WOBITIE, FHT R A ZRFOL—T v RE— FOWNEA > ¥ —7 =1 A &, DHCP =
FTHL—T v RE=RONA L S =T oA ARBELET, £72. P Web ¥— =D
DMZ A > H—T x4 AHBMLET,

FIE

AT T [T/34 A (Devices) > [T 734 A& (Device Management) | DIEIZEIR L, 7 74 T 74—/ O [fRk
(Bdit) 1 O 227 Vv 7 LET, >

ATV T2 [ Z—T7xAA (Interfaces) ] %7 VU v 7 LT,
B30:423—Tx4RX

Device Routing Interfaces Inline Sets DHCP VTEP

e
Q_ Search by name " Sync Device | | Add Interfaces
Interface Logical Name Type Security Zones MAC Address (Active/Standby) IP Address Path Monitorin Virtual Router
® Management0/0 management Physical Disabled Global Q<
GigabitEthernet0/0 Physical Disabled Vi
GigabitEthemet0/1 Physical Disabled
GigabitEthemet0/2 Physical Disabled ’
GigabitEthernet/3 Physical Disabled Y
GigabitEthemet0/4 Physical Disabled rd
GigabitEthemet0/5 Physical Disabled 4
GigabitEthemnet0/6 Physical Disabled rd
GigabitEthernet0/? Physical Disabled rd

ATV T3 400G EDA U H—T oA AMET =0T 7 hiR— R ZERT DI, A1 v F—T =4 AD[TL—H
(Break) | 74 av%&27 U w7 LET,

BRECTINA L E—T oA AT TIHEHLTWDEAIT, 7V —2 70U NEHiTT 2N EZHIFRT
HVERHY £,

ATV T4 WEHIHERT 24 v 2 —7 A A0 [ (Edit) 1 0 227U v LET,
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a)

b)

<)
d)
e)

AV8—T 14 RADEE .

31:[General] 3 7

Edit Physical Interface

General IPv4 IPv6 Path Monitoring F

S

Name:
inside

Enabled

Management Only

Description:

Mode:

None v

Security Zone:

inside_zone v

nterface 1D:

MTU:
1500

Priority:
0

Propagate Security Group Tag:
NVE Only:

[E¥= VU7 ¢ —> (SecurityZone) | K v 7 &7 URXAMNPLBEGFONTEX2 YT 4V — 0 %k
I, I New) 1227V w7 LTHLLWEX 2T oV —2ZBINLET,

7= & 21X, insde zone E WO LARIO Y —rEBIMLET, Y —rF@ I/ A—TICE SN TEx 2V
FARY—ZHALET, 2&2E, WY = NBAEY = ~D T 7 4 v ZI3ENTT DN
IS = INBENERY — <D R T 7 4w ZIIHEIC LenWT 7R ar b — LR U—EFREL
7

WA 2 — 7 = A ARFRNCHEE SN TNDGE. ZNUHDT 4 —/V ROFKY OEFZIEAT > a v
‘(“d—(}

48 LT F TO [4HT (Name) | Z AN LFET,
Lz, A F—T x4 AT indde £\ S &4FTEITET,

[57%) (Bnabled) | F = v 7R v 7 2%+ LET,
[:E”— F‘ (Mode) ] Li [fci I_/ (None) ] c:%&i Lf:ii&: Li‘é_o
(IPv4] Z 7 [IPV6] & 7, 7MW G DL Ta27 Y v 7 LET,

c[IPv4] : Ry T X T VR RNG [AZT 4 v 7IPEMHT % (Use StaticIP) | #ERL, IP 7
RLALEH TRy N RTBRAT v 2R TANLET,
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7=& ZI1E, 192168112472 L AT LET,
32:[IPva] 3 T

Edit Physical Interface

General IPv4 IPv6 Path Monitoring
I
IP Type:
Use Static IP -
IP Address:

I 192.168.1.1/24

s [IPv6] : A7 — F L AHBEREDSGA X [HEEE (Autoconfiguration) | F = v 7Ry 7 A& A4
IZLET,

33:[IPv6] & T

Edit Physical Interface

General IPv4 IPv6 Path Monitoring Hardware Configu

Basic Address Prefixes Settings DHCP

O ——
Enable IPV6:
Enforce EUI 64:

Link-Local address:

Autoconfiguration:

Obtain Default Route:

f) [OK]Z27 VU7 LET,
ATy TS W T A4 2 —T A 2D [fRE (Edit) 1 ) 227V v 27 LET,
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ATvT6

b)

34:[General] 3 T

Edit Physical Interface

General IPv4 IPv6 Path Monitoring

Name:

outside

Enabled

Management Only

Description:

Mode:

None v

Security Zone:

outside_zone v

nterface 1D:

MTU:
1500

Priority:

0
Propagate Security Group Tag:
NVE Only:

Hardwart

AV8—T 14 RADEE .

[E¥=VU7 1> —2 (SecurityZone) ] K v X7 A RNNLBFOISEX 2 T ) — %58
WT B0, FiHl New) 1227 Vo7 LTHLWWEXF 2V T 4 =0 ZBMLET,

7=& 21X, Toutside zone| &I LEIDY —r ZBMLET,

DA EITEELE L2 TLEE, AH 9% L, Management Center O BEFERe 2N H Il S 4L E 7,

[OK] %27 Vv 27 LET,

7o& 21X, Web h—N—Z R AT HLIICDMZ A v —T oA A%&HELET,

a)
b)

BRI 240 2—T =4 2D R (Edit) 1 O 227V v 27 LET,
[E%=U7 1> —>2 (Security Zone) | Ry 77Xy JASNOEFODMZ EX 2T 4V — %
BIRT D0, [HH New) 1227V w7 LTHLOWEX 2V T 40— 2B ET,

7o & 21X, dmz_zone &\ AFTD Y — 2 ZBIL £,
48 LTETO [4nHT (Name) | Z AT LET,
T2EZE A H—T oA AT dmz E WD ARFTEITET,

[£%) (Enabled) | F =y 7Ry 7 ZA&F I LET,
[E— K (Mode) 1iZ[72L (None) JICREL-FFIZLET,
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f) MEIZIGUT, [IPv4] ¥ 7 & [IPv6] Z 7 OWTNnE =iz 27 Vv 27 L, IPT7T RLAZRELE
j—o
g) [OK]Z27 V7 LET,

ATy T -7 (Save) 1227V w7 LET,

N ) ]

DHCP Y —/\—MDXE
74T FCDHCP ZFEH L CTZ 7 AT U4 =N IP T RLAZIRET S L5127 58
A%, DHCP —R_—%FZh LE T,

FIE

ATY T [T/34 2 (Devices) ]. [T /31 A& H (Device Management) ] DJEIZIRIR L, T34 2D [fHE (Edit) ]
O #2270y r7L%Ed, >

A5y 72 [DHCP]>[DHCPH—/3— (DHCP Server) | ###R L £,
35:DHCP H—/\—

Device Routing Interfaces Inline Sets DHCP VTEP SNMP

Ping Timeout
DHCP Server [ 50 ] (10 - 10000 ms)
DHCP Relay Lease Length
DDNS [ 3600 ] (300 - 10,48,575 sec)

D Auto-Configuration

Interface

[ )
Override Auto Configured Settings:
Domain Name

[ ]

Primary DNS Server Primary WINS Server

[ J o+ ]
Secondary DNS Server Secondary WINS Server
[ o+ v +

Server Advanced

+ Add

Interface Address Pool Enable DHCP Server

ATY T3 [h—— (Server) | =UT T, DB (Add) 1227V v 7L, UFOATvar2RELET,
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NAT D& E .

36:H—/\—miEMm

Add Server ®

Interface*

[ inside v ]

Address Pool*

[ 192.168.1.2-192.168.1.55 ]

(2.2.210-2.2.2.20)

Enable DHCP Server

Cancel ﬂ

[ H—7xAA (Interface) |: Ky FH TV RAINLA L F—T 2 A4 AL ERNLET,

«[7 RLAF—/L (AddressPool) ]:IP 7 RL ADOFPHZZE L £T, IPT7 FL AL, BIRLIZA v
B—=Tx A RALF LY T Hy N EIFETHUNERSY, A X —T A AHHDIPT RLAZED
HZLIITEERA,

 [DHCPY— N—%H%hZF 2% (Enable DHCP Server) |: &R L7-A > % —7 = A AD DHCP H#—/3—
EHZLET,

ATy T4 [OK]Z27 V7 LET,
ATY TS5 [{R1FE (Save) |27 U w27 LET,

ZTOFETIZ. NEZ FAT 2 FBWNET RLRAENFA v X —T =2A ADIPT KL ADR—
MZIZHT B NAT V— LV ZERLET, ZOXA TONATL—LDZ L E AL H—T (A
AR—F 7 R A% (PAT) EMEONET,

FIE

RAT9 71 [T/A4 R (Devices) |>[NAT] DJEIZEIR L, [FLWLKRY >— (NewPolicy) 1227V v 7 LEd,
AT9 T2 RV o—Z4uiattiF, R o—Z2EHT57 34 228" L, [fR1F (Save) 1227 Vv 7 LET,
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B wozz

X 37: 5 LLVKRY o—

New Policy ®

Name:

[ FTD_policy

Description:

[ )

Targeted Devices

Select devices to which you want to apply this policy.

Available Devices and Templates Selected Devices and Templates
[ Q. Search by name or value ] 192.168.0.124

—_— 192.168.0.155

192.168.0.155

Add to Policy

)

NV 2 —73 Management Center (B SVE T, HI&HE, NV = — A Z2BMT 20ERH Y £,

38:NATR1) > —

FTD_POIiCy [ Show Warnings ] m [ Cancel ]

Enter Description

Rules NAT Exemptions Policy Assignments (1)

[ Filter by Device ] [ Y Filter Rules ® ] [ Add Rule ]

Original Packet Translated Packet
Source Destination o - s
i i Original Original Original T T .
D ¥ Direction. Typs: Interface Interface Sources Destinations Services Sources Destinations Services Options

Objects Objects

~ NAT Rules Before
~ Auto NAT Rules

~ NAT Rules After

ATy T3 [—?EM (AddRule) 1227V v LET,
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NAT D& E .

ATFYT4 EAL— DO a BB ELET,
39:ZERXIL—ILDAF T ay

Add NAT Rule
NAT Rule:
Auto NAT Rule v
Type:
[ Dynamic V]
Interface Objects Translation

« [NAT/L—/L (NAT Rule) ]: [HEINAT/L—/L (Auto NAT Rule) ] Z %R L £,
s [# A7 (Type) 1:[#AF > (Dynamic) ] &R L £,
ATYTS [f v F—T A A4 7 =2 b (Interface objects) ] X— T, [EHARERA LV H —T =2 A AL TV =V

I (Available Interface Objects) ] fEIk O [565 A X —7 = A AA 7 V=7 K (Destination Interface Objects) ]
FEIRICAMNER Y — 2B L £,

E40: 4B —DARFTSzH b+

Interface Objects Translation PAT Pool Advanced
Available Interface Objects Source Interface Objects (0) Destination Interface Objects (1)
[ Q. Search by name ] outside g

T Add to Source I
inside
Add to Destination

2

AT w6 [£# (Translation) | X— T, ROA T a rERELET,
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B wozz
aM:%H
Interface Objects Translation PAT Pool
Original Packet
Original Source:*
[ all-ipv4 v ] +
Original Port:
[ TCP v ]

Advanced

Translated Packet

Translated Source:

[ Destination Interface IP v ]

@ The values selected for
Destination Interface Objects in
'Interface Objects' tab will be
used

Translated Port:

- [FED{ET (Original Source) | : [EM (Add) 1(T) %2V w27 LT, +_COIPv4 F57 1 v 7
(000000 DFy NI =2 4TV FEBIMLET,

Ba2:HLWARY bO—0FTPxH b

New Network Object
Name

[ all-ipv4 ]
Description

Network

O Host O Range

C] Allow Overrides

(O FQDN

GE)

HE)NAT L—/Ld A7 =7 FEFRO—HEE L TNAT ZiBINT 5720, VAT AEFKD any-ipvd 4
TVl NEERATHZEIEITEERA, £, VAT LAERDOA TV NERETHZ LILTE

FHEA,

o [BHLE B DE[ETE (Translated Source) ] : [FE5A % — 7 = A AIP (Destination Interface IP) ] % %R

L/iﬁ‘o

ATy TT URIE (Save) 1227 U v 7 LTA—LZBMLET,
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ATV T8 NAT X—T T [R1FE (Save) 127V v/ LTEFEEZREFELET,

7 U AHEIL—ILD

FIE

=D b—/ b (Rules) | 7 —7 MITRAFSIVET,

=L

axX ;&

7o ezsimr—nonze [

TNA AZKGF LI &L, BARDO [TRCTONT 7 4 v 7 %7 vy 7 (Blockall traffic) 17
I A aryba—)LiR) U—EERLESGEE. T AEZBRBTD N T T 4 v 7 EFFAT
BIEDIZRY ==V EBINTA2MLENRHY FT, 77X ar ba—/LR Y —I2id,

NEFNZ R SN O BEDON— Va2 B D T ENTEET,

ROFIATIZ, WEY — MBI — o ~DT_XTCD ST 7 v 7 ZFFRIT 27 7 & AHil#

N— VBB L E T,

ATy 1 [R)I— (Pdicy) 1>[792 AR — (AccessPolicy) 1> [7 YRR 1) — (AccessPolicy) | DJEIC
BIRL, AL RZEHD Y THENTWSET 7R arybo— LR o—D[fE (Bdit) 1 0 2270 v7

ATw T2 [V—L%EEM (AddRule) 1227V v 7 L, IRO/NRNT A —H %

LEJ,

43:3%1Et Y — > (Source Zone)

Add Rule

Name [ inside-to-outside] ]

Insert |into Mandatory v

Q Zones (1) Networks Ports Applications

Clear Selections [ Q Search Security Zone Objects

Showing 2 out of 2 | Selected 1

@ s inside (Routed Security Zone)

C] & outside (Routed Security Zone)

+ Create Security Zone Object

L ZON—WZAHT 2T £ (2L 23,
2.[V—> (Zones) 1 HLWNERY — U ZBIRL £,
3. [EFEILY —r DM (Add Source Zone) %7 Vv 7 LET,

inside-to-outside) .

LEY,

@ Intrusion Policy | None

VLAN Tags

Selected Sources: 0

Any

3 Add Source Zone

Secure Firewall 3100 Threat Defense R 2 — b7 v FTH 4 K : ¥ 55 {22! Firewall Management Center .
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B 7/exnmr—roms

44:%8%J —> (Destination Zone)

. Add Rule

4.[V'— (Zones) | MHANEEY — BRI L £,
5.[5856 — > %38/ (Add Destination Zone) 1% 7 U v 7 LET,
HMOREITZOEEIZLTBEET,

ij_o

#2RRY o—nEE |

nsert |into Mandatory @ Intrusion Policy B File Policy | None
Q Zones (2) Networks Ports Applications A Users URLs Dynamic Attributes VLAN Tags
Clear Selections [ Qs rity Zone Objects Showing 2 out of 2 | Selected 1 Selected Sources: 1 Selected Destinations and Applications: 0
8 d Collapse All Remove Al
m & outsid JonE | v 10bject
sic
+ Create Security Zone Object Add Source Zone

ER) ~ry b 7= TRI) =247 %27 ) v 7 LT, BEMSTONTER) —2 D AZ~A XL

[FL7 4% (Prefilter) ], [{E7%5 (Decryption) ], [EF=UT 4 A>TV Y= A (Security Intelligence) ].
BIRTATT 47 4 (ldentity) 1AV —I%, 77 BAHENL—LVOFHIEHA S NET, ZNHDOR

Vo= NAZIA AT HHETHY FEAN, Xy MU —7 D=— X% L721%.

fFEHTE5 T

7 4 v 7T fastpath Z i (LEEEZ NSARR) L7eW T 74 v 7 %70y LTEDOHRDOUINARTEZ

BRHEDTTHIET, Ry NI =T DNRT =< A& ESEDLIENRTEET,
45: 7V AGIHORIERA S LR o—

L' Packets » @ Prefilter Rules -+ O Decryption » @ Security Intelligence - O Identity > @ Access Control ‘

[TV T 4 H— b (PrefilterRules) [: 7 74/ DT L7 4 )V Z KR Y —i%, o/ — L &

N5 (GT5) IXNTCTOMNI 74y 7 2BBIEET, T74V IR =MD ENTED
ME—DEHIX, RV NI T 4w 0% [ Tay 5% ZLTT, TRUNATE, HIiLWT L7 o
NWERY —FER LT, o8 (@il) | fastpathLB (IO T = v 7 B /XARR) | Filzid7m v
JTCEDLT VA ay ba—)L R ) — | ZBEMIT D Z &N TEET,

TV 4N EFRTDE, 7 vy 7 Eizidfastpath LEEOWNWT NI L T, b T 74 v 7 BRI HIT
LRI T D2 LT, N T 3= AEAEITEZENTEET, HILLRY —T1E, h
VRN =l T g VB =V EBINTEET, R — BT E, SL—
TX AL GERF L) O/RA A — kU RV E fastpath JLEE, 70w 7 F72EH Y — b TE T,
T T ANEN—NVEFERATHE IPT RLA, A—h, BT 2 ha L TlplsnsIE R xu
N7 7 4 v % fastpath WP FE 72137 0 v 7 TXET,

2z, Ay MU= EOFTRTCOFTP V7 74w o % T7ny 7 L, BHENSDSSH N T 7 4 v
U EEHERAT AL BILWWT L7 4 RY L —FBMNTxET,

« [#% (Decryption) ]: 774 /L hTIE, MEIEEASNEEA, BEE Xy hT—2 b T T (v 7

BT AT A AR v a AZABRT D HETT, REAEDEA. VT T 4 v BEETHIHLET
R ERICHTENTWAEARICORE S TEET, Xy NI —27 2R KBICIRET 72012, '
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| xRy o—nHE
7o ezsmr—ronz ]

B —N—~D T T 470, BEHTERWVWRY NI BT AL LD NT T 4 v 7120,
BER)—2HHTHZ L 2BEIDLET,

c[EX=2VUT 4 A7 Y Y=z A (Security Intelligence) ]: (IPS 7A B ANME) EX=2VUT 1 A
VTV AFT 7 AN N THENCRSTVWET, EX a2V T 4 AT VR, EEOHD
TI7T4ET AT 2H 9 1 DORMPBGET, 5ROl RE T 78X 2> be—b
R —ICETHCEHASNET, X2V T4 ATV V2 A L, VEaT—var 40TV
VL AEMHALT, YAaDEREA LTV VY AR TH D Talos BT HIP T R LA, URL,
BLORAAS 4 L0 REZR#RIZT ey 7 LET, REISUT, IPT FLAX, URL, FAA %

BINEZITHIBRTE £,

G¥)

IPS SABUABRRWES, ZORV—E, 7782 3y ha—LRY S —THEFRREINTW
THEBRINEE A

[ TAT T 4T 4 (dentity) 1: TAT T AT 4T 74/ b TIT#EHENETAL, 778 2
fa—= VRV —ICLD T 7 4y 7 OB ZFFATLHR1IC, 22— —IZRGEAZ ERTE E T,

ATv74 (EE) 77 BAHEAL—NORIENSNDRARY —2iBMLET,

RARY =3, b7 74 v 270tx=2l T ERERET D ERFAOHORAME LORABIE
FXE T, ManagementCenter ([Z1X, ZED T AT LREORY =R EFENTEY, TOEEHENITD
TEBNAZARXTHIEHTEEY, ZOFIETIE, VAT LERHORY —2HMMLET,

a) [EARYU T — (Intrusion Policy) ] Ky 77X o U A 227U w7 LET,

46: AT LRBORARY —

@ Intrusion Policy [|Nome A]

ags
Balanced Security and Conne
Selected Sources: 1

Connectivity Over Security
Collapse All

JoNE | v 10bject Maximum Detection

% inside_| Security Over Connectivity

b) UAINLYVATARMORY —% 1 OBIN L F9,
ATvTs  (LE) 77 RAHEAL—ILVORIERSND 7 7 A VRY U —%BMLET,

a) [Z77ANRY T — (FilePolicy) | FryFX D VR NE7 Y w7 L, BEEORY > —%2RIRT 59,
[77ANVARY —U A2 ~&BI< (Open File Policy List) ] Z3#R L TR Y > —ZBML 7,
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BEARY S —0HE |
B s os—ozzxcosshoEmit

47: 2 7 4 LR > — (File Policy)

Ee File Policy [Nune /\]

Open File Policy List” '
ns and Applicatio

HLWR Y —DBAIE, [RY — (Policies) 1>[YIL2z7& 774 )L (Maware& File) ] <—¥

MNHlD X 7 CRXxE£9,

b) RV T —DIERRDFEMIZ DV TIE, Cisco Secure Firewall Device Manager Configuration Guide % 28 L C
<TEEV,

c) [V—/vDiBEN (AddRule) [ X—VIZREY, Fry X TR RPBEHLAER LTZAY — 28R
Li‘a‘O

ATv 76 [Applyl 227 U v/ LET,
L= =L (Rules) ] 7 —7/WIZIEME L ET,

AT TT [#RT7F (Save) |22 U w27 LET,

HERA B —T 24 ATH SSHDEIE

T TIE, ANEBA v Z—T = A A~D SSH B A BN T 5 B OV T L £ 9,
T 7 )V b TiE, IR ERICRA T — REFRE L7z admin 2 —HF — &2 T& £,

FIE

AT9T1 [TINA R (Devices) | >[F Ty kT +—LEEE (Platform Settings) ] #B8&R L, Threat Defense U > —
EAERCE T2 ITMmE L E T,
ATwF2 [SSHT 7 A (SSH Access) | &R L £,
ATw T3 SSHE AT AT DAL X —T A AL P T FLAZRELET,
a) (B (Add) 12727 U v 27 LTHLWL—A BT 50, [k (Bdit) 1227V v 27 LTEAFOL—
NEmELET,
b) N—ADTENRT 4 EFRELET,
o [IP Address] : SSH ¥t #5373 5K A hEFZRry NU—2 2FETH Ry NU—I 4T V=V
NEZIN—T ', ATV 27 Ve Ry Xy A= a—0nb@IRT 50, £2XHE7 Y
JLTHLWRYy NU—I 3T V=7 FEBMLET,
s fEHAREZR Y — /A o # —7 = A A (Available Zones/Interfaces) | : R L7V — /(v X —T =
A A (Selected Zones/Interfaces) |V A R D FD 7 ¢ —/L NIZHER Y — 2 2B B0 THME) A >
B—T AR ANTIL, BN (Add) 127V >y 7 LET,
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| &%Kys—0uE
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48: 5081 A —T A XATH SSHDOEHME

Edit Secure Shell Configuration ®
IP Address*
[any-ipv4 v ] -~
Available Zones/Interfaces (65 Selected Zones/Interfaces
[ Q_ Search ] [ Add ]
DMZ
inside
outside

outside I Add
Cancel m

) [OK]%Z7 VU vz LT,
ATy 74 [Save (RE) 127V vr7 LET,

T, (BB (Deploy) |>[RREA (Deployment) | %27V w27 L, &0 Y ThT A AZHRY —%EH
TEXHE2RVEL, BHREFIRY —%EHTIETHEDRY A,

Y ]

X TED R
REDEF 2T A AIEHLET, BRZREATHIETIE, XA A LTEODEL LT
T4 TR £ A,

FIE

ATy T HLEO BB (Deploy) 1227V 27 LET,
= 49: R

£

peploy| @ & @
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AT 72 BERREMOLEIE. FEDTNAADF =y 7Ry 7 XA A LT [EHM (Deploy) 1227 U v2 LE

o

50 FBR L= DEERRM

Q Advanced Deploy ‘ A D Ignore warnings Deploy

1010-2 I Ready for Deployment

B

5

D 1120-3 I Ready for Deployment

F2lE, [TXTHEB (DeployAll) 1227 U v 7 LTTRXTOT /A AZEFRALET,
X 51: ¢ X TRERH

Q Advanced Deploy ‘ A D Ignore warnings ST [0 |

(7] 1010-2
(] 1120-3
(7] 1120-4
(] ftd-clustert

(1) fta1

Ready for Deployment
Ready for Deployment
Ready for Deployment

Ready for Deployment

Ready for Deployment

® 5 devices are available for deployment D

TNLSNOGEIL, BIORERA T v a U EFET HT-O, [@E/RER (Advanced Deploy) 1 %7 U >
7 LET,

52: @ ERRE

1 device selected

Search using device name, user name, type, group or status Deploy time: Estimate  [NSSIS
9 ype, group ploy

Pending Changes Reports

() Device Modified by Inspect Interru..  Type Group Last Deploy Time Preview
> [ fan rboersma, System FTD Feb 26, 2024 11:09 ... 5] | Ready for Deployment
> (J  ftdcluster rboersma, System FTD Feb 22, 2024 10:36 .. B | Ready for Deployment
v 1010-2 rboersma, System FTD Feb 22,2024 11:09 ... B | Ready for Deployment
o= ~ Access Control Group
Access Control Policy: in-out R rboersma, System
®
Intrusion Policy: No Rules Active K System
R Network Analysis Policy: Balanced Security and Connectivity R system

~ Device Configurations
Interface Policy R rboersma

~ Flex Configuration

Template Policy: Unassigned R rboersma
~ NAT Group
Manual NAT Rules: interface_PAT R rboersma

~ Security Updates
Rule Update: (Isp-rel-20240311-2013)
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AT T3 BEPKILIZZ L 2B LET, BEOAT =X ZA2FRTHITIE, A=a2——0 [EH (Deploy) ]
R OFEMNCHDTAarzr7 )y 7 LET,

53:BRARAT—4 X

Q search Deploy e @ @ ‘ v
VN
Deployments Upgrades A Health @ Tasks 2 ‘ C’ Show Pop-up Notifications (@
H 1running 6 success 0 warnings O failures [ Q Filter ]
¢ 1010-2 Deployment - Policy and object collection 10% == s
complete.
1120-3 Deployment to device successful. 2m 39s
2 1120-4 Deployment to device successful. 2m 43s
3110-1 Deployment to device successful. Tm 38s
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