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Firewall Threat Defense ASA .
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B Fiewall Threat Defense ci

1
3.
RJ-45 console
=
e e
e OV (F)EBF52
O [
2 5 m oo
2 CLI

Firewall Threat Defense
Firepower FXO0S

firepower login:

ASA
ASA

ciscoasa>

Defense

Firewall Threat Defense CLI

. Secure Firewall 3100 Threat Defense

Firewall Threat Defense ASA

Firewall Threat Defense CLI

Cisco Secure Firewall ASA Secure Firewall Threat

CLI

Firewall Management Center


https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/reimage/asa-ftd-reimage.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/reimage/asa-ftd-reimage.html

Firewall Threat Defense CLI B

RJ-45 console

|
[]
=l

2 FXOS admin Admin123

firepower login: admin
Password: Admin123
Successful login attempts for user "admin® : 1

[---]
Hello admin. You must change your password.
Enter new password: **x*x*x*

Confirm new password: ****xx*x
Your password was updated successfully.

L---1

firepower#

Firewall Threat Defense CLI

Firewall Device Manager
Firewall Threat Defense CLI

CLI

CLI

CLI

[n] Do you want to configure IPv4? (y/n)

[v] Do you want to configure 1Pv6? (y/n) [v]

Manage the device locally? (yes/no) [yes]

connect ftd
Firewall Threat Defense CLI

firepower# connect ftd
>

Firewall Threat Defense CLI exit logout
FXOS

Secure Firewall 3100 Threat Defense Firewall Management Center .



firepower#

Gold
Star https://www.cisco.com/c/en/us/products/collateral/
security/firewalls/bulletin-c25-743178.html

RJ-45 console

2 FXOS CLI
scope ssa

show app-instance

Firepower# scope ssa
Firepower /ssa # show app-instance

Application Name Slot ID Admin State Operational State Running Version Startup Version Cluster Oper
State

ftd 1 Enabled Online 7.6.0.65 7.6.0.65 Not Applicable

. Secure Firewall 3100 Threat Defense Firewall Management Center


https://www.cisco.com/c/en/us/products/collateral/security/firewalls/bulletin-c25-743178.html
https://www.cisco.com/c/en/us/products/collateral/security/firewalls/bulletin-c25-743178.html

a)

b)

d)

DHCP IP

scope fabric-interconnect a
set out-of-band static ip ip netmask netmask gw gateway

commit-buffer

FXOS

FXOS CLI

FXOS CLI

[Password Reset] [No]

Smart Software Manager

Smart Software Manager  Security Cloud Control
Smart Software Manager
Security Cloud Control

Firewall Threat Defense
« Essentials

* IPS

* URL

* Cisco Secure Client

. Diameter GTP/GPRS M3UA SCTP

1 Cisco Commerce Workspace [
Search All ]

Secure Firewall 3100 Threat Defense Firewall Management Center .


https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot/b_2100_CLI_Troubleshoot_chapter_011.html#task_n5q_3v1_hbb
https://software.cisco.com/software/smart-licensing/inventory
https://software.cisco.com/software/csws/smartaccount/accountCreation/requestAccountForCustomer
https://docs.defenseorchestrator.com/cdfmc/index.html#!g_licensing_the_firepower_system.html
https://apps.cisco.com/Commerce/home

= v SearchAll.. Q

A Catalog Estimates Deals & Quotes Orders Subscriptions & Services Software

2. PID

N

PID PID

« Essentials

* IPS URL
* L-FPR3110T-TMC=
¢ L-FPR3120T-TMC=
* L-FPR3130T-TMC=
» L-FPR3140T-TMC=

PID PID

e L-FPR3105T-TMC-1Y
* L-FPR3105T-TMC-3Y
¢ L-FPR3105T-TMC-5Y
¢ L-FPR3110T-TMC-1Y
e L-FPR3110T-TMC-3Y
* L-FPR3110T-TMC-5Y
e L-FPR3120T-TMC-1Y
¢ L-FPR3120T-TMC-3Y
* L-FPR3120T-TMC-5Y
* L-FPR3130T-TMC-1Y
¢ L-FPR3130T-TMC-3Y
¢ L-FPR3130T-TMC-5Y
e L-FPR3140T-TMC-1Y
* L-FPR3140T-TMC-3Y
¢ L-FPR3140T-TMC-5Y
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* L-FPR3K-FTD-CAR=

« Cisco Secure Client Cisco Secure Client Ordering Guide

3. [ Products & Services ]
7!
e All Results
T Orders 6
[ Invoices 2
&, Software Subsc... 1

© Products & Ser... 1

CLI

FXOS CLI

1
8
RJ-45 console
(s clo
1 [
s = l: 0o
2 FXOSCLI
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http://www.cisco.com/c/dam/en/us/products/collateral/security/anyconnect-og.pdf

. Management Center

firepower # connect local-mgmt

firepower(local-mgmt) # shutdown

firepower(local-mgmt)# shutdown

This command will shutdown the system. Continue?
Please enter "YES®™ or "NO": yes

INIT: Stopping Cisco Threat Defense...... ok

System is stopped.
It is safe to power off now.
Do you want to reboot instead? [y/N]

Management Center

Firewall Management Center

1
a) | Devices ]>] Device Management |
b) [ Edit ]
c [ Device ]
d) [ System ] [ Shut Down Device ] @
e)
2

System is stopped.
It is safe to power off now.

Do you want to reboot instead? [y/N]

. Secure Firewall 3100 Threat Defense Firewall Management Center



Management Center .
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. Management Center
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Security Cloud Control

. 13
. Security Cloud Control 14
. 21
. Cisco Secure Firewall 3100 DB-9 to RJ-45
DB-9-to-USB
» SFP/SFP+ 1/9
IP

Secure Firewall 3100 Threat Defense Firewall Management Center .


https://cisco.com/go/csf-3100-install

Security Cloud Control

Modem

Ethernet 1/1

outside

Ethernet 1/2
inside

©
il l©
— _ e & @
-_— inside https://192.168.95.1
Management (manual provisioning) Other Data Networks
computer
Security Cloud Control
https://security.cisco.com  Security Cloud Control
Firewall Threat Defense
. FXOS show chassis detail
SN PCB
Firewall Threat Defense CLI PCB
show serial-number show inventory Firewall Threat
Defense
* LED
. Secure Firewall 3100 Threat Defense Firewall Management Center


https://security.cisco.com

3: M LED

M LED

Cisco Cloud 15:00 30:00

Cisco Cloud 15:00  30:00

20:00 45:00

1 Security Cloud Control [ [Manage > Security Deviced] ]

[Onboard]
[FTD]

[ 1 [FTD]
[FTD] [ ]

w N

4 [ Use Serial Number ]

A Important: After you onboard the threat defense device to cdFMC or the Firewall Management Center using the zero-touch provisioning
method, the device will be managed by the corresponding manager it is onboarded to. Note that the firewall device manager will no longer
manage the device, and all existing policy configurations on the device will be lost except for the basic interface configurations. Therefore,

Firewall Threat Defense - i i
you must configure the policies from the corresponding manager.

=] =] =] =]
Use CLI Registration Key Use Serial Number Deploy an FTD to a cloud Bulk Onboard using CSV File
Onboard a device using a Onboard a factory-shipped FTD environment Use this method for adding multiple
registration key generated from 7.2+ device to cdFMC or a 7.4+ On- Deploy a device to supported cloud devices to cdFMC by uploading a
SCC and applied on the device Prem FMC using zero-touch platforms: AWS, GCP, and Azure. .csv file, with template assignment.
using the Command Line Interface. provisioning. (FTD 7.4+)

(FTD 7.0.3+ & 7.2+)

5 [Select FMC] [Cloud-Delivered FM C > Cloud-Delivered FMC] [Next]

Secure Firewall 3100 Threat Defense Firewall Management Center .



10: FMC

o Select FMC

e Connection

e Password Reset

6
Serial Number ]

11:

o Connection

Select FMC @ For more details, click here

Select

Cloud-Delivered FMC

Cloud-Delivered FMC (Recommended)
On-Prem FMCs (7.4+) @
firepower_10.10.0.5

+ Onboard On-Prem FMC

Connection ]

Device Serial Number

[ Next ]

Device Name

Device Serial Number ] [

[ JAD253802GB ]

lfp-1010—1\

Password Reset ] [

Yes...

[

Enter the serial number of the FTD device you want to
onboard, then CDO will attempt to connect to the
device.

Important: Only FTD 1000, 2100 or 3100 series devices

(running on software version 7.4 or later) are supported.

Next ]

Firewall Management Center

Device

. Secure Firewall 3100 Threat Defense



12:

o Password Reset . i . . @ Password must:
Please review all the prereqguisites for onboarding with a serial - Be 8-128 characters

7
number. Learn more (J - Have at least one lower and one upper case letter

2) Is this a new device that has never been logged into or - Have at least one digit
configured for a manager? - Have at least one special character.
- Not contain consecutive repeated letters

® Ves, this new device has never been logged into or configured
for a manager
Enter a new password for devices that have never been
configured for a manager.
Important: If you select this option and the device's
default password has already been changed, enboarding
fails.

New Password Confirm Password

T T

© No, this device has been logged into and configured for a
manager
Use this option if you already changed the password in
the device CLI.
Impeortant: If you select this option and the device's
default password has not been changed, onboarding fails.

Policy Assignment ]

Default Access Control Policy ]
13:

o Policy Assignment Access Control Policy

[ Default Access Control Policy + ]

Subscription License ]
[Next]

14:

o Subscription License ©® Enable subscription licenses. CDO will attempt to
enable the selected licenses when the device is
connected to CDO and registered with the supplied
Smart License.

Learn more about Cisco Smart Accounts.

License Type Includes

Base Firewall Capabilities

Carrier (7.3+ FTDs only) GTP/GPRS, Diameter, SCTP,

M3UA
1 ® Intrusion Policy
Malware Defense Cy File Policy
URL URL Reputation
PN RA VPN

Secure Firewall 3100 Threat Defense Firewall Management Center




10 [ Security Devices ]

. Security

Cloud Control

15:
o Done Your device is now onboarding.
® This may take a long time to finish. You can check the status of the device on the Devices and Services page
Add Labels @

[ Security Devices ]
[ Management ]

CLI

[E=N

Security Cloud Control [ [Manage > Security Deviced] ]

[Onboard]

N

[FTD]

w

[ ] [FTD]
4 [CLI Use CLI Registration Key ]
16 CLI

A Important: After you onboard the threat defense device to cdFMC or the Firewall Management Center using the zero-touch provisioning
method, the device will be managed by the corresponding manager it is onboarded to. Note that the firewall device manager will no longer
manage the device, and all existing policy configurations on the device will be lost except for the basic interface configurations. Therefore,

xou must confiﬁure the ﬁolicies rom the corresponding manager.

Firewall Threat Defense

(=) (=] (=) (=)
Use CLI Registration Key Use Serial Number Deploy an FTD to a cloud Bulk Onboard using CSV File
Onboard a device using a Onboard a factory-shipped FTD environment Use this method for adding multiple
registration key generated from 7.2+ device to cdFMC or a 7.4+ On- Deploy a device to supported cloud devices to cdFMC by uploading a
SCC and applied on the device Prem FMC using zero-touch platforms: AWS, GCP, and Azure. .csv file, with template assignment.
using the Command Line Interface. provisioning. (FTD 7.4+)

(FTD 7.0.3+ & 7.2+)

Secure Firewall 3100 Threat Defense Firewall Management Center




5 [ Device Name ] [ Next ]

17:

Device Name

ftd1 ]
6 [ Policy Assignment ]
[
Default Access Control Policy ]
18:
ment Access Control Policy
[ Default Access Control Policy ~ ]
7 Subscription License ] [ FTD Physical FTD
Device ] [Next]

Please indicate if this FTD is physical or virtual:
@ Physical FTD Device
O Virtual ETD Device

License Type Includes

Base Firewall Capabilities

Carrier (7.3+ FTDs only) hGA-;TjSPRS' Blaiatsts SOTE;
IPS % Intrusion Policy

Malware Defense Cs File Policy

URL URL Reputation

8 [CLI CLI Registration Key ] Security Cloud Control
Firewall Threat Defense

Secure Firewall 3100 Threat Defense Firewall Management Center .



20:CLI

'\.l." Ensure the device's initial configuration is complete before trying to apply the registration key. Learn more ([

i:;:] Copy the CLI Key below and paste it into the CLI of the FTD

configure manager add cisco-security-docs.app.us.cdo.cisco.com il
BanyIZoaT@ew1JTpCOPZw3xEBnVVkfZv x7R7dwcm43JCMzwGY3ZzCfoFmZhWI7my cisco-security-
docs.app.us.cdo.cisco.com

configure manager add Security Cloud Control_hostname registration_key nat_id display_name
CLI Firewall Device Manager

. CLlI 27 Firewall Threat Defense CLI

. 21 scc_hostname registration_key
nat_id [Management Center/Security Cloud Control /1P Management
Center/Security Cloud Control Hostname/IP Address ] [Management Center/Security Cloud Control

Management Center/Security Cloud Control Registration Key ] [NAT ID]

CLI

configure manager add accountl.app.us.scc.cisco.com KPOOPOrgWzaHrnj1V5ha2q5RT8pKFX9E
Lzm1HOynhVUWhXYWz2swmk j2ZWsN3Lb accountl.app.us.scc.cisco.com

GUI

21 : configure manager add

scc_hostname registration_key
I I
I

Il I
configure manager add accountl.app.us.scc.cisco.com KPOOP@rgWzaHrnj1lV5ha2g5Rf8pKFX9E
Lzm1HOynhVUWhXYWz2swmkj2ZWsN3Lb accountl.app.us.scc.cisco.com
I I

nat_id

9 [ Next ]
10 [ Security Devices ]

Security

Cloud Control

. Secure Firewall 3100 Threat Defense Firewall Management Center



22:
Your device is now onboarding.
© This may take a long time to finish. You can check the status of the device on the Devices and Services page.
Add Labels @
Secure Firewall Device Manager CLI
. 1/1 DHCP IP IPv6
. 1/2 192.168.95.1/24
. DHCP
. Firewall Device Manager
DHCP
1 Ethernet 1/2
2 Firewall Device Manager
a) https://192.168.95.1
b) admin Adminl123

c)

Secure Firewall 3100 Threat Defense Firewall Management Center .


https://192.168.95.1

23:[ Device Setup ]

1 Configure Configure Smart License
DeV|Ce Setup 0 Internet Connection 2 Time Settings 3 Registration
1/2 : & Internet

= DNS Server
L

MGMT 171 13 15 1/7 1/9 1711 -

3 Inside Network @ @ @ Q Q (© NTP Server
L PMmE o

CONSOLE 12 14 1/6 1/8  1/10 112 spp cico’” Smart Lice...

24:

Connect firewall to Internet

The initial access control policy will enforce the following actions.
You can edit the policy after setup.

Trust Outbound Traffic Block all other traffic

This rule allows traffic to go from The default action blocks all other
inside to outside, which is needed traffic.
for the Smart License configuration.

Outside Interface Address

Connect Ethernet1/1 (Outside) to your ISP/WAN device, for example, your
cable modem or router. Then, configure the addresses for the outside interface.

Configure IPv4

Using DHCP v

Configure IPv6

Using DHCP v
NEXT Don't have internet connection?
Skip device setup
1 [ Outside Interface Address ]
IP PPPOE
PPPOE

. Secure Firewall 3100 Threat Defense Firewall Management Center



2. [ Management Interface ]
DNS DNS FQDN
[DNS DNS Servers ] DNS OpenDNS
DNS
DNS
b) [ NTP Time Setting (NTP) ] [ Next ]
2: NTP

Time Setting (NTP)

System Time: 11:56:20AM October 03 2024 -06:00

Time Zone for Scheduling Tasks

(UTC+00:00) UTC v

NTP Time Server

Default NTP Servers v

Server Name
0.sourcefire.pool.ntp.org
1.sourcefire.pool.ntp.org

2.sourcefire.pool.ntp.org

NEXT

o) [ 90 Start 90 day evaluation period without registration ]

Secure Firewall 3100 Threat Defense Firewall Management Center .



Register with Cisco Smart Software Manager

Register with Cisco Smart Software Manager to use the full functionality of this device and to apply
subscription licenses.

What is smart license? (2

O Continue with evaluation period: Start 90-day evaluation period without
registration
Recommended if device will be cloud managed. Learn More (2

Please make sure you register with Cisco before the evaluation period ends.
Otherwise you will not be able to make any changes to the device configuration.

Firewall Threat Defense ~ Smart Software Manager
Security Cloud Control

d I Finish ]

26:

The Device Is Up and Ready to Be Configured!

What's next?

Device will be Cloud Managed Standalone Device

Configure Interfaces E]

Connect inside ports to internal devices

Configure Policy 07

Manage traffic

GOT IT

e) [ Standalone Device ] [ Gotlt ]

4 [ Device ] [ Interface ]

5 Device ]>] System Settings ] >[ Central Management ]
[ Proceed ] Security Cloud Control

[Management Center/SCC/Details]

. Secure Firewall 3100 Threat Defense Firewall Management Center



SCC CDO

27 : Management Center/SCC

Management Center/SCC Details

Do you know the Management Center/SCC hostname or IP address?

@ Yes O No

Threat Defense Management Center/SCC
A— % A—
T ==t ]
10.89.5.4 10:89.5.35

fe80::6a87:c6ff:fea6:5480/64

Management Center/SCC Hostname or IP Address

10.89.5.35

Management Center/SCC Registration Key

NAT ID

Required when the management center/SCC hostname or IP address is not provided. We recommend always setting
the NAT ID even when you specify the management center/SCC hostname or IP address.

11204

Connectivity Configuration
Threat Defense Hostname

1120-4

DNS Server Group

CustomDNSServerGroup N

Management Center/SCC Access Interface

outside (Ethernet1/1) v

Type: Static IP Address: 10.89.5.6 / 255.255.255.192 Edit

0 Before you connect to the management center or SCC, perform additional configuration:

management center can reach the threat defense at its Fully-Qualified Domain Name (FQDN) if the threat
defense's IP address changes.

CANCEL CONNECT

Secure Firewall 3100 Threat Defense Firewall Management Center .



a) [Doyou know the Management Center/SCC Hosthame or | P address] IP
Firewall Management Center [Yes]

Security Cloud Control  configure manager add
18

configure manager add _hostname registration_key nat_id display_name

28 : configure manager add

cdo_hostname registration_key

| Il I
configure manager add accountl.app.us.cdo.cisco.com KPOOP@rgWzaHrnjlV5ha2qSRf8pKFX9E
LzmlHOynhVUWhXYWzstmkj22W5N3Lb|uccountl.app.us.cdo.cisco.com

nat_id

b) cdo_hostname registration_key nat_id
» Management Center/SCC Hosthame/I P Address
» Management Center/SCC Registration Key

* NAT ID

6 [ Connectivity Configuration ]

a) [Threat Defense Threat Defense Hostname ]

FQDN
b) [DNS DNS Server Group ]
DNS
CiscoUmbrellaDNSServer Group OpenDNS
DNS Firewall Management Center ~ DNS

c) [Management Center/SCC Accessinterface] [Datalnterface] [outside]
7 [ DNS DDNS Add a Dynamic DNS (DDNS) method ]

DDNS Firewall Threat Defense  IP Firewall Management Center  FQDN

Firewall Threat Defense

8 [ Connect ]

[ Registration Status ] Security Cloud Control

. Secure Firewall 3100 Threat Defense Firewall Management Center



29:

Registration Status

cu i

Control

Successful Connection with the
Management Center or CDO

You can now manage the threat defense using the management
center or CDO. You can no longer use the device manager to manage
the threat defense. See the threat defense getting started guide (2,
management center configuration guide (2, or
CDO configuration guide [ to configure your device.

18

CLI

CLI

Firewall Threat Defense CLI

CLI

Cisco Secure Firewall Threat Defense

You must accept the EULA to continue.
Press <ENTER> to display the EULA:
Cisco General Terms

L---1

Secure Firewall 3100 Threat Defense

[Saving Management Center/ Registration Settings]

Security Cloud

Firewall Threat Defense CLI

CLI
CLI  configurenetwork

Firewall Management Center .


https://www.cisco.com/c/en/us/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense.html

CLI

Please enter "YES" or press <ENTER> to AGREE to the EULA:

System initialization in progress. Please stand by.

You must configure the network to continue.

Configure at least one of IPv4 or IPv6 unless managing via data interfaces.
Do you want to configure 1Pv4? (y/n) [v]:

Do you want to configure IPv6? (y/n) [yl: n

1 y
IP

Configure 1Pv4 via DHCP or manually? (dhcp/manual) [manual]:

[ manual ]
DHCP

Enter an IPv4 address for the management interface [192.168.45.61]: 10.89.5.17
Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.255.192
Enter the IPv4 default gateway for the management interface [data-interfaces]:

data-interfaces

Enter a fully qualified hostname for this system [firepower]: 1010-3

Enter a comma-separated list of DNS servers or "none® [208.67.222.222,208.67.220.220,2620:119:35::35]
Enter a comma-separated list of search domains or "none® []: cisco.com

If your networking information has changed, you will need to reconnect.

Disabling IPv6 configuration: managementO

Setting DNS servers: 208.67.222.222,208.67.220.220,2620:119:35::35

Setting DNS domains:cisco.com

DNS
DNS

Setting hostname as 1010-3

Setting static IPv4: 10.89.5.17 netmask: 255.255.255.192 gateway: data on managementO
Updating routing tables, please wait...

All configurations applied to the system. Took 3 Seconds.

Saving a copy of running network configuration to local disk.

For HTTP Proxy configuration, run "configure network http-proxy"

Manage the device locally? (yes/no) [yes]: no

Firewall Management Center no

Setting hostname as 1010-3

Setting static IPv4: 10.89.5.17 netmask: 255.255.255.192 gateway: data on managementO
Updating routing tables, please wait...

All configurations applied to the system. Took 3 Seconds.

Saving a copy of running network configuration to local disk.

For HTTP Proxy configuration, run "configure network http-proxy"

routed

Configuring firewall mode ...

Device is in OffBox mode - disabling/removing port 443 from iptables.
Update policy deployment information
- add device configuration

. Secure Firewall 3100 Threat Defense Firewall Management Center



cu i

- add network discovery
- add system policy

You can register the sensor to a Firepower Management Center and use the
Firepower Management Center to manage it. Note that registering the sensor
to a Firepower Management Center disables on-sensor Firepower Services
management capabilities.

When registering the sensor to a Firepower Management Center, a unique
alphanumeric registration key is always required. In most cases, to register
a sensor to a Firepower Management Center, you must provide the hostname or
the IP address along with the registration key.

“configure manager add [hostname | ip address ] [registration key ]*

However, if the sensor and the Firepower Management Center are separated by a
NAT device, you must enter a unique NAT ID, along with the unique registration
key .

“configure manager add DONTRESOLVE [registration key ] [ NAT ID ]*

Later, using the web interface on the Firepower Management Center, you must
use the same registration key and, if necessary, the same NAT ID when you add
this sensor to the Firepower Management Center.

>

configure networ k management-data-interface

IP

> configure network management-data-interface

Data interface to use for management: ethernetl/1l

Specify a name for the interface [outside]: internet

IP address (manual / dhcp) [dhcp]: manual

IPv4/1Pv6 address: 10.10.6.7

Netmask/IPv6 Prefix: 255.255.255.0

Default Gateway: 10.10.6.1

Comma-separated list of DNS servers [none]: 208.67.222.222,208.67.220.220

DNS Firewall Management Center  DNS

DDNS server update URL [none]:
Do you wish to clear all the device configuration before applying ? (y/n) [n]:

Configuration done with option to allow manager access from any network, if you wish to change the
manager access network
use the "client”™ option in the command "configure network management-data-interface”.

Setting IPv4 network configuration.
Network settings changed.

>

DHCP P

> configure network management-data-interface
Data interface to use for management: ethernetl/1

Secure Firewall 3100 Threat Defense Firewall Management Center .



CLI

Specify a name for the interface [outside]:

IP address (manual / dhcp) [dhcp]:

DDNS server update URL [none]:
https://dwinchester:pa$$wOrdl7@domains.example.com/nic/update?hostname=<h>&myip=<a>
Do you wish to clear all the device configuration before applying ? (y/n) [n]:

Configuration done with option to allow manager access from any network, if you wish to change the
manager access network
use the “client”™ option in the command "configure network management-data-interface”.

Setting IPv4 network configuration.
Network settings changed.

>

4 Security Cloud Control configure manager add Firewall Threat Defense
Security Cloud Control
18

> configure manager add accountl.app.us.cdo.cisco.com KPOOPOrgWzaHrnj1lV5ha2q5RF8pKFX9E
Lzm1HOynhVUWhXYWz2swmk j2ZWsN3Lb accountl.app.us.cdo.cisco.com
Manager successfully configured.

5 Firewall Threat Defense
a) shutdown
b) LED LED LED
c)
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DHCP

« DHCP DHCP

* NAT PAT

. Firewall Management Center 31
. 32

* DHCP 36

* NAT 37

. SSH 44

Firewall Management Center

Firewall Management Center Security Cloud Control

1 [Administration > Integrations> Firewall Management Center]

2 [Cloud-Delivered FMC] [Actions] [Management] [Settings]
Firewall Management Center

Secure Firewall 3100 Threat Defense Firewall Management Center .



Firewall Management Center Security Cloud Control [Home]

Firewall Device Manager

. 11 DHCP 1P IPv6
. 172 192.168.95.1/24
. DHCP

Firewall Management Center Firewall Device Manager

DHCP
Web
DMZ

10 Devices ]>[ Device Management ]
Edit 1 & >

2 [ Interfaces ]

30:

Device Routing Interfaces Inline Sets DHCP VTEP

B
Q_ Search by name ﬁ Add Interfaces v
Interface Logical Name Type Security Zones MAC Address (Active/Standby) IP Address Path Monitorine Virtual Router
® Management0/0 management Physical Disabled Giobal Q<
GigabitEthemet0/0 Physical Disabled d
GigabitEthemet0/1 Physical Disabled
GigabitEthemet0/2 Physical Disabled Vi
GigabitEthernet0/3 Physical Disabled ya
GigabitEthernet0/4 Physical Disabled Y
GigabitEthemet0/5 Physical Disabled a
GigabitEthemet0/6 Physical Disabled 4
GigabitEthemet0/7 Physical Disabled rd
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3 40Gb

Break ]

31: [General]

Edit Physical Interface

General IPv4 IPv6

S

Name:
inside

Enabled

Management Only

Description:

Mode:

None

Security Zone:

inside_zone
nterface 1D:
MTU:

1500
Priority:

0

Propagate Security Group Tag:

[

Path Monitoring F

Security Zone ]

NVE Only:

a [
[ New ]
inside_zone

b) 48 [ Name ]

inside

Secure Firewall 3100 Threat Defense
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o) [ Enabled ]

d [ Mode ] [ None ]
e) [IPv4] [1Pv6]
* [IPv4] [ IP Use Static IP ] IP
192.168.1.1/24
32 [IPvd]

Edit Physical Interface

General IPv4 IPv6 Path Monitoring
I
IP Type:
Use Static IP -
IP Address:

I 192.168.1.1/24

* [IPVv6] [ Autoconfiguration ]

33: [IPv6]

Edit Physical Interface

General IPva IPv6 Path Monitoring Hardware Configu
I
Basic Address Prefixes Settings DHCP
 —
Enable IPV6:

Enforce EUI 64:

Link-Local address:

Autoconfiguration:

Obtain Default Route:

f) [OK]
5 [ Edit ] &
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34 : [General]

a) [ Security Zone ]
[ New ]

outside_zone

Firewall Management Center

b) [OK]
Web DMZ
a) [ Edit ]
b) [ Security Zone ] DMZ
[ New ]
dmz_zone
c) 48 [ Name ]
dmz
d [ Enabled ]

Secure Firewall 3100 Threat Defense Firewall Management Center .
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