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FZ L& BHIIC

I v R ¥ ® Cisco Secure Firewall 3100 (%, #{LT 2R EZ Yy FR—FLFET, ZHIZLD,
ATy RIpfEELEr F TR MRFERLE I, BOWEERIGEZ R T 5 Ll EN S5
F£ 9, Cisco Secure Firewall 3100 (X, B KREHN X2V T4 TS I7A4 T AT, Z0D
TIIAT A BB 2 BN B & R ADE L) iRk L £, Advanced
Threat BEREN BN/ > TV DA TS, 774 T U — VOB D2 — R — A 1ZxF LT
NI T = AZRBELEST, ZNODONRTr—~v U AHREIX, 7747 U+ —L, K5
b, BLOERMRAKEZ LT 2FHN— NV =27 LHAGORETREH O CPU T —F 7
JF Xl Lo THRILINTWET, Cisco Secure Firewall 3100 (%, v Z—F% v b=y U5
TR =BT TARX—= 7 T RETRANZ—ZA 7 —21Zxf5 LET, Cisco
Secure Firewall 3100 (X~ /VTF A VAKX AL TARX Y 7Y HR—FLTED, HkOKE
WD =— XA DOETIETE AT 4+ —~ U ADM EEEBR L E T,

ASDM Z il LT ASA #RELF7,

B

(GE)  Cisco Secure Firewall310013%., 7794 T v A E— RTCOLETEINET, FXOSEZ L v —~
F—=VX ELTHERTS Iy b7 4 —2F— RV AR—FrENTWETA, TTITAT A
T— RTIE, ASADTRTOBREEITHI Z N TEET, FXOSCLI BT, mER N7 7L
Va—T 4 avy RORMEATEET,

s T AT U A =D —T N (2 =)

c 77 AT VA —INVDOEFROEAN (2 =)

e A UARN—=NLENTWAT 7Y r—3 3 (Firewall Threat Defense £ 7-1% ASA) DffEiR
(4 _—=2)

* ASACLI ~DOT7 7 EAx (5§3=)

« TA B ADEFE (6 3—)
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B - 79r—ror—ores

274 T7 94— LDy — T )LEE:

« ATFVvay) ar—nATHETEEAFLET, V¥ —ITIEIDB-9-RJ45 U T
F—TNURPFE L TWATED, #Ed DI — k%= 1D DB-9-USB ~ VU 7 /L/r—
TIVOBEARVBEICRABERHY £9°,

o (AFvay) BHEIICSFP BV T E9, Z4X SFP/SFP+ £V o — /LA EE LT
% 1/10-Gbps " — k T9,

*SFP # A —H% v b 19 LLEIZEY AT E7, 2o OEER— ME SFP/SFP+ £ = —
L EMEE LT 2 1/10-Gbps AR — kT,

FEANZOWTIE, N—FRU = THRENA RSB LT EE0,

3

(A7vay) av)—NVTHETEZORLE : 7747 74 —/VIZIZDB-9toRI-45 U T
W —T VBB L TWA T, BT 212idY— K3—7F 4 @ DB-9-to-USB ' U 7 /b
=T IVOMABRLEIT D 5E N0 £,

SFP/SFP+ &Y = — /L& A —H % v b 1/9 IO R — MIEY £ E9,
FEANZOWTIE, N—FRU = THRENA RSB L TLEE0,

3

Outside

(Optional) Ethernet 1/1

Console port
[
e X

R

i =

T
(Alt.) Management 1/1
management,
DHCP from mgmt nw

Ethernet 1/2 C D
inside, 192.168.1.1

Management computer
DHCP from inside: 192.168.1.x

Other data networks

27AT724A—ILDEEDZEA

VAT LADBERIL. T AT U —AOEEIZHEE v —EBRAAL v FIC Lo THIE N E
T, By A—ERAA vFiL, V7 MBEHERMELET, kY, VAT LADTL—RT
Ny NETUNRYR—FEN, PATAY 7 M= T BIOTF—Z OWEDO U 2 7 2385
ENET,
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77479 +r—LoEE0RA ]

FIE

ATYT1 BRI —RE 77 AT Ur— UL, ElRar vy Mo LET,
ATY T2 V¥ —vOFHT, BRa— NICHET 0 v —BRAA v FE2EHA L CEREZA ICLET,
®1:BRERA VF

==
YL

Power switch

ATv T3 LED DBIED AT —F A &R L E7,

B 2:LED
(1
L alnaln, OOO
g Secucr:echi:wall OOO
3100 Series
Managed LED > @
u A
System LED >8 ¢
Power LED ——> & © — [

|

¢« FBIRLED : $ka THIT L CWAEAIE., 77 A T U+ —VDEBRNA N> TNWA I EE2EBEWRLE
7,

e 25 A (S) LED : IROBHEEZZBH L T ZE W,

£1:VRTL (S) LEDDEE

LED D EE Bl TNNAZADEREANT-RDE
B (9 #)
ok, C B S EE 01:00
FL o PBTEEAR (27— |[EEINZKRLE L 01:00
Rug)
R T EAT T —aryRa— RER [15:00 ~ 30:00
F L=
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. AVAR=ILENTWST TS5 — 3> (Firewall Threat Defense F7-(% ASA) DFER

LED D EfE SBA TINA ADERE ANT-RDE
(5 #)
FL VTR (T —REE) |77V r— g ror— KiZ& [15:00 ~ 30:00
LELE

AR M=ILENTWST7 TY 45— 3> (FirewallThreat
Defense = 7-1% ASA) DHIEEER

Firewall Threat Defense & ASA O OT7 7Y r—yayin, N"—RKU=7 THER—FEINT
WET, VbR — MIEERE L, BRI A VA R— A SNTWET S r—va &k
BLET,

FIE

ATFY Tl a2 — LR —MNIERELET,
®3:avy—)LR—

RJ-45 console

|
HE
oy D=
oo
o

{
i
20
<G

iIE

ATFwFT2 CLIZ7u 7 w25 LT, 77 A7 74+ —/L T Firewall Threat Defense £ 7213 ASA BN FE TSN TN EMNE
IMMEMERLET,

Firewall Threat Defense

Firepower 2= 27 A > (FXOS) 7RV 7 MRRRINET, 27 A L THLWRRATY — REREETIC
bk LN TEET,

firepower login:

ASA
ASA 7 T IRFERENET,

ciscoasa>

. Secure Firewall 3100 ASA X % — k7w THA K



| FLoswic
asac~n7s+2 ||

ART9 T3 MESTT 7Y r—va URETSN TV HEAX, Cisco Secure Firewall ASA 35 X O Secure Firewall Threat
Defense Ff A A — b H A RESHRL T 72 &0,

ASACLI ~D7 VX

REFLIZIN T TN Y 2—T 4 VT DIEDIZCLIULT 7 B AT AUERHHEENH Y 1,
Fig

ATV T1 avV— R — NG LET,

4:a—ILR—F+

RJ-45 console

I
el | OO
]
o (il
EF =|[Jo-
o

AT T2 22— —F{TE— RN TASACLLIZEHm LET, ZOF—KRTIE, Z<Dshow 2~ REEHATE £,

ciscoasa>

ATy T3 BHEEXECE—RIZT 27 EBALET, 2O AT— NE#EE—RFTII, 2074 X2l — a3y F— R~
DT VB AREDEIEEERT 7V a v EBFEITTEET,

enable
enable 2~ RERVICAD L L X0, RAT—FREEFET L LI IROLNET,
1 -

ciscoasa> enable

Password:

The enable password is not set. Please set it now.
Enter Password: ***#**x*

Repeat Password: ****x*xx*

ciscoasai

ATFYTE Ju— )L ar7 4 Xal—ary EB— N7 7EALET,
configureterminal

B -

ciscoasa# configure terminal
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ATy TH

ciscoasa (config) #

FXOSCLIWZT Z7®ALET, ZOCLIIZ, "—KRU=T LAV TDOITFT TN a—TFT 4 0 TIEAHLE
7,

connect fxos [admin]

cadmin : BEEL NV OT 7 ERAEFRILLET, ZOF S arEEELRWE, BARVERT
BRZRVES, BHEE—RThoTH, a7 4 Falb—raravy NIfEHTERNWI &I
HEELTLLEEN,

A—P =TI LT YLD ANEZROONET A, BHIEDASA 22— —LNFXOSIZEESN L2, 1B
moa 7 A AINEH Y FH A, ASACLIICE DI, exit & AT 57, Ctrl+Shift+6 2 L. x & AT
L/iﬁ‘o

1 -

ciscoasa# connect fxos admin

Connecting to fxos.

Connected to fxos. Escape character sequence is 'CTRL-"X'.
firepower#

firepower# exit

Connection with FXOS terminated.

Type help or '?' for a list of available commands.
ciscoasai

5S4t A0OME

TA A, VAR NREEN LT A, A WA LIRS, Av—hY 7 by =T
T4y T T MY 7 ETWET, Smart Software Manager (27 7 T 2 R 37
WEEBIE, V2 a2y LTHLWT AU MERELET,

Cisco ASA IZIFRD T A2 ABH Y £,
« Essentials : #ZH
cEX2 VT aTHRAR
« %% U7 (Diameter, GTP/GPRS, M3UA, SCTP)

* Cisco Secure Client

1. BHTIA U RZ2BINT 248 H 55613, Cisco Commerce Workspace T [§~THr
& (Search All) 17 4 —/V REMHLET,
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https://software.cisco.com/software/smart-licensing/inventory
https://software.cisco.com/software/csws/smartaccount/accountCreation/requestAccountForCustomer
https://apps.cisco.com/Commerce/home

| ELosaic

sqtrzonsE [

B5: 54t REER

= v SearchAll.. Q

f Catalog Estimates Deals & Quotes Orders Subscriptions & Services Software

2. FA4EBUAPIDAMRBLET, LERPIDICHOWTIE, BEHA RESRLTIEEN,
3. RS, ALY —E R (Products & Services) ] 2R L F 9,

X 6: 48
e All Results
T Orders 6
[ Invoices 2
&, Software Subsc... 1
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AR S —DHE

FTAVLAEREL, ASDM V4V — R EZHHLTCT 741 b

e () IPT RLADEHE (9 2—)

« ASDM ~u 71 > (10 ~<—3)

e TA B ADEE (11 =)

« Startup Wizard (Z 1 5 ASA OF%E (15 2—)

(FE) P7 FLADEE

FI74N NTIE, IROA B2 —T = A A6 ASDM 2B T F9,
o f—H X M 1/2 :192.168.1.1

B L £,

e
it

« EHL1/1 : DHCP 5D 1P 7 KA

FI7FNVEDIPT RLURAEFEHATE2WEEIE, ASACLITA—V Ry IR AV F—T =
A ZDPT RLAZHRETEXET,

FIE

RTFYT1 ar I — )R —PNIHEEFEL, Za— a7 4 Xal—YalryET— N7 27EALET, ASACLI~D
TIEA (=) BERLTIEE N,
ATF9 T2 BRLEIPT FLAZEHLCT 74V b EEE T LET,

configure factory-default [ip_address [mask]]
1 -

ciscoasa(config)# configure factory-default 10.1.1.151 255.255.255.0
Based on the management IP address and mask, the DHCP address
pool size is reduced to 103 from the platform limit 256

WARNING: The boot system configuration will be cleared.

The first image found in diskO:/ will be used to boot the
system on the next reload.
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Verify there is a valid image on disk0:/ or the system will
not boot.

Begin to apply factory-default configuration:

Clear all configuration

Executing command: interface ethernetl/2

Executing command: nameif inside

INFO: Security level for "inside" set to 100 by default.
Executing command: ip address 10.1.1.151 255.255.255.0
Executing command: security-level 100

Executing command: no shutdown

Executing command: exit

Executing command: http server enable

Executing command: http 10.1.1.0 255.255.255.0 management
Executing command: dhcpd address 10.1.1.152-10.1.1.254 management
Executing command: dhcpd enable management

Executing command: logging asdm informational
Factory-default configuration is completed
ciscoasa(config) #

ATFYT3 TIANP A T4 X2l — a0 53 T7T5 9 a ATV IRELET,

write memory

ASDM ~pO 45 A >

ASDM #EEI L T, ASAZRETEHLHICLET,
Fig

ATFwT1 7T UKD URL ODWFhnz A LET,
* https://192.168.1.1 : N} (Ethernet1/2) A > X —7 = A ADIP 7 KL A,

« https://management_ip : DHCP 7> HEID B CTHNTZEB N A X —T =4 ADIP T KL A,

GE)
W httpsi/] ZHEE L TS IZ2E W,

[Cisco ASDM] Web X — U MMFR ENE T, ASA ITFEAENA VA F— L EINTWRWZDIZ, 7T T%
DEXFa )T 4 BERFIRINDZENDY TR, ZNDOEEIIMEL T, Web =27 7 AT
%i‘g—o

ATv T2 [ASDMT > F ¥ —DA A h—/ (Install ASDM Launcher) 1 %2V v 27 L£7,
AT w73 HEOHERIZHEV, ASDM ZiEH) L £ 7,

[Cisco ASDM-IDM 7 > F ¥ — (Cisco ASDM-IDM Launcher) ] 23& /RS VE T,

ATV T4 22— P —HLNRRAT—=RDOT7 4=V REZEOEEIZLT, [OK]%E22 Vv 7 LET,

. Secure Firewall 3100 ASA X % — k7w THA K
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AA 2 ASDM V7 4 v RUBFRENET,

- -~ =JL ==
A ADETE
Smart Software Manager CT7 7 A 7 U 4 — /L&KL E£7,

1R BHHIIZ
TAVLADEGE (63—) I~ TT7AT VA= NVDITA B AEHRELET,

FIE

AT 71 CiscoSmart Software Manager T, Z DT /A ZAZBIMNTHEET HU Y hOBEFRN—7 v 2FERL Tat—
LET,

a) [Inventory] #7 V v 7 L7,

Cisco Software Central > Smart Software Licensing

Smart Software Licensing

Alerts Convert to Smart Licensing

b) [General] # 7 T, [New Token] #7 UV v 7 LE 7,

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances t

Token Expiration Date Uses

OWFINTZiYTgtY2Ew... 2024-May-18 17:41:53 (in 30 days) 0 of 10

¢) [Bék b—2 % VERL (Create Registration Token) | A 7 27Ky 7 AT, LLFOFEEE AL THh
5[ h—2 v %1ER% (Create Token) 127V v 7 LE T,

Secure Firewall 3100ASA 22— +7 v 7/ 4 K |}
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Create Registration Token b

This will create a token that is used to register product instances, so that they can use licenses from this virtual account.Once it's
created, go to the Smart Licensing configuration for your products and enter the token, to register them with this virtual account.

Virtual Account:
Description: Description

* Expire After: 365 Days

Between 1 - 365, 30 days recommended

Max. Number of Uses:

The token will be expired when either the expiration or the maximum uses is reached

Allow export-controlled functionality on the products registered with this token @

Create Token Cancel

- EER
o [HEIHAR (Expire After) ] : #E3HiEIX 30 H T,
o i XAEAE% (Max. Number of Uses)

(2D b= ARG S T B Tl E B RE A 7] 95 (Allow export-controlled functionality on
the products registered with this token) ]: B2 774 T A 7T T EHHIZ L ET,
=2 A X NV IGEMERET,

d) F—=2 OFEMCHDRENT A 2% )27 LT[ h—2> (Token) XA Tl Ry AZRE,
h—=2vID%aZ7 Vv PR—=RIZabt—T&5X 91T LET, ASADBRENNIEL L X THOFIETHE
AT 272012, 2O =07 o 28HELTRBEET,

7: b= VDORTE

General Licenses Product Instances Event Log

Virtual Account
Description:

Default Virtual Account: No

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances to this virtual account.

New Token...
Token Expiration Date Uses Export-Controlled
OWFINTZiYTgtY2Ew. 2024-May-18 17:41:53 (in 30 days) 0 of 10 Allowed
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H8: b=V DaE—

Token 0 X

MjM3ZjInYTIZGQ40500Yk2LTgzMGIMThmZTUyY]ky
NmVALTETMDISMTIT %60AMTMxMzh8YzdQdmgzMjA2V
mFJN2dYQjISQWRhOEdscDU4cWISNFNWRUtsa2wz %
NAMDANSTN%AINANA

Press ctrl + ¢ o copy selected text to clipboard.

ATw 2 ASDM T. [ERTE (Configuration) ]1>[T/3f AEHE (DeviceManagement) ]>[5A4 >4
(Licensing) 1> [RY¥—+Z4 > 2% (SmartLicensing) | DJEIZEIN L £,

RATFVT3 TA R ALBREBRELET,
a) [A~v—FT7A B AFEDOH N (Enable Smart license configuration) | Z 4 Z LE T,
b) [HEEEFESE (Feature Tier) ] Ku w7 & w7 U & M5 [Essentials] Z 3R L £ 97,

5 1 ¢ & % DX Essentials [ 721 T,
) (EE) [T XA (Context) ]| 7A B ADLA, avTFAMOEEANLET,

2aAYTHXANMITABVARLCHEHATEET, 20 TFA MORKEIE, ET VI TERY E
7,

« Cisco Secure Firewall 1210 : 5 =7 F X b

« Cisco Secure Firewall 1220 : 10 =7 F A b
7o & 21X, Firepower 1220 THKAK 10 DT XF A MAHHTHICIE, a2 7F A MO E LT EA
HLET, ZOfEF, T 74V D2 ITEMENET,

« Secure Firewall 3100 : 100 = > 7 F A k
7= & %1%, Cisco Secure Firewall 3110 TR K 100 DT X A2 M EFHT 12T, 20T F R oKL
LTI EZANLET, ZOHEIX, 774V D 2ITEMENET,

d) ({EE) Diameter, GTP/GPRS, SCTP A ' A7 L a D [¥+ U 7 DHZNE (Enable Carrier) | % 4
SZLET,

e) [EH (Apply) 122Uy 7 LET,

) YA =D [RIF (Save) | TA 2% 27Uy 7 LET,

ATy T4 [BEk (Register) 1227 U v 27 LET,

Secure Firewall 3100ASA 22— +7 v 7/ 4 K |}
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~ D Configuration > Device Management > Licensing > Smart Licensing

Enable Smart license configuration

Feature Tier:

Enable strong-encryption protocol

Transport
Configure Transport URL
O Default Custom URL
Registration
Proxy URL
Proxy Port

Registration Status:

Renew ID Certificate

Effective Running Licenses

Context: 3

To configure an HTTP proxy for Smart Licensing using Call Home, go to Smart Call-Home. If you are using Smart Transport, configu

Essentials

For a more detailed overview on Cisco Licensing, go to cisco.com/go/licensingguide

Call Home © Smart Transport

Renew Authorization

License Feature

Maximum Physical Interfaces
Maximum VLANs

Inside Hosts

Failover

Encryption-DES
Encryption-3DES-AES

Security Contexts

Carrier

Secure Client Premium Peers
Secure Client Essentials

Other VPN Peers

Total VPN Peers

Secure Client for Mobile

Secure Client for Cisco VPN Phone
Advanced Endpoint Assessment

Shared License
Tatal TIC Drava: €

License Value License Duration
Unlimited
512
Unlimited
Active /Active
Enabled
Disabled

5

Disabled
150
Disabled
150

150
Enabled
Enabled
Enabled
Disabled

290

Reset Apply

AT 75 [IDh—2 > (IDToken) ] 7 4 —/L K® [Cisco Smart Software Manager] {288k h—27 v & AL £,

ID Token:

Force registration

Help Cancel

Smart License Registration

'MzV8eHpYYOSEMGg2aDRYakOybmZNVnRaSW5sbmSXVXVIZkk2RTdGTW)6%0AZVBVWT0%3 D%0A|

ATw 6 &8k (Register) |27V v/ LET,

TACLVART—HANFEHEND L, ASDMIZ L > TRV NFEHENET, £7o, BENEK LS
A7 EE, [E=82—1 >4 (Monitoring) [>[Z8/3F 4« (Properties) |>[RA¥— k542X (Smart
License) | DIEIZEINL T, T4 BV ARAS —X A AR TE £,
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| xRy o—nHE
Startup Wizard (= & % ASA 0%z [

Registration Status: REGISTERED

Unregister Renew ID Certificate Renew Authorization

ATv 77 ASDM Z# T L, HE#HL £,
FTAV L AEERETHHEAE, B SN-HEEZFR AT 5215 ASDM ZHEHT 240N H Y F97,

Startup Wizard (Z & % ASA DR E

ASDM %7 288, HAMKEER L OYEIEMIEOREICY 4 — REMHHT& £9, Startup
Wizard (£7 7 #/V FEREIZESINTWET,

W= T T 4 T T —

s NERMA B A~DTRTDO VT 7 4 v 7V HDA 2 —7 = A X PAT,
[Startup Wizard] CTix, FIEEZEB-TUTEZRETEET,

e A X =TI NRRAT—F

A B =T A A (NEBLIUONHEDA v Z—T 24 AIPT RLADRESA LV F—T =
A ADFEMEIR E)

« AXT 4 v J— |k
« DHCP ¥ —/3—

o DA

FIE

AT F1 [Wizards] > [Startup Wizard] DJEIZER L, [BEFOREDZEE (Modify existing configuration) |47 3 >
NEHI )y LET,

Secure Firewall 3100ASA 22— +7 v 7/ 4 K |}
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B stertup Wizard 1= & 2 ASA D

@& Launcher File View Tools Window Help
@00 Startup Wizard...
@ Configuration Monitor VPN Wizlirds

} B High Availability and Scalability Wizard...
| Unified Communication Wizard...
000 Device List ASDM Identity Certificate Wizard...
% Add [ Delete ¥ Connect W Packet Capture Wizard...
[T

Cisco

ard‘ ? Help‘T\-‘DE topi¢ Go

Cisco ASDM 88.28(0)4 for ASA - 10.83.45.103 - Startup Wizard
Startup Wizard Starting Point (Step 1 of 10)

Choose a starting point for the wizard.

Reset configuration to factory defaults
+| Configure the IP address of the management interface

IP Address:

<

Subnet Mask: 255.0.0.0

PV ' 4
Cisco ASDM 88.28(0)4 for ASA - 10.83.45.103 - Startup Wizard
Startup Wizard Basic Configuration (Step 2 of 10)

Enter the host name and the domain name of the ASA. If your Internet Service Provider (ISP) requires
that your host uses DHCP, you may need to use the device name supplied by the ISP as the host name
of the ASA.

ASA Host Name: ciscoasa

Domain Name:

Privileged Mode (Enable) Password

The privileged mode (enable) password is required to administer the ASA using ASDM or the
Command Line Interface (CLI).

| Change privileged mode (enable) password
Old Password:
New Password:

Confirm New Password:

ATFY T2 HR_R—=T Tk~ (Next) 1227 U v 7 LT, NEREEZRTLET,
ATV T3 ZTOMDT 4 F— RIZONTIE, ASDMO— R ED a7 4 oL —va A FEBRLTLE
X\,

. Secure Firewall 3100 ASA X % — k7w THA K
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