EAXR) O—DERTE

ROBELMEN L TEANREF 2T AR —2RELET,

A v A =T 2 f ALHNHA L H—T AR N A o H—T = RZAXT 7 IP
T RLURZEO YT, AL X —T = A AT DHCP 2 L ¥4,

*DHCPH—/N—: 7 5347 FOWEA v ¥ —7 = A4 ATDHCP —N—%fEHL 7,
T T AN RN — b INBA H =T 2 A RAENLTT 74V Mb— b EBMLET,
*NAT : SN v 2 —T 2 A ATA U F—T = A ZAPAT A L £7,

e T ALY ha—)b: NEDBIEE~D T 7 4 v 7 EfFRl LET,

X2 VT 4R = WA~ A ALTC, LVEERREZGEODLZLHLTEET,

« DHCP #—/"—0D%E (1 2—)

« NAT OFE (3 ~—)

« 77 B AGIHHA— L ORRE (7T X—)

« HMNEA B —T = A ATD SSH DAL (10 ~<—3)
s WEDEM (11 ~—2)

N O N —
DHCP Y —/\—MDXE

7347 FCDHCP ZHFEHLCT7 7 AT U4 —NIGIP T RLAZIRET L L5127 258

A%, DHCP —R_—%FZh LE T,

FIR

ATY T [T/34 2 (Devices) |, [T /31 A& H (Device Management) | DJEIZIRIR L, T34 2D [#FHE#kE (Edit) ]
@) 270y 7 LEd, >
AT v 72 [DHCP]>[DHCPH—/\— (DHCP Server) | %R L £,

| #xK) o—oEE |
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1:DHCP H—/\—

Device Routing Interfaces Inline Sets DHCP VTEP SNMP

Ping Timeout

DHCP Server [ 50 ] (10 - 10000 ms)
DHCP Relay Lease Length
DDNS [ 3600 ] (300 - 10,48,575 sec)

D Auto-Configuration

Interface

[ ]
Override Auto Configured Settings:
Domain Name

[ ]

Primary DNS Server Primary WINS Server

[ o+ o =
Secondary DNS Server Secondary WINS Server

[ o+ =] +

Server Advanced

+ Add

Interface Address Pool Enable DHCP Server

ATFY T3 [—s3— (Server) | =V 7T, B (Add) 1227 Vv 27 L, UFDATvara&ELET,
B 2: 4 —/\—®miEM

Add Server ®

Interface*

(nsie )

Address Pool*

[ 192.168.1.2-192.168.1.55 ]
(2.2.210-2.2.2.20)

Enable DHCP Server

Cancel u

s[f X —7xARA (Interface) |: Koy 7 X T VRA NN U E—T =2 AL IR ET,

o [7 RV A7 —)L (Address Pool) 1:IP 7 RL AD&EFHEZFELET, IP 7 KL AL, BRLA >
B =Tz A RLR LY TRy b FICHFETDOURERDY, AV F—T A ZAHHDIPT RLAEZED
HZEIXTEERA,

« [DHCPH—/3—%F%hZ 325 (Enable DHCP Server) | : @R L7=A > ¥ —7 = A A@ DHCP H—/3—
EEMZLET,

B 28Ry —nmE
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NAT D& E .

ATYvT4 [OK]Z27 Uy 7 LET,
ATy TS5 [RIF (Save) 1227 U v 7 LET,

NAT D% 7E

TOFIETIE. N AT FOBNET RLABAEA v H—T =2 ADIPT KL ADFR—
MZZEHT 5 NAT L— L ZERLET, ZOXA TONATL—LDZ LA A —T (R
A— K 7 FURAZEH (PAT) EMFONET,

FIE

ATY 1 [T/NA R (Devices) |>[NAT] DIEIZER L, [HLWLARY >— (NewPolicy) 1227V v 7 LET,
ATvT2 R U—IZAREMT. R —2FHT L5730 AR L, [fR17F (Save) 15227 U v 7 LET,

#xK) o—oEE |
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HLLKRY O—

New Policy

Name:

[ FTD_policy

Description:

[ )

Targeted Devices

Select devices to which you want to apply this policy.

Available Devices and Templates

[ Q. Search by name or value ]

192.168.0.124
192.168.0.155

Add to Policy

Selected Devices and Templates

192.168.0.124
192.168.0.155

4

AR U /=73 Firewall Management Center [ZiBAIS N E T, §l&kiE, AU —I0— L2 BINT 20N H

nET,
B 4:NATHRY &—

FTD_Policy

Enter Description

[ Show Warnings ] m [ Cancel ]

NAT Exemptions Policy Assignments (1)

Rules
[ Filter by Device ] [ Y Filter Rules ® ] [ Add Rule ]
Original Packet Translated Packet
Source Destination o . s
0 " Original Original Original T T "
D # Direction  Type Igit’?;f;:e g‘;?;gge Sources Destinations Services Sources Destinations Services Options

~  NAT Rules Before
~  Auto NAT Rules

~ NAT Rules After

ATv 73 [—LDENM (AddRule) 1227V v 7 LET,

B 28Ry —nmE
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NAT D& E .

AT T4 EARL—NLOF T arv BB ELET,
R 5:EXIL—ILDOF T ay

Add NAT Rule
NAT Rule:
Auto NAT Rule v
Type:
[ Dynamic V]
Interface Objects Translation

« [NAT/L—/L (NAT Rule) ]: [HEINAT/L—/L (Auto NAT Rule) ] Z %R L £,
s [# A7 (Type) 1:[#AF > (Dynamic) ] &R L £,

ATYTS [f v F—T A A4 7 =2 b (Interface objects) ] X— T, [EHARERA LV H —T =2 A AL TV =V
I (Available Interface Objects) ] fEIk O [565 A X —7 = A AA 7 V=7 K (Destination Interface Objects) ]
FEIRICAMNER Y — 2B L £,

B6:4 B —TARATSH b

Interface Objects Translation PAT Pool Advanced
Available Interface Objects Source Interface Objects (0) Destination Interface Objects (1)
[ Q. Search by name ] ‘ outside g

T Add to Source I
inside
Add to Destination

2

AT w6 [£# (Translation) | X— T, ROA T a rERELET,

BARY —DEE
|
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Interface Objects Translation PAT Pool
Original Packet
Original Source:*
[ al-ipva v+
Original Port:
[ TCP v ]

Advanced

Translated Packet

Translated Source:

[ Destination Interface IP v ]

@ The values selected for
Destination Interface Objects in
'Interface Objects' tab will be
used

Translated Port:

« [FEDEIETT (Origina Source) 1: [EM (Add) 1(TY %2V v 2 LT, +_COIPVE RT 7 4 v
(0.00.000) ODxy NU—7 AT V=7 FEBMLET,

B LRy bI—0F TSz b

New Network Object
Name

[ all-ipv4 ]
Description

Network

O Host O Range

C] Allow Overrides

(O FQDN

GE)

HE)NAT V— V347 V=7 FEFRO—EE L TNAT ZBINT 5720, VAT LEFRD any-ipvs 4
T2 NEMHATAHZLIITEE A, £/, VAT LAEEDA TV b ERETHILITTE

FHA,

o [ 2 D%E[E 0 (Translated Source) ] : [5u5EA » % —7 = A AIP (Destination Interface IP) ] % j%&iR
L\ivé—o

ATFvTT [#1FE Save) 127V v 7 L TL—ZBIMLET,
=3 b=/ (Rules) |7 —7 /MTRAFSE T,
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7o ezsimr—nonze [

ATY T8 NAT X—TT[RIF (Save) 127V v 7 L CEREZBEIFLET,

7O 2AFEHIL—ILDOETE

TR ARG LT X0, BAD [T TONT T 4 v 7 %7127 (Block all traffic) |7
IR aryha— R —EER LS. T A@imT 5 T T v 7 BT
DDA ==V EBINTHLERHY ET, 77X a2 ha—/LRY —ZiF,
NEZF R S D EHDON— N EZH D Z LN TEET,

ROFINATIZ, WEY = BINY — o ~DFTXTD T 7 v 7 ZfFal$ 27 7 & A
/l/‘_‘}l/%—f,ﬂzﬁ‘z L/ij—o

FIE

ATv 1 [R)I— (Policies) 1>[tF 2T 47K — (Security policies) | >[7 2 X Hl{#l (Access Control) ]
ABIRL, AL ACED Y TONTWAT 78 A ay ha—LRY >—DFRE (Edit) |1 (2) 227V >
7 Lij—o

ATw T2 Pv—%iBI (AddRule) 1227V v 27 L, IRONRTA—HERELET,

9:3%1ET Y —> (Source Zone)

Add Rule

Name [ inside-to-outside ] Action @ Allow v B Lc
Insert |into Mandatory v @ Intrusion Policy | None

Q Zones (1) Networks Ports Applications A Users URLs Dynamic Attributes VLAN Tags

Clear Selections [ Q Search Security Zone Objects ] Showing 2 out of 2 | Selected 1 Selected Sources: 0

s inside (Routed Security Zone)

C] & outside (Routed Security Zone)

Any

+ Create Security Zone Object 3 Add Source Zone

1L ZON—MZAHETZMT £ (72& 21X, insde-to-outside) .
2.[V—> (Zones) 1 DHWNERY — U ZBIRL £,
3. [EfFILY — > DiEN (Add Source Zone) | %27 U v/ LET,

| #xK) o—oEE |
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ATvT3

10:%585c Y — > (Destination Zone)

. Add Rule

Cle:

ar Selections [ Qs

T e r—— seton (@ mon_1~) | @ tosgiog orF | I Tine arge "
nsert |into Mandatory @ Intrusion Policy B File Policy | None
Q Zones (2) Networks Ports Applications A Users URLs Dynamic Attributes VLAN Tags

rity Zone Objects Showing 2 out of 2 | Selected 1 Selected Sources: 1 Selected Destinations and Applications: 0

B inside Collapse All Remove Al
m & outside Zone | v 10bject
side
+ Create Security Zone Object Add Source Zone

4.[V'— (Zones) | MHANEEY — BRI L £,
5.[5856 — > %38/ (Add Destination Zone) 1% 7 U v 7 LET,

o>

REITEDOEFICLTHBEET,

ER) ~ry b 7= TRI) =247 %27 ) v 7 LT, BEMSTONTER) —2 D AZ~A XL
=7,

[FL7 4% (Prefilter) ], [{E7%5 (Decryption) ], [EF=UT 4 A>TV Y= A (Security Intelligence) ].
BELO[TAT T 47 4 (dentity) RV > —i%, 77 AHEA—LVORNZEHE INET, ZNHOR
Vo= NAZIA AT HMEZTHY FEAN, Xy NV =7 D=—X%ZRE LI2tk, EETED T

7 4 v 7T fastpath Z i (LEEEZ NSARR) L7eW T 74 v 7 %70y LTEDOHRDOUINARTEZ
BRLEICTHIET, XYy MU= DRI =<V AEMEESELZENTEET,

11: 79 RHEHOFIEREIN LR o—

L' Packets » @ Prefilter Rules -+ O Decryption » @ Security Intelligence - O Identity > @ Access Control ‘

[7V7 4 V& —)b (PrefilterRules) |: 7 74/ hDF LT 42K —i%, O —L)3GEH S
no 7 2) IXCONT 74y 7 Z2@BBSEETST, 774NV PRI =MD ENTED
ME—DEFIX, oIV T T4y 7% [Ty 35 Z&TT, ZNUANTIE, FriLnwrL 7o
NWERY —FER LT, o8 (@il) | fastpathLB (IO T = v 7 B /XARR) | Filzid7m v
JCEBT IR arybu— L RY —CHEMTHZENTEET,

TV 4N EFRTDE, 7 vy 7 Eizidfastpath LEEOWNWT NI L T, b T 74 v 7 BRI HIT
LRI T D2 LT, N T 3= AEAEITEZENTEET, HILLRY —T1E, h
VRN =l T g VB =V EBINTEET, R — BT E, SL—
TX AL GERF L) O/RA A — kU RV E fastpath JLEE, 70w 7 F72EH Y — b TE T,
T T ANEN—NVEFERATHE IPT RLA, A—h, BT 2 ha L TlplsnsIE R xu
N7 7 4 v % fastpath WP FE 72137 0 v 7 TXET,

TEZIE XY NT—V EOFTRTOFTP N7 7 v %2 T7my 7 L, EEHENSDOSSH N7 7 1 v
T EEENRATHESIT. FTLWI LT 4L EZ R —EBNTEET,

[#8+% (Decryption) ]: 7 74 /L hTik, HZXEH I EHA, EFIE, XYy NIT—2 8T T 407
BT A —TA AN v a AT HHIETT, ZFEAEDEA, NI T 4 v 7 BEET MBI
R, EICHFATEN TV A BAICORESTTEET, v NI —7 2R KBICH#ET 72010, B

B 28Ry —nmE
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ATvT4

ATy TH

7o ezsmr—ronz ]

B —N—~D T T 470, BEHTERWVWRY NI BT AL LD NT T 4 v 7120,
BER)—2HHTHZ L 2BEIDLET,

c[EX=2VUT 4 A7 Y Y=z A (Security Intelligence) ]: (IPS 7A B ANME) EX=2VUT 1 A
VTNV ARIIT 7 AN N TEDC RS> TWET, X2 VT4 AT VR, EBEOLD
TI7T4ET AT 2H 9 1 DORMPBGET, 5ROl RE T 78X 2> be—b
R —ICETHCEHASNET, X2V T4 ATV V2 A L, VEaT—var 40TV
VU AEFHLT, YAIOBEA T )Y AR TH D Talos BHEMAETHIP T R LA, URL,
BLORAAS 4 L0 REZR#RIZT ey 7 LET, REISUT, IPT FLAX, URL, FAA %
EMEZITHIBRTE 7,

GE)

IPS 7A B ANRWEA, ZORY—iE, 77®A arba—L R —THEFRENTH
THEINEEA,

(TAT T 474 (dentity) 1: TAT T AT 41 ET 74V FTIHEHENEFA, 778X 3
fa—= VRV —ICLD T 7 4y 7 OB ZFFATLHR1IC, 22— —IZRGEAZ ERTE E T,

EE) 77 B AHEA— L ORICEH SN DRARY —2BML £,

BARV =L, N7 7407082 )T 4 EXERET HERFHO—HORAMH I LR AL
A% ETY, Firewall Management Center (21X, ZHD T AT MMEHOFR Y U —NEEN TR, TOFEEH
NZTHZEUWATAXFTHI LB TEET, ZOFIETIE, VAT LRHORY =2 L&

TO

a)

b)

R AR Y v — (Intrusion Policy) | KRy 77X URX R 227U w7 LET,

K 12: R T LREOBARY O—

@ Intrusion Policy [|Nome A]

ags
Balanced Security and Conne
Selected Sources: 1

Connectivity Over Security
Collapse All

Jone | v 10bject Maximum Detection

& inside_| Security Over Connectivity

UZ RO AT LABEORY o —% 1 OFIR L ET,

EE) 77 B AHEA—LORICET END 7 7 A VRY —&BILET,

a)

[77A/ARY 2 — (FilePolicy) | RKry XU URA NI U w7 L, BEFORY v —%RIRT 50,
[Z77ANARY —1U A M%BI< (Open File Policy List) ] Z3#R L TR U > —ZBIML£7,

#xK) o—oEE |
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13: 77 4 LK) > — (File Policy)

Ee File Policy [Nune /\]

Open File Policy List” '
ns and Applicatio

LR Y —DBE1E, [[RY— (Policies) [ >[tEFa ) TR >— (Security policies) 1>[<
W7 ET74A4IL (Malware& File) 1] X—Y B0 ¥ 7Tl £,

b) HFYU T —DOIERDFEMIZ OV TIE, Cisco Secure Firewall DeviceManager =27 4 ¥ L— 3 > A
REZBL TSN,

c) [V—/LDiBM (AddRule) [ X—UIZRY, Fry P XU A RNPBELAER LTZARY — 28R
LET,

ATv 76 [Applyl 27 Vv 27 LET,
=L Jb—/L (Rules) | 7 — 7 /VITIBMESVET,

ATy T [fR1F (Save) 1227 U w7 LET,

HERA B —T 24 ATH SSHDEFIL

TITUX, AN o — T oA A~D SSH B 2 BT D HIEIC OV T L E T,
F 7 4V T, IR ERIC SR Y — REZZRE L7z admin 2 —V—ZFH & £,

FIE

ATV 1 [TI4 R (Devices) 1>[FT v b T+ —LEKE (Platform Settings) ] Z %R L T, Firewall Threat Defense
RNY =% ET 20 REL £ 7
AT 72 [SSHT 7 A (SSH Access) | Z#INL £,
ATw 73 SSHER AT A X —T=2A AL IPT RLAZRELET,
a) [EM (Add) %27V v 7 LCH LVIL—LABMT 50, [ (Bdit) 1427V v 2 LCHEEDL—
NEtmELET,
b) N—NADT T 4 R ELET,
* [IP Address] : SSH #ft # 57§ 5K A b EIIXRy NU—J ZFETH Ry NU—I 4T V=
NEFIFZIN—T, ATVl "Ry Xy 0 A=a—pb@RIRT 50, £ HE27 Y >
JLTH LWy NT—I 4T V=7 FEBMLET,
s EFHRIREZR Y — /A v #—T = A A (Available Zones/Interfaces) ]: [BR L7z —/f ¥ —T =
A A (Selected Zones/Interfaces) ] U A hD FD T 1 —)L RIS — 2 ZBINT 50 T4 A >~
B —TxA X% ANITIL, BN (Add) 127U >y 7 LET,

B 28Ry —nmE
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14: 90884 3 —T 4 ATH SSHOEE

Edit Secure Shell Configuration ®
IP Address*
[any-ipv4 v ] -~
Available Zones/Interfaces (65 Selected Zones/Interfaces
[ Q_ Search ] [ Add ]
DMZ
inside
outside

outside I Add
Cancel m

) [OK]%Z7 VU vz LT,
ATy 74 [Save (RE) 127V vr7 LET,

ZAC, [EB (Deploy) ]>[EBI (Deploy) NICBEI LT, H0 4T sf AICHKY v —2EHTE S K
SICH Y EF, BEEAHY & EHT D E THANC AR Y EHA,

Y ]
X TED R
REDEF 2T A AIEHLET, BRZREATHIETIE, XA A LTEODEL LT
T4 TR £ A,

FIRr

ATy T HLEO BB (Deploy) 1227V 27 LET,
X 15: ERE

£

peploy| @ & @

| #xK) o—oEE |
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AT 72 BERREMOLEIE. FEDTNAADF =y 7Ry 7 XA A LT [EHM (Deploy) 1227 U v2 LE

o

16:BRL -3 DERRFA

Q Advanced Deploy ‘ A D Ignore warnings Deploy

1010-2 I Ready for Deployment

B <

D 1120-3 I Ready for Deployment

F2lE, [TXTHEB (DeployAll) 1227 U v 7 LTTRXTOT /A AZEFRALET,
17: 3 XTEMRA

Q Advanced Deploy ‘ A D Ignore warnings ST [0 |

(7] 1010-2
(] 1120-3
(7] 1120-4
D ftd-cluster1

(1) fta1

Ready for Deployment
Ready for Deployment
Ready for Deployment

Ready for Deployment

Ready for Deployment

® 5 devices are available for deployment D

TNLSNOGEIL, BIORERA T v a U EFET HT-O, [@E/RER (Advanced Deploy) 1 %7 U >
7 LET,

18 2 ELERM

1 device selected

[Q Search using device name, user name, type, group or status ] Deploy time: Estimate Deploy

Pending Changes Reports

() Device Modified by Inspect Interru..  Type Group Last Deploy Time Preview
> [ fan rboersma, System FTD Feb 26, 2024 11:09 ... 5] | Ready for Deployment
> D ftd-clusterl rboersma, System FTD Feb 22,2024 10:36 ... @ | Ready for Deployment
v 1010-2 rboersma, System FTD Feb 22, 2024 11:09 ... e | Ready for Deployment
- ~ Access Control Group
Access Control Policy: in-out R rboersma, System
®
Intrusion Policy: No Rules Active K System
2

Network Analysis Policy: Balanced Security and Connectivity R System
~ Device Configurations
Interface Policy R rboersma

~ Flex Configuration

Template Policy: Unassigned R rboersma
~ NAT Group
Manual NAT Rules: interface_PAT R rboersma

~ Security Updates
Rule Update: (Isp-rel-20240311-2013)

B 28Ry —nmE
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AT T3 BEPKILIZZ L 2B LET, BEOAT =X ZA2FRTHITIE, A=a2——0 [EH (Deploy) ]
R OFEMNCHDTAarzr7 )y 7 LET,

19:BREART—42 R

Q, search
Deployments  Upgrades A Health @ Tasks 2 ‘ (D show Pop-up Notifications @
H 1running 6 success 0 warnings O failures [ Q Filter ]
¢ 1010-2 Deployment - Policy and object collection 10% == s
complete.
1120-3 Deployment to device successful. 2m 39s
2 1120-4 Deployment to device successful. 2m 43s
3110-1 Deployment to device successful. Tm 38s
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