TJ7ATO4A—ILDT— T ) & &%

T7AT A —INET—T N L, 7 7 A7 U4+ —/L% Firewall Management Center | Z 8§k L
£75

T 7 AT VA —NDT—T N (1 ~—)

cWIREDFEIT (FETneva=rr) (15-Y)

» Management Center ~D 7 7 A 7 U 4 —/L DXk (11 X—)

274 T 94— LDy —TILiES

Eﬂ- = | I Al O DI SR — R
MHEREDRIT (FEITREDa=V7)
FEITT e Y a =7 1T 9 8A1E. Cisco Secure Firewall Device Manager & 72 (% CLI % {# H
LT, 7747 U —VOUMIBREEZFATLET,

L LR N
MEARTE - TINARAIR—D N
ZOFEEERTLE, 77 A7 U=V ERELTH, BHA X —7 A ATIMNMZ TRD
AVH—T oA ANFEFRESNET,
e A=Y Ry b 1/1: [HE) . DHCP HDIP 7 KL A, IPv6 HEIHRE

[§]
« o [PNEB) . 192.168.95.1/24
e F 7 F )V Mb— |k HNEA v F—T =4 AT DHCP &4 L CTEE

« iBNA > % —7 = A A : Firewall Device Manager 2> DA ¥ —7 = A AGREILT TR

FFESnEd,

fozE (WO DHCP — 1 —_, 772 ar ha— L R — X2 UF 4/ — 72

L) R EhEEA,
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FIE

ATYT1 avCa—FENHA ¥ —7 oA RTHE L £77
AT 72 Firewall Device Manager (212 7' A > L %79,
a) https://192.168.95. 112 A F 9,
b) —H¥—% admin &5 7 4/ hRAT— K Admin123 AL e 7 A > LET,
c) —MHREFHATHEL, BHESRU—RF2LET5 L9 I RODONET,
ATYT3 By NT v T4 P—REHHLET,
GE)
EffE72 R — FRE, TT M I > TR £,
a) AL E—T oA REEEA L —T oA AERELET,
B1:428—FRy hADT 74T I+ —ILOES

Connect firewall to Internet

Trust Outbound Traffic Block all other traffic
This rule allows traffic to go from The default action blocks all other
inside to outside, which is needed traffic.

for the Smart License configuration.

Outside Interface Address

Connect Ethernet1/1 (Outside) to your ISP/WAN device, for example, your
cable modem or router. Then, configure the addresses for the outside interface.

Configure IPv4

Using DHCP N

Configure IPv6

Using DHCP N

NEXT Don't have internet connection?
Skip device setup

1. [NERA v X —7 = A AT KL A (Outside Interface Address) ] : & Al HPEDFEEE FEL T\ 58
A, FIP T FLAEBRHLET, By v T v 74— R&2MH L CTPPPoE 3% ET 52 &
ILTEEHA, VP — ROETHIZ PPPOE #3XETX £ 9,

2. [EPA X —7 A A (ManagementInterface) |: /MBA v FX—T 2 A AT RX—T ¥ T /A%
BHLTWAEHEATYH, BEHA VX —T oA AORENMERA SN E T, 2L X, INA v ¥ —
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T2 A AN L TNy I T —RETRESNAEH N T 7 4 v 7%, AN A v F—T = A AD
DNS #— =TI, TNHDEH A X —7 = A ZAD DNS H— 3— %4 ] L T FQDN % fifik
Li‘é—o

[DNSH— 3 (DNSServers) ]: v A7 LOEHT KL AH D DNS H—/\, 5 7 4 /L ;L OpenDNS
N7 Uy ZDNSH—"TH, Zhbid, MGL IS =T = RIPBT 7R ASNL T2,
HBCERETDINGBA v H—T A AD DNS r—"— L —FEFTBZREENH Y 7,

T7ATFTI4—ILDER L

b) [FFAIE%E (NTP) (Time Setting (NTP)) | Z&XE L, [k~ (Next) | %27 U 27 LET,
X 2:BZIRE (NTP)

Time Setting (NTP)

System Time: 11:56:20AM October 03 2024 -06:00

Time Zone for Scheduling Tasks

(UTC+00:00) UTC v

NTP Time Server

Default NTP Servers v

Server Name

0.sourcefire.pool.ntp.org
1.sourcefire.pool.ntp.org

2.sourcefire.pool.ntp.org

NEXT

c) [EEAETIZ 90 HF ORI A2 BA%A (Start 90 day evaluation period without registration) | Z 3R L &
D

Register with Cisco Smart Software Manager

art Software inctionality of this d

2gister with Ciscc

What is smart license? (3

{) Continue with evaluation period: Start 90-day evaluation period without
registration
Recommended if device will be cloud managed. Learn More (2

Please make sure you register with Cisco before the evaluation period ends.
Otherwise you will not be able to make any changes to the device configuration.
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Firewall Threat Defense % Smart Software Manager (2 58k [ L7\ ] T EEW, ¥XTHOT A L AT
Firewall Management CenterSecurity Cloud Control TZAT SV E T,

d) [T (Finish) 1227V vZ7 L%7,

R3:XDRTv T

The Device Is Up and Ready to Be Configured!

What's next?

Device will be Cloud Managed Standalone Device

@ Configure Interfaces E]

Connect inside ports to internal devices

@ Configure Policy 07

Manage traffic

GOT IT

e) [AX > R7 T /31 A (Standalone Device) ] ZER L., [Tfif (Gotlt) ] BN L £,

AT T8 BINOA o H—T 2 RERETDHEHEIE, [T/3 A (Device) [ZER L, [ > ¥ —7 =1 A (Interface) ]
OY<V—lthbsrl) %27y 7 LET,

AT9 75 [T/INA R (Device) 1> [P AT LEKE (System Settings) | > [EEHFEIE (Central Management) | DOJIEIZ %
W L. [T (Proceed) 1 %7 UV v 7 L T Firewall Management CenterSecurity Cloud Control (2% L £ 97,
[Management Center/SCC/Details] Z#%E L £ 77,

GE)
W= g 0Tk, ISCCl R VIT ICDOY EERENDZENHY 7,
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4: Management Center/SCC 0 5%

Management Center/SCC Details

Do you know the Management Center/SCC hostname or IP address?

@ Yes O No

Threat Defense Management Center/SCC
A— K A—
| 7 ===
10.89.5.4 10.89.5.35

fe80::6a87:c6ff:fea6:5480/64

Management Center/SCC Hostname or IP Address

10.89.5.35

Management Center/SCC Registration Key

[ ©®

NAT ID

Required when the management center/SCC hostname or IP address is not provided. We recommend always setting
the NAT ID even when you specify the management center/SCC hostname or IP address.

11204

Connectivity Configuration
Threat Defense Hostname

1120-4

DNS Server Group

CustomDNSServerGroup £

Management Center/SCC Access Interface

outside (Ethernet1/1) v

Type: Static IP Address: 10.89.5.6 / 255.255.255.192 Edit

o Before you connect to the management center or SCC, perform additional configuration:

management center can reach the threat defense at its Fully-Qualified Domain Name (FQDN) if the threat
defense's IP address changes.

CANCEL CONNECT

a) [Doyou know the M anagement Center/SCC Hostnameor |P address] (2%t L, IP 7 R A £ 72idA A b
4, % i 1 L C Firewall Management Center (Z25% C % 5354 1% [Yes] %, Firewall Management Center 73
NAT ONNZ S50y, /X7 Vw7 IPT RUVAEIIHRA MR WEEIE[Nol 227 Uy 27 LET,
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b)

d)

[Yes] %R L 7- 834 1%. [Management Center/SCC Hostname/I P Address] IZ A L %7,
[Management Center/SCC Registration Key] Z+57& L £,

ZOFX—X, 77 AT VA —/VEKET S L X|T Firewall Management Center THFET 2{EED 1 [A]
RO OXERF— T, BEF—122~36 LFETHILENRD Y £F, AHRCFEITIE, 8T (A~
Z. a~z, 0~9) . BIUONA 7> (o) BERHY £F, Z@ID L, Firewall Management Center (2%
FeT DD T 7 AT U A —MEATEET,

[NAT ID] Z+57E L £7-,

Z OB, Firewall Management Center T HFEE T H(EED 1 BIRY OLFFNTY, WG DT /31
ADIP T RLARDLN->TWHHATEH, NATID 245ET 52 L 2HER L £§, NATID (32 ~ 36
WFThLOULENRDY 7T, A7RFITE, BT (A~Z, a~z, 0~9) | BRUOANA T2 (1) 72
ENHYV E3, ZOIDIL, Firewall Management Center [Z 8§k DD 7 7 A4 7 0 4+ — /VIZIXfEH T
EFEEAL . NATID X, IELWT A 2L DO THD Z &2 MR T DT2DITIP T R R LA
HhoETHEHENET, IPT RLUA/NATID ORGEHEZIZOA, BEkF—NTF = v 7 ShET,

[Hfc DX & (Connectivity Configuration) | Zi%XE L £7,

a)

b)

<)

[Threat Defense® 7 A ~ 44 (Threat Defense Hostname) ] Z#f57E L £,
Z @ FQDN (I A > —T7 = A AR SN E T,
[DNS#—/3— 27" )L—= (DNS Server Group) ] Z+5E L £,

BEFD 7 N—T &38R 50, FrLWI—T&2EK LET, 774/ kD DNS 7 /L—71%
CiscoUmbrellaDNSServer Group & FEiE41, OpenDNS H— S—2R & Eh 9,

HRERIZ AN DNS Y — R —3RE & PR3 5 121L, Firewall Management Center T DNS 7°7 v k7 4 —
ARELHRETOILENH Y £,

[Management Center/SCC Access|nterface] C [Datalnterface] # 27 U v 7 L. KIZ [outside] Z3%&R L F
D

(E&) [# A7 v Z7DNS (DDNS) 5 DiEM (Add a Dynamic DNS (DDNS) method) 1% 7 V v 7 L&

B

DDNS |%, Firewall Threat Defense @ IP 7 N L A3 B S 11735512 Firewall Management Center 75 FQDN
“C Firewall Threat Defense [ZE[HETE 5 K5 IZLE T,

[##6¢ (Connect) 1227 Vv 7 LET,

[B§k AT — 4% A (Registration Status) | %A 7 2 2778 v 77 A|Z., Firewall Management CenterSecurity Cloud
Control #EkDBHED AT —H ANF/RENET,

B o7 79— Lor—TJ LR EBR
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Registration Status

Successful Connection with

Management Center or CDO

You can now manage the threat defense using the management
center or CDO. You can no longer use the device manager to manage
the threat defense. See the threat defense getting started guide (2,
management center configuration guide (2, or
CDO configuration guide [ to configure your device.

A7 — 4 A C [Saving M anagement Center/ Registration Settings] @ FJlE% 3217 L 7= & Firewall Management
CenterSecurity Cloud Control (BB L, 77 A 7 U4 —/LZBMLET, FE7VobeYa=r 7 a2l L
TNA ZDEM 2L T ZE0,

#HIERE : CLI

ATy 1

ATy T2

CLIty b7y 7A7 YT M aH LT, SHOEHIPT NLA, F—ty=A, BLOELOD
MOIEAR Y NT—IREEITNET,

FIE

oY) —)LiIR— MZHEBE L T Firewall Threat Defense CLI (27 7 7 A L £, Firewall Threat Defense CLI -~
DT 7 EAZZHLTITEEN,
A A —T A ADREADCLIE Y T v 7 A7 VT M&25ETLET,

GE)
WREEI VT (e z2IE A A=VEFERTHZLICEY) LRV EY, CLIty hT v 7 A7 U
FEfDIRT Z EIXTEEEA, L, ZRHDORET N TIL, #7526 CLI T configurenetwork =~ >
FaE#H L TEE & 9, CiscoSecureFirewall Threat Defense i~ KU 77 LU 22 LTL 72X
/AN

You must accept the EULA to continue.
Press <ENTER> to display the EULA:
Cisco General Terms

[...]

I747or—Lor—ILiEmeER ]
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Please enter 'YES' or press <ENTER> to AGREE to the EULA:

System initialization in progress. Please stand by.

You must configure the network to continue.

Configure at least one of IPv4 or IPv6 unless managing via data interfaces.
Do you want to configure IPv4? (y/n) [y]:

Do you want to configure IPv6? (y/n) [y]l: n

ﬁ%ﬁpx::n%w&%f@Tvawmﬁ<&%1o:om1y%ﬂﬁbi¢ R LB —T o A
AEMHATETFTENRWVEAETHL, 794 X—=F T RLRREDIPT RLVRAERETHLENHY £77,

Configure IPv4 via DHCP or manually? (dhcp/manual) [manuall]:

HAF R [FE) (manval) | ZEIRLFE T, 7*~9%77ﬁx’%%4V&~7:4xéﬁ%¢6%
A. DHCPIZVR—FENFHA, V—T 4V ITOMEZYTZDIZ, 2O EZ—T 2 AN —T %
TIRAAL LV H =T 2 ALITRLAV TRy b EICHDZ EE2MHER LTI EE N,

Enter an IPv4 address for the management interface [192.168.45.61]: 10.89.5.17
Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.255.192
Enter the IPv4 default gateway for the management interface [data-interfaces]:

HAZUR : F— b7 = A % data-interfaces ICERE L £, ZOREIL. A v F—T A A ZELT
N—F 4V T TELEIC, NI TP L—r BN LTERNT 740 v 7 ZlEELET,

Enter a fully qualified hostname for this system [firepower]: 1010-3

Enter a comma-separated list of DNS servers or 'none' [208.67.222.222,208.67.220.220,2620:119:35::35]:
Enter a comma-separated list of search domains or 'none' []: cisco.com

If your networking information has changed, you will need to reconnect.

Disabling IPv6 configuration: managementO

Setting DNS servers: 208.67.222.222,208.67.220.220,2620:119:35::35

Setting DNS domains:cisco.com

TABVR AL H—T 2 ADDNSY—R—Z2RELET, TSI, Wlie b A X —T =
A AZAMBT I ERZAEINAT-D, B TERETANBA L Z—T = ADDNS Y —_— L —FF B HEMEN H
D ET,

Setting hostname as 1010-3

Setting static IPv4: 10.89.5.17 netmask: 255.255.255.192 gateway: data on managementO
Updating routing tables, please wait...

All configurations applied to the system. Took 3 Seconds.

Saving a copy of running network configuration to local disk.

For HTTP Proxy configuration, run 'configure network http-proxy'

Manage the device locally? (yes/no) [yes]: no

#4 Z 2R : Firewall Management Center % i 19245515, no E AL E T,

Setting hostname as 1010-3

Setting static IPv4: 10.89.5.17 netmask: 255.255.255.192 gateway: data on managementO
Updating routing tables, please wait...

All configurations applied to the system. Took 3 Seconds.

Saving a copy of running network configuration to local disk.

For HTTP Proxy configuration, run 'configure network http-proxy'

HAEURX crouted E AN LET, A~ —T % T 78R F V=T v R 77 A4 T U4 —/LE—RKTD
BYR—FENTWET,

Configuring firewall mode

Device is in OffBox mode - disabling/removing port 443 from iptables.
Update policy deployment information
- add device configuration

B o7 79— Lor—TJ LR EBR
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- add network discovery
- add system policy

You can register the sensor to a Firepower Management Center and use the
Firepower Management Center to manage it. Note that registering the sensor
to a Firepower Management Center disables on-sensor Firepower Services
management capabilities.

When registering the sensor to a Firepower Management Center, a unique
alphanumeric registration key is always required. In most cases, to register
a sensor to a Firepower Management Center, you must provide the hostname or
the IP address along with the registration key.

'configure manager add [hostname | ip address ] [registration key 1'

However, if the sensor and the Firepower Management Center are separated by a
NAT device, you must enter a unique NAT ID, along with the unique registration
key.

'configure manager add DONTRESOLVE [registration key ] [ NAT ID '

Later, using the web interface on the Firepower Management Center, you must
use the same registration key and, if necessary, the same NAT ID when you add
this sensor to the Firepower Management Center.

>

YR—=UXT IR AMONEA L F =T = AERELET,
configure networ k management-data-interface

ZD%, WA =T = A ADEEKR Ty N = REZITO L OIROL T v T I RFoRESnE
ﬁ‘o

FHIPT LR

> configure network management-data-interface

Data interface to use for management: ethernetl/1l

Specify a name for the interface [outside]: internet

IP address (manual / dhcp) [dhcp]: manual

IPv4/IPv6 address: 10.10.6.7

Netmask/IPv6 Prefix: 255.255.255.0

Default Gateway: 10.10.6.1

Comma-separated list of DNS servers [none]: 208.67.222.222,208.67.220.220

HAFT DR BERIZHNE DNS — N — %R FF9 521X, Firewall Management Center ¢ DNS 77 »

T A= LAREETRET DMHENDH Y £,

DDNS server update URL [none]:

Do you wish to clear all the device configuration before applying ? (y/n) I[n]:

Configuration done with option to allow manager access from any network, if you wish to change the
manager access network

use the 'client' option in the command 'configure network management-data-interface'.

Setting IPv4 network configuration.
Network settings changed.

>

DHCPM™L®DIP7 KL R

> configure network management-data-interface
Data interface to use for management: ethernetl/1l
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Specify a name for the interface [outside]:

IP address (manual / dhcp) [dhcpl]:

DDNS server update URL [none]:
https://dwinchester:pa$$wlOrdl7@domains.example.com/nic/update?hostname=<h>&myip=<a>
Do you wish to clear all the device configuration before applying ? (y/n) I[n]:

Configuration done with option to allow manager access from any network, if you wish to change the
manager access network
use the 'client' option in the command 'configure network management-data-interface'.

Setting IPv4 network configuration.
Network settings changed.

>

Firewall Management Center % f5 /& L £ 97,
configure manager add {hostname | IPv4_address | IPv6_address| DONTRESOLVE} reg_key nat_id

+ {hostname | IPv4_address | IPv6_address| DONTRESOLV E}—Specifies either the FQDN or IP address of the
Firewall Management Center.Firewall Management Center % [E#27 K L Zf5E T& 72V IGA L,
DONTRESOLVE Zfifi L £¥. ZOHAIE, 77 AT U4 —/bW, BIEFHER P T B LA LTZILR
AN EFRFS TWDRERH Y 7,

» reg_key : Firewall Threat Defense % %§% 9~ 5 & X |Z Firewall Management Center C & {5 ET HILED Y v
A LB —ZHBELET, BEFX—IL2~36 LFTHLIMLENRD Y £7T, ARRLFITIE, 48K
F (A~Z, a~z, 0~9) . BRONA T2 () 2ERDHY £,

* nat_id : Firewall Management Center THEET 5, (EET—ED 1 [ERY OXLFH|ZFHE L £3, NAT
IDIE2~36 LT THLLENRDY T, ARLTITIF, BT (A~Z, a~z, 0~9) . BEUAN
A7 () ERHY EF, ZDID X, Firewall Management Center (25 &k T DM DT /A R IXfE
ATEEHEA,

&1

> configure manager add fmc-1.example.com regk3y78 natid56
Manager successfully configured.

FRA 2% U E— NI E(E TE D X 9 I Firewall Threat Defense #> v~ NE 7 LET,
VAT LEBYNI Yy N DT HIENEETT, BMICERT 7 72k, BRAAL v T &=
L7358, BRRT 7 AN VAT LAOBREEZSIEEZTIERHVET, Ny 7 7T 00 RTEHEI

ZEOT v ANFETEINTEBY, BRI 72Kk, BRAZOLIZ0T5L, AT E 7L —
ATV %y hET U TERWIEEZRZTBWNWTL X,

a) shutdown =~ F&Z AN LET,

b) HEJRLLED & A7 —#% ALED #8% L C, V¥ —YDOBEBFENM SN WD Z AR LET (LED
DIHAT)

¢) V¥ —VOBEFENEFICUMESNTZS, VEISCUTERY 7 72k, ¥ v — 20 LYEACER
EROANAT N TEET,
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Management Center ~D 7 7 A 7 7+ — LD EE .

Management Center ~D 7 7 1 7 ) # — LD E ik

AL TWB R HEIZSE CTT 7 A 7 7 4 — /L% Firewall Management Center (2 84k L £ 97,

SYFILBEEFRHALETNARADEN (TO2yFTOED 3=y
)
Yo Xy F o Va7 2FHTHE TS ATHHREEFEITTH2 L2, ¥V

TNEZGTT N, A é" Firewall Management Center {2 %$$k C& ¥ 9, Firewall Management Center
L. T OBEEED 72912 Cisco Security Cloud 35 & U Security Cloud Control & & SVET,

\)

((¥)  Firewall Management Center /X— 3" = > 7.4 ClZ, Security Cloud Control Z{H L CTT /3 A 2 %
BT 20ERHY £7, FFHICONTIE, 74 D04 REZRLTLEIN, XM T 47
Firewall Management Center 7V —727 7 12— (X 7.6 TIBMENFE LTz, 7z, 74 TDOT 77 NisE
{22V T, Firewall Management Center @ [SecureX & O#E#4 (SecureX Integration) | ~X— %
ZRLTLIIZEN,

FIHILFEE

YuXoyF e va= B ERTHE UTOA X —T oA ADRFRRESNET, L
OFE NEHDODHCP Y ——, T/ 2 arra—LRY — Xz T ) —r7 )
FRESNRWZ SICEELTLEE N,

e A —HXv F1/1: 4] . DHCP LD IP 7 KL A, IPv6 HENERE
e A —H xRy b12 (£721F. VLANI A v Z—T7 = A ZADEA) + THNE) . 192.168.95.1/24

e F 7 F )V Mb— |k AN A v H—T = A AT DHCP &4 L TS

B2

TR —Tx T T BRABTIINEA B —T = A R EERTHEX. 7 7 40 b TDHCP 23MEH
SNFET, EAAMEZEDNNCTHENC, IPT7 FLAZHAT FLAICETTALERH Y £
T, FE, ROVICEBEAS VA —T oA A2HEHTLZENTEET, ETAMER A%
PG DHCP BR¥AR— bk Ed,

B8 HHIIZ

o TNA RINRT Y w7 IP T R AFE 721X FQDN RN 72 W54 Firewall Management Center
DT Y w7 IPT RLUZ/EQDN Z#%iE L (7= & 213, MW@ FRICHDGE) T
ANEHREHR A B TE D LI LET, [V ATL (Sysem) ]>[ERFE (Configuration) ]>
[RA—T v D) E— TR (Manager Remote Access) | #& M L TL 7Z2E 0y,

fIPT RLARET 74NV NP — T oA BT HEHEIIA —Y %~ b 1/1 FI® DHCP
v]j-wj{%o
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B ov7rsssEmLET A 0N (¥02yFTOEDI=LY)

ATy I

* OpenDNS /X7 U »» 7 DNS % —"—~DFR v NU—27 7 7 A, IPv4 : 208.67.220.220 %5

F1208.67.222.222, 1Pv6 : 2620:119:35::35, DHCP 7> 5 5 L 72 DNS I — S — 3 fli i &
NFE A

ROLHE IR T DUERH Y £7,

®1:¥04yF7OEC 3 =25 D FADN

FQDN

* cisco.com (%< @ FQDN)

* defenseorchestrator.com (%% < ® FQDN)

* defenseorchestrator.eu (EU D5, %< @ FQDN)

0.sourcefire.pool.ntp.org, 1.sourcefire.pool.ntp.org, 2.sourcefire.pool.ntp.org

1.200.159.162.in-addr.arpa

60.19.239.178.in-addr.arpa

connected.by.freedominter.net

time.cloudflare.com

udc.neo4j.org

VU TNFEGZEFEH L TT AL AZH)H TEMT 535551, Firewall Management Center & Cisco Security
Cloud Ziftier L £

Firewall Management Center />4 7 XA 7 B U 7 ¢ X7 DAL, £ % Y Firewall Management Center
% Cisco Security Cloud & AT HMEHH Y £,

[#%& (Integrations) ]>[Security Cloud Control] Z &R L £,

b) [Cisco Security Cloud®FH#h{l. (Enable Cisco Security Cloud) 1% 7 U v 7 LCHIDT Z oW 4 7 % B
X, Cisco Security Cloud 7 7 V> MZm 7 A4 L, RSl a— Rt LET,
COR=VBRRyTT v T 70y A—ICEoTTry 7 EN TRV L2l LTI ZE W, Cisco
Security Cloud 33 & U Security Cloud Control 7 7 7 o h & £ 125FFH TRWESIX, ZOFIEDEH
TEMTEET,

ZOEDOFEMIZ oW T, T [Cisco Secure Firewall Management Center 7 KX = A hL—3/3 >
HA K] @ [System Configuration] DEEZSM L TLZIW,

Firewall Management Center & Cisco Security Cloud & #tA L7 . Security Cloud Control (X4 > 7L
A @ Firewall Management Center % 4> 7" —7 4 > 7 L '£79, Security Cloud Control i, €1 ¥ v 57
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SUTFLESEBALET (A R0EM (tasyFInesa=yy) |

nEYa=27 EEESE L7204 X b VU IZ Firewall Management Center /% & L ¥, 7=
72 L. Security Cloud Control Z [H#f 3 5 /213 VD £ A, Security Cloud Control Z {19 % 35
&, % @ Firewall Management Center D78 — ~ME, 7 /314 ZADE AW, BHIIRT A ADER,
Firewall Management Center |2 BHEAT 1T Dz A7 V= 7 b DFKor, I L OV Firewall Management Center
DO AEBCRESNTWET,

) [BEu&yFrFubva="7Df%0Mt (Enable Zero-Touch Provisioning) | 234 /272> T H Z &
ZHER L ET,
d) [fR1F (Save) 127V v 7 LET,
RTFvT2 TARALAOVYTNAESEZRAELET,
cMHEFENH DGEIE. TV Y TAREDRR RSN TWNET,
VU TNAEFIE, OTVVICERENTHET,

e IV —)UIT VR ATE BH4A1E. FXOS T, show chassisdetail * A LFET, ELW U T
BT UTIL (SN) EREENAZ EICEBLTLZEW, PCBYVY ZIBESIIFEH L2V TL
X\, Firewall Threat Defense CLI T, PCB >V 7 /L& 5 % -~ show serial-number TiZ72< . show

Sru e

inventory # A7) L ¥, Firewall Threat Defense 2 % — k7 v A7 U7 N CRIEDKEHE AT L
T, ey Frabya=r7 2 LRV ERLTIEIN,

ATFv T3 LEDZMERLT, 77 AT U4 — VOR[N TETCND I EEMRLET,

®2:HE042yF FOEC 3=y EEHR (M) LED OB)E

M LED HL:L T7AT72+—ILDEREANT=
‘OERE (9:%)

kA TR K Cisco Cloud |28t S 4v, A > AR —{15:00 ~ 30:00
T AT DWEEINTECNET

TV = b F L DIZAR AT S| Cisco Cloud 12 T £¥ A TL | 15:00 ~ 30:00

(o 5 — 2 f) i

R TEAT IR — R 20:00 ~ 45:00

ATv T4 [T/IN4 R (Devices) 1> [T/\1 AEHE (DeviceManagement) [& 3R L £,
ATFw 75 BN (Add) ] Fuy X2 oo A=a—n6, [T/INA R (Device) | ##IR L £,
AT T6 [V TNESEMH (Use Serial Number) | %227 U2 L, [k~ (Next) 27 VU v/ LET,

| I747 97— Lor—JLEmesR ]
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6: TINA RDEFEHE

o Device registration method

Registration Key Serial Number

Register device using registration key Register one or more devices using the serial number (zero-touch provisioning)

AT9T1 A FRALVRETIE, ey 7 X0 UR NG [RAA Y (Domain) | 23RN L, [k~ (Next) ]
7V LET,
K7: KA

Add Device(s) ®

@ Device registration method

‘ Device registration method Serial Number

° Domain

Domain *

[GIobaI/Pubs ® v ]

Previous m

Cancel

ATy T8 [T AOHMFE (Initial device configuration) ] C. [JEA (Basic) | A7 Y a v R&Z %227 U w7 L
*7,

B o7 79— Lor—JLEme R
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ATvT9

SUTFLESEBALET (A R0EM (tasyFInesa=yy) |

8: TN ADMBRE R E

b)

¢)

Add Device (Wizard) ®

@ Device registration method

‘ Device registration method Serial Number
@ Management Center Role

‘ Management Primary manager

e Initial device configuration
Choose initial device configuration method
@ Basic O Device template
Apply basic configuration, including the access control policy.
Access Control Policy *
wfx_automatio... ® v +
Smart licensing

Performance tier (threat defense virtual only)

[FTDVSO - 10 Gbps v ]

Carrier
Malware Defense

IPS
URL Filtering

Ensure that your smart licensing account has the required licenses.

Transfer packet data as well as event data to the management center for inspection.

Eravious m

Cancel

Bakte 3 <IlT, T3 AZBBTDHRYO [T 78 A 2 ha—L R U 2 — (Access Control Policy) ]
PEIRT L0, HTLOWARY —%1Ek L ET,

TONA APRFIR LAY —IZilA LeWiga, BEITRRLET, ZoR#ESIIE, EEoER
NEZONET, & 2E, T4V AOR—F, TETLVOHIR, RvTEA 74 ORE.
ZOMOIERR I A/ ETY, ZOREOJRIRZMER Li-th, 731 AZFEETHELITVET,

TNA R T D [A~—FT7 A4 A (Smart licensing) | 74 B> A& EIRL £7,

TNA ABM LT, [ RTL (System) [>[F4 2R (Licenses) | >[RY— kT4 €U R
(Smart Licenses) | =Y b7 v A&xwM+TsrZ b TcEET,

[k~ (Next) 1227 U > 7 LET,

[T /34 2D (Device details) ] ZiE L F9,
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9: T8 RDEHE

Add Device (2]

\\'1 ) Device registration method

Device registration method Serial Number

( 2 Initial device configuration
‘ Access control policy wfx_automationPolicy123

e Device details

Configure the public IP address or FQDN for the Management Center, except in scenarios where the Threat Defense device is publicly reachable, running a
version earlier than 7.4, and is connected to the data interface. To configure the public IP address or FQDN, go to Configuration > Manager Remote Access.

Serial number Display name

| JAD25440DW1 | FTD

Device group

‘ Select.. v ‘

Set the device password
Enter a new password if you have not previously changed the device’s default password.

New password Confirm password

Skip this field if you already changed the password on the device. If you provide a new password in this case, registration will fail.

Previous

Cancel Add Device

a) [ U7 &5 (Serial number) 1122V 7 AFEFEANLET,

b) [#7~4 (Display name) ]|Z, Firewall Management Center (23K RT 24 H T2 AT L E T,

c) (EE) [T/ AZ)—7 (Device Group) | ZER L £,

d) TNRARNRRT—FERELFET,
DT NA ARKREDY . ETTHHA 2 A F— A OBEIE, I LWASRT — FERET 44
ERHVET, TTIERIA VL TRRAY=F2EELTWH 58I, 207 41—V NEZEADE
FIZLET, T LT, BEPERELET,

ATv 710 [AddDevicel Z7 V v 7 LE7,

Firewall Management Center /37 /NA AD/N— h B — N &8 L CGRIE A ML T 5 F T, &K 25000
LHENHY ET, BEPHEITDHE, TALARY X MIBEMSET,

NBA B —T 2 A AT Ry TF Ty a=rF 2EHAT 554G, Security Cloud Control |3 DDNS
TN F =L UTHREEL, UTFEFEITLET,

« [FMCPD % (FMCOnly) ] 5 &MH L T TDDNS 26 2hicLEd, 2ok, Eue¥yF>
Qg = TR ATORYR—FENET,

e AMEBIP 7 KL A% 7R A M4 serial-number.local (2~ v B 7 LET,
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«IP 7 KU RA/IEA N4~ » B 7 % Firewall Management Center ([ZH2fit L, ;R A M4 ZIELWIP 7 R
VAR CED L HITLET,

«DHCP V —ANEHENTZHE2 L, IP T FLUANET SN 7=8E12 Firewall Management Center (2
HWENLET,

BEHA LA =T oA ATERY v FFrYa =7 2HHT L84, DDNSIEHAR— LS EtA,
T NA ANEEEEG 2 BiAA T X B &L 91T, Firewall Management Center |3/37 U » 7 [ZBIZER[RETH D &
ERHY ET,

Security Cloud Control % 5| Z#t& DDNS 7' m /A X — L U THEHT 25 Z & b, # T Firewall Management
Center ® DDNS BEZBIDO T RULET L L b TEET,

FHIOESI=Z T FFRALEET/AA ZADEN

TNAAZADIP T FUAETIHRA M EREF—Z2HEH LT, FRITT 74T V4 —L %
Firewall Management Center (Z%¢6% L %97,

FIE

AT 71 Firewall Management Center (212 71 > L £ 77,
a) WO URL Z AN LET,

https://fmc_ip_address
b) —P—ZHLNRRAT—-REANLET,
c) [BmF A4y (Logln) 127 Vv 7 LET,
AT9 72 [TINA R (Devices) | >[T/34 REHE (Device Management) & 3R L £,

ATY T3 BN (Add) | Fey 7 XA o A=a—n5, [T34 A (Device) [T /34 A (7 4 H#—1F) (Device
(Wizard)) ] ZEIR L ET,
ATy T4 [T — (RegistraionKey) |27 U w27 L, [R~ (Next) ]2V v/ LET,
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10: T84 ADEEFHE
Add device

o Device registration method Device registration method

2 Device details

Registration key Serial number
Identify the same one-time registration key on the device and in Identify the device by serial number. On the device, you don't
the management center. have to configure anything (zero-touch provisioning).

Choose the initial device configuration method:

@ Basic

Apply basic configuration, including the access control policy.

() Device template

Preconfigure settings using a template. A compatible template must exist (either a default template or one you added) before continuing.

Saneel m

RT9TE v LT RALVRETIE, Fay 77X UA MDD [KAAL Y (Domain) | Z3&R L, [K~ (Next) 1%
707 LET,

B11: KA

Add Device(s) ®

@ Device registration method

‘ Device registration method Registration Key
e Domain

Domain *

[GIoba[/Pubs ® v ]

Pre‘Iious m

Cancel

B o7 79— Lor—JLEme R



| 27479+—Lor—JLEGesi
FHTOEva=vrEmALET A 20Em [

ATV T6 @HEOEBROBEII [T T4~V ~3%—% (Primary manager) 1 %27 U v 27 L, 2777 R{EHTE Firewall
Management Center CEHIL XN TWNDT A AOHAENT [DHTHEH~ 2 — % (Analytics-only manager) ] %
7y LET,

12 : Management Center O 0 — )L

Add Device (Wizard) ®

@ Device registration method
Device registration method Registration Key

e Management Center Role

@ Primary manager O Analytics-only manager (with Security Cloud Control)

You are using this management center for all policy configuration, logging, analytics, and upgrading.

Erovious m

Cancel

AT TT [T34 ZAOWWFEE (Initial Device Configuration) ] T, [JEA (Basic) ] #7 V v 7 LE9,
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13: TIN4 ZADAEAHRTE

Add Device (Wizard) ®

@ Device registration method

‘ Device registration method Registration Key
@ Management Center Role

‘ Management Primary manager

o Initial device configuration
Choose initial device configuration method
@ Basic O Device template
Apply basic configuration, including the access control policy.
Access Control Policy *
wfx_automatio... ® ~ +
Smart licensing

Performance tier (threat defense virtual only)

[FTDVSO -10 Gbps v ]

Carrier

Malware Defense

IPS
URL Filtering

Ensure that your smart licensing account has the required licenses.

Transfer packet data as well as event data to the management center for inspection.

frevious m

Cancel

a) BERERICT AN, RZEHTARVIO [T 7B A3 br—/LiR U 2 — (Access Control Policy) | % B4R
TH0 FLWARY —ZAERLET, AT OIUNERNDH D Z LD TN AE~ A XEHD
AU —NTTIZHILGEZRNT, [HTLWA YU > —DFERL (Create new policy) | #ER L, [TXT
DLNZ7 4y 7% 7my”7 (Blockalltraffic) | ##IRLET, B TCINELELELTCNT 7 4 v 7 &FF
ATLZ2enTEEY, 778X —LVORE] 2R LTIV,

b) TA RZH#EHT D [A~Y— KT A A (Smart Licensing) | 7 E AZTRLET,

[ R T L (System) 1>[T4 2R (Licenses) |>[ANY— kS 42X (Smart Licenses) ] ~2— 7>
O, TRAAZBMLIERICTA B AZEHAT L5 TEET (BF2T7 2747 UE—|
T7EAVPN 74 B REET)

¢) [k~ (Next) 127 U7 LET,
ATV T8 [T/ ZDFEM (Device details) ] #FEE L £,
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ATy

FHPIOECa VT EFERLET/NA ADEM .

14: T34 XD (Device Details)

Add Device (Wizard) ®

@ Device registration method

‘ Device registration method Registration Key
@ Management Center Role

‘ Management Primary manager
@ Initial device configuration

’ Access control policy wfx_automationPolicy123

o Device details
Host Display name *
[ 10.89.5.41 ] [ 3110-1 ]
Registration key * Device group
[ e ] [Se\ect... v ]
Unique NAT ID

[ 31101 ]

Note: Either Host or NAT ID is required.

Previous

Cancel Add Device

[RA K (Host) 1iZiL, BT NAADIPT RLAEIFARAMNEANLET, T4 2DIPT K
VAWM (NAT OE#ICH L5670 E) X, 207 4=V FEZEAOEEITLET,
[#7°4 (Display name) ] 7 4 —/V KiZ, Firewall Management Center CD 7 /31 ADEK R4 % ANTI L E
T ZOARNIEETEERA,
[k — (Registration key) ]1Z1, FIHIERIE & Al CBERF—2 AT L ET,

(&) T/ A% [T A7 )L—F (Device group) ] IZBEML £,
[~ EONATID (Unique NAT ID) Ji2i%, #WIsRE LR ID Z AL ET,
[/37 > hOliEE (Transfer Packets) | F = v 7Ry 7 A% A LT, BAALXRY RBRRETHZW
I, T APKRAED 721237 » b % Firewall Management Center (252635 X 912 L E 7,

RBAANR RN EIZ, TS AT AN MEREAXRFE NI T =L Ty REBREDTZDIC
Firewall Management Center |25 L9, ZOA T T a U EBHICLIELEE. A X2 MERTZ TN
Firewall Management Center (23515 S4L, /X7 v MIEGFE S NVER A,

[Add Device] 7 U v 7 LET,
Firewall Management Center 737 /XA AD/— kB — F & fifgg L CBE # ML 5 £ TS, mK200005

5

AR £, BENKDITEE, TS AN R MGBINERET, KRLEEEAIR, =79 —A vE—

UBRFRENET, T ZAOBREITKIE LG AT, ROBEH 2R LTI EEN,
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eping : T3 ADCLIWZT Z7®AL, ROz~ R&EMiH L T Firewall Management Center ® IP 7 K L/
AD ping & FITLET,

ping system ip_address

ping 3P L2 WA, shownetwork =~ > REH L TXy NV — VR ELHRLET, 754
ADIPT RVAEETT HXENH 554 1%, configurenetwork {ipv4|ipv6} manual =~ > K% {# ]
LET,

« BekF—. NATID, 3 J O Firewall Management Center IP 7 K L A : [ 5 DT /34 A Tl UGk —
EHEAL WA Z 2R L, AL TWAEAIINATID 2 H L T\ 5 Z L 28 LEd, configure
manager add =~ > REHEH LT, 7/5 A THEREF— L NATID 2% ETH I LN TEET,

NI TN a—T 4 T OFFMI OV TIL, https://cisco.com/go/fme-reg-error &S L TL 72X 0y,
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