TJ7ATO4A—ILDT— T ) & &%

T7AT A —INET—T N L, 7 7 A7 U4+ —/L% Firewall Management Center | Z 8§k L
i ‘ﬂ—o

T AT U= NDT—T NV (1 =)
« IR EDFELT (2 —)
» Firewall Management Center TD 7 7 A 7 U 4 —/L D&k (10 X—)

274 T 94— LDy —TILiES

Firewall Management Center Z BEH OEBL 1/1 A ¥ —T7 = A AR L E T, EFBR Y U —
7120, BHODDA L E—Fy hADT 7B ABKETYE, exiE, 7747 V4 —
HBEEZNM LT (e xiX, WERy NV —2IC8i T 52 L2k »CQ) By NUV—2 %A
YHE—Fy MIERTEET,

«SFP %A —H% 3 v b 1/SIZHY T EF, ZAULSFPEY 2— /L& ME L3 2 1-Gbps SFP
A—hTT,

FEARICOWTIE, N FU=TRETA FEZRLTIZIV,
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https://cisco.com/go/csf-200-install

TFATIF—LDr—I iR BE |
B ossco=s

Management 1/1

DHCP from mgmt nw
Ethernet 1/2-1/5 switch ports
Ethernet 1/1—— | |_ Console ports

00000000 [—]
CIScO
> O [EE!
® O 12v==2g

BHE O
(@)

G
=)

Internet

Modem
or router

Management
computer

Firewall Management Center

SFL e A = 4
PEAEEE DET
Cisco Secure Firewall Device Manager £ 721X CLIZHEHA LT, 774 7 U+ — /L OYFREEE
fTLET,
#EAEZZE : Firewall Device Manager

TONHEEFEHTDHE, T AT UGN ERGE LR, BHA X —T oA AT TRD
A B =T 2 ANERRESNET,

e f—HY v M1/1: THER) . DHCP O D IP 7 KL A, IPv6 HENERE
o ¢ [PN¥EB) . 192.168.95.1/24

e F 7 )L hb— bk AL X —T = A AT DHCP %41 L CTEUS

B o7 79— Lor—TJ LR EBR |
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#HEAERE : Firewall Device Manager .

o JBMNA > % —7 = A A : Firewall Device Manager 7> 5 DA ¥ — 7 = A AREILT TR
FanEd,

Mo E (NEO DHCP —_—, 772 arbo—L K — X254/ —07
L) IREINLER A,

FIE

ATYT1 A Ca—FaWNHA =7 oA ATHRLET,
AT w72 Firewall Device Manager |22 7' 1 > L7,

a) https://192.168.95. 134 £,
b) —WF—% admin £ T 7 /L bR T— K Admin123 2L T /4 LET,

o) —MBHKEFALTREL, HHFSRT—RELEHET L L9 ITRDENET,
ATFYT3 By T v 4 F—FREFEHALET,

GE)
EfE7ZRARN— FREIL, ET ML TRRY £,

a) IERA A —T oA REEHA X —T 2 AERELET,
R1:€4208—%Y bADT 7479+ —ILDES

Connect firewall to Internet

Trust Outbound Traffic Block all other traffic
This rule allows traffic to go from The default action blocks all other
inside to outside, which is needed traffic.

for the Smart License configuration.

Outside Interface Address

Connect Ethernet1/1 (Outside) to your ISP/WAN device, for example, your
cable modem or router. Then, configure the addresses for the outside interface.

Configure IPv4

Using DHCP

Configure IPv6

Using DHCP

NEXT Don't have internet connection?
Skip device setup
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https://192.168.95.1

TFATIF—LDr—I iR BE |
. AR : Firewall Device Manager

1. [NERA v X —7 A AT KL A (Outside Interface Address) ] : @ A HPEDFEEE FEL T\ 5
B, FIP T FLAEBRHLET, By N7 v 7O 4 —R&MH L TPPPoE 3% ET 52 &
ILTEERFAL, VP — FOETHIZ PPPOE #3XETX £ 7,

2. [EPA X —7 = A A (Management Interface) |: HEA L X —T = A AD P 7 KL ADOEREX
Ty T v T4 = RICEENEEADR, ROA T a v ERETEET, HUIPT RL A%
HEHTL2UERH LS. FIEAT v 74 =) Z2ZRLTIZSN,

[DNS#— 3 (DNSServers) |: A7 LAOEHT KL AH D DNS H—/, 7 7 4L KL OpenDNS
/X7 Y w7 DNS H—/3T9,

T7ATIA—ILDKRR L
b) [WEZIE%E (NTP) (Time Setting (NTP)) | Z#E L., [k~ (Next) 1227V v 27 LET,
X 2:B5ZIE%E (NTP)

Time Setting (NTP)

System Time: 11:56:20AM October 03 2024 -06:00

Time Zone for Scheduling Tasks

(UTC+00:00) UTC N

NTP Time Server

Default NTP Servers v
Server Name
0.sourcefire.pool.ntp.org

1.sourcefire.pool.ntp.org

2.sourcefire.pool.ntp.org

NEXT

c) [BEETIC 90 HEOFHLEAR % B4k (Start 90 day evaluation period without registration) ] % &R L %
hd‘o
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#HEAERE : Firewall Device Manager .

Register with Cisco Smart Software Manager

Register with Cisco Smart Software Manager to use the full functionality of this device and to apply
subscription licenses.

What is smart license? (3
O Continue with evaluation period: Start 90-day evaluation period without

registration
Recommended if device will be cloud managed. Learn More (2

Please make sure you register with Cisco before the evaluation period ends.
Otherwise you will not be able to make any changes to the device configuration.

Firewall Threat Defense % Smart Software Manager [Z %8k [L72\) T EE W, TXTOT A B R
Firewall Management CenterSecurity Cloud Control C34T X E 3,

d) [T (Finish) 1%227 VU > 7 LET,

RODARTYT
Q ><

The Device Is Up and Ready to Be Configured!

What's next?

Device will be Cloud Managed Standalone Device

@ Configure Interfaces E]

Connect inside ports to internal devices

@ Configure Policy 97

Manage traffic

GOT IT

e) [A¥ L F7 a7 /31 A (Standalone Device) ] Zi®IR L, [THE (Gotlt) ] ZiBINL £,

ATy 74 (EE) BEHALUH—T oA AIHMIPT RLAZHRELET, [T/34 A (Device) |>[A > F—T =LA
A (Interfaces) | DEIA L X —T = AR LTI &0,

ATY TS BINOA U H—T 2 ZERETDHHEIE, [T/ A (Device) [ZER L, [/ ¥ —7 = A A (Interface) ]
OV~ —ZbdrV 7527 ) v LET,

AT9 76 [TINA R (Device) 1> [P ATLEKTE (System Settings) | > [SEHFEIE (Central Management) | DJIEIZ%
R L. [Hi4T (Proceed) 1%~ V » 7 L T Firewall Management CenterSecurity Cloud Control [Z %6k L £,

T7AT 94— INDy—TILiEk & &%
I
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irewall Device Manager

[Management Center/SCC/Details] # 7% & L 7,
GF)

HUVR— g Tk,

a)

4: Management Center/SCC 0 F#

Management Center/SCC Details

Do you know the Management Center/SCC hostname or IP address?

@ Yes O No
Threat Defense Management Center/SCC
10.89.5.4 10.89.5.35

fe80::6a87:c6ff:fea6:5480/64

Management Center/SCC Hostname or IP Address

10.89.5.35

Management Center/SCC Registration Key

NAT ID

11204

Connectivity Configuration
Threat Defense Hostname

1120-4

DNS Server Group

CustomDNSServerGroup

Management Center/SCC Access Interface

management (Management1/1)

Type: Static IP Address: 10.89.5.4 / 255.255.255.192

TFATIF—LDr—I iR BE |

[sCC) DbV IT [CDOJ LFEREINDZENH Y £,

[Do you know the Management Center/SCC Hostnameor |P address] (Zxf L, IP 7 RL A E 72 iEHA A
4 %fdil L C Firewall Management Center (2 T & 5455 1% [Yes] 4. Firewall Management Center 73
NAT ORNRNZH D5, /X7 U v 7 IP T RV RAEIIHR A MR RWEGEIX[No) 27 U v 7 LET,
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ATy IT1

ATvT8

b)

d)

#HEAERE : Firewall Device Manager .

[Yes] &84k L7=35A1%. [Management Center/SCC Hostname/I P Address] (IZAJJ L E9,
[Management Center/SCC Registration Key] Zf5& L £,

ZOX—IE, 77 AT UA—/EEELT H & XT Firewall Management Center CHI5ET AR D 1 [H]
BRY OXERF—TT, BERF—1L2 ~36 LFTHOILERH Y T, AHRLTFITE. T (A~
Z. a~z, 0~9) . BXUONA T (1) ZeEnHY EF, Z@ID I, Firewall Management Center {Z %
T DEBDOT 7 AT VA — VIR TEET,

[NAT ID] #$5E L £,

Z ORI, Firewall Management Center CHEE T HIEED 1 BIRY OLFINTY, WG DT /A
ADIPT RUARDI > TWDHHATEH, NATID 245E 95 2 & 23 L £9, NATID i%2 ~ 36
LEFETHLMLEND Y £T, AR CFITE, 387 (A~Z, a~z, 0~9) . BEXUONA 7 () 7
ENHY E£3, ZDOIDIL, Firewall Management Center |2 &Gk DD 7 7 A 7 0 4 — VIZIIfH TT
TFEHA] , NATID X, ELWT AL ANSLDOHERTH D Z L 2HERTDHIZOICIP T FLA LA
AbhETHEASNET, IPT KL A/NATID OFRGEEIZOR, kX —0NF = v 7 ShEd,

[Hkc DX & (Connectivity Configuration) | Zi%E L £7,

a)
b)

¢)

[Threat Defense® 7 A t 44 (Threat Defense Hostname) ] Z#f57E L £,
[DNSH—/3—72" L —=" (DNS Server Group) ] Z5E L 7,

ZHUTT TICREL TWETH, BFEO 7 NV—TZRIRT 50, LW A—T%2ERLET, 77+
JL R ® DNS 7 /L— 7% CiscoUmbrellaDNSServer Group & FEIEAL, OpenDNS H— R—NE EE T,

[Management Center/SCC Access I nterface] T [Management Interfacel #7 V v 7 L9,

[#35 (Connect) 1 %27 VU v LET,

[BEk AT — 4 A (Registration Status) | %A 7 2 2778 v 77 A|Z, Firewall Management CenterSecurity Cloud
Control BELDHIED AT —Z ANFRINE T,

5: IEEES

Registration Status

ssful Connection with the

Succe

Management Center or CDO

You can now manage the threat defense using the management
center or CDO. You can no longer use the device manager to manage
the threat defense. See the threat defense getting
management center configuration gui

started guide (2,
2.or
CDO configuration guide [ to configure your device.

de

I747or—Lor—ILiEmeER ]
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II #MEASKE : cLl

ATvT9

AT — 4 AT C [Saving M anagement Center/ Registration Settings] ® TJIE% 9217 L 7= & Firewall Management
CenterSecurity Cloud Control IZBEI L. 77 A 7 7 4+ —/L % B L £7, Firewall Management Center ¢
T AT U —ADOFE (10 X—) #BRLTIEEN,

#HAERE : CLI

ATy I

ATy T2

CLIty N7y 7RZ7 U F 2R LT, BHAOEMIPT LA, ¥Y— b= A, BEOZED
oHARY NT— I H/EEZITVET,

FIE

oY —)LiIR— MZ#E%E L T Firewall Threat Defense CLI (27 7 7 A L £9°, Firewall Threat Defense CLI -~
DT 7 AEZRLTIEIN,

A LR —T A ZADREADCLIEY N T T 27 ) X E25E2T LET,

GE)
RERIZVT (Ez2iE, A A—VZ2HEERTDHIZEICEY) L&Y, CLI®y hT v 7 A7 T
MY IRT Z LI TEERA, L, ZRHDORET N TIL, #7226 CLI T configurenetwork =~ >
RZM#H L CEFT& £9, Cisco Secure Firewall Threat Defense =~ KU 77 LU A B L TLEE
AN

You must accept the EULA to continue.
Press <ENTER> to display the EULA:
Cisco General Terms

[...]
Please enter 'YES' or press <ENTER> to AGREE to the EULA:

System initialization in progress. Please stand by.

You must configure the network to continue.

Configure at least one of IPv4 or IPv6 unless managing via data interfaces.
Do you want to configure IPv4? (y/n) [y]:

Do you want to configure IPv6? (y/n) [y]l: n

HAFTVR : ZNHDXATDOT RLADL7 EH 120220 Ty EASTLET,

Configure IPv4 via DHCP or manually? (dhcp/manual) [manuall]:

Enter an IPv4 address for the management interface [192.168.45.61]: 10.89.5.17
Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.255.192

Enter the IPv4 default gateway for the management interface [data-interfaces]: 10.10.10.1

Enter a fully qualified hostname for this system [firepower]: 1010-3

Enter a comma-separated list of DNS servers or 'none' [208.67.222.222,208.67.220.220,2620:119:35::35]:
Enter a comma-separated list of search domains or 'none' []: cisco.com

If your networking information has changed, you will need to reconnect.

Disabling IPv6 configuration: managementO

Setting DNS servers: 208.67.222.222,208.67.220.220,2620:119:35::35

Setting DNS domains:cisco.com

B o7 79— Lor—TJ LR EBR
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ATvT3

agsz cu

Setting hostname as 1010-3

Setting static IPv4: 10.89.5.17 netmask: 255.255.255.192 gateway: data on managementO
Updating routing tables, please wait...

All configurations applied to the system. Took 3 Seconds.

Saving a copy of running network configuration to local disk.

For HTTP Proxy configuration, run 'configure network http-proxy'

Manage the device locally? (yes/no) [yes]: no

#4 & 2R : Firewall Management Center % i 1354515, no E AL E T,

Setting hostname as 1010-3

Setting static IPv4: 10.89.5.17 netmask: 255.255.255.192 gateway: data on managementO
Updating routing tables, please wait...

All configurations applied to the system. Took 3 Seconds.

Saving a copy of running network configuration to local disk.

For HTTP Proxy configuration, run 'configure network http-proxy'

Configuring firewall mode

Device is in OffBox mode - disabling/removing port 443 from iptables.
Update policy deployment information

- add device configuration

- add network discovery

- add system policy

You can register the sensor to a Firepower Management Center and use the
Firepower Management Center to manage it. Note that registering the sensor
to a Firepower Management Center disables on-sensor Firepower Services
management capabilities.

When registering the sensor to a Firepower Management Center, a unique
alphanumeric registration key is always required. In most cases, to register
a sensor to a Firepower Management Center, you must provide the hostname or
the IP address along with the registration key.

'configure manager add [hostname | ip address ] [registration key ]'

However, if the sensor and the Firepower Management Center are separated by a
NAT device, you must enter a unique NAT ID, along with the unique registration
key.

'configure manager add DONTRESOLVE [registration key ] [ NAT ID '

Later, using the web interface on the Firepower Management Center, you must
use the same registration key and, if necessary, the same NAT ID when you add
this sensor to the Firepower Management Center.

>

Firewall Management Center % f§7€ L £ 77,
configure manager add {hostname | IPv4_address| IPv6_address| DONTRESOLVE} reg key nat_id

« {hostname | IPv4_address | IPv6_address | DONTRESOLVE}— Firewall Management Center ¢ FQDN & 7=
IXIP 7 KL A% F5E L £ 7, Firewall Management Center % [H:7 N L A$FE T 2 W GA X,
DONTRESOLVE M L £9, ZOHAIE. 77 AT U —/Li3, BIEARERIP 7 F LA EITR
A NG EFFS TOWARENRNH Y 7,

» reg_key : Firewall Threat Defense % %k 7% & X (Z Firewall Management Center CH g E T HLED T
A A DBGRFX—ZHEELET, BRI —1E2~36 LFTHLIMNERNH Y £, AT, B
T (A~Z, a~z, 0~9) . BRUONA T2 () 2ERHY £,

I747 97— Lor—JLEmesR ]



TFATIF—LDr—I iR BE |
. Firewall Management Center TD 7 7 1 7+ — LD & §k

« nat_id : Firewall Management Center CTHfiET 5, fEET—ED 1 FERY OXFHNZHE L £, NAT
ID X2 ~36 LT THLHMBENRD Y £, AT, FHT (A~Z, a~z, 0~9) | BELUA
A7 (1) RENRHYEF, ZDID X, Firewall Management Center (28§93 DM DT /A 22 |3fE
HATEEEA,

1 -

> configure manager add fmc-1.example.com regk3y78 natid56
Manager successfully configured.

Firewall Management Center TD 7 7 1 7 )+ — L D&%

HABEM OB — & NATID 2 L7=FE Y n ey a = 7 & L T, Firewall
Management Center (27 /N1 A& B L E T,

7 7 A 7 U #—/)V% Firewall Management Center |Z &8k L £ 7,
Fig

AT 71 Firewall Management Center (212 71 > L7,

a) WO URL Z AN LET,

https://fmc_ip_address

b) Z—P—HLRRU—FKEANLET,

¢c) [mF A4y (Loglh) 127 Vv 7 LET,
AT9 T2 [TINA R (Devices) |>[T/31 REHE (DeviceManagement) | Z#34R L £,
ATFv 73 [BM (Add) | Ry FEZ o A=a—nb, [T/A4 A (Device) | ZEIN L £,
AT w74 [Registration Key]. [Basic]. [Next] DIEIZZ U v 7 LE7,
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Firewall Management Center TD 7 7 4 7 7+ — L D& .

6: T/ RDZERF %
Add device

o Device registration method Device registration method

2 Device details

Registration key Serial number
Identify the same one-time registration key on the device and in Identify the device by serial number. On the device, you don't
the management center. have to configure anything (zero-touch provisioning).

Choose the initial device configuration method:

@ Basic

Apply basic configuration, including the access control policy.

() Device template

Preconfigure settings using a template. A compatible template must exist (either a default template or one you added) before continuing.

Saneel m

AT TS TN ZAOFMERELTC[Next] 227 U7 LET,

T7A T I4—ILDT—T )L & B




TFATIF—LDr—I iR BE |
. Firewall Management Center TD 7 7 1 7 7 + — /LD &5}

7: TN ADEEH

Add device

@ Device registration method Device details

Domain *

© Dvevice details | [G\obal/Leaﬂ ® v]

Hostname or IP address

[ 10.89.5.41 ]

e.g. server.example.com or 192.168.1.1

Display name *

[ 3110-1 ]

Registration key *

Enter the same registration key you set on the
device. This key doesn’t have to be unique per
device. Use alphanumerical characters (A-Z, a-z, 0~
9) and the hyphen (-), between 2 and 36 characters.

Unique NATID ©®

[ 31101 ]

Enter the same NAT ID if you set one on the device.
This key needs to be unique per device. Use
alphanumerical characters (A-Z, a-z, 0-9) and the
hyphen (-), between 2 and 36 characters.

D Analytics-only management center

When using Security Cloud Control as your primary manager, you can use an On-Prem management center for analytics.

Cancel m

s [Domain] : v /L F KA A VEREEC, V—7 RAA VEBRIRLET,
« [Devicegroup] : Hi— KA A VEEE T, 7 /31 A% [Devicegroup] (281 L 7,

» [Hostnameor IPaddress] : i8I 27 /3 ADIP T RVAETZIFZHRA MEAN LET, T8 AD
IP7 FLARABRGEIL (NAT OBFRICHLLHERE) . ZOT7 44— FEZEMOEEICTLET,

+ [Display name] : Firewall Management Center (/"9 57 /A ADLHTZ AT LET, ZOAFNIEE
TEEHE A,

* [Registration key] : #I#ItERL & 7] C &gk —2 A LET,
* [Unique NAT ID] : #I#IEgE & [ Uikl + a2 A ) L £,

 [Analytics-only management center] : .

ATYT6 T AOYMREEITVET,
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Firewall Management Center TD 7 7 4 7 7+ — L D& .

8: TINA ADWHKTE
Add device

@ Device registration method Initial device configuration

Access control policy *

@ Device details [Default Access Control Policy ® v ] -+

Smart licensing
Ensure that your smart licensing account has the required licenses.

e Initial device configuration |

Is this device physical or virtual?

@ Physical device O Virtual device

License type Includes

Base firewall capabilities

Carrier GTP/GPRS, Diameter, SCTP, M3UA
IPS Intrusion Policy

Malware Defense File Policy

URL Filtering URL Reputation

RA VPN Premier ® v RA VPN

Transfer packets

For each intrusion event, the device sends event information and the packet that triggered the event to the management center for inspection. If
you disable it, only event information will be sent to the management center; the packet will not be sent.

Cancel Add device

(7RI bEr—/RY — (Access control policy) ] : BEREFIZT SA AT T aA T DHRMOR
Uo—2BRT 570 BILOARY =2 ERLES, BATIBENDL ZENDNR>TNDLHAS
~A RFHORY =T TICH L HAERE . (BN (Add) (T ZBRL, [TRTOBERFEET 2y
7 (Block all traffic) | Z®IRLET, B CINEELEL TN T 74 v 7 & THZENTEET,

s [Av— T ALY (Smartlicensing) |: 74 B AZERL T,
cCDTNARIIYEBERBDEL S5 TIH? : [WEET /34 A (Physical device) ]
[FAEADH AT (License Type) ]: 7 /3 RZEIN U THETA B ADE A T 5B LE

D
TN R EBIM LT,

o [N v b Dfinik (Transferpackets) 1: Z DA 7> a U EANITDHE. BAANRY F0EAET LW
W2y TNA APRAEDT= D237 » b % Firewall Management Center [Z#526 L 57,

BAAR N EIZ, T AZ, ANV MEBREAR M2 NI T—LTIEAT Y FEREDTZHIC
Firewall Management Center |Z25(5 L9, ZOA T T a VBRI LIESLEIE. A4 X0 MERZ TN
Firewall Management Center (2355 &L, /37 v MIEFEINERE A,

AT 71 [Adddevicel 7V v 7 LE7,
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. Firewall Management Center TD 7 7 1 7+ — LD & §k

Firewall Management Center 737 /NA AD/N— f B — N &g L CGRIE AWML T 5 F T2, K2 50000%
ENH 3, BEPEIITHE, TAALARY X MBS ET, RRLESGAE, =7 —RX vE—
VINFERENFET, T ADOBEMTKRIR L2 A1E, ROEBZHAL T ZI0,
eping : T/NA ADCLIWZT Z7EAL, RO~ R&E#HH L T Firewall Management Center @ IP 7 K L
A~D pll’lg %gﬂé{fi— Li‘j‘o
ping system ip_address
ping 3P L2 WA, shownetwork =~ > REMH L TXy NV =R ELHRLET, 754
ADIPT RVAZELTT H0ENH 585 1%, configurenetwork {ipv4|ipv6} manual =~ > K% {#
LET,

s BEkF—. NATID, I L\ Firewall Management Center IP 7 K LA : [{i 5 DT /34 A Cld] UGk —
EREHLTWDZ 2R L, AL TWDLAIINATID ZFEH L T\5 Z L 28 LE T, configure
manager add 2~ > REHH LT, T34 ATHEST—LE NATID 2R ETHZ ENTEET,

NI TN a—T 4 T OFEMIZ OV TIE, https:/cisco.com/go/fme-reg-error &= Z MR L T 7E S0y,
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