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Cisco Secure Firewall 200 (%, R ELS KON T Z o Falr— a VT ICERE Sz
ﬁﬁﬁ774771_w(MﬁW)%%%%@Li?o3VN7F@7¢—A7775WT\
BENOT A MIROEmONEF 2 Y T 4 LV TIUREREAREICL, Xy FU—27 v DT
BIFHEX 27 Chafb S o8k 2 EZ8L L £ 4, Cisco Secure Firewall 200 DF5f -

« 2 A 2@ Hybrid Mesh Firewall 7 —%7 7 F v %27 7 > F = v UFE TR
CALZFIA LI B LX) T 4R —2 4t

¢ SD-WANKERER A LT, T AU r—Ta v X7 p—< o 2%k L. [EHEEDOE = —
W7 7 R EFEH

e a2 NEWHOBRBEIZELEET U r— g v ba—F—pfl#El, RIS AT —
var, BEREX VT o HRE A TR

HHOEB R v kT — 2 T Cisco Secure Firewall Management Center # i/l L C7 7 4 7 7 + —
NEEBLET,

« T AT T —ILDOEFEOHAN (1 2—)

s A UAP—=NENTWSLT 7Y r— 3 (Firewall Threat Defense & 7213 ASA) DR
(3 =)

s Firewall Threat Defense CLI ~D7 7 & A (4 X—7)

e N—=Ua VOB EFHA A —T (58—)

c TA B ADESE (75—)

o (WHERLGE) 77AT VA —NVOERALT (8 X—)

TJ7A4T70+—ILOERDEA

VAT LADERIE. T7AT U —OFEICHDEIRA Y Lo THIBENET, BIRA
AL, VT MBRMERELET, UL, VAT LADTL—RAT LTy NE TR
R—FEN, VATLY 7727 BLIRT—ZOBHED Y 27 RSN E T,
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B o 7or—rozrorA

B

GCE) 7747 Ux—LEHCEEIT 25 & Z1X. Firewall Threat Defense D FJHI{LIZHKI 15 ~ 30 230>
MY E4,

1R BRI

T AT U A=k L TEEEOEWE N 2T 2 2 ENEE T (MEEEREE
(UPS) #3257 E) . HDOT Y v N UL EITORWTEINRKRDND & Ek&
T ANVAT AORGEESI SR T AR DV £3, Ny 7 VT RTIEHILEHEDO T
REANFETINTNWT, BhBKkbILE, VAT LETLV—RATIN Yy y NE TV TEE
A,

FIE

ATYT1 BRA—-FET 7 AT U+ —MIHR L, R MO LET,
ATYT2 vy —OHET, BRI — FICHET 28RN o2l L CERE A I LET,
B1:ERRE >

00000000

A
)

Power button

ATY T3 LED DBIED AT —F A &R L £7,

2:LED
@
Managed LED —>
o

System LED —» @&
Power LED —» &

« BIRLED : $ka CTHRAT L CWVBEGEIE. 77 A T VA —NVDOBEBRNA NI/ >TND I EE2EWRLE
_640

« AT A (S) LED : IROEHEEZZMRL T 7ZE& W,
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A VR M=ILENTWSBT7 T4 — 3> (Firewall Threat Defense F7=(% ASA) DHESE .

R1:DRTL (S) LED DEHE

LED D EE Bl TNNAZADEREANT-RDE
()
S SN B 01:00
FL o PBTEEAR (=7 — |[EINZKWLE L 01:00
RAE
R CTEAT T r— g rna— FER |15:00 ~ 30:00
F L=
AL UBETRET (=T —RE8) |77V r—varoa— Rk [15:00 ~ 30:00
mLELE

AR M=ILENTWSB T TY 45— 3> (FirewallThreat
Defense £ 7=1& ASA) DIEER

Firewall Threat Defense & ASA Ol 5 DOT ) rr—2a in, N—Ku=zT7 THHR—FENT
WET, IV bAR— MR L. HRFICA VA M= AL ESNTWDET S r—a U afk
WLET,

FIE

ATV T WIFNPOR— A THEHA L Tar Yy —bikR— MO LET,

K3:avy—J)LKR—+

RJ-45 console
USB-C console

AFv T2 CLIZa 7 " 2B LT, 77 A7 7+ —/LT Firewall Threat Defense F 7213 ASA N FE T IN TN HE
IINEHER L ET,
Firewall Threat Defense
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. Firewall Threat Defense CLI ~D7 ¥ X

ATvT3

Firewall Threat Defense CLI ~D 7 7 £ X

ATy T

FLeaanc |

Firepower = 274 o (FXOS) 7w U7 "RERRINET, v A LTH LWRRAY — REZREETIT,
Y22 N TEET, v /A V2R TTIHLENRD DHHE 1L, Firewall Threat Defense CLI ~D 7 7 2

Z (A=) ZBRL TSIV,
firepower login:

ASA
ASA 7u 7 W RERENET,

ciscoasa>

MEST=T7T 7V r— g UINETEN TV DAL, Cisco Secure Firewall ASA 33 & U8 Secure Firewall Threat

Defense ffA A =LA FEZZRL T ES W,

BEFTNI N T TINL a—F 4 T DEDICCLICT 7 B AT AUERLAEAERH Y F7,

FIE

WFNPDR— A T2 L Ta Y — /R — MM

4:a2J—J)LR—F

RJ-45 console
USB-C console

ATFY T2 FXOS 12 LE T, =—H—4%4 admin & XA U — K (F7 4/ MMEAdminl23) ZfEH L CCLIIica

AU LET, FIOTarl A Le&, RRAU—FEEETLLIRDOLNET,

firepower login: admin
Password: Adminl23

Successful login attempts for user 'admin' :

[...]

Hello admin. You must change your password.

Enter new password: ***kkkk*
Confirm new password: **xkkxkk*
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ATvT3

n—vavorpsas —ot |

Your password was updated successfully.

[...]

firepower#

Firewall Threat Defense CLI IZZEH L £,
GE)
Wt >~ N7 v 7T Firewall Device Manager % 9~ % 354 1%, Firewall Threat Defense CLI (27 2 & A L 7¢
WTLZEW (7782 T5HE, CLI®y b7 v 70 ENET) |
connect ftd
Firewall Threat Defense CLI (Z#]D CHERi T2 &, #IllE Y b T v 72 TIT 2o RkRDLNET,

51 -

firepower# connect ftd
>

Firewall Threat Defense CLI Z#& 7§ 51213, exit £7ziXlogout =~ > RZASLET, ZDa~vwr Rk
V. FX0S 7a > 7 MIREY £,

51

> exit
firepower#

N—2 3 VDWHERERA A -1k

ATy T

T7AT VA —NVERETDANIRGNN—=Ta Ve AA VA= VT 5T EaBEIOLET, Hl
DHEL LT, B#RIZT v 77— R T80 2 b TEETH, REZRFTL7 v 7
ZL— T, ZOFEZERNT 2L RN 560H 0 77,

ETTEHN—Tay

YI7hUxT Zyru— K RX=UD) ) —AFGZOMICH D, BOEOEPFNTND Gold
Star UV —RA%F(79 5 Z &2 BEID L ET, https://www.cisco.com/c/en/us/products/collateral/
security/firewalls/bulletin-c25-743178.html Tl I TWAH Y U —RIK 2SR T 52 L b TE
5

FIRr

WINNOR— " Z A TEFEAL oY —LR— MR L £,
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B —vacommemr—vit

ATy T2

ATvT3

5:a V=)L R—+

RJ-45 console
USB-C console

FXOS CLI C, FTHONR—Ya v E2F R LET,
scope ssa

show app-instance

11

Firepower# scope ssa
Firepower /ssa # show app-instance

Application Name Slot ID Admin State Operational State Running Version Startup Version Cluster Oper

State

ftd 1 Enabled Online 7.6.0.65 7.6.0.65 Not Applicable

HLWA—Ta v % VA M= T 55A1, ROFIEEETLET,
a) F7ANPTIE, FHALH—T = A AILDHCP 24 LE T, HHA 2 ¥ —7 = A ZTHHIP T F
LAERRET DLERD DAL, KOoavr REATLET,

scope fabric-interconnect a
set out-of-band static ip ip netmask netmask gw gateway
commit-buffer
b) FXOSDO T TNy a—TF 47 A4 RICREEENTHDEHA A =MD FIEEZFEITLET,

BHA L H =T 2 A AMBT JEATEDL == LA A=V &2y ru— NI L50ERD
nET,

T AT U+ —/VRHREN L7 5, FXOS CLIIZHERER L E7,
¢) FXOSCLI C, HHENRRAY—REHERETDHLIIROLNET,
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sqtrzonsE [

4t ADEF

TA AT, YATEFRERBEE NG T AN RAEMA LRI, Av—F YT hy=T
FGARL T TH T MY 7 SNTWET, Smart Software Manager (27 4 W 2 kA3
WEAIE, V2 E 7Yy LTHLWT ATy bERELET,

F72DOYA 1L, Smart Software Manager (Z Firewall Management Center % &k L £ 97, BEk&1T
2 121X, Smart Software Manager CHEk b — 7 VALK T HHLENRH D 4, FEMALFIRICDS
VWWCIE, Cisco Secure Firewall Management Center 7 KX =R hL— g v A FESRL TS
7ZEU,
Firewall Threat Defense (ZIZRD T A B A0nH Y £,
* Essentials : 20
« IPS
R Ay T |
«URL 74V %2 Y T
* Cisco Secure Client
1. BHETIA U AZEBNTEMEND DA 1%, Cisco Commerce Workspace T [T
F (Search All) 1 7 4 —/V R&EMEHLET,
6: 54 AREK

= v SearchAll.. Q

A Catalog Estimates Deals & Quotes Orders Subscriptions & Services Software

2. FA4AEBUAPID BB LET, LEARPIDICOWVWTIL, BIEHA RESRLTLIIEEN,
3. RS, [ E Y —E A (Products & Services) | Zi#IN L 97,

7: %8
e All Results
T Orders 6
[* Invoices 2
&, Software Subsc... 1

© Products & Ser... 1
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FLeaanc |

B w=use 57479+ —LoERsD

(WERIFE) 72747 04+—ILDOEIEA T

VAT LEMEYNCY vy N T H T ENEETY, BMICERT T V2K W2 EIRA
A FEMLIZVTEHE, BERRT ANV AT LAOBEELZGEE T ENHD £T, Ny
I 7Ty RTCIEFIZZHOTa v ANETINTEY, &7 7 7%\ 20 | EIRZ Yk
L7z TB8E, 77AT VANV ATLET L—AT NV ¥y NIV TEERA,

CLIICHIFTAT 747 74— ILOEIRDYIE

FIE

FXOSCLI T2 &, VAT AEZLRIIV Yy MU LTI 74T U4 —/VOEREZY)

WrexEd,

ATYT1 WTNDLDOR— 2 A TE2FEH L Tary ) —viR— MO L1,

K8:avy—ILKR—

RJ-45 console

USB-C console

2T w72 FXOSCLI Cu—h )LEME— NIIH L ET,

firepower # connect local-mgmt

ATFYT3 AT LEY Yy NE T LET,

firepower(local-mgmt) # shutdown

51

firepower (local-mgmt) # shutdown
This command will shutdown the system. Continue?
Please enter 'YES' or 'NO': yes

INIT:

Stopping Cisco Threat Defense...... ok

ARTFVTE T7 AT TH+—NDY ¥y NET VIV AT AT a Ly P eE=F—LET, vy NETURETT
LT T MRFRRENET,

System is stopped.
It is safe to power off now.
Do you want to reboot instead? [y/N]
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Firewall Management Center Z{ER L 7= 7 7 1 7 2 + — LD ER BT .

ATw TS BIEISUTERAAL v F 247120, BT 7 72K To vy — VN WEANCERZ B 442 &2
TEFET,

Firewall Management Center Z{EH L= 7 4 7V 4+ — LD ER I

Firewall Management Center /] L TV A7 AZWUNZ Vv v hF T LET,

FIR

RTYT1 74T U= Ny NI LET,
a) [T/ M R (Devices) |>[T/\1 REHE (Device Management) % %R L £7,
b) MEHENT L7 ZADOMIZH D [ (Edit) 1 (&) 227U v 7 LET,
c) [T/3 A (Device) | #7 %7 Vv LET,

d) [AT A (System) |87 v a v T[TFNAADY ¥ v F& 7> (ShutDownDevice) | (D) #27U »
7 LET,
) TRUTEIRERRINTED, TNAADY vy MU R LET,
RTFYT2 av V= NInE T 7 AT T4 —VCHER L TOWDHEAIE, 77 AT V=N Yy T T5HLEEIC
VATLATR T NEE=A—LET, VXY MU URETTLHE ROTu T ERFRINET,

System is stopped.
It is safe to power off now.
Do you want to reboot instead? [y/N]

g =BG L CODRWEEEIE, 3O TV AT ANY Yy N T LTI Z 2R L ET,

ATw T3 MBS U TCERAA vF 2471 L, BRT 7 72Ty vy —U B WERICERZ Y 442 &2
T&EFET,
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. Firewall Management Center Z A L =7 7 4 7V + — LD ERVIE
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TJ7ATO4A—ILDT— T ) & &%

T7AT A —INET—T N L, 7 7 A7 U4+ —/L% Firewall Management Center | Z 8§k L
i ‘a‘o

T TAT VA NDT =T (11 =)
s BIIROE DOELT (12 =)
» Firewall Management Center TD 7 7 A 7 U 4 —/L DXk (20 X—)

274 T 94— LDy —TILiES

Firewall Management Center Z BEH OEBL 1/1 A ¥ —T7 = A AR L E T, EFBR Y U —
7E, BHOIDDOAL v H—Fy h~DT IR ARKRETT, e ziE 7747 v+—b
HIKZ N LT (& X, WEbry N2 10852 L1k ~»0) Xy NU—T %A
YA =Xy MIHERTEET,

«SFP %A —H% 3 v b 1/SIZHY T EF, ZAULSFPEY 2— /L& ME L3 2 1-Gbps SFP
A—hTT,

FEMIZOWTIE, N—FY =7 RETA F2ZRLTIZS0,
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TFATIF—LDr—I iR BE |
B ossco=s

Management 1/1

DHCP from mgmt nw
Ethernet 1/2-1/5 switch ports
Ethernet 1/1—— | |_ Console ports

oﬂ ﬂnﬂ
@I]§@©

BHE O
(@)

G
=)

Internet

Modem
or router

Management
computer

Firewall Management Center

MEAEREDET

Clsco Secure Firewall Device Manager £ 721X CLIZEH LT, 774 7 U 4+ — /L ORI EE K
TLET,

#EAEZZE : Firewall Device Manager

TONHEEFEHTDHE, T AT UGN ERGE LR, BHA X —T oA AT TRD
A B =T 2 ANERRESNET,

e f—HY v M1/1: THER) . DHCP O D IP 7 KL A, IPv6 HENERE
o ¢ [PN¥EB) . 192.168.95.1/24

e F 7 )L hb— bk AL X —T = A AT DHCP %41 L CTEUS
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#HEAERE : Firewall Device Manager .

o JBMNA > % —7 = A A : Firewall Device Manager 7> 5 DA ¥ — 7 = A AREILT TR
FanEd,

Mo E (NEO DHCP —_—, 772 arbo—L K — X254/ —07
L) IREINLER A,

FIE

ATYT1 A Ca—FaWNHA =7 oA ATHRLET,
AT w72 Firewall Device Manager |22 7' 1 > L7,

a) https://192.168.95. 134 £,
b) —WF—% admin £ T 7 /L bR T— K Admin123 2L T /4 LET,

o) —MBHKEFALTREL, HHFSRT—RELEHET L L9 ITRDENET,
ATFYT3 By T v U4 —FREERLET,

GE)
EfE7ZRARN— FREIL, ET ML TRRY £,

a) AL H—T 2 AA REERA L H—T 2 A ZREHRELET,
B9: A VA=Y hADT 74 T o+ —ILDER

Connect firewall to Internet

Trust Outbound Traffic Block all other traffic
This rule allows traffic to go from The default action blocks all other
inside to outside, which is needed traffic.

for the Smart License configuration.

Outside Interface Address
Connect Ethernet1/1 (Outside) to your ISP/WAN device, for example, your
cable modem or router. Then, configure the addresses for the outside interface.

Configure IPv4

Using DHCP

Configure IPv6

Using DHCP

NEXT Don't have internet connection?
Skip device setup
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https://192.168.95.1

TFATIF—LDr—I iR BE |
. AR : Firewall Device Manager

1. [NERA v X —7 A AT KL A (Outside Interface Address) ] : @ A HPEDFEEE FEL T\ 5
B, FIP T FLAEBRHLET, By N7 v 7O 4 —R&MH L TPPPoE 3% ET 52 &
ILTEERFAL, VP — FOETHIZ PPPOE #3XETX £ 7,

2. [EPA X —7 = A A (Management Interface) |: HEA L X —T = A AD P 7 KL ADOEREX
Ty T v T4 = RICEENEEADR, ROA T a v ERETEET, HUIPT RL A%
HEHTL2UERHDHEE. FIEAT v 74 (153—=) 2ZRLTIEEN,

[DNS#— 3 (DNSServers) |: A7 LAOEHT KL AH D DNS H—/, 7 7 4L KL OpenDNS
/X7 Y w7 DNS H—/3T9,

T7AT7 04— ILDKRA L2

b) [RZla%E (NTP) (Time Setting (NTP)) | Z&XE L, [~ (Next) 1227V v 27 LET,

10: B5ZIE%%E (NTP)
Time Setting (NTP)

System Time: 11:56:20AM October 03 2024 -06:00

Time Zone for Scheduling Tasks

(UTC+00:00) UTC N

NTP Time Server

Default NTP Servers v
Server Name
0.sourcefire.pool.ntp.org

1.sourcefire.pool.ntp.org

2.sourcefire.pool.ntp.org

NEXT

c) [BEETIC 90 HEOFHLEAR % B4k (Start 90 day evaluation period without registration) ] % &R L %
hd‘o
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#HEAERE : Firewall Device Manager .

Register with Cisco Smart Software Manager

Register with Cisco Smart Software Manager to use the full functionality of this device and to apply
subscription licenses.

What is smart license? (3
O Continue with evaluation period: Start 90-day evaluation period without

registration
Recommended if device will be cloud managed. Learn More (2

Please make sure you register with Cisco before the evaluation period ends.
Otherwise you will not be able to make any changes to the device configuration.

Firewall Threat Defense % Smart Software Manager [Z %8k [L72\) T EE W, TXTOT A B R
Firewall Management CenterSecurity Cloud Control C34T X E 3,

d) [T (Finish) 1%227 VU > 7 LET,

M:RORTvT
Q X

The Device Is Up and Ready to Be Configured!

What's next?

Device will be Cloud Managed Standalone Device

@ Configure Interfaces E]

Connect inside ports to internal devices

@ Configure Policy 07

Manage traffic

GOT IT

e) [AX¥ L F7 a7 /34 A (Standalone Device) ] Z#iR L, [THE (Gotlt) ] Z®IRNL ET,

ATy 74 (EE) BEHALUH—T oA AIHMIPT RLAZHRELET, [T/34 A (Device) |>[A > F—T =LA
A (Interfaces) | DEIA L X —T = AR LTI &0,

ATY TS BINOA U H—T 2 ZERETDHHEIE, [T/ A (Device) [ZER L, [/ ¥ —7 = A A (Interface) ]
OV~ —ZbdrV 7527 ) v LET,

AT9 76 [TINA R (Device) 1> [P ATLEKTE (System Settings) | > [SEHFEIE (Central Management) | DJIEIZ%
R L. [Hi4T (Proceed) 1%~ V » 7 L T Firewall Management CenterSecurity Cloud Control [Z %6k L £,

Secure Firewall 200 Threat Defense R 2 — b7 v FH A K : O—H)LEE =R v k7 —% £ Firewall Management Center .
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. AR : Firewall Device Manager

[Management Center/SCC/Details] # 7% & L 7,

GE)
HWR—2 g ik, ISCCl o Vic ICDOY EERENDZENHY 77,

12 : Management Center/SCC 0D 4

Management Center/SCC Details

Do you know the Management Center/SCC hostname or IP address?

@ Yes (O nNo
Threat Defense Management Center/SCC
10.89.5.4 10.89.5.35

fe80::6a87:c6ff:fea6:5480/64

Management Center/SCC Hostname or IP Address

10.89.5.35

Management Center/SCC Registration Key

11204

Connectivity Configuration
Threat Defense Hostname

1120-4

DNS Server Group

CustomDNSServerGroup v

Management Center/SCC Access Interface

management (Management1/1) v

Type: Static IP Address: 10.89.5.4 / 255.255.255.192 Edit

a) [Do you know the M anagement Center/SCC Hostnameor IP address] (2%} L, IP 7 RV A E/=iIA A b
4 %fdil L C Firewall Management Center (2 T & 5455 1% [Yes] 4. Firewall Management Center 73
NAT ORNRNZH D5, /X7 U v 7 IP T RV RAEIIHR A MR RWEGEIX[No) 27 U v 7 LET,

. Secure Firewall 200 Threat Defense R 2 — b7 v FH 4 K : A—H)LEEXR v k7 —% £ Firewall Management Center
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#HEAERE : Firewall Device Manager .

b) [Yes] R L7=#4 1%, [Management Center/SCC Hostname/I P Address] (2 A L £,

¢) [Management Center/SCC Registration Key] Z#5& L £7-,
ZOX—IE, 77 AT UA—/EEELT H & XT Firewall Management Center CHI5ET AR D 1 [H]
RO OXFGRF—TT, BRI —I132 ~36 LFTHLUNEND Y £, AR CFITIE, T (A~
Z. a~z, 0~9) . BXUONA T (1) ZeEnHY EF, Z@ID I, Firewall Management Center {Z %
T DEBDOT 7 AT VA — VIR TEET,

d) [NATID] #fEL T,

Z ORI, Firewall Management Center CHEE T HIEED 1 BIRY OLFINTY, WG DT /A
ADIPT RUARDI > TWDHHATEH, NATID 245E 95 2 & 23 L £9, NATID i%2 ~ 36
LEFETHLMLEND Y £T, AR CFITE, 387 (A~Z, a~z, 0~9) . BEXUONA 7 () 7
ENHY E£3, ZDOIDIL, Firewall Management Center |2 &Gk DD 7 7 A 7 0 4 — VIZIIfH TT
TFEHA] , NATID X, ELWT AL ANSLDOHERTH D Z L 2HERTDHIZOICIP T FLA LA
AbhETHEASNET, IPT KL A/NATID OFRGEEIZOR, kX —0NF = v 7 ShEd,

ATy T T [#EEORE (Connectivity Configuration) | Z#% & L £9°,

a) [Threat Defense® 75 A b4 (Threat Defense Hostname) | Z457€ L £,
b) [DNSH—/3—27L—=7 (DNS Server Group) | #fiEL E7,

ZHUTT TICREL TWETH, BFEO 7 NV—TZRIRT 50, LW A—T%2ERLET, 77+
JL R ® DNS 7 /L— 7% CiscoUmbrellaDNSServer Group & FEIEAL, OpenDNS H— R—NE EE T,

¢) [Management Center/SCC AccessInterface] T [Management Interface] #2 U v 27 LE 7,
ATv T8 [ (Connect) 127V v7 LET,

[BEk AT — 4 A (Registration Status) | %A 7 2 2778 v 77 A|Z, Firewall Management CenterSecurity Cloud
Control BELDHIED AT —Z ANFRINE T,

13 IEH 6

Registration Status

-~ 1 >~ -~
sful Conne

ceec

Management Ce

You can now manage the threat defense using the management
center or CDO. You can no longer use the device manager to manage
the threat defense. See the threat defense gett started guide (2,
management center configuration gu 2.or
CDO configuration guide [ to configure your device.
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II #MEASKE : cLl

ATvT9

AT — 4 AT C [Saving M anagement Center/ Registration Settings] ® TJIE% 9217 L 7= & Firewall Management
CenterSecurity Cloud Control IZBEI L. 77 A 7 7 4+ —/L % B L £7, Firewall Management Center ¢
T AT UA—NLDOFKEE (20 —) FBRLTIEEN,

#HAERE : CLI

ATy I

ATy T2

CLIty N7y 7RZ7 U F 2R LT, BHAOEMIPT LA, ¥Y— b= A, BEOZED
oHARY NT— I H/EEZITVET,

FIE

oY —)LiIR— MZ#E%E L T Firewall Threat Defense CLI (27 7 7 A L £9°, Firewall Threat Defense CLI -~
DT 7R (4—=2) ZBRLTITEZSIN,

A LR —T A ZADREADCLIEY N T T 27 ) X E25E2T LET,

GE)
RERIZVT (Ez2iE, A A—VZ2HEERTDHIZEICEY) L&Y, CLI®y hT v 7 A7 T
MY IRT Z LI TEERA, L, ZRHDORET N TIL, #7226 CLI T configurenetwork =~ >
RZM#H L CEFT& £9, Cisco Secure Firewall Threat Defense =~ KU 77 LU A B L TLEE
AN

You must accept the EULA to continue.
Press <ENTER> to display the EULA:
Cisco General Terms

[...]
Please enter 'YES' or press <ENTER> to AGREE to the EULA:

System initialization in progress. Please stand by.

You must configure the network to continue.

Configure at least one of IPv4 or IPv6 unless managing via data interfaces.
Do you want to configure IPv4? (y/n) [y]:

Do you want to configure IPv6? (y/n) [y]l: n

HAFTVR : ZNHDXATDOT RLADL7 EH 120220 Ty EASTLET,

Configure IPv4 via DHCP or manually? (dhcp/manual) [manuall]:

Enter an IPv4 address for the management interface [192.168.45.61]: 10.89.5.17
Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.255.192

Enter the IPv4 default gateway for the management interface [data-interfaces]: 10.10.10.1

Enter a fully qualified hostname for this system [firepower]: 1010-3

Enter a comma-separated list of DNS servers or 'none' [208.67.222.222,208.67.220.220,2620:119:35::35]:
Enter a comma-separated list of search domains or 'none' []: cisco.com

If your networking information has changed, you will need to reconnect.

Disabling IPv6 configuration: managementO

Setting DNS servers: 208.67.222.222,208.67.220.220,2620:119:35::35

Setting DNS domains:cisco.com
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ATvT3

agsz cu

Setting hostname as 1010-3

Setting static IPv4: 10.89.5.17 netmask: 255.255.255.192 gateway: data on managementO
Updating routing tables, please wait...

All configurations applied to the system. Took 3 Seconds.

Saving a copy of running network configuration to local disk.

For HTTP Proxy configuration, run 'configure network http-proxy'

Manage the device locally? (yes/no) [yes]: no

#4 & 2R : Firewall Management Center % i 1354515, no E AL E T,

Setting hostname as 1010-3

Setting static IPv4: 10.89.5.17 netmask: 255.255.255.192 gateway: data on managementO
Updating routing tables, please wait...

All configurations applied to the system. Took 3 Seconds.

Saving a copy of running network configuration to local disk.

For HTTP Proxy configuration, run 'configure network http-proxy'

Configuring firewall mode

Device is in OffBox mode - disabling/removing port 443 from iptables.
Update policy deployment information

- add device configuration

- add network discovery

- add system policy

You can register the sensor to a Firepower Management Center and use the
Firepower Management Center to manage it. Note that registering the sensor
to a Firepower Management Center disables on-sensor Firepower Services
management capabilities.

When registering the sensor to a Firepower Management Center, a unique
alphanumeric registration key is always required. In most cases, to register
a sensor to a Firepower Management Center, you must provide the hostname or
the IP address along with the registration key.

'configure manager add [hostname | ip address ] [registration key ]'

However, if the sensor and the Firepower Management Center are separated by a
NAT device, you must enter a unique NAT ID, along with the unique registration
key.

'configure manager add DONTRESOLVE [registration key ] [ NAT ID '

Later, using the web interface on the Firepower Management Center, you must
use the same registration key and, if necessary, the same NAT ID when you add
this sensor to the Firepower Management Center.

>

Firewall Management Center % f§7€ L £ 77,
configure manager add {hostname | IPv4_address| IPv6_address| DONTRESOLVE} reg key nat_id

« {hostname | IPv4_address | IPv6_address | DONTRESOLVE}— Firewall Management Center ¢ FQDN & 7=
IXIP 7 KL A %457 L £3, Firewall Management Center % [EL#7 R L Af5E TE W EA T,
DONTRESOLVE Zff L £¥. ZOHAIE. 774 T U4 —/A0, BIEARERIP T N LA EITR
A MRS TWDRERH Y 7,

» reg_key : Firewall Threat Defense % %k 7% & X (Z Firewall Management Center CH g E T HLED T
A A DBGRFX—ZHEELET, BRI —1E2~36 LFTHLIMNERNH Y £, AT, B
T (A~Z, a~z, 0~9) . BRUONA T2 () 2ERHY £,
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. Firewall Management Center TD 7 7 1 7+ — LD & §k

« nat_id : Firewall Management Center CTHfiET 5, fEET—ED 1 FERY OXFHNZHE L £, NAT
ID X2 ~36 LT THLHMBENRD Y £, AT, FHT (A~Z, a~z, 0~9) | BELUA
A7 (1) RENRHYEF, ZDID X, Firewall Management Center (28§93 DM DT /A 22 |3fE
HATEEEA,

1 -

> configure manager add fmc-1.example.com regk3y78 natid56
Manager successfully configured.

Firewall Management Center TD 7 7 1 7 )+ — L D&%

HABEM OB — & NATID 2 L7=FE Y n ey a = 7 & L T, Firewall
Management Center (27 /N1 A& B L E T,

7 7 A 7 U #—/)V% Firewall Management Center |Z &8k L £ 7,
Fig

AT 71 Firewall Management Center (212 71 > L7,

a) WO URL Z AN LET,

https://fmc_ip_address

b) Z—P—HLRRU—FKEANLET,

¢c) [mF A4y (Loglh) 127 Vv 7 LET,
AT9 T2 [TINA R (Devices) |>[T/31 REHE (DeviceManagement) | Z#34R L £,
ATFv 73 [BM (Add) | Ry FEZ o A=a—nb, [T/A4 A (Device) | ZEIN L £,
AT w74 [Registration Key]. [Basic]. [Next] DIEIZZ U v 7 LE7,
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Firewall Management Center TD 7 7 4 7 7+ — L D& .

14: T84 ADEEFHE
Add device

o Device registration method Device registration method

2 Device details Registration key

Identify the same one-time registration key on the device and in
the managemenl center.

Choose the initial device configuration method:

@ Basic

Apply basic configuration, including the access control policy.

() Device template

Serial number
Identify the device by serial number. On the device, you don't
have to configure anything (zero-touch provisioning).

Preconfigure settings using a template. A compatible template must exist (either a default template or one you added) before continuing.

Cancel

AT TS TN ZAOFMERELTC[Next] 227 U7 LET,
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15: T/ ADEEH
Add device

@ Device registration method Device details

Domain *

© Dvevice details | [G\obal/Leaﬂ ® v]

Hostname or IP address

[ 10.89.5.41 ]

e.g. server.example.com or 192.168.1.1

Display name *
[ 3110-1 J

Registration key *

Enter the same registration key you set on the
device. This key doesn’t have to be unique per
device. Use alphanumerical characters (A-Z, a-z, 0-
9) and the hyphen (-), between 2 and 36 characters.

Unique NATID ©®

[ 31101 ]

Enter the same NAT ID if you set one on the device.
This key needs to be unique per device. Use
alphanumerical characters (A-Z, a-z, 0-9) and the
hyphen (-), between 2 and 36 characters.

D Analytics-only management center

When using Security Cloud Control as your primary manager, you can use an On-Prem management center for analytics.

Cancel m

s [Domain] : ¥/ F RAAL VEREET, V—7 RAAL VU ERINLET,
« [Devicegroup] : Hi— KA A VEEE T, 7 /31 A% [Devicegroup] (281 L 7,

» [Hostnameor IPaddress] : i8I 27 /3 ADIP T RVAETZIFZHRA MEAN LET, T8 AD
IP7 FLARABRGEIL (NAT OBFRICHLLHERE) . ZOT7 44— FEZEMOEEICTLET,

+ [Display name] : Firewall Management Center (/"9 57 /A ADLHTZ AT LET, ZOAFNIEE
TEEHE A,

* [Registration key] : #I#ItERL & 7] C &gk —2 A LET,
* [Unique NAT ID] : #I#IEgE & [ Uikl + a2 A ) L £,

* [Analytics-only management center] : .

ATYT6 T AOYMREEITVET,
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Firewall Management Center TD 7 7 4 7 7+ — L D& .

X 16: T/ 14 A DHHAKRE
Add device

@ Device registration method Initial device configuration

Access control policy *

@ Device details [Default Access Control Policy ® v ] -+

e Initial device configuration . "
Smart licensing

Ensure that your smart licensing account has the required licenses.

Is this device physical or virtual?

@ Physical device O Virtual device

License type Includes

Base firewall capabilities

Carrier GTP/GPRS, Diameter, SCTP, M3UA
IPS Intrusion Policy

Malware Defense File Policy

URL Filtering URL Reputation

RA VPN Premier ® v RA VPN

Transfer packets

For each intrusion event, the device sends event information and the packet that triggered the event to the management center for inspection. If
you disable it, only event information will be sent to the management center; the packet will not be sent.

Cancel Add device

(7RI bEr—/RY — (Access control policy) ] : BEREFIZT SA AT T aA T DHRMOR
Uo—2BRT 570 BILOARY =2 ERLES, BATIBENDL ZENDNR>TNDLHAS
VA RFHORY =BT T HHAEIRE | (BN (AdD) J(HZBRL, [TRTOBFEE7 0y
7 (Block all traffic) | Z®IRLET, B CINEELEL TN T 74 v 7 & THZENTEET,

s [Av— T ALY (Smartlicensing) |: 74 B AZERL T,
cCDTNARIIYEBERBDEL S5 TIH? : [WEET /34 A (Physical device) ]
[FAEADH AT (License Type) ]: 7 /3 RZEIN U THETA B ADE A T 5B LE

D
TN R EBIM LT,

o [N v b Dfinik (Transferpackets) 1: Z DA 7> a U EANITDHE. BAANRY F0EAET LW
W2y TNA APRAEDT= D237 » b % Firewall Management Center [Z#526 L 57,

BAAR N EIZ, T AZ, ANV MEBREAR M2 NI T—LTIEAT Y FEREDTZHIC
Firewall Management Center |Z25(5 L9, ZOA T T a VBRI LIESLEIE. A4 X0 MERZ TN
Firewall Management Center (2355 &L, /37 v MIEFEINERE A,

AT 71 [Adddevicel 7V v 7 LE7,

Secure Firewall 200 Threat Defense R 2 — b7 v FH A K : O—H)LEE =R v k7 —% £ Firewall Management Center .



TFATIF—LDr—I iR BE |
. Firewall Management Center TD 7 7 1 7+ — LD & §k

Firewall Management Center 737 /NA AD/N— f B — N &g L CGRIE AWML T 5 F T2, K2 50000%
ENH 3, BEPEIITHE, TAALARY X MBS ET, RRLESGAE, =7 —RX vE—
VINFERENFET, T ADOBEMTKRIR L2 A1E, ROEBZHAL T ZI0,

eping : T/NA ADCLIWZT Z7EAL, RO~ R&E#HH L T Firewall Management Center @ IP 7 K L

A~D pll’lg %gﬂé{fi— Li‘j‘o

ping system ip_address

ping 3P L2 WA, shownetwork =~ > REMH L TXy NV =R ELHRLET, 754

ADIPT RVAZELTT H0ENH 585 1%, configurenetwork {ipv4|ipv6} manual =~ > K% {#

LET,

s BEkF—. NATID, I L\ Firewall Management Center IP 7 K LA : [{i 5 DT /34 A Cld] UGk —
EREHLTWDZ 2R L, AL TWDLAIINATID ZFEH L T\5 Z L 28 LE T, configure
manager add 2~ > REHH LT, T34 ATHEST—LE NATID 2R ETHZ ENTEET,

NI TN a—T 4 T OFEMIZ OV TIE, https:/cisco.com/go/fme-reg-error &= Z MR L T 7E S0y,
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AR S —DHE

ROBELMEN L TEANREF 2T AR —2RELET,

A v A =T 2 f ALHNHA L H—T AR N A o H—T = RZAXT 7 IP
T RLURZEO YT, AL X —T = A AT DHCP 2 L ¥4,

«DHCPH#—1_— : 7 IA T FONEA v F—7 =2 A ATDHCP Y —"—ZFEH L £7,
e T 7 F VI —bk A H—T 2 A AN LTT 73 bb— b EBEMLET,
*NAT : SMEfA v X —T =2 A TA L H—T A APAT ZHH L £,
T AT Fa—)L NEHNOLHEE~DNT T (v 7 E2FRLET,
X2 VT 4R = WA~ A ALTC, LVEERREZGEODLZLHLTEET,
s f B =T 2 ADFEE (25 =)
¢« DHCP #r— \—D}E (32 2—7)
o T 7 /L hL— hOBEM (33 2—Y)
* NAT OFFE (36 —)
T AaL ha—)L)L—)LDOERTE (40 X—)
s RTEEERTD (43 —)

A1 23—T x4 ADEKTE
HIHARE EIZ CLI Z {3 5 1X1> U |Z Firewall Device Manager i fl 3~ 23546, RO A X —
7 = A ANHEARE SIVET,
A —HFy 11 B . DHCP 226D IP 7 F LA IPv6 HENRE
« VLANI : [TPN¥E) | 192.168.95.1/24

«F 7 F )L hL— b AN A B —T = A AT DHCP 4 L CHES

Firewall Management Center |Z%§% 9~ % Hij(Z Firewall Device Manager W CiB DA % —7 = A
AEROREZFAT LG, TOREFIRFINET,
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#2xKY v—oFE |

HIEENS CLL 2 L7236 73 ZAOFEREREIZH D A,

ELLDO%E D, 7A4z@%ﬁ&_km@4/& T2 A AREEFITTHLERDHY F
9, CLIZ X 2 W% Alx., WEBAA v F AR — D VLANL A »Z—7 = A A& BT
LHUENDHY ET, EJJH(D Eﬂi MBS L TCAAL v T R— T 7 AT T —V A
H—=T oA AIEB L, AV F—T 2 A A2 X2 VT4 =BV YTT, IPT KL A%
ETELET,

WOFITIE, DHCPIC LA AXT 4 v 7T KL AL L—FT v RE— ROHWEA v H—T = A A
ZfiH LT (Ethernetl/l) . L—F v RE— RONEA X —7 =1 A (VLAN1) ZHELF
T, £72. N Web b —_X—HDODMZ A > F—7 =4 A LBIMLET,

ATYF1 [T314 A (Devices) . [T /31 AEH (Device Management) ] DJEIZEIN L, T34 2D [#iE (Edit) ]
@) #27Vvyr7LET, >

AT T2 [A % —7 A A (Interfaces) |27 U7 LET,
B17: 43— (4R

Routing  Interfaces  InlineSets DHCP  VTEP  SNMP

m Virtual Tunnels Q search by name ] [ Sync Device ] [ Add Interfaces v ]
Interf: Logical Name Type Security Zones  MAC Address (Active/Standby) IP Address Path Monitorin PortMode ~ VLAN Usage SwitchPo Virtual Router
[@ Management1/1 management Physical Disabled Global Q<
Ethernet1/1 outside Physical  outside 10.89.5.29/256.255.255192(...  Disabled QB  Global o
Ethernet1/2 Physical Disabled Access 1 [ o] 4
Ethernet1/3 Physical Disabled Access 1 [ o] o
Ethernet1/4 Physical Disabled Access 1 [ o] &

AT W T3 FIMHREIC CLL 2 L=sald, A4 v FR—F2HNLET,
a) AA vFR—bD[HE (Edit) | (&) #27Vv7 LET,
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18: 24 v FHR— FDEIE

Edit Physical Interface

General Hardware Configuration

Interface ID:
1
Ethernet1/2

1 4 Enabled

Description:

| ]

Port Mode:

Access v

Protected:

O

b) [A%) (Enabled) | F=v 7Ry 7 A%F NI LT, A F—T A Z2HMELET,

¢) (EE) VLANID Z2ZEHLET, T 74/ ME1TT, ®IZ, ZOIDIZ—T 25D VLAN A > ¥ —
T x A AZBMLET,

d [OK] %7V v LET,

ATy T4 TR VLAN A v 2 —7 = A Z%BM (£7-136mE) LET,

a) [M23—T7 x4 ZXDEM (AddInterfaces) ]>[VLANA 42— 4 X (VLANInterface) 147 U v
JLET, TOAEF =T oA ANTTIMHET HHEEIL. A ¥ —7 =1 2D [fatk (Edit) ] (&)
7 Vv LET,
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b)

d)

f)

19:VIAN A V32 —7 =4 ADEM

Add VLAN Interface
General IPv4 IPv6 Advanced

Name:

inside

¥4 Enabled
Description:

B )

’ Mode:
[ None v ]

ecurity Zone:

’ linside_zone ¥
MTU:

- [s00 ]

(64 - 9198)

| Priority:

(0 - 65535)

VLAN ID *:

| Disable Forwarding
on Interface Vlan:

| [None V]

Associated Interface Port Mo...

[E¥= VYT 4 —> (SecurityZone) | K v 77 URXNPLBEGFONT X2 YT 4V — 2 %k

W20, HHl (New) 1227 U vy 7 LTHLOEF=2 YT 4V —ABMLET,

7= & 21X, insde zone WO ARITO Y — v EBIMLET, Y—rF @I/ A—TICE SN TEx 2V

TARY =2 LET,

VLAN] DHEFTBRESNTWAES, TN6D T 4 —/L ROEY OEITL 7> a T,

48 LFF T [4HT (Name) ]2 AN LFET,

Lz A X —T x4 AT indde E VO &4RTEITET,

[F%) (Enabled) | T =27 HRy I A% A4 N2 LET,

[£—F (Mode) 11E[Z2L (None) JICR¥ELI-EFICLET,

[VLANID] % 1 IZf% & L £,
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FI7 x4 N T, TRTDOAAL v FAR— MIVLAN LIZHRESNET, 22 THIO VLANID % %R -4
HEENE. LW VLANID OFAA v FR— N EHETILHERNH Y £,

AHE—T 24 AERF L%, VLANID A ET 52 L3 T FEHA, 22 TOVLANID &,
FAEND VLAN & 7 EBENDA o Z—T =4 A 1ID O )7 TI,

g) [IPv4] Z 7, [IPv6] ¥ 7, ETIXl DL T%2 7Y v 7 LET,

s[IPv4] : Ry T X T URRNG [AXT 4 v 7IPEMiHT % (Use StaticIP) [ #ER L, IP 7
RLVALEH TRy NSRRI BAT v 2R TANLET,

7= & 21X, 192.168.1.56/24 & AJ1LF T,
E20:REBIPT KL ADERE

Add VLAN Interface

General IPv4 IPv6 Advanced

IP Type:

[ Use Static IP v ]
IP Address:

[ 192.168.1.56/24 ]

eg. 192.0.2.1/255.255.255.128 or 192.0.2.1/25

s [IPv6] : A7 — F L AHBERE DAL [HEEE (Autoconfiguration) | F = v 7Ry 7 A% A4
ZLET,

h)y [OK]ZZ7 VU vZ7 LET,
ATy 5 HEHICHE T % Ethernetl/1 DO[#FE (Edit) ] (£) 227V v 27 LEd,
[&#% (General) | X—YNFREINET,

Secure Firewall 200 Threat Defense R 2 — b7 v FH A K : O—H)LEE =R v k7 —% £ Firewall Management Center .



#2RRY o—nEE |

B sz 1z08%

(= 21: —#%

Edit Physical Interface

General IPv4 IPv6 Path Monitoring Harc

Name:
outside

Description:

[ |

Mode:

(ens 5

ecu one:

[ outside_zone| v ]

Interface ID:

Ethernet1/1

MTU:

(1500 )

(64 - 9198)

Priority:
[ 0 ] (0 - 65535)

Propagate Security Group Tag: D
NVE Only:

O

a) [EX=VU7 1Y —r (SecurityZone) | Ky X7 U R RNPLEBEFONTEX 2T 4V — 0 &%
RT 20, [l New) 1227 Vv 7 LTHLWEF 2T 4V = ZBMLET,

7=t 21X, Toutside zone] &WHARIDY — L EHBIMLET,

VLANI DZHFRIRE SN TWDOEE, ThbD7 ¢ —)L ROFKY OEITAT > 3 T,
b) 48 LFFETO [£4HT (Name) | Z AT LET,

el X, A H—T A AT Toutside] &\W\HARTEFHTET,

¢) [A%) (Enabled) | F =y 7Ry 7 A4 I LET,
d) [F—F (Mode) JiZ[7/eL (None) JIZFZEL-FFIZLET,
e) [IPv4] X7, [IPv6] ¥ 7, Il DX 7% 7 ) v 7 LET,
* [IPv4] : [DHCPDfEF] (Use DHCP) ] #ER L, IROA T v a v DNRT A= 2B ELET,

« [DHCP #fiHl L CT7 7 4L b /b— k% HifF (Obtain default route using DHCP) ] : DHCP #—
N=InBT 74/ h — b Z2RGLET,
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AV8—T 14 RADEE .

« [DHCP/L— h A ~ U w27 (DHCProutemetric) ]: 7 R =AML —T 47 T 4 AKX A&
BLIEA— MBS TET (1~255) ., FEHLIEA—b DT 74V FDOT RI=A ML —
FAT T4 AR AT TT,

H22: 588 IP7 K L ADERE

Edit Physical Interface

General IPv4 IPv6 Path Monitoring

IP Type:

[ Use DHCP v ]
Obtain default route
using DHCP:

DHCP route metric:

o |

« [IPv6] : A7 — F L AHBEREDG AL [HEEXE (Autoconfiguration) | F = v 7Ry 7 A% A4
ZLET,

) [OK]&=Z7VUwvZr LET,
ATYT6 L ziE, Webh—"—% KA ITHLIICDMZA v ¥ —T = AEHRTELET,

a) DMZIZERHT DAL v TFR— MDA, v FHR— NE— %, [AA v FHR— | (SwitchPort) ]F|D R
ABET V7 LTHENZT DL, B (=) EFRREINET,

b) 41U F—T=AAD[fEE (Bdit) ] (&) 27V vr LET,

c) [BEXx=VUTF Y —> (SecurityZone) | Ka v 77X JANNOEFODMZ X2 U7 4V —2 %
BT 50, [H New) 1227V w7 LTHLWEXF2 ) T4y —0Z2BMLET,
7oL 21X, dmz_zone & W HARID Y — 2 ZBIMLE T,

d) 48 XFETO 4T (Name) |2 AN LET,
e zIE AV F—T oA AT dmz LW D LTRSS ET,

e) [H%) (Enabled) | T =v /Ry 7 A4 NI LET,
f) [F—F (Mode) 11X[72L (None) JIZRELZEFIZLET,
g) MEILU T, [IPv4] ¥ 7 L [IPV6] ¥ 7 OWT I EIEW a2 7 Vw7 L, IPT RLAZRHELE

TO

hy [OK]%27 VU vyZ7 LET,
ATy T [-1F (Save) 1227V w7 LET,

Secure Firewall 200 Threat Defense R 2 — b7 v FH A K : O—H)LEE =R v k7 —% £ Firewall Management Center .



#2RRY o—nEE |
B oucry——omE

> =L

DHCP H—/\—MDxXTE
7747 NCDHCP LTI 7 A7 UA—ANHIP T FLAZEUGT AL 012758
&%, DHCP y—_—%2HFH L ET,

FIE

ATY T [T31 A (Devices) 1. [T /31 AEH (Device Management) ] DJEIZEIR L, T34 2D [fRE (Edit) ]
(@) 7 Vv s LET, >

A5y 72 [DHCP] > [DHCP¥—/\— (DHCP Server) | %% L £,
23:DHCP H—/\—

Device Routing Interfaces Inline Sets DHCP VTEP SNMP

Ping Timeout

DHCP Server [ 50 ] (10 - 10000 ms)
DHCP Relay Lease Length
DDNS [ 3600 ] (300 - 10,48,575 sec)

D Auto-Configuration

Interface

[ )
Override Auto Configured Settings:
Domain Name

[ ]

Primary DNS Server Primary WINS Server

[ o+ ¥ %
Secondary DNS Server Secondary WINS Server

[ J o+ V) +

Server Advanced

+ Add

Interface Address Pool Enable DHCP Server

ATFY T3 [—s3— (Server) | =V T T, B (Add) 1227 V27 L, UFDA 7V ara&ELET,
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Fornti—roen [

24 : - —\—@DiB M

Add Server ®

Interface*

[ inside v ]

Address Pool*

[ 192.168.1.2-192.168.1.55 ]

(2.2.210-2.2.2.20)

Enable DHCP Server

Cancel ﬂ

[ H—7xAA (Interface) |: Ky FH TV RAINLA L F—T 2 A4 AL ERNLET,

«[7 RLAF—/L (AddressPool) ]:IP 7 RL ADOFPHZZE L £T, IPT7 FL AL, BIRLIZA v
B —T 2 ARALF LY TRy b FICFETLORERHY, A X —T oA ZAAHFDOIPT KL AEED
HIEIITEEREA,

 [DHCPY— N—%H%hZF 2% (Enable DHCP Server) |: &R L7-A > % —7 = A AD DHCP H#—/3—
EHZLET,

ATy T4 [OK]Z27 V7 LET,
ATY TS5 [{R1FE (Save) |27 U w27 LET,

T4 RIL— bDIENM

F 7 H N M— MNITEHE ., INEA v F—T oA ANBEBERRER T v A N — A — X B
LRLET, DHCP LA T FLAZEE LTS3, T ANT TICT 74/ hb— |k
ZZIE L TCWDAH @m%@ifoiafw—b%Lm¢ézgm% DEEIL. ROFIAZEFE
TLET,

FIR

ATY T [T34 A (Devices) 1. [T /34 A& H (Device Management) | DJEIZEIR L, T34 20 [fk (Edit) ]
(@) #2 Vv LET, >

ATv 72 [Ib—T 4« >4 (Routing) ]>[FEHIJL— & (Static Routes) |Z# IR L 7,
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B 7o+ —roeEm

25: &5EL— b+

Device Routing Interfaces Inline Sets DHCP VTEP SNMP

+ Add Route
Manage Virtual Routers

[ Global N ]

Leaked from

Network Interface Virtual Router y Te led Metric Tracked

Virtual Router Properties
IPv4 Routes

ECMP

BFD
v IPv6 Routes

OSPF

OSPFv3

EIGRP

RIP

Policy Based Routing

v BGP

IPv4

1Pv6

Static Route

Vv Multicast Routing
DHCP #— /=67 7 4V bb— h&ZFE LIZHAIE, ZOT =T VCERENET,

ATv T3 b—br%EM (Addroute) 1227V v 7 LT, ROFTvarERELET,
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Forrrr—roem [

26: 58— FEIMDHRTE

Add Static Route Configuration ®
|

Type:

Interface*

Cowsoe ]

(Interface starting with this icon @signifies it is available for route leak)

Available Network * - Selected Network

=) | ﬁ
any-ipv4

agateway

IPv4-Benchmark-Tests
IPv4-Link-Local

IPv4-Multicast

|Pv4-Private-10.0.0.0-8

awav*

[
Metric:

L ]
(1-254)

Tunneled: C] (Used only for default Route)

Route Tracking:

[ ]+

Cancel m

o [Z AT (Type) 1: BT DAXT 4 v 7 )— DX AT LT, [IPv4] £7X[IPv6] 47 v a R
2wy LET,

o [f v H—T A A (nterface) |: A v Z—T oA ZAEFRLET, BHEIIIHA L X —T A A
V(:‘ﬁ_o

« [ AREZ2 % >~ F U —7 (Available Network) ] : IPv4 T 7 # /L kjb— s D413 [any-ipvd] 233K L,
IPv6 7 7 4 /L b /b— kDA [any-ipv6] ZIEIR L, GEIN (Add) 1% 27 U >y 27 LCHEBRLIER Y b
7 —7 (Selected Network) ]V A MZB# S ET,

[ — U x=A (Gateway) | £/ [IPv67— 7 =4 (IPv6 Gateway) |: ZD/L— FDFRT A Fik v
TTHHTF— b T2 A N—F e ANERITBIRLET, IPT RLAERIEIRY NU—T/RA LT
Tl MNEEETEET,

ATy T4 [0OK] %27V v LET,
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B2RRY S—0FEE |
B wozz

N—RRAZT v I )— " T =T IBMESET,

ATY TS5 [fR17FE (Save) |27 U 27 LET,

NAT D% 7E

ZOFENETIZ, NEZ T4 T2 FBNERT RLRAEINEA v Z—T =2A ADIPT KL ADKR—
MIEHT D NAT L—VEERLET, ZOXATONAT V—NLDZ bEA L H—T AR
R— R~ 7 R AZH (PAT) & FMEONET,

FIE

ATYT1 [T/AA R (Devices) ]>[NAT] DIEIZER L, [FLWLKRY >— (NewPolicy) 127V v LET,
AT T2 R —IZLHIEMT, R —%2EHT 573 AR L, [IR17F (Save) 1227 U v 27 LET,
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NPETN |

X 27: 35 LLVKRY o—

New Policy ®

Name:

[ FTD_policy

Description:

[ )

Targeted Devices

Select devices to which you want to apply this policy.

Available Devices and Templates Selected Devices and Templates
[ Q. Search by name or value ] 192.168.0.124

—_— 192.168.0.155

192.168.0.155

Add to Policy

R U 2 —73 Firewall Management Center [ZiBAIS N E T, §l&fkiE, AU —I0— V2B 20N H
vET,

28:NATHK) >—

4

FTD_POIicy [ Show Warnings ] m [ Cancel ]

Enter Description

NAT Exemptions Policy Assignments (1)

Rules
[ Filter by Device ] [ Y Filter Rules ® ] [ Add Rule ]
Original Packet Translated Packet
Source Destination o . s
0 " Original Original Original T T "
D # Direction  Type Ig;?;ﬁ:e Iglt)ieer‘f;:e Sources Destinations Services Sources Destinations Services Options

~  NAT Rules Before
~  Auto NAT Rules

~ NAT Rules After

ATv T3 [—LDENM (AddRule) 1227V v 7 LET,
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B wozz

ATFYTd EAL— NS a BB ELET,
H29: ERXIL—ILDAF T ay

Add NAT Rule
NAT Rule:
Auto NAT Rule v
Type:
[ Dynamic V]
Interface Objects Translation

« [NAT/L—/L (NAT Rule) ]: [HEINAT/L—/L (Auto NAT Rule) ] %R L £,
s [# A7 (Type) 1:[#AF > (Dynamic) ] &R L £,
ATYTS [f v F—T A A4 7 =7 b (Interface objects) ] X— T, [EHARERA LV H —T =2 A AL T V=V

I (Available Interface Objects) ] fEIRM O [564c A X —7 = A AA 7Y =7 |~ (Destination Interface Objects) ]
FEIRICAMNER Y — 2B L £,

®30: 48—z ARFTSzH b+

Interface Objects Translation PAT Pool Advanced
Available Interface Objects Source Interface Objects (0) Destination Interface Objects (1)
[ Q. Search by name ] outside g

T Add to Source I
inside
Add to Destination

2

AT w6 [£H (Translation) | X— T, WOA T a rERELET,

. Secure Firewall 200 Threat Defense R 2 — b7 v FH 4 K : A—H)LEEXR v k7 —% £ Firewall Management Center



| &Ky v—0kE

31: %%
Interface Objects Translation PAT Pool

Original Packet

Original Source:*

NPETN |

Advanced

Translated Packet

Translated Source:

[ all-ipv4 v ] + [ Destination Interface IP v ]
- @ The values selected for
Original Port: Destination Interface Objects in
[ TCP v ] 'Interface Objects' tab will be
used

Translated Port:

« [FEDEIETT (Origina Source) 1: [EM (Add) 1(TY %2V w2 LT, +_COIPVE RT 7 4 w2
(0.00.000)0 ODxy NU—7 AT V=7 FEBMLET,

B32:#HLWAy hT—0F TSy b

New Network Object ®

Name

-

[ all-ipv4

Description

Network

O Host O Range

C] Allow Overrides

(O FQDN

GE)
HE)NAT V— U347 V=7 FEFRO—HE L TNAT ZBINT 5720, VAT LEFRD any-ipvd 4
T2 NEMHTAHZLIITEE A, £/, VAT LAEEDA TV FaRETH I LITTE

FHA,

o [ D%E[E 0 (Translated Source) ] : [5u5EA % —7 = A AIP (Destination Interface IP) ] Z %R
L\ivé—o

ATvTT [#1FE Save) 127V v 7 L TL—ZBIML£9,
=3 b=/ (Rules) |7 —7 /MTRAFSE T,

Secure Firewall 200 Threat Defense R 2 — b7 v FH A K : O—H)LEE =R v k7 —% £ Firewall Management Center .



B2RRY S—0FEE |
B 7rtxavro—nn—noxs

ATY T8 NAT X—TT[RIF (Save) 1227V v 7 LCEREZBEIFLET,

FHERaAY FO—)LIL—)LDEFE

Tr7AT U —VERELZE X, EAD [T’*"Ca)iﬁﬁ’é Jow4 (Block all traffic) 17
7ﬁxz/bu—wTJ/~%¢mbt Bl 77 AT U —IVEEIET HEEETFT
HIZODON—)VERY — ;LJJH?‘E)M\%#% DNEF, 77Aar ba—LRY =TT,

NEF R SN DI DN — N2 EDDH T ENTEET,

ROFINATIZ, WEY = BINY — o ~DFTXTD T 7 v 7 ZfFal$ 27 7 & Al
/I/—}l/%ff/ﬁﬁ‘z L/i‘a—o

FIE

ATy 1 [R)I— (Policies) 1>[tF 2T 47K — (Security policies) | >[7 2 X Hl{#l (Access Control) ]
ZEIRL, TAAL RCEDYTHENTWAT 78R ary ba—LRY —D[fRE (Bdit) ] (&) 2270 v
7 LET,

ATw T2 Pv—%iBM (AddRule) 1227V v 7 L, IRONRTA—HERELET,

33:3%18xJ—> (Source Zone)

Add Rule

Name [ inside-to-outside ] Action rs"“:? Allow v B Lc
Insert |into Mandatory v @ Intrusion Policy | None

Q Zones (1) Networks Ports Applications A Users URLs Dynamic Attributes VLAN Tags
Clear Selections [ Q Search Security Zone Objects ] Showing 2 out of 2 | Selected 1 Selected Sources: 0
s inside (Routed Security Zone)

(J s outside (Routed Security Zone)

Any

+ Create Security Zone Object 3 Add Source Zone

1 ZON— VAR EMTET (72 & 21X, insde-to-outside) .
2.[/—Y (Zones) 1 MOHLNEY — v Z@IRL £,
3. [EfFLY — DB (Add Source Zone) |27 U v 7 LET,
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ATvT3

7oezavro—r—Logz [

34:3585 Y — > (Destination Zone)

. Add Rule

Name [ inside-to-outside Action

nsert |into Mandatory @ Intrusion Policy B File Policy | None

Q Zones (2) Networks Ports. Applications A Users URLs Dynamic Attributes VLAN Tags

Showing 2 out of 2 | Selected 1 Selected Sources: 1 Selected Destinations and Applications: 0

Collapse All Remove Al

Z0NE | v 10Object

+ Create Security Zone Object Add Source Zone

4.[V—> (Zones) | MOBAERY —  HEIR L E T,

5. [584:Y — > % B/ (Add Destination Zone) 1 %27 V v 27 LE7,

MOBEIZZOERICLTEEET,

BB Xy h7a—HTRY V= A T% 2 Vv LT, BT ONER) —2 AT~ XL
£,

[FL7 4% (Prefilter) ], [{E7%5 (Decryption) ], [EF=UT 4 A7V Y= A (Security Intelligence) ].
BLO[TAT T 47 4 (dentity) RV > —i%, 727 AH#EA—LVORNZEHE INET, ZNHOR
Vo= NAZIA AT HMEZTHY FEAN, Xy N =7 D=— %2R LI2tk, BETED T

7 4 v 7T fastpath Z i (LEEE NSARR) L7eW b T 74 v 7 %70y 7 LTEDHRDOUIENAREEC
BRLHEICTHZET, Xy MU= DRI 4 —<V AEMEEEDLENTEET,

35: 7Y RHEHOFIERAEINLKRY o—

L' Packets » @ Prefilter Rules -+ O Decryption » @ Security Intelligence - O Identity > @ Access Control ‘

[V 7 4 H—)b (PrefilterRules) |: 7 74/ hDF LT 4L ZR) —iE, O —L3E S
no i d2) IXCONI 74y 7 Z2@BBSEEST, 774NV PRI —IZMADZENTED
ME—DEFIX, oIV NI T 4w % [Ty 35 Z&TT, ZNUANTIE, FriLnwrL 7 g
NWERY —FER LT, o8 (@) | fastpathLB (IO T = v 7 B /XARR) | Filzid7m v
JCEBT IR ary b — R —ICHEMTEZENTEET,

TV 4N EFRTDE, 7 vy 7 Eizidfastpath LEEOWNT NI L T, b T 74 v 7 BRI HIT
LRI T D2 LT, AT 3= AEAEITEEZENTEET, HILRY —T1E, h
VRN =l [T g VB =V EBINTEET, R — A BT E, TL—
TX AL GERF L) O/RA A — kU RV E fastpath JLEE, 70w 7 F723E Y — b TE T,
T ANEN—NVEFERATHE IPT RLA, A—h, BIXOT v ha v TlplsnsIE R xu
N7 7 4 w7 % fastpath WP E 72137 0 v 7 TXET,

EZIE XYy FU—7 EOFTRCOFTP b T 7 4 v 72Ty 7 L, BEHENSDSSH N7 7 4 v
T EEENRATHESIT. FTLWI L7 4L EZ R —EBNTEET,

<[5 5 (Decryption) 1: 7 74/ FTld, EEITEA SN EEA, HEFX, Xy VTV —2 T 7407
BT AT A AR v a AZABRT D HIETT, IREAEDEA. VT T 4 v BEETHIHLET
R ERICHTEN TV AEARICORE S TEET, Xy NI —27 2R KBICIRET H7-0I2, B
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B 7rcxavro—ni—rome

ATvT4

ATy T5

B —N—~D T T 470, BEHTERWVWRY NI BT AL LD NT T 4 v 7120,
BER)—2HHATHZ L 2BEIDLET,

c[BEX=2VUT 4 A7 YTz A (Security Intelligence) ]: (IPS 7A B ANME) EX=VUT 1 A
VTNV ARIT 7 AN N TEDNC S TWET, X2 VT4 AT VR, EBEOLD
TI7T4ET AT 2H 9 1 DORMPBGEIT, 5ROl RE T 78X 2> be—Lb
R —ICETHCEHASNET, X2V T4 ATV V2 A L, VEaT—varArT
VU AEMHLT, YA AT ) Ve AR TH B Talos T2 1P 7 KL A, URL,
BLORAAS 4 L0 wREZRRIZT ey 7 LET, REIDSUT, IPT FLAX, URL, FAA %
EMEZITHIBRTE 7,

GE)

IPS 7A BV ANRWEA, ZORY—iE, 7782 arba—L R —THEFRENTH
THEINEREA,

(TATT 474 (dentity) 1: TAT T AT 41 ET 74V FTIHEHENEFA, 778X 3
fa—= RV —ILD T 7y 7 QDU ZFFAT LRI, 22— —IZRGEE ERTE E T,

EE) 77 B AHEA— L ORICEH SN DRARD —2BML £,

RARV =%, FT7 747 0tFxa )T 4B EBRET DERFHLO—HEOR AL L ORAM 1L
% ETY, Firewall Management Center (21X, DT AT LMMEHOFR Y U —NEEN TR, TOFEEH

el
D

a)

b)

ITHZEBNAFARTHIELTEET, ZOFETIEH, VAT LARBEORY o —2FHZLE

R AR Y v — (Intrusion Policy) | KRy 77X URX R 227U w7 LET,

36: AT LIREOBRAKRY >—

@ Intrusion Policy [|Nome A]

ags
Balanced Security and Conne
Selected Sources: 1

Connectivity Over Security
Collapse All

Jone | v 10bject Maximum Detection

& inside_| Security Over Connectivity

U2 RDEY AT AEREORY > —% 1 OBIRLFEF,

WFEAED—R 7 —2ATIE, [INSUADENTzEX 2 T4 LR (Balanced Security and
Connections) | Z#E45E L T\ ET,

EE) 772 AHEA—LORICEH END 7 7 A VR Y —&BIL£7,

a)

[77A/WVHRY v— (FilePolicy) | Ke vy X VA NE7 Y v 7 L, BEIFORY > —%RIRT 50,
[Z77ANARY —1U A M%BI< (Open File Policy List) ] Z3#R L TR U > —ZBIML £7,
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wrxzERTs [

37: 274 LK) > — (File Policy)

Ee File Policy [Nune /\]

Open File Policy List” '
ns and Applicatio

B LWRY —DBE1E, [[RY— (Policies) [>[tFa ) TR >— (Security policies) 1>[<
W7 ET74IL (Malware& File) 1] X—Y B0 % 7Tl £,

b) KU —DIERDFEMIZ OV TIE, Cisco Secure Firewall DeviceManager =227 4 ¥ = L—3 3 > HA
FEZRLTLTES0,

c) [V—/LDiBM (AddRule) [ X—UIZRY, Fry P XU A RNPBELAER LTZARY & — 28R
LET,

AT9T6 [Applyl 227 U 7 LET,
=L Jb—/L (Rules) ] 7 — 7 /TS NET,

ATy T [fR1F (Save) 1227 U w7 LET,

REEZERT S

WMEDERET A AZBELET, BHEERERETLIETIE, TN ALTEOEEL TV
T4 TR0 £ A,

FIRr

ATy LD [ (Deploy) 127U v 27 LET,
X 38: FERH

£

peploy| @ & @

ATy T2 BEREROEEIL, FFEOT A ADF =y 7Ry 7 A4 LT B (Deploy) 127V v 7 L%
7
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#2RRY o—nEE |

REERRT S

39:BRLE-DDERRA

Q

Advanced Deploy ‘ A D Ignore warnings Deploy

1010-2
(] 120-3

I Ready for Deployment

I Ready for Deployment

Floi, [TXTEB (DeployAll) 127V v 27 LTTXTOT A RZBHLET,

40: 3 N TRAE

Q

Advanced Deploy ‘ A D Ignore warnings Deploy All

(7] 1010-2
(] 1120-3
(7] 1120-4
() ftd-clustert

(1) fta1

D

® 5 devices are available for deployment

Ready for Deployment
Ready for Deployment
Ready for Deployment
Ready for Deployment

Ready for Deployment

FNLSNOGEIL. BINOREHA T Y a VERET H7-OIC, [mERE (Advanced Deploy) 1 %7 U >

7 LET,
® 41 SERERA

1 device selected

¥ | | Q search using device name, user name, type, group or status

Pending Changes Reports

() Device Modified by Inspectinterru...  Type Group Last Deploy Time Preview
> [ fuan rboersma, System FTD Feb 26, 2024 11:09 ... @ | Ready for Deployment
> [J  fta-clustert rboersma, System FTD Feb 22,2024 10:36 ... B | Ready for Deployment
v 1010-2 rboersma, System FTD Feb 22, 2024 11:09 ... B | Ready for Deployment
o= ~ Access Control Group
Access Control Policy: in-out R rboersma, System
®
Intrusion Policy: No Rules Active R system
R Network Analysis Policy: Balanced Security and Connectivity R system
~ Device Configurations
Interface Policy R rboersma
+ Flex Configuration
Template Policy: Unassigned R rboersma
~ NAT Group
Manual NAT Rules: interface_PAT R rboersma

~ Security Updates
Rule Update: (Isp-rel-20240311-2013)

N2 DEMCHLZTAarmr ) vy 7 LET,

ATy T3 EBEAPEIILIZZ AR LET, BBEOAT —# A2 RRT 52T, A=2—3—0 [EB (Deploy) ]
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| #£xKRYo—0s
wrxzERTs [

X 42:BRERT—42 R

Deployments  Upgrades A Health @ Tasks 2 ‘ (D show Pop-up Notifications @
H 1running 6 success 0 warnings O failures [ Q Filter ]
¢ 1010-2 Deployment - Policy and object collection 10% == s
complete.
1120-3 Deployment to device successful. 2m 39s
1120-4 Deployment to device successful. 2m 43s
3110-1 Deployment to device successful. Tm 38s
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