FZ L& BHIIC

Cisco Secure Firewall 200 (X, SR ERL I OVNIET I o Fabr— g VANTICEREF S vz
KR T 7 AT U+ —v (NGFW) BpezaffitLEd, a7 NeTd+—L 757 7 ZNT,
B3 A MIEROEWEXF 2T 0 LU IAREERREIZL, Xy NUY—27 =y T
BiF5tx =7 Choifb S =8kt 2 558 L £ 9, Cisco Secure Firewall 200 D5 :
« 2 A 2@ Hybrid Mesh Firewall 7 —%7 7 F v %27 7 > F = v UFE TR
CAIZFIALI-BELE B L2 T 08 ) o —a 2t

¢ SD-WANKERER A LT, TV r—Ta v X7 p—< 2%k L. [EHEEDOE = —
W7 7 R EFEH

e a2 NEWHOBRBEIZELEET U r— g v ba—F—pfl#El, RIS AT —
var, BEREX VT o HRE A TR

7 — 71 L Cisco Secure Firewall Device Manager i L C7 7 A4 7 7+ — /L EEHR L ET,

T 7 AT T A—NDT—T N (1 X—)

¢« 77 AT A —IDOEROEAN (2 X—)

s VA PR=NEINTWET VU —3 3 (Firewall Threat Defense £ 7= 1% ASA) Dl
(4 ~—)

» Firewall Threat Defense CLI ~®D7 7 & A (5 _X—)

e N—TVa VOWEREFA A=V (63—)

o ({EE) CLITOEMHX Y NU—VREDEH (7 X—)

e TA B ADESG (9 =)

s WHEREGR) 77AT U= NVOERAT (10 X—)

274 T 94— LDy —T)LiES:

«SFP %A —H % v b 15 ICHY AT ET, ZHILSFPEY 22— L& L% L35 1-Gbps SFP
RA—hTY,

PRI OWTIE, N FU=TRETA FEZRLTIEIV,

e


https://cisco.com/go/csf-200-install
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B o 7or—rozrorA

(Alternative) Management 1/1

Ethernet 111 gggeg}?rrgrinrhana ement nw
outside, DHCP and IPv6 autoconfig ~ Ethernet 1/2-1/5 switch ports k
from Modem inside (Optional)
l | Console ports
200000000 = : p— °
CISCO | ; B F——= | O
! [h i I JaY
®
5 ®
4 y,

Management Computer

\\\ DHCP from inside: 192.168.95.x

TJ7A4T70+—ILOERDEA

VAT LADERIL. T7AT VAN OFEIIHDLERRY AL > THIE SN E T, EBFRA
X%, VT MEMERMELET, ZhICXD, VAT ADT V=R TV Yy ML T URY
R—hrEN, VATV 7 M =2T7BLIOTFT—F OO U 27 NEHESNET,

B

CE) 774 T7Ur—LEZHDTHEEIT S & X%, Firewall Threat Defense D #JHILIZHKI 15 ~ 30 437>
MY FI,

| EY



| FLoswic
77479 +r—LoEE0RA ]

1R BHHIIZ

T AT U —MIx L CTREEEOEWE N EZMGT 5 2 E A EE T (MEEEREE
(UPS) #3572 L) . HIDT ¥ v AU EITORWTEINRKRDND &, ERAR
Ty ANVAT LAOBRE ISR ZTHREENLY F3, Nv I 770 NTIEEIZEHE0 >
REARETSNTOT, BABKDND &, VAT LET L—AT Ny y FF UL TEE
A,

FIE

ATFYvT1 BFEa—FE2 75747 U+ —VIiCHm L, BFEar v MO LET,
AT9FT2 vy —vOFEHT, BRa— NICHET2ERRY C2EH L CERZA ICLET,
K 1:ERARZ >

00000000

CISEO
o O

A
® ({1

T
=

2

Power button

ATY T3 LED DBED AT —F A &R L E£7,

2:LED
@
Managed LED —> O
o
System LED — @
Power LED —» ®

« EJLLED : $a THRIT L TCWAEAIE. 77 AT U —NVDOERNF N> TWAZ EEZERLE
‘ﬂ‘o

e A5 5 (S) LED : ROEMEZSIR L T &,

K1:DRTL (S) LED DEME

LED D EE EL) TNNAZADEREANT-BRDE
M ()
T 0, C i S ELE R 01:00

e
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. AVAR=ILENTWST TS5 — 3> (Firewall Threat Defense F7-(% ASA) DFER

LED &4k SBA TNAADEREANT-RDEF
M ()
F LB TEEAR (=T — |[EENI R LE L 01:00
/NS
R CEAT T —aryRa— REI [15:00 ~ 30:00
L=
FL BT HET (o —jREE) |77V r—aroue—Ricdk [15:00 ~ 30:00
LFE LR

AR R=ILENTWST7 TS5 —< 3> (FirewallThreat
Defense £ 7=1& ASA) DIEER

Firewall Threat Defense & ASA O F DT 7 r—va i, "—RKuxz7 THR—FENT
WET, VbR — MIERE L, HERHIA VA R =L SN TWET 7 r—ra &
BLET,

FIE

ATYT1 WITNDDOR— 2 A TE2FEH L Tary ) —biR— M L7,

K3:arvy—ILKR—F

RJ-45 console
USB-C console

AFvF2 CLI1IZ7ua 7 w25 L T, 77 A7 74 —/L T Firewall Threat Defense £ 7213 ASA BN FEITEN TN EMNE
IMEERLET,

Firewall Threat Defense

Firepower 2 274 (FXOS) a7 "RERINET, 27 A4 LTH LWVWIRAY — REZRETTIC,
W22 ENTEET, R A U E2%ETTH0ENH H5E1E, Firewall Threat Defense CLI ~D 7 7 &
A (5R—=V) EBRBLTIEEN,
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Firewall Threat Defense CLI ~D 7 7 # X .

firepower login:

ASA
ASA 77 FRERRENET,

ciscoasa>

ATYT3 BEST=T 7V r—a U RETEIN TV DAL, Cisco Secure Firewall ASA 3 1 U Secure Firewall Threat
Defense A A —fbHA FESHRLTLIIEE0,

Firewall Threat Defense CLI ~D7 U £ X

REEII N T TN 2a—T 4 T DIDIZCLILT 7 B AT HUERH L5513 H 0 £7,
FIE

ATYT1 WITNDLDOR— N Z A TE2FEH L Tary ) —viR— MO L7,

E4:a>y—I)LR—F

RJ-45 console
USB-C console

ATFw T2 FXOS 12 LE4, =2—H—4 admin £ )AT— K (F7 %/ MEIAdmin123) L CCLIizn 7
AV LET, HIOTal ALy L&, RRATV—REEFTLEIRDOLNET,

firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...]
Hello admin. You must change your password.
Enter new password: **kkkxkkx

Confirm new password: ****xkxxx%
Your password was updated successfully.

[...]

e


https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/reimage/asa-ftd-reimage.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/reimage/asa-ftd-reimage.html

FLeaanc |
B —acormesrra—sie

firepower#

T 73 Firewall Threat Defense CLI (ZZE&# L £ 77,
(GE)
Wt >~ N7 v 7T Firewall Device Manager % i 9~ % 354 1%, Firewall Threat Defense CLI (27 27 & A L 7¢
WTLZEW (7782 T5HE, CLI®y b7 v 70 ENET)
connect ftd
Firewall Threat Defense CLI (Z#]D TRt T2 &, #IllE Y b T v 72 TT 2L o CRkRDLNET,

1 :

firepower# connect ftd
>

Firewall Threat Defense CLI Z#& 7§ 51213, exit £7ziXlogout =~ > RZAHLET, ZDa~vr R &
. FX0S 7a > 7 MIEY £,

51

> exit
firepower#

N—2 3 VDMHERERA A -1k

Tr7AT VAN ERETDANHRA—Va e A VA=V THZ BRI LET,
DHEE LT, BBRICT v 77— F2FATTHILLTEETN, REZRFT L7 v
ZL—RTiE, ZOFIBEZEMT DI bEFEBDPLLEE17H 0 £,

e VAT
Y7 b7 Zyra—RKR=Y0) ) =AFESOMIH DL, BEOEBNNTN D Gold
Star UV —RA%F(T79 5 Z &2 BEID L ET, https://www.cisco.com/c/en/us/products/collateral/

security/firewalls/bulletin-c25-743178.html Tl I TWA Y U —RIK 2SR5 2 L H T
£

FIRr

ATYT1 WTNDLDOR— 2 A TE2FEH L Tary ) —viR— MO L1,
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https://www.cisco.com/c/en/us/products/collateral/security/firewalls/bulletin-c25-743178.html
https://www.cisco.com/c/en/us/products/collateral/security/firewalls/bulletin-c25-743178.html
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ATy T2

ATvT3

B cucogEry r7—s8EnzE

5:a V=)L R—+

RJ-45 console
USB-C console

FXOS CLI C, FTHDONR—Ya v E2R R LET,
scope ssa

show app-instance

11

Firepower# scope ssa
Firepower /ssa # show app-instance

Application Name Slot ID Admin State Operational State Running Version Startup Version Cluster Oper

State

ftd 1 Enabled Online 7.6.0.65 7.6.0.65 Not Applicable

HLoN=Va vz A=A TLH5EF, ROFIREZETLET,
a) 774N BNTIE, BHA L H—T oA AIDHCP I L3, HHA LV F—7 =4 ZITHWIP T R
VAEBRET BRERDHLHEIE, KO~V REANLET,

scope fabric-interconnect a
set out-of-band static ip ip netmask netmask gw gateway
commit-buffer
b) FXOSO T TNy a—TF 47 A4 RICREEENTHDEHA A =MD FIEEZFEITLET,

BHA L H =T 2 A AMBT JEATEDL == LA A=V 2y ru— T L08R D
nET,

T AT U4 —/VRHREN L7 5, FXOS CLIIZHERER L E7,
¢) FXOSCLI C, HHENRAY— REHERETDHLIIROLNET,

(FE) CLLTOEEXRY FI—IVREDER

FITH N NTIE, ROWTNDIDA o EZ—T 2 A ATT 7 AT T+ —LEERTEET,

e


https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot/b_2100_CLI_Troubleshoot_chapter_011.html#task_n5q_3v1_hbb

FLeaanc |
B =® cucogmxy ro—svgEozE

o f —H % b 12 LU : 192.168.95.1/24

cEH 1/1 : DHCP HDIP T KL X

T 7N NDIPT RUABEHTE WAL, 22 Y —/biR— MIEEHE L CCLL THI#t& v~
rY o FHETL, BHIUIDOIP T RLAZENT FLAICRETX X,

FIE

AT 1 a V=L R—MIBEHELET, A VA=A ENTWET FY 7 —3 3 (Firewall Threat Defense % 7~
&iASA) @Eﬁwu (4/\0‘—‘:/\) %f/m L/T< f’él/\

AT w 72 Firewall Threat Defense CLI {295k L £9°,

connect ftd

1 -

firepower# connect ftd
>

ATV T3 EHA LA —T oA ADHREHADOCLIEY N T v P27 Y F R &252T LET,

You must accept the EULA to continue.
Press <ENTER> to display the EULA:
Cisco General Terms

[...]

Please enter 'YES' or press <ENTER> to AGREE to the EULA:

System initialization in progress. Please stand by.

You must configure the network to continue.

Configure at least one of IPv4 or IPv6 unless managing via data interfaces.
Do you want to configure IPv4? (y/n) [y]:

Do you want to configure IPv6? (y/n) [y]l: n

HABZVR : ZNbDEATDT FLADLRLLESH 1 DIV Ty Z AN LET,

Configure IPv4 via DHCP or manually? (dhcp/manual) [manuall]:

HAFTUR FRIIP 7 KLU RAERET DL [FE) (manual) | Z3&R L E7,

Enter an IPv4 address for the management interface [192.168.45.61]: 10.89.5.17
Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.255.192
Enter the IPv4 default gateway for the management interface [data-interfaces]: 10.10.10.1

HAF R = T 2ADIPT FLAZHRELET,

Enter a fully qualified hostname for this system [firepower]: 1010-3

Enter a comma-separated list of DNS servers or 'none' [208.67.222.222,208.67.220.220,2620:119:35::35]:
Enter a comma-separated list of search domains or 'none' []: cisco.com

If your networking information has changed, you will need to reconnect.

Disabling IPv6 configuration: managementO
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sqtrzonsE [

Setting DNS servers: 208.67.222.222,208.67.220.220,2620:119:35::35
Setting DNS domains:cisco.com

Setting hostname as 1010-3

Setting static IPv4: 10.89.5.17 netmask: 255.255.255.192 gateway: data on managementO
Updating routing tables, please wait...

All configurations applied to the system. Took 3 Seconds.

Saving a copy of running network configuration to local disk.

For HTTP Proxy configuration, run 'configure network http-proxy'

Manage the device locally? (yes/no) [yes]: yes

>

A4 H 2R : Firewall Device Manager #3585 51%, yes E ATTLET,

ATY T4 FLWEFLIP 7 KL A T Firewall Device Manager |27 7 > L TL 728\,

42 ADHRF

TA® AT, VAIELEFBGERBEN ST AN AEWA LB, Av— YT hy=T
TAR T T MY 7 S TWET, Smart Software Manager (27 1 7 & R 372
WEEIE, Vo2& 70y LTHLWT AUV FEHFRELET,

Firewall Threat Defense (ZIZIRD T A B A3 H Y 7,
o AEYE 2
« IPS
o T =T B
«URL 7 4 V& VT

¢ Cisco Secure Client

1. HETIA B AZBINT 20N H 5561, Cisco Commerce Workspace C [T THi
& (Search All) 17 4 —/V REMHEHLET,

R6:54 2 RRER

= v SearchAll.. Q

A Catalog Estimates Deals & Quotes Orders Subscriptions & Services Software

2. FABVAPIDERBLE T, LEARPIDICONTIE, RBEHA FESRLTIEZE0,
3. RIS, [ LY —E X (Products & Services) ] &R L F7,

VL |


https://software.cisco.com/software/smart-licensing/inventory
https://software.cisco.com/software/csws/smartaccount/accountCreation/requestAccountForCustomer
https://apps.cisco.com/Commerce/home

FLeaanc |
B w=use 57479+ —LoERsD

7:#ER
e All Results
T Orders 6
[# Invoices 2

&, Software Subsc... 1

© Products & Ser... 1

(WERIBE) 72747 04+—ILOEIEA T

VAT LEBEEYNCY vy N T H T ENEETY, BMICERT T V2K EIRA
A FEMLIZVTEHE, BERRT ANV AT LAOBRELZIEETZENHY £T, Ny
7T RTIREIZZEOTa v ARETINTEY, BT 7 7 &28Hk\W=0 EIR%Z 8k
LT 2E, Z7AT U=V AT LB T L—AT VT ¥y NEDU U TEER A,

CLIICHEIFTAT 74774+ —ILOEIRDYIE

FXOSCLI #ffHT D5 &, VAT LAERZERIIY Yy MU LTI 7 AT U+ —VOEREZY)
WrcE £,

FIE

ATYT1 WTNDLDOR—FH A TE2FH L Tar Yy —vR— MO L1,
H8:ary—ILR—

RJ-45 console
USB-C console

AT w72 FXOSCLI Tr—H/VEBE— RIZHERE L £7,
firepower # connect local-mgmt

ATVT3 VAT LEV Yy NE UV LET,
firepower(local-mgmt) # shutdown
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ATy T4

ATy TH

Device Manager Z{Ef L 1= 7 7 1 7 0+ — LD ER LB .

1 :

firepower (local-mgmt) # shutdown

This command will shutdown the system. Continue?
Please enter 'YES' or 'NO': yes

INIT: Stopping Cisco Threat Defense...... ok

T AT T4 — D%y KT IV AT AT Oy R —LFE T, vy T UNETT
L. RoTa T MRFRRENET,
System is stopped.

It is safe to power off now.
Do you want to reboot instead? [y/N]

MBS CTERIRAA vy F 24720, BRT 7 72K Ty v — U bR EIR 2 B0 442 &3
TEET,

Device Manager A L =7 74 70 4+ — LD ERVIET

ATy T

ATy T2

ATv T3 ¥

Firewall Device Manager Z#fi /] L TV A7 AZ WU v v FX T LET,

FIE

T7AT A —NEYyy N T LET,

a) FINAR (Device) 27V 7 LThb, YRTLRE (System Settings) > BRE/ S vy b4
(Reboot/Shutdown) V> 27 %27 YU w7 LET,

b) [¥¥v h¥ T (ShutDown) 1 %7 U v 27 LET,

A= ANE T AT U —H L TV AEAIE, 77 AT VA — ARy y NE DU THEEC

VAT LTRU T NEE=ZSA—LET, Uy MU URETTLHE ROT e ERRREINET,

System is stopped.
It is safe to power off now.

Do you want to reboot instead? [y/N]

L= BEE L TV RWERIE, R3O TV AT AN Yy hE UV LT Z EaERLET,

VENZR U TEBRAA v F a4 7IC L, BT T 720 Ty vy — v DB ERZ R0 A 2 L
TEET,
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