afran]n
CISCO.

Secure Firewall 200 Threat Defense X 24— c7 v 7H 4 K :
Firewall Device Manager

RIREH 2026 4FE8 A 16 H

VAAVATLREREM

T107-6227 HFUREBHER ARIKG-T-1 I R¥ Y « XU —
http://www.cisco.com/jp

BfWgbEE v 2aa 27 v F—
0120-092-255 (7 U —=a—/)L #E&: - PHSET2)

ERES AR - SE A 10:00~12:00, 13:00~17:00
http://www.cisco.com/jp/go/contactcenter/






A1

i

FZ L& BHIIC

Cisco Secure Firewall 200 (X, SR ERL I OVNIET I o Fabr— g VANTICEREF S vz
KM T7 74T 74— (NGFW) LRt L ET, a7 Mo+ —L7 7 7 ZNT,
BEpOaR MIEDOEmNEF 2 VT 4 LT AREREREICL, Ry b=y V2
BiF5tx =7 Choifb S =8kt 2 558 L £ 9, Cisco Secure Firewall 200 D5 :
« 2 A 2@ Hybrid Mesh Firewall 7 —%7 7 F v %27 7 > F = v UFE TR
CAIZFIALI-BELE B L2 T 08 ) o —a 2t

¢ SD-WANKERER A LT, T AU r—Ta v X7 p—< o 2%k L. [EHEEDOE = —
W7 7 R EFEH

e a2 NEWHOBRBEIZELEET U r— g v ba—F—pfl#El, RIS AT —
Tav, EEREX 2V T o BERER L

7 — 71 L Cisco Secure Firewall Device Manager i L C7 7 A4 7 7+ — /L EEHR L ET,

T 7 AT T A—NDT—T N (1 X—)

¢« 77 AT A —IDOEROEAN (2 X—)

s VA PR=NEINTWET VU —3 3 (Firewall Threat Defense £ 7= 1% ASA) Dl
(4 ~—)

» Firewall Threat Defense CLI ~®D7 7 & A (5 _X—)

=V a VOMEREBA A=V (6 —)

o ({EE) CLITOEMHX Y NU—VREDEH (7 X—)

e TA B ADESG (9 =)

o WERYGHR) 77AT UA—NVOERAT (10 X—)

274 T 94— LDy —T)LiES:

«SFP %A —H % v b 15 ICHY AT ET, ZHILSFPEY 22— L& L% L35 1-Gbps SFP
RA—hTY,

PRI OWTIE, N FU=TRETA FEZRLTIEIV,
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B o 7or—rozrorA

(Alternative) Management 1/1

Ethernet 1/1 ggg??rg]rinr%ana ement nw
outside, DHCP and IPv6 autoconfig ~ Ethernet 1/2-1/5 switch ports :
from Modem inside (Optional)

l | |_ Console ports

=] FEE
000000[00 @
CISCO ! O
®
© @
\, )

Management Computer

\\\ DHCP from inside: 192.168.95.x

TJ7A4T70+—ILOERDEA

VAT LADERIL. T7AT VAN OFEIIHDLERRY AL > THIE SN E T, EBFRA
X%, VT MEMERMELET, ZhICXD, VAT ADT V=R TV Yy ML T URY
R—hrEN, VATV 7 M =2T7BLIOTFT—F OO U 27 NEHESNET,

B

CE) 774 T7Ur—LEZHDTHEEIT S & X%, Firewall Threat Defense D #JHILIZHKI 15 ~ 30 437>
MY FI,
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77479 +r—LoEE0RA ]

1R BHHIIZ

T AT U —MIx L CTREEEOEWE N EZMGT 5 2 E A EE T (MEEEREE
(UPS) #3572 L) . HIDT ¥ v AU EITORWTEINRKRDND &, ERAR
Ty ANVAT LAOBRE ISR ZTHREENLY F3, Nv I 770 NTIEEIZEHE0 >
REARETSNTOT, BABKDND &, VAT LET L—AT Ny y FF UL TEE
A,

FIE

AT Tl BRI —FE T 7 AT U —/WlHEH L, Bliar vy MR LET,
AT9FT2 vy —vOFEHT, BRa— NICHET2ERRY C2EH L CERZA ICLET,
K 1:ERARZ >

00000000

CISEO
o O

A
® ({1

T
=

2

Power button

ATY T3 LED DBED AT —F A &R L E£7,

2:LED
@
Managed LED —> O
o
System LED — @
Power LED —» ®

« EJLLED : $a THRIT L TCWAEAIE. 77 AT U —NVDOERNF N> TWAZ EEZERLE
‘ﬂ‘o

e A5 5 (S) LED : ROEMEZSIR L T &,

K1:DRTL (S) LED DEME

LED D EE EL) TNNAZADEREANT-BRDE
M ()
T 0, C i S ELE R 01:00
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. AVAR=ILENTWST TS5 — 3> (Firewall Threat Defense F7-(% ASA) DFER

LED &4k SBA TNAADEREANT-RDEF
M ()
F LB TEEAR (=T — |[EENI R LE L 01:00
/NS
R CEAT T —aryRa— REI [15:00 ~ 30:00
L=
FL BT HET (o —jREE) |77V r—aroue—Ricdk [15:00 ~ 30:00
LFE LR

AR R=ILENTWST7 TS5 —< 3> (FirewallThreat
Defense £ 7=1& ASA) DIEER

Firewall Threat Defense & ASA O F DT 7 r—va i, "—RKuxz7 THR—FENT
WET, VbR — MIERE L, HERHIA VA R =L SN TWET 7 r—ra &
BLET,

FIE

ATYT1 WITNDDOR— 2 A TE2FEH L Tary ) —biR— M L7,

K3:arvy—ILKR—F

RJ-45 console
USB-C console

AFvF2 CLI1IZ7ua 7 w25 L T, 77 A7 74 —/L T Firewall Threat Defense £ 7213 ASA BN FEITEN TN EMNE
IMEERLET,

Firewall Threat Defense

Firepower 2 274 (FXOS) a7 "RERINET, 27 A4 LTH LWVWIRAY — REZRETTIC,
W22 ENTEET, R A U E2%ETTH0ENH H5E1E, Firewall Threat Defense CLI ~D 7 7 &
A (5R—=V) EBRBLTIEEN,
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Firewall Threat Defense CLI ~D 7 7 # X .

firepower login:

ASA
ASA 77 FRERRENET,

ciscoasa>

ATV T3 BEST=T IV r—va U NETINTWAEA1E., Cisco Secure Firewall ASA 1 L O Secure Firewall Threat
Defense A A —fbHA FESHRLTLIIEE0,

Firewall Threat Defense CLI ~D7 U £ X

REEII N T TN 2a—T 4 T DIDIZCLILT 7 B AT HUERH L5513 H 0 £7,
FI&

ATYT1 WITNDLDOR— N Z A TE2FEH L Tary ) —viR— MO L7,

E4:a>y—I)LR—F

RJ-45 console
USB-C console

ATFw T2 FXOS 12 LE4, =2—H—4 admin £ )AT— K (F7 %/ MEIAdmin123) L CCLIizn 7
AV LET, HIOTal ALy L&, RRATV—REEFTLEIRDOLNET,

firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...]
Hello admin. You must change your password.
Enter new password: **kkkxkkx

Confirm new password: ****xkxxx%
Your password was updated successfully.

[...]

Secure Firewall 200 Threat Defense 2 2 — k7 v 4/ K : Firewall Device Manager .
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FLeaanc |
B —acormesrra—sie

firepower#

T 73 Firewall Threat Defense CLI (ZZE&# L £ 77,
(GE)
Wt >~ N7 v 7T Firewall Device Manager % i 9~ % 354 1%, Firewall Threat Defense CLI (27 27 & A L 7¢
WTLZEW (7782 T5HE, CLI®y b7 v 70 ENET)
connect ftd
Firewall Threat Defense CLI (Z#]D TRt T2 &, #IllE Y b T v 72 TT 2L o CRkRDLNET,

1 :

firepower# connect ftd
>

Firewall Threat Defense CLI Z#& 7§ 51213, exit £7ziXlogout =~ > RZAHLET, ZDa~vr R &
. FX0S 7a > 7 MIEY £,

51

> exit
firepower#

N—2 3 VDMHERERA A -1k

Tr7AT VAN ERETDANHRA—Va e A VA=V THZ BRI LET,
DHEE LT, BBRICT v 77— F2FATTHILLTEETN, REZRFT L7 v
ZL—RTiE, ZOFIBEZEMT DI bEFEBDPLLEE17H 0 £,

e VAT
Y7 b7 Zyra—RKR=Y0) ) =AFESOMIH DL, BEOEBNNTN D Gold
Star UV —RA%F(T79 5 Z &2 BEID L ET, https://www.cisco.com/c/en/us/products/collateral/

security/firewalls/bulletin-c25-743178.html Tl I TWA Y U —RIK 2SR5 2 L H T
£

FIRr

ATYT1 WTNDLDOR— 2 A TE2FEH L Tary ) —viR— MO L1,
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ATy T2

ATvT3

B cucogEry r7—s8EnzE

5:a V=)L R—+

RJ-45 console
USB-C console

FXOS CLI C, FTHDONR—Ya v E2R R LET,
scope ssa

show app-instance

11

Firepower# scope ssa
Firepower /ssa # show app-instance

Application Name Slot ID Admin State Operational State Running Version Startup Version Cluster Oper

State

ftd 1 Enabled Online 7.6.0.65 7.6.0.65 Not Applicable

HLoN=Va vz A=A TLH5EF, ROFIREZETLET,
a) 774N BNTIE, BHA L H—T oA AIDHCP I L3, HHA LV F—7 =4 ZITHWIP T R
VAEBRET BRERDHLHEIE, KO~V REANLET,

scope fabric-interconnect a
set out-of-band static ip ip netmask netmask gw gateway
commit-buffer
b) FXOSD FT7 7Ny a—T7 47 A RIZRBENTWDFHA A —MLOFIEELFETLET,

BHA L H =T 2 A AMBT JEATEDL == LA A=V 2y ru— T L08R D
nET,

T AT U4 —/VRHREN L7 5, FXOS CLIIZHERER L E7,
¢) FXOSCLI C, HHENRAY— REHERETDHLIIROLNET,

(FE) CLLTOEEXRY FI—IVREDER

FI7 4N M TIE, ROWTNDIPDA LB —T 2 A AT T 7 AT T+ — L EEHRTXFES,
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FLeaanc |
B =® cucogmxy ro—svgEozE

o f —H % b 12 LU : 192.168.95.1/24

cEH 1/1 : DHCP HDIP T KL X

T 7N NDIPT RUABEHTE WAL, 22 Y —/biR— MIEEHE L CCLL THI#t& v~
rY o FHETL, BHIUIDOIP T RLAZENT FLAICRETX X,

FIE

AT 1 a V=L R—MIBEHELET, A VA=A ENTWET FY 7 —3 3 (Firewall Threat Defense % 7~
&iASA) @Eﬁwu (4/\0‘—‘:/\) %f/m L/T< f’él/\

AT w 72 Firewall Threat Defense CLI {295k L £9°,

connect ftd

1 -

firepower# connect ftd
>

ATV T3 EHA L E—T 2 A ZADREMDOCLIEY N T v 7227 X E255T LET,

You must accept the EULA to continue.
Press <ENTER> to display the EULA:
Cisco General Terms

[...]

Please enter 'YES' or press <ENTER> to AGREE to the EULA:

System initialization in progress. Please stand by.

You must configure the network to continue.

Configure at least one of IPv4 or IPv6 unless managing via data interfaces.
Do you want to configure IPv4? (y/n) [y]:

Do you want to configure IPv6? (y/n) [y]l: n

HABZVR : ZNbDEATDT FLADLRLLESH 1 DIV Ty Z AN LET,

Configure IPv4 via DHCP or manually? (dhcp/manual) [manuall]:

HAFTUR FRIIP 7 KLU RAERET DL [FE) (manual) | Z3&R L E7,

Enter an IPv4 address for the management interface [192.168.45.61]: 10.89.5.17
Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.255.192
Enter the IPv4 default gateway for the management interface [data-interfaces]: 10.10.10.1

HAF R = T 2ADIPT FLAZHRELET,

Enter a fully qualified hostname for this system [firepower]: 1010-3

Enter a comma-separated list of DNS servers or 'none' [208.67.222.222,208.67.220.220,2620:119:35::35]:
Enter a comma-separated list of search domains or 'none' []: cisco.com

If your networking information has changed, you will need to reconnect.

Disabling IPv6 configuration: managementO
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Setting DNS servers: 208.67.222.222,208.67.220.220,2620:119:35::35
Setting DNS domains:cisco.com

Setting hostname as 1010-3

Setting static IPv4: 10.89.5.17 netmask: 255.255.255.192 gateway: data on managementO
Updating routing tables, please wait...

All configurations applied to the system. Took 3 Seconds.

Saving a copy of running network configuration to local disk.

For HTTP Proxy configuration, run 'configure network http-proxy'

Manage the device locally? (yes/no) [yes]: yes

>

A4 H 2R : Firewall Device Manager #3585 51%, yes E ATTLET,

ATY T4 FLWEFLIP 7 KL A T Firewall Device Manager |27 7 > L TL 728\,

42 ADHRF

TAB AT, VATEIFREREIENLT A ZAEWA LRI, A~— Y7 hy=T
TAR T T MY 7 S TWET, Smart Software Manager (27 1 7 & R 372
WEEIE, Vo2& 70y LTHLWT AUV FEHFRELET,

Firewall Threat Defense (ZIZIRD T A B A3 H Y 7,
o FEAE
« IPS
o T =T B
«URL 7 4 V& VT

¢ Cisco Secure Client

1. HETIA B AZBINT 20N H 5561, Cisco Commerce Workspace C [T THi
& (Search All) 17 4 —/V REAEHLET,

R6:54 2 RRER

= v SearchAll.. Q

f Catalog Estimates Deals & Quotes Orders Subscriptions & Services Software

2. FABVAPIDERBLE T, LEARPIDICONTIE, RBEHA FESRLTIEZE0,
3. RIS, [ LY —E X (Products & Services) ] &R L F7,

Secure Firewall 200 Threat Defense X % — 7 v F# A K : Firewall Device Manager .


https://software.cisco.com/software/smart-licensing/inventory
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FLeaanc |
B w=use 57479+ —LoERsD

7:%R
e All Results
T Orders 6
[# Invoices 2
&, Software Subsc... 1

© Products & Ser... 1

(WERIBE) 72747 04+—ILOEIEA T

VAT LEBEEYNCY vy N T H T ENEETY, BMICERT T V2K EIRA
A FEMLIZVTEHE, BERRT ANV AT LAOBRELZIEETZENHY £T, Ny
7T RTIREIZZEOTa v ARETINTEY, BT 7 7 &28Hk\W=0 EIR%Z 8k
LT 2E, Z7AT U=V AT LB T L—AT VT ¥y NEDU U TEER A,

CLIICHEIFTAT 74774+ —ILOEIRDYIE

FXOSCLI #ffHT D5 &, VAT LAERZERIIY Yy MU LTI 7 AT U+ —VOEREZY)
WrcE £,

FIE

ATYT1 WTNDLDOR—FH A TE2FH L Tar Yy —vR— MO L1,
H8:ary—ILR—

RJ-45 console
USB-C console

AT w72 FXOSCLI Tr—H/VEBE— RIZHERE L £7,
firepower # connect local-mgmt

ATVT3 VAT LEV Yy NE UV LET,
firepower(local-mgmt) # shutdown
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ATy T4

ATy TH

Device Manager Z{Ef L 1= 7 7 1 7 0+ — LD ER LB .

1 :

firepower (local-mgmt) # shutdown

This command will shutdown the system. Continue?
Please enter 'YES' or 'NO': yes

INIT: Stopping Cisco Threat Defense...... ok

T AT T4 — D%y KT IV AT AT Oy R —LFE T, vy T UNETT
L. RoTa T MRFRRENET,
System is stopped.

It is safe to power off now.
Do you want to reboot instead? [y/N]

MBS CTERIRAA vy F 24720, BRT 7 72K Ty v — U bR EIR 2 B0 442 &3
TEET,

Device Manager A L =7 74 70 4+ — LD ERVIET

ATy T

ATy T2

ATv T3 ¥

Firewall Device Manager Z#fi /] L TV A7 AZ WU v v FX T LET,

FIE

T7AT A —NEYyy N T LET,

a) FINAR (Device) 27V 7 LThb, YRTLRE (System Settings) > BRE/ S vy b4
(Reboot/Shutdown) V> 27 %27 YU w7 LET,

b) [¥¥v h¥ T (ShutDown) 1 %7 U v 27 LET,

A= ANE T AT U —H L TV AEAIE, 77 AT VA — ARy y NE DU THEEC

VAT AT u T e —LET, VY Y MU UBRETTLE ROT T FRERINET,

System is stopped.
It is safe to power off now.

Do you want to reboot instead? [y/N]

L= BEE L TV RWERIE, R3O TV AT AN Yy hE UV LT Z EaERLET,

VENZR U TEBRAA v F a4 7IC L, BT T 720 Ty vy — v DB ERZ R0 A 2 L
TEET,
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. Device Manager ZERA L1774 70+ — /LD ERUIET
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EARHK S— DB

VIR EZZE T LTHE, BIMOA L H—T 24 AL Xy NT—=TDORE, BLOKRY —b
HAL <A REFTVET,

* Firewall Device Manager ~D 1 74 > (13 ~X—7)
AHRREDTE T (13 =)
c Ry NU—IRELRY P—OFRE (21 =)

Firewall Device Manager ~( O % A >

Firewall Device Manager (Z 2 21 L C Firewall Threat Defense % i & L 97,
FIE

ATY TN arvCa—FOREDA 2 —T 24 ZUGLT, 77 7HITKRO URL # A LET,
o 4 —H v b 1/2 LI : https://192.168.95.1

« % HL 1/1 : https://management_ip (DHCP 2>5)

AFw T2 2—Y—% admin, T 7 4Lk RAT— K Admin123 AL T 7 A > LET,

NHXEDET

WIWIRRE % 52 T3 5121%, &M Firewall Device Manager (22 7' A Lzt &2k T v
DA —REFERALET, By 8T v 7 U4 F—=ROETH, W ONOIEARRY > —niiEy)
CRE S, BIEL TV DTS ABBETT,

s NN T 7 4w 7 T —

s NEEDDAEEA~D T RTOMEHDA ¥ —7 = A A PAT,
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FIE

ATy T —REHICFEL, FHE SR - REEHLET,
[Device Setup] H I 23R SALE T,
9:[T /N4 RDEETE (Device Setup) ]

Device Setup o Configure 7)) Configure

Smart License
Internet Connection

Registration

: & Internet

&8 DNS Server
1/1 1/3 1/5 1/7 PoE MGMT

s @
FEEE O

bl
1/2 1/4 1/6 1/8 PoE CONSOLE

Time Settings

Smart Lice....

n

GE)
EMERR— FREIL. TN L > TEZR Y £,

RTFYT2 A o =T oA ZABIVERA L E—T 2 A ADFR Yy NT— I REXEELET,
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Connect firewall to Internet

Trust Outbound Traffic Block all other traffic
This rule allows traffic to go from The default action blocks all other
inside to outside, which is needed traffic.

for the Smart License configuration.

Outside Interface Address

Connect Ethernet1/1 (Outside) to your ISP/WAN device, for example, your
cable modem or router. Then, configure the addresses for the outside interface.

Configure IPv4

Using DHCP N

Configure IPv6

Using DHCP N

NEXT Don't have internet connection?
Skip device setup

agsazoxT [

a) [Outsidelnterface] : f —H% % v b 1/1, T34 ZAOHHFRERHHIOINEA o H—T = 4 AZRINT D

ZEIETEEE A,
[Configure IPv4] : PPPOE A B G51E, V4 P — FOETHRICEETE T,
IPv6 ZE&ET S

b) [Management Interface] : EHOEE /1 A L X —T 2 A ADNRTA—FEZHRELET, CLITIPT K

VAZER LSS, ZULORETT TITHBE DD TR S NEE A,
[DNS Servers] : 7 7 # /L ;& OpenDNS /X7 U » 77 DNS H—/3—"T7,
T7AT704+—ILDKRR
¢) [k~ (Next) 127 U7 LET,
ATY T3 VAT AL EHRELET,
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B 11: B ZIERE (NTP)
Time Setting (NTP)

System Time: 11:56:20AM October 03 2024 -06:00

Time Zone for Scheduling Tasks

(UTC+00:00) UTC v

NTP Time Server

Default NTP Servers 7

Server Name
0.sourcefire.pool.ntp.org
1.sourcefire.pool.ntp.org

2.sourcefire.pool.ntp.org

NEXT

a) AL YJ—V
b) [NTP Time Server]
¢) [k~ (Next) 1227 U v 7 LET,

ATYTld Av—hF T4 RAEHRELET,
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Register with Cisco Smart Software Manager

Register with Cisco Smart Software Manager to use the full functionality of this device and to apply
subscription licenses.

What is smart license? (2

O Continue with evaluation period: Start 90-day evaluation period without
registration
Recommended if device will be cloud managed. Learn More (2

Please make sure you register with Cisco before the evaluation period ends.
Otherwise you will not be able to make any changes to the device configuration.

@ Register device with Cisco Smart Software Manager

Please register your device at this time. If you do not register now, you can
register later from the Device > Smart License page.

@ Create or log in into your Cisco Smart Software Manager account.
N2

@ On your assigned virtual account, under “General tab”, click on “New
. Token” to create token.

@ Copy the token and paste it here:
Token
MDM4MTdhNWEtNmEXMCOONzMyLWE3YWMtMzY 1MWViOTM2Nm
EOLTE3NDUOMzI2%0ANjQyM;jV8dUNPZnRLWDJhSFJ6bWcOYkFqVW
ZWQzJzd2JDN2dwRkxhbUhQeHhj%0AZUtnUT0%3D%0A|
i
(D Select the region in which your device is operating.

Region

US Region v

@ Enroll Cisco Success Network.

Cisco Success Network enablement provides usage information and
statistics to Cisco which are essential for Cisco to provide technical
support.This information also allows Cisco to improve the product and to
make you aware of unused available features so that you can maximize
the value of the product in your network.

Enroll Cisco Success Network

@ For a more detailed overview on Cisco Licensing, go to
cisco.com/go/licensingguide (2

BACK FINISH

a) [Register device with Cisco Smart SoftwareManager] #27 V v 7 L £,
b) [Cisco Smart Software Manager] U > 27 %27 U v 7 LE T,
¢) [Inventory] #7 VU v 7 L7,
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#2RRY o—nEE |

B ossc0xT

Cisco Software Central > Smart Software Licensing

Smart Software Licensing

Alerts Convert to Smart Licensing

d) [General] # 7 C, [New Token] %7 1V v 7 LE9,

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances t

Token Expiration Date Uses

OWFINTZiYTgtY2Ew... 2024-May-18 17:41:53 (in 30 days) 0 of 10

e) [B¥k h—7 »Z{ERK (Create Registration Token) | %A 7 R 7Ry 7 AT, LLFOKEEE AT L THh
5[ b—2 o %ZVER (Create Token) 1 %27 VU v 27 LE7,

Create Registration Token ®

This will create a token that is used to register product instances, so that they can use licenses from this virtual account.Once it's
created, go to the Smart Licensing configuration for your products and enter the token, to register them with this virtual account.

Virtual Account:
Description: Description
* Expire After: 365 Days

Between 1 - 365, 30 days recommended

Max. Number of Uses:

The token will be expired when either the expiration or the maximum uses is reached

Allow export-controlled functionality on the products registered with this token @

Create Token Cancel

- SRER
o [AZNHIFR (Expire After) ] : HEREEIX 30 H T3,
o e R FEI % (Max. Number of Uses)

[ZD b= ATBER S T G Tl A PR RE A 7 ]9 5 (Allow export-controlled functionality on
the products registered with this token) ] : EER LA STV HEOELAITE =774 7
VAT EEMMILET, ZORBEEZENTLITEDLRS. TOA T a B I TIERT D
VENRHY £9, B TIOWRBEANIT 2561, T4 2 EH LT ey 7 bx—CHEeEk
L. TR A% a—RTHLERHY T, ZOF T arBnFRanenWgas, 772 b
g R RE A AR — LT ER AL,

h—=27 3 A o _v MIEMENET,
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| &Ky v—0kE

) F—2 OEMZHDIRENTAar%7 V27 LTC[h—2> (Token) ¥ AT TRy AZRE,
=2 v1ID%27Y v 7AR—RIZat’™—Tx 5 X 52 LFE 9, Firewall Threat Defense D BN MNIER L
XWHOFIETHEHET 2O, 2O M7 U 2HELTBEET,

X 12: b—9 OORT

General Licenses Product Instances Event Log

Virtual Account

Description:

Default Virtual Account:

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances to this virtual account.

New Token...
Token Expiration Date Uses Export-Controlled

OWFINTZiYTgtY2Ew. 2024-May-18 17:41:53 (in 30 days) Allowed

0of 10

K13: b—9rDaE—

@ X

Token
MjM3ZjIhYTItZGQ40S00Yjk2LTgzMGIEMThmZT Uy Yjky
NmVhLTETMDISMTI1 %60AMTMxMzh8YzdQdmgzMjA2V
mFJN2dYQjISQWRhOEdscDU4cWISNFNWRUtsa2wz %
NAMPANSTNZAANANA

Press ctrl + ¢ to copy selected text to clipboard.

g) Firewall Device Manager C, h—72 % h—2 7 4 — /L RIZHE O T £,
hy ZooF 7 a2 EL, [Finish) 227V vy 7 LET,

ATFYTS By T v 4P —FERTLET,
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The Device Is Up and Ready to Be Configured!

What's next?

Device will be Cloud Managed Standalone Device

@ Configure Interfaces E]

Connect inside ports to internal devices

@ Configure Policy 07

Manage traffic

GOT IT

a) [StandaloneDevice] %2 Y v 7 L T Firewall Device Manager #{#H L %9,

b) [Configurelnterfaces] %~ U » 7 L T [Interfaces] ~— ICE B EI9 52>, [ConfigurePolicy] 227 U v
7 LC [Policies] ~—IZBE T 57>, [Gotlt] Z#27 VU v 7 LT [Device] ~—VIZBEI L 9,
AE =T 2 A ZELFIRY O—REIZONWTL, Ry PV —7RELRY —OKE (21 <—
V) | EZRLTIES N,

ATvT6 T AEAEMELET,
a) [Device] ~*—")>5 Smart License> View Configuration DJEIZZ U v 7 LET,
b) TNENDOA T 2T 4k AD [EnableDisable] 2> hr—L%227 U v 7 LET,

‘SUBSCRIPTION LICENSES INCLUDED

IPS ENABLE Malware Defense ENABLE

This License allows you to perform intrusion detection and prevention and file control. You This license lets you perform malware defense. You must have this license to apply file policies
must have this license to apply intrusion policies in access rules. You also must have this that detect and block malware in files transmitted over your netwaork.
license to apply file policies that control files based on file type.

Includes: Cg File Policy
Includes: T Intrusion Policy

URL Cisco Secure Client Type Advantage v

This license allows you to control web access based on URL categories and reputations, rather Please select the license type that you purchased to enable remote access VPN. Note that
than by individual URL alone. You must have this license to deploy access rules that filter web Secure Firewall device manager does not support any of the advanced features covered by the
traffic based on category and reputation. Advantage license.

Includes: URL Reputation Includes: RA-VPN
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) WHE FNr v X7 UR NS [BEEOFERM (Resync Connection) ] %3#R L C. Cisco Smart Software
Manager & 7 1 & AER & R S H £,

Go to Cloud Services

Resync connection

Unregister Device

) (o] )
2RI —OFBEER) O—DETE
BMOA L H—T A A, DHCPH—"—Z2REL, X2V T 4RV —%2 D AZ~<v A AL
3

FIE

RTYTN AL TFR—b"ET7AT T F— IV A U F—T = A AEWBT 5861F, [Device] ZiIR L, [Interfaces]
OWEDY 7 %27 ) v 7 LET,

a) AA vFE—romET a2y @) 22097 LET,
b) “E— K% [Switch Port] 75 [Routed|iZZH L £,
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15: E—FOER

Ethernet1/3

Edit Physical Interface

Interface Name Mode Status

Switch Port

Passive

Description

IPv4 Address IPv6 Address Advanced ° VLAN

Protected Port

Usage Type

Access VLAN

inside (Vlan1) o

c) AHTEIPT FLAZRELET,
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16: 4058 — 2714 ADHRE

Ethernet1/3
Edit Physical Interface X

Interface Name Mode Status

dmz Routed N e

Most features work with named interfaces only, although some
require unnamed interfaces.

Description

IPv4 Address IPv6 Address Advanced

Type

Static Vv

IP Address and Subnet Mask

192.168.1.4 / 24

e.g. 192.168.5.15/17 or 192.168.5.15/255.255.128.0

Standby IP Address and Subnet Mask

/

e.g. 192.168.5.16

d) [OK]%Z Vw7 LET,

ATYT2 HLWT 7 AT U —bA ¥ —T = A A5t 554515, [Objects]. [Security Zones] DJIEIZEIN L &
R

VEIS U TH LW — o 2REEFIIMER L, AV —T a2 AA AZFDY — 2BV Y TES, KA
H—Tx A A, RV —FHRETHY =B L TWALENRH D F7,

WOBITIE, H LV dmz zone ZER L, TS dmz A v ¥ — T = A AZEID Y THHEERLET,

Secure Firewall 200 Threat Defense X % — 7 v F# A K : Firewall Device Manager .



#2RRY o—nEE |

B <oro—vsgrekys—omE
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Add Security Zone

Name

dmz_zone

Description

Mode

@ Routed O Passive O Inline

Interfaces

©® > @ dmz (Ethemet1/3)

> inside (Ethernet1/2) SANCEL

> management (Management1/1)
> outside (Ethernet1/1)

> unnamed (Ethernet1/8)

1 item(s) selected

Create new Vv CANCEL

RATF9 T3 W2 T4 72 b TDHCP A L CT A AL IP T RLAZEIGT 58415, Device> System Settings>
DHCP Server DJIEIZ#IR L TH5 [DHCP Servers] 4 7 & #R L %7,

T TICHNEA v X —T = A AFHITHER STV D DHCP ——2NH Y 77,
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18: DHCP H—/\—

Add Server P

Enable DHCP Server e

Interface

dmz (Ethernet1/3) v

Address Pool

192.168.1.50-192.168.1.254

e.g. 192.168.45.46-192.168.45.254

RTw T4 [RU— (Policies) |ZFRL TRy hTV—27 DX VT4 KU —EHERLET,
TNARA Y N7 w7 U4 ¥ — FTE, FRL—/LZMH LT, inside_zone & outside_zone fH DilfE 7
0—%HMNITEET, BEAL—ATIHRARY U—2@A LEtA, RAZFEHTHITIE, L—ITH
LCHRT 7 arzEELET, R —Zid, A ¥ —T = RZANH EEDTXTOAL L H—
T2 A ADA =T = APAT baEhET,

19: 774N EDEFL YT 4R O—

@ Security Policies

0 SSL Decryption  —> Identity —> Security Intelligence —> @ NAT — W WSSOt > & Intrusion

o Y Filter a @ +

NETWORKS APPLICATIONS ~ URLS

Default Action Access Control @ Block & [, v

L, By — A v HE—T oA AR DLGRIEL. ENHD Y — 2 EOMOBEETFTHT7 7k
AN — L DILBE T,

EHIZ, BV —E AT A7 DIORY) O —2REL., AL ELTIRELZTET 5720
IENATRB X7 7 B A NL— )L ERHEEG A N TEET, V=N AR_N—TRY > —F AT %IV T 52
LT, RORY —%FRETEET,

*+ [SSLiE5 (SSL Decryption) ]: R A, /L7 =7 72 EIZOWTH b iz (HTTPS 72 &) 4k
BT LHEE, BRAES T OMNERDY £3, EOERLAETTH2UNEND L0 E BT 511X
SSLIESRY —Z2MHLET, AT AF, MERICHERE B S L ET,

[ TATT 4T 4 (dentity) |: fHxD2—HF—lZxy NU—2 TI7T7 4 €7 4 2@ T5, £/
a—Y—F - — TN —TDRA L NR—= oy SIS Ry hT—T T 7 v A& HET 55
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B, BEDY —AIPT FLAIZHEEMT LN TN 22— =2 ETDHDICTAT T 4T 4 R
Vo—%EALET,

* [Security Intelligence] : (IPS 7 A B ANRME) 7T v 7 U A MNEEFEAD IP 7 KL A E 721X URL
D Z T2 HIZ Py 7T 5I1E, BEF 2V T4 AT VP2 AR =2 A LES, Bko
RIERYA v E2T T w7 JRAMIBEINE, 77822 be—A R o —TENLEZBET DM
BN N FET, Cisco TIE, X2 VT4 AT VP2 ADT Ty 7 ) A NPEIMICEST SN
HET, BEROARERT RUARLURLOEMER 7 + — FERHEL TWES, 74— FE2EHT2
L. 7Ty 7 VA NOHEEZBMEZIZHIRT 27-OICRY O—ZfRmETLH2MLERDH D EHA,

«[NAT] (R FU—2 7 RLRZEH)  NERIP 7 R L RAZAE DN —T ¢ » FARER T R L AT Ha
THIZDITNAT R Y v —Z2HH L F9,

o [7 7 & A4 (Access Control) ]: %~ b U —2 ECTHFA[TDHERDOITEICT 7B A a2 ha—/L K

Vo—%HLET, X2V T4 V=2 IPTRVA, Y bal, R—h 77UV r—a,
URL, 2—H—Fida—YF— I V=TI Lo TT7 4 VXU TEET, £, 772 RilEr—nv
ZHEALTRAR 77 AL (w0 =2T) R —%2@ALEST, ZORY > —%HH L TCURLY 4
NE Y T hERELET,

o [} A (Intrusion) ]:1RARY —%fH LT, BEHOZEEZHBEL 9, 77 & AHfEL—/ %6 H
LTERARY —Z2EALETH, BARNY —%HE L TR EDRANL—/VEBRAICADE 21T
X FT,

WOHNE, 77 & AR Y 2 — T inside_zone & dmz zone DI DIE(E ZFF AT 25 Fika RL TWET,
ZOFITIE, [#HEtOK% T (AtEnd of Connection) | MBI SN TWDHEE, [m X2 (Logging) ] =Bk
WTHOWT DX T TH AT v a VTEREINER A,

B20:79 2R Ay bA—LKRY S—

Add Access Rule @ X

Order Title Action

2 v ineiderme

Source/Destination Applications URLso Users o Intrusion PoHcyo File pollcyo Logging

SOURCE DESTINATION

Zones +  Networks +  Ports +  saT Groups Zones +  Networks +  Ports +  sGT Groups
@ inside_zone ANY ANY ANY 8 dmz_zone ANY ANY

[T /734 A (Device) | ##IR L TH 5, [HH (Updates) | 7 /V—7"T[REDFK (View Configuration) ]
BTV I L, VAT AT —ERXR—ADEHFAr TV a—VERELET,

BARY U —%FHLTWAEEST. L—/NLE VDBOF — X X— 2 EMH L ERE2RELET, BX=
VT ERT ¢ — RS, ThODEHASr P a— L hE LET, — gL L Ceda
VT HY S CHIR BRI T 2 RAT. FOF— AR ADEH A Vo — L EBELET,
A= 2—0 [Deploy] K% %7 U » 7 L. [DeployNow] K& > (‘o8) %20 v LT, EENEETA
A AR LET,
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BRI, TNOZRBETLETT A ATHMNIRY FH A,
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