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Cisco Secure Firewall 200 (X, SR ERL I OVNIET I o Fabr— g VANTICEREF S vz
KM T7 74T 74— (NGFW) LRt L ET, a7 Mo+ —L7 7 7 ZNT,
BEpOaR MIEDOEmNEF 2 VT 4 LT AREREREICL, Ry b=y V2
BiF5tx =7 Choifb S =8kt 2 558 L £ 9, Cisco Secure Firewall 200 D5 :
« 2 A 2@ Hybrid Mesh Firewall 7 —%7 7 F v %27 7 > F = v UFE TR
CAIZFIALI-BELE B L2 T 08 ) o —a 2t

¢ SD-WANKERER A LT, TV r—Ta v X7 p—< 2%k L. [EHEEDOE = —
W7 7 R EFEH

« 2 NEHFEOREICADERT 7Y r—ya vk a—F—ofill, 2Nkt s AT —
Tayv, mEREXa T o HEEA R

ASDM Zffifl L T ASA ZHELE7,

c T 7 AT U A—NDr—T NG (1 X—)

¢« 77 AT A —IDOEROEAN (2 X—)

s VA PR=NEINTWET VU —3 3 (Firewall Threat Defense £ 7= 1% ASA) Dl
(4 =)

*ASACLI ~D7 7 A (5§3—)

e TA B ADELG (6 X—)

274 T7 94— LDy —TILEE:

«SFP A —H% %> b I/SIZERY AT ET, ZAULSFP £ 2— /L& MH L5 1-Gbps SFP
A—TT,

HHIZOWTIE, "= Ry =7 RETA F2ZRLTIES0,
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(Alternative) Management 1/1

Ethernet 1/1 Ethernet 1/2-1/5 switch ports management, 192.168.45.1
outside, DHCP from Modem inside, 192.168.1.1 (Optional)
| | Console ports
o
000000[00 @
ClISCO @ O
&
®
o (®)
\u
Modem
or router

Management Computer
DHCP from inside: 192.168.1.x

TJ7A4T70+—ILOERDEA

VAT LADERIL. T7AT VANV OEEICHDLERARL AL > THIE SN E T, EFRA
A%, VT MEMERELET, XD, VAT ADT V=R TV Yy ML T URY
R—=Fr&EN, YATLY T b =2TBLOT =X OMHEO U A7 BN SN £,

FIE

ATy Tl BFRa—RFE2 77 AT +— VI L, BRa vy MIERELET,
ATFY T2 vy —rOEHET, BRa— NCHET2EERY C2HH L CEBRE2A ICLET,
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CISEO
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Power button

ATY T3 LED DBED AT —F A %R L £7,

2:LED
@
Managed LED —> O
o
System LED —» ®
Power LED —» ®

c EILLED : $ka THRIT L TCWAEAIE. 77 AT U —NVDOERNF NI TNWAZ EEZERLE
T

e 25 5 (S) LED : ROEEZSIR L T &,

K1:DRTL (S) LED DEME

LED M 1% Bz TINNAZADEREANT-BDE
M ()
T 0, C i S EEh 01:00
FL PR TEEEAR (27— BN LELE 01:00
R CEAT T r—varyRa— REI [15:00 ~ 30:00
L=
FL BT ET (= —jREE) |77 r—aroue—Ricdk [15:00 ~ 30:00
LFE LR
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. AVAR=ILENTWST TS5 — 3> (Firewall Threat Defense F7-(% ASA) DFER

AR R=ILENTWST7 TS5 — 3> (FirewallThreat
Defense £ 7=1& ASA) DIEER

Firewall Threat Defense & ASA O GF DT ) r—va v, "—RKuxz7 THR—FENT
WET, Y —bAR— MIER L, HERHIA VA R =L SN TWET 7Y r—v a &bl
WLET,

FIE

ATV T WIFNPOR— "2 A THEHA L Tar Yy —LiR— MO LET,

K3:a>vy—I)LKR—F

RJ-45 console
USB-C console

ATFY T2 CLIZa 7 " 2B LT, 7747 7+ —/LT Firewall Threat Defense £ 7213 ASA N FE T IN TV HNE
IMEERLET,

Firewall Threat Defense

Firepower 2 7 A > (FXO0S) 7B > 7 "RFRINET, 74 L TH LVWIRAT — REFRERTIC,
b5 Z L TEET,

firepower login:

ASA
ASA 7 W RFEREINET,

ciscoasa>

AT9 T3 MESTT 7Y r—ya URETIN TV AEATX, Cisco Secure Firewall ASA 35 X O Secure Firewall Threat
Defense A A —Mb A FESR LT 7ZE0,
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https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/reimage/asa-ftd-reimage.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/reimage/asa-ftd-reimage.html

| FLoswic
asac~n7s+2 ||

ASACLI~D7 U X

REFETI N T TN 2a—T 4 T DDIZCLICT 7 B AT HUENDHEENH D £7,
FlE

ATYT1 WITNDLDOR— 2 A TE2FEH L Tary y—viR— MO L7,
K4:avy—)LR—

RJ-45 console
USB-C console

E3z
]

ATY T2 2—P—F4T7E— R TASACLIIZER LE T, ZDOE—RTlE, < Dshow a2~ REfiHT&E 7,

ciscoasa>

ATV T3 BHMEEXECE— RIZT 7 EBALET, ZORAT— RME#HE—FTIE, 20742 — 3y F— R~
DT VAR EDIEIERT /v a v #FITTEET,

enable
egnable =2~ RERMIIAN LIz &2, XRRTU—REEETBH LIk ET,
B -

ciscoasa> enable

Password:

The enable password is not set. Please set it now.
Enter Password: **x*x*x*x*

Repeat Password: ****x*x*

ciscoasa#

ATFYvTG Fu—)L ar 74 Xal— gy EB—RNIT77EALET,
configureterminal

51

ciscoasa# configure terminal
ciscoasa (config) #
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ATY T FXOSCLIWZT Z7®ALET, ZOCLIE, "—RU=T L~V TORNT TN a—T 0 IR LE
7T
connect fxos [admin]
cadmin : BHEL ~NNLOT 7B AREMLEST, ZOF T arEEELRWE, ARV ERT 2

BRCRYVET, FHEE—RFRThoTh, av 74 F¥alb—raravy NIEATERWI &I
EELTLEE,

=P =TI LT VDANEROLNET A, BHAEDASA 2—F =L N FXOSIZEIND 2D, B
mowa 74 A30n%EH Y F8 A, ASACLIIZEDIZIL, exit & AJIT 50, Ctrl+Shift+6 ZH L, x & A
LET,

&1

ciscoasa# connect fxos admin

Connecting to fxos.

Connected to fxos. Escape character sequence is 'CTRL-"X'.
firepower#

firepower# exit

Connection with FXOS terminated.

Type help or '?' for a list of available commands.
ciscoasa#

4t ADEF

TA v A VA IFTIBGERBEN ST A A WA LIS, Ax— Y7 by =T
FAR T TH T MY 7 SNTWET, Smart Software Manager (27 4 7 2 kA3
WEAIX, V2 &7y LTHLWT AV bERELET,

Cisco ASA IZIZIRD T A B ANRH Y 7,
« Essentials : #28
e kF 2T 4 ALTFAL

¢ Cisco Secure Client

1. BHETIA B AZBINT 20N H 5551, Cisco Commerce Workspace C [T XTI
& (Search All) 17 4 —/VREHEHLET,

K5:54 Y AB&R

= v SearchAll.. Q

f Catalog Estimates Deals & Quotes Orders Subscriptions & Services Software

2. OS5 A L APID B LET,
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https://software.cisco.com/software/smart-licensing/inventory
https://software.cisco.com/software/csws/smartaccount/accountCreation/requestAccountForCustomer
https://apps.cisco.com/Commerce/home

| ELosaic
s1tvz20mE |

A

GE)  PID MAOHLRWEAIX, EXCTFEITPID #BMTE 7,

* Essentials : CSF_220 BASE STD #4%4,

» Cisco Secure Client : [Cisco Secure Client Ordering Guide] %#ZH L T 72&1y, ASA
T, ZOTA B AZEHRADILRNTI S,

3. MRS, [ &Y —E R (Products & Services) | 3R L 77,

6: %R
e All Results
T Orders 6
[E® Invoices 2
&, Software Subsc... 1

' © Products & Ser... 1 '
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FTAVLAEREL, ASDM V4V — R EZHHLTCT 741 b

e () IPT RLADEHE (9 2—)

« ASDM ~u 71 > (10 ~<—3)

e TA B ADEE (11 =)

« Startup Wizard (Z 1 5 ASA OF%E (15 2—)

(FE) P7 FLADEE

FI74N NTIE, IROA B2 —T = A A6 ASDM 2B T F9,
o f—H v 12 LA : 192.168.1.1

B L £,

e
it

« BHEL1/1 1 192.168.45.1

FI7HINEDIPT RUABEATE WAL, ASACLITERH 1/1 A v Z—T A AD 1P
T RLABRETEET,

FIE

RTFYT1 ar I — )R —PNIHEEFEL, Za— a7 4 Xal—YalryET— N7 27EALET, ASACLI~D
TIEA (=) BERLTIEE N,
ATF9 T2 BRLEIPT FLAZEHLCT 74V b EEE T LET,

configure factory-default [ip_address [mask]]
1 -

ciscoasa(config)# configure factory-default 10.1.1.151 255.255.255.0
Based on the management IP address and mask, the DHCP address
pool size is reduced to 103 from the platform limit 256

WARNING: The boot system configuration will be cleared.

The first image found in diskO:/ will be used to boot the
system on the next reload.
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Verify there is a valid image on disk0:/ or the system will
not boot.

Begin to apply factory-default configuration:

Clear all configuration

Executing command: interface managementl/1

Executing command: nameif management

INFO: Security level for "management" set to 0 by default.
Executing command: ip address 10.1.1.151 255.255.255.0
Executing command: security-level 100

Executing command: no shutdown

Executing command: exit

Executing command: http server enable

Executing command: http 10.1.1.0 255.255.255.0 management
Executing command: dhcpd address 10.1.1.152-10.1.1.254 management
Executing command: dhcpd enable management

Executing command: logging asdm informational
Factory-default configuration is completed
ciscoasa(config) #

ARTFYT3 FIF NN AL T4 X2l —ard 75792 ARV ITRELET,

write memory

ASDM ~pO 45 A >

ASDM #EEI L T, ASAZRETEHLHICLET,
Fig

ATYT1 75RO URL DWTALE AN LET,

* https://192.168.1.1 : NifiA v % —7 = A ADIP 7 KL A, WAL v FHR—hK (£ —% x> b 12 L
E) OWNET RLRIZEHRTEET,

s https://192.168.45.1 : HEL1/1 A > X —T = A ADIP 7 KL A,

GE)
W9 httpsi] ZHEE L TS I2E W,

[Cisco ASDM] Web X— VN FE/RENE T, ASA IZFEIHENA VA h— L& TWaWnWzHiz, 77 oW
DX )T 4 BERFIRINDZENDY TR, ZNOOEEIIMEAL T, Web =27 7 AT
%iﬁ‘o

ATv T2 [ASDMT > F ¥ —DA A b—/ (Install ASDM Launcher) 1 %2V v 27 L £,
AT w73 HEEOHERIZHEV, ASDM ZES) L £ 7,

[Cisco ASDM-IDM 7 >+ — (Cisco ASDM-IDM Launcher) ] BAFRrENF T,
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ATV Tl 2—HF—ZLNRXAT—-RDT7 4 — /L REZOFFIZLT, [OK] 227 V27 LET,
AA 2 ASDM 7 4 > RUBFRENFT,

= . SL =
T4 ADERTE
Smart Software Manager CT7 7 A 7 UV 4 — /L &2 Bk L £ 7,

1R BRI

T4 ADOEE (6 X—) - TT77A T VA= NDTA L AZRELET,

FIE

AT w71 CiscoSmart Software Manager T, Z D7 /A AZBIMT BT IOy hOBEN—7 U HER L Car—
LET,

a) [Inventoryl %7 U v 7 LET,

Cisco Software Central > Smart Software Licensing

Smart Software Licensing

Alerts Convert to Smart Licensing

b) [General] # 7 C, [New Token] #7 UV v 7 L¥7,

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances t

Token Expiration Date Uses

OWFINTZiYTgtY2Ew... 2024-May-18 17:41:53 (in 30 days) 0 of 10

c) [B&k h—2 »Z{ERK (Create Registration Token) | %A 7 R 7Ry 7 AT, LLFOKEEE AT L THh
5[ h—2 v %1ER% (Create Token) 127V v 7 LE 7,

Secure Firewall 200 ASA Getting Started .
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Create Registration Token b

This will create a token that is used to register product instances, so that they can use licenses from this virtual account.Once it's
created, go to the Smart Licensing configuration for your products and enter the token, to register them with this virtual account.

Virtual Account:
Description: Description

* Expire After: 365 Days

Between 1 - 365, 30 days recommended

Max. Number of Uses:

The token will be expired when either the expiration or the maximum uses is reached

Allow export-controlled functionality on the products registered with this token @

Create Token Cancel

- EER
o [HEIHAR (Expire After) ] : #E3HiEIX 30 H T,
o i XAEAE% (Max. Number of Uses)

(2D b= ARG S T B Tl E B RE A 7] 95 (Allow export-controlled functionality on
the products registered with this token) ]: B2 774 T A 7T T EHHIZ L ET,
=2 A X NV IGEMERET,

d) F—=2 OFEMCHDRENT A 2% )27 LT[ h—2> (Token) XA Tl Ry AZRE,
h—=2vID%aZ7 Vv PR—=RIZabt—T&5X 91T LET, ASADBRENNIEL L X THOFIETHE
AT 272012, 2O =07 o 28HELTRBEET,

7: b= VDORTE

General Licenses Product Instances Event Log

Virtual Account
Description:

Default Virtual Account: No

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances to this virtual account.

New Token...
Token Expiration Date Uses Export-Controlled
OWFINTZiYTgtY2Ew. 2024-May-18 17:41:53 (in 30 days) 0 of 10 Allowed

. Secure Firewall 200 ASA Getting Started



| &Ky v—0kE

sttvzoiz |

H8: b—YDaE—

Token 0 X

MjM3ZjInYTIZGQ40500Yk2LTgzMGIMThmZTUyY]ky
NmVALTETMDISMTIT %60AMTMxMzh8YzdQdmgzMjA2V
mFJN2dYQjISQWRhOEdscDU4cWISNFNWRUtsa2wz %
NAMDANSTN%AINANA

Press cirl + ¢ to copy selected text to clipboard.

=

ATw 72 ASDM T, [ERFE (Configuration) 1>[T/\f AEHE (DeviceManagement) |>[ZA4 >y
(Licensing) 1>[AY—+S5A4 >4 (Smart Licensing) ] DEIZER L E 7,
ATYT3 TARVRALERERELET,
a) [Av—FT7A4 B AFEDHE (Enable Smart license configuration) | %4 2 LET,
b) [HEEEFESE (Feature Tier) ] Ku w7 & w7 U & M5 [Essentials] Z 3R L £ 97,
i 1 C & % D% Essentials F5&7-1F T4,
c) [#EH (Apply) 1227V v 27 LET,
d Y= —D [fRTFE (Save) | TA a2 %7V v 7 LET,
ATy T4 &k (Register) |27V v 7 LET,
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~ D Configuration > Device Management > Licensing > Smart Licensing

Enable Smart license configuration

Feature Tier:

Enable strong-encryption protocol

Transport
Configure Transport URL
O Default Custom URL
Registration
Proxy URL
Proxy Port

Registration Status:

Renew ID Certificate

Effective Running Licenses

Context: 3

To configure an HTTP proxy for Smart Licensing using Call Home, go to Smart Call-Home. If you are using Smart Transport, configu

Essentials

For a more detailed overview on Cisco Licensing, go to cisco.com/go/licensingguide

Call Home © Smart Transport

Renew Authorization

License Feature

Maximum Physical Interfaces
Maximum VLANs

Inside Hosts

Failover

Encryption-DES
Encryption-3DES-AES

Security Contexts

Carrier

Secure Client Premium Peers
Secure Client Essentials

Other VPN Peers

Total VPN Peers

Secure Client for Mobile

Secure Client for Cisco VPN Phone
Advanced Endpoint Assessment

Shared License
Tatal TIC Drava: €

License Value License Duration
Unlimited
512
Unlimited
Active /Active
Enabled
Disabled

5

Disabled
150
Disabled
150

150
Enabled
Enabled
Enabled
Disabled

290

Reset Apply

AT 75 [IDh—2 > (IDToken) ] 7 4 —/L K® [Cisco Smart Software Manager] {288k h—27 v & AL £,

ID Token:

Force registration

Help Cancel

Smart License Registration

'MzV8eHpYYOSEMGg2aDRYakOybmZNVnRaSW5sbmSXVXVIZkk2RTdGTW)6%0AZVBVWT0%3 D%0A|

ATw 6 &8k (Register) |27V v/ LET,

TACLVART—HANFEHEND L, ASDMIZ L > TRV NFEHENET, £7o, BENEK LS
A7 EE, [E=82—1 >4 (Monitoring) [>[Z8/3F 4« (Properties) |>[RA¥— k542X (Smart
License) | DIEIZEINL T, T4 BV ARAS —X A AR TE £,
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| xRy o—nHE
Startup Wizard (= & % ASA 0%z [

Registration Status: REGISTERED

Unregister Renew ID Certificate Renew Authorization

ATv 77 ASDM Z# T L, HE#HL £,
FTAV L AEERETHHEAE, B SN-HEEZFR AT 5215 ASDM ZHEHT 240N H Y F97,

Startup Wizard (Z & % ASA DR E

ASDM %7 288, HAMKEER L OYEIEMIEOREICY 4 — REMHHT& £9, Startup
Wizard (£7 7 #/V FEREIZESINTWET,

W= T T 4 T T —

s NERMA B A~DTRTDO VT 7 4 v 7V HDA 2 —7 = A X PAT,
[Startup Wizard] CTix, FIEEZEB-TUTEZRETEET,

e A X =TI NRRAT—F

A B =T A A (NEBLIUONHEDA v Z—T 24 AIPT RLADRESA LV F—T =
A ADFEMEIR E)

« AXT 4 v J— |k
« DHCP ¥ —/3—

o DA

FIE

AT F1 [Wizards] > [Startup Wizard] DJEIZER L, [BEFOREDZEE (Modify existing configuration) |47 3 >
NEHI )y LET,
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B stertup Wizard 1= & 2 ASA D

@& Launcher File View Tools Window Help
@00 Startup Wizard...
@ Configuration Monitor VPN Wizlirds

} B High Availability and Scalability Wizard...
| Unified Communication Wizard...
000 Device List ASDM Identity Certificate Wizard...
% Add [ Delete ¥ Connect W Packet Capture Wizard...
[T

Cisco

ard‘ ? Help‘T\-‘DE topi¢ Go

Cisco ASDM 88.28(0)4 for ASA - 10.83.45.103 - Startup Wizard
Startup Wizard Starting Point (Step 1 of 10)

Choose a starting point for the wizard.

Reset configuration to factory defaults
+| Configure the IP address of the management interface

IP Address:

<

Subnet Mask: 255.0.0.0

PV ' 4
Cisco ASDM 88.28(0)4 for ASA - 10.83.45.103 - Startup Wizard
Startup Wizard Basic Configuration (Step 2 of 10)

Enter the host name and the domain name of the ASA. If your Internet Service Provider (ISP) requires
that your host uses DHCP, you may need to use the device name supplied by the ISP as the host name
of the ASA.

ASA Host Name: ciscoasa

Domain Name:

Privileged Mode (Enable) Password

The privileged mode (enable) password is required to administer the ASA using ASDM or the
Command Line Interface (CLI).

| Change privileged mode (enable) password
Old Password:
New Password:

Confirm New Password:

ATFY T2 HR_R—=T Tk~ (Next) 1227 U v 7 LT, NEREEZRTLET,
ATV T3 ZTOMDT 4 F— RIZONTIE, ASDMO— R ED a7 4 oL —va A FEBRLTLE
X\,
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