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KB EER ) 27, BEREX 2V T 4R U— BB EZRILL 7,
HHADOEHE R >~ N U — 7 T Cisco Secure Firewall Management Center 2/l L C7 74 7 7 4 —
NEEBRLET,

c T AT T A —IDEROEAN (1 =)

e A UA =L EINTWBET 7Y r—3 3 (Firewall Threat Defense F 7213 ASA) DR
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* Firewall Threat Defense CLI ~D7 7 & A (4 _X—)

cN—Va YOMEREHA A=V (5R—=D)

«c TA B ADHE (7 %—)
(MERGE) 77 AT U4+ —VOERALT7 (8 X—)

TJ7AT7 94— ILOERDEA

VAT LADERIL. T AT U —VOEBEICHDEA v —ERAAL v FIC Lo THIE N E
T, By I—&EFEAA vTFiE, V7 MBHERIELET, ZiCkY, AT LD L—RT
Wy RETUNRTR—= &N, VATAY 7 2T BLOT—ZORHED U R 7 D38
EhExd,

B

GE) T AT U F—)LEHOTCERT S & &%, Firewall Threat Defense D FIHILIZHI 15 ~ 30 43>

4a & SRS

TrFAT =K L EEEOEWENE MG TS 2 E N EETT (BEEEREE
(UPS) ZEMT+272Y) . IO ¥ v MU ZiThbRWTENNEbND &, ERA
T ANV AT AOBREGEBI S THREMEN DV £4, Nv ST RTIEEILS RO
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ATy BREa—RFE2 77 AT U+—/VICHEREL, EFa By MOEERELET,

AT T2 vy —2OFET, BRa— NCEET 20 v h—BRAA v F2EH L CERE A I LET,
®1:EERAVF
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A VR M=ILENTWSBT7 T4 — 3> (Firewall Threat Defense F7=(% ASA) DHESE .

TNA ZADEREANT-R DK

LED &4k SRER
M ()
ok fh T AT TV =g rna— RER [15:00 ~ 30:00
FL-

FLUVETET (T —k88) |7V A — g roue— RIZEK [15:00 ~ 30:00
LELRE

AR M=ILENTWSET7TY45— 3> (FirewallThreat
Defense = 7-1% ASA) DHEER

Firewall Threat Defense & ASA O T OT 7TV r— a0 BN, "N— R =27 THR— N T
WET, T Y= bR — MR L, MR VA M=V SN TWDT IV r— 3 v a

WBLET,
FIR

ATy Tl a2 —R— MR LET,

K3:avy—J)LKR—+

USB-C console
RJ-45 console

CLIZue 7 haBM LT, 7747 74 —/LTFirewall Threat Defense £ 721X ASA NFEIT I TWEME
IMEERLET,

Firewall Threat Defense

Firepower 2= 27 A > (FXOS) 7R Y7 MIRFRRINET, m7 A LTHLWWRRAY — REREETIT,
P52 B8 TEET, vl A 2R TTHH0ENRD HEE1L. Firewall Threat Defense CLI ~D 7 7 &
A (4R—=) EBRBLTLIEEN,

ATy T2

e
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. Firewall Threat Defense CLI ~D7 ¥ X

firepower login:

ASA
ASA 77 FRERRENE T,

ciscoasa>

RT3 BEST=T 7V r—a U RETEIN TV BEA1E. Cisco Secure Firewall ASA 3 1 U Secure Firewall Threat
Defense A A — AL A FESHRLTLIIEE0,

Firewall Threat Defense CLI ~D7 U £ X

REEII N T TN 2a—T 4 T DIDIZCLILT 7 B AT HUERH L5600 £7,
FIE

ATFY Tl v — LR — N NIEELET,

E4:a>y—)LKR—F

IR
USB-C console T
RJ-45 console

ATFw T2 FXOS 128k LET, =—F—4%4 admin £ /82T — K (F7 4/ hE Admin123) #HALTCLIICa
AV LET, IOTal ALy Li-eEx, RATV—REEETLLIRKDOLNET,

firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...]

Hello admin. You must change your password.
Enter new password: ***kkkk*

Confirm new password: ***x*x*x

Your password was updated successfully.

[...1]
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https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/reimage/asa-ftd-reimage.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/reimage/asa-ftd-reimage.html
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ATvT3

n—vavorpsas —ot |

firepower#

Firewall Threat Defense CLI IZZEH L £,
GE)
Wt >~ N7 v 7T Firewall Device Manager % 9~ % 354 1%, Firewall Threat Defense CLI (27 27 & A L 7¢
WTLZEW (TZ78AT5HE, CLI®y b7 v 7B ENET) |
connect ftd
Firewall Threat Defense CLI (Z#]D CHERi T2 &, #Illt Y b T v 72T Lo RkRDLNET,

51 -

firepower# connect ftd
>

Firewall Threat Defense CLI Z#& 7§ 51213, exit £7ziXlogout =~ > RZAHLET, ZDa~vr NIk
. FX0S a7 MIEY £,

51

> exit
firepower#

N—2 3 VDMHERERA A -1k

T7AT VAN ERETDANHRA—Va e A VA=V THZ BRI LET,
DHEE LT, BBRICT v 77— F2FTTHI L TEETN, REZRFT L7 v
ZL—RTiE, ZOFIBEZEMT DI bEFEBDPDLE617H 0 £7,

e VAT

YI7hUxT Zyru— K RX=UD) Y —AFGZOMICH D, BOEOEPFNTND Gold
Star UV —RA%F(79 5 Z &2 BEID L ET, https://www.cisco.com/c/en/us/products/collateral/
security/firewalls/bulletin-c25-743178.html T I TWAH Y U —RIK 2SR5 2 L H T
5

FIRr

ATFYT1 a3 V— R — N LET,

e


https://www.cisco.com/c/en/us/products/collateral/security/firewalls/bulletin-c25-743178.html
https://www.cisco.com/c/en/us/products/collateral/security/firewalls/bulletin-c25-743178.html

FLeaanc |

B —vacommemr—vit

ATvT2

ATvT3

K5:a>y—)LR—Ft

USB-C console
RJ-45 console

FXOS CLI T, FE{THDO =V a v 2R R LET,
scope ssa

show app-instance

15'] .

Firepower# scope ssa
Firepower /ssa # show app-instance

Application Name Slot ID Admin State Operational State Running Version Startup Version Cluster Oper

State

ftd 1 Enabled Online 7.6.0.65 7.6.0.65 Not Applicable

FHLWWA—Ta & AN LT H5EF, ROFIEEZEITLET,
a) T 74N bTIE, BEA X —T7 2 AIDHCP 2 LEJ, BHA LV H—T =4 ATFHHIP T N
VAEZRETHVEDDHGEIL. ROa<r RE AN LET,

scope fabric-interconnect a
set out-of-band static ip ip netmask netmask gw gateway
commit-buffer
b) FXOSD T TNy a—TF 47 A4 RICREHENTHDEHA A—MbOFIEEZFEITLET,

AL =T 2 A ANET IV EATELY == LA A=V E X T n— RT 508N H
nET,

Tr7AT U —I/VNEREI L5, FXOSCLIIZHERER LET,
c) FXOSCLI T, HHENRRY - REHERETDLIIZKROLNET,
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https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot/b_2100_CLI_Troubleshoot_chapter_011.html#task_n5q_3v1_hbb
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4t ADEF

TA AT, YATEFRERBEE NG T AN RAEMA LRI, Av—F YT hy=T
FGARL T TH T MY 7 SNTWET, Smart Software Manager (27 4 W 2 kA3
WEAIE, V2 E 7Yy LTHLWT ATy bERELET,

F72DOYA 1L, Smart Software Manager (Z Firewall Management Center % &k L £ 97, BEk&1T
2 121X, Smart Software Manager CHEk b — 7 VALK T HHLENRH D 4, FEMALFIRICDS
VWWCIE, Cisco Secure Firewall Management Center 7 KX =R hL— g v A FESRL TS
7ZEU,
Firewall Threat Defense (ZIZRD T A B A0nH Y £,
* Essentials : 20
« IPS
R Ay T |
«URL 74V %2 Y T
* Cisco Secure Client
1. BHETIA U AZEBNTEMEND DA 1%, Cisco Commerce Workspace T [T
F (Search All) 17 4 —/V R&MEH L £,
6: 54 AREK

= v SearchAll.. Q

A Catalog Estimates Deals & Quotes Orders Subscriptions & Services Software

2. FA4AEBUAPID BB LET, LEARPIDICOWVWTIL, BIEHA RESRLTLIIEEN,
3. RS, [ E Y —E A (Products & Services) | Zi#IN L 97,

7: %8
e All Results
T Orders 6
[* Invoices 2
&, Software Subsc... 1

© Products & Ser... 1
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https://software.cisco.com/software/smart-licensing/inventory
https://software.cisco.com/software/csws/smartaccount/accountCreation/requestAccountForCustomer
http://www.cisco.com/go/firepower-config
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B w=use 57479+ —LoERsD

(WERIFE) 72747 04+—ILDOEIEA T

VAT LEMEYNCY vy N T H T ENEETY, BMICERT T V2K W2 EIRA
A FEMLIZVTEHE, BERRT ANV AT LAOBEELZGEE T ENHD £T, Ny
I 7Ty RTCIEFIZZHOTa v ANETINTEY, &7 7 7%\ 20 | EIRZ Yk
L7z TB8E, 77AT VANV ATLET L—AT NV ¥y NIV TEERA,

CLIICHIFTAT 747 74— ILOEIRDYIE

FXOSCLI T2 &, VAT AEZLRIIV Yy MU LTI 74T U4 —/VOEREZY)
Wrcx£9,

ATV Tl a3 V— R — NG LET,

ATy T2

ATy T3

ATy T4

K8:avy—ILKR—

IR
USB-C console T
RJ-45 console

FXOS CLI Tr—» /VEMHE— NZBH L7,
firepower # connect local-mgmt
VAT AEYY Y MU LET,

firepower(local-mgmt) # shutdown

firepower (local-mgmt) # shutdown

This command will shutdown the system. Continue?
Please enter 'YES' or 'NO': yes

: Stopping Cisco Threat Defense...... ok

TFAT IF—NDY ¥y T UV AT AT u P =4 —LFET, Yy NEUURETT
ELROT T SRERINET,
System is stopped.

It is safe to power off now.
Do you want to reboot instead? [y/N]
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Firewall Management Center Z{ER L 7= 7 7 1 7 2 + — LD ER BT .

ATY TS LEIGUTEEAAS v F 24720, BRI T 72K NTY v — bR ER AR A3 2 &
TEET,

Firewall Management Center Z{EH L= 7 4 7V 4+ — LD ER I

FIR

Firewall Management Center /] L TV A7 AZWUNZ Vv v hF T LET,

ATYTIN 77 AT 5= NET Yy hEULET,

a)
b)
<)
d)

e)

[T/31 R (Devices) 1> [T/3\1 REHE (Device Management) [& 3R L £,

HFEET 27 2AOMICH D [ (Bdit) 1 (&) 227U v 7 LET,

[7 /34 A (Device) | #7 %27 Y v 27 LET,

[ZAT A (System) |7 2 a T[T XA ADY v &7 (ShutDownDevice) ] () %27 U >
7 LET,

Ty T IRERINTED, THRAADY vy N T U EERLET,

ARTFYT2 A I AN T AT I — MR L TWAESITE., 774 T 9+— AN vy N TTBEX(C
VAT AT R e —LET, Yy NEUURRETTAE ROT T RRERENET,

System is stopped.
It is safe to power off now.

Do you want to reboot instead? [y/N]

g =BG L CODRWEEEIE, 3O TV AT ANY Yy N T LTI Z 2R L ET,

ATw T3 MBS U TCERAA vF 2471 L, BRT 7 72Ty vy —U B WERICERZ Y 442 &2
T&EFET,
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