TJ7AT7OA—ILDT—JIVEREA >
R—F

T AT AV — T )VEEHGE L. Security Cloud Control (24 > AR — R LET,
c T AT U A—NDr—T N (1 3—=)
77 A7 4 —/L® Security Cloud Control ~D A 7R— F (2X—)
cMHWIREDET (FHTrEYa=rTDHh) (9X—)

TJ7A4AT794+— LDy —TILiER:

* SFP/SFP+ E YV a— /L&A —H v b 1/9 LLEICEY 1 &9, 26 OEER— M
SFP/SFP+ & ¥ = — /L Z LB & 9% 1/10-Gbps SFP+ 7R — T,

cHEMIZOWTIE, "= F UV =TRETA PSR LTI ZIN,

cBnXyF e Ta = VEERTLGEIE AN =T oA ALEEA S —
T2 A ADWF & r—T VR LW TLEEW, ZOHA KA v 2 —7 =4 AT
OEHIZOWTHA L TWETR, B2 -EFH ey F o ya=r7
PHEATHZLELTEET, AT Y vy F o a7 el L CE A EAE
HT 55615, BERBRIZINBIP 7 RLAZFHNT RUAICERT 50BN H D £7,

27479 Lor—JnggmeroR—F ]
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. 774 7+ —JL® Security Cloud Control ~D# > 7R—

Modem or router

Security

( Cloud Control )

Ethernet 1/1
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Console -or-
(manual ports Ethernet 1/2 https://192.168.95.1
provisioning) (manual provisioning)

. »

Other data networks

Inside

Management
computer

774 7 )4 —JL® Security Cloud Control ~D A > 7R—
o

PrsyFrubevamr JEREFH ey a s VEFEHLCT s AT UV E S
A— R ULET, https://security.cisco.com T Security Cloud Control (Z7 74 > L £7°,

o2y FIOESIZTICKET7AT7I4+—ILDENE(E

triyFraveya=rr LT 20T TVEE % LT Firewall Threat Defense %
BAEERLET,
15 H B HIIC
cTNRAADVY T NEFERELET,
* If you have the shipping box, you can see the chassis serial number on the label.

* The chassis serial number is on the compliance label on a pull-out tab at the front of the device

* The PCB serial number is on a label on the chassis called "S/N."

* You can view the serial numbers using the following CLI commands:

* FXOS— show chassisdetail shows both serial numbers.

* Firewall Threat Defense — show inventory shows the chassis serial number. show
serial-number shows the PCB serial number.

B o7 79— LT LEREA U R—F
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| 2747 9+—LOr—TLigEHEEF  R—K
togvFInEvaz= yceb 77479+ — 0B LR [

cLEDZF v 7 LT, 77AT TA— OB NTETWAZ L 2R LET,

R1:t04yF JOoECazvy E@Exg (M) LED DEME

M LED B F77AT704—ILDERZEA
NE=ROBRE (53:5)

foke 0, T S Cisco Cloud |Z82f¢ X4, A4 |15:00 ~ 30:00
VIR—T 4 T OYEIN T E
TWES

TN =&AL PIZAR BT | Cisco Cloud (285 T & £4 | 15:00 ~ 30:00
=¥/ ATLTZ

(=7 —54F)

FR O T AT FR— R 20:00 ~ 45:00

FIRr

AT w1 SecurityCloud Control DF E /' —> g v A=a—CEFa2UTFATNAR 227V w7 L, HOOTTA

RE () 7 Vw7 LTT /834 AD [Onboard] % L £,
ATwF2 [FID] ¥ A V&R L ET,
ATy T3 [EHE—F] T, [FID] BN@ERENTWDHZ & 2R LET,

BELE— L LC[FTD] Z& R LI-%ZITWVOTH, [Av— T4 BV ADEH]| 27 ) v/ LT, TN
A ATHAEEREGFDOA~Y— T A4 B RACBFEEIIEFTEET,

AT T8 FUR—TFT 4T HEELT[U T AESEMM (Use Serial Number) ] Z 3R L £,
1: ) F7ILVEESEEA

A Important: After you onboard the threat defense device to cdFMC or the Firewall Management Center using the zero-touch provisioning
— method, the device will be managed by the corresponding manager it is onboarded to. Note that the firewall device manager will no longer
manage the device, and all existing policy configurations on the device will be lost except for the basic interface configurations. Therefore,

Firewall Threat Defense - e q
you must configure the policies from the corresponding manager.

(=) (=) (=] (=)
Use CLI Registration Key Use Serial Number Deploy an FTD to a cloud Bulk Onboard using CSV File
Onboard a device using a Onboard a factory-shipped FTD environment Use this method for adding multiple
registration key generated from 7.2+ device to cdFMC or a 7.4+ On- Deploy a device to supported cloud devices to cdFMC by uploading a
SCC and applied on the device Prem FMC using zero-touch platforms: AWS, GCP, and Azure .csv file, with template assignment.
using the Command Line Interface. provisioning. (FTD 7.4+)

(FTD 7.0.3+ & 7.2+)

25y 75 [Select FMC] T. U 2 k75 [Cloud-Delivered FMC > Cloud-Delivered FMC]DJIEIZ IR L. [Next] % 7
Vw7 LET,

27479 Lor—JnggmeroR—F ]
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B tosvronecazosices 77079 r—LOBAESH

2: FMCOEIR

o Select FMC Select FMC @ For more details, click here

[ Select v ]

Cloud-Delivered FMC

Cloud-Delivered FMC (Recommended)

e Connection On-Prem FMCs (7.4+) @

e Password Reset

firepower_10.10.0.5

+ Onboard On-Prem FMC

ATw 76  [HE#i (Connection) ]V T T, [T/ AD YU T /L%EK S (Device Serial Number) | & [T /34 A4 (Device
Serial Number) ] ZAJIL. [k~ (Next) 127 U v 7 LET,

&
B 3:#Ef
o Connection Device Serial Number Device Name @ Enter the serial number of the FTD device you want to
nboard, then ill m nn h
[JAD253SOEGB ] [fp-1010—1\ J ol b.oa d, then CDO will attempt to connect to the
device
Important: Only FTD 1000, 2100 or 3100 series devices

(running on software version 7.4 or later) are supported.

ATy 1 [IRRAT—FKDY+ty bk (PasswordReset) 1 T, [IELY... (Yes.) |22 Vw7 LET, T34 ZDH LW
NRAT—=FRKEZANL, ZOFHLWWSRRAT— REMEE LT, [k~ (Next) 1227 U7 LET,

YudyFrueya=vr7 OBG. 7L ATHRTHL0, FAA—IISHTOLIRERDH Y F
o

(6=3)

TFNRARAZIR T AV L TRAT—=FRKE2Y Yy hL, EudoFrreya=r 7 2805 L HI1R
EEEFELRPoTEAE, Wz, (No.) A7 v a v 2R RTI2MERHY 3, En¥yFrn
BV a = ey a s S EENCT AREIISE S D720, A AU EOLERND G
ZrE, AL RO A T HZ LIFHERELET A,

B o7 79— ror—Jrimet o R—F



| 27479+—LDs5—JLigHEr oR—F

togvFInEvaz= yceb 77479+ — 0B LR [

B4:/RXT—FDYEy

e Password R

@ Password must:

@ Please review all the prereqguisites for onboarding with a serial - Be 8-128 characters

number. Learn more (&'

- Have at least one lower and one upper case letter
2) Is this a new device that has never been logged into or - Have at least one digit
configured for a manager? - Have at least one special character.

- Not contain consecutive repeated letters
® Ves, this new device has never been logged into or configured

for a manager
Enter a new password for devices that have never been
configured for a manager.
Important: If you select this option and the device's
default password has already been changed, onboarding

fails.
New Password Confirm Password
—— T

© No, this device has been logged into and configured for a
manager
Use this option if you already changed the password in
the device CLI
Impeortant: If you select this option and the device's
default password has not been changed, onboarding fails.

ATv T8  [AU—E YT (PolicyAssignment) JIZOWNWTiE, KRy XU A=a—%2EH LT, T34 2D
TR A= R —ERRLET, N —NRESNLTOWRWERIE, [T 74V DT
I Az hra—RY v — (Default Access Control Policy) ] Z %R L £ 9,

B5:RYS—EYHT

o Policy Assignment Access Control Policy

[ Default Access Control Policy + ]

ATy T [T AV YT 3T 4k A (Subscription License) ] (ZOWTIL, AT HEMEET AL 2%
Fxv 7 LET, [Next] 27 Vv 7 LET,

B6:4TRIYTLavs4€UR

e Subscription License ® Enable subscription licenses. CDO will attempt to
enable the selected licenses when the device is
connected to CDO and registered with the supplied
Smart License.

Learn more about Cisco Smart Accounts.

License Type Includes

Base Firewall Capabilities

Carrier (7.3+ FTDs only) GTP/GPRS, Diameter, SCTP,

M3UA
1 ® Intrusion Policy
Malware Defense Cs File Policy
URL URL Reputation
RA VPN

T7AT7+—LOr—TLEREA >V R—F
I
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ATv 710

TPATIF—LOTr—TLEHREF VR—F |

({EE) [BF¥ =2V 7 17 /354 A (Security Devices) ] ~—I DF~ER &7 4 )V HAPRITHLNLD T~ )L

BTN ABIMLET, VB ANL, HFWTTART () PERLET, 7-ULE, Security
Cloud Control ~ME AT A A@AINET,

7:487
_A Jor Your device is now onboarding.
@ This may take a long time to finish. You can check the status of the device on the Devices and Services page
Add Labels @

RDBERY

[E%=VUTF 47 /34 A (Security Devices) | ~X—U 5, AW L72IE00 OFT A A% ik
WL, HHENZH D B (Management) | XA SNI—ERRINTNWDILAET T a rOnTihun
IR L E 9,

FEITAOEDa = HICEBRT7AT 94— ILDENE

CLIB@F—%2HHL 77 AT U r—EF R —RKLET,

FIE

ATy T

ATy T2
ATvT3
ATy T4

Security Cloud Control D B/ —L a v A =2 —T[Fa VT4 TNA R 27 Vv I L, EEOTTA

Rz () 2 27 LTF /3 A0 [Onboard] & L 7,

[FTID] # A V%27 U v 7 LET,

[EELE— K] C, [FID] BNBIRSNTNDZ EE2MERLET,

FrR—T 4 7Tk E LT [CLIEERF — % (Use CLI Registration Key) | Z R L 7,
8: CLI B8 —%(HF

TD /————— s3] A Important: After you onboard the threat defense device to cdFMC or the Firewall Management Center using the zero-touch provisioning
/=B method, the device will be managed by the corresponding manager it is onboarded to. Note that the firewall device manager will no longer

manage the device, and all existing policy configurations on the device will be lost except for the basic interface configurations. Therefore,

xou must confiﬁure the ﬁolicies rom the corresponding manager.

Firewall Threat Defense

(=) (=) (=) =2
Use CLI Registration Key Use Serial Number Deploy an FTD to a cloud Bulk Onboard using CSV File
Onboard a device using a Onboard a factory-shipped FTD environment Use this method for adding multiple
registration key generated from 7.2+ device to cdFMC or a 7.4+ On- Deploy a device to supported cloud devices to cdFMC by uploading a
SCC and applied on the device Prem FMC using zero-touch platforms: AWS, GCP, and Azure. .csv file, with template assignment.
using the Command Line Interface. provisioning. (FTD 7.4+)

(FTD 7.0.3+ & 7.2+)
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FHIOECa= 8577179 —LoBAERE I

ATY TS5 [T/ A4 (DeviceName) ] # AN LT, [k~ (Next) |27 U7 LET,
K 9:T7/81 R4

Device Name

[ far ]
=

ATv 76 [RY—HFYHET (PolicyAssignment) [IZDOWTiX, Ky XU A=a—%HEHLT, 75 2D
TR aryhe—L R —FRIRLET, RN —DREESNTORWEEIE, [T 74V D07
7w Aar ha—/LR Y 2 — (Default Access Control Policy) ] Z 3R L £7°,

10: 79X arrO—)LKRY—

@@ Po Assignment Access Control Policy

l Default Access Control Policy ~ ]

ATFw 1 [VTAZ VT 3T A& A (SubscriptionLicense) 22\ CliE, [#EFTD 7 /34 A (Physical FTD
Device) | 7V A RZ %7 ) w7 L, AT OFEETA B A2 F v 7 LET, Next] 22V v
7 LET,

1M:H3TR5)Foavs4ErR

-
%fj@ Subscription License Please indicate if this FTD is physical or virtual:
@ Physical FTD Device
O Virtual ETD Device

License Type Includes

Base Firewall Capabilities

Carrier (7.3+ FTDs only) GTP/GPRS, Diameter, SCTP,

M3UA
IPS % Intrusion Policy
Malware Defense Cs File Policy
URL URL Reputation

ATy T8 [CLIE&EF— (CLI Registration Key) ]1Z-2W T, Security Cloud Control I%, &% — & Z Do 1Z
A—=H AL Cavyr FEAKRLES, Z20a~vr F&a b — L T, Firewall Threat Defense O fJHiz%
ETHEHATLINERH Y £7,

I7 47 9A—LOr—TLEGEEFVR—F
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12: CLI & 8% ¥ —

'-\.l.;' Ensure the device's initial configuration is complete before trying to apply the registration key. Learn more ([

':4 :] Copy the CLI Key below and paste it into the CLI of the FTD

configure manager add cisco-security-docs.app.us.cdo.cisco.com
BanyIZoaT@ew1JTpCOPZw3xEBnVVkfZv x7R7dwcm43JCMzwGY3ZzCfoFmZhWI7my cisco-security-
docs.app.us.cdo.cisco.com

configure manager add Security Cloud Control_hostname registration_key nat_id display_name

CLI T®, F 721X Firewall Device Manager % i i} L 7= #J#15% E D5 T

 MIMIRRE : CLI (15%—Y)  A¥— R T w7 A7 V7 M58 T Liz#, Firewall Threat Defense CLI
TIZpavy Reab—LET,

« WJHIERE : Firewall Device Manager (9 ~X—3) : 21~ R scc_hostname, registration_key, 35 X
W nat_id ™45 %, [Management Center/Security Cloud Control 7R A M4 /IP7 K LA (Management

Center/Security Cloud Control Hostname/IP Address) ]. [Management Center/Security Cloud Control @ %55
% — (Management Center/Security Cloud Control Registration Key) ]. 3 X OV [NATID] 7 1 —/L Kz =

E—LE97,
i
CLLEy Ny 7OV T rav s R
configure manager add accountl.app.us.scc.cisco.com KPOOPOrgWzaHrnjlV5ha2g5RE8pKFX9E
LzmlHOynhVUWhXYWz2swmkj2ZWsN3Lb accountl.app.us.scc.cisco.com
GUltY 7 w7 D% 7 av s RaviR—xr bk

X 13: configure manageradd 1< > K3 UiR—% > b

scc_hostname registration_key
I I
I

Il I
configure manager add accountl.app.us.scc.cisco.com KPOOP@rgWzaHrnj1lV5ha2g5Rf8pKFX9E
Lzm1HOynhVUWhXYWz2swmkj2ZWsN3Lb accountl.app.us.scc.cisco.com
I I

nat_id

AFUTY AR —F AT 4P KT R~ Next) %7 Y v 7 LT, F4 AOBEREBE LT,
AT 10 (FEE) [BX=VUT 17 /31 A (Security Devices) | X— DA _FEZ &7 4 VA IBIAZSNL D T L

BTN ATEMLET, SR ANL., HFWTTARE () ZEIRLET, 7-ULIE, Security
Cloud Control ~@E AMENFERICT A ATEHA SN E T,

B o7 79— LT LEREA U R—F
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pmgEozEs EFBnIneva=vron |

X 14:47

Your device is now onboarding.
© This may take a long time to finish. You can check the status of the device on the Devices and Services page.

Go to Inventory

Add Labels @

E)-L I_l_I r—=— /- O NN — N
MEPREDET (FEBTOED a2 iDH)
TFETTrE Y a =7 %17 9548 1%, Cisco Secure Firewall Device Manager ¥ 7% CLI % i
LT, 7747 7+ —LOPMHRELFITLET,

#EAERTE : Firewall Device Manager
ZOFEEERT L, 77 AT U+ — N EREK LK, HBHA LV F—T = A AT TRD
AV B —T 2 A ANEFREESNET,
A =Xy 1/L: (58 . DHCP 5D IP 7 KL A, IPv6 HEIRRE
e A=Y b 1/2: TNE | 192.168.95.1/24
« T 7 AV Kb— b INBA B —T = A AT DHCP %4 L CTHUF

U

« iIBINA % —7 = A A : Firewall Device Manager 7> DA #—7 = A AGREILT TR
ek,

D E (NEFHO DHCP — " —_ 727X aryta— L RY—, X2 VT 40/ —7
L) IR EE A,

FIE

ATY TN ava—2uENEA % —7 x4 A (Ethernet 1/2) (2t L £7,
AT w 72 Firewall Device Manager (22 7 1 > L %7,

a) https://192.168.95. 11CEAH F 9,
b) —H—% admin LT 7 /L FRAU— K Admin123 2 AL Ce /14 LET,
o) —MHKNEFACTHREL, BHESRRAT— F2EETL L 1ROONET,

ATFYT3 By Ty U4 P—FREEHALET,

27479 Lor—JnggmeroR—F ]


https://192.168.95.1

T7AT I —LDr—TLEREA VR—F |

. AR : Firewall Device Manager

15: 7 /34 ADERE (Device Setup)
1 Configure Configure Smart License
DeV|Ce Setup o G Time Settings 3 Registration

Internet Connection

& Internet

= DNS Server
L

MGMT 171 13 15 1/7 1/9 1711 -

olaiae OO
PEEE O

CONSOLE 172 1/4 1/6 1/8 1/10 1/12 SFP

GE)

FHeeR— FEEIT., TNV EL TR Y 4,

a) IERA A —T oA RAEEHA X —T 2 AERELET,
K16: 142 8—FY bADT 74 794+ —ILDEH

Connect firewall to Internet

The initial access control policy will enforce the following actions.
You can edit the policy after setup.

Trust Outbound Traffic Block all other traffic
This rule allows traffic to go from The default action blocks all other
inside to outside, which is needed traffic.

for the Smart License configuration.

Outside Interface Address

Connect Ethernet1/1 (Outside) to your ISP/WAN device, for example, your
cable modem or router. Then, configure the addresses for the outside interface.

Configure IPv4

Using DHCP v

Configure IPv6

Using DHCP v

NEXT Don't have internet connection?
Skip device setup

1 [FMBA v Z—7 A AT KL A (Outside Interface Address) ] : i ] LD ELEEZFE L T\ 5
A, HIP T FLRAEFEHLEY, By FT7 v 7O 4 —R&H L CPPPoE #%ET5HZ &
IXTEEHAL, VP — RO THIZPPPoE # R ETE E 7,

B o7 79— ror—Jrimet o R—F
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#HEAERE : Firewall Device Manager .

2. [EPA X —7 A A (ManagementInterface) |: SMHBA v X —T 2 A AT RX—T ¥ T /A%
HFHLTWASRETH, BHA L —T oA AOREMERENE T, =& 213, A1 o % —
T2 A AEN LTy 7 T —VRATERINDIEHE N T 7 4 v 71, MA v F—T = A AD
DNS H— =TI, ZNHDEH A X —7 = A ZAD DNS $— 3— %4 ] L T FQDN % fifik
LET,

[DNSH— 3 (DNSServers) ]: A7 LOEHT KL AHO DNS H—/\, 7 7 4 /L ;L OpenDNS
NT Uy ZDNSY—"TH, Zhbid, MGLBIBA =T = RIPDT 7B ASNDT20,
HBCRETDINBA 2 —T A AD DNS —"—L —EFTBZREEENLH Y 7,

T7ATI4—ILDER 4

b) [FFZIE%E (NTP) (Time Setting (NTP)) | Z&XE L, [k~ (Next) | %27 U v 27 LET,

B 17:BS%IERE (NTP)
Time Setting (NTP)

System Time: 11:56:20AM October 03 2024 -06:00

Time Zone for Scheduling Tasks

(UTC+00:00) UTC v

NTP Time Server

Default NTP Servers v
Server Name
0.sourcefire.pool.ntp.org

1.sourcefire.pool.ntp.org

2.sourcefire.pool.ntp.org

NEXT

c) [BEAETIZ 90 HF ORI A BAtA (Start 90 day evaluation period without registration) ] 28R L &
ED

27479 Lor—JnggmeroR—F ]
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. AR : Firewall Device Manager

Register with Cisco Smart Software Manager

Register with Cisco Smart Software Manager to use the full functionality of this device and to apply
subscription licenses.

What is smart license? (3

O Continue with evaluation period: Start 90-day evaluation period without
registration

Recommended if device will be cloud managed. Learn More (2

Please make sure you register with Cisco before the evaluation period ends.
Otherwise you will not be able to make any changes to the device configuration.

Firewall Threat Defense % Smart Software Manager [Z %8k [ L7\ T EE W, TXTOTA B R
Security Cloud Control CHEAIT S L E 7,

d) [T (Finish) 1%227 YV > 7 LET,

18: XRDRTv T
Q ><

The Device Is Up and Ready to Be Configured!

What's next?

Device will be Cloud Managed Standalone Device

@ Configure Interfaces E]

Connect inside ports to internal devices

@ Configure Policy 07

Manage traffic

GOT IT

e) [A¥ L F7 a7 /31 A (Standalone Device) ] Zi®IR L, [THE (Gotlt) ] ZiBINL £,

AT T4 BINDOA U H—T 2 AERETLHEIE. [T/31 A (Device) [ZIEIRL, [ X —7 =1 A (Interface) ]
O~V —iZhbrV 770y LET,

ATv s [T/IAA4 R (Device) 1> [V ATLIKE (System Settings) |> [EHEHE (Central Management) | DJIEIZ 5
L., [F1T (Proceed) 1%~ U 27 L T Security Cloud Control (Z%&k L &7,

[Management Center/SCC/Details] Z#%E L £,

B o7 79— ror—Jrimet o R—F
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#HEAERE : Firewall Device Manager .

G¥)
HWAR—=T g TiE, ISCC) ORIz TCDO) EERENDZENDH Y 1,

19 : Management Center/SCC 0 5£5

Management Center/SCC Details

Do you know the Management Center/SCC hostname or IP address?

@ Yes O No

Threat Defense Management Center/SCC
A— % A—
T ==t ]
10.89.5.4 10.89.5.35

fe80::6a87:c6ff:fea6:5480/64

Management Center/SCC Hostname or IP Address

16.89.5.35

Management Center/SCC Registration Key

NAT ID

Required when the management center/SCC hostname or IP address is not provided. We recommend always setting
the NAT ID even when you specify the management center/SCC hostname or IP address.

11204

Connectivity Configuration

Threat Defense Hostname

1120-4

DNS Server Group

CustomDNSServerGroup N

Management Center/SCC Access Interface

outside (Ethernet1/1) v

Type: Static IP Address: 10.89.5.6 / 255.255.255.192 Edit

e Before you connect to the management center or SCC, perform additional configuration:

management center can reach the threat defense at its Fully-Qualified Domain Name (FQDN) if the threat
defense's IP address changes.

CANCEL CONNECT

T7AT7+—LOr—TLEREA >V R—F




B ossx

ATvT6

ATy 71

ATvT8

TFATIA—LDT—TLEHREA U R—F |
: Firewall Device Manager

a) [Doyou know the Management Center/SCC Hostnameor IP address] (Zxf L, IP 7 RV A E7ZFAR A b
xR LT 7 v R4 Firewall Management Center (23 T & 235413 [Yes] . Firewall
Management Center 7% NAT ONANZH B>, X7V v 7 IP T R AEIEHR A MRS EIE [No]
Vv LET,

Security Cloud Control % configuremanager add =~ > RZAK L £9, a~> ROAERKIZOWTIE,
FETOEYa = PICEB 77 AT U+ — L OEAEN (6°—) ZBRLTLIEEN,
configure manager add _hostname registration_key nat_id display_name

&1

20 : configure manageradd 1< > FaViR—3R 2 k

cdo_hostname registration_key

| Il I
configure manager add accountl.app.us.cdo.cisco.com KPOOP@rgWzaHrnjlV5ha2qSRf8pKFX9OE
LzmlHOynhVUWhXYWzstmkj22W5N3Lb|uccountl.app.us.cdo.cisco.com

nat_id

b) =~ F® cdo_hostname, registration_key, LN nat_id DESDZRO 7 —/L RiZab—LET,
» Management Center/SCC Hostname/I P Address
» Management Center/SCC Registration Key
* NAT ID

[t D% E (Connectivity Configuration) ] Zi%E L £ 7,

a) [Threat Defense® 7~ A ~4; (Threat Defense Hostname) ] Z#5&E L £ 7,
Z® FQDN (IS A v H—T = A R S VE T,

b) [DNSH—/3—2L—=7" (DNS Server Group) ] ZfREL £,

BEfFD I N—T % BHRT 20, T LWIL—T%EK LEd, 774/ h®DDNS 71— %
CiscoUmbrellaDNSServer Group & FE(E4L, OpenDNS $— N—REF N E 7,

BERFAITHNES DNS — N—REZRFFT D121, 7 7 U R Firewall Management Center ¢ DNS
7Ty N7k — AREEHRET OMLENRDY £7,

¢) [Management Center/SCC Access|nterface] C [Datalnterface] 2 U >~ 7 L. KIZ [outside] Z &R L &
j—o

({EE) [# A7~ 27DNS (DDNS) DB (AddaDynamic DNS (DDNS)method) %27 UV v 7 L&
ﬁ—o

DDNS (%, Firewall Threat Defense @ IP 7 R L ANEE I HEIC 7 T 7 R Firewall Management
Center % FQDN C Firewall Threat Defense |ZE|ZETX A5 L 51 LET,

[#46¢ (Connect) 1227 Vv 7 LET,

B o7 79— LT LEREA U R—F
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agsz cu

Bk AT — & A (Registration Status) | ¥ A 7 2 77K 7 AT, Security Cloud Control &k DIED AT —
ZAPRTRINET,

X 21: E& kG

Registration Status

Successful Connection with the

Management Center or CD

You can now manage the threat defense using the management
center or CDO. You can no longer use the device manager to manage
the threat defense. See the threat defense getting started guide (2,
management center configuration guide (2, or
CDO configuration guide [ to configure your device.

AT 79 A7 —X A T [Saving Management Center/ Registration Settings] ® Tl % 5247 L 7= & Security Cloud
ControllZBEN L., 77 A7 V4 —NZBMLET, FEIZT Y a=02IC807 747 U4 —/LDEA
i (6 ~—) B LTIIZEN,

1 —

#EAZEE - CLI
CLIty 7722 U7 h&HEHLT, BHOEHIPT RLA, Y=Y xA, BLIOFD
ARy N — 2 REELITVET,

FIE

ATy T1 2V —R— MMIHER: L T Firewall Threat Defense CLI 17 27 & A2 L' £, Firewall Threat Defense CLI ~
DT 7 EBAZZHLTITEEZN,

AT T2 EPALE—T A ZADREMDOCLIE Y NT v 722 ) F RE25%ETLET,
GE)
WREEI VT (e z2IE A A=VEFERTHIZLICEY) LRWNEY, CLIty hT v 7T A7 VT
NIRRT Z LIXTEERA, 2L, ZNUDDORET X TIL, %25 CLI T configurenetwork =~ >
REEH L TEE & £9, CiscoSecureFirewall Threat Defense 2~ R 77 LU A BB L TLZE
/AN

You must accept the EULA to continue.
Press <ENTER> to display the EULA:

I7AT7or—Lnr—JLEgser o R—F ]


csf-1200-ftd-get-start-cdfmc_chapter1.pdf#nameddest=unique_5
csf-1200-ftd-get-start-cdfmc_chapter1.pdf#nameddest=unique_5
https://www.cisco.com/c/en/us/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense.html

TFATIA—LDT—TLEHREA U R—F |
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Cisco General Terms

[...]
Please enter 'YES' or press <ENTER> to AGREE to the EULA:

System initialization in progress. Please stand by.

You must configure the network to continue.

Configure at least one of IPv4 or IPv6 unless managing via data interfaces.
Do you want to configure IPv4? (y/n) [y]:

Do you want to configure IPv6? (y/n) [y]l: n

ﬁ%ﬁpx::n%w&%f@Tvawmﬁ<&%1o:om1y%ﬂﬁbi¢ R LB —T o A
AEMHATETFTENRWVEAETHL, 794 X—=F T RLRREDIPT RLVRAERETHLENHY £77,

Configure IPv4 via DHCP or manually? (dhcp/manual) [manuall]:

HAFR  [FE) (manual) | ZEIRLET, ~ XV T 7 BRIHEBA v X —T =4 ZAZHHT D5
A. DHCPIZV AR —FENFHA, V—T 4V TOMEZYTZDIZ, 2O FZ—T 2 AN —T %
TIRAAL LV E =T 2 ZALITRLAV TRy b EICHDZ EE2HER LTI EE N,

Enter an IPv4 address for the management interface [192.168.45.61]: 10.89.5.17
Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.255.192
Enter the IPv4 default gateway for the management interface [data-interfaces]:

HAZTUR : F— b7 = A % data-interfaces ICIRE L £, ZOREIL. A v F—T oA A ZELT
N—FT 4T TELEIC, NI TP L—v BN L TERNT 74 v 7 ZlEELET,

Enter a fully qualified hostname for this system [firepower]: 1010-3

Enter a comma-separated list of DNS servers or 'none' [208.67.222.222,208.67.220.220,2620:119:35::35]:
Enter a comma-separated list of search domains or 'none' []: cisco.com

If your networking information has changed, you will need to reconnect.

Disabling IPv6 configuration: managementO

Setting DNS servers: 208.67.222.222,208.67.220.220,2620:119:35::35

Setting DNS domains:cisco.com

HAZVR EFHA L =T 2 ADDNSH—_"—ZRELET, Zibid, Wl bIMEA 2 —7 =
AADDT 7 RASNDT-D, R TRET DIMNIA LV Z—T = A4 ADDNS H— 3— L —H$ 5 AN H
D ET,

Setting hostname as 1010-3

Setting static IPv4: 10.89.5.17 netmask: 255.255.255.192 gateway: data on managementO

Updating routing tables, please wait...

All configurations applied to the system. Took 3 Seconds.

Saving a copy of running network configuration to local disk.
For HTTP Proxy configuration, run 'configure network http-proxy'

Manage the device locally? (yes/no) [yes]: no

HAZ VR 7T 7 R Firewall Management Center 2 {3254 1%. no E AL ET,

Setting hostname as 1010-3

Setting static IPv4: 10.89.5.17 netmask: 255.255.255.192 gateway: data on managementO
Updating routing tables, please wait...

All configurations applied to the system. Took 3 Seconds.

Saving a copy of running network configuration to local disk.

For HTTP Proxy configuration, run 'configure network http-proxy'

HAE VR crouted b AN LET, A~ —T ¥ T 78R T V=T v R 77 AT U4 —/LE—RKTD
BYR—FENTWET,

Configuring firewall mode

B o 79— DT LR E A U R—
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Device is in OffBox mode - disabling/removing port 443 from iptables.
Update policy deployment information

- add device configuration

- add network discovery

- add system policy

You can register the sensor to a Firepower Management Center and use the
Firepower Management Center to manage it. Note that registering the sensor
to a Firepower Management Center disables on-sensor Firepower Services
management capabilities.

When registering the sensor to a Firepower Management Center, a unique
alphanumeric registration key is always required. In most cases, to register
a sensor to a Firepower Management Center, you must provide the hostname or
the IP address along with the registration key.

'configure manager add [hostname | ip address ] [registration key 1'

However, if the sensor and the Firepower Management Center are separated by a
NAT device, you must enter a unique NAT ID, along with the unique registration
key.

'configure manager add DONTRESOLVE [registration key ] [ NAT ID '

Later, using the web interface on the Firepower Management Center, you must
use the same registration key and, if necessary, the same NAT ID when you add
this sensor to the Firepower Management Center.

>

ATV T3 v F =TT IV AHOHNMA v A —T oA AEFHELET,
configure networ k management-data-interface

Enter Z 3L | SMEA L F =T = A ZADEAR 2R v P U= BIEELMKT D L O IKRDLHT T b
MERENET,

FHIPT7 FLZ

> configure network management-data-interface

Data interface to use for management: ethernetl/1l

Specify a name for the interface [outside]: internet

IP address (manual / dhcp) [dhcp]l: manual

IPv4/IPv6 address: 10.10.6.7

Netmask/IPv6 Prefix: 255.255.255.0

Default Gateway: 10.10.6.1

Comma-separated list of DNS servers [none]: 208.67.222.222,208.67.220.220

HAZ DR BEALITHNE DNS Y — " — 2 FF9 5121, 7 7 7 R4 Firewall Management Center C
DNS 77 v M7+ — LARELHRET DMLENH D £3,

DDNS server update URL [none]:

Do you wish to clear all the device configuration before applying ? (y/n) I[n]:

Configuration done with option to allow manager access from any network, if you wish to change the
manager access network

use the 'client' option in the command 'configure network management-data-interface'.

Setting IPv4 network configuration.
Network settings changed.

>

DHCP LD IP 7 FL X

27479 Lor—JnggmeroR—F ]
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> configure network management-data-interface

Data interface to use for management: ethernetl/1l

Specify a name for the interface [outside]:

IP address (manual / dhcp) [dhcp]:

DDNS server update URL [none]:
https://dwinchester:pa$$wOrdl7@domains.example.com/nic/update?hostname=<h>&myip=<a>
Do you wish to clear all the device configuration before applying ? (y/n) I[n]:

Configuration done with option to allow manager access from any network, if you wish to change the
manager access network
use the 'client' option in the command 'configure network management-data-interface'.

Setting IPv4 network configuration.
Network settings changed.

>

Security Cloud Control 234/ L 7= configure manager add =~ > K& L C, Z @ Firewall Threat Defense
Z @ #4 2 Security Cloud Control Z#l| L 3, a3~ ROAERUTONTIE, FEIZV vy a=7IC &
57747 VA= NOEANEE (6 2—) 2ZRLTITZEN,

1 -

> configure manager add accountl.app.us.cdo.cisco.com KPOOPOrgWzaHrnjlV5ha2q5Rf8pKFX9E
LzmlHOynhVUWhXYWz2swmk j2ZWsN3Lb accountl.app.us.cdo.cisco.com
Manager successfully configured.

FRA A% ) F— FTAUITIEE TE B K 91T Firewall Threat Defense 23 %~ &2 7 LE9,

VAT AEWMUNCY vy NE DT HIENEBETYT, BMICER YT 7220 ERAA v T2 M

L3258, BRRT 7 AN VAT LAOBREZFIEEZTIERHVET, Nv 7 7T 00 RTEHEIC

ZHOT v ANEITENTEY, BRI 72K\, BRZGMLIZVTHE, VAT L ET L—

ATNY ¥y NI TERWI L ERZTEBNTLEEN,

a) shutdown =2~ R&EZ AL ET,

b) ®EJRLED & A7 —% A LED #8543 L C, ¥ —VOERMIKINTWDZ & &R LET (LED
DIHEAT)

¢) VX —VOBFENEFICUK SNZS, REIOSUTCERT 7 7 2KkE, vy — 0 LWEMICER
ZROANTZENTEET,
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