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KRLUET, RN x Yy MU —27 Frt v ¥ 2## L7 Cisco Secure Firewall 1200 (X, = —4—
KB EER ) 27, BEREX 2V T 4R U— BB EZRILL 7,

SBILEIZ T 7 AT U4 —vEA A h—/L L. Security Cloud Control (I[HFf, Cisco Defense
Orchestrator) ZfEH L THMNTA v F—T7 = A ATEHRLET,

B

(B EuduvFrubeva=r 7 E2GHTL56, GAHEOTEDICERS VX —T oA A EHH
TAHZELEHIRLET, ATy Fu e a = AR HHA L CEA AT 55
AT, BERRBRICHERIP 7 R L AZFRNT RLURIZAEFTHLERH D £,

ZOHA FTIE, FRAMNBEBICOWTH LETH, FHA VX —T oA AZFHLI-EH
{22 T, Cisco Security Cloud Control : Firewall Threat Defense [f]1F 7 7 w7 REg(AE 7 7 1 7
U —VERHE L — ZBRLTIZIN,

« T AT T —OEFOHEAN (1 2—)
s A UAP—=NENTWSHT 7Y r— 3 (Firewall Threat Defense & 7213 ASA) DR
(32—Y)
» Firewall Threat Defense CLI ~D7 7 & A (4 X—)
e N—=Ua VOB EEHA A= (6°—)
s TA BV ADRLE (7T3—)
« (WERGE) 77 AT VA —NVOERLTT 8—)

TJ7A4T70+—ILOERDEA

VAT LADERIT. T7AT U= NOFEICHD 0 v h—FBIRAAL v FIC Lo CTHIEIE N E
T, By A—mBRAAL v FIE, V7 bEMERELET, NI, VAT LADTL—RAT
Wy hETURYTIR— &N, VATAY 7 M 2TBLOT—ZORHED U R 7 D3
IhET,
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MY F9,

1R BRI

T7AT A — IR L TEEEOSWENZMGT 5 2 ENEE T (MEEEREE
(UPS) T 272L) . RAIDT ¥ v NI U EITORWTENDNKDbNSD &, ERA
T ANV AT AOEREESI SR IT AR DY £3, Nv 7 T Ty RTIEFEICEEDO T
REAPFITEN TN, BABKRDNDL L, VAT LET L—AT VY y MU TER
A,

FIE

ATV Tl BFEa—RE2 77 AT U r— I8 L, BFRa vy MIEFELET,
ATV T2 V¥ —vOFET, BFRa— FICHET 0 v —BRAL v F2EA L CEREZ A I LET,
M1:BRAA v F

RT9F3 LED OBED AT — 4 A &R LET,
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A VR M=ILENTWSBT7 T4 — 3> (Firewall Threat Defense F7=(% ASA) DHESE .

e A7 A (S) LED : IROBHEZ B L T 7Z&E W,

R1:VRATL (S) LEDDEME

LED D EE Lz TINNA ADERE ANT-RDE
M ()
Foke 0, C i SR EEh 01:00
F Lo UBTEESK (=T — |EENCKRKRLELE 01:00
RHE)
R CEAT T A — gy — KX [15:00 ~ 30:00
FL-
FLUVETET (T —k8E) |7V A — g oue— K2R [15:00 ~ 30:00

HLE L

 WHIE (M) LED : MM v X —T =2 A A A X —Fy MCHEER LRI (774 T 74—
D —T N SR | BEHMRLEDZ#ER LT, YuX vy F o ya=r JIZmidizrs oy

NEEA T —H A 2B L £

®2:E042yF FOEC 3=y EEHR (M) LED DEE

MLED £ ER T7A4AT7 94— ILDEREZAN
- OEM (55:#)
Foe A, T AU Cisco Cloud |28kt <41, A > [15:00 ~ 30:00
R—F 4 T OEERNTE T
ESch
TN —r & F LU IZAZRBIZ . | Cisco Cloud 12856 T £8 A T [15:00 ~ 30:00
W L=
(=7 —%AMF)
TR fh T AT F R — NI 20:00 ~ 45:00

AR M=ILENTWST7TY45— 3> (FirewallThreat
Defense F£7-1% ASA) DHIEER

Firewall Threat Defense & ASA OB G OT 7Y r—a v, "—RKU=7 THEHER—FEINT
WET, I VbR — MR L, HAERICA VA =L ENTWET Y r—a U &l

WBLET,
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. Firewall Threat Defense CLI ~D7 ¥ X

ATy T

ATy T2

ATvT3

FIE

oY —)LiR— MCEEGE L £,

K3:avy—ILKR—F

IR
USB-C console T
RJ-45 console

CLI7ue 7 BB LT, 7747 U4 —/LTFirewall Threat Defense £ 7213 ASA N FEITINTWAHEMNE
IMEERLET,
Firewall Threat Defense

Firepower 2 71 > (FXOS) m Y 7 MRRRENET, B A L TH LWARATY — REREETIZ,
Ui+ 22N TEES, v /AU EZETTHUENRDLH5E1L. Firewall Threat Defense CLI ~D 7 7 &
A (4 ~=2) 2ZRLTIESN,

firepower login:

ASA
ASA 77 FRERRENET,

ciscoasa>

REST7-T7 7V r—a URETINTWBEA1E. Cisco Secure Firewall ASA 35 X UY Secure Firewall Threat
Defense A A — b A FESRLTLIIEE0,

Firewall Threat Defense CLI ~D 7 U £ X

REETITI N T TN 2a—T 4 VT DIDIZCLIULT 7 B AT HUERO L5501 £7,

| EY


https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/reimage/asa-ftd-reimage.html
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Firewall Threat Defense CLI ~D 7 7 # X .

FIE

ATFYT1 a2 — LR —MNIEELET,

K4:a>y—)LR—F

USB-C console
RJ-45 console

ATFw T2 FXOS 128k LET, =—F—4 admin £ /32T — K (F7 4/ hE Admin123) #HA L TCLIICa
AV LET, IO Tal Ay LieEx, RRATV—REEET LI RKDLNET,

firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...]

Hello admin. You must change your password.
Enter new password: ***kxkkk*

Confirm new password: ***x*x*x

Your password was updated successfully.

[...1]

firepower#

R T 73 Firewall Threat Defense CLI [ZZ5 8 LU %4,

GE)
W >~ N7 v 7 Firewall Device Manager % {9~ 2 354 1%. Firewall Threat Defense CLI (27 27 & 2 L 7¢
WTLESW (7782 FT5HL, CLIEy Ty 7ABtsEnET) o

YusoyFrueva=r7 O5A, CLIKTZ®AL, ¥y Ny 7A7 VT MaFiT LI L EITKRD
a7 M A v —UNREKRINZEAIT. [n] ZEIRLET : Tpo you want to configure IPv4? (y/n)
lyl: ] BEWY o you want to configure IPv6? (y/n) [yl : ] o ES R/ PVA= VT RNTT I ED
1:’_‘7‘\7/1/'75\?\“—“}“\7 EHRTHOVNENHY £9 rManage the device locally? (yes/no) [yes]: | o

connect ftd
Firewall Threat Defense CLI [IZ#]D CHEfi T2 &, #Iflty T v 72 TT5 L ITRDLNET,
51 -

e
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firepower# connect ftd
>

Firewall Threat Defense CLI Z#£ T3 5 (21%, exit /=i logout 2~ KEZAHLET, Zoa~vr Kok
V. FXOS 7r v 7 MIREY £,

1 -

> exit
firepower#

N—D 3 VDMHERERA A -1k

T AT I — N ERETATNCHRNAR—a v VA M= AT AL E2BEID LET, 3l
DIFEE LT, BBRICT v 77— FREFITTH52 L TEXETN, REEZRETLIT v
T —FRTiE, ZOFIEZFEHAT DL HEEMRDDLDEER1H D 9,

EITTEHN—=D 3

V7R T Xura—RX—=UDY ) —AFE5ORICH D, &EOENPFF VTV D Gold

Star U U —RA&FE(TT 5 Z &2 BEID LET, https://www.cisco.com/c/en/us/products/collateral/
security/firewalls/bulletin-c25-743178.html TSN TWAH Y U —2AHIKZZRT 52 L b TE

£,
FIE

ATFYT1 avV— R — MNIEERELET,

B5:a>y—)LKR—F

=¥}

USB-C console
RJ-45 console

ATw T2 FXOSCLI C, FEITHDONN—TVa v 2FRLET,
scope ssa

show app-instance

| EY
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ATy T3

s1tvz20mE |

1 :

Firepower# scope ssa
Firepower /ssa # show app-instance

Application Name Slot ID Admin State Operational State Running Version Startup Version Cluster Oper

State

ftd 1 Enabled Online 7.6.0.65 7.6.0.65 Not Applicable

HLWAN—=T g A A M= LT 55T, WOFIEEZFEITLET,

a) T /AN KNTHE, BEHA VX —T7 A AXDHCP 2 AL £3, BHEHA X —7 = A ATEHIPT K
VRAEBRETHUHENDLGEIE, kOa~y RE A LET,

scope fabric-interconnect a
set out-of-band static ip ip netmask netmask gw gateway
commit-buffer
b) FXOSD T TNy a—TF 47 4 RICEEHENTHWDEHA A= MO FIELZFEITLET,

BHA L =T 2 A ANET IV EATELY == LA A=V %X T n— T 508N H
D\i—é—O

T AT U —/VNERE L7265, FXOS CLIIZHERER LET,
¢) FXOSCLIC, BHENAU—REHERETDHIIICROLNET,

e oyFraeya = ToREE, T AOEAEERE T HERT, T TICNAT — RPHRES
NTnad7zd, [INRAT—FDOY+ty kb (PasswordReset) ]=VU 7 TX9 [LMAYZ (No) ] ZEIRL T
TE&EWY,

d) 7747 U r—NETYy MU LET, WERLGE) 7747 VA —NVOERALT (8 <—
V) SR LTIEZN,

4t ADEF

TAB AT, VAIETIFREREIENLT AL ZAEEA LRI, A~— Y7 hy=T
TAR T T MY 7 STWET, Smart Software Manager (27 7 W 2 K37
WEAIE, V&R 7Yy LTHLWT AUy MERELET,

F72DOYA 1L, Smart Software Manager (& Security Cloud Control % %k L £7°, Bika21T 912
I%. Smart Software Manager CX§k b —72 U AR T H2MENH Y £9, FELWFIRIZHOWT
IZ. Security Cloud Control D~ == 7 L EZRL T EI W,

Firewall Threat Defense |ZIXIRD T A B AR H D £97,

» Essentials : #4728
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https://docs.defenseorchestrator.com/cdfmc/index.html#!g_licensing_the_firepower_system.html
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¢ Cisco Secure Client

1. 5 BTI7A B AEBMNT20ENRS 5YAE1E, Cisco Commerce Workspace T [T T
% (Search All) | 74—V FEMEHALET,

6: 514t RE%K

= v SearchAll.. Q

f Catalog Estimates Deals & Quotes Orders Subscriptions & Services Software

2. A4V APID #RBFLET, LERPIDICOWTIX, BIETA FESRLTLIEEN,
3. FEEMNMS, [ &Y —E R (Products & Services) ] R L £,

7: %8
e All Results
T Orders 6
[E® Invoices 2
&, Software Subsc... 1

© Products & Ser... 1

(WERIFGE) 72747 04—ILDOEIREA 7

VAT L EBYNC Yy N D UTH I ENEETYT, HMICER T T V2R EIRA
A yFEMLIEVTDE, ERRT ANV AT LOREZFIERITZENHY £, Ny
I 7Ty RTEFIZEZEO T ANFATINTEY, ERT 7 7 2k \i=0 | EIRZ Y
L70TDE, 774 T U4 — VAT LB L—AT LTy y N TEERA,

CLIICHEITHT7 747 04— ILOEIRDUIE
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Firewall Management Center Z{ER L 7= 7 7 1 7 2 + — LD ER BT .

FIE

ATFYT1 a2 — LR —MNIEELET,

K8:avy—ILKR—F

O
@
Q
D
D
g
o
208

000
2625

(<]

>
BV===1.5A

R
USB-C console T
RJ-45 console

ATw T2 FXOSCLI Cu—h /L& e — NCEHELET,

firepower # connect local-mgmt

RATYT3 VAT LEVYy MU LET,
firepower(local-mgmt) # shutdown

1 -

firepower (local-mgmt) # shutdown

This command will shutdown the system. Continue?
Please enter 'YES' or 'NO': yes

INIT: Stopping Cisco Threat Defense...... ok

AFYTE T AT T —NDY %y NET UV AT AT P 2= —LFET, vy FETUNETT

HE,ROTR T NIRRRINET,

System is stopped.
It is safe to power off now.
Do you want to reboot instead? [y/N]

ATV TS NEIGUTEFEAS v F 2472, BRT 7 72K NTy v — bR ER AT A3 2 &

TEET,

Firewall Management Center Z A L= 7 4 7V 4+ — LD ERYIET

7 7 v N2 Firewall Management Center Z i L T A7 A& @UIZY v v hH¥ DT L&

‘@40

e
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. Firewall Management Center Z A L =7 7 4 7V + — LD ERVIE

FIE

RTVIN T7A4T U4 —NEv Xy hE T LET,
a) [T/31f R (Devices) |>[T/\1 REH (DeviceManagement) %R L £,
b) BE#T L7, ZAOMICH D [feE (Bdit) | (&) 227V v 7 LET,
c) [T/3 A (Device) | #7 %7 Vv LET,

d) [¥AF A (System) | £ 3 a2 T[FAA ADL % v b #7> (Shut Down Device) | (@) %~
Vv 27 LET,

e) VT EIRERINTEDL, TRAADY vy N T U EERLET,
RTFYT2 a I AN T AT I+ — N L TWAESIT., 7747 9+—ANT vy N T TBHEXIC
VATATu T N —LET, Yy MEUUVRRETTAE, ROTu T IRERENET,

System is stopped.
It is safe to power off now.

Do you want to reboot instead? [y/N]
Y= ADBEERE L T WGEAIE, R30S TU AT ARV Yy MU LIEZ LR LET,

ATw T3 BEISUTERAL v F 247120, BT 7 72Ty vy — N WHEANCERZ Y 4442 &2
TEFET,
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