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AT, BERRBRICHERIP 7 R L AZFRNT RLURIZAEFTHLERH D £,

ZOHA FTIE, FRAMNBEBICOWTH LETH, FHA VX —T oA AZFHLI-EH
{22 T, Cisco Security Cloud Control : Firewall Threat Defense [f]1F 7 7 w7 REg(AE 7 7 1 7
U —VERHE L — ZBRLTIZIN,

« T AT T —OEFOHEAN (1 2—)
e A VAN ENTWDET Z U 7 —3 g (Firewall Threat Defense % 7=1% ASA) DffER
(32—Y)
» Firewall Threat Defense CLI ~D7 7 & A (4 X—)
N—=Va VOMERE A A=V (6—)
s TA BV ADRLE (7T3—)
« WEREGH) 77 AT U —VOERLT (8 X—)

TJ77AT70A—ILDEREDIRA
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FIE

ATl BFRa—RFE2 77 A7 U+—/VICHERGEL, Elar vy MCERELET,
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A VR M=ILENTWSBT7 T4 — 3> (Firewall Threat Defense F7=(% ASA) DHESE .
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F Lo UBTEESK (=T — |EENCKRKRLELE 01:00
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FL-
FLUVETET (T —k8E) |7V A — g oue— K2R [15:00 ~ 30:00

HLE L
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MLED £ ER T7A4AT7 94— ILDEREZAN
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R—F 4 T OEERNTE T
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TN —r & F LU IZAZRBIZ . | Cisco Cloud 12856 T £8 A T [15:00 ~ 30:00
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(=7 —%AMF)
TR fh T AT F R — NI 20:00 ~ 45:00

AR M=ILENTWST7TY45— 3> (FirewallThreat
Defense F£7-1% ASA) DHIEER

Firewall Threat Defense & ASA OB G OT 7Y r—a v, "—RKU=7 THEHER—FEINT
WET, I VbR — MR L, HAERICA VA =L ENTWET Y r—a U &l

WBLET,
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. Firewall Threat Defense CLI ~D7 ¥ X

FIE

ATFY Tl a2 — LR —MNIERELET,

K3:avy—ILKR—F

IR
USB-C console T
RJ-45 console

ATw T2 CLIZur7 v &#8B LT, 7747 7 4+—/L T Firewall Threat Defense £ 7713 ASA BN FET SN TV AN E
IMEERLET,

Firewall Threat Defense

Firepower 2 27 A > (FXOS) 7B > 7 "RFERINET, 7 A LTH LVWIRAT — REFERTIZ,
Ui+ 22N TEES, v /AU EZETTHUENRDLH5E1L. Firewall Threat Defense CLI ~D 7 7 &
A (A=) ZBRLTIIZSN,

firepower login:

ASA
ASA 77 FRERRENET,

ciscoasa>

AT T3 MESTT TN r—a U RETENTWHEAIE, Cisco Secure Firewall ASA 5 L OF Secure Firewall Threat
Defense A A — b A FESRLTLIIEE0,

Firewall Threat Defense CLI ~D 7 U £ X

REETITI N T TN 2a—T 4 VT DIDIZCLIULT 7 B AT HUERO L5501 £7,
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Firewall Threat Defense CLI ~D 7 7 # X .

FIE

ATFYT1 a2 — LR —MNIEELET,

K4:a>y—)LR—F

USB-C console
RJ-45 console

ATFw T2 FXOS 128k LET, =—F—4 admin £ /32T — K (F7 4/ hE Admin123) #HA L TCLIICa
AV LET, IO Tal Ay LieEx, RRATV—REEET LI RKDLNET,

firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...]

Hello admin. You must change your password.
Enter new password: ***kxkkk*

Confirm new password: ***x*x*x

Your password was updated successfully.

[...1]

firepower#

R T 73 Firewall Threat Defense CLI [ZZ5 8 LU %4,

GE)
W >~ N7 v 7 Firewall Device Manager % {9~ 2 354 1%. Firewall Threat Defense CLI (27 27 & 2 L 7¢
WTLESW (7782 FT5HL, CLIEy Ty 7ABtsEnET) o

YusoyFrueva=r7 O5A, CLIKTZ®AL, ¥y Ny 7A7 VT MaFiT LI L EITKRD
Ta T R A yE—URFRINTEHGAIT. [n] IR L FET : bo you want to configure IPv4? (y/n)
lyl: ] BEWY o you want to configure IPv6? (y/n) [yl : ] o ES R/ PVA= VT RNTT I ED
13_‘7‘\7/1/'75\?\“—“}“\7 EHRTHOVNENHY £9 rManage the device locally? (yes/no) [yes]: | o

connect ftd
Firewall Threat Defense CLI [IZ#]D CHEfi T2 &, #Iflty T v 72 TT5 L ITRDLNET,
1 -
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firepower# connect ftd
>

Firewall Threat Defense CLI Z#£ T3 5 (21%, exit /=i logout 2~ KEZAHLET, Zoa~vr Kok
V. FXOS 7r v 7 MIREY £,

1 -

> exit
firepower#

N—D 3 VDMHERERA A -1k

T AT T d—NERET HANHGNN—Va v i A VA AT HZEEBOLET, Bl
DHEE LT, BBZIZT v 77— RE2FETTH2 L TEETN, REXZRFTLT7 v
JU— RTlX, ZOFIEEZFEHT D L0 LREHR2 56050 £7°,

X G B VACE DI B

Y7 U7 Fyru—R_X=U0) ) —=ZAFKSOMIIH D, @OOREPTNTH S Gold
Star U U —RA&FE(TT 5 Z &2 BEID LET, https://www.cisco.com/c/en/us/products/collateral/
security/firewalls/bulletin-c25-743178.html TSN TWAH Y U —2AHIKZZRT 52 L b TE

£,
FIE

ATFYT1 avV— R — MNIEERELET,

B5:3>y—IJLKR—F

IR
USB-C console T
RJ-45 console

ATw T2 FXOSCLI C, FEITHDONN—TVa v 2FRLET,
scope ssa

show app-instance
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ATy T3

s1tvz20mE |

1 :

Firepower# scope ssa
Firepower /ssa # show app-instance

Application Name Slot ID Admin State Operational State Running Version Startup Version Cluster Oper

State

ftd 1 Enabled Online 7.6.0.65 7.6.0.65 Not Applicable

HLWAN—=T g A A M= LT 55T, WOFIEEZFEITLET,

a) T /AN KNTHE, BEHA VX —T7 A AXDHCP 2 AL £3, BHEHA X —7 = A ATEHIPT K
VAGZRET DHDMENSHGEE. ROa~v L RE AN LET,

scope fabric-interconnect a
set out-of-band static ip ip netmask netmask gw gateway
commit-buffer
b) FXOSD T TNy a—TF 47 4 RICEEHENTHWDEHA A= MO FIELZFEITLET,

BHA L =T 2 A ANET IV EATELY == LA A=V %X T n— T 508N H
D\i—é—O

T AT U —/VNERE L7265, FXOS CLIIZHERER LET,
¢) FXOSCLIC, BHENAU—REHERETDHIIICROLNET,

YrZyFrabeya=rIORaE, T AOB A ET LR, T TICNAT — RRRE S
NTnad7zd, [INRAT—FDOY+ty kb (PasswordReset) ]=VU 7 TX9 [LMAYZ (No) ] ZEIRL T
<TZEV,

d) 7747 U r—NETYy MU LET, WERLGE) 7747 VA —NVOERALT (8 <—
V) SR LTIEZN,

4t ADEF

TAB AT, VAIETIFREREIENLT AL ZAEEA LRI, A~— Y7 hy=T
TAR T T MY 7 STWET, Smart Software Manager (27 7 W 2 K37
WEAIE, V&R 7Yy LTHLWT AUy MERELET,

F72DOYA 1L, Smart Software Manager (Z Security Cloud Control z %6k L £ 7, BEk&217T 9 12
I%. Smart Software Manager CX§k b —72 U AR T H2MENH Y £9, FELWFIRIZHOWT
IZ. Security Cloud Control D~ == 7 L EZRL T EI W,

Firewall Threat Defense |ZIXIRD T A B AR H D £97,

» Essentials : #4728
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(WERIFGE) 72747 04—ILDOEIREA 7

VAT AEBEUNC YV Yy N T HIENEETT, EMICERT 7 72k, ERA
AV FEMLIZVTHLE, AR T 7 ANVATLAOBRERBIZE-FT2ERHY T, Ny
7T RTIEFICEEO T o ARNFITENTEY, BRT T 72k =0, B % UK
L720T25E, 77ATUA—NVATLETL—AT )V Yy NI TEERA,

CLIICHEITHT7 747 04— ILOEIRDUIE
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FIE

ATFYT1 a2 — LR —MNIEELET,

K8:avy—ILKR—F

>
BV===1.5A

USB-C console
RJ-45 console

RFw T2 FXOS CLI T —H VERE— N2
firepower # connect local-mgmt

RATYT3 VAT hEVYy NI LET,
firepower(local-mgmt) # shutdown

1 -

firepower (local-mgmt) # shutdown

This command will shutdown the system.

Please enter 'YES' or 'NO': yes

INIT: Stopping Cisco Threat Defense....

Firewall Management Center Z{ER L 7= 7 7 1 7 2 + — LD ER BT .

LET,

Continue?

AFYTE T AT T —NDY %y NET UV AT AT P 2= —LFET, vy FETUNETT

HE,ROTR T NIRRRINET,

System is stopped.
It is safe to power off now.
Do you want to reboot instead? [y/N]

ATw TS BES U TCERAAL v F 24712 L,
T&EFET,

BT T 72k Ty v — i DB EBIR A D 4692 L

Firewall Management Center Z A L= 7 4 7V 4+ — LD ERYIET

7 7 v N2 Firewall Management Center Z i L T A7 A& @UIZY v v hH¥ DT L&

‘@40
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. Firewall Management Center Z A L =7 7 4 7V + — LD ERVIE

FIE

RTVIN T7A4T U4 —NEv Xy hE T LET,
a) [T/31f R (Devices) |>[T/\1 REH (DeviceManagement) %R L £,
b) BE#T L7, ZAOMICH D [feE (Bdit) | (&) 227V v 7 LET,
c) [T/3 A (Device) | #7 %7 Vv LET,

d) [¥AF A (System) | £ 3 a2 T[FAA ADL % v b #7> (Shut Down Device) | (@) %~
Vo7 LET,
e) Iy ERRREINTEL, TS ADY Yy MU U EHERLET,
RTFYT2 a I AN T AT I+ — N L TWAESIT., 7747 9+—ANT vy N T TBHEXIC
VATATu T e —LET, Yy MM UUNRETTDHE, ROT e T IRERENTET,

System is stopped.
It is safe to power off now.

Do you want to reboot instead? [y/N]
Y= ADBEERE L T WGEAIE, R30S TU AT ARV Yy MU LIEZ LR LET,

ATw T3 BEISUTERAL v F 247120, BT 7 72Ty vy — N WHEANCERZ Y 4442 &2
TEFET,
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T AT AV — T )VEEHGE L. Security Cloud Control (24 > AR — R LET,

« T 7 AT VA —NDr—T NV (11 ~X—)
s 77 A7 U4 —/L® Security Cloud Control ~D A4 > AR —F (12 X—)
c MIHWIREDET (FEZTrEYa=TDH)  (19—)

TJ7A4AT794+— LDy —TILiER:

* SFP/SFP+ E YV a— /L&A —H v b 1/9 LLEICEY 1 &9, 26 OEER— M
SFP/SFP+ & ¥ = — /L Z LB & 9% 1/10-Gbps SFP+ 7R — T,

cHEMIZOWTIE, "= F UV =TRETA PSR LTI ZIN,

cBnXyF e Ta = VEERTLGEIE AN =T oA ALEEA S —
T2 A ADWF & r—T VR LW TLEEW, ZOHA KA v 2 —7 =4 AT
OEHIZOWTHA L TWETR, B2 -EFH ey F o ya=r7
PHEATHZLELTEET, AT Y vy F o a7 el L CE A EAE
HT 55615, BERBRIZINBIP 7 RLAZFHNT RUAICERT 50BN H D £7,

Secure Firewall 1230/1240/1250 Threat Defense X 2 — 7 v TH A K : 2 55 FiZ#tE! Firewall Management Center .


https://cisco.com/go/csf-1200-install

TFATIA—LDT—TLEHREA U R—F |
. 7 74 7 2 4#—IJLD Security Cloud Control ~D#A > R— K

Modem or router

Security

| Cloud Control )

Ethernet 1/1
outside

OOCOCOCUVQ@%}\;';uu‘u\vuﬁuvu
T T
==
ool &
sO
[e)

@
=3
@
7
@
3
3
(@3
@
(0
@
(0
T
AT3
i3
(3
@
(3
(i3
(43
(a3
{13
3
@

(o)
8%
£
aBOR
(&S

8(
CeCad
O
O
od
O,
(&
O
O
O
(@
O
O
O
O
O
Oy
A
Dy
@,
0,
(0
2
0
D,
2
@,
(®
(o)

(o
=)
\e
(®)
(o)

O
&
y
&

)
S0
&
S
®
o)

&
20
@
&
®
)

Console -or- )
(manual ports Ethernet 1/2 https://192.168.95.1 ‘
provisioning) (manual provisioning)

.

Inside

Other data networks

Management
computer

774 7 )4 —JL® Security Cloud Control ~D A > 7R—
o

PrsyFrubevamr JEREFH ey a s VEFEHLCT s AT UV E S
A— R ULET, https://security.cisco.com T Security Cloud Control (Z7 74 > L £7°,

TOAyFIOEDI=ZUTIZKD T 7AT7 04— ILDOBEAERE
triyFraveya=rr LT 20T TVEE % LT Firewall Threat Defense %
BAEERLET,
15 H B HIIC
cTNRAADVY T NEFERELET,
* If you have the shipping box, you can see the chassis serial number on the label.

* The chassis serial number is on the compliance label on a pull-out tab at the front of the device

* The PCB serial number is on a label on the chassis called "S/N."

* You can view the serial numbers using the following CLI commands:

* FXOS— show chassisdetail shows both serial numbers.

* Firewall Threat Defense — show inventory shows the chassis serial number. show
serial-number shows the PCB serial number.
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ATy T
ATv T2

ATvT3

ATv74

ATy TH

togvFInEvaz= yceb 77479+ — 0B LR [

cLEDZF v 7 LT, 77AT TA— OB NTETWAZ L 2R LET,

FIRr

k3. ¥to4ayF JOoEYaz=vy:

EER (M) LED DENE

M LED

i

I7AT7 0+ —ILDEREA
Nn=ROBRE (55:#)

ok, TR K

Cisco Cloud |28 X4, A
VIR—T 4 T OYEIN T E
TWET

15:00 ~ 30:00

TN = A LU PITAZRIT
Aﬁ;ﬁ

(=7 —54F)

Cisco Cloud |Z#fi TX £
ATLTE

15:00 ~ 30:00

ok € C AT

FrR— Fh

20:00 ~ 45:00

Security Cloud Control D 47— a v A =2 —T[Fa VT4 TN\A X227 Vv 7 L, EOOTTA

RE () 7 Vw7 LTT /834 AD [Onboard] % L £,
[FTD] # A /L% 384R L 4,
[BHE— ] T, [FTD] BRI N TNDZ L &R LET,

BELE— L LC[FTD] Z& R LI-%ZITWVOTH, [Av— T4 BV ADEH]| 27 ) v/ LT, TN
A ATHAEEREGFDOA~Y— T A4 B RACBFEEIIEFTEET,

FUR—T 4 T HEE LT[ T AESEMH (Use Serial Number) ] 28R L £,
R9:>)7ILBESEER

Firewall Threat Defense

[Select FMC] C.,

Vw7 LET,

A Important: After you onboard the threat defense device to cdFMC or the Firewall Management Center using the zero-touch provisioning
method, the device will be managed by the corresponding manager it is onboarded to. Note that the firewall device manager will no longer
manage the device, and all existing policy configurations on the device will be lost except for the basic interface configurations. Therefore,
you must configure the policies from the corresponding manager.

=)

Use CLI Registration Key
Onboard a device using a
registration key generated from
SCC and applied on the device
using the Command Line Interface.
(FTD 7.0.3+ & 7.2+)

Use Serial Number
Onboard a factory-shipped FTD
7.2+ device to cdFMC or a 7.4+ On-
Prem FMC using zero-touch
provisioning.

=] (=]

Deploy an FTD to a cloud
environment
Deploy a device to supported cloud
platforms: AWS, GCP, and Azure.

=)

Bulk Onboard using CSV File
Use this method for adding multiple
devices to cdFMC by uploading a
.csv file, with template assignment.
(FTD 7.4+)

Y % ~ %5 [Cloud-Delivered FM C > Cloud-Delivered FMC]DJIEIZER L. [Next] % 7
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B tosvronecazosices 77079 r—LOBAESH

10: FMCOE IR

o Select FMC Select FMC @ For more details, click here

[ Select v ]

Cloud-Delivered FMC
Cloud-Delivered FMC (Recommended)
0 Connection On-Prem FMCs (7.4+) @

firepower_10.10.0.5

e Password Reset
+ Onboard On-Prem FMC

ATw 76  [HE#i (Connection) ]V T T, [T/ AD YU T /L%EK S (Device Serial Number) | & [T /34 A4 (Device
Serial Number) ] ZAJIL. [k~ (Next) 127 U v 7 LET,

. £
B 17 #
o Device Serial Number Device Name @ Enter the serial number of the FTD device you want to
nboard, then ill m h
[ JADI53802GE ] [ fp-1010-1 J o b.oa d, then CDO will attempt to connect to the
device
Important: Only FTD 1000, 2100 or 3100 series devices

(running on software version 7.4 or later) are supported.

ATy 1 [IRRAT—FKDY+ty bk (PasswordReset) 1 T, [IELY... (Yes.) |22 Vw7 LET, T34 ZDH LW
NRAT—=FRKEZANL, ZOFHLWWSRRAT— REMEE LT, [k~ (Next) 1227 U7 LET,

TriyFraeya=vs ORE, T4 RAIHHTH L0, BAA—VLINTWDLIRLERDH D F
7

(6=3)

TFNRARAZIR T AV L TRAT—=FRKE2Y Yy hL, EudoFrreya=r 7 2805 L HI1R
EEEFELRPoTEAE, Wz, (No.) A7 v a v 2R RTI2MERHY 3, En¥yFrn
BV a = ey a s S EENCT AREIISE S D720, A AU EOLERND G
ZrE, AL RO A T HZ LIFHERELET A,
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ATvT8

ATv79

togvFInEvaz= yceb 77479+ — 0B LR [

12: 18R T—FDYY+y b

o Password Reset (-\

: . : @ Password must:
\T_/ Please review all the prerequisites for onboarding with a serial

/ 7 - Be 8-128 characters
6 [Umber: Leam/mors - Have at least one lower and one upper case letter
2)

- Have at least one digit
- Have at least one special character.
- Not contain consecutive repeated letters

Is this a new device that has never been logged into or
configured for a manager?

® Ves, this new device has never been logged into or configured
for a manager
Enter a new password for devices that have never been
configured for a manager.
Important: If you select this option and the device's
default password has already been changed, onboarding
fails.

New Password Confirm Password

vomiy SRR )

© No, this device has been logged into and configured for a
manager
Use this option if you already changed the password in
the device CLI
Impeortant: If you select this option and the device's
default password has not been changed, onboarding fails.

[RY > —FD ¥ T (Policy Assignment) JIZDOWTIE, Rry XU Ama—2H LT, 7/ 2D
Tr7EA arbrm— R —aBRLET, R P—PRESNLTORWERIE, [T 74V DT
I Az hra—RY v — (Default Access Control Policy) ] Z %R L £ 9,

B 13:/R1) o—&|Y BT

o Policy Assignment

Access Control Policy

[ Default Access Control Policy + ]

[ 7 A2 V7 aT A+ A (Subscription License) ] (Z2OW I, AT HKET A B 2%
Frovr LEd, Next] 227U v 7 LET.

B14:9TRY)Toavs4EUR

e Subscription License ® Enable subscription licenses. CDO will attempt to
enable the selected licenses when the device is
connected to CDO and registered with the supplied
Smart License.

Learn more about Cisco Smart Accounts.

License Type Includes

Base Firewall Capabilities

GTP/GPRS, Diameter, SCTP,

Carrier (7.3+ FTDs only)

IPS
Malware Defense

URL

M3UA
& Intrusion Policy
Cs File Policy

URL Reputation

RA VPN
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ATv 710

TPATIF—LOTr—TLEHREF VR—F |

{ER) [EX=VUT 17 /31 A (Security Devices) ] X— T DI~FEZ &7 4 )V H BRI AZSL DT ~)L
ETAAL RTBMLET, Z0EANL, FNTTFAREY () EERLET, 7-ULE, Security
Cloud Control ~DEAE(HZIZT /A ZNTHH S ET

X 15:487

Ly Oor Your device is now onboarding.

@ This may take a long time to finish. You can check the status of the device on the Devices and Services page

Add Labels @

RDBERY

[E%=VUTF 47 /34 A (Security Devices) | ~X—U 5, AW L72IE00 OFT A A% ik
WL, HHENZH D B (Management) | XA SNI—ERRINTNWDILAET T a rOnTihun
IR L E 9,

FEITAOEDa = HICEBRT7AT 94— ILDENE

CLIB@F—%2HHL 77 AT U r—EF R —RKLET,

FIE

ATy T

ATy T2
ATvT3
ATy T4

Security Cloud Control D B/ —L a v A =2 —T[Fa VT4 TNA R 27 Vv I L, EEOTTA

Ry () 27V v/ LTF /A A0 [Onboard] % L £,

[FTID] # A V%27 U v 7 LET,

[EELE— K] C, [FID] BNBIRSNTNDZ EE2MERLET,

FrR—T 4 7Tk E LT [CLIEERF — % (Use CLI Registration Key) | Z R L 7,
B 16: CLI &5 ¥—% &M

prgpecxxs | A Important: After you onboard the threat defense device to cdFMC or the Firewall Management Center using the zero-touch provisioning

e method, the device will be managed by the corresponding manager it is onboarded to. Note that the firewall device manager will no longer
manage the device, and all existing policy configurations on the device will be lost except for the basic interface configurations. Therefore,

xou must confiﬁure the ﬁolicies rom the corresponding manager.

Firewall Threat Defense

(=) (=) (=) =2
Use CLI Registration Key Use Serial Number Deploy an FTD to a cloud Bulk Onboard using CSV File
Onboard a device using a Onboard a factory-shipped FTD environment Use this method for adding multiple
registration key generated from 7.2+ device to cdFMC or a 7.4+ On- Deploy a device to supported cloud devices to cdFMC by uploading a
SCC and applied on the device Prem FMC using zero-touch platforms: AWS, GCP, and Azure. .csv file, with template assignment.
using the Command Line Interface. provisioning. (FTD 7.4+)

(FTD 7.0.3+ & 7.2+)
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ATy TH

ATvT6

ATFvIT1

ATvT8

FMIaETa= T8 5 7717y r—LoEAER [

[7/3A 24 (Device Name) ] Z A/ LT, [k~ (Next) |22 U v 7 LET,
17: T84 X%

'Q ¥ Device Name Device Name

l ftd1 ]
=

[RYU 2 —%ID 5T (Policy Assignment) JIZDOWTIL, RRy XU A=a—2HLT, 74 20D
TR aryhe—L R —FRIRLET, RN —DREESNTORWEEIE, [T 74V D07
7w Aar ha—/LR Y 2 — (Default Access Control Policy) ] Z 3R L £7°,

18: 7R arrO—)LKRY—

Access Control Policy

l Default Access Control Policy ~ ]

[ 7 A2 V7 aT A+ A (Subscription License) ]2\ Tid, [#ELFTD 7 /31 A (Physical FTD
Device) |7V FA RNE %27 V7 L, AT HEHET A B AE2TF 2y 7 LET, [Next] 7 VU v
7 LET,

19: T2 Foavs4t€rR

“::, Subscription L Please indicate if this FTD is physical or virtual:
@ Physical FTD Device
O Virtual ETD Device

License Type Includes

Base Firewall Capabilities

Carrier (7.3+ FTDs only) GTP/GPRS, Diameter, SCTP,

M3UA
IPS % Intrusion Policy
Malware Defense Cs File Policy
URL URL Reputation

[CLIE$k=— (CLI Registration Key) ] 22U T, Security Cloud Control |Z, &&kF%— & Z DD/ XZ
A—=H AL Cavyr FEAKRLES, Z20a~vr F&a b — L T, Firewall Threat Defense O fJHiz%
ETHEHATLINERH Y £7,
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20: CLI &% ¥ —

'\.l." Ensure the device's initial configuration is complete before trying to apply the registration key. Learn more ([

i:;:] Copy the CLI Key below and paste it into the CLI of the FTD

configure manager add cisco-security-docs.app.us.cdo.cisco.com
BanyIZoaT@ew1JTpCOPZw3xEBnVVkfZv x7R7dwcm43JCMzwGY3ZzCfoFmZhWI7my cisco-security-
docs.app.us.cdo.cisco.com

configure manager add Security Cloud Control_hostname registration_key nat_id display_name

CLI T®, F 721X Firewall Device Manager % i i} L 7= #J#15% E D5 T

 MIMIRRTE : CLI (25%—Y)  AX— R T w7 A7 V7 M58 T Liz#, Firewall Threat Defense CLI
TIZpavy Reab—LET,

« IHR%E : Firewall Device Manager (19 ~2—3°) : =~ R scc_hostname, registration_key, 3 X
W nat_id ™45 %, [Management Center/Security Cloud Control 7R A M4 /IP7 K LA (Management

Center/Security Cloud Control Hostname/IP Address) ]. [Management Center/Security Cloud Control @ %55
% — (Management Center/Security Cloud Control Registration Key) ]. 3 X OV [NATID] 7 1 —/L Kz =

E—LE97,
i
CLLEy Ny 7OV T rav s R
configure manager add accountl.app.us.scc.cisco.com KPOOPOrgWzaHrnjlV5ha2g5RE8pKFX9E
LzmlHOynhVUWhXYWz2swmkj2ZWsN3Lb accountl.app.us.scc.cisco.com
GUltY 7 w7 D% 7 av s RaviR—xr bk

X 21: configure manageradd 1< > K3 UiR—A > +

scc_hostname registration_key
I I
I

Il I
configure manager add accountl.app.us.scc.cisco.com KPOOP@rgWzaHrnj1lV5ha2g5Rf8pKFX9E
Lzm1HOynhVUWhXYWz2swmkj2ZWsN3Lb accountl.app.us.scc.cisco.com
I I

nat_id

ART9T9 FUR—=FT 4T 4P —=FRTR (Next) 1227V v 7 LT, TA ADOXEEFBLET,
AT 10 (FEE) [BX=VUT 17 /31 A (Security Devices) | X— DA _FEZ &7 4 VA IBIAZSNL D T L

BTN ATEMLET, SR ANL., HFWTTARE () ZEIRLET, 7-ULIE, Security
Cloud Control ~@E AMENFERICT A ATEHA SN E T,
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X 22:47

Your device is now onboarding.
© This may take a long time to finish. You can check the status of the device on the Devices and Services page.

Go to Inventory

Add Labels @

E)-L I_l_I r—=— /- O NN — N
MEPREDET (FEBTOED a2 iDH)
TFETTrE Y a =7 %17 9548 1%, Cisco Secure Firewall Device Manager ¥ 7% CLI % i
LT, 7747 7+ —LOPMHRELFITLET,

#EAERTE : Firewall Device Manager
ZOFEEERT L, 77 AT U+ — N EREK LK, HBHA LV F—T = A AT TRD
AV B —T 2 A ANEFREESNET,
A =Xy 1/L: (58 . DHCP 5D IP 7 KL A, IPv6 HEIRRE
e A=Y b 1/2: TNE | 192.168.95.1/24
« T 7 AV Kb— b INBA B —T = A AT DHCP %4 L CTHUF

U

« iIBINA % —7 = A A : Firewall Device Manager 7> DA #—7 = A AGREILT TR
ek,

D E (NEFHO DHCP — " —_ 727X aryta— L RY—, X2 VT 40/ —7
L) IR EE A,

FIE

ATY TN ava—2uENEA % —7 x4 A (Ethernet 1/2) (2t L £7,
AT w 72 Firewall Device Manager (22 7 1 > L %7,

a) https://192.168.95. 11CEAH F 9,
b) —H—% admin LT 7 /L FRAU— K Admin123 2 AL Ce /14 LET,
o) —MHKNEFACTHREL, BHESRRAT— F2EETL L 1ROONET,

ATFYT3 By Ty U4 P—FREEHALET,
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. AR : Firewall Device Manager

23: TN ADERE (Device Setup)
1 Configure Configure Smart License
DeV|Ce Setup o 2 Time Settings 3 Registration

Internet Connection

& Internet

= DNS Server
L

MGMT 171 13 15 1/7 1/9 1711 -

olaiae OO
L EAMEE OO

CONSOLE 172 1/4 1/6 1/8 1/10 1/12 SFP

GE)

FHeeR— FEEIT., TNV EL TR Y 4,

a) IERA A —T oA RAEEHA X —T 2 AERELET,
R2: 14 28—F%y bADT 74 794+ —ILDHEH

Connect firewall to Internet

The initial access control policy will enforce the following actions.
You can edit the policy after setup.

Trust Outbound Traffic Block all other traffic
This rule allows traffic to go from The default action blocks all other
inside to outside, which is needed traffic.

for the Smart License configuration.

Outside Interface Address

Connect Ethernet1/1 (Outside) to your ISP/WAN device, for example, your
cable modem or router. Then, configure the addresses for the outside interface.

Configure IPv4

Using DHCP v

Configure IPv6

Using DHCP v

NEXT Don't have internet connection?
Skip device setup

1 [FMBA v Z—7 A AT KL A (Outside Interface Address) ] : i ] LD ELEEZFE L T\ 5
A, HIP T FLRAEFEHLEY, By FT7 v 7O 4 —R&H L CPPPoE #%ET5HZ &
IXTEEHAL, VP — RO THIZPPPoE # R ETE E 7,
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#HEAERE : Firewall Device Manager .

2. [EHA ¥ —7 A A (Managementlnterface) ]: # A v H—T7 =2 AT X =V ¥ T VA%
HFHLTWASRETH, BHA L —T oA AOREMERENE T, =& 213, A1 o % —
T2 A AEN LTy 7 T —VRATERINDIEHE N T 7 4 v 71, MA v F—T = A AD
DNS H— =TI, ZNHDEH A X —7 = A ZAD DNS $— 3— %4 ] L T FQDN % fifik
LET,

[DNSH— 3 (DNSServers) ]: A7 LOEHT KL AHO DNS H—/\, 7 7 4 /L ;L OpenDNS
NT Uy ZDNSY—"TH, Zhbid, MGLBIBA =T = RIPDT 7B ASNDT20,
HBCRETDINBA 2 —T A AD DNS —"—L —EFTBZREEENLH Y 7,

T7ATI4—ILDER 4

b) [FFZIE%E (NTP) (Time Setting (NTP)) | Z&XE L, [k~ (Next) | %27 U v 27 LET,

B 25 BS%IERE (NTP)
Time Setting (NTP)

System Time: 11:56:20AM October 03 2024 -06:00

Time Zone for Scheduling Tasks

(UTC+00:00) UTC v

NTP Time Server

Default NTP Servers v
Server Name
0.sourcefire.pool.ntp.org

1.sourcefire.pool.ntp.org

2.sourcefire.pool.ntp.org

NEXT

c) [BEAETIZ 90 HF ORI A BAtA (Start 90 day evaluation period without registration) ] 28R L &
ED
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. AR : Firewall Device Manager

Register with Cisco Smart Software Manager

Register with Cisco Smart Software Manager to use the full functionality of this device and to apply
subscription licenses.

What is smart license? (3

O Continue with evaluation period: Start 90-day evaluation period without
registration

Recommended if device will be cloud managed. Learn More (2

Please make sure you register with Cisco before the evaluation period ends.
Otherwise you will not be able to make any changes to the device configuration.

Firewall Threat Defense % Smart Software Manager [Z %8k [ L7\ T EE W, TXTOTA B R
Security Cloud Control CHEAIT S L E 7,

d) [T (Finish) 1%227 YV > 7 LET,

R 26: RDRT v T
Q ><

The Device Is Up and Ready to Be Configured!

What's next?

Device will be Cloud Managed Standalone Device

@ Configure Interfaces E]

Connect inside ports to internal devices

@ Configure Policy 97

Manage traffic

GOT IT

e) [A¥ L F7 a7 /31 A (Standalone Device) ] Zi®IR L, [THE (Gotlt) ] ZiBINL £,

AT T4 BINDOA U H—T 2 AERETLHEIE. [T/31 A (Device) [ZIEIRL, [ X —7 =1 A (Interface) ]
O~V —iZhbrV 770y LET,

ATv s [T/IAA4 R (Device) 1> [V ATLIKE (System Settings) |> [EHEHE (Central Management) | DJIEIZ 5
L., [F1T (Proceed) 1%~ U 27 L T Security Cloud Control (Z%&k L &7,

[Management Center/SCC/Details] Z#%E L £,
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#HEAERE : Firewall Device Manager .

G¥)
HWAR—=T g TiE, ISCC) ORIz TCDO) EERENDZENDH Y 1,

27 : Management Center/SCC M 548

Management Center/SCC Details

Do you know the Management Center/SCC hostname or IP address?

@ Yes O No

Threat Defense Management Center/SCC
A— % A—
T ==t ]
10.89.5.4 10.89.5.35

fe80::6a87:c6ff:fea6:5480/64

Management Center/SCC Hostname or IP Address

16.89.5.35

Management Center/SCC Registration Key

NAT ID

Required when the management center/SCC hostname or IP address is not provided. We recommend always setting
the NAT ID even when you specify the management center/SCC hostname or IP address.

11204

Connectivity Configuration

Threat Defense Hostname

1120-4

DNS Server Group

CustomDNSServerGroup M

Management Center/SCC Access Interface

outside (Ethernet1/1) v

Type: Static IP Address: 10.89.5.6 / 255.255.255.192 Edit

o Before you connect to the management center or SCC, perform additional configuration:

management center can reach the threat defense at its Fully-Qualified Domain Name (FQDN) if the threat
defense's IP address changes.

CANCEL CONNECT
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ATvT6

ATy 71

T7AT I —LDr—TLEREA VR—F |

Firewall Device Manager

a)

b)

[Do you know the Management Center/SCC Hostnameor |P address] (Zxf L, IP 7 KL A E72EAHA A k
xR LT 7 v R4 Firewall Management Center (23 T & 235413 [Yes] . Firewall
Management Center 7% NAT ONANZH B>, X7V v 7 IP T R AEIEHR A MRS EIE [No]
Vv LET,

Security Cloud Control % configuremanager add =~ > RZAK L £9, a~> ROAERKIZOWTIE,
FERTr T a = IR 7 7 AT U —AOEAEER (16 ~—) ZZRLTIEIN,
configure manager add _hostname registration_key nat_id display_name

&1

28 : configure manageradd 1< > Fa 2 iR—3R 2 k

cdo_hostname registration_key

| Il I
configure manager add accountl.app.us.cdo.cisco.com KPOOP@rgWzaHrnjlV5ha2qSRf8pKFX9OE
LzmlHOynhVUWhXYWzstmkj22W5N3Lb|uccountl.app.us.cdo.cisco.com

nat_id

2> R® cdo_hostname, registration key, & O nat_id D3 2RO T 4 — )V RiZa e —LET,
» Management Center/SCC Hostname/I P Address
» Management Center/SCC Registration Key
* NAT ID

[t D% E (Connectivity Configuration) ] Zi%E L £ 7,

a)

b)

c)

[Threat Defense® s A ~ 44 (Threat Defense Hostname) | Z48E L £,
Z® FQDN (IS A v H—T = A R S VE T,
[DNS#—/3—27")L—= (DNS Server Group) ] Z+5E L £,

BEfFD I N—T % BHRT 20, T LWIL—T%EK LEd, 774/ h®DDNS 71— %
CiscoUmbrellaDNSServer Group & FE(E4L, OpenDNS $— N—REF N E 7,

BERFAITHNES DNS — N—REZRFFT D121, 7 7 U R Firewall Management Center ¢ DNS
7Ty N7k — AREEHRET OMLENRDY £7,

[Management Center/SCC Access|nterface] C [Datalnterface] # 27 U v 7 L. IKIZ [outside] Z3#&R L F
j—o

({EE) [# A7~ 27DNS (DDNS) DB (AddaDynamic DNS (DDNS)method) %27 UV v 7 L&

B

DDNS (%, Firewall Threat Defense @ IP 7 R L ANEE I HEIC 7 T 7 R Firewall Management
Center % FQDN C Firewall Threat Defense |ZE|ZETX A5 L 51 LET,

ATw T8 [##5 (Connect) 127V v 7 LET,
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agsz cu

&gk AT — 4% A (Registration Status) | % A 7 12 77K 27 AT, Security Cloud Control &k DELIED X7 —
HAPERINET,

X 29: &

Registration Status 2

Successful Connection with the

Management Center or CDO

You can now manage the threat defense using the management
center or CDO. You can no longer use the device manager to manage
the threat defense. See the threat defense getting started guide (2,
management center configuration guide (2, or
CDO configuration guide [ to configure your device.

AT 79 A7 —X A T [Saving Management Center/ Registration Settings] ® Tl % 5247 L 7= & Security Cloud
ControliCBEN L, 77 A7 VA —AEBMLET, FEITnEYa=02ICX 07 747 U4 —/LOEA
i (16 ~—2) ZZRL TSV,

1 —

#EAZEE - CLI
CLIty 7722 U7 h&HEHLT, BHOEHIPT RLA, Y=Y xA, BLIOFD
ARy N — 2 REELITVET,

FIE

ATy T1 2V —R— MMIHER: L T Firewall Threat Defense CLI 17 27 & A2 L' £, Firewall Threat Defense CLI ~
DT A (4—=2) ZBRLTIEIN,

AT T2 EPALE—T A ZADREMDOCLIE Y NT v 722 ) F RE25%ETLET,
GE)
WREEI VT (e z2IE A A=VEFERTHIZLICEY) LRWNEY, CLIty hT v 7T A7 VT
NIRRT Z LIXTEERA, 2L, ZNUDDORET X TIL, %25 CLI T configurenetwork =~ >
REEH L TEE & £9, CiscoSecureFirewall Threat Defense 2~ R 77 LU A BB L TLZE
/AN

You must accept the EULA to continue.
Press <ENTER> to display the EULA:
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B o#z: o

Cisco General Terms

[...]
Please enter 'YES' or press <ENTER> to AGREE to the EULA:

System initialization in progress. Please stand by.

You must configure the network to continue.

Configure at least one of IPv4 or IPv6 unless managing via data interfaces.
Do you want to configure IPv4? (y/n) [y]:

Do you want to configure IPv6? (y/n) [y]l: n

ﬁ%ﬁpx::n%w&%f@Tvawmﬁ<&%1o:om1y%ﬂﬁbi¢ R LB —T o A
AEMHATETFTENRWVEAETHL, 794 X—=F T RLRREDIPT RLVRAERETHLENHY £77,

Configure IPv4 via DHCP or manually? (dhcp/manual) [manuall]:

HAFR  [FE) (manual) | ZEIRLET, ~ XV T 7 BRIHEBA v X —T =4 ZAZHHT D5
A. DHCPIZV AR —FENFHA, V—T 4V TOMEZYTZDIZ, 2O FZ—T 2 AN —T %
TIRAAL LV E =T 2 ZALITRLAV TRy b EICHDZ EE2HER LTI EE N,

Enter an IPv4 address for the management interface [192.168.45.61]: 10.89.5.17
Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.255.192
Enter the IPv4 default gateway for the management interface [data-interfaces]:

HAZTUR : F— b7 = A % data-interfaces ICIRE L £, ZOREIL. A v F—T oA A ZELT
N—FT 4T TELLIC, Nl FL—r BN LTER NI 7 4 v 7 ZiRELET,

Enter a fully qualified hostname for this system [firepower]: 1010-3

Enter a comma-separated list of DNS servers or 'none' [208.67.222.222,208.67.220.220,2620:119:35::35]:
Enter a comma-separated list of search domains or 'none' []: cisco.com

If your networking information has changed, you will need to reconnect.

Disabling IPv6 configuration: managementO

Setting DNS servers: 208.67.222.222,208.67.220.220,2620:119:35::35

Setting DNS domains:cisco.com

HAZVR EFHA L =T 2 ADDNSH—_"—ZRELET, Zibid, Wl bIMEA 2 —7 =
AADDT 7 RASNDT-D, R TRET DIMNIA LV Z—T = A4 ADDNS H— 3— L —H$ 5 AN H
D ET,

Setting hostname as 1010-3

Setting static IPv4: 10.89.5.17 netmask: 255.255.255.192 gateway: data on managementO

Updating routing tables, please wait...

All configurations applied to the system. Took 3 Seconds.

Saving a copy of running network configuration to local disk.
For HTTP Proxy configuration, run 'configure network http-proxy'

Manage the device locally? (yes/no) [yes]: no

HAZ VR 7T 7 R Firewall Management Center 2 {3254 1%. no E AL ET,

Setting hostname as 1010-3

Setting static IPv4: 10.89.5.17 netmask: 255.255.255.192 gateway: data on managementO
Updating routing tables, please wait...

All configurations applied to the system. Took 3 Seconds.

Saving a copy of running network configuration to local disk.

For HTTP Proxy configuration, run 'configure network http-proxy'

HAE VR crouted b AN LET, A~ —T ¥ T 78R T V=T v R 77 AT U4 —/LE—RKTD
BYR—FENTWET,

Configuring firewall mode
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Device is in OffBox mode - disabling/removing port 443 from iptables.
Update policy deployment information

- add device configuration

- add network discovery

- add system policy

You can register the sensor to a Firepower Management Center and use the
Firepower Management Center to manage it. Note that registering the sensor
to a Firepower Management Center disables on-sensor Firepower Services
management capabilities.

When registering the sensor to a Firepower Management Center, a unique
alphanumeric registration key is always required. In most cases, to register
a sensor to a Firepower Management Center, you must provide the hostname or
the IP address along with the registration key.

'configure manager add [hostname | ip address ] [registration key 1'

However, if the sensor and the Firepower Management Center are separated by a
NAT device, you must enter a unique NAT ID, along with the unique registration
key.

'configure manager add DONTRESOLVE [registration key ] [ NAT ID '

Later, using the web interface on the Firepower Management Center, you must
use the same registration key and, if necessary, the same NAT ID when you add
this sensor to the Firepower Management Center.

>

ATV T3 v F =TT IV AHOHNMA v A —T oA AEFHELET,
configure networ k management-data-interface

Enter Z 3L | SMEA L F =T = A ZADEAR 2R v P U= BIEELMKT D L O IKRDLHT T b
MERENET,

FHIPT7 FLZ

> configure network management-data-interface

Data interface to use for management: ethernetl/1l

Specify a name for the interface [outside]: internet

IP address (manual / dhcp) [dhcp]l: manual

IPv4/IPv6 address: 10.10.6.7

Netmask/IPv6 Prefix: 255.255.255.0

Default Gateway: 10.10.6.1

Comma-separated list of DNS servers [none]: 208.67.222.222,208.67.220.220

HAZ DR BEALITHNE DNS Y — " — 2 FF9 5121, 7 7 7 R4 Firewall Management Center C
DNS 77 v M7+ — LARELHRET DMLENH D £3,

DDNS server update URL [none]:

Do you wish to clear all the device configuration before applying ? (y/n) I[n]:

Configuration done with option to allow manager access from any network, if you wish to change the
manager access network

use the 'client' option in the command 'configure network management-data-interface'.

Setting IPv4 network configuration.
Network settings changed.

>

DHCP LD IP 7 FL X
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ATy T4

ATy TH

T7AT I —LDr—TLEREA VR—F |

: cu

> configure network management-data-interface

Data interface to use for management: ethernetl/1l

Specify a name for the interface [outside]:

IP address (manual / dhcp) [dhcp]:

DDNS server update URL [none]:
https://dwinchester:pa$$wOrdl7@domains.example.com/nic/update?hostname=<h>&myip=<a>
Do you wish to clear all the device configuration before applying ? (y/n) I[n]:

Configuration done with option to allow manager access from any network, if you wish to change the
manager access network
use the 'client' option in the command 'configure network management-data-interface'.

Setting IPv4 network configuration.
Network settings changed.

>

Security Cloud Control 234/ L 7= configure manager add =~ > K& L C, Z @ Firewall Threat Defense
Z @ #4 2 Security Cloud Control Z#l| L 3, a3~ ROAERUTONTIE, FEIZV vy a=7IC &
57 7AT VA= NAOHEALEN (16 X—) 2ZRL TSV,

1 -

> configure manager add accountl.app.us.cdo.cisco.com KPOOPOrgWzaHrnjlV5ha2q5Rf8pKFX9E
LzmlHOynhVUWhXYWz2swmk j2ZWsN3Lb accountl.app.us.cdo.cisco.com
Manager successfully configured.

FRA A% ) F— FTAUITIEE TE B K 91T Firewall Threat Defense 23 %~ &2 7 LE9,

VAT AEWMUNCY vy NE DT HIENEBETYT, BMICER YT 7220 ERAA v T2 M

L3258, BRRT 7 AN VAT LAOBREZFIEEZTIERHVET, Nv 7 7T 00 RTEHEIC

ZHOT v ANEITENTEY, BRI 72K\, BRZGMLIZVTHE, VAT L ET L—

ATNY ¥y NI TERWI L ERZTEBNTLEEN,

a) shutdown =2~ R&EZ AL ET,

b) ®EJRLED & A7 —% A LED #8543 L C, ¥ —VOERMIKINTWDZ & &R LET (LED
DIHEAT)

¢) VX —VOBFENEFICUK SNZS, REIOSUTCERT 7 7 2KkE, vy — 0 LWEMICER
ZROANTZENTEET,
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i

EARHK S— DB

ROFBEZFHH L TEAN X2V T 4R —2RELET,

A v A =T 2 f ALHNHA L H—T AR N A o H—T = RZAXT 7 IP
T RLURZE O YT, AL X —T7 = A AT DHCP A L £,

*DHCPH—/N—: 7 5347 FOWEA v ¥ —7 = A4 ATDHCP —N—%fEHL 7,
T T AN RN — b INBA H =T 2 A RAENLTT 74V Mb— b EBMLET,
*NAT : SN v 2 —T 2 A ATA U F—T = A ZAPAT A L £7,

TR AT hE— NEDBIEA~D N T T v 7 BRI LET,

X2 VT ARV =5 N AZTA AL T, LV EERBRELZZODLZLHTEET,
o 77 7 FEEMEA! Firewall Management Center ~D#) (29 ~<X—7)
A =T A ZADRE (30 ~—2)
« DHCP #—/"—DORE (34 ~—2)
* NAT OFRGE (35 ~—)
e T/ Aay b —LL—LDORTE (39 =)
cHMERA B —T = A ATO SSH OFME (42 2—)
 REXEMT D (43 ~—2)

7 5 K122 Firewall Management Center ~ D5 &l

7 7 U REEM Firewall Management Center /&, Security Cloud Control & [EBDZ B KD & 7
TEBILET,

FIE

AT w71 Security Cloud Control D —AL_X— T, [Z77 AT 74—/L (Firewall) 1227V v 7 LE7,
AT w72 [Administration > Integrations> Firewall Management Center JOJIEIZEIR L £ 9,
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. AV —T 14 ADEE

#2RRY o—nEE |

AT 73 [Cloud-Delivered FMC] Z3®R L, [Actions], [Management], £ 7-iX [Settings] XA > DY 27 %7 ) v
L. #HILWX 7T 27 Z 7 R Firewall Management Center % B & £ 97,

EVk

77 v REf Firewall Management Center 7> & Security Cloud Control IZ 25 1Z1%, [Home] %2 U » 27 L&

j—O

A23— 14 RDETE

FIE

Yy yFrabeya =7 F 739 EIC Firewall Device Manager % i 3~ 254, RO
AUB—T 2 ANFEFRESNET,

e A —HF> h1/1: 4885 . DHCP 225D 1P 7 KL A 1Pv6 HEhERE

o f—H v b12: TRE . 192.168.95.1/24

« 77 AV hb— kD SNEA X —T = A AT DHCP 4 L THufS
7 7 7 REEAR Firewall Management Center |Z%8% 3~ 2 RifIZ Firewall Device Manager PN CiE /1D
A B =T = RERORELFATLIZHE, TORETRFEINET,

WOHITIE, FHT RLAZEFONL—T v RE— RONEA X —7 = A A&, DHCP Z{£
THEIVNV—T v RE—RKOINRA o X —T 2 A AZHELET, £72. HHEE Web — —HD
DMZ A > X —7 A AL BMLET,

ATY 1 [T/31 A (Devices) 1> [T 731 A& (Device Management) | DNEIZEIR L, 7 74 7 74—/ [tk
(Edit) 1 (&) 227U >y27 LET,

AT T2 [Av¥—T7 x4 A (Interfaces) | %7 Vv 7 LET,
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| xRy o—nHE
AB—T 1A ADHKTE .

B3:423—Tz(4R

Device Routing Interfaces Inline Sets DHCP VTEP

Q_ Search by name [ Sync Device | [ Add Interfaces v
Interface Logical Name Type Security Zones MAC Address (Active/Standby) 1P Address Path Monitoring Virtual Router
@ Management0/0 management Physical Disabled Global Q<
GigabitEthemet0/0 Physical Disabled rd
GigabitEthemnet0/1 Physical Disabled Y4
GigabitEthemet0/2 Physical Disabled Y4
GigabitEthemet0/3 Physical Disabled rd
GigabitEthemet0/4 Physical Disabled Vg
GigabitEthemet0/5 Physical Disabled ’
GigabitEthernet0/6 Physical Disabled rd
GigabitEthernet0/7 Physical Disabled Y

AFvT3 WICHEAT 510 v =T = AD [tk Edi) ] (&) 22V v LET,
[ 31:[General] 7 7

Edit Physical Interface

General IPv4 IPv6 Path Monitoring F

S

Name:
inside

Enabled

Management Only

Description:

Mode:

None v

Security Zone:

inside_zone v

nterface ID:

MTU:
1500

Priority:
0

Propagate Security Group Tag:
NVE Only:

a) [EX¥=U7 1Y —r (SecurityZone) | Ky X7 U A NPLEBEFONE X2 )T 4V — 0 &%
T D0, il New) 1227 V7 LTHLWEXF 2V T 4V —rZBIMLET,

Secure Firewall 1230/1240/1250 Threat Defense X 2 — 7 v TH A K : 2 55 FiZ#tE! Firewall Management Center .



B2RRY S—0FEE |
B sz 1z08%

7= & 21X, indde zone WO ARIOY —rEBIMLET, Y —r T3/ A—TIcE SN TEx2 U
FTARV—ZFBEHLET, =& 21T, NEY —o B — o ~D T 7 4 v ZITANTT D0
NS = MBI — 2 ~D T 7 4w ZITENI LT 7R arybe— L R) —EREL

i ?—O
WA v H—T =2 A ARFERNCRESNTWDEHEE, 2D 7 4 — /)L ROEY O 3iEA 7 v a v
VG“@AO

b) 48 XFETO [£4HE] (Name) | AN LET,
ez A v F—T A AT inside &V O &RTEITET,
c) [B%) (Enabled) | F =7/ Ry I At 2L ET,

d) [®F—F (Mode) 11X [72L (None) JIZRELT-FFIZLET,
e) [IPv4] # 7 [IPv6] ¥ 7. F-El DX 7% 270 v 7 LET,

s[IPv4] : Ry 7 X7 R RNNPE [AXT 4 v Z7IPEMHEHT 25 (Use Static IP) | Zi&R L, IP 7
RLREH TRy N AT EAT v 2Rl TATILET,

77 & 2013, 192168112472 8 AN LET,
32:[IPv4] 3 D

Edit Physical Interface

General IPv4 IPv6 Path Monitoring
I
IP Type:
Use Static IP -
IP Address:

I 192.168.1.1/24

o [IPv6] : A7 — M LV AHEREDE AT [HEFETE (Autoconfiguration) | F = v 7Ry 7 AeA
WZLET,

[ 33: [IPv6] 2 0

Edit Physical Interface

General IPv4 IPv6 Path Monitoring Hardware Configu
I
Basic Address Prefixes Settings DHCP
O ——
Enable IPV6:

Enforce EUI 64:

Link-Local address:

Autoconfiguration:

Obtain Default Route:
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f)

AV8—T 14 RADEE .

[OK] %27 Vv 7 LET,

ATV T4 MR T 4 02 —T7 4 2D [Fak (Bdit) | (&) 227V v 7 LET,
34:[General] 3 7

ATy TH

Edit Physical Interface

General IPv4 IPv6 Path Monitoring Hardwart

Name:

outside

Enabled

a)

b)

Management Only

Description:

Mode:

None v

Security Zone:

outside_zone v

nterface 1D:

MTU:

1500

Priority:

0

Propagate Security Group Tag:
NVE Only:

[BEx=VUTF 1> —> (SecurityZone) | K2 v 7 X U R MPOLREFEONBEX =T 4 — 2
W20, FH New) 127 Vw7 LTHLWEXF2 T Yy —2ZBMLET,

7=& 21X, Toutside zone| &WHLEIDY —r ZBMLET,

fDOFEAREITERE LpnTLLEaWn, BESTLH L 7T 0 R Firewall Management Center D%
B PR S E T,

[OK] %27 U v 7 LET,

72 2iE, Web —R—%2FKARNTBLIIIDMZ A v F—T =24 AEFRELET,

a)
b)

R 242 —T7 24 20 [fatk (Bdit) |1 (&) 227Uy 7 LET,
[E¥= VU7 ¢ —2 (Security Zone) | Ky 7 X7 UAMNNLBEFODMZ EX =27 4 — 0%
BRGS0, [ New) 1227V v 7 LTHLOWEXF2 YT 40— ZBILET,

7= & 21X, dmz_zone LW H ARITOD Y — 2 EBIMLET,
48 LFETD [4HT (Name) | ZATJLET,
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#2RRY o—nEE |
B oucry——omE

FeziE, AV F—T oA AT dmz E WO LAFTEATTET,

d) [H7%) (Enabled) 1 F =y /Ry 7 2eF 2 LET,

e) [:E‘_‘ F‘ (MOde) ] ﬂj: [73?[_/ (None) ] &:%&bi Lf:ii&:bij—o

f) MBS LT, [IPv4] ¥ 7 & [IPV6] ¥ 7 OWFN A E2idmi a7V v 7 L, IPT7 RLA%RELE
hd‘o

g [OK] %7V w7 LET,

ATvT6 [fR1F (Save) 127V v 7 LET,

N s

DHCP Y —/\—MDXE
34T FCDHCP ZFEHLCT7 7 AT U+ —NGIP T RLAERET L L5127 258
&%, DHCP —"—ZHF T LET,

FIE

AT9F1 [T314 A (Devices) |. [T /31 AEH (Device Management) ] DJEIZEIR L, T34 2D [fi#E (Edit) ]
(@) #7V v 7 LET,

AT 72 [DHCP]>[DHCPH#—/\— (DHCP Server) ] Z#R L £,
35:DHCP H—/\—

Device Routing Interfaces Inline Sets DHCP VTEP SNMP

Ping Timeout

DHCP Server [ 50 ] (10 - 10000 ms)
DHCP Relay Lease Length
DDNS [ 3600 ] (300 - 10,48,575 sec)

D Auto-Configuration

Interface

[ ]
Override Auto Configured Settings:
Domain Name

[ ]

Primary DNS Server Primary WINS Server

[ g+ v +
Secondary DNS Server Secondary WINS Server

[ o+ =] +

Server Advanced

Interface Address Pool Enable DHCP Server

ATY T3 [h—— (Server) |=UT7 T, DB (Add) 1227V v 7L, UFOA T arzRELET,
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NAT D& E .

36:H—/\—miEMm

Add Server ®

Interface*

[ inside v ]

Address Pool*

[ 192.168.1.2-192.168.1.55 ]

(2.2.210-2.2.2.20)

Enable DHCP Server

Cancel ﬂ

[ H—7xAA (Interface) |: Ky FH TV RAINLA L F—T 2 A4 AL ERNLET,

«[7 RLAF—/L (AddressPool) ]:IP 7 RL ADOFPHZZE L £T, IPT7 FL AL, BIRLIZA v
B—=Tx A RALF LY T Hy N EIFETHUNERSY, A X —T A AHHDIPT RLAZED
HZLIITEERA,

 [DHCPY— N—%H%hZF 2% (Enable DHCP Server) |: &R L7-A > % —7 = A AD DHCP H#—/3—
EHZLET,

ATy T4 [OK]Z27 V7 LET,
ATY TS5 [{R1FE (Save) |27 U w27 LET,

ZTOFETIZ. NEZ FAT 2 FBWNET RLRAENFA v X —T =2A ADIPT KL ADR—
MZIZHT B NAT V— LV ZERLET, ZOXA TONATL—LDZ L E AL H—T (A
AR—F 7 R A% (PAT) EMEONET,

FIE

RAT9 71 [T/A4 R (Devices) |>[NAT] DJEIZEIR L, [FLWLKRY >— (NewPolicy) 1227V v 7 LEd,
AT9 T2 RV o—Z4uiattiF, R o—Z2EHT57 34 228" L, [fR1F (Save) 1227 Vv 7 LET,
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#2RRY o—nEE |

B wozz

X 37: 5 LLVKRY o—

r )

New Policy ®

Name:

[ FTD_policy

Description:

[ )

Targeted Devices

Select devices to which you want to apply this policy.

Available Devices and Templates Selected Devices and Templates
[ Q. Search by name or value ] 192.168.0.124

—_— 192.168.0.155

192.168.0.155

Add to Policy

ARV =3 7 Z v R Firewall Management Center [ZiB M S VE 7, 5l &fex, AU —Ib— %8
M 20ERHY 3,

38:NAT K1) >—

4

FTD_POIicy [ Show Warnings ] m [ Cancel ]

Enter Description

NAT Exemptions Policy Assignments (1)

Rules
[ Filter by Device ] [ Y Filter Rules ® ] [ Add Rule ]
Original Packet Translated Packet
Source Destination o . s
" " Original Original Original T T "
D # Direction  Type Ig;?;ﬁ:e glt)ieer‘f;:e Sources Destinations Services Sources Destinations Services Options

~  NAT Rules Before
~  Auto NAT Rules

~ NAT Rules After

ATv 73 [—LDENM (AddRule) 1227V v 7 LET,
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NAT D& E .

ATFYT4 EAL— DO a BB ELET,
39:ZERXIL—ILDAF T ay

Add NAT Rule
NAT Rule:
Auto NAT Rule v
Type:
[ Dynamic V]
Interface Objects Translation

« [NAT/L—/L (NAT Rule) ]: [HEINAT/L—/L (Auto NAT Rule) ] Z %R L £,
s [# A7 (Type) 1:[#AF > (Dynamic) ] &R L £,
ATYTS [f v F—T A A4 7 =2 b (Interface objects) ] X— T, [EHARERA LV H —T =2 A AL TV =V

I (Available Interface Objects) ] fEIk O [565 A X —7 = A AA 7 V=7 K (Destination Interface Objects) ]
FEIRICAMNER Y — 2B L £,

E40: 4B —DARFTSzH b+

Interface Objects Translation PAT Pool Advanced
Available Interface Objects Source Interface Objects (0) Destination Interface Objects (1)
[ Q. Search by name ] outside g

T Add to Source I
inside
Add to Destination

2

AT w6 [£# (Translation) | X— T, ROA T a rERELET,
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#2RRY o—nEE |

B wozz

aM:%H
Interface Objects Translation PAT Pool Advanced

Original Packet Translated Packet

Translated Source:

Original Source:*

[ all-ipv4 v ] + [ Destination Interface IP v ]
- @ The values selected for
Original Port: Destination Interface Objects in
[ TCP v ] 'Interface Objects' tab will be
used

Translated Port:

« [FEDEIETT (Origina Source) 1: [EM (Add) 1(TY %2V v 2 LT, +_COIPVE RT 7 4 v
(0.00.000) ODxy NU—7 AT V=7 FEBMLET,

Ba:#HLWry hT—0F TSy b

New Network Object ®
[ all-ipv4 ]

Description

Network

(O FQDN

O Host O Range

C] Allow Overrides

GE)
HE)NAT V— V347 V=7 FEFRO—EE L TNAT ZBINT 5720, VAT LEFRD any-ipvs 4

T2l VEBHTAZLIITEEHA, Fh, VATLAEREDOF TV NERETHZLIXTE
FH A,

o [ 2 D%E[E 0 (Translated Source) ] : [5E5EA o % —7 = A AIP (Destination Interface IP) ] Z %R
L\ivé—o

ATFvTT [#1FE Save) 127V v 7 L TL—ZBIMLET,
=3 b=/ (Rules) |7 —7 /MTRAFSE T,
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FOERAY FE—LIL—ILOETE .

ATY T8 NAT X—TT[RIF (Save) 127V v 7 L CEREZBEIFLET,

FHERaAY FO—)LIL—)LDEFE

Tr7AT U=V EBEEK L E X, HERAD [T’*\'Ca)iﬁﬁ’é Jow4 (Block all traffic) 17
I A arbha—LRY /~%’:1’EE$Z L7=BEE, 7747 U —)vEERT H(E 27T
5KW@W—W%TJ/*uLm¢6%g#%Di¢o77tx3/FH_WT)/~L@\
AT FEE SN D BEHDON— NV EED DL ENTEET,

WOFNETIZ, NE =2 DB = ~DFTRTD ST T v 7 B+ 57 7 & A
=B L E T,

FIE

ATv 1 [R)I— (Policies) 1>[tF 2T 47K — (Security policies) | >[7 2 X Hl{#l (Access Control) ]
ZEIRL, TAAL RCEDYTHENTWAT 78R ary ba—LRY —D[fRE (Bdit) ] (&) 2270 v
7 LET,

ATw T2 Pv—%iBI (AddRule) 1227V v 27 L, IRONRTA—HERELET,

43:5%1Et Y — > (Source Zone)

Add Rule
Name [ inside-to-outside| ] Action B Lc
Insert @ Intrusion Policy | None
Q Zones (1) Networks Ports Applications A Users URLs Dynamic Attributes VLAN Tags
Clear Selections [ Q Search Security Zone Objects ] Showing 2 out of 2 | Selected 1 Selected Sources: 0
s inside (Routed Security Zone)

(J s outside (Routed Security Zone)

Any

+ Create Security Zone Object 3 Add Source Zone

1 ZON— VAR EMTET (72 & 21X, insdeto-outside) .
2.[/—Y (Zones) 1 MOHLWNEY — v ZBIRL £,
3. [EfFLY — DB (Add Source Zone) |27 U v 7 LET,
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#2RRY o—nEE |

B 7rcxavro—ni—rome

ATvT3

44:%8%J —> (Destination Zone)

. Add Rule

nsert |into Mandatory @ Intrusion Policy B File Policy | None
Q Zones (2) Networks Ports Applications A Users URLs Dynamic Attributes VLAN Tags
Clear Selections [ Q y Zone Objects Showing 2 out of 2 | Selected 1 Selected Sources: 1 Selected Destinations and Applications: 0
8 de (r Collapse All Remove Al
m . outside JonE | v 10bject
sic
+ Create Security Zone Object Add Source Zone

4.[V—> (Zones) | MBAERY — IR L E T,

5. [584cY — > % B/ (Add Destination Zone) 1 %2 V v 27 LE7,

MOBEIZZOERICLTREET,

BB Xy h7a—HTRY V= A T% 2 Vv LT, BT ONER) —%2 AT~ XL
£,

[FL7 4% (Prefilter) ], [{E7%5 (Decryption) ], [EF=UT 4 A>TV Y= A (Security Intelligence) ].
BELO[TAT T 47 4 (dentity) RV > —i%, 77 AHEA—LVORNZEHE INET, ZNHOR
Vo= NAZIA AT HMEZTHY FEAN, Xy NV =7 D=—X%ZRE LI2tk, EETED T

7 4 v 7T fastpath Z i (LEEEZ NSARR) L7eW T 74 v 7 %70y LTEDOHRDOUINARTEZ
BRLEICTHIET, XYy MU= DRI =<V AEMEESELZENTEET,

45: 7 L RAFIEOFIER SN LR o—

L' Packets » @ Prefilter Rules -+ O Decryption » @ Security Intelligence - O Identity > @ Access Control ‘

[V 7 4 H—)b (PrefilterRules) |: 7 74/ hDF LT 4L ZR) —iF, O —L3E S
no 7 2) IXCONT 74y 7 Z2@BBSEETST, 774NV PRI =MD ENTED
ME—DEFIX, oIV T T4y 7% [Ty 35 Z&TT, ZNUANTIE, FriLnwrL 7o
NWERY —FER LT, o8 (@il) | fastpathLB (IO T = v 7 B /XARR) | Filzid7m v
JCEBT IR arybu— L RY —CHEMTHZENTEET,

TV 4N EFRTDE, 7 vy 7 Eizidfastpath LEEOWNWT NI L T, b T 74 v 7 BRI HIT
LRI T D2 LT, N T 3= AEAEITEZENTEET, HILLRY —T1E, h
VRN =l T g VB =V EBINTEET, R — BT E, SL—
TX AL GERF L) O/RA A — kU RV E fastpath JLEE, 70w 7 F72EH Y — b TE T,
T T ANEN—NVEFERATHE IPT RLA, A—h, BT 2 ha L TlplsnsIE R xu
N7 7 4 v % fastpath WP FE 72137 0 v 7 TXET,

EzE, A MU= EOFTRCOFTP v 77 4w o &7 uy 7 L, BHENLDSSH T 7 4
T EEENRATHESIT. FTLWI LT 4L EZ R —EBNTEET,

[#8+% (Decryption) ]: 7 74 /L hTik, HZXEH I EHA, EFIE, XYy NIT—2 8T T 407
BT A —TA AN v a AT HHIETT, ZFEAEDEA, NI T 4 v 7 BEET MBI
R ERICHTENTWAEARICORE S TEET, Xy NI —27 2R KBICIRET 72012, '
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7oezavra—ir—noszE

B —N—~D T T 470, BEHTERWVWRY NI BT AL LD NT T 4 v 7120,
BER)—2HHTHZ L 2BEIDLET,

c[EX=2VUT 4 A7 Y Y=z A (Security Intelligence) ]: (IPS 7A B ANME) EX=2VUT 1 A
VTV AFT 7 AN N THENCRSTVWET, EX a2V T 4 AT VR, EEOHD
TI7T4ET AT 2H 9 1 DORMPBGET, 5ROl RE T 78X 2> be—b
R —ICETHCEHASNET, X2V T4 ATV V2 A L, VEaT—var 40TV
VU AEMHLT, YA AT ) Ve AR TH B Talos T2 1P 7 KL A, URL,
BLORAAS 4 L0 REZR#RIZT ey 7 LET, REISUT, IPT FLAX, URL, FAA %

BINEZITHIBRTE £,

G¥)

IPS SABUABRRWES, ZORV—E, 7782 3y ha—LRY S —THEFRREINTW
THEBRINEE A

(TAT T 474 (dentity) 1: TAT T AT 41 ET 74V FTIHEHENEFA, 778X 3
fa—= VRV —ICLD T 7 4y 7 OB ZFFATLHR1IC, 22— —IZRGEAZ ERTE E T,

ATv74 (EE) 77 BAHEAL—NORIENSNDRARY —2iBMLET,

BARV =L, N7 7407082 )T 4 EXERET HERFHO—HORAMH I LR AL
RETT, 77U R Firewall Management Center (21, 280D v AT AMEEORY o —REENTEH
D, ZOEEAMNCT D EBNAZYARTHZEHTEET, ZOFIATIE, VAT L7ZUEORY o—
AT LET,

a) [RAR YU — (ntrusion Policy) | Kr vy XU VR RE27 Y v 7 LET,

46: AT LRBORAKRY > —

@ Intrusion Policy [|Nome A]

ags
Balanced Security and Conne
Selected Sources: 1

Connectivity Over Security
Collapse All

Jone | v 10bject Maximum Detection

& inside_| Security Over Connectivity

b) UANHI AT LEMEDORY —% 1 DB L £7,
FEAEDL—A T —2ATIL, [INSVADENT=EF2 1) T4 LS (Balanced Security and
Connections) | ZH#E45E L T\ ET,

ATv IS5 (TR 7T7BAHEN—VOBITEHHIND 7 7 A VK Y —%BMLET,
a) [Z77A/WAKRY v— (FilePolicy) | Fuy 7 X URA 27U v 7 L, BEFORY —%RIT D50,
[Z77ANARY —1U A M%BI< (Open File Policy List) ] Z3#R L TR U > —ZBIML £7,
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47: 2 7 4 LR > — (File Policy)

v File Policy [Noms—" /\]

Open File Policy List” '
ns and Applicatio

LR Y —DBE1E, [[RY— (Policies) [ >[tEFa ) TR >— (Security policies) 1>[<
W7 ET74A4IL (Malware& File) 1] X—Y B0 ¥ 7Tl £,

b) HFYU T —DOIERDFEMIZ OV TIE, Cisco Secure Firewall DeviceManager =27 4 ¥ L— 3 > A
RESRLTIEIN,
c) [V—/LDiBM (AddRule) [ X—UIZRY, Fry P XU A RNPBELAER LTZARY — 28R
LET,
ATv 76 [Applyl 27 Vv 27 LET,
=5 b=/ b (Rules) | 7 —7 /MBS IVET,

ATy T [fR1F (Save) 1227 U w7 LET,

HERA B —T 24 ATH SSHDEFIL

OB a TR AL E—T oA A~D SSHE BN L, 77 AT Ut —)L%
VE— M CEHTED LT DHIECZOWTHALET,

774N M TR, FIHIRBRERICANA Y — F&2fE L7z admin 2 —H— 2 TE £7,

FIE

AT v F1 Choose [T/3f R (Devices) 1>[F T v b T+—LEEE (Platform Settings) ] and create or edit the Firewall
Threat Defense policy.

ATw T2 [SSHT 7 A (SSH Access) ] Zi#&R L £,
ATw T3 SSH AT THINEA v X —T 2 A AL IPT RLAZRELET,
a) [BIN (Add) 127V v 7 LTHLWAL—LZBMT 50, [k (Bdit) 1227V v 7 LCBEFOL—
NERELET,
b) N—ADTuNRT 4 ERELET,
o [IP Address] : SSH #fi #5375 HR A hE/iZRry NV—V 2FETH Ry NU—I 4T V=)
NETWEITN—T, ATV vE Ry AT A= a—0nb8IRT 5, £ +HEZ Y v
JLTCHLWRY NU—2F 7V MEBIMLET,
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| xRy o—nHE
zreEETs [

o [ AIREZ R Y — /A % —7 =4 A (Available Zones/Interfaces) |: [BIRL7=V —2 /(¥ —7 =
A A (Selected Zones/Interfaces) |V A RO F DT — /L RIZHER Y — 2 ZBINT B0 T4 A >~
B —T A 2% AL, (BN (Add) 1227V v 7 LET,

48: 5081 3 —T A XTH SSHDOEHME

Edit Secure Shell Configuration ®
IP Address*
[ any-ipv4 v ] +
Available Zones/Interfaces (6 Selected Zones/Interfaces
[ Q. Search ] [ Add ]
DMZ
inside
outside

outside I Add
Cancel a

o) [OK]%2 Y w27 LET,
AT v 74 Click Save.

You can now go to [RE (Deploy) ]>[RE (Deploy) ] and deploy the policy to assigned devices. The changes
are not active until you deploy them.

BREEERMRT S

REDER LT N A AR LET, ERZRATLETIE, 7 A A LTEDEELT Y
TATIZRY EE A,

FIE

ATv 1 A0 [EB (Deploy) 127V v7 LET,
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X 49: RE

£

pepioy| @ & @

AT 72 REREMOLEIE. FEDTNAADF =y 7Ry 7 Z%A A LT [EBH (Deploy) 1227 U v 2 LE
ED

50 FRL =2 DERE

Q Advanced Deploy | A D Ignore warnings Deploy
1010-2 I Ready for Deployment
D 1120-3 I Ready for Deployment

7203 [TTER (Deploy Al) 1227V v 7 LTTNTOT A ZTRBALET,
B 51: 5 N TER

Q Advanced Deploy | A D Ignore warnings ST [0 |
D 1010-2 I Ready for Deployment
D 1120-3 I Ready for Deployment
D 1120-4 I Ready for Deployment
D ftd-cluster1 I Ready for Deployment
D ftd1 I Ready for Deployment
® 5 devices are available for deployment :0)

ENLSNOGEIL, BIOREEA T v a U EFET HT-O, [@E/RER (Advanced Deploy) 1 %7 U >
7 LET,
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52 S ET R

1 device selected
[Q Search us levice name, user name, type, group or status ] Deploy time: Estimate Deploy

Pending Changes Reports

D Device Modified by Inspect Interru... Type Group Last Deploy Time Preview
> [ fan rboersma, System FTD Feb 26, 2024 11:09 ... B | Ready for Deployment
> () ftd-clusterl rboersma, System FTD Feb 22, 2024 10:36 ... @ | Ready for Deployment
v 1010-2 rboersma, System FTD Feb 22,2024 11:09 ... B | Ready for Deployment
o ~ Access Control Group
Access Control Policy: in-out R rboersma, System
®
Intrusion Policy: No Rules Active 2 system
R Network Analysis Policy: Balanced Security and Connectivity Q system

~ Device Configurations
Interface Policy R rboersma

~ Flex Configuration

Template Policy: Unassigned R rboersma
v NAT Group
Manual NAT Rules: interface_PAT R rboersma

v Security Updates

Rule Update: (Isp-rel-20240311-2013)

AT9 T3 BEBKIHILIZZ L 2R LET, BHOAT =X A2 HKRTHIZIE, A==2——0 [JEH (Deploy) ]
REOFEMCHDTAarEzs7 )y 7 LET,

X 53:REART—42 R

Deployments  Upgrades A Health @ Tasks 2 ‘ O Show Pop-up Notifications @

H 1running 6 success 0 warnings O failures [ Q Filter ]

¢ 1010-2 Deployment - Policy and object collection 10% == s
complete.

@ 1120-3 Deployment to device successful. 2m 39s

© 1120-4 Deployment to device successful. 2m 43s

© 31101 Deployment to device successful. 1m 38s
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